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ABSTRACT

Purpose. This paper investigates the present situation with respect to professional knowledge and competence regarding building security. 
Background. Security has become a global concern, including management of buildings. In Norway, the terrorist attacks on July 22, 2011, triggered a significant attention to this topic
Approach. An overview of the terminology and international best practices related to the planning and design of secure buildings is presented. In addition to a literature review and data gathered from interviews, the findings are based on a questionnaire that maps competence and on a case study of the planning process for the future ministerial complex in Oslo. We have mapped the presence of skilled security professionals in Norway. The case study includes a document review and in-depth interviews with participants who are involved in the planning process. 
Results. We find that there are no established or standardized practices for analyzing and addressing the security risks as they relate to the end product, i.e., the building structure itself. This makes it difficult for both clients and facility owners to evaluate and compare building security competences and design solutions. Moreover, aspects related to security are often not considered until late in the project design, typically after the overall objectives and general design solutions have been established. 
Practical implications. This implies that physical security measures are added at a later stage in the design, which results in non-optimal solutions that often create problems over time for facilities managers, users and other stakeholders of the building.
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1
INTRODUCTION

The purpose of this paper is to study how security aspects of buildings are addressed and the way in which security aspects are integrated into the planning phase of a construction project. Though the discussion and findings presented herein are based on a review of international studies, the empirical section of the paper contains data from a Norwegian case study. 

Sadly, security has become a global concern when it comes to the usability and management of buildings. In Norway, the terrorist attacks on July 22, 2011, triggered a significant increase in the awareness and attention given to this topic. These measures tend not to be integrated into building design and appear as visual add-ons to the overall design and construction of the building. Most larger public and private buildings are built and planned with the intention of a long lifespan. This will require that decisions be made during the planning process that incorporate both future users’ needs and future security needs. Therefore, the need for security is important to consider when designing the build environment such that the buildings are usable in a relatively distant future (DSB, 2012). 

There are many arguments in favour of including security aspects in the early design phase of buildings because such ad-hoc add-ons can result in buildings that resemble fortresses and have poor aesthetic qualities and inefficient usability, which negatively affect both visitors and employees (Gustin, 2010). Furthermore, adding security features to a finished project tends to be expensive not only in terms of the implementation costs but also for the maintenance and management of the building. This paper includes discussions related to user involvement, usability and facilities management for buildings that require enhanced security measures.

By reviewing the extant literature and qualitative interviews and by the examining current principles for building security and existing professional knowledge and competences, this paper aims to propose the best practices in the field and identify the implications of integrating security measures into the building design process for facilities management. The following research questions are addressed:

· To what extent is there a uniform way of working and a uniform set of terminology for the security aspects of buildings, and what are the best practices?

· What professional knowledge and competences regarding building security are currently available? 

2          STATE OF THE ART

There is a distinction between safety and security. Security typically relates to avoiding undesired actions, such as espionage, crime or terrorism, and safety relates to avoiding undesired events such as flooding or accidents (Hovden, 2004). With respect to safety, empirical data regarding frequencies can convey the probability of an event. However, with respect to security, the probability estimates are far less relevant (NSR, 2011). In a built environment, security risks involve several diverse facets, including infrastructure, construction, architecture, technology and even the psychological factors of the stakeholders 
(Nistov, 1999). Though there are several definitions of security risk, in general, the relevant definition adopted in this paper is that security risk is the relation between the threat to an asset and the asset's vulnerability to the threat (NS 5830). An asset can have material or non-material aspects, such as reputation or business continuity.  

Throughout time, securing buildings and cities has been a complex but crucial task. There are now many books about and guidelines for secure building design. For example, The American Design Guide for Physical Security (2005) presents recommended designs and materials as well as information regarding their qualities and strengths (American Society of Civil Engineers, 2005). A more recent example is that of Baker and Benny (2013), who present a practical guide to physical security. There are also guidelines, such as the British Standard BSi PAS 68 for vehicle security barrier systems, that aim to protect against specific threats (CPNI, 2014).

Though real estate protection is subject to general laws and regulations, Norway’s security act 
regulates the security of facilities of national importance (Lov om forebyggende sikkerhetstjeneste (Sikkerhetsloven) enacted July 1, 2001). This law states that the different ministries have the responsibility to identify buildings and national infrastructures that are of value to the nation. The owner of a facility that requires security protection has the duty to implement measures for this protection. In addition to the national laws, facility owners and facility managers must account for international regulations, such as the International Ship and Port Facilities Security Code (IMO, 2004), and for international aviation regulations and requirements, given that the aviation industry and airport security are both highly regulated worldwide. Furthermore, increasingly more insurance companies are requiring the implementation of minimum security measures as a basis for insuring high-risk buildings. 

The Norwegian Defence Estates Agency issued a handbook for security, which was the first and only Norwegian publication to provide specific security guidelines (Nikolaisen & Hauge, 2005). There are also Norwegian standards for security terminology, management systems for security and guidelines for security analyses (NS 5814, NS 5830, NS 5831 and NS 5832). Additionally, a standard for the planning of facility security factors will be published in 2016 (NS 5834), and building security is addressed in the Building Research Establishment Environmental Assessment Method (BREEAM) 
guidelines (BREEAM-NOR, 2012).
A number of authors have addressed the relationship between security and the influence of architecture and urban design on crime by examining how the design of urban areas can contribute to crime prevention. One approach is Secured by Design, a programme whose protected trademark is owned by the Association of Chief Police Officers UK. Secured by Design is an initiative implemented by police in the UK that supports the principles of designing out crime and combining them with physical security. The term Secured by Design was originally introduced in 1989 as part of the strategy, and today, the principles are part of a licensing scheme (OPCI, 2015). The UK government has also established the Centre for the Protection of National Infrastructure (CPNI), which provides protective security advice. The CPNI facilitates communications among different governmental/ministerial departments and promotes effective relationships between private and public sector partners. This philosophy and the practical execution of physical security have many similarities and connections to the early thoughts of writers (Wood, 1961, Jacobs, 1961, Jeffery, 1977) regarding the design of the built environment as an approach to crime prevention. In the literature, designing out crime addresses concepts such as reducing the anonymity of the offender, defining the relationship between private and public space and focusing on environmental design and physical security (OPCI, 2015), all of which are specific principles based on the ideas and methods of Crime Prevention Through Environmental Design or CPTED (Coleman, 1985, Cozens et al. 2005). 

Jacobs (1961) proposed the term natural surveillance to refer to the increase in security in the built environment. Shortly thereafter, Newman discussed this concept in his “Creating Defensible Space”, wherein he explained that defensible space is a socio-physical phenomenon that claims that both society and physical elements are parts of a successful defensible space. Newman proposed the four design principles of territoriality, surveillance, building image and juxtaposition. These four principles were further developed in the 1970s in many European countries and in the US. An element in this development was routine activity theory, which emphasized the context within which the crime occurred. This theory, built on the assumption of rational choice of the offender, was initially launched by Cohen and Felson (1979), who argued that three factors must be present for a crime to occur:

1. Presence of individuals who are willing and have the capacity perform a criminal act

2. Presence of suitable targets (an individual or building that is vulnerable or available)

3. Absence of capable and willing guardians

Another important theory in the security literature is displacement theory, which argues that a possible offender will be rational and avoid a well-protected target or building such that the crime is displaced onto a less protected target. On these grounds, critics claim that security measures have resulted in nothing more than displacing the crime from one location to another
. There have been conducted several studies in relation to this theory, as summarized by Saville (1998). Other important publications are Sorkin (2008) and Kenzari (2012), who considered the connection between the physical environment and criminal actions. Conversely, a more proactive approach was taken by Nan (1997), who attempted to identify crime prevention measures rather than merely examine the existing level of threat. Colquhoun (2012, first published in 2004) explored the premise that a good design of a physical environment will reduce criminal activity in the area and argues that by integrating some simple crime reducing principles into the early design process, it will be possible to create an area that is more secure 

without harming the aesthetics or amiability of the neighbourhood. By optimizing the possibilities for natural surveillance and clearly defined borders for different types of use and by establishing and maintaining a positive image, the city or community may reduce or prevent criminal activity. Cozens et al. (2005) explained that because a potential criminal is more visible to law-abiding citizens, it is easier for criminals to be seen and caught. In addition, because well-maintained surroundings create a sense of ownership of the physical areas, he claimed that this will affect the citizens’ inclinations to protect and respect their neighbourhoods.

Atlas (2013) argued that, for the most part, architects and engineers design and construct buildings without having a security designer or security adviser as part of the project team. Atlas also claimed that the architect profession used to be of the opinion that security was much like the telephone company: first, you construct the building, and you then request that a security expert install the necessary equipment. However, it is evident that today's complex construction projects require more planning and design.
 Thus, architects, engineers and safety professionals must communicate with each other and coordinate their specific requirements; however, they need not perform each other's jobs. It is important that each participant appreciate what each party has to offer to the design process while honouring security as an independent and important profession.

3
METHODS and Approach
The aim of this paper is to investigate the planning process, though its scope is limited to the programming phase of a construction project in Norway. As a pre-study, we conducted six interviews with security advisors from the Norwegian Defence Estates Agency, National Bank, and National Security Agency and with consultants and architects who have experience in security work from both the private and public sectors.

We have mapped the available security competences in Norway. A questionnaire was sent to 22 organizations involved in security work. The questionnaire was accompanied by a statement from Standard Norway, indicating that they supported the study, and asked recipients to participate in the study. We received answers from 12 organizations. Six companies did not answer, and two replied without filling out specific answers. Two replies were not used because the answers contained significant variance and we were uncertain about the representativeness of these answers. We thus has a total of 48 security planners, 30 security analysts and 60 technical security advisors who met the predetermined knowledge and competence criteria described in NS 5834. 

Though the case study is based on the development of a new project, the principles are relevant for refurbishment and reconstruction projects as well. We conducted a case study of the planning of the new ministerial complex in Oslo, Norway. The case study was carried during 2015, when planning was being done. A case study report was developed, based on document review, observations of planning meetings and interviews of key personnel. Collection of data was done by one of the authors, while the other researcher participated in the design of the study and doing quality assurance of preliminary and final versions of the case study report. The main source of information presented in this paper is a group interview with representatives of the client organization, Statsbygg, which oversees and maintains government property. In addition, we interviewed those responsible for the overall security of the project in the Norwegian Defence Estates Agency.  
	


4
RESULTS
4.1
Available competence
Table 1 shows the results of the study of the available building security competence in Norway. An interesting finding is that there is almost no postgraduate academic education in the security profession. This finding also implies that the traditional professions in a building process, i.e., architects and engineers, have little formal education in security matters when they enter the professional working arena. The questionnaire indicates that technical security advisors with a background in landscape architecture are the most difficult employees to recruit to a company
.

The total numbers in table 1 do not represent the number of people but instead indicate the number of resumes/CVs that fit into the specific competence description. Some would thus be able to cover more than one of these subjects based on their experience and expertise.
Table 1. Total results of all questionnaires. The table presents the total number and the skills that the respondents believe are the most difficult to recruit.

	Area
	Number of CVs
	Most difficult to recruit

	1.Security planners
	48
	5

	2. Security risk analysis
	30
	6

	3. Security engineering consultants, total
	60
	8

	    3.1 Architects (security)
	1
	2

	    3.2 Landscape architects (security)
	1
	2

	    3.3 Structural engineers (security) 
	10
	2

	    3.4 System engineers
	1
	1

	    3.5 Other engineering consultants
	5
	1


4.2
Case study
As a consequence of the terrorist attacks on July 22, 2011, the Norwegian government gathered the majority of the ministries in the ministerial complex to the centre of Oslo, a decision that was highly influenced by security issues. The mandate for a concept report further indicated that a “necessary security” should be incorporated into the planning of the future ministerial complex. Exactly what “necessary security” meant, however, was not clearly defined. Another interesting finding was that the term Secured by Design is mentioned in the mandate. Specifically, the mandate clearly stated that the principles of Secured by Design were to be incorporated into the planning and building of the future ministerial complex. Further, the mandate specified that this required a high degree of integrated security and that security was to be included in all phases and aspects of the design and construction of the building and in facilities management.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	




Thus, the planning of the project and the integration and implementation of security are interesting bases for a comparison to other projects because it is one of the few projects in which security was explicitly identified as a priority from the onset
. In addition, this was one of the largest security projects to be completed in Norway. Hence, much can be learned from how such a complicated process was organized and conducted. Accordingly, the results of the organization of the planning process of the new ministry quarters in Oslo can serve as an illustration of the existing best practice for the planning of buildings for which security measures are a priority.

An analysis of five predetermined concepts was conducted. The concepts represented fundamentally different ways to resolve predetermined project requirements, including geographical location. Based on the evaluation criteria for rating the concepts, security was ranked second in priority, following effectiveness and interaction. Two of the evaluated concepts received four out of five possible points in the security category, including the chosen concept.

Establishing and determining the correct level of needed security in the total project were a challenge. The owner, user and facility manager are different ministries, and they have different views on the basic level of security needed. A great deal of challenging assessment and balancing was also required concerning the incorporation of flexible solutions into the ministerial complex to provide an opportunity to scale the security as the future threat level varies. 

Such varied threat levels will, in many cases, also represent significant challenges regarding the management of the building. In recent years, there have emerged new normal states with respect to threat levels in most European countries. When a new normal arises that the current physical building security is not equipped to handle over a long period of time, the cost of operations to implement temporary security measures and preparedness can be enormous. This applies both to direct costs for increased security and preparedness and to temporary changes in facility management equipment and operating personnel, which could also become the new normal.


The interviewees stressed that needs for security will vary internally among the different ministries and will also vary over time. This means that the different departments must determine the appropriate level of security necessary to secure their assets. The demands for security are then transformed by the project into technical requirements to meet the building’s overall security needs. This emphasizes how important it is for concrete solutions not to be presented too early in the planning process, due to the requirements and security levels that are communicated throughout the process.

5
Practical implications
The first research question addresses the extent to which there is a uniform practice and uniform terminology regarding the security aspects of buildings. The case study of the planning process of the new ministerial complex in Oslo reveals that there are no established common methods for analyzing security risks for buildings. Instead, the practice is based on the experiences of the involved parties and the best practices in facility planning. There is no consensus in the industry regarding the methods, processes or terminology for topics such as Secured by Design. This makes it difficult for clients and facilities owners to evaluate and compare competences and design solutions. 

Standard procedures for handling security in construction projects are based on experience and can vary due to the personal preferences, strengths and weaknesses of those involved in the process. Academics, professionals and practitioners emphasize that they want to be involved in their projects earlier because this would result in the most efficient and, overall, best possible solutions for the total project. In practice, however, security measures are often considered only after important decisions about the physical design are made, thus limiting the possibility that the security measures can be incorporated as an integral part of the project.
Because security aspects are often included too late in the project, typically after the overall objectives and general design solutions have been established, the ability to integrate security facets into the design is reduced. This means that security issues must be added during later stages of the design and building process, which results in non-optimal solutions that often create problems for facilities managers. If security is not incorporated in the early phases, the security measures that are added later can become obstacles for good facilities management. This may, in turn, increase operational costs, impact usability and reduce the aesthetic appearance of buildings.

It is desirable to use functional specifications regarding the security performance of buildings. The involved stakeholders can then find suitable design solutions and integrate them in the overall design of the facility. Designs that provide a high degree of flexibility are preferable because the use of the buildings and the types of threats are likely to change over time. This paper also examined the extent to which professional knowledge and competences regarding building security are available. The survey and case study indicate that although there is a high degree of expertise in the private consulting environment, this primarily consists of experiences and skills combined with less formal knowledge rather than formal, specialized higher education. The quality of experience is difficult to measure for client organizations and, thus, difficult to compare when, for example, choosing consultants and other advisors.  
Using the documented professional knowledge and competences about building security found in those involved in the planning process would be advantageous when evaluating security measures both before and after projects. We found that this expertise exists today and that the specific roles of the security advisor can be fulfilled by many of the private advising companies in Norway. We also found a desire among the participants for greater expertise among professional security advisers, particularly in the area of landscape architecture.  
The main conclusion of this paper is that the security of buildings is often not considered until after the major decisions regarding the physical design have been made, thus limiting the possibility of integrating building security as an integral aspect of building design.
 There is no consensus in the security community  regarding the use of either methodological tools or terms such as Secured by Design, which may lead to misunderstandings and uncertainty about expected delivery and challenges when comparing offers. Accordingly, practices regarding the implementation of security measures are generally based on experience because security is rarely included in formal regulations of the industry. 

Finally, this paper studied and revealed what is considered the best practice in the planning of buildings that have a need for security. Best practice occurs among interdisciplinary teams that are focused on integrating security and solving security needs while addressing other project requirements. We identified the following characteristics of best practice when integrating security into building design:

· The need for security requirements are clarified early on in the planning stage, which eradicates costs associated with the late implementation of security measures.
· The client organization must possess significant expertise to evaluate the quality of the professional competence that exists in the market and to assess what is being delivered.
· An analysis of the level of necessary security begins with identifying and evaluating what assets the organization must protect, and then identifies the correct security level
.

· The security of buildings is addressed throughout all phases of the project. This includes localization, architecture and design, construction, facilities management and demolition. 
· Knowledge is transferred from public institutions to private security professionals thus forming a common platform and language for learning and knowledge transfer.

· Security measures are integrated into the existing facility management systems, thus revealing the impact that security has on the overall life cycle cost of the building. 
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