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The thesis is on the subject of hazard identification in process industry. The
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control design, preferably safety instrumented system in process industry, and is
familiar with IEC61508 (2010) and IEC61511 (2003).
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Summary

Many operations in process industry and other application sectors involve inherent
risk due to different hazards. A safety-instrumented system (SIS) is installed to
prevent development of a hazard to an accident or to reduce associated consequence.
The topic of reliability assessment of SIS has been widely discussed. However,
identification of dangerous combinations of output states of SIS has not been paid
enough attention by industry so far. It is a requirement stating explicitly in IEC
61511 Chapter 10.3.

Normally, a SIS is designed in process system with a local perspective. The designer
of SIS always analyses operational upsets in one part of the system individually,
without considering the effects on system level caused by individually local effects
occurring simultaneously in different parts in a large system. During process op-
eration, such combinations of individual safe states in the SIS can cause a new
situation that is dangerous. Although there are many different acceptable hazard
identification methods, none of them is particularly suitable in the task of iden-
tification of the specified hazard. This report provides background and rationale
for mostly common hazard identification methods. Main purpose is to propose a
method, which can help to fill in the blanket of current solutions and can be applica-
ble so that dangerous combinations of output states of SIS are able to be identified
during process design and to be involved in safety requirement specification (SRS).

A three-step method is proposed based on algorithms that typically present in
modular process flowsheet simulator, qualitative hazard identification method and
dynamic simulation. The three steps are:

Step 1: Carry out system breakdown.

Step 2: Identify dangerous combinations of safety trips.

Step 3: Perform dynamic simulations.

The analysis is based on a critical assumption of time-scales of dynamic responses.
The hazard event resulting from simultaneous trips is only considered, when a
same time-scale is utilized for determining the leading effects on process or plant.
A stepwise analysis guides the analyst to confirm a list of dangerous combinations of
safety trips. Probability assessment is taken into account with the purpose to focus
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on severe scenarios. Dynamic simulation is implemented to determine whether the
combination violates the design limits of the process or plant from any starting
point, where safety trips are occurring at the same time.

Nowadays, there is an increasing number of subsea-well tied in topside platform in
Norwegian Continental Shell (NCS) as well as many project requiring reassessing
the capacity of previously designed flare header. Evaluation of effect in flare header
(on system perspective) during blowdown is indispensable, even if depressurisation
system (mostly SIS) is installed to protection process unit and pipeline on local
level. Dynamic modelling plays a critical role in assessment of maximum allow-
able operational conditions in flare line. By taking advantage of OLGA Dynamic
Multiphase Flow Simulator, the transient process with a comparison between two
different scenarios, full blowdown and blowdown (BD) with a time sequence is pre-
sented by a case study. When an existing flare header can not be replaced due
to limited project budget, a proper time sequence of BDV opening is an alterna-
tive solution to avoid overcapacity of flare header. The results of the first case
study reveal that evaluation regarding different combinations of tripping BDVs is
necessarily executed during design of the time sequence.

In addition, the second case study is based on a process system consisting of a
single piece of CSTR and cooling system. A dynamic model is established in
Matlab. The case study demonstrates the applicability of the suggested three-
step method, while the results of dynamic simulation confirm that simultaneously
occurring safety trips can generate a hazard event. It is a valuable outcome to raise
awareness to the industry about the specified hazard event. During process design,
the work of identification of dangerous combinations of output states of SIS can
not be disregarded.



Nomenclature

ALARP As Low As Reasonably Possible

BD Blowdown

BDV Blowdown Valve

CCF Common Cause Failure

CCPS Centre for Chemical Process Safety

CSTR Continuously Stirred-tank Reactor

C&E Cause and Effect

E/E/PE Electrical/Electronic/Programmable Electronic Safety-related
System

ETA Event Tree Analysis

EUC Equipment Under Control

FMEA Failure Mode and Effects Analysis

FTA Fault Tree Analysis

F&G Fire and Gas

HAZID Hazard Identification

HAZOP Hazard and Operability

HIPPS High Integrity Pressure Protection System

IEC International Electrotechnical Commission

ISO International Organization for Standardization

LAHH Level Alarm High High

LALL Level Alarm Low Low

LOPA Layer of Protection Layers

MTTR Mean Time to Restoration
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vi Nomenclature

PAHH Pressure Alarm High High

PALL Pressure Alarm Low Low

PFD Unavailability of Failure on Demand

PFH Average Frequency of Dangerous Failure Per Hour

PHA Preliminary Hazard Analysis

PSD Process Shutdown

QRA Quantitative Risk Assessment

RAM Reliability, Availability and Maintainability

RPN Risk Priority Number

RRR Rapid Risk Ranking

SAR Safety Analysis Report

SIF Safety-Instrumented Function

SIL Safety Integrity Level

SIS Safety-Instrumented System

SRS Safety Requirement Specification

SWIFT Structured What-if Technique
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1 Introduction

1.1 Background

Many operations in process industry and other application sectors involve inherent
risk due to different hazards. A safety-instrumented system (SIS) is installed to
prevent development of a hazard to an accident or to reduce associated consequence.
A SIS is generally composed of input elements (e.g. sensors, transmitters), logic
solvers (programmable logic controllers, relay logic systems) and final elements
(e.g. safety valves). IEC61508 [1] and IEC 61511 [2] are two important standards
in process industry that provide a general frame work and requirements for the
design, development and operation of a SIS1.

It is a requirement in IEC61511 [2] that any dangerous situations caused by com-
bination of outputs from SISs should be identified and expounded in safety re-
quirements specification2 (SRS). One quotation from IEC61511 [2] states that,
(IEC61511-1 Chapter 10.3)

”Identification of the dangerous combinations of output states of the SIS that need
to be avoided.”

However, this requirement has not been fully respected by current industry, even
though the industry attempts to utilize a well-adopted hazard identification tech-
nique, hazard and operability (HAZOP) study, to fulfil the requirement.

Normally, a SIS is designed in the process system with a local perspective [3].
The designer of SIS always analyses operational upsets in one part of the system
individually, without considering the global effects on a system level caused by indi-
vidually local effects occurring simultaneously in different parts in a large system.
For some situations, such combinations of individual safe states in the SIS may

1These standards use the term electrical/electronic/programmable electronic (E/E/PE) safety
systems as SIS.

2The SRS contains the relevant key information for use in specifying an operating the instru-
mented functions that have to be implemented by SISs. For detailed information of SRS content,
reference is made to IEC61511-1, chapter 10.3 and to NOG070 annex E.
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2 Introduction

cause a new situation that is equally challenging. A continuously stirred-tank reac-
tor (CSTR) producing liquid product is considered as an example (see Figure 1.1).
It is an exothermic reaction. The reactor is devised with a cooling loop, where a
cooling medium pump injects cooling stream. Two safety PSD (process shutdown)
functions are installed in the system, including level alarm low low (LALL) and
pressure alarm low low (PALL). If LALL is initiated, the outlet process shutdown
valve (XV1) will be automatically tripped with the purpose to increase residence
time in reactor. When leakage is detected in the cooling loop, PALL is on demand.
Cooling medium pump will be correspondingly switched off. Considering basic de-
sign principles, two safety functions are individually safe. What if the LALL and
PALL are triggered simultaneously, outlet is blocked, exothermic reaction contin-
ues with inflow of reactants, and loss of cooling system occurs at same time, the
reaction will be runaway?

Figure. 1.1 A sketch of CSTR producing a liquid product

NOTE: It is notified that the purpose of presenting this example is to reveal the
problem in terms of SIS design. The property and composition of the reaction are
not described in detail.

Today it seems evident that, at least in Europe, IEC61511 [2] becomes a central
standard for specification, design and operation of SIS in process industry [4]. In
Norway, the offshore Oil & Gas industry is one major area for the use of IEC61511
[5]. IEC61511 [2] requires identifying such hazards stemming from simultaneous
activation of safety trips. It has become customary in current industrial practice
to refer to hazard and operability (HAZOP) studies as proof that such output
combinations do not exit. Unfortunately, HAZOP is not a favourable solution due
to inherent limitations.
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1.2 HAZOP Study and Limitations

A Hazard and Operability (HAZOP) study3 is a structured and systemic examina-
tion of planned or existing process or operation with the purpose to identify and
evaluate problems that may represent risks to personnel or equipment, or prevent
efficient operation [6]. It is usually performed by a multidisciplinary team (HAZOP
team) in a series of meetings. HAZOP approach was initially developed to be used
during the design phase, but can also be applied to systems in operation. The most
common HAZOP study is accomplished during the detailed engineering phase.

In HAZOP study, the system or plant is divided into a number of study nodes.
The study nodes are examined one by one. For each node, design purpose and
the normal state are defined. A set of guidewords and process parameters (see
in Chapter 3) are used to facilitate brainstorming of possible deviations in the
system. The brainstorming is normally led by a set of HAZOP questions. For
instance, the guideword can be ”High” and the process parameter is ”Pressure”.
Thus, the HAZOP question could be raised as ”could there be high pressure”, ”if so,
how could it rise” and ”what are the consequences of high pressure”. Safeguards
intend to reduce frequency of occurrence and/or mitigate the consequences. As
seen from Table 1.1, the worksheet depicts the results of a HAZOP study.

Table. 1.1 HAZOP study results [2]

Item Deviations Causes Consequences Safeguards Actions

Vessel

High flow Flow
control
loop fails

High flow
leads to high
pressure

High
pressure

Flow
control
loop fails;
External
fire

Vessel damage
and release to
environment

High pressure
alarm; Deluge
system;
Pressure relief
valve

Evaluation
design
conditions for
pressure relief
valve release to
environment

Low/no
flow

Flow
control
loop fails

No
consequence of
interest

Reverse
flow

No
consequence of
interest

3The term HAZOP has been often associated in generic sense, with some other hazard iden-
tification techniques (e.g. checklist HAZOP, HAZOP 1 or 2, knowledge-based HAZOP). The use
of the term with such techniques is considered to be inappropriate and is specifically excluded
from this document.
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NOTE: For this example, it is assumed that the vessel can experience high pressure
due to the inability of the down stream equipment to handle full gas flow from the
vessel when the feed flow is too high.

Besides HAZOP study, there are other types of tools and techniques available
for the identification of potential hazard and operability problems as well, such
as Checklists, Fault Modes and Effects (FMEA) and Fault Tree Analysis (FTA).
Some techniques, such as Checklists and What-if analysis, can be used early in
the system lifecycle when little information is available, or in later phases if a
less detailed analysis is needed. Compare with those methods, HAZOP studies
require more details regarding the systems under consideration, but produce more
comprehensive information on hazards and errors in the system design.

Whilst HAZOP studies have proved to be extremely useful in diverse industries,
the technique has limitations that should be taken into account when considering a
potential application [7]. First of all, HAZOP study considers system parts individ-
ually and methodically examines the effect of deviations on each part. As such, it
may not be able to identify hazard related to interactions between different nodes.
Many systems are highly inter-linked, and a deviation at one of them may have a
cause elsewhere. Adequate local mitigating action may not address the real cause
and still result in a subsequent accident. Another drawback is that HAZOP study
is strongly dependent on the facilitation of the leader and the knowledge of HA-
ZOP team. Last but not least, conventional HAZOP study is typically optimized
for process hazard so that plant-wide4 effects may not be efficiently uncovered. In
particular, events following a global system shutdown are not discussed in a HA-
ZOP study, such as release of blowdown due to fire or confirmed gas detection on
an offshore production. These limitations may explain why a HAZOP team most
likely fails to identify effects from simultaneously occurring initiated events. For
further information about the methodology as well as limitations of HAZOP study,
there are two books [6] [9] and one standard [7] that can be referred to.

Furthermore, purely qualitative studies like HAZOP are typically efficient for steady-
state effects and simple dynamic effects, whereas the hazard specified in current
master project would predominantly be a transient process. As the pitfalls of a
HAZOP study, it emphasizes the need of a methodology for hazard identification
that can identify dangerous output combinations from SIS. Dynamic simulations
plays a critical role to capture the transient process.

4The terms of process and plant are almost synonymous terms in the control community. A
process usually refers to the ’process itself’ (without any control system) whereas a plant may be
any system to be controlled (including a partially controlled process). However, not that in the
chemical engineering community the term plant has a somewhat different meaning, namely as the
whole factory, which consists of many process units; the term plant-wide control is derived from
this meaning of the word plant [8].



Ideas of a Methodology Based on Dynamic Simulation 5

1.3 Ideas of a Methodology Based on Dynamic
Simulation

Both modelling and software technology for a dynamic simulation are much more
demanding, compared to steady-state simulation [10]. Prior to performing dynamic
simulation, it is necessary to prepare a list of scenarios through a series of analyses.
In process control design, it is always challenging to estimate how long it takes a
technical system to respond when input changes, or how much an output variable
will change in response to one or more inputs [8]. What engineers are skilled in,
however, is to identify the direction of change itself as well as the order of magnitude
of change. It is possible to take advantage of the experience from skilled people
to brainstorm potential scenarios. This indicates that it should be possible to use
a type of qualitative screening of scenarios based on people’s experience. HAZOP
technique mentioned above is an attempt to apply engineering experience to weed
out problems at the design stage, as well as during modification work in operations.
However, experience may be deficient and inferior in the case if new hazards is
generated due to trips arising at the same time.

A large technical system has many safety functions, which is true not only for an
oil and gas platform but also for a train or an automobile using as transportation
in daily life. There could be more than five hundred such safety functions in a
whole oil and gas platform [11]. If all possible combinations of trips transpiring
simultaneously are considered, 10150 combinations have to be checked. The number
is much larger than the total number of molecules in the entire universe. If a
supercomputer would use millisecond to analyse such a combination, the whole
operation would take significantly longer time than the age of the universe.

The comforting fact behind the crucial scene is that most trip combinations hardly
lead to undesired consequences because the extremely weak connections and the
retardation effect between them seldom affect local performance [12]. In fact, this
will be the case for almost all such trips. In addition, many trips are unlikely to
create new dangerous situations. The number of scenarios is conceivably restricted
with accordance to people’s experience. Thus, one part of the work prior to dynamic
simulation is to exclude pairs of trips that have little influence to do with each other.

1.4 Objective

The main objective of this master thesis is to establish a generic methodology that
can be applied to identify the dangerous (global) states, when several individual
safe (local) states occur concurrently. To deal with this practical issue in SIS design
and verification, the following specific objectives are considered.

1. Explain the potential safety issue due to individual safe states occur concur-
rently in the system.
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2. Perform a literature review in terms of hazard identification methods, which
are commonly used in process industry. Discuss the limitations of current
solutions for identifying the specified hazard.

3. Give a thorough presentation of the proposed methodology that can be gen-
erally applied to identify the dangerous combination of output states of SIS.
The methodology shall be stepwise with a clear description of each step.

4. Apply case studies to demonstrate the applicability of proposed methodology.
Summarize the main outcomes from case studies.

5. Identify and describe topics within the framework of this project that need
further research.

1.5 Limitations

The master project is executed in a limited time frame, constraining the coverage
of the topic. The coverage is also restricted by author’s limited knowledge in the
field of process control engineering as well as a little professional experience in risk
analysis. Dynamic models establishing in case studies are lack of actual project
data. Since the method is tested with a simple process system, the applicability of
the method for a complex process system requires further discussion. The reader
should have basic understanding of process control design and HAZOP study. In
addition, knowledge of IEC61508 [1] and IEC61511 [2] is an advantage.

1.6 Structures

The report is organized as follows:

• Chapter 1 provides a problem description of identification of dangerous out-
puts combination of SIS during process or plant design phase. Based on
a short presentation of HAZOP study, the limitations of the method are
discussed. General ideas of a methodology based on dynamic simulation is
presented.

• In Chapter 2, a general overview of SIS and its design requirements are given.
Potential hazardous events due to simultaneously occurring safety trips are
further identified and described. With regard to a potential safety issue due
to local perspective in SIS design, the consideration of global effect from a
system prospective is suggested. Design of blowdown and flare header system
in offshore platform is briefly introduced as a typical example to present the
essential of hazard analysis from a system point of view.

• Chapter 3 provides a short presentation of IEC61511 [2] and safety lifecycle.
A literature review is performed in terms of different hazard identification
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methods using in process industry. Moreover, LOPA as a representative
of SIL determination method is simply introduced, and interface between
HAZOP and LOPA worksheet is discussed.

• In Chapter 4, a three-step method is developed based on algorithms in the
field of modular process flowsheet simulator, methodologies in hazard identi-
fication and dynamic simulation.

• Chapter 5 describes a suggested work procedure for probability assessment
of the hazardous event.

• Chapter 6 provides a case study of flow network with multiple releases to
flare header. A general overview of dynamic simulation of flare header, flare
system on topside platform and OLGA Flow Assurance software is given.

• In Chapter 7, the applicability of the proposed methodology in Chapter 4 is
evaluated in a case study of process system consisting a CSTR and cooling
system. The basic theories including mole balance and energy balance for
establishing dynamic model are introduced.

• Chapter 8 presents conclusion, discussion and suggestions to future work.



8 Introduction



2 Dangerous
Combinations of

Output States of SIS

2.1 Safety Instrumented System

Rausand and Høyland (2004) [13] describe a SIS as a system comprising sensor(s),
logic solver(s) and final element(s), and can be looked upon as an independent pro-
tection shell for machinery or equipment. What the system shall protect is referred
to as equipment under control (EUC) and is defined as ”Equipment, machinery,
apparatus, or plant used for manufacturing, process, transport, medical, or other
activities” [1]. A SIS1 implements the wanted safety function needed to maintain
a safe state of the equipment and has the function of achieving the essential risk
reduction given by the requirements [1].

Figure. 2.1 General concepts of risk reduction [2]
1A SIS may implement one or more safety-instrumented functions (SIFs).

9
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Figure 2.1 describes general concepts of risk reduction in process industry. Based
on the risk calculated for the equipment under control (EUC), a decision should be
made on whether a SIS is required to achieve the desired functional safety. During
risk evaluation, priority is always given to the elimination of a hazard as source, if
possible. Otherwise, one or more SISs and/or other risk reduction measures need to
be implemented to achieve a tolerable risk. There are requirements in terms of both
safety function and safety integrity for a safety-instrumented function (SIF). Thus,
to maintain the desired risk reduction, these two requirements shall be fulfilled.
The safety function requirements for an SIF imply two aspects: First, it should
perform the intended (redefined) function when a process demand occurs within a
reasonable period of time. Second, it should not be activated without a process
demand from the EUC with respect to the hazardous event under consideration.

Safety integrity requirements can further be classified as qualitative, semi-quantitative
and quantitative. Qualitative requirements are mainly concerned with techniques
and measures that should be implemented to avoid and control both hardware
and software systematic failures. Semi-quantitative requirements are related to the
behaviour of components, and are expressed in terms of architectural constraints.
Quantitative requirements measure the probability that an SIF satisfactorily per-
forms specified safety functions under all the stated conditions within a stated
period of time. Safety integrity level (SIL) is classified into four levels, SIL 1, SIL
2, SIL 3 and SIL 4, with SIL 4 being the most reliable and SIL 1 being the least
reliable [1]. In Table 2.1, the PFD related to the four SILs for low demand of
operation is presented. The PFD is the average safety unavailability of an item,
thus the mean proportion of time the item does not function as a safety barrier.

Table. 2.1 SIL for safety functions operating in low demand of operation [2]

Safety integrity
level (SIL)

Average probability of failure to
perform its design function on demand

4 ≤ 10−5 to < 10−4

3 ≤ 10−4 to < 10−3

2 ≤ 10−3 to < 10−2

1 ≤ 10−2 to < 10−1

When SIS is considered as a critical safety barrier in process industry, much effort
has been made in terms of unavailability quantification of safety system. Rausand
M. wrote a book [14], which particularly concentrates on quantitative reliability
analysis of the hardware of E/E/PE safety related systems. Besides the methods
and formulas suggested in IEC standards (i.e. IEC61508 [1]), there are currently
many optional methods [15] and formulas [16] with respect to reliability assessment
of safety-critical systems. However, the use of SIS can also bring challenges to
process industry in spite of the reliability of instrumented system from product
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development perspective. When SIS is implemented in a process or plant, it may
get rise to potential safety issues, which has not been uncovered or not been paid
enough attention.

2.2 Hazard Events Due to Simultaneously Occur-
ring Safety Trips

Kletz [17] attempts to highlight a fact that sometimes other risks are increased
in striving to make specific industrial risks ALARP (the risk should be As Low
As Reasonably Possible) based on a number of real issues emerging in varieties of
industries. Even though ALARP has served us well for a long time, the time has
come to move on and supplement it by considering also the net safety benefits or
detriment. In addition, Etchells wrote an article [18] to discuss safety benefits and
pitfalls of process intensification. Based on the opinions of these two authors, it
induces a concern of potential safety issues, as SIS is considered as a essential risk
mitigation measure in process or plant.

Hazard is an inherent physical or chemical characteristic that has the potential for
causing harm to people, property, or the environment [19]. A basic understanding
of hazard and the potential for hazard events is essential for persons involved in
hazard and risk analysis. Some hazards are particularly considered in chemical and
petroleum industry, involving exploration, fire, toxic materials release, mechanical
failures and wrong chemistry (creating the wrong substance through malfunction of
the process). Fire and gas detection system, process shutdown systems and emer-
gency shutdown systems are examples of SISs used to prevent abnormal operating
conditions from developing into an accident. Such systems are thus installed to re-
duce process risk associated with health and safety effects, environmental impacts,
loss of property, and business interruption costs.

Figure. 2.2 Harmful Event [2]

In accordance to IEC61511 [2], a sequence that describes how hazard leads to
harmful event is demonstrated in Figure 2.2. It shows how loss of control or any
other causes result in an abnormal situation and place a demand on protective
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measures, such as safety alarms, SIS, relief valves etc. A hazardous event takes
place when a demand occurs and the relevant protective measures are in a failed
sate, and do not function as intended.

A SIF is a function that has been intentionally designed in order to protect the EUC
against demand. The interactions of SIFs may generate a potential hazard event,
if the SIFs are often specified for a process deviation. There can be a situation that
protection measure(s) does not fail to react the abnormal situation, however, a
new hazardous event is caused by simultaneously occurring safety trips. Without a
comprehensive analysis, it has the possibility to become an accident, which is harm
to human life, economic assets and environment. In agreement with the concern,
the sequence how hazard leads to a hazard event is modified and is redrew in
Figure 2.3. The new drawing indicates a hazard event can be generated due to
simultaneously occurring safety trips, when several SIFs are activated to avoid the
occurrence of a specific hazardous event. In order to achieve an acceptable risk
level, it is necessary to identify this type of hazard during process design.

Figure. 2.3 Hazard event caused by simultaneously occurring safety functions

Note: The sources of harm do not have to be different types. The situation can
be derived from a same type of source but it induces several safety trips at the
same time. The harmful event can also be harm to material asset and environment
instead of human life.

2.3 SIS Design in Process with Consideration of
Global Effects

A chemical process is a series of interconnected units. For instance, most of process
consists of a reaction section and reactor effluent, which is a mixture of products and
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unreacted materials. In order to obtain the desired product, the reactor effluent
would be taken to as a separation section, where the unreacted materials will
be separated from the products. The key point is that unreacted materials are
always recycled back to reaction section essentially due to economic consideration.
Sometimes, it may be also considered as environmental-friendly design.

Material and energy recycles are typical in chemical processes. Also, manipulating
a process stream disturbs the connected units, while the recycle may propagate the
variability through the entire plant. A simple illustration is a distillation column
connected to a continuous stirred-tank reactor (CSTR) (shown in Figure 2.4).

Figure. 2.4 Illustration of a distillation column connected to a CSTR

The process is to put in fresh A and fresh B, while A reacts B to give C in reactor.
The reaction doe not go completion in the reactor so that the affluent from the
reactor is a mixture of A, B and C. This mixture is sent to a distillation column,
where C being heavy comes down the bottoms of distillation column and unreacted
A & B come to the top. Due to economic consideration, A and B are recycled back
to the reactor. The point is that the reactor level should be controlled tightly
because residence time in the reactor affects the conversion. In order to hold the
conversion constant, it needs to hold the level inside the CSTR constant by using
a level controller. As adjustment, the flow is not transformed to the distillation
column as the variability in the level in CSTR.

Because of the interactions, the distillation column is disturbed in order to hold the
level constant in CSTR. Since the distillation column is feeding back to the reactor
with the unreacted materials, it in return influences the reactor, when it attempts
to hold the level constant in distillation column. In chemical process, recycle loop
may propagate the variability through the entire plant. Holding the reactor level
constant may cause variability to go through and oscillate the entire plant.
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It is same for implementation of SIS. For instance, a PSD function, i.e. pressure
alarm high high (PAHH), is installed in CSTR. When PAHH is initiated, the safety
function is supposed to close one critical valve, i.e. a process shutdown valve located
in inlet line to CSTR. In order to protect the pressure inside of CSTR, the inflow of
materials is stopped. Based on the example of CSTR connected with a distillation
column, stopping inflow of materials will disturb the connected unit of CSTR, such
as a distillation column. Because of the recycle loop, the variability goes through
and oscillates entire plant if a safety trip, i.e. level alarm high high (LAHH) in
distillation column occurs simultaneously.

However, SIS is often designed in a system with a local perspective (refer to Section
1.1). As shown in Figure 2.5 (left), it presents how standard safety functions
are designed in attempts to protect a single process unit or a part of plant. For
instance, a PAHH is installed in CSTR as a safety barrier to avoid the occurrence
of hazardous events (e.g. fire or exploration), occurring in CSTR. From a process
design perspective, the approach is improper because the effect of local safety trips
on (global) system level is not evaluated. It is unrealized or disregarded that a
safe function (i.e. PAHH stops the material flow) generates disturbance to the
connected units as the nature of process operation. In addition, the variability
goes through entire plant via recycled loops. In Figure 2.5 (right), the model
reveals a systematic method of designing safe functions for a (chemical) plant. The
big rectangular represents a plant, while blocks numbering with 1 and 2 denote
two equipment in the plant. The effect of local safety trips on (global) system
level and interactions between process units are emphasized by using arrows and
lines, respectively. For instance, the effect on system level is necessarily assessed,
when a PSD function is initiated in equipment 1. Designers should carry out a
comprehensive analysis, if a safety function is considered in a local system.

Figure. 2.5 A new concept of SIS design (Left: SIS is designed in process with a
local perspective. Right: SIS design with consideration of global effect)

If several safety functions, i.e. PSD functions, in a process or plant is on demand
at the same time, the complexity of the case is correspondingly increased. As the
example of CSTR described in Section 1.1, it can be dangerous when two safety
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functions are initiated simultaneously in different parts of system. Like runaway
reaction with loss of cooling, the result can be a disaster. Therefore, dangerous
combinations of output states should be precisely identified in the early stage of
process design to avoid potential risk. In order to evaluate the actual effect of a
considerable combination of output states of SIS, it needs to explore the transient
process, how the output variables change over the time. Dynamic simulation can
be used in the analysis.

So far, there are few resources in both academia and industry concerning the safety
issues due to simultaneous occurring safety functions in process industry. As the
SIS is widely installed in process industry including offshore Oil & Gas industry, it
is necessary to raise awareness of whole process design team and risk analysts with
respect to global effect on system level during SIS design and verification.

2.4 Design of Blowdown and Flare System

Depressurisation is one of key parameters relevant for the fire protection of process
system [20]. The primary mean of protection is that blowdown (depressurisation) is
supposed to be as fast as possible. Blowdown (BD) times is normally in accordance
to specified requirements for protection of pressurised systems exposed to fire.
Evaluations regarding material capacity versus BD can be performed as specified
in ”Guidelines for protection of pressurised systems exposed to fire” by Scandpower
Risk Management AS2 or similar method. Depressurisation may be performed for
a process segment, a fire area and the entire plant3 .

All pressure vessels and piping segments, which during shut down contain more
than 1000 kg of hydrocarbons (liquid and/or gaseous), shall be equipped with a
depressurising system [21]. In the design of offshore oil and gas platform, a blow-
down (BD) and flare (vent) system plays a critical role in terms of depressurisation.
Activation of BD shall be automatically initiated upon confirmed fire detection in
hazardous area. Sufficient time for sectionalisation valves to close shall be allowed
before opening of BDVs. Moreover, the design of flare header capacity should
guarantee the safety during a full platform blowdown.

In the recent years, the number of subsea tie-in project is dramatically increasing in
the Norwegian North Sea. While it is essentially driven by the economic profit [22],
some potential safety issue also emerges. Many efforts have been done on the local
system level in order to protect the process units including pipelines, such as HIPPS
(high-integrity pressure protection system). On the other hand, the attention is

2Since the company has been merged by a British company, the name of the company now is
called Lloyds Register Consulting (see Preface).

3For some types of process demands that have a potential for a major accident, i.e. fires,
gas leaks, and loss of main power, the ESD system is activated. The required ESD actions are
usually grouped into several levels, depending on the type of deviation/demand that is detected
and where it is detected. One reference of ESD principle hierarchy is given to NORSOK S-001
Section 10.4 [21]. NOSOK S-001 is a national standard in terms of technical safety.
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also paid to the evaluation of safety facilities from a (global) system point of view.
For instance, there is a reassessment of flare header on topside, when the number
of production wells is increased. With respect to a safety concern, the flare header
may need to be replaced by a new one, if the situation of a full blowdown exceeds
the original design limits. However, the cost is perhaps too high to invest on
installation of a brand new flare header. Then, an alternative is to design a time
sequence of blowdown initiations. In order to create a proper time sequence, it is
essential to investigate different combinations of output states of BD system.

Modification of BD system in subsea project exposes the importance of evaluating
the global effect, even if the safe design is accomplished on the local system level.
In order to see the transient processes in flare header with different BDVs opening
scenarios, a case study is presented in Chapter 6. The model is simulated in a com-
mercial dynamic simulation software, OLGA Flow Assurance. More information
of blowdown and flare system as well as OLGA software is described in Chapter 6.



3 Hazard Identification in
Development of SIL

Requirement

3.1 Introduction to IEC61511 and Safety Lifecycle

Today it seems evident that, at least in Europe, IEC61508 [1] is the central standard
for specification, design and operation of safety instrumented systems (SIS) [23].
Hence, the standard has a major impact on the safety work e.g., within the process
industry. Whereas IEC61508 [1] is a generic standard common to several industries,
the process industry is currently developing its own sector specific standard for
application of SIS, i.e. IEC61511.

IEC61511 [2] is the main standard for the application of safety-instrumented sys-
tems (SISs) in the process industry. The standard consists of three parts, under
the general title Functional safety: Safety Instrumented Systems for the Process
Industry Sector:

Part 1: General framework, definitions, system, hardware & software requirements;

Part 2: Guidelines for the application of Part 1;

Part 3: Guidelines for the determination of the required safety integrity level.

IEC61511 [2] applies when a SIS is based on proven technology or technology whose
design has been verified against the requirements in IEC 61508 [1]. Development of
new technology is beyond the scope of IEC 61511 [2]. For this reason, IEC 61511
[2] is sometimes called the end-user’s and system integrator’s standard, whereas
IEC61508 [1] is called the manufacturer’s standard.

The safety lifecycle is an important concept in IEC61508 [1] and its sector-specific
standards including IEC61511 [2]. Both IEC61508 [1] and IEC61511 [2] use the
”safety lifecycle” as a framework in order to structure overall technical and nontech-
nical requirements relating to specification, design, integration, operation, mainte-
nance, modification and decommissioning of a SIS. The safety lifecycle presented
in IEC61511 [2] can been seen in Figure 3.1.

17
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Figure. 3.1 Safety lifecycle model in IEC61511[2]

The foundation for any safety system application is a thorough understanding
of the problems to be solved [19]. The starting point for an SIS is the safety
requirement specification (SRS), which is red box in Figure 3.1. Regarding the
input requirements for developing SRS, much of the information stems from a good
knowledge of the manufacturing process, its normal operations, and its potential
hazards. During the hazard and risk assessment, it is to identify the hazards and
hazardous events of the process and associated equipment, the sequence of events
leading to the hazardous event as well as the process risks associated with the
hazardous event. Based on estimated process risk, the objective is to determine
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any requirements for risk reduction and the safety functions required to achieve the
necessary risk reduction. The outcome of hazard and risk assessment determines
if any of the safety functions are SIFs, which are implemented by SIS. During the
activity of allocation of safety functions to protection layers, the SIL is determined.
LOPA may be applied during this phase, but other methods like risk graph and
safety layer matrix are also applicable.

As clarified in Chapter 1, the objective of this master project is to involve identifi-
cation of dangerous combination of output states of SIS in SRS. ”Hazard and risk
assessment” and ”allocation of safety functions to protection layers” are the most
interesting, since those two phases give the input to SRS. According to [1] [13], all of
these activates are executed in the design prior to final design and manufacturing.

3.2 Hazard Identification Methods

There are not so much descriptions regarding hazard identification methods in
IEC61511 [2], while several qualitative techniques for hazard analysis are recom-
mend in Part 3 of the standard, including safety review, checklists, what if analysis,
HAZOP studies, failure mode and effects analysis (FMEA), and cause-consequence
analysis. Besides them, couples of hazard identification methods are also mentioned
in [6], such as hazard log and change analysis.

3.2.1 Checklist Methods

A hazard checklist is a written list of hazards or hazardous events that have been
derived from past experience. The entries of the list are often formulated as ques-
tions that are intended to help the study team consider all aspects of safety related
to a study object. In many cases, it is useful to start with a list of generic hazards
and/or generic hazardous events and to decide if, where, and how these events
may occur for the system being analysed. An example of process/system checklist
during design phase is presented in Table 3.1. The checklist approach ensures that
common and more obvious problem are not overlooked. While, it is limited to pre-
vious experience. A limitation is that hazard that have not been seen previously,
can been missed.
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Table. 3.1 Process/system checklist of the design phase [9]

Materials. Review the characteristics of all process materials: raw materials,
catalysts, intermediate products, and final products. Obtain detailed data on
these materials, such as:
Flammability Waste disposed
- What is the auto ignition
temperature?

- Can gases be released directly to be
atmosphere?

- What is the flash point? - Can liquids be released directly to
- How can a fire be extinguished? water?
Explosively - Is a supply of inert gas available for
- What are the upper and lower purging equipment?
explosive limits? Storage
- Does the material decompose - Will any spill be contained?
explosively? - Is this material stable in storage?
Toxicity - Static electricity
- What are the breathing exposure - Is bonding or grounding of equipment
limits (e.g. threshold limit values, needed?
immediate dangerous to life and - What is the conductivity of the
health)? materials, and how likely are they to
- What personal protective equipment accumulate static?
is needed? - What is the conductivity of the
Corrosively and compatibility materials, and how likely are they to
- Is the material strongly acidic accumulate static?
or basic? Reactivity
- Are special materials required to - Critical temperature for auto
contain it? reaction?
- What personal protective equipment - Reactivity with other components
is needed? including intermediated?

- Effect of impurities?

3.2.2 What-if Method

In the literature [6], what if method is also called structured what-if technique
(SWIFT). Similar with checklist method, SWIFT is usually applied during brain-
storming session where a group of experts with detailed knowledge about the study
object raise generic questions to identify possible hazardous events, their causes,
consequences, and existing barriers. Suggestions of alternatives for risk reduction
is also given in the discussion. The result of analysis is always formulated in a
worksheet. In Table 3.2, it is an example of a SWIFT worksheet. The example
considers LNG (liquefied natural gas) transport by tank truck. Fre. and Sev. is
the frequency and severity of each hazardous event, while RPN stands for the risk
priority number of a deviation. More detailed information of the method can be
referred to [6].
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A SWFIT analysis is suitable for mainly the same application as a HAZOP study.
Compared with HAZOP study, a SWIFT analysis usually has less focus on oper-
ability problems. It is primarily dependent on how detailed the analysis must be
whether a SWIFT or a HAZOP study should be conducted. A key advantage of
SWIFT is the approach is very flexible, and applicable to any type of installation,
operation, or process, at any stage of the lifecycle. But it is highly dependent on
checklists prepared in advance.

Figure. 3.2 SWIFT worksheet [6]

3.2.3 Hazard and Operability Study

A concise introduction of Hazard and Operability (HAZOP) study is given in Chap-
ter 1. Here, it is to enrich the information of method by focusing on different
applications of HAZOP and development of method. The HAZOP approach was
developed initially to used during the design phase, but can also be applied to
systems in operation. Several variants of the original HAZOP approach have been
developed, such as process HAZOP, human HAZOP, human HAZOP, procedure
HAZOP and software HAZOP.

The HAZOP analysis is performed in a series of meeting that are arranged as
brainstorming sessions supported by guidewords, process parameters, and various
checklists. A main step in the analysis is that the system or plant is should be
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divided into a number of study nodes. Each study node is examined separately,
when the design intent and normally state are defined. Then guidewords and pro-
cess parameters are used to give rise to proposals for possible deviations in the
system. The guidewords and process parameters are supposed to stimulate indi-
vidual through and induce group discussion. A list of generic HAZOP guidewords
is presented in Table 3.2. Moreover, typical process parameters for a chemical
process are flow, pressure, temperature, level and composition. The example of
HAZOP worksheet is presented in Table 1.1 in Chapter 1.

Table. 3.2 Generic HAZOP guidewords [6]

Guideword Deviation
No/None No part of the design intention is achieved (e.g., no flow, no

pressure, when there should be).

More of An increased above the design intention is present, more of a
physical property than there should be (e.g., higher flow,
higher pressure, higher temperature).

Less of A decrease below the design intention is present, less of a
relevant physical property than there should be (e.g., lower
flow, lower pressure, lower temperature).

As well as The design intent is achieved, but something else is present.
Part of Only some of the design intention is achieved, wrong

composition of process fluid. A component may be missing or
of too low/high ratio.

Reverse The design intention is the opposite of what happens.

Other than The design intention is substituted by something different.

Early Something happens earlier in time than expected.

Late Something happens later in time than expected.
Before Relating to the sequence of order, something happens before

it is expected.

After Relating to a sequence of order, something happens after it is
expected.

Currently, many researchers [24]-[25] are active in the research area of combing
HAZOP with dynamic simulation. The main idea is principally to determine risk
from operational disturbances, and to develop means for effective risk reduction
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[26]. Ramzan et al. [27] introduced a systematic methodology, supported by dy-
namic simulation and conventional HAZOP, for discovering operational failures and
analysing the effects of design improvements in a safety system. Whereas conven-
tional HAZOP covers both safety and operational failures, dynamic simulations
guide safety teams towards generating optimization proposal for a system. Since
most new methods are developed on the basis of conventional HAZOP, they may
not able to serve the purpose to identify if a system has the potential to generate a
new hazard when several individually safe states occur simultaneously in the pro-
cess system. Nevertheless, the achievements from previous research works affirm
that combining process simulation features with hazard identification techniques
delivers invaluable results for safety examinations.

3.2.4 Failure Modes and Effects Analysis

The failure modes and effects analyses (FMEA) is used mainly in the design phase
of a technical system to identify and analyse potential failures. It has been used to
identify the possible failures of a SIF [14]. The analysis is carried out by reviewing
as possible to identify failure modes, causes, and effects of such failures. For each
component, the failure modes and their resulting effects on the rest of the system
are entered into a specific FMEA worksheet. The analysis is qualitative, but may
have some quantitative elements, including specifying the failure rate of the failure
rate of the failure modes and a ranking of the severity. An sample of an FMEA
work sheet is given in Appendix C. FMEA is mainly an effective technique for
reliability engineering, while it is often used in risk analysis. The approach provides
a comprehensive hazard ware review and is suitable for complex system. Moreover,
FMEA is systematic and comprehensive, and should be able to identify all failure
modes with an electrical or mechanical basis. On the other hand, a weakness of
the method is that it considers hazard arising from single-point failures and will
normally fail to identify hazard caused by combinations of failures.

3.2.5 Cause and Consequence Analysis

Cause and consequence analysis is similar to event tree analysis, but has another
graphical layout. It integrates fault tree analysis with event tree sequence analysis,
and can also combine event sequence to give a more compact tree structure. A
simple illustration of a cause-consequence analysis is given in Figure 3.3.
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Figure. 3.3 Cause-consequence analysis diagram [6]

3.2.6 Other Hazard Identification Methods

Preliminary Hazard Analysis

Preliminary hazard analysis (PHA) is used to identify hazards and potential acci-
dents in the early stages of system design, and is basically a review of where energy
or hazardous materials can be released in an uncontrolled manner. A PHA is called
”preliminary” because it is usually refined through additional and more thorough
studies. Many variants of PHA have been developed and they appear under differ-
ent names, such as hazard identification (HAZID) and rapid risk ranking (RRR).
PHA can be used in early project phases, that is, early enough to allow design
changes. It is a versatile method that can cover arrange of problems. However,
it is difficult to use represent events with widely varying consequence and fails to
assess risks of combined hazards or coexisting system failure modes.

Hazard Log

The hazard log is also called a hazard register or a risk register. All kinds hazards
that threaten a system’s success in achieving its safety objectives should be logged.
The hazard log is established early in the design phase of a system or at the
beginning of a project and be kept up to date as a living document throughout
the lifecycle of the system or project. It should be updated when new hazards
are discovered, when there are change to identified hazards, or when new accident
data become available. Main elements of a hazard log include hazards, hazardous
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events, incidents, threats and vulnerabilities, and journal. A simple hazard log is
demonstrated in Table 3.3.

Table. 3.3 Simple HAZOP log

System: Name:
Reference: Date created:
Hazard/threat Where Amount Safeguard Comments

Trichloroethyylene Storage 2 1 barrel Locked room

Pressurized gas Pressure
vessel 3

5 bar Fenced

Change Analysis

Change analysis is used to determine the potential effects of some proposed modi-
fication to as system or a process. The analysis is accomplished by comparing the
new system with a know system or process. A change is often the source of devia-
tion in the system operation and may lead to process disturbances and accidents.
It is therefore important that the possible effects of changes be identified and that
necessary precautions be taken.

3.3 Findings from Literature Review of Hazard
Identification Methods

There are a number of methods that can be adopted in hazard analysis. Diverse
techniques have different routines in analysis. For instance, FMEA focuses on
failure modes, such as valve fails to close on demand, leakage through the valve or
too high frication in actuator. Those are mechanical failures, which may affect the
reliability of a system. On the other hand, HAZOP study starts from ”no flow”
”high temperature” or ”high temperature”, which are typical process deviations.

Each hazard identification approach has own advantages and limitations for vari-
ous applications. Some hazard identification methods have been used with great
success in industries. For instance, HAZOP study reviewing the process design
contributes to safer, more efficient, and more reliable plant. Nonetheless, most
hazard identification methods have several common limitations.

1. The analysis is dependent on the knowledge and experience of analyst.

2. It can be time-consuming and produces a lengthy documentation for complete
recording.
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3. The study is always based on single part of system or plant. For instance,
FMEA considers hazards arising from single-point failures. It means it will
normally fail to identify hazards caused by combinations of failures. Likewise,
HAZOP study does not identify hazards related to interactions between dif-
ferent study nodes.

4. Some hazard identification approaches, such as FMEA and HAZOP study
require detailed design drawing, such as P&ID drawing, which cannot be
available in beginning of design phase. This brings challenges to hazard
identification. In a project of offshore semi submersible rig, HAZOP studies
are usually carried out in both design and construction phase. However, the
changes made after construction often significantly increases overall system
cost. It would be efficient to apply different techniques to identify all possible
hazards in the design phase of system, when less costly changes can be made.

Moreover, some methods such as such as checklists and what-if analysis, are par-
ticularly used in the early stage in the system lifecycle when little information is
available. It can be interesting to study the topic that different hazard identification
methods may be suitable for specific stages in terms of project development. The
Figure 3.4 shows a six-stage life cycle diagram for process hazard analysis, which
is found in [19]. Along the development of a project, it outlines a six-stage haz-
ard analyses. The six stages are completed right after project exploration, during
project definition and design, during design and procurement, during construction
and safety check, and during normal operation.

Figure. 3.4 Six stages lifecycle for process hazard analysis [19] and divers hazard
identification methods

In different stage, there are several applicable methods for hazard identification. In
accordance with the outcome of literature review of hazard identification methods,
some methods can be particular beneficial for certain stages in project development,
particularly for process industry. What-if, checklist analysis may be suitable for
the hazard analysis (I and II) during stages of project exploration, preliminary
project assessment and project definition. While hazard analysis (III, IV and V)
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can use HAZOP and FMEA, change analysis may always be adopted during normal
operation. For a HAZOP log, it is living document, which is updated during the
entire life cycle of a system or plant.

As a summary, the primary finding is that few hazard identification methods can be
individually utilised to look into the hazard event that is caused by simultaneously
occurring safety trips. If there is a method to serve the purpose, the advantages and
pitfalls of the method may be a topic of interest to risk analysts and SIS designers
as well. Moreover, ”when the analysis of dangerous combination of output states
of SIS should be executed during process design” can also be discussed.

3.4 Allocation of Safety Functions to Protection
Layers

Besides hazard and risk assessment, allocation of safety function is an essential
phase to determine SIL and provide input to SRS. A number of methods about
SIL determination for SIFs are suggested in IEC61511 [2], including risk matrices,
risk graph, and layers of protection analysis (LOPA) (refer to Annexes B-F of Part
3 of IEC61511 [2]). The example here is given by LOPA, which has been evaluated
as a practical method for SIL allocation. Based on the interfaces with HAZOP, it
attempts to point out the problem, if the most commonly accepted hazard identifi-
cation methods is not able to uncover the specified hazard. Consequently, the SIS
design in process industry perhaps does not fully comply with the requirements in
IEC61511 [2], Chapter 10.3.

3.4.1 Layer of Protection Analysis

Layer of protection analysis (LOPA) can be viewed as a special type of event
tree analysis (ETA), which has the purpose of determining the frequency of an
unwanted consequence that can be prevented by a set of protection layers. The
approach evaluates a worst-case scenario, where all the protection layers must fail
in order for the consequence to occur. The frequency of the unwanted consequence
is calculated by multiplying the PFDs of the protection layers with the demand
on the protection system (represented as a frequency). Comparing the resulting
frequency of the unwanted consequence with a tolerable risk frequency, identifies
the necessary risk reduction and an appropriate SIL can be selected [25]. Figure
3.5 delineates the typical protection layers for a chemical process.

LOPA is a semi-quantitative method using numerical categories to estimate the
parameters needed to calculate the necessary risk reduction which corresponds to
the acceptance criteria [25]. In a quantitative risk assessment (QRA) mathematical
models and simulations are often used to estimate the extent or escalation of dam-
age, e.g. toxic diffusion, explosion expansion or fire escalation. In addition, FTA
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or other methods are used to calculate the frequency of the accidental event [13].
In LOPA, simplifications, expert judgement and tables are used to estimate the
needed numbers [25]. LOPA usually receives output from a HAZOP or a hazard
identification study (HAZID) and often serve as input to a more thorough analysis
as a QRA. For the method of LOPA, the reference can be made to [25].

Figure. 3.5 Protection layers [2]

Figure 3.6 shows the interaction between the HAZOP and LOPA worksheets. The
main concept is referred to a master thesis ”Layer of Protection Analysis (LOPA)
for Determination of Safety Integrity Level” [28]written by Christopher A. Lassen
in 2008 for his master degree from NTNU. LOPA is performed from the left to the
right in the worksheet and receives input from the HAZOP during the analysis.
The consequence identified in the HAZOP answers to the impact event in LOPA,
and possible cause from HAZOP are the initiating causes in LOPA. Meanwhile, the
arrows are blue and dotted, which indicates that the information from the columns
including safeguards and actions required cannot be transformed directly. The
HAOZP consequence severity ranking (S), and the HAZOP consequence likelihood
(L) can be transformed to LOPA, and impact event severity level and initiating
cause frequency are the applicable terms in LOPA with associated columns. The
HAZOP worksheet does not have to include the columns of severity racking and
likelihood, but there are must be evaluated prior to a LOPA. Therefore, the blue
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dotted lines in Figure 3.6 indicate that evaluation is need when transferring data to
LOPA. The detailed information about relationship between HAZOP and LOPA
worksheet is not discussed in this case. The key point is that both HAZOP and
LOPA do not uncover the hazard due to simultaneously occurring safety trips.
In order to involve this kind of information in SRS, it requires a specific hazard
identification methodology, which has not been mentioned in any research in both
academia and industry.

Figure. 3.6 Relationship between HAZOP and LOPA worksheets [28]
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4 Methodology for
Identification of ”New

Dangerous States”

Following the ideas mentioned in Chapter 1, a three-step recipe is proposed in order
to identify dangerous combinations of safety trips in a technical system. It consists
of:

Step 1: Carry out system breakdown.

Step 2: Identify dangerous combinations of safety trips.

Step 3: Perform dynamic simulations.

It should be noted that each step mentioned above is going to be treated individ-
ually. The detailed procedure will be introduced in the following. Prior to that,
the definition of new dangerous states and essentials of identification of this type
of state during process/plant design is presented.

4.1 New Dangerous States

The objective of a SIF is to bring EUC into a safe state or to keep EUC in a safe
state when a demand occurs in order to protect people, environment, and material
assets. A safe state is a state of EUC, whether the system is operating or shut
down, such an undesired event cannot occur. Meanwhile, the safe state must be
achieved in a timely manner. In process industry, the time allowed to bring the
process to a safe state is called the process safety time1 . It is the time available
from detection until the SIF must be completed in order to avoid an escalation. In
process industry, the safe state is often achieved by shutting down the process.

A new dangerous state here means the dangerous state due to combinations of
output states of the SIS. This type of dangerous state may be difficult to be detected

1Process safety time is the time period between a failure occurring in the process or the basic
process control system (with the potential to give rise to a hazardous event) and the occurrence
of the hazardous event if the SIF is not performed. [2]

31
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or understood since a SIF is considered in terms of process/plant safety. In addition,
it is also impossibly identified in the manufacturing phase of SIS, since it merely
becomes obvious when the SIS is implemented in a process or plant. However,
the information package of SIS product provided by SIS vendor is inevitable to
support the identification of this type of dangerous state. It seems necessary for
all personnel in the plant/process design team as well as SIS vendors to be aware
of the existence of this type of new dangerous state or may be also called ”hidden
unsafe state”. In the following, it is the description of methodology, which intends
to identify the new dangerous states in technical system, particularly chemical
process industry.

4.2 Step 1: Carry Out System Breakdown

The intention of this step is to break down the overall system into subsystems that
can be handled effectively and be analysed individually.

A system breakdown should focus on the overall information flow diagrams. In this
case, the information flow diagram can be interpreted as the overall architecture of
engineering design, such as data flows in computer science and networking, electri-
cal currents shown in circuit diagrams in electronics, and fluid flow and processing
as depicted in process flow diagrams in a typical chemical plant. One example of
information flow diagram is illustrated in Figure 4.1.

Process flowsheets are the language of chemical processes. They describe an ex-
isting process or a hypothetical process in sufficient detail to convey the essential
features. A process flowsheet is a collection of icons to represent process and arcs
to represent the flow of material to and from the units. It emphasizes the flow of
material and energy in a chemical process.

It is possible to automate partitioning of network by using algorithms that typically
present in modular process flowsheet simulator2. Gundersen and Hertzberg gave
a review of such algorithms in [29]. Partitioning is to locate with a flowsheet the
group of units, which must be solved together (called irreducible groups) with as
fewest number of units as possible [29]. Among different algorithms for breaking
down a flowsheet, path tracing algorithm by Sargent and Westerberg (1964) [30]
has been widely applied due to the simplicity. In essence, the Sargent-Westergerg
algorithm traverses a graph to identify all loops. One traces from one unit to the
next through the unit output streams, forming a ’string’ of units. This tracing
continues until

2In order to interpret process flowsheets, locate malfunctions, and to predict the performance
of process, process simulation plays essential role in process design and optimization. To perform
process simulation, a process simulator is utilized, which converts a process flowsheet to a sim-
ulation flowsheet, i.e. replace the process units with appropriate simulation unit. Meanwhile, a
process simulator enables to model and solve the process unit equations, while a subroutine is
written for each process unit.
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1. A unit in the string reappears. All units between the repeated unit, together
with the repeated unit, become a group, which is collapsed together and
treated as a single unit, and the tracing continues from it.

2. A unit or group of units without no more outputs is encountered. The unit
or group of units is placed at the top of a list of groups and is deleted entirely
from the problem.

The steps of path tracing algorithm is not explained in details, because it is men-
tioned here to solely provide a fundamental knowledge of partitioning flowsheet.
The main intention is to propose a new algorithm for system breakdown in the
methodology of identification of new dangerous states.

It is fact that parts of the information flow graph containing loops will have strongly
interacting input-output mappings, which makes it necessary to solve the mass
and energy balances for these units simultaneously. Based upon this, a critical
assumption is made on time-scales of dynamic responses.

Assumption:

The new hazard event resulting from simultaneous trips is only considered, when a
same time-scale is utilized for determining the leading effects on process or plant.

This assumption illustrates that slowly developing changes in the plant, e.g. due
to large recycle flows are assumed to be handled by individual safety trips and not
to be seen as an effect of multiple trips occurring at the same time. The reason is
that effects propagating through the plant will affect every unit in the loop one by
one, and will be limited by the hold-ups of the plant. Figure 2.4, in Chapter 2 can
be used as a simple illustration, which depicts a distillation column connected to
a continuous stirred-tank reactor (CSTR). Holding the reactor level constant may
cause variability to go through the entire plant and may cause the whole plant to
oscillate. Such effects are supposed to be discovered at individual unit level by
applicable localized analysis, such as a HAZOP study.

Based on the concept of path tracing algorithm and the assumption with respect
to the same time-scale, a suggested heuristic for analysing flowsheet is given as
follows:

1. Define the scope of analysis, and collect the process flowsheets of addressed
subject.

2. Identify all loops within the process flowsheets.

3. Develop the list of subsystems that will be analysed. There are three rules
in order to prepare the list of subsystems.

• Rule a) If nested loops exist, the time-scales of the plant should be consid-
ered. For a few units that interact strongly on a short time-scale, label those
units into a group to be analysed and recorded as one subsystem. Disregard
large loops with relatively massive holdups due to time-scale separation. It
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should be claimed that there is no standard definition of the time scale, which
needs to be determined by engineer’s experience.

• Rule b) Any two neighbouring units should be analysed together.

• Rule c) Consolidate subsystem list by removing subsystems that are over-
lapped in other subsystems in the list.

This procedure will break down the problem into a manageable size of sub-problems
to a certain extent. However, this does not give any guarantees to completeness.
The analyst may adopt spot checks3 to check if other systems should be included
in the screening design as well, but this activity will not be discussed further in
this project.

Figure. 4.1 An example of information flow diagram

The illustration in Figure 4.1 is taken as an example to demonstrate the proce-
dure of system breakdown, while the information flow diagram is partitioned in
accordant with the rules mentioned above. First of all, all the loops on the pro-
cess flowsheet are confirmed. At first glance, there are two nested loops, which
are {1,2,3} and {1,2,3,4,5,6}. The latter is considered as a large loop, which will
be disregarded immediately due to Rule a). {1,2,3} is labelled as a group and
temporarily recorded as one subsystem on the list. Furthermore, {1,2,3,4}, {4,5}
and {5,6} are discovered according to Rule b) and recorded on the list of subsys-
tems as well. Since the subsystem {1,2,3} is contained within subsystem {1,2,3,4},
the redundant subsystem {1,2,3} is eventually disregarded with respect to Rule c).
Therefore, only subsystem {1,2,3,4} {4,5} and {5,6} will be analysed in next step
of analysis. The list of subsystems is described in Table 4.1.

3 A test made without warning on a randomly selected subject.
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Table. 4.1 List of subsystem based on the step of system breakdown

Subsystem Comments

{1,2,3} According to Rule a) and delete because of Rule c)

{1,2,3,4} According to Rule b)

{4,5} According to Rule b)

{5,6} According to Rule b)

4.3 Step 2: Identify Dangerous Combinations of
Safety Trips

For each subsystem defined in Step 1, select safety trip pairs and apply guidewords
to identify if simultaneous activation will yield a response that pushes the plant
towards its design limits.

The main purpose of the second step is to identify whether output combinations
of safety trips may be dangerous within each subsystem. This can be achieved by
applying guidewords, while the analysis can be similar with a HAZOP study.

The basis of analysis includes:

1. Within one subsystem, all possible pairs of trips that may occur simulta-
neously should be listed. Reference can be made to standards or industrial
guidance, i.e. ISO 10418 (2003) [11] and API RP 14C (2007) [31], while the
quality of the list depends on the engineers’ experience.

2. All trips that have the same effect on the process should be deleted from
the list. In other words, safety trips have the same final elements should be
excluded from the list. In order to achieve it, the cause and effect (C&E)
diagrams4 or SRS tables may be used as references.

3. For the remaining pairs of trips, apply the parameters and guidewords from
Table 4.2, which is exactly the same as the parameters and guidewords apply-
ing in a HAZOP study [7]. If a physical response of the plant may push the
plant in the direction of design limitations, the pair of trips should be marked
as ”scenario for dynamic simulation”. In addition, the probability of event
(the assessment of probability is introduced in Chapter 5) is also necessary to

4The C&E diagram is not the well-known ”fishbone diagram” [6] that is usually used as a
method of casual and frequency analysis in brainstorming session. In comparison, the C&E
diagram here is a type of design documentation, which is particularly developed for process
design inspection. The frame of the documentation is similar as depicted in Table 4.3. For
different companies, there may be various preferences for documentation, but the main idea is
more or less the same.
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be taken into account. If the probability is considered to be sufficiently low,
the event may be neglected. Once it is confirmed as non-negligible event, the
pair of trips should be documented in the worksheet together with explicit
explanation of the reason why the trips is included in the worksheet, i.e. pos-
sible consequence of trip activation. An example of the worksheet is depicted
in Appendix A.

4. Repeat 1), 2) and 3) for all remaining subsystems. A summary of all such
events should be made for inclusion in the safety requirements specification
(refer to Chapter 1).

Table. 4.2 Parameter and guidewords for a HAZOP study

Parameter Guideword

Pressure High
Low

Flow High
Low
No

Reverse
Temperature High

Low
Level High

Low
Loss of containment

As an illustration, a sketch of a CSTR connected with a distillation column is drew
in Figure 4.2. It assumes each process unit is installed with level alarm high high
(LAHH) and level alarm low low (LALL). There three process shutdown (PSD)
valves, XV1, XV2 and XV3. XV 1 is final element of LAHH in Unit1, and XV2
automatically closes if LALL in Unit1 is triggered. Analogously, XV 2 is also final
element of LAHH in Unit2, and LALL in Unit2 trips XV3 when it is on demand.
While XV1 and XV2 are located in the feed inlet and outlet of Unit1, respectively,
XV2 is installed in outlet of Unit2. There is a recycle loop coming from distillation
column to reactor in order to return unreacted reactants.
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Figure. 4.2 A CSTR connected with distillation column

Based on the description, all possible combinations of safety trips can be listed as
follows:

• {LAHH in Unit1,LALL in Unit1 };

• {LAHH in Unit1,LAHH in Unit2 };

• {LAHH in Unit1,LALL in Unit2 } ;

• {LALL in Unit1,LAHH in Unit2 };

• {LALL in Unit1,LALL in Unit2 } ;

• {LAHH in Unit2,LALL in Unit2 } ;

• {LAHH in Unit1,LALL in Unit1,LAHH in Unit2 } ;

• {LAHH in Unit1,LALL in Unit1,LALL in Unit2 } ;

• {LALL in Unit1,LAHH in Unit2,LALL in Unit2 } ;

• {LAHH in Unit1,LALL in Unit1,LAHH in Unit2,LALL in Unit2 }

The task is to remove the trips that have the same effect on the process or, in
other words, have the same final elements. Final element of each safety trip can
be seen in Table 4.3. Table 4.3 can be regarded as a simplified version of a formal
C&E diagram. For simplicity, safety trips can be numbered according to the first
column in Table 4.3. Combination of trip 2 & 3 can be disregarded, since they
share the same final element, XV2. Consequently, combinations of trips should be
taken into further consideration including {1,2}, {1,3}, {1,4}, {2,4}, {3,4}, {1,2,4}
and {1,3,4}.
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The next step is to apply guidewords, such as ”pressure high” ”pressure low” (see
in Table 4.2) on each combination of safety trips. The analysis can not be demon-
strated here due to lack of detailed information of process, such as types of process
units, the characteristics of reaction.

Table. 4.3 C&E diagram

No. Trips XV1 XV2 XV3

1 LAHH in reactor X
2 LALL in reactor X
3 LAHH in distillation column X
4 LALL in distillation column X

Moreover, the expected result of Step 2 should be a list of combinations of safety
trips that are considered for dynamic simulation. The ”HAZOP exercise” should
be documented as a standard HAZOP worksheet, and a list of scenarios that is
considered in dynamic simulations should be distilled from those results. One
difference from typical HAZOP is that the ”cause” is replaced by the pair of trips
occurring at the same time. The following task becomes to find out if it could cause
a high/low pressure, high/low temperature and so on. An example of worksheet
format is recommended in Appendix A. If probability assessment is needed or it is
not obvious whether the effect is significant or not, the analysis should be carried
out separately and returned to the worksheet to complete documentation.

The analysis has so far come up with a list of combinations of safety trips, for which
a new risk containment measure is indispensably introduced. Dynamic simulation
is treated as essential method to draw the conclusion. The next step is to set up
the description of simulation cases for each identified pair of safety trips.

4.4 Step 3: Perform Dynamic Simulations

The main intention of this step is to:

1. Perform dynamic simulations for scenarios that are identified in Step 2.

2. Find out the candidates, which may actually result in a new dangerous state.

The dynamic simulation must be able to answer the question:

From any starting point where safety trips are occurring at the same time, does the
combination violate the design limits of the process or plant?
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Dynamic simulation is an extension of steady-state process simulation5 whereby
time-dependence is built into the models via derivative terms i.e. accumulation of
mass and energy. In other words, dynamic simulation uses mathematical models
that describe how various properties of a given system are changing in time [33].
The unsteady-state conservation of a certain property can be expressed by the
following general equation [32]:

{
Accumulation

rate

}
=
{
Input
flows

}
−
{
Output
flows

}
+
{
Generation

rate

}
−
{
Consumption

rate

}
(4.1)

In general, the models used for dynamic flowsheeting consist of mass, energy and
momentum conservation equations. When chemical reactions take place, it is useful
to work with number of moles instead of mass. Because the momentum (Navier-
Stokes) equations are difficult to solve, they are usually replaced by a flow hypoth-
esis, for example perfect mixing or plug flow [33].

Moreover, the advent of dynamic simulation indicates the time-dependent descrip-
tion, prediction and control of real processes in real time has become possible,
which includes the description of starting up and shutting down a plant, changes
of conditions during a reaction, holdups, thermal changes and more [34].

There are various solution tools available for dynamic simulations. The set of dif-
ferential and algebraic equations can be solved numerically. Simple models can be
solved by implementing the Euler method in Microsoft Excel6 . General-purpose
mathematical software as Mathworks Matlab7, Maplesoft Maple8, Wolfram Re-
search Mathematic9 asks the user write the mathematical model and to call an
ordinary differential equations (ODE) or differential-algebraic equations (DAE)
solver. For more difficult problems, one can use high level programming language
such as FORTRAN or C++ together with appropriate numerical libraries, such as
Rogue Wave IMSL10, Numerical Algorithm Group (NAG)11 or available from free
sources such as Netlib repository12. More specialized dynamic process modelling
software package are PSE gPROMS13, AspenTech Aspen Dynamics, Aspen Cus-
tom Modeller and HYSYS14. These package comprehensive facilities for developing,
validating and executing dynamic models of chemical processes. Activities such as
steady-state and dynamic simulation, operation and parameter estimation can be

5Process simulation was initially used to simulate steady state processes. Steady-state models
perform a mass and energy balance of a stationary process, which is a process in an equilibrium
state [32]. It does not depend on time.

6Office.microsoft.com
7www.mathworks.com
8www.maplesoft.com
9www.wolfram.com

10www.roguewave.com
11www.nag.co.uk
12www.netlib.org
13www.psenterprise.com
14www.aspentech.com
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performed. Libraries of model for the most common unit operations are included,
as well as support for calculating physical properties. Normally, dynamic simu-
lation is executed with specialized dynamic process modelling software in reality.
HYSYS is the mostly common solution tool adopting in Oil & Gas industry, while
line-based chemical industry shows strong preference of applying Aspen Dynamics.

However, it is a fact that dynamic simulations, which are mathematically more
complex than a steady state simulation, require increased calculation time. Since
the late 1990s dynamic simulation has become a generally accepted tools by process
engineers and control engineers [10]. Thanks to the software available today, it
enables process engineers with process control knowledge and control engineers
with process knowledge to build dynamic models easily [33]. The limitation in
using dynamic simulation is no longer the difficulty in configuration. Nevertheless,
the implementation time for a dynamic model is still two to four times as long as
the time needed to implement a steady model [10]. It is normal that a consultant is
engaged to develop the model and one or more engineers of an operating company
use the model to perform relevant studies.

In the methodology of identification of new dangerous states, dynamic simulations
do not necessarily need to utilize a full plant model. As the information flow graph
is already simplified in the first step of analysis, the identified subsystems can be
used as boundaries for dynamic simulations. It is supposed to significantly reduce
the complexity of simulation, while the idea is the same as partitioning a flowsheet
to reduce computational effort of complex flowsheets with many recycles during
process simulation.

Based upon the description of three-step method, a worksheet of identification of
new dangerous state is illustrated in Figure 4.3.
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Figure. 4.3 Worksheet of analysis
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5 Suggested Work
Procedure for

Probability Assessment

5.1 Introduction to Probability Assessment

The probability of the occurrence of simultaneous safety trips could be so low that
the risk would be mostly deemed ”acceptable1”, if the events are considered statis-
tically independent. However, most of the events are not statistically independent
because of the dependent failures2 such as common cause failure, cascading failure
and negative dependencies [13].

Framework for assessing the probability of dependent events is indispensable in
the proposed methodology (see Chapter 4). There are a number of theoretical
approaches available for the probability assessment of system reliability [13], which
are not independent from a statistical point of view. While most available ones
are rigorous and relatively complex, a simple and efficient method is demanded
since the task of probability assessment is part of a ”screening tool”. In addition,
it is necessary to emphasize the differentiations between two levels of probability,
significant and insignificant.

It is popular among risk analysts to use a semi-quantitative method for estab-
lishment of risk reduction requirements [2], including safety integrity levels. Such
methods typically have the right granularity with assumption of statistical inde-
pendence of events: a chain of events is analysed by multiplying probabilities of
each barrier function failing. The logic does not apply to dependent events. In
order to demonstrate the method of probability assessment of simultaneous trips
within a subsystem, a simple illustration, along with the suggestions of probability
assessment as parts of screening tool, is described in the following.

1Acceptable risk means the risk is accepted in a given context based on the current values of
society and in the enterprise. [6]

2This master thesis only focuses on common cause failure rather than others.

43
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5.2 Probability Assessment of Simultaneous Safety
Trips

A CSTR producing a liquid product is considered as an example. The reactor is
designed with a cooling jacket using refrigerant, since the reaction is exothermic.
Cooling stream is injected by a cooling medium pump. A basic process control
system is installed in CSTR to keep the temperature within a pre-set limit. In
addition to basic process control system, a level alarm low low (LALL) is installed
to hold liquid level in CSTR if the liquid level exceeds minimum allowable level. If
LALL is initiated, a process shutdown valve located in product outlet is automati-
cally closed. Moreover, the cooling system has a PALL alarm. If a too low pressure
is detected in cooling system, a process shutdown valve in inlet of cooling system
will terminate cooling stream. The layout of the system is visualized in Figure 5.1.

Figure. 5.1 The layout of process consisting of a CSTR and cooling system

The case is that a cooling system trip is triggered to stop the flow of refrigerant
at the same time as a low level trip occurs within the CSTR. The situation would
lead to increased residence time (outflow stops) and a loss of cooling occurs. This
will potentially result in over temperature and over pressure in the CSTR. As a
reaction, the safety functions of both level alarm low low (LALL) in reactor and
pressure alarm low low (PALL) in cooling system will be on demand. A simplified
analysis of the demands on these safety functions is presented including causes
analysis and probability assessment.

Causes Analysis

In order to analyse the causes of two events ”reactor level alarm low low (LALL)”
and ”cooling system pressure alarm low low (PALL)” (for detailed information
see standard [35]), the fault tree analysis is applied. The result of the analysis is
depicted in Figure 5.2.
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Figure. 5.2 Results of cause analysis

It shows that two top events do not share any common causes.

Probability Assessment

The reactor LALL demand rate is:

λLALL =
∑

i

1
MTTFi

= 0.1 + 0.1 = 0.2 (5.1)

The cooling system PALL demand rate is:

λP ALL =
∑

i

1
MTTFi

= 0.01 + 0.1 = 0.11 (5.2)

If assuming all of these events are statistically independent, the expected demand
rate on the functions combined would be λ ≈ 0.1× 0.2 = 0.02 This means that the
probability of a combined demand is 2% for any given year.

Common Causes

Consider now a situation where common causes exist for both trips to be set off.
Then these must be kept out of the multiplication done above, and added sepa-
rately. This would increase the demand significantly.
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5.3 Suggested Work Procedure for Probability As-
sessment

A probabilistic assessment should be done in as simple as possible with enough rigor
to assess whether further work is needed. To evaluate whether the probability of a
pair of trips being activated simultaneously is sufficiently high to warrant further
investigation with dynamic simulation, the following approach is suggested:

1. List all demand causes for each trip.

2. Separate them into ”independent” and ”common causes”.

3. Summarize independent causes for each trip and multiply those demand rates,
add common causes demand rate to get an overall estimate on the demand
rate for the pair of trips.

4. If the demand rate significantly influences the risk level of the operation,
perform dynamic simulations and propose design mitigation actions.

A possible definition of ”significant” is within 10% of the PFD (probability of failure
demand) of the highest SIL requirement for the two trips considered. A worksheet
of probability assessment of simultaneous safety trips is suggested in Figure 5.3.
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Figure. 5.3 A suggested work procedure for probability assessment of simultane-
ous safety trips
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6
Case Study 1: Flow

Network With Multiple
Releases to Flare

Header

6.1 Introduction to Case Study 1

The methodology established in this master project is a generic methodology that
can be applied to identify, if a system has the potential to generate a hazard since
several individual safe states occur simultaneously in the process. Dynamic simu-
lation plays a critical role in the method. In this chapter, a case study is presented
with the use of a commercial dynamic simulator, OLGA Flow Assurance. The pur-
pose is to capture the transient process with comparison between full blowdown
and BDVs opening with a time sequence. It also attempts to reveal that the spec-
ified problems typically occur in interconnected flow networks (typically processes
with mass and energy integration).

Figure. 6.1 An example of flow network with multiple releases to flare header
after tie-in of new producers
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Driven by economic benefits, more and more subsea-wells are tied in offshore plat-
forms nowadays. Making sure a proper time sequence of BDV initiations is in-
evitable for the design and modification of blowdown and flare system. In order
to estimate the effect of different blowdown scenarios in flare header on topside
platform, the simulation is based upon a system, which consists of a multi-well
production facility with multiple blowdown lines. Riser, inlet arrangement and the
separation system of a typical oil production facility will be used as the case study.
Figure 6.1 demonstrates an example of flow network with multiple releases to flare
header after tie-in of new producers.

6.2 Dynamic Simulation for Flare System Design

Gas flaring is a common practice in the Oil & Gas industry during process upsets
[36]. As a critical safety requirement at oil and gas installations such as refineries
and process facilities, a flare system is usually installed to relieve built up that may
occur during shut down, start up or due to process system failure, reducing other
safety hazards associated with process emergencies [21] [35] [37].

Thermo-hydraulic modelling serves a key role in flare system design. It enables
the estimation of the thermodynamic and hydraulic parameters such as pres-
sure, temperature, velocity/Mach, and other flow parameters required for build-
ing/modification of flare system. It is a tendency to involve dynamic simulation in
the design of flare system by using commercial dynamic simulators such as Aspen
HYSYS1, K-spice2 and OLGA3. Compared with conventional steady-state tools
particularly tailored for flare header design, i.e., Aspen Flare System Analyser4,
Flaresim5 and g-Flare6, dynamic simulators have been considered as useful in char-
acterizing the transient process accompanying different process relief scenarios, i.e.
during blow-down. In addition, dynamic simulators enable to generate a clear rep-
resentation of how the flow-rate, pressure, temperature would change with time.
There have been some achievements in relevant research work [38] and some are
under progress in academia with cooperation from industry [39]. The detailed
variation versus time during the process offer a better perspective to the designer,
which will definitely contribute to the improvement of flare system design.

1http://www.aspentech.com/hysys/
2http://www.kongsberg.com/en/kogt/products%20and%20services/production%20assurance/
3http://www.software.slb.com/products/foundation/Pages/olga.aspx
4https://www.aspentech.com/products/engineering/aspen-flare-system-analyzer/
5http://www.softbits.co.uk/fsoverview.php
6http://www.psenterprise.com/oilandgas/gflare.html
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6.3 Flare System

The flare system (Figure 6.2) is the single largest pipe network on an offshore
production platform. It serves as a relief system for depressurizing different process
and production units in cases of shutdown or unexpected cases of hazardous process
emergencies, by collecting excess fluid through relief devices and a pipe network
and disposing of it to the required outlet.

Figure. 6.2 An illustration of a typical flare system [39]

A flare system consists of different relief units that handle depressurization for the
different processes taking place on the platform, to ensure safety of life and property
on it. Typical sources of process relief are the production manifolds, compression
system and separations where it is possible for pressure to build up/overpressure.
The relief systems includes process relief, process flaring, blow-down etc [38].

Process Relief

Process relief involves pressure relief of a process unit in case of overpressure due
to a process upset. Overpressure may occur due to heat input, which increases
pressure through vaporisation and/or thermal expansion; and direct pressure input
from higher pressure sources. In order to ensure process safety, pressure relief
devices are connected to the vessels and units with a potential for overpressure.
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Process Flaring

Process flaring involves the controlled flaring or bleeding out of gas from a particular
process unit or compressor, in case of pressure build up above the acceptable limits.
This is in order to allow for continued production, without causing a process upset
from build up of pressure. Pressure control valves (PCV or PV) are used for process
flaring.

Blow Down

Blow down is the actual process of de-pressurizing a given process unit (separa-
tor/piping) after shutdown. A blow down valve (BDV) is used. In case of fire out
break or related contingencies, the blow down valve opens up (is opened up) to
release highly flammable fluids such as hydrocarbons from the separator or piping
into the flare network. This serves as a safety measure against escalation of the fire
into a full blow explosion.

6.4 OLGA Dynamic Multiphase Flow Simulator

OLGA Dynamic Multiphase Flow Simulator from SPT group is a well known and
widely used flow simulation tool with many options of application from well flow
to riser and pipeline flow simulation. OLGA can be run in both steady state and
dynamic mode, making it an efficient and effective tool for simulating the many time
dependent processes faced in the industry. In this master project, the simulation
is based on OLGA (version 7.2.2).

6.5 Model

The model includes production riser, topside piping and valves, separators (both
1st stage and 2nd stage separator) including PSVs and flare system as shown in
Figure 6.3.

Main inputs for establishing a model include:

• Fluid composition (i.e., gas, condensate, oil)

• Network topography (i.e., geometry)

• Pipeline data (i.e., diameter, materials of construction, insulation, heat trans-
fer)

• Process equipment (i.e., separator, heat exchanger, valves)

• Boundary conditions (i.e., pressure, temperature, flow rate)
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Figure. 6.3 Screen shot of OLGA model for production riser and 1st and 2nd stage
separator (The layout between subsea wells and manifold is omitted in model)

6.6 Results of Simulations

6.6.1 Full Blowdown

Full blowdown means all BDVs open simultaneously in an emergency. Figure 6.4
delineates the trend plot of mass flow rate in flare line. During normal operation,
which is before the first 1200 seconds in the case, BDVs are closed, and there is no
flow in flare header. When three BDVs are triggered together at 1200 s, the value
of mass flow rate suddenly rises up in flare line. At 1208 s, it reaches to about
1497 m3/d. Following a short pause, it continues to increase at 1230 s, and retain
around 1800 m3/d during the period from 1300 s to the end of simulation.

During full blowdown, the trend of pressure in flare line is similar with mass flow
in flare line. The result is plotted in Figure 6.5. During the first 1200 s there is
almost no pressure in flare line. Since BDVs open at once, the pressure in flare line
experiences a dramatic increase from 1 bara to the peak value of 8.87 bara within
10 seconds. Afterwards, it returns back a little and stays around 8.30 bara during
the rest of simulation time.
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Figure. 6.4 Mass flow rate in flareline during full blowdown

Figure. 6.5 Pressure in flare line during full blowdown

Note: OLGA calculates itself the pressure in a flow line due to boundary conditions
although there is no flow until 1200 second. This explains why the value of pressure
during normal operation was not zero.

Besides the mass flow rate and pressure in flare line, the transient process of pres-
sures in 1st stage and 2nd stage separators are also observed with a safety concern.
The result is illustrated in Figure 6.6. While the black and dashed line denotes
the pressure in 1st stage separator, the red and solid line represents the value of
pressure in 2nd stage separator. Due to full blowdown at 1200 s, the pressures in
both 1st stage and 2nd stage separators dramatically drop down to a safe value
before 1300 s. Finally, the values of pressure in 1st stage and 2nd stage separators
are about 12.84 bara and 11.94 bara, respectively.



Results of Simulations 55

Figure. 6.6 Pressure in 1st stage and 2nd stage separator during full blowdown

6.6.2 Open BDVs with a Time Sequence

Differentiated with full blowdown, BDVs open in a series in this case. The interval
between opening each BDV is set up with same value, which is 10 min. It means
BDV1 is initiated at 1200 s. After 10 min, BDV2 fully open, and the last BDV
opens at 2400 s.

The transient process of mass flow rate is demonstrated in Figure 6.7. Same as full
blowdown, the mass flow rate increases quickly between 1200 s and 1230 s. Within
30 seconds, it gets to 1470 m3/d, which is lower than the mass flow rate at 1230 s
(1488 m3/d) in the full blowdown case. Afterwards, the mass flow rate is stepped
up. At each time when a BDV opens, there is a sharp increase in the mass flow
rate in flare line. Following a temporary decline, it converges to a stable value,
which is about 1800 m3/d. The peak value, which is approximately 1872 m3/d,
appears at 2405 s.

Figure 6.8 depicts the pressure in flare line during blown valves opening within a
time sequence. After a sharp increase, the pressure reaches to approximately 6.28
bara at 1236 s. Compared with full blowdown, 8.87 bara at 1210 s, 6.28 bara
is obviously much lower. At 1800 s when the second BDV opens, the pressure
experiences a sharp increase again, and a peak value, which is 8.57 bara, appears
at 1801 s. Compared with full blowdown, the peak valve of pressure in flare line is
dramatically decreased.
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Figure. 6.7 Mass flow rate in flare line during blowdown with a time sequence
(10 min)

Figure. 6.8 Pressure in flare line during blowdown with a time sequence (10 min)

Note: OLGA calculates itself the pressure in a flow line due to boundary conditions
although there is no flow until 1200 second. This explains why the value of pressure
during normal operation was not zero.

The pressures in 1st stage and 2nd stage separators can be observed from Figure
6.9. The black and dashed line is the pressure in 1st stage separator, while the value
of pressure in 2nd stage separator is depicted by the red and solid line in the trend
plot. The result is similar with the full blowdown case. At 1300 s, pressures in 1st

stage and 2nd stage separators drop down to 13.43 bara and 12.07 bara, separately.
When BDV2 opens at 1800 s, there is a decline again in the pressures. After BDV3
opens, the pressures 1st stage and 2nd stage separators reduce a little and retain
around 12.80 bara and 12.06 bara, separately, during the rest of simulation time.
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Figure. 6.9 Pressure in 1st stage and 2nd stage separator during blowdown with
a time sequence (10 min)

6.7 Conclusions to Case Study 1

It is a clear presentation of transient process in flare line as well as in 1st stage and
2nd stage separators based on dynamic simulations in OLGA Flow Assurance. The
study is carried out with two different cases, which are full blowdown and BDVs
opening with a time sequence. The observation focuses on the mass flow rate and
pressure in flare header, and pressures in 1st stage and 2nd stage separators. In
accordance to the results, the intention is to find out the difference between full
blowdown and BDVs opening in a series.

In terms of mass flow rate in flare line, the result does not show an evident advan-
tage of blowdown with a time sequence. It is due to the limitations of simulated
model because the dynamic model is lack of real data. At least, the mass flow
rate is stepped up in Figure 6.7, while it rises up to a high value immediately after
starting blowdown in the case of full blowdown. In addition, it is quite remarkable
that the peak value in the case of blowdown with a time sequence is obviously lower
than full blowdown. Based on this result, it emphasizes the benefit of adopting a
time sequence to open BDVs comparing with full blowdown. By designing a proper
opening sequence of BDVs, the maximum allowable operational condition in flare
line can be ensured. Last but not least, both full blowdown and blowdown with
a time sequence present a satisfied result in terms of the trend of pressures in 1st

stage and 2nd stage separators, which means the pressure is reduced to a safe value
within process safety time.
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7 Case Study 2:
Workability of

Proposed Methodology

7.1 Introduction to Case Study 2

In order to demonstrate applicability of the suggested approach, a process consist-
ing of a CSTR and cooling loop is considered. Liquid material A is feed into CSTR
and liquid product B is taken out from outlet of CSTR. The reaction is exothermic.
The cooling stream is injected by a cooling medium pump. The cooling stream will
be stopped, if fault conditions appear in the cooling loop, such as leak in cooling
loop. In addition, the CSTR is installed with three safety trips, Pressure Alarm
High (PAHH), Level Alarm High High (LAHH) and Level Alarm Low Low (LALL),
while the cooling system has a Pressure Alarm Low Low (PALL). The property
and composition of the reaction are not described in detail.

Figure. 7.1 Information flow diagram of CSTR with a cooling loop

In the system, there are two critical (shutdown) valves, XV1 and XV2, which
is located at material inlet to CSTR and product outlet, separately. XV1 is final
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element of PAHH and LAHH, while XV2 is automatically tripped if LALL in CSTR
is initiated. When the pressure in cooling system is too low, the cooling medium
pump will be automatically switched off. The information flow diagram of CSTR
with a cooling loop is illustrated in Figure 7.1. In this case study, a dynamic model
is established in Matlab.

7.2 Identification of Dangerous Combinations of
Output States of SIS

Detailed information of methodology is introduced in Chapter 4. The analysis is
essentially divided into three steps.

Step 1: Carry out system breakdown

Since the configuration of process is composed of a single piece of CSTR and cooling
system, the work of first step in analysis can be omitted. The CSTR and cooling
system are treated as a subsystem, which is considered in flowing steps.

Step 2: Identify dangerous combinations of safety trips

First of all, all the safety functions are clarified in the information flow diagram
(see Figure 7.2). All possible combinations of simultaneously occurring safety trips
are listed as follows:

• {PAHH in CSTR, LAHH in CSTR}

• {PAHH in CSTR, LALL in CSTR}

• {PAHH in CSTR, PALL in cooling system}

• {LAHH in CSTR, LALL in CSTR}

• {LAHH in CSTR, PALL in cooling system}

• {LALL in CSTR, PALL in CSTR}

• {PAHH, LAHH and LALL in CSTR}

• {PAHH and LAHH in CSTR, and PALL in cooling system}

• {PAHH and LALL in CSTR, and PALL in cooling system}

• {LAHH and LALL in CSTR, and PALL in cooling system}

• {PAHH, LAHH and LALL in CSTR, and PALL in cooling system}
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Furthermore, the trips that have same final element should be removed from the
list. Three safety functions, PAHH, LAHH and LALL, are installed in CSTR.
Each function starts with the process sensor (e.g. PAHH, LAHH and LALL), and
terminates with closing of the critical valve, XV1 or XV2. The final element of each
safety function can be found in Table 7.1. Likewise, cooling system has a PALL,
which is supposed to cut off the power supply of cooling medium pump in response
to abnormal situation in cooling system. Table 7.1 presents the C&E diagram for
the case study.

Table. 7.1 C&E diagram for case study 2

No. Safety Functions Process Unit XV1 XV2 Switch off cooling
medium pump

1 PAHH CSTR X
2 LAHH CSTR X
3 LALL CSTR X
4 PALL Cooling System X

From Table 7.1, it shows that PAHH and LAHH in CSTR share a same final ele-
ments. In other words, these two trips have same effect on the process. Therefore,
the combination of PAHH and LAHH in CSTR is not taken into further account.
Consequently, the list of considerable combinations of safety trips is simplified as:

• {PAHH in CSTR, LALL in CSTR} ({1,3})

• {PAHH in CSTR, PALL in cooling system} ({1,4})

• {LAHH in CSTR, LALL in CSTR} ({2,3})

• {LAHH in CSTR, PALL in cooling system} ({2,4})

• {LALL in CSTR, PALL in cooling system} ({3,4})

• {PAHH and LALL in CSTR, and PALL in cooling system} ({1,3,4})

• {LAHH and LALL in CSTR, and PALL in cooling system} ({2,3,4})

For simplification, the safety trips are replaced with the number given in C&E
diagram (Table 7.1).

For the pairs of safety trips that remain on the list, the next step is to check whether
any of them may push the plant in direction of design limits. The worksheet is
demonstrated in Table 7.2. LAHH and LALL can only happen at once, if two
different instruments measuring the level and one of them has a spurious trip at
the same time the other one trips due to an actual process condition. Thus, the
probability of LAHH and LALL occurring concurrently in CSTR is extremely low.
{2,3}and {2,3,4}can be directly removed from the list.
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If both materials and products are liquid state, PAHH also irregularly takes place
with LALL at same time in CSTR. {1,3} and {1,3,4} can also be disregarded in this
case. As a result, three scenarios are considered to perform dynamic simulations,
involving {1,4}, {2,4} and {3,4}.

Step 3:Perform Dynamic Simulations.

In order to simulate the scenarios, dynamic models are established by using Matlab.
The main idea is based on mole balance of reactant (A) and product (B) as well
as energy balance of the system consisting of a CSTR with cooling system.

The reaction is single material A produces B. Both A and B are liquid state.

A→ B (7.1)

There are two key assumptions for establishing the dynamic model and performing
simulations.

1. There is no mixing volume, which means the holdups in reactor is only influ-
enced by the quantities of inflow and outflow.

2. The density of inflow at inlet is same as the density of outflow at outlet of
CSTR.

Mole balance:

dnA

dt
= Fin · CA,in − Fout · CA,out − rA · V (7.2)

dnB

dt
= −Fout · CB + rA · V (7.3)

Where

• Fin: Inlet flow rate

• Fout: Outlet flow rate

• CA,in: Concentration of substance A at inlet

• CA,out: Concentration of substance A at outlet

• rA: Reaction rate of reactant A

The number of moles of substance A and B can be expressed as follows:

nA = CA · V (7.4)

nB = CB · V (7.5)
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Where

• nA and nB : Number of moles of substance A and B, respectively

• CA and CB : Concentrations of substance A and B

• V : Component holdups of CSTR

The reaction rate can be expressed

rA = kA(T ) · CA (7.6)

The reaction rate constant can be written in accordance with Arrhenius equation.

kA(T ) = Ae−E/RT (7.7)

Where

• A: Pre-exponential factor or frequency factor

• E: Activation energy, J/mol

• R: Gas constant = 8.314 J/mol ∗K

• T: Absolute temperature, K

The values of parameter using in simulation can be found in Appendix B.

Energy balance:

An energy balance can be established for a non-isothermal CSTR in accordance to
the first law of thermodynamics.
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(7.8)

Therefore,

dH

dt
= Fin ·CA ·h0

A(T0)−Fout ·CA ·hA(T )−Fout ·CB ·hB(T )+∆H(T )Rx ·rA ·V −Q̇
(7.9)

Where
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• dH
dt : Enthalpy changes per time unit

• h0
A(T0): Enthalpy of substance A at initial temperature T0

• hA(T ) and hB(T ): Enthalpy of substance A and B at temperature T

• ∆H(T )Rx: Reaction enthalpy at T

• Q̇: Work done by cooling system for dissipating the heat generated by exother-
mic reaction.

It is assumed that h0
A(T0) is zero. In addition, the enthalpy of substance A and B

at temperature T can be given according to Kirchhoff’s Law.

hA(T ) = Cp,A · (T − T0) (7.10)

hB(T ) = Cp,B · (T − T0) (7.11)

Where Cp,A and Cp,B stand for plasma concentrations of substance A and B.

Constitutive equations:

In conclusion, the dynamic models of system can be represented in the following
condensed form:

dV

dt
= Fin − Fout (7.12)

dCA

dt
= Fin

V
· (CA0 − CA)− rA (7.13)

dCB

dt
= Fin

V
· (−CB) + rA (7.14)

dT

dt
= − Fout · (CA · Cp,A · (T − T0) + CB · Cp,B · (T − T0))

(CA · Cp,A + CB · Cp,B) · V

+ ∆H(T )Rx · rA · V
CA · Cp,A + CB · Cp,B · V

− Q̇

CA · Cp,A + CB · Cp,B · V

(7.15)

Matlab codes can be referred to Appendix B.

After building up a dynamic model, the scenarios that are confirmed in Step 2 can
be simulated.
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7.3 Results of Dynamic Simulation

The results of two scenarios are selected to be demonstrated. The two dangerous
combinations are that LAHH in CSTR and PALL in cooling system occur at same
time, and LALL in CSTR and PALL in cooling system occur at same time.

7.3.1 LAHH in CSTR and PALL in Cooling System

The initial states of triggering LAHH and switching off cooling medium pump are
depicted in Table 7.3.

Table. 7.3 Initial states of triggering LAHH and simulation time

Holdups (L) 1600
CA(mol/L) 1.2874
CB(mol/L) 3.7152

T (K) 308.92
Simulation time (s) 150

The time point of triggering LAHH is treated as the start time of simulation. At
time t = 0, XV1 is shut down and cooling medium pump is switched off. Figure
7.2-7.4 illustrate the outcomes of simulation.

Figure. 7.2 Development of concentrations of A and B versus time when LAHH
in CSTR and loss of cooling occur concurrently
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Figure 7.2 presents how the concentrations of material A and product B change
over the time, since inflow is shut down and cooling system is lost. While the red
and solid line denotes concentration of material A, the concentration of product B
is represented by the blue and dashed line. It can be seen that reaction continues
producing B, even though the inflow has been stopped by tripping XV1.

Figure. 7.3 Development of component holdups versus time when LAHH in CSTR
and loss of cooling occur concurrently

Figure. 7.4 Development of temperature versus time when LAHH in CSTR and
loss of cooling occur concurrently

In Figure 7.3 and Figure 7.4, it indicates how the component holdups and tem-
perature develop during the simulation time of 150 seconds. Component holdups
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reduces due to no inflow. While, temperature increases from the beginning of
simulation, and falls from 37 seconds. The peak value is approximately 339 K.
The response of temperature is in agreement with the analysis in Step 2 (see Ta-
ble 7.2). Since there are materials remaining in CSTR, temperature increases due
to exothermic reaction and loss of cooling system. Since all materials are reacted,
temperature starts to decrease. Dynamic simulation provides the information, such
as how long the increase lasts, how much it increases, and when it turns to descend.
After all, LAHH in CSTR and PALL in cooling system are activated at same time
could be dangerous , since temperature in CSTR rises up to 339 K over a short
period of time.

7.3.2 LALL in CSTR and PALL in Cooling System

The initial states of triggering LALL and switching off cooling medium pump are
provided in Table 7.4.

Table. 7.4 Initial states of triggering LAHH and simulation time

Holdups (L) 400
CA(mol/L) 0.8874
CB(mol/L) 4.7152

T (K) 300.92
Simulation time (s) 150

Figure. 7.5 Development of concentrations of A and B versus time when LALL
in CSTR and loss of cooling occur concurrently
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The time point of initiating LALL is treated as the start time of simulation. At time
t = 0, XV2 is shut down and cooling medium pump is switched off. Figure 7.5-7.6
portray the results of simulation. Figure 7.5 describes how the concentrations of
material A and product B vary over the time, while LALL in CSTR and PALL in
cooling system occur concurrently. During the first 20 seconds, the concentration
of material A ascends, since the outflow is stopped by closing XV2 and product B
is remained in CSTR. Afterwards, it gradually rises up because inflow continues
entering into CSTR and the flow rate is higher than the reaction rate.

Figure. 7.6 Development of component holdups versus time when LALL in CSTR
and loss of cooling occur concurrently

Figure. 7.7 Development of temperature versus time when LALL in CSTR and
loss of cooling occur concurrently
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In Figure 7.6 and Figure 7.7, it shows how the component holdups and temperature
develop during the simulation time of 150 seconds. Different from the results of
the first scenario, both component holdups and temperature experience dramatic
increase over the period of simulation time because the inflow continues entering in
CSTR, the outflow is terminated and cooling system is lost. Therefore, LALL in
CSTR and PALL in cooling system activating at same time can lead to a extremely
dangerous situation.

7.4 Conclusions to Case Study 2

Although the case study is based on a process with a simple configuration, it is
enough to show workability of proposed methodology (in Chapter 4). In accor-
dance with the three steps and the scope of analysis, three dangerous combinations
of simultaneous occurring safety trips were confirmed as scenarios of dynamic sim-
ulation, including combinations of PAHH in CSTR and PALL in cooling system,
LAHH in CSTR and PALL in cooling system, and LALL in CSTR and PALL in
cooling system. Results from dynamic simulations show that it can be dangerous
if several safety instrumented functions occur concurrently. In particular, LALL in
CSTR and PALL in cooling system are on demand at same time. The situation
can be very dangerous without further protection measures. In other words, the
dangerous combinations should be paid enough attention during process design.

A worksheet (see Table 7.2) is made during the analysis. The worksheet together
with a report containing the results of simulation scenarios should be made for
inclusion in the safety requirements specification of SIS. A formal worksheet for
identification of dangerous combinations of output states of SIS is attached in
Appendix A. Probability assessment is not executed in the case study with the
purpose to focus on demonstrating the result of dynamic simulation. For a real
practice of the methodology, it should not be omitted.
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8.1 Conclusions

SIF is implemented by a SIS and given a specific safety integrity level. The safety,
however, should be considered with a comprehensive perspective. It is inevitable to
ensure the risk reduction measures do not result in a new hazard event in process or
plant. IEC61511 [2] requires identifying dangerous combinations of output states
of SIS. However, the effect of an individual safety trips on system level is always
overlooked in SIS design. Although SIS functions as expected, simultaneously
occurring safety trips may generate a hazard event because of interactions between
different process units. Variability also goes through and oscillates entire process
via recycled loops.

Modification of blowdown and flare system on topside platform is a practical ex-
ample to emphasize the essential of considering global effect on system level. BD
valves are organically installed to protect a single process unit, i.e. separators and
pipeline, after shutdown. Process intensification is also considered as inherently
safer design. Due to increasing number of tie-in subsea wells, a full blowdown may
exceed the design limits of a designed flare header. Replacing a flare header is
always too expensive to invest. An alternative solution of avoiding overcapacity
is to design a proper time sequence of BD valves opening time. It is necessary to
perform dynamic simulations for different combinations of BD valve opening.

HAZOP study is a common approach for hazard identification in process industry.
However, the drawbacks of the method make it inadequate to uncover hazard event
due to simultaneously occurring safety trips. In accordance with safety lifecycle
model in IEC61511 [2], ”hazard and risk assessment” and ”allocation of safety
functions to protection layers” are two critical phases, which give input to SRS.
A literature review is done with respect to various hazard identification methods.
There are a number of approaches available for hazard analysis, including checklists,
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what-if analysis, FMEA, HAZOP study, cause and consequence analysis, HAZOP
log, Change analysis, Maser diagram and so on. Each of the methods has their own
pros and cons. It is an interesting finding that some techniques are particularly
utilised in certain stages of a lifecycle for process hazard studies. Unfortunately,
none of them is able to identify dangerous combinations of output states of SIS,
which created the need of a methodology that can serve the purpose and fulfil the
requirements in IEC61511 [2].

Targeting at identifying a sort of new hazard event, a three-step method is pro-
posed. It is new hazard event because hazard event occurs with SIS functioning in
demand mode. The main idea of the method is to break down the system, identify
dangerous combinations of safety trips and perform dynamic simulations. Based
on information flow diagram, the system is initially broken down into subsystems,
which can be analysed individually. The inspiration of algorithm is based on the
Sargent-Westergerg algorithm. In order to accomplish the analysis, a vital assump-
tion is that the new hazard event resulting from simultaneously occurring safety
trips is only considered when a same time-scale is utilized for determining the lead-
ing effects on process or plant. There are also three rules for developing the list of
subsystems. Within each subsystem, the second step is to select the combinations
of safety trip, which may yield a response that pushes the plant towards its design
limits. It can be achieved by using an analysis that is similar with conventional
HAZOP study. With regard to combinations of safety trips, the question is ”Could
it cause high pressure?” ”Could it cause low pressure?” and so on. From the work-
sheet, a list of scenarios for dynamic simulation should be confirmed. The last
step, performing dynamic simulation, should be able to answer whether the combi-
nation of simultaneously occurring safety trips violate the design limits of process
or plant. There are varieties of different solution tools, which can be applied to
perform dynamic simulation.

In the three-step method of identification of dangerous combinations of output
states of SIS, probability is also taken into account. The risk can be treated as
acceptable, if the probability of the occurrence of simultaneously occurring safety
trips is too low. Common cause failure may significantly increase the demand rate.
If the probability is unneglectable, it is necessary to perform dynamic simulations
and to propose design mitigation action as well.

The first case study is multiple releases to a flare header on topside platform. The
use of blowdown and flare system as a case study is to demonstrate the transient
process of simultaneous occurring safety trips in an interconnected flow network. A
dynamic model is established in a specialized dynamic process modelling software,
OLGA Flow Assurance. The observation is mainly based on a comparison between
full blowdown and opening BD valves in a time sequence. Because of increasing
number of tie-in subsea wells, a scenario of full blowdown (opening all BD valves
at once) may exceed the design limits of flare header. The outcome of case study
1 confirms that a proper time sequence to open BD valves is helpful to prevent
overcapacity.
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Furthermore, case study 2 is a chemical process comprising a CSTR and cooling
system. Several PSD functions are installed in system, including PAHH, LAHH and
LALL in CSTR, and PALL in cooling system. Although the case study is based on
a process with a simple configuration, it is enough to show workability of proposed
methodology (in Chapter 4). Matlab is used to build up a dynamic model. In
accordance with three-step method, three dangerous combinations of simultaneous
occurring safety trips are confirmed as scenarios of dynamic simulation, involving
combinations of PAHH in CSTR and PALL in cooling system, LAHH in CSTR
and PALL in cooling system, and LALL in CSTR and PALL in cooling system.
Results from simulation scenarios show that it can be dangerous if several safety
instrumented functions occur concurrently. If LALL in CSTR and PALL in cooling
system are on demand at same time, the situation can be very dangerous without
further protection measures. Probability assessment is omitted in the case study
with the purpose to focus on dynamic simulation and to illustrate the results. The
outcome of case study 2 reveals the essential of evaluation of output states of SIS
and confirm the applicability of the proposed method.

8.2 Discussions

When SIS is designed in a local system, the effect on global system level cannot be
ignored. In striving to fulfil the requirements of identification of dangerous combi-
nations of output states of SIS in IEC61511 [2], a generic method is proposed. In
accordance to safety lifecycle model, all potential hazards are necessarily identified
in the phase of hazard and risk assessment. However, there are several stages of
hazard analysis during a project development. A proper time schedule for carry-
ing out an analysis based on suggested method is of interest. As mentioned in
the description of the approach, it should be based on information flow diagrams.
Moreover, NOG070 [5] Annex E provides the information that the identification
of dangerous combination of outputs of SIS should be included in the SRS rev.3
, which is after overall safety validation planning. According to the diagram, the
SRV rev. 31 is developed based on the final SAR (safety analysis report), when
detailed drawing is available from SIS vendors.

The advantages of the method is that it is based on engineer experience to obtain
the list of scenarios for dynamic simulation. Complex system is divided into sub-
systems, which can be effectively handled and individually analysed. In addition,
dynamic simulations can capture transient process. There are plenty of solution
tools available to perform dynamic simulations. On the other hand, the analy-
sis can be time consuming for a complicated system with many safety functions.
Dynamic simulation requires specific skills and knowledge. Other advantages and
weaknesses regarding suggested method may be realized, when the method is put

1SRS is not only a design-related document, but a document that must remain updated
throughout the whole life cycle of the SIS. A SRS time axis is suggested in NOG 070 [5] An-
nex -E, where the relevant SRS revision are defined in the chronological order or events.
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into practice.

The progress of technology, such as new materials and new equipment, enables
process industry to expect a new economic target. Tie-in project in offshore Oil &
Gas industry is a typical example. Moreover, it is also tendency of applying highly
integrated system for instance in fine chemical industries with major purpose to
save energy. The key point is that it brings challenges to process control system de-
sign due to increased complexity of production/processing system or new economic
objective. The safety should be considered with a comprehensive analysis.

8.3 Recommendations for Future Work

The limitation of this master thesis is lack of real project data. Future research work
is encouraged to put suggested approach into practice and to test the approach with
a complex process system. Dynamic models in two case studies were established
in OLGA Flow Assurance and Matlab, while there are many different solution
tools available for dynamic simulation. The applicability of method can also be
demonstrated with other dynamic simulators.

The master thesis is targeted at an interdisciplinary topic. Researchers in the field
of process control and optimization can further develop and improve the technique
of identification of dangerous combinations of output states of SIS. In addition, it
can be a valuable research direction, which considers the safety issues of imple-
menting SIS in a process system.
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