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78 A. EXTENSION CLASS FILES

site"-button.

A.3 App.js File

var hcp = angular.module( ’human—computable—pws’, [
’human—computable—pws. controllers ’,
’ngAnimate’ ,
’chromeStorage ',
"ngRoute ’

1)
hep.config( [’$compileProvider ’,
function( $compileProvider ) {
var currentImgSrcSanitizationWhitelist =
$compileProvider.imgSrcSanitizationWhitelist ();
var newlmgSrcSanitizationWhiteList =

currentImgSrcSanitizationWhitelist.toString (). slice(0,—1)
+ 7 \chromc—cxtcnsion: > 4+currentlmgSrcSanitizationWhitelist .

toString ().slice(—1);

console.log("Changing imgSrcSanitizationWhiteList from
currentImgSrcSanitizationWhitelist+" to "+
newImgSrcSanitizationWhiteList );
$compileProvider.imgSrcSanitizationWhitelist (
newImgSrcSanitizationWhiteList );
}
1)
hcp.config ([ ’$routeProvider ’,
function ($routeProvider){
$routeProvider.

when 7/ {
templateUrl: ’partials/content.html’,
controller: ’'MainController’

}).

otherwise ({
redirectTo: '/’

1)
s
function searchList (site, sites){
if(sites == undefined) return false;
for(var i = 0; i<sites.length; i++){
if(sites[i].name == site){

return sites [i];
}
}

return false;

function Site(name, siteclass){
this .name = name;
this.challenges = [];

for (var j=0; j<siteclass; j++){
this.challenges .push(randomChallenge ());
}
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A.4. VIEW FILE (PARTIAL FILE)

function getRandInt (){
var intArr = new Uint8Array (1);
window . crypto.getRandomValues(intArr);
if (intArr[0]>=Math. floor (256/26) = 26)
return getRandInt ();
return (intArr[0] % 26);

}

function randomChallenge (){
var letters = "abcdefghijklmnopqrstuvwxyz";
var ch = [];

for (var z=0; z<14; z++){
ch.push(letters.charAt(getRandInt ()));
}

return ch;

Listing A.3: Angular launcher file.

79

The app.js file initiates the application, specifying the modules used, as well as
some helper functions, including the function responsible for generating the random

challenges(line 66).

A.4 View File (partial file)

<div class="container—fluid ">
<div id="form—container ">

<hr class="divider ">

<div align="center ">
<select ng—model="selectedSite"
ng—options="site .name for site in user.sites
class="dropDownColor" >
</select>
</div>
<hr class="divider" style="margin—bottom: 0;">
<div id="challenges ">
<div align ="center" class="newSiteButton" ng—show="newSiteButton">
<div class="infoBox" >

"

The current site does not have challenges stored in the system.

<hr>
<form name="siteClass" class="siteClass">
<label for="radiol ">Low
<input type="radio"
ng—model="siteClass"
value=6
id="radiol ">
</label>
<label for="radio2">Med
<input type="radio"
ng—model="siteClass"
value=10
id="radio2 ">
</label>
<label for="radio3">High
<input type="radio"
ng—model="siteClass"
value=15
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id="radio3 ">
</label>
</form>
<button ng—click="newSite()"
class="btn btn—info"

ng—show="true" >Add site </button>

</div>
</div>
<div ng—hide="newSiteButton ">
<table
align="center" class="challenges"
ng—init="site = user.sites [user.sites.indexOf(selectedSite)]">
<tr>
<td>
<img ng—src="letters /letter_{{site.challenges[pw][10]}}.png"/>
<img ng—src="letters /letter_ {{site.challenges[pw][11]}}.png"/>
</td>
<td>
<img ng—src="letters/letter_{{site.challenges[pw][12]}}.png"/>
</td>
<td>
<img ng—src="letters/letter_ {{site.challenges[pw][13]}}.png"/>
</td>
<td></td>
</tr>
</table>
<hr class="divider" style="margin: 0;">
<table align="center" class="challenges">
<tr>
<td>
0<img ng—src="letters /letter_ {{site.challenges[pw][0]}}.png"/>
</td>
<td>
5<img ng—src="letters /letter {{site.challenges[pw]|[5]}}.png"/>
</td>
</tr>
<tr>
<td>
1<img ng—src="letters /letter_{{site.challenges[pw][1]}}.png"/>
</td>
<td>
6<img ng—src="letters/letter_ {{site.challenges[pw][6]}}.png"/>
</td>
</tr>
<tr>
<td>

Listing A.4: Angular view. Only included the table showing the challenges for
readability.

The code shown in this listing contains the view where the challenges are presented,
as well as the new site button and site classification radio buttons. Notice the ng-show
directive on line 14, this decides if the "new site"-functionality should be shown or
not. If newSiteButton is true it will appearer and vice versa, the same goes for the
challenges which starts on line 34 with a similar directive, ng-hide, which hides the
challenges div if new site is visible.
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The challenges div is essentially a table containing an element of the challenge in
each cell. Notice the double bracket notation, where each of the challenge objects are
referred. {{site.challenges[pw/[i/}} refers to the $scope.site.challenges which contains
the challenges associated with the current active page. pw is at any given time the
length of the password field of the active web page, if pw changes the challenge on
display will automatically change through the two-way data binding. This way, the
correct challenge will always be the one seen by the user.






Demonstration Slides

This is a cheat sheet helping
you do the mappings.

This is a single digit challenge,
it will help you compute
one character of a password

Figure B.1: Demo slide 1.
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1. Start of by finding the mapping for
XandV, using the cheat sheet.

Figure B.2: Demo slide 2.

X=8,V=7

Add these and find,
the corresponding
object in the list.

8+7mod 10 =
5

Figure B.3: Demo slide 3.
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Thinkof O as a
replacement for
XandV

Figure B.4: Demo slide 4.

Find the mapping for each
of the three letters.
0=4,

P=5,

V=7

Figure B.5: Demo slide 5.
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Find the mapping for each
of the three letters.
O=4,

P= 3
V=7

Add these digits and type

The challenge will update after i e (i)

typing the digit, do the same for
all 10 cahracters of the password.
If you type the wrong character,
continue with the next challenge.

44+5+7 mod 10=6

Figure B.6: Demo slide 6.



Experiment Application
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88 C. EXPERIMENT APPLICATION

Human Computable Passwords

Experiment

1 2 3 4

DEMO PROFILE PRACTICE EXPERIMENT

Demonstration

Next Section ---

{"data": {"calcTimes":[],"results":[1}, "hcp id":"1b7aal7eal")

Figure C.1: First view shown to the user, containing a demonstration video. Created
using wideo.co.


wideo.co
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Human Computable Passwords

Experiment

1 2

DEMO PROFILE PRACTICE EXPERIMENT

Occupation

Technology student v

Age

Next Section -

{"data":{"calcTimes":[],"results":[]}, "hep_id":"lb7aal7eal", "occupation™:"Tech

nology student™,"age":27}

Figure C.2: Second view shown to the user, gathering some basic demographic data
which might be relevant.
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Human Computable Passwords

Experiment

1 4 3 4

DEMO PROFILE PRACTICE EXPERIMENT

Continue to experiment ---

Figure C.3: Third view of the web application. Practice section used by the user
before entering the actual experiment.



91

Human Computable Passwords

Experiment

DEMO PROFILE PRACTICE EXPERIMENT

{"data":{"calcTimes":[11.656,8.906,2.803],"results":[1,1,11}, "hcp id":"1b7aal7

Figure C.4: Final view, containing the experiment form. The user will calculate
the response to the challenge on display and enter the answer in the password field.
When finished the results can be submitted. And eventually stored in the database.



	
	
	
	
	
	
	
	

	
	
	
	
	
	

	
	
	


	
	
	
	
	
	

	
	
	

	
	
	
	


	
	
	

	
	
	
	
	
	
	


	
	
	
	
	
	

	
	
	
	


	
	
	
	
	
	


	
	
	
	
	
	

	
	

