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site"-button.

A.3 App.js File

1 var hcp = angular . module ( ’human−computable−pws ’ , [
2 ’human−computable−pws . c o n t r o l l e r s ’ ,
3 ’ ngAnimate ’ ,
4 ’ chromeStorage ’ ,
5 ’ ngRoute ’ ,
6 ] ) ;
7
8 hcp . c o n f i g ( [ ’ $compi leProvider ’ ,
9 function ( $compi leProvider ) {

10 var c u r r e n t I m g S r c S a n i t i z a t i o n W h i t e l i s t =
11 $compi leProvider . i m g S r c S a n i t i z a t i o n W h i t e l i s t ( ) ;
12 var newImgSrcSanit izat ionWhiteList =
13 c u r r e n t I m g S r c S a n i t i z a t i o n W h i t e l i s t . t o S t r i n g ( ) . s l i c e (0 ,−1)
14 + ’ | chrome−e x t e n s i o n : ’ +c u r r e n t I m g S r c S a n i t i z a t i o n W h i t e l i s t .
15 t o S t r i n g ( ) . s l i c e (−1);
16
17 c o n s o l e . l o g ( " Changing i m g S r c S a n i t i z a t i o n W h i t e L i s t from "+
18 c u r r e n t I m g S r c S a n i t i z a t i o n W h i t e l i s t+" to "+
19 newImgSrcSanit izat ionWhiteList ) ;
20 $compi leProvider . i m g S r c S a n i t i z a t i o n W h i t e l i s t (
21 newImgSrcSanit izat ionWhiteList ) ;
22 }
23 ] ) ;
24
25 hcp . c o n f i g ( [ ’ $ rou tePr ov id er ’ ,
26 function ( $ro utePr ov i der ){
27 $ rout ePro v ide r .
28 when ( ’ / ’ ,{
29 templateUrl : ’ p a r t i a l s / content . html ’ ,
30 c o n t r o l l e r : ’ MainContro l ler ’
31 } ) .
32 o t h e r w i s e ({
33 r e d i r e c t T o : ’ / ’
34 } ) ;
35 } ] ) ;
36
37 function s e a r c h L i s t ( s i t e , s i t e s ){
38 i f ( s i t e s == undef ined ) return f a l s e ;
39 for ( var i = 0 ; i<s i t e s . l e n g t h ; i ++){
40 i f ( s i t e s [ i ] . name == s i t e ){
41 return s i t e s [ i ] ;
42 }
43 }
44 return f a l s e ;
45 }
46
47
48
49 function S i t e (name , s i t e c l a s s ){
50 this . name = name ;
51 this . c h a l l e n g e s = [ ] ;
52
53 for ( var j =0; j<s i t e c l a s s ; j ++){
54 this . c h a l l e n g e s . push ( randomChallenge ( ) ) ;
55 }
56 }
57
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58 function getRandInt ( ) {
59 var intArr = new Uint8Array ( 1 ) ;
60 window . crypto . getRandomValues ( intArr ) ;
61 i f ( intArr [0]>=Math . f l o o r (256/26) ∗ 26)
62 return getRandInt ( ) ;
63 return ( intArr [ 0 ] % 2 6 ) ;
64 }
65
66 function randomChallenge ( ) {
67 var l e t t e r s = " abcdefghi jklmnopqrstuvwxyz " ;
68 var ch = [ ] ;
69 for ( var z =0; z <14; z++){
70 ch . push ( l e t t e r s . charAt ( getRandInt ( ) ) ) ;
71 }
72 return ch ;
73 }

Listing A.3: Angular launcher file.

The app.js file initiates the application, specifying the modules used, as well as
some helper functions, including the function responsible for generating the random
challenges(line 66).

A.4 View File (partial file)
1 <div c l a s s=" conta iner−f l u i d ">
2 <div id=" form−c o n t a i n e r ">
3
4 <hr c l a s s=" d i v i d e r ">
5
6 <div a l i g n=" c e n t e r ">
7 <s e l e c t ng−model=" s e l e c t e d S i t e "
8 ng−o p t i o n s=" s i t e . name f o r s i t e in user . s i t e s "
9 c l a s s=" dropDownColor " >

10 </ s e l e c t >
11 </div>
12 <hr c l a s s=" d i v i d e r " s t y l e=" margin−bottom : 0 ; ">
13 <div id=" c h a l l e n g e s ">
14 <div a l i g n =" c e n t e r " c l a s s=" newSiteButton " ng−show=" newSiteButton ">
15 <div c l a s s=" infoBox " >
16 The c u r r e n t s i t e does not have c h a l l e n g e s s t o r e d in the system .
17 <hr>
18 <form name=" s i t e C l a s s " c l a s s=" s i t e C l a s s ">
19 <l a b e l for=" r a d i o 1 ">Low
20 <input type=" r a d i o "
21 ng−model=" s i t e C l a s s "
22 value=6
23 id=" r a d i o 1 ">
24 </l a b e l >
25 <l a b e l for=" r a d i o 2 ">Med
26 <input type=" r a d i o "
27 ng−model=" s i t e C l a s s "
28 value=10
29 id=" r a d i o 2 ">
30 </l a b e l >
31 <l a b e l for=" r a d i o 3 ">High
32 <input type=" r a d i o "
33 ng−model=" s i t e C l a s s "
34 value=15
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35 id=" r a d i o 3 ">
36 </l a b e l >
37 </form>
38 <button ng−c l i c k=" newSite ( ) "
39 c l a s s=" btn btn−i n f o "
40 ng−show=" tru e " >Add s i t e </button>
41 </div>
42 </div>
43 <div ng−hide=" newSiteButton ">
44 <t a b l e
45 a l i g n=" c e n t e r " c l a s s=" c h a l l e n g e s "
46 ng−i n i t=" s i t e = user . s i t e s [ user . s i t e s . indexOf ( s e l e c t e d S i t e ) ] ">
47 <tr>
48 <td>
49 <img ng−s r c=" l e t t e r s / l e t t e r _ {{ s i t e . c h a l l e n g e s [ pw ] [ 1 0 ] } } . png "/>
50 <img ng−s r c=" l e t t e r s / l e t t e r _ {{ s i t e . c h a l l e n g e s [ pw ] [ 1 1 ] } } . png "/>
51 </td>
52 <td>
53 <img ng−s r c=" l e t t e r s / l e t t e r _ {{ s i t e . c h a l l e n g e s [ pw ] [ 1 2 ] } } . png "/>
54 </td>
55 <td>
56 <img ng−s r c=" l e t t e r s / l e t t e r _ {{ s i t e . c h a l l e n g e s [ pw ] [ 1 3 ] } } . png "/>
57 </td>
58 <td></td>
59 </tr>
60 </table >
61 <hr c l a s s=" d i v i d e r " s t y l e=" margin : 0 ; ">
62 <t a b l e a l i g n=" c e n t e r " c l a s s=" c h a l l e n g e s ">
63 <tr>
64 <td>
65 0<img ng−s r c=" l e t t e r s / l e t t e r _ {{ s i t e . c h a l l e n g e s [ pw ] [ 0 ] } } . png "/>
66 </td>
67 <td>
68 5<img ng−s r c=" l e t t e r s / l e t t e r _ {{ s i t e . c h a l l e n g e s [ pw ] [ 5 ] } } . png "/>
69 </td>
70 </tr>
71 <tr>
72 <td>
73 1<img ng−s r c=" l e t t e r s / l e t t e r _ {{ s i t e . c h a l l e n g e s [ pw ] [ 1 ] } } . png "/>
74 </td>
75 <td>
76 6<img ng−s r c=" l e t t e r s / l e t t e r _ {{ s i t e . c h a l l e n g e s [ pw ] [ 6 ] } } . png "/>
77 </td>
78 </tr>
79 <tr>
80 <td>

Listing A.4: Angular view. Only included the table showing the challenges for
readability.

The code shown in this listing contains the view where the challenges are presented,
as well as the new site button and site classification radio buttons. Notice the ng-show
directive on line 14, this decides if the "new site"-functionality should be shown or
not. If newSiteButton is true it will appearer and vice versa, the same goes for the
challenges which starts on line 34 with a similar directive, ng-hide, which hides the
challenges div if new site is visible.
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The challenges div is essentially a table containing an element of the challenge in
each cell. Notice the double bracket notation, where each of the challenge objects are
referred. {{site.challenges[pw][i]}} refers to the $scope.site.challenges which contains
the challenges associated with the current active page. pw is at any given time the
length of the password field of the active web page, if pw changes the challenge on
display will automatically change through the two-way data binding. This way, the
correct challenge will always be the one seen by the user.
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Figure B.1: Demo slide 1.
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Figure B.2: Demo slide 2.

Figure B.3: Demo slide 3.



85

Figure B.4: Demo slide 4.

Figure B.5: Demo slide 5.
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Figure B.6: Demo slide 6.
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88 C. EXPERIMENT APPLICATION

Figure C.1: First view shown to the user, containing a demonstration video. Created
using wideo.co.

wideo.co
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Figure C.2: Second view shown to the user, gathering some basic demographic data
which might be relevant.
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Figure C.3: Third view of the web application. Practice section used by the user
before entering the actual experiment.
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Figure C.4: Final view, containing the experiment form. The user will calculate
the response to the challenge on display and enter the answer in the password field.
When finished the results can be submitted. And eventually stored in the database.


	
	
	
	
	
	
	
	

	
	
	
	
	
	

	
	
	


	
	
	
	
	
	

	
	
	

	
	
	
	


	
	
	

	
	
	
	
	
	
	


	
	
	
	
	
	

	
	
	
	


	
	
	
	
	
	


	
	
	
	
	
	

	
	

