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Abstract

Many researchers and experts in the information security field stress that the user is the weakest
link in the chain when it comes to information security and security assets of an organization.
The human error is still the key concept that might threaten and seriously damage assets of the
organization. Consequently, the challenge for many (if not most) institutions and organizations
today, is to improve the information security awareness of the end user. Identifying the program
that best influences and improves the user’s knowledge, attitude, and behavior towards inform-
ation security, is yet highly important. In order to identify this program, a method for assessing
and measuring the effectiveness of information security awareness program is applied in this
study. In the previous literature many methods for assessing and measuring the information se-
curity awareness are found,but there is not even one research found that shows effectiveness of
the awareness program. Therefore, in this thesis a case study, and an experiment is realized in
practice to examine, and represent the effectiveness of the information security awareness pro-
gram.

In this study information security awareness training is realized. The level of awareness
among the participants in regard to information security is assessed and measured before and
after the awareness training. The purpose of this is to let the effectiveness of the awareness
training be highlighted, shown, and to find out to what extended it is effective. The methodo-
logy used to accomplish this task is: the online surveys and the interviews.

The results from the statistical analysis of the data form the surveys have shown that the
awareness training programs used in this case are effective. The topics discussed in the training,
are: (1) Password protection and management, (2) Sensitive information handling, (3) Social
engineering, (4) Physical/Office protection, (5) Incident response - whom to contact, where all
of them scored higher from the group of participants that attended the training, than the group
of participants that NOT attended the training. The information security awareness on "all topics
together" ("all topics together" includes all from the above mentioned topics, and represent the
awareness in general) is scored significantly higher from the participants that attended the train-
ing, with value of p = 0.009 (If p < 0.01 the observed value is "highly significant"). Regardless of
these statistical facts, the interviews with IT personnel confirmed that the number of employees
asking about suspicious e-mails has been increased, after the training has been realized.

The training is realized into different training styles, such as: (a) Classroom, (b) Discussion-
based, and (c) Web-based training style. These training types are compared with each other, to
identify their effectiveness. It resulted that the (a) Classroom training style is more effective on
improving the knowledge, attitude, and behavior, among the participants in the majority of the
topics. However, the (c) Web-based training style resulted to be better in the (3) Social engin-
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eering topic, while the the (b) Discussion-based training resulted to be better in the topic (5)
Incident Response - Whom to Contact. Additionally, some recommendations are given which
helps on choosing the training style, that is best fitted to your needs.
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1 Introduction

1.1 Topic Covered

Chris Potter (a partner with PriceWaterhouseCoopers, and leading author of the Information Se-
curity Breaches Survey) stated:

"It’s fairly clear that people are a fundamental element of security."

In the technical report "Information Security Breaches Survey” conducted in United Kingdom
from PriceWaterhouseCoopers [5] it was stated:
"Human error rather than flawed technology is the root cause of most security Breaches".

Experts, such as: Shaw et. al.,Lance Spitzner, and Michael Callahan [6 [7, [8], agree that the
weakest link in the chain when it comes to information security and security systems of the organ-
ization is an insider or a user. One of the main characteristics is that the user is deeply involved
in daily operations. Human’s wrong behavior contributing to information security breaches is
considered to be a serious problem. Even today in IT security world human error still continues
to be the greatest root cause of the data breaches [5]. Users intentionally or unintentionally are
given the option to bypass the security processes, and that’s the reason why these processes fail.
Wilson and Hash from National Institute of Standards and Technology [9]] gave their opinion,
about how this problem might be overcome. They said:

"If people are the key; but are also a weak link, more and better attention must be paid to this

"

‘asset

1.2 Problem Description

IT personnel alone might not be effective enough in stopping security breaches from happening.
For that reason, the security awareness of the end users must be improved [6]. Technical controls
for information security systems have been developed considerably over these latest years. Today,
there is an astonishing variety of security technical controls:

e Firewalls running on PCs,

e Real time antivirus scanning on networks and computing devices,
e Sophisticated techniques to inspect and control internet traffic,

e Local disk encryption, etc.

Despite all these advanced technology, we are still witness of information security breaches,
and until to date there has not been any improvement yet. The challenge for many (if not most)
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institutions and organizations today, is not only investing and improving security software and
services; but it is also about creating and improving security awareness of the end user. Experts
[10, 11}, [12] argue that the best way of achieving good information security, and make employ-
ees comply with policies and procedures of the organization, is to arrange information security
awareness education and training programs. Often, one might see that users have lack of know-
ledge about important assets of the organization. Nevertheless, in some cases even if they posses
knowledge, employees intentionally or unintentionally neglect or disrespect security procedures
and policies. Thus, the main point is not only to arrange awareness programs but to arrange ef-
fective and successful awareness programs. The report "Effective Security Awareness" conducted
from Information Security Forum [[13] states:

"The purpose of an effective security awareness program should be to create a change in be-
havior, rather than just to educate staff about what the desired behavior should be".

In order to identify the effectiveness of the Information Security Awareness Program (ISAP)
it is highly recommended to assess and measure it. Everett C. Johnson from ISACA institute in
the article "Security awareness: switch to a better programme" claimed as followes:

"Measurements should not be limited to a verification of whether the message was received
by the target audience, but must address the effectiveness of the message and method, i.e. was
there a behavior change?..."[[14].

According to the statements above the most important issue is not only teaching employees
and implementing ISAP, but measuring it’s effectiveness and making change in behavior among
the employees. The aim of the awareness program is not only to understand the concept of
information security, but also to practice it during everyday life.

1.3 Keywords

Information Security, Security Awareness, Effectiveness, Awareness Training, Awareness Pro-
gram, Classroom Training, Discussion Group Training, Web-based Training

1.4 Justification, Motivation and Benefits

Implementing information security awareness programs for an organization, is one way to man-
age and control security risks caused by human’s lack of knowledge and wrong behavior [[10]. As
it is mentioned above, security experts highly recommend to invest on teaching users about what
to DO, and what NOT to do, when using IT devices in order to achieve an acceptable level of risk
[15]. The intention of information security awareness is to achieve prevention and mitigation of
the risks. Prevention seeks to avoid situations where a security incident is about to happen, while
mitigation seeks to limit the impact of an incident when it happens.

Opinions have been expressed that information security awareness is often not effective in
managing and controlling security risks [11}[16}[17, [18]. The intention of this thesis is to exam-
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ine the effectiveness of information security awareness program. Hopefully, this will help us learn
how one can build and continuously improve better attitude and higher awareness of informa-
tion security for all employees within an organization, particularly within teaching institutions.
All this will be done by measuring the effectiveness of the information security awareness train-
ing.

People that deal with information security during their everyday work, hopefully will benefit
from this research, especially schools and education environments, such as Gjgvik University Col-
lege. To summarize the above, investing in security awareness program will most likely reduce
incidents, assure business continuity and safeguard company’s reputation.

1.5 Research Questions

More knowledge is required in identifying the key elements of an effective awareness program.
An effective awareness program must ensure that the participants understand their IT security
responsibilities, organizational policies, and equip them with the knowledge on how to properly
use and protect the IT resources entrusted to them [12]]. Thus, the intention of information
security awareness program is to influence the employee’s knowledge, attitude, and behavior,
as well as making positive changes. Recently the information security awareness programs are
criticized because that they are done poorly [16], or even they are called "ineffective" [[18]. For
this reason the following question is considered:

1. Isit possible to show that a information security training increases the level of security aware-
ness?

The assumption is that by measuring the effectiveness of the awareness program, might be
one way of responding to this question. Also it is assumed that measuring the effectiveness of
the awareness program, can be achieved by measuring the knowledge, attitude, and behavior,
regarding the information security awareness among the participants, before and after the
program. In the literature, many methods for assessing and measuring information security
awareness are found. On the other hand, neither of these methods show to what extend the
awareness training is effective, nor if it’s indeed effective as many claim.

Many methods and types of information security awareness training are provided in the
market, such as: classroom training, web-based training, discussion-based training, etc. Each
company providing any of these training types, advertise and claim that their products and
training type is the best, depending on what they offer. Thus, the question below regarding
this issue is:

2. Which type of training is the most effective in achieving higher awareness level?

The decision making process about which type of training to chose might be difficult and
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confusing. Thus, this is the main reason why this research is considering this issue, and tries
to give a best solutions, suggestions, and recommendations, to help many of those interested
on the field, to choose the most effective method. More specifically, this research tries to
measure effectiveness in different types of awareness training, e.g (a) Classroom training,
(b) Discussion-based training, and (c) Web-based training, in an institution.

1.6 Summary of Contributions

The aim of this research is to find out the effectiveness of the information security awareness
program on employees knowledge, attitude, and behavior. The main point is to find out if the in-
formation security program is as effective as many experts suggest. In addition, an easy method
for measuring the effectiveness of awareness program in practice, will be studied. Some instruc-
tions will be given about choosing the methods of the awareness program e.g. web-based style,
classroom-based style, and discussion-based group style. The intention of the security awareness
program is to become aware, stay aware, and to be aware in a continuous fashion.
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2 State of the Art

This chapter explains in great details the thesis inspiration and motivation. The researchers’
point of view about information security awareness, it’s definition and importance are discussed
and analyzed. While the effectiveness of the awareness program and its measuring method are
finalizing this chapter.

2.1 Information Security Awareness

The most important factor in effective information security is to make people (employees at all
levels) aware for their responsibilities and their role in information security [19]. This means to
make the users aware of the risk they are dealing with, and stimulate them in preventing those
risks by firstly raising the awareness in the information security. Information security awareness
means understanding the potential security threats, issues and incidents that may exist and we
are face with, in our everyday work. Security awareness teaches employees how to protect or-
ganization’s information and how to take reasonable steps for preventing security breaches [20].
The goal of information security awareness is to make positive changes on the behavior of the
employees, in every organization or company. Below are few definitions which helps understand
clearly the security awareness.

Wilson and Hash from NIST (National Institute of Standards and Technology) in their article
"Building an Information Technology Security Awareness and Training Program" [9] define se-
curity awareness in this way:

"Awareness is not training. The purpose of awareness presentations is simply to focus attention on
security. Awareness presentations are intended to allow individuals to recognize IT security concerns
and respond accordingly. In awareness activities, the learner is the recipient of information, whereas
the learner in a training environment has a more active role. Awareness relies on reaching broad
audiences with attractive packaging techniques. Training is more normal, having a goal of building
knowledge and skills to facilitate the job performance."

ISF (Information Security Forum) [13]] uses this definition for security awareness:

"IT Security Awareness is the degree or extent to which every member of staff understands:

e the importance of IT security,
e the levels of IT security appropriate to the organization,

e their individual security responsibilities,
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e ...and acts accordingly".

Shaw et al. [[6] in the article "The impact of information richness on information security
awareness training effectiveness” have this definition:

"Security awareness is the degree of understanding of users about the importance of information
security and their responsibilities and acts to exercise sufficient levels of information security control
to protect the organization’s data and networks'".

Regarding the definitions provided above we can notice that they are pretty much related
to each other, since they aim at the same goal. Though, the first definition is more conceptual
and highlights the background of awareness programs, whereas the second and third definitions
refer more by suggesting the goals, or areas of the awareness programs. These definitions are
studied and considered during this project, but it is discovered the need to narrow them down
and adjust to our needs. This simple definition will be used during this project:

Information Security Awareness is the level of knowledge and attitude, regarding the importance
and understanding of information security, and the willingness to act and behave accordingly in a
continues fashion.

2.2 The Need for Security Awareness

PriceWaterhouseCoopers in the report "Safeguarding the new currency” [21] defines the inform-
ation and the risks that might be involved by it, like this:

"Information is the new currency of business-a critical corporate asset whose value rise and falls
depending on when, how, where and by whom it is placed into circulation as medium of exchange.
Therein lie the risks. And the opportunities".

The user is the one who first deals with information in the organization. Information secur-
ity management system of the organization is dependent from human factor as its processes. In
other words user is the one that has access to the most valuable assets of the organization, such
as information. As a result of this, most of incidents that are caused by employee’s results in far
more damage to an organization rather than incidents caused from external attacks. In today’s
world the target groups of an attack are mostly employee, and they are attacked in such a way
that their identity has been stolen, "phishing" or other social engineering attacks.

Why Information Security Awareness is Important? Because it is a preventive measure and
several international standards refer to this as a prerequisite, such as: ISO 27001[22], COBIT
[23], Payment Card Industries - Data security, and ISO 9001:2000 [24]]. Thus, if an organization
or company wants to be certified from one of these standards, then it must implement security
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awareness program at first. This highlights the importance of information security awareness,
and explains the indication of being prerequisite for complying with the standards and being
certified company.

Additionally, the importance of information security awareness is described form ISF [13]
through its advantages. According to this article the role of information security awareness is:

e To reduce the number of security incidents.

e To comply with external standards/best practice .

e To address management concern about overall levels of information security.
e To comply with regulatory requirements.

e To satisfy the recommendations of a review.

In the bullet points above are clearly presented the advantages in which many articles are
referring and addressing to. It is said that by making the employees aware regarding the inform-
ation security, and it’s threats the number of security incidents might be reduced, comparing
to unaware employees. As complying with the law and regulations is important for any organ-
ization, reducing the number of incidents is highly important as well. By satisfying the recom-
mendations of the review, is meant to comply with laws and regulations, and pass the audit
process. The next paragraph elaborates the objectives of information security awareness while
going deeper into its advantages.

Gary Hinson in his publication "The true value of information security awareness" [25], states
clearly the objectives of information security awareness program, saying that it makes the inform-
ation assets secure by:

¢ Informing people about information security risks and controls in a general sense, and provid-
ing more specific information and guidance where necessary;

e Emphasizing management’s support for, and commitment to, information security;

e Promulgating the organization’s information security policies, standards, procedures and
guidelines, and externally imposed laws, rules and regulations.

e Motivating people to behave in a more security-conscious manner, for example taking security
risks into account in business decision making;

e Speeding up the identification and notification of security breaches.

With these objectives in mind we can clearly understand the importance and the need for in-
formation security awareness program. According to those, awareness can bring new knowledge
about the threats, risks, and help close security holes, when management is involved.
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To what extent is important for Norwegian organizations and companies to implement in-
formation security awareness program? A recent survey conducted from European Social Survey
[26], places three Scandinavian countries on the top of five countries that are considered most
trusting, or naive in Europe, from which the first one is Norway, followed by Denmark, Finland
and Sweden. According to this study four out of five Norwegians say that they trust people en-
tirely, while only one per cent of them say that they are skeptical. Until late 1990s everyone
could fly on domestic airlines in Norway without going through any security gates or detectors.
Also, Norwegians are used to leave their homes unlocked until few years ago. According to these
facts we consider that Norwegian companies desperately need information security training pro-
grams, since the probability of being victim of the social engineering, "phishing” or other related
attacks is very high.

2.3 Investments on Security Awareness

Even though many organizations now might understand the importance of security awareness,
not all of them are investing to implement it as they should. A recent report "Global Information
Security Survey" which is conducted by Ernst&Young [1ll, gives a clear picture about the per-
centage of the companies willing to invest continuously on information security awareness.

Improving information security risk management 50% 39% 5% 6%
Implementing or improving DLP technologies and proc esses 43% 4Th m
Implementing virtualization technologies a4 2% Exa
Internal security awareness and training g% 49% m
Risk management 36% 54% m
Performing security testing 32% 55% m
Implementing or improving secure development processes 30% 56% m
Implementing or improving IAM technologies and processes 28% 5T% m
Regulatory compliance 268% 60% m
Implementing standards 24% 9% a2
Staffing 20% 58% m
Implementing other technologies | 17% 39%

Forensics/fraud support = 14% 6% 9% | 10%
Outsourcing of security functions 14% 59% m

Spend Same or W Spend W Not

more constant less answered

Figure 1: Further planning investments in internal security awareness and training [1]]

Actually, over the last seven years a significant change has occurred on: (1) understanding,
(2) giving the importance, and (3) readiness to invest on security awareness programs. Accord-
ing to this report the percentage of the organizations willing to invest in security awareness has
become 39% last year (2010) compare to 16% on 2003. At least, Internal Security Awareness and
Training is ranked number four from the all most important things to invest in the future, see
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figure|l] However, this result is not yet something to be satisfied with. This survey also has identi-
fied an overall increase in external attacks (e.g., phishing, website attacks) as one might noticed
in the figure |1| above. Also an increase in internal attacks (e.g., abuse of employee previlages,
theft of information) has been 25%. These results should be seriously taken into consideration
for a better and secure future.

Another report conducted from "Deloitte Touche Tohmatsu" (a Global Industry Group) with
the title "Losing ground, 2009 Technology, Media and Telecommunications (TMT)" [27] finds
that the challenged macroeconomic backdrop is causing companies to review costs in all areas,
including security. The rsults showed that there was a significant drop in security investment,
which is considered to have a determental impact in all aspects of TMT security. It is indicated
that 32% of the respondents reduced their information security budget, while 25% raised their
budget by 5%. After seriously considering these results this report comes up with important state-
ment that is obvious and NO coment is needed;

"Companies should not forget about their long-term goals. At some point, the global economy
is going to bounce back. Companies that underinvest in security now may find themselves vul-
nerable and unable to capitalize on the recovery. You might not have a problem in the short term,
but you will have one in the long run".

Jonny Mathisen [28]] in his master thesis potentiated that many of the large organizations
in Norway, arrange some sort of security awareness program to increase the level of security
awareness, and to change security culture positively. On the other hand according to a paper
"Unpublished Computer Crime Survey 2010" (original title Mgrketallsundersgkelsen 2010 In-
formasjonssikkerhet og datakriminalitet") [29], conducted by Neringslivets Sikkerhetsrdd on
September 2010, it was said that only 1/3 of the Norwegian companies arrange a continuous
awareness training for their employees, and less than a half of them arrange security awareness
training for new employees. Another result to be worried about is that approximately half of the
perpetrators behind the identified events are the organization’s employees themselves. However,
the question is, how many of these companies that arrange security awareness training, measure
the effect of it?

According to these facts presented in the paragraphs above we can conclude that organiza-
tions have not invested sufficient resources to create and developing information security aware-
ness, also their plan to invest in the future seems to be not sufficient. This implies that security
awareness has not been funded as the optimal allocation of resources; in these cases it is under-
funding. Monique Hogervorst [30] has common view for this evident lack of funding and she
gives an explanation:

"Information security training and awareness is not recognized as a contributor to security."

Apparently in this sentence she is referring to budget holders who are supposed to fund the
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information security awareness program. It could be logical to say that information security
awareness is valuable and at the same time unrecognized. Probably the main reason for not suf-
ficiently investing in information security awareness is because of the difficulties in measuring
the return on investment and benefit of information security expenditure as Mcllwraith sated
[16]. However, it is in hands of security professionals to make the value of information security
awareness more evident to the budget holders.

2.4 Human Element in Information Security

The human element of information security is still the most variable and unpredictable vulner-
ability source and the most uncontrollable factor in the information security [31},32]]. Thus, even
those that consider themselves secure by using passwords for accessing computers or any partic-
ular data, in reality doesn’t hold truth because one might choose guessable passwords or might
share it, or if it is written down in a piece of paper near a computer someone can get hold of it.
All this can happen because users are not aware of the importance of the information security, or
they may not have a clear understanding about the risk. Paying more attention to information se-
curity involves practicing technical and theoretical (awareness) measures to reach a single goal.
Information security is a critical and complex task; it is not just using usernames and passwords
as a security measure [25]]. Sveen et al. [33] in their article included an interesting statement
saying that "passwords only work as long as they are kept secret". For many years now inform-
ation security programs are more focused in technical solution e.g. intrusion detection systems,
firewalls, anti-virus programs, access controls etc, than in human element [31].

In a group project during the master studies we have conducted a survey in Gjgvik University
College (in the course Scientific Methodology)E] using this hypothesis "Technology students are
more aware and careful about the online security than the other students". The aim of this re-
search was to get some insight about how seriously the students consider choosing a password.
The results have shown that students from technology departments pay more attention to safety
measures, and especially when choosing passwords (they use stronger passwords) than students
of other departments, where most of them practice less safe methods. This makes information
security awareness program a significant factor and a key issue in information security for any
individual or organization.

Gross et al. [34] has another additional point of view according to the human element. In his
research he also accepts that the user is a weak link towards information security, and that one
single user could put in jeopardy the entire organization. However, in his research he claims that
the analysis and resolution of the problem must address both the employee and the organiza-
tional issues. A simple example which compares two companies, where one of them is practicing
more strict rules towards information security than the other, illustrates this statement better. In
England a consulting officer lost his memory stick unintentionally containing sensitive personal

IThis research has been conducted as a part of the course, and it is unpublished work. The group of five persons
worked in this project (Blerta Lufaj, Fatbardh Veseli, Gazmend Bajrami, Kamer Vishi, and Ilirjana Veseli).
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information for 84, 000 prisoners of England and Wales. This was a breach of company’s policy for
handling sensitive government information securely, and destroyed its reputation [8]]. In contrast
to this is HIPA (Health Information Privacy Act) protocol used in health care systems in United
States of America, where clearly states that any healthcare provider should not keep patients
information in memory sticks or in laptops, and anyone who is prone to violation of this act will
be responsible to its consequences and will face the law. These two examples gives us clear ideas
that how a single employee can breach the well established information security processes of the
naming organization, and in the other case where the organization laid down its laws and rules,
also the consequences of breaking them in order to keep the information protected [35} 36} [37].

Another surprising and interesting example about the human element and the user’s wrong
behavior is written in InfoWorld technology magazine [38]. The story is about an IT adminis-
trator in the school Palm Beach County in Florida, which was sharing her password with one
of the students working in a project. A student was able to change his and his friends’ grades
because of this. He also gave himself an "A" in a French class that he never took. This was a shock
at the time of discovery. "All my hackers are inside the network," says LaRocca the IT security
director of this school. "'m not too worried about the ones from the outside."

Based on previous facts and examples provided by authors, we consider that the main need
to implement a well detailed awareness program, is to protect or secure the system from the
human factor and their wrong behavior. Thus, some companies conducted security penetration
testing reports, and their findings showed that their attempt to break into employee company
computer systems by various social engineering methods are almost 100 percent successful [39].
Studies have also shown that about 80% of these security incidents come from staff negligence.
For instance, it is very common for them to leave computers, or USB flash drives that hold sens-
itive information about costumers unprotected.

2.5 The Effectiveness of Security Awareness Program

The word "Effectiveness" used in this report is meaning the adequate method and program to ac-
complish the purpose. In our case effective information security awareness program means the
program that is capable to influence the knowledge, attitude, and behavior of the participants
and make positive changes in security culture of an organization. Many experts agree that in-
formation security awareness is effective, while some other have the opposite opinion about it,
claiming that information security awareness is ineffective. In his book "Information Security and
Employee Behavior"[[16], Angus Mcllwraith criticizes the effectiveness of information security.

"Information security ‘awareness’ has been promoted for many years as being fundamental
to information security practice. In reality, it is something that is often done poorly - so much

so that I have seen very limited progress since I started in information security over 20 years ago".

In most of the cases the statements about the information security awareness program are

11
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made based on the assumption that it is, or will be equal to security. McIlwraith statement above
let us understand that very few research is been done regarding effectiveness and efficiency of
information security awareness. The importance of security awareness is discussed from many
authors and organizations, but very few empirical studies are done, while none of them offer a
technique which is effective in behavioral change. However, few experiments are done in meas-
uring the effectiveness of the changes in behavior, such as Carnegie Mellon University [40],
CISO (large large financial service) German organization [[18]], USMA (United States Military
Academy) [41].

In the Carnegie Mellon study researchers established three groups consisting of 14 volunteer
students each. Members from the Group 1 received a bogus "phishing" email. When clicked on
the link attached on the e-mail, students were sent to a website that contained education mater-
ials telling about how to recognize suspicious e-mail messages, including advises to delete these
e-mails without opening them. Members from the Group 2 have not received a bogus e-mail. As
an alternative, they received education material relating to suspicious e-mail messages. While
the members from the Group 3 did not receive any e-mail, not even were exposed to any edu-
cation materials. After a week students from all groups have received another bogus "phishing"
e-mail message. The results have shown that only 7 percent of the students from the Groups 2
and 3 were able to recognize the message as an example of "phishing”, while sixty four percent
from the Group 1 recognized the message as suspicious. [40]

In the CISO case it was implemented an extensive and costly information security program. To
all employees were sent awareness newsletters, and security related slogans and posters, such
as "security is everyone’s problem", and they were placed in particularly noticeable locations
throughout the organization. In order to test the effectiveness of the program CISO outsourced
a company to perform penetration test by means of social engineering. The consultants from the
outsourcing company were able to obtain the CEO’s e-mail, and had gain confidential informa-
tion from several systems within few days. The consultants have been moving freely throughout
the company, wearing a T-shirts emblazoned with flashy logo, and not even any of the employees
asked if they had permission to access the building. [[18]]

In the USMA case a professor published a study in which he explained the experiment done
with his students. In his publication professor Ferhuson describes that for every beginning of the
semester each of the cadets in the military academies were attending instructions regarding to
information security. Additionally, freshmen cadets have been taught four hours more with the
awareness instructions. The instructions included material relating to network security, identi-
fication and avoidance of viruses, worms, and other malware. In order to test the effectiveness
of the instructions a "phishing" email was sent to all the cadets. In the experiment participants
were randomly selected, and it was an equal number of freshmen, sophomores, juniors, and seni-
ors. This email was sent from a bogus name "Robert Melville, Col, UScc", where was included
his fake address described as "Washington Hall, 7th Floor, Room 7206." Washington Hall was
known to all cadets that does not have 7th floor. The message included there was a problem with

12
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the cadet’s grade, and the recipient was asked to click on the link to ensure that was accurate.
The experiment found that eighty percent of all cadets clicked on the attached link, while ninety
percent of the freshmen felled victim of this email. The professor concluded that security aware-
ness instructions had not attained its objectives. He stated that "Traditional classroom model is
necessary but not sufficient when it comes to learning”. [41]

All of these three studies presented here above have significant importance, since they meas-
ure the effectiveness of the awareness programs. On the other hand, they indicate question of
validity of these experiments. In the Carnegie Mellon research has not been presented the ma-
terial that they used to educate Groups1 and 2. Hence, it is not known if the content of the
materials might have affected the results. The same comment could be given for the CISO study.
Outsourcing company in CISO has tested the effectiveness by means of social engineering, but
not even mentioned if this topic was included during the training, thus this could be the reason
why consultants penetrate into the system. Regarding to the USMA case, probably cadets felled
victim because the message was sent in the exams period, at what time the grades were espe-
cially important for the students. Perhaps, if this message would have been sent in different point
in time the results might have been different. However, these results may be of value to reflect
more about effectiveness of information security awareness programs.

2.6 Developing an Effective Awareness Program

According to Wilson et al. [9]] from NIST institute there are three steps that one should take into
consideration when developing IT security awareness and training program:

e Designing the program (which includes the development of the IT security awareness and
training program plan)

e Developing the awareness and training material, and

e Implementing the program.

Besides, they also claim that awareness and training must be designed with the organization
mission in mind. Awareness programs that include relevant subject matter and issues for the
users are considered to be the most effective programs.

David Lacey in his book "Managing the human factor in information security” [42] also states
that an effective awareness program should start with identification of the requirements and key
problem areas, analysis of the root causes, and develop the programs that indicate corrective ac-
tions. There is always tremendous scope for improving information security awareness no matter
the type of the organization. Lacey said that expressing knowledge and awareness is relatively
easy fix, even if it requires consideration and planning. "It is giving the right information to the
right people in the right form", he claimed. However, changing the attitude is considered much
harder task. Lacey implies that changing the attitude involves a learning experience from an
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activity such as reading a book, watching a movie or enrolling in a creative discussion. Changing
the behavior requires clear understanding of the desired behavior, as well as acknowledgment of
all the keystone of the enablers and blockers. [42]

According to Lasey [42] the awareness concept is not only teaching the employees and giving
the lessons, and assume that participants will change their behavior positively regarding inform-
ation security. Influencing human’s behavior and changing their attitude is considered difficult
process which requires experimental research and measurement. Probably the lack of reliable
metrics to measure the effectiveness of information security awareness and changes in behavior
is one of the factors that could contribute to effective awareness program. Many forms for com-
municating information security awareness and trainings exist in the marketplace today. It can
be communicated through presentations, emails, publications, web pages, newsletter, posters or
any other form of the corporate publication.

In the literature presented above it is
found that effective information security e
awareness programs, begin by establishing ( :  ' e, )
the current situation in this field, and trying @ =/
to answer the following questions:

e What employees know,

e What they think, and

Information Security
e How they behave. Awareness

This triangle is also presented in the fig-
ure [2| Lacy [42] in his book also gives ad-
vices how to make a questionnaire which

Figure 2: The triangle of information security awareness
consisting of: Knowledge, Attitude, and Behavior

help to measure the awareness and beha-
vior of the employees. But, all these come
to a picking right method of teaching, or in-
troducing employees to information security
and its importance in work force.

2.7 Measuring the Effectiveness of Security Awareness

It is difficult to state that the awareness program has reached its objectives without measuring
it. Researchers or managers are confronted with two distinctive challenges when it comes to
developing a measuring tool and perform the measurement. These challenges have to do with:
What to measure and How to measure. Kruger et. al. [2] in the statement below explains how
important it is to measure the effectiveness of information security awareness.
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"Having implemented an information security awareness program does not automatically
guarantee that all employees understand their role in ensuring the security and safeguarding
of information and information assets. In order for security awareness programs to add value to
an organization and at the same time make a contribution to the field of information security it
is necessary to follow a structured approach to study and measure its effect.".

2.7.1 Identifying the Key Points of the Program (What to Measure?)

Some studies have been focused on what users believe and do about security in real world. At the
same time some others have focused their research at security in organizational context, having
in mind requirements of the organization and user participation to support compliance.

Kruger et al. [2] in the article "A prototype for assessing information security awareness",
gives an example on developing a model for measuring information security awareness. This
model was applied in an international gold mining company. The goal of this project was to
monitor changes in security behavior and as a result they revised or repeated security awareness
campaign, whenever they identify the need for it to happen. Furthermore, in this paper when
classifying what to measure they decided to measure these three dimensions: (1) knowledge
(which was focused on what an employee knows), (2) attitude (what an employee think), and
(3) behavior (what an employee does). These dimensions were subdivided into six areas as
follows:

Focus on the policy of the company;,

e Keeping passwords and personal identification numbers secret,
e Using internet and email carefully,

e Using carefully mobile equipment,

e Report incidents like viruses, theft and losses, and

e Being aware that all actions carry consequences (this at the same time was the core of the
program) [2].

These six factor areas were further subdivided into specific factors. For instance the second
topic "Passwords" was divided into two subcategories such as "Purpose of passwords" and "Con-
fidentiality of Passwords". After that "Confidentiality of Passwords" was broken down again into
"Writing down of Passwords" and "Giving passwords to others". This is called tree model and
it is illustrated below in the figure |3| One of the major challenges of this design was to keep
expressions simple but meaningful.

However, it was found that the identified factors would not contribute in equal proportions to
the final awareness level. The importance of the contributing factors was another important issue
to be measured. This was achieved by allocating all factors in a specific branch of the tree factors
by importance weights. For instance, different regions of the company have different weights as
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Regions  Dimensions 6 focus Sub-

areas
¢ ¢ l Factors Factors

Overall *
Awareness | | | Region | ] Attitude [~
level Policies [™7~ Write
. | Region 2 || Knowledge Confiden-
tiality
1
1
! Password Give
| | Regionn | | Behavior | ___ T T
[} [}
i Purpose [~ :

i
Figure 3: Tree structure of the problem [2]

they have different influence on the overall awareness levels. The three dimensions: knowledge,
attitude and behavior have different importance level, while the six focus areas have different
importance weights.

Another related article called: "Looking for trouble: understanding end-user security manage-
ment" [34] the organization should focus answering to these questions:

e What do users know about security and threats?
e How do users manage their security concerns?

e Who do users believe is responsible for security, and how do they perceive their role in secur-
ity?

The first question about identifying threats by users, and the sources of this information,
will help designers to address user concerns and frustration. Answers gathered from the second
question, help the designers and IT management to understand what really users are willing to,
and capable of doing. Also, it gives a good conclusion of how well the organization trains their
employees for practicing good security. Finally, from researches point of view and IT personnel,
answering to the last question is simple and straightforward. They say that the responsibility
for information security is on hands of the entire organization, or the responsibility is shared
between users and IT staff. But, this is not necessarily the users view. The important thing is
that between users and components of the organization should be maintained the relationship
of trust. [34]

16



Measuring the Effectiveness of Information Security Awareness Program

2.7.2 Identifying the Method of Measuring (How to Measure?)

Measuring three intangible dimensions such as: knowledge, attitude and behavior may appear
to be not an easy task. Paula Davis in the "Measuring the Effectiveness of Information Security
Awareness Training" [3]] published some of the most effective methods, which help on measuring
the security awareness of the employees. These methods are presented in the figure [4] below:

Attitudes Knowledge Behaviours
Surveys Assessment Behavioural
tests measures
Interviews Surveys
Focus Groups Interviews

Focus Groups

Figure 4: Methods for measuring attitudes, knowledge and behavior [3]]

As it is illustrated in the figure 3, Paula Davis suggests that different methods should be used
when measuring effect of the awareness program. When measuring the attitude for instance, it
is assumed that the best result that one can get, is to use: survey, interviews, or focus groups,
depending on the organization’s needs (taking into consideration number of the employees,
working effort, time, and costs).

Focus groups are form of a group interviews that are realized in a communication between
participants in order to gather information. This method is convenient to gather the data from
several participants simultaneously.

Interviews are used for collecting qualitative data. The participants are allowed to answer
the open-ended questions without limitation on the time and scope. The major advantage of the
interviews is that one can obtain useful data about things that cannot be easily detected (e.g.
feelings, emotions, and attitudes).

The method used from Kruger et al. [2] is a good prototype of how the measurement is im-
plemented in practice. The measurement is performed using a questionnaire. There were exactly
thirty-five questions which were used to test the knowledge, attitude, and the behavior of the
respondents. These questions were related with six main focus areas, in a combination with their
factors and sub-factors as it is already mentioned in the previous section of this research. The
questionnaire contained multiple choices, and some of the questions were answered on a 3-point
scale (true, don’t know, and false), while some others used only true or false answer. One sample
of these questions used is presented in the figure [5| below.

However, Kruger et al. [2]] denoted an important point saying that the actual behavior may

not be measured accurately by a questionnaire alone, since the respondents do not necessarily
tell the truth when they are asked about their behavior. They also implied that not all respond-
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Example question to test fnowledee:
Internet access on the company’s systems is a corporate resource and should be used for
business purposes only 1. True 2.False 3.Do not know

Example question to test atritude:
Mobile equipment is usually covered with existing insurance cover and there is no
special need to include them in security policies 1. True 2. False 3. Do not know

Example question to test behaviour:

T am aware that you should never give vour password to somebody else — however, my
work is of such a nature that I do give my password from time to time to a colleague
(only to those that I trust!) 1. True 2. False

Figure 5: Sample of the questions [2]

ents will lie about their behavior. Besides, the use of questionnaire for this purpose will give at
least an indication of the level of security behavior. This research also suggests that the measur-
ing process for the behavior of the respondents should be accompanied with the physical test,
while the internal audit may be valuable sources for this regard. However, one always will have
another factor into play when conducting such a research, but it is always good to take into
account the external factors.

Another useful and practical example about creating, maintaining, and changing security
culture within the organization is done by Schlienger et al. [43]] in the article "Analyzing Inform-
ation security culture: Increased trust by an appropriate information security culture". This paper
gives another similar idea with that of the Kruger et al. [2]] when it comes to analyzing the se-
curity culture of the organizations, particularly explaining what to analyze, and how to analyze
it. This research was done in Swiss Telecommunication Company Orange which offers mobile
services. The methodology of this research was done using a survey. At the very beginning phase
Schlienger et al. [43] analyzed the security policy of the company. By doing this, they wanted to
understand the official rules, which are supposed to influence security behavior of the members
of the organization. However, they were focused on this question:

e Do the employees know what the security policy states and do they also support it?

There were exactly ten questions, and each question analyzed three different parts: (1) indi-
vidual attitude, (2) perception of the company’s attitude (official values: security policy) and c)
best solution. According to Schlienger et al. [43]] this trichotomy gives interesting insights and
reveals gaps between the individuals and company perception. Since the user has to reflect for
the best possible solution it also has a didactic impact. In this research the questions were asked
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in such a broad way and the focus was always on the center with information security. This re-
search is an ongoing project and one could see the difference in socio-culture security measures
among the respondents. "The society will be more aware as time goes by", stated Schelienger et
al. [43]], and they continue "information security is e new topic that many people can’t yet wrap
their brain around it, but soon it will be as important as having an e-mail today".

2.8 Learning Process

Learning process is interesting and unique among people of different ages. It is very simple pro-
cess, as one learns he or she will get enriched with information until he/she stops learning, at
that time next natural process comes which is forgetting what you learned. Therefore it is very
important to keep learning always and never stop or give up. This process will best be explained
by the figure 6] "learning curve".

Capability

Traditional Learning Curve
Career Spent Learning One Thing

Time
Figure 6: Traditional learning curve [4]

The figure [6] above explains how he/she learns and gets enriched with information, and
reaches a peak on the graph, which is the highest level of knowledge. The process of forget-
ting takes event when he/she stops learning, and the curve in the graphs starts to downgrade
when process of forgetting starts. This is related to classical style of learning. For instance a stu-
dent after graduating from a school has reached the highest level of knowledge, but if he/she is
not learning anymore, the process of forgetting the lessons learned starts.

The second graph presented in the figure[7]is more related to life-long learning, where people
learn a little everyday and that grows with age. More you read and study the more you learn,
and more you are exposed to the information, which you could be more likely to recall if neces-
sary. In this research we are going to focus when the maximum learning peak has been reached
and when the slope starts to downgrade. This process might be relevant with awareness training
process in information security. Whenever the training takes place, the employees of the organ-
ization get aware about the new threats and consequences, which in this case would look similar
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Capability

New Learning Curve(s)
Caraer Spant Learning Many Things

Traditional Learning Curve
Carger Spent Learning Ome Thing

Time
Figure 7: Continuous learning curve [4]]

with the graph in the figure |7} However, if the next training is not arranged the process of for-
getting lessons learned begins, and the graph for this process would be similar to[6} We will try
to find out when the phenomenon of the forgetting about the lessons learned takes place, mean-
ing that when it is the adequate time to arrange next awareness program, in order to prevent
information security awareness from decreasing among employees.
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3 Research Methodology, Strategy, and Approach

This chapter, is intended to describe the working method, which is used to find out the answers
of the research questions, presented in the first chapter The project begins with a simple
question: Could scientific research help us understand and perhaps measure the effectiveness of
the awareness program? In other words, could the same research tools used in the marketplace
for security awareness, influence the employee’s knowledge, attitude, and behavior? Is it possible
to measure these changes? We believe the answer is yes.

3.1 Research Strategy

The overall research strategy consists of several sequential parts described in the following steps:

e Literature review about what is already known in the field.

e Quantitative data gathering (internet-based survey).

e Qualitative data gathering (interviews with IT and management).
e Analytical and statistical analysis of the data.

e Discussion of the results.

Broadly speaking, there are two types of research methodology: qualitative and quantitative
method approach [44} [45]]. In this research we use both methods since they are relevant ap-
proaches in our case, as it is suggested in the book: "Research Design" from John W. Creswell
[45]. These method approaches were primarily used to develop knowledge, cause and effect,
usage of measurements and observations, and testing theories. According to this book the best
way of designing a qualitative research is first to identify the area of interest, and use existing
literature to formulate research questions. The second step is designing the methods and tools
for data gathering. In the end analytical and statistical analysis techniques, and processes are
employed to present the results of gathered data. These rules for qualitative research design are
followed and the overall methodology and the process steps of this project are illustrated in the

figure
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Figure 8: Research steps strategy

The picture |8 and following sections of this chapter explain in great details the overall re-
search approach, methodology, and strategy of this thesis project.

3.2 Research Literature

The literature used in this research is concentrated on the related areas with: information se-
curity, security awareness and training, effectiveness of security awareness, information security
culture, metrics for assessment, measuring the success of the awareness campaign, types of the
trainings. Several sources are used to find out relevant literature, e.g. GUC library, and online
library databases, such as: IEEEXplore Digital Library, ACM Digital Library, SpringerLink, Scien-
ceDirect, CiteSeer and so on. Also, other relevant web sites and publication reports from security
organizations, including search engines, to not forget some searches about psychological ap-
proach to changes in behavior.

From the literature study, it has been discovered that few theories exist related to measuring
security awareness of the end user. On the other hand, empirical data exist to a lower degree.
The entire methodology of this thesis is based from the findings on the previous literature.

3.3 Demonstration of the Case Study: Application to an Education Institu-
tion

Gjovik University College (GUC) is chosen institution where this experiment is being developed

and implemented. At first the intention was to apply this study in a private company, but GUC

offered close collaboration and willingness to help on the realization of this project, and because

the time limit of the project. It is estimated that at least one year is needed for such project, if

chosen to implement in another company/organization.

GUC is an educational environment which offers different areas of study. Information security

is an important academic focus for GUC. Last year (on 2010), GUC has completed Risk assess-
ment for its facility and resources. After that security policy is developed, but for the time being
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it is not yet issued; it is waiting for the board approval and signature. This means that employees
of GUC, still did not have the opportunity to go through security policy of their institution. How-
ever, there exist a document for IT regulations named "regulations for use of college computing
resources”" (with original Norwegian name "regiment for bruk av hggskolens datautstyr'[46]]).
Yet, at GUC there is no information security awareness program implemented, and not either
any security measurement done on this regard.

3.4 The Survey

The surveys are considered to be an excellent tool, for drawing out information from large num-
ber of participants, and to make possible the identification of broad tendency. The previous liter-
ature such as [2}[3} [43]], strongly recommends to use quantitative data gathering method, when
measuring the effectiveness of the awareness program. The physical test, such as observation of
the end user (to get to know if they behave in accordance with security rules and regulations),
is another method that is recommended in these articles, especially when analyzing the end user
behavior, and the security culture of the organization. Nevertheless, due to the lack of time we
will not consider physical test in this project, except the contacts and interviews with IT depart-
ment.

Internet-based survey is the method used as our data gathering technique. The advantage
of choosing internet-based survey, is because it makes possible statistical analysis of the results,
and comparing the results with different groups of participants. In this experiment two surveys
were used for the data gathering, one before and one after the completion of the awareness pro-
gram. The first survey, measures current level of security awareness among participants, while
the second survey, is intended to measure the effectiveness of the awareness program. A short
review of the plan for the data gathering is presented as follows.

The Target Group

The employees of GUC are the population for this survey. GUC currently employs 327 people.
The e-mail request to participate in the survey was sent to all 327 of them. It is assumed that the
group is representative such that there are participants from: different ages (from 18 years old
and further), different working department, both genders (male and female), different employ-
ment contract (full time, part time).

The Invitation to the Surveys

The e-mail request for participation is distributed with a prior agreement. Therefore, an agree-
ment is made in advance with upper management of GUC for a permission to send out the e-mail
invitation in their behalf. The aim of this idea was to get the employees attention and enlarge the
number of participants. It is assumed that if the request is sent from the management’s behalf the
probability of having more participants would be higher. It is estimated that about 327 employee
possibly will receive the request to participate in the survey.
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The Survey Preparation

The survey itself was prepared specifically for GUC needs. The attempt was to pay special at-
tention while forming the questions, and conducting the questionnaire, by following the sur-
vey rules stated at [47]. It is considered having short, meaningful, and understandable ques-
tions/statements, on the other hand, avoid the abbreviations and open ended questions. Also,
the questions was carefully designed and implemented, in order to encourage participants to
answer honestly, rather than giving the "expected" answers. According to "Creative Research
System" [47]], there are many steps that needs to be followed during the survey questioning, but
here are presented some general rules, which at the same time are followed here:

e Consider meaning of the words and expressions used in the questions.
e Consider what information the respondents are asked to be able to answer the questions.

e Consider the scale of the answers the respondents are asked to give.

If these basic rules are not considered the survey would lead to misunderstandings of the
questions and longer response time, which could lead to a higher drop-out rate.

3.4.1 The First Survey

The aim of the first survey, is to identify the current level of security awareness among the par-
ticipants, towards information security and security regulations of GUC. Therefore, this makes
possible to identify the weakest areas of information security, that the employees are lacking on.
In addition, it is assumed that there is a possibility to take countermeasures against identified
threats, and also increase the level of security awareness in those areas. This could be achieved
by applying the adequate security awareness program, and by choosing the adequate topics to
cover during the training phase. Hence, to be more concrete this survey helps to develop security
awareness program and prioritize the topics that should be included, in order to increase security
awareness among the employees within institution.

The Overall strategy of the questions is based on the measurement and methodology from
the previous literature [2} (6] [34} [43]], which is concentrated on testing employees:

e Knowledge (what do employee know regarding information security),
e Attitude (what do employee believe regarding information security), and

e Behavior (what the employee do regarding information security).

The ideas for choosing the question topics were based on literature studies, the actual hypo-
thesis, and facts concerning issues of the institution. The facts from the organization issues were
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identified from the (1) IT Risk Assessment, (2) IT regulations, and (3) The interviews with IT
(The list of the events and incidents regarding information security that most often occur within
organization). The goal of the interviews with IT was to capture the insights which help as guid-
ance for developing the first survey questions, in conjunction with the GUC needs. The duration
of the interviews was estimated, and it took approximately between 30-45 minutes. The topics of
discussion included but were not limited to: The employee’s lack of knowledge, (mis)behavior,
and attitude, regarding the information security. Basically, the "problems" (events and incidents),
that IT personnel most often experiences during their everyday business.

3.4.2 Topic Questions

The findings discovered from the analysis stated on the above paragraph, are analyzed in great
details and compared to the literature study, such as [2] (13| [48]]. The topic questions were or-
ganized in this order:

e Personal information about respondent,

Password management and protection,
Sensitive information handling
Social engineering

Physical/Office protection

ook W=

Incident response - whom to contact

The first set of the questions asking about personal informations, were designed to perceive
demographic knowledge, needed to characterize the respondents to the survey. The questions
about the gender, age, working department, and type of employment, were asked. The idea of
the question about working department was to make comparisons between departments and see
if department of computer science and media technology is more aware than the other depart-
ments.

The other topics are intended to measure the awareness in terms of knowledge, attitude,
and behavior among participants. Questions related to password protection and management,
was designed to measure awareness behavior, except the one that was intended to measure the
knowledge (such as: What do you think is a good password? See Q26 in Appendix A). The other
questions about sensitive information handling, social engineering and physical/office protec-
tion, were more concentrated on measuring the awareness behavior, while the question about
incident response - whom to contact, was intended to measure the knowledge, and reflect if par-
ticipants have the knowledge whom to contact in case of an incident or security breach. The main
reason of having more question/statement regarding the behavior, is because it is assumed that if
the employees behave in accordance with information security rules and regulations, they most
likely know about what the desired behavior should be, and as a results they have knowledge and
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attitude regarding to the statements. This is done because the intention was to keep the survey
completion time approximately 10 minuets. If for example there were three different expression
types of statement for the same statement, e.g. statement regarding the knowledge, the attitude,
and the behavior (e.g in the Kruger et. al. [2] article, see figure [5)), then it would be required
approximately 30 minutes time to complete the survey. Also, the third guidance from the above
subsection [3.4} is taken into consideration, such as the awareness question/statement required
five point scale answering to the questions. The idea behind this of having two more scales than
in the figure |5/ example, was to follow the progress of the employees after the training. Thus, it
is assumed that by having more options to the answers the evaluation of the effectiveness of the
training would be more obvious.

3.4.3 The Second Survey

The purpose of the second survey is to measure the effectiveness of the awareness program,
which at the same time is the basis for this project. In other words, the importance of all this
is to find out if the goal of the awareness program is achieved, and what are the results, pre-
cisely what needs are being met, not being met well, or not being met at all for each area of
information security. Besides, the expectations of information security awareness program, also
the difficulties to fulfill them will be drawn out on completion of the second survey.

Most of the question topics in the second survey were repeated, except for the first section of
the questions. In the first section, about personal information were added two more questions,
such as, the question about training participation, and defining the type of the training, also the
question asking participants to evaluate the training (for more details see Appendix B). The ques-
tion asking about training types, helps to compare the effectiveness between the training groups
such as classroom-based, discussion-based, and web-based style. Also, the question "what do you
think is a good password" was deleted, since it has open ended answer and did not allow us to
make neither statistical analysis, nor analytical analysis, since the survey was anonymous and it
was difficult to make comparisons for the answers before and after the training, and not even
identify changes. In addition the question statement "I think more about information security in
my everyday work after the training", is added. The main idea behind this was to observe how
this will be evaluated from different group of participants, such as: classroom, discussion-based,
and web-based training groups. Also, to make comparisons between groups and see which group
would be scored higher.

Design Issues

The focus was to keep the completion time around 10 minutes. Obviously, this would not give us
very detailed measure of awareness, but since the respondents are recruited on voluntarily basis,
the focus was to get as many completed forms as possible.

Almost all of the questions from the first survey were mandatory, except for the question
"what do you think is a good password" which needed open-text answer, thus it was not man-
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datory. Most of the questions contained multiple choice answers. In the second survey, two of
the questions were optional, while the others were mandatory. The reason for using extensively
mandatory questions, was because there was a need for completed surveys, to be able to analyze
and use the results. One of the main points of the data gathering was to measure the effective-
ness of security awareness program, thus partially completed surveys would be useless.

The surveys were prepared in both Norwegian and English languages using a software tool
made available from GUC called "Enalyzer Survey Solution" (online survey software) [49]. There-
fore the respondents had the opportunity to choose the language before initiating the survey.
"Enalyzer" ensures safety and security of the data collection. Also, it gives the opportunity to
export data into excel sheet or more advanced tools, such as SPSS [50].

3.5 Quality Assurance

The importance of qualitative research study has been seriously taken into consideration during
the whole project, as it is described in the literature [44, 45|, [47, [51]. The intention was to fol-
low the steps provided in the literature for achieving qualitative study. The overall project work
was done under the supervision, especially the surveys. A close work with supervisors has been
done, and the surveys were tested as pilot project at first. Once we felt that the survey was near
completion, we sent it out to 16 people with various levels of expertise on the area. It was re-
quested from them to take the survey and comment on anything they did not understand, or had
odd thinking in any way. Also, it was asked to measure the time needed to complete the survey.
Later on, the comments were considered and reviewed, also the recommendations have been
considered for further changes to the survey. The participants from the pilot group were consul-
ted about every change regarding their comments, and the surveys were finalized. Consequently,
it is assumed that the data from the survey are valid.

The surveys are self assessment, and that fact of not giving honest answers was considered,
so the questions were carefully designed to motivate respondents to answer honestly, rather than
giving an "expected" answer. The results of the surveys for all of the participants were confiden-
tial information, and have been treated as such. Therefore, also the anonymity of data processing
was guaranteed. To each participant an informed consent was given about the anonymity, before
deciding to participate in the survey. They were free to choose if they want to participate in the
survey or not.

Considering these facts presented above, if chosen to repeat the questionnaires we believe

that the same results will be produced. After all this said above, we assume that the data from
this survey are reliable and valid.
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3.6 Strategy and Plan for Data Analysis

In this section a short summary of the strategy and plan, for statistical analysis of the data from
the surveys is presented. The plan is described in the following steps:

Surveys Responses include available information on numbers of completed and in-completed
interviews. The distribution of the data among survey respondents, and comparisons between
subgroups are identified. This being done using descriptive statistics, such as frequencies, bar-
charts, plots, etc.

Descriptive Analysis about variables with interesting values will be presented, by means of
standard deviation, score range, and related.

Awareness Level among participants, on the data gathered from the first survey will be in-
vestigated, presented, and discussed. This is the starting point that influences prioritizing the
topics of the awareness program to be developed.

Awareness Program is organized and implemented. There were three types of trainings, such
as: classroom, discussion-group, and web-based training. The participants are selected in terms
of working departments (for further details refer to the next chapter).

Effectiveness of the Awareness Program will be examined. Comparison between the results
from the first and the second survey will be made. Changes in awareness in terms of knowledge,
attitude, and behavior will be discussed. Also comparison between the training groups, and their
effectiveness will be expressed. To compare the means between two groups, the t-test such as
the dependent sample, and the independent sample t-test, are used. While comparing the means
between several groups, or to be more specific comparing several means, the ANOVA test is used.
The confidence interval for all tests is 95%, which is reccommended for social science analysis.
By statistical significance is understood that the observed mean differences are not likely to be
due to sampling error, and it is expressed with "p".

e Ifthe p > 0.1 - the observed difference is "not significant".
e Ifp <0.1- the observed difference is "marginally significant".
e Ifp <0.05 - the observed difference is "significant".

e Ifp <0.01 - the observed difference is "highly significant"[52} [53].

Tools for Analysis of the results from the gathered data, are used such as SPSS.
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4 Awareness Training, Organization and Implementation

This chapter includes details about the development and implementation, of the information se-
curity awareness program. The demonstration about how the training is planed and implemen-
ted, and explanation about selection of training groups are given. In the last section, statistics of
the participants into training groups are illustrated. In the figure[9]below are shown the steps for
organizing and implementing the awareness program.
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Figure 9: Training organization and implementation process

The steps presented in the figure 9 are followed during the implementation and organization
of the awareness training program. In the following sections, explanations and details are given
for each of these steps.

4.1 The Need for Management Support

The interviews with management of GUC were realized before deciding to implement the pro-
ject. The goal was to get the management attention and support for the project, by describing
benefits of it. It is estimated that duration time of the interviews was approximately from 30 to
45 minutes. The focus of the topics discussed included, but where not limited to: Importance of
security awareness, methodology of the study, project benefits regarding information security for
GUC, etc. For the completion of this project we received full support from GUC management and
IT personnel.
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4.2 The Group Selection (Based on the Working Department)

At first, the all 327 employees of GUC are divided into two main groups: web-based training
and classroom-based training group. The groups are selected based on the working department.
The employees from each department are partitioned into two groups of the employees, except
the "external workers" (the original Norwegian name "Eksterne"). The external workers are part
time employees, which are not regularly in their working place. Therefore, we decided to not
partition this group at all and place it in the web-based training group. This decision was made
to reduce the risk of having smaller group in the classroom training, and also to give the oppor-
tunity in order to all of the employees participate in the training.

Furthermore, from the classroom training group one small group of employees is derived
consisting of 20 employees. This group is named discussion-based group, and is formed on the
same idea based on the working department. The three created groups mentioned above (web-
based, classroom-based, and discussion-based group) are intended to be representative groups,
consisting mixed subgroups of employees from all four departments. The intention of designing
representative groups is to have fair comparison between groups and meaningful results, when
analyzing the data gathered from the surveys after the awareness programs take place.

4.3 The Time Determination

Setting up the date and time for the training was not an easy task, at least not for the classroom
and discussion-based training. After considering all of the alternatives, the idea came up to
identify appropriate date and time based on "meeting for all (employees)" (original Norwegian
name is "alle mgte"). The GUC arranges regular meetings for all employees every week. This
occasion was good opportunity to let us suggest that probability of having bigger group of parti-
cipants could be higher.

4.3.1 The Training Invitations

For the training invitations the same strategy is used like for the survey invitation. The e-mail
invitation to all employees were sent on the management behalf, for the same reason prompting
the employees into massive participation. Also, the same tools and techniques are used like in the
survey invitations. The e-mail invitation was recommended as a request from the management,
and was NOT mandatory.

4.4 The Selection of the Training Topics

The selection of the training topics is based on the facts listed in the following subsections.
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The Results from the First Survey

The results of the first survey are analyzed in great details. From these results are identified the
weakest points, towards information security awareness among the participants. In the following
only a short list of them is presented (for more detailed analysis look at the chapter[6] under the

section [6.2)).

e Password management and protection (From the 159 completed survey, responses to the
statement "I write down the password in a piece of paper near my computer”, were like this:
6 totally agree, 16 agree and 3 are not sure).

e Social engineering (159 respondents answers to the statement "I don’t have problem to tell
my password to IT people if I am asked to", like that: 6 totally agree, 17 agree, and 28 not
sure).

The IT Risk Assessment

The IT risk assessment document is taken into consideration and analyzed carefully. The list of
the weakest points is extracted from it, and further discussed with supervisors, and adjusted with
literature study specified for this area of interest. Because of confidentiality of this document we
cannot publish the list of the possible threats, neither the findings from this analysis.

The Interviews with IT Personnel

The interviews and open discussions with IT personnel (especially with the head of the IT) are
realized before and after the training, as it is indicated in the need for management support
section (4.1) earlier. The topic of interviews were focused on the list of the events and incid-
ents, regarding information security that most often occur in GUC, and that IT personnel most
often faces. Another intention of these interviews was to find out the causes of the events and
incidents, more specifically the areas of security awareness that the employees are lacking on.
The suggestions of IT personnel about how to avoid these events and incidents in the future are
taken into consideration while selecting the topics for the awareness training. The contacts and
interviews with IT personnel are considered one of the qualitative methods used in this project.

The Academic Perspective

The identified points presented above (IT risk assessment, Interviews with IT personnel, The
Results from the First Survey) are further analyzed and discussed. The literature in related area
with information security topics and security awareness, is used for this purpose, such as [12]
13| [48]]. The comparisons between academic literature, and our findings are made while the
common topics are selected. These topics are:

e Password management and protection,
e Sensitive information handling (both hard and electronic copy),

"non

e Social engineering ("phishing", "voice phishing"),
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e Physical/Office protection (unauthorized facility access),
e Incident response - whom to contact.

The fact is known and accepted that these are minimum necessary topics comparing to the
world’s newest threats, and the requirements of GUC needs. However, we also have to bear in
mind the views from pedagogical perspective, which proves that an adult cannot remember more
than five to six topics for one class session. Another additional fact is considered, that information
security terminology and topics are considered difficult for non-technical employees. Someone
can argue that we could arrange more than one session. Well that is true, but our time limitation
does not allow this to happen. The only thing we can do is to hope that in the near future
someone will proceed further with the project, and continue this process.

4.5 Training Types and Training Providers

In the subsections below, details are given regarding each of the training types. The company
providing the classroom-based and discussion-based training, also the company providing web-
based training, preferred to remain anonymous. Further, only the details about how the training
is organized and implemented are shown.

4.5.1 The Classroom-based Training

The classroom training session was prepared and organized in both languages: Norwegian and
English. The invitations were sent to 125 employees. Both Norwegian and English sessions were
planned to last not more than 30 minutes. There were 26 participants out of 125 invitations (in
average of 20.80% from the invited employees), and the session was in Norwegian language only,
since no one from English speaking employees showed up. The training went well and everything
went according to the plan, except that it lasted about 10 minutes longer.

It is considered that the main reason for having such a small participation group, is because
the training was considered recommended and not required. The reason that nobody from the
English speaking employees appeared, could be because most of them are working in the Faculty
of Computer Science and Media Technology, and probably they consider themselves specialized
in the field. Another reason for not having a massive participation could be the time factor; prob-
ably this was not a convenient date and time for most of the employees, so they decided to skip it.

4.5.2 The Discussion-based Training

For the discussion-based training the invitations were sent to 22 employees, while only 9 em-
ployees participated in the training, in other words 40.90% from the invited employees showed
up. The duration time of the discussion-based training was planned about 40 minutes, but it
lasted 15 minutes longer then expected. The group was mixed with participants from different
working departments, and they had interesting discussion with each-other about everyday work
and security events. They learned a lot from one another since one of the participants was expert
in information security. They were outlining security challenges of the institution and how to
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overcome these challenges. The major concern for most of them was how to easily remember
passwords.

The Instructors of Training

The teachers for classroom and discussion group training were experts in the area of information
security. One of them has experience with IT and information security for more than 25 years,
while the other holds PhD degree in the information security and is working in this field.

4.5.3 The Web-based Training

The e-mail invitations to participate in the web-based training were sent to 180 employees. The
e-mail was sent from an outsourcing company that offers web-based training. The all session took
six working days period of time, and one lesson was sent per each day which includes one topic.
The topics selected were the same as for the classroom and discussion-group training. From all
179 participants receiving the lessons, 38 of them were active and reading through all the les-
sons, meaning that 21.11% of participants were active. From all these 38 active participants 19 of
them were completing all 6 lessons, 6 of the participants completed 5 lessons, while the other 6
participants completed 4 lessons.

One of the factors that could have indicated for not having massive participation in the web-
based training, is because the e-mails with the lessons were sent from the outsourcing company,
thus many of the employees considered them as "phishing" e-mails. Some of the employees asked
the IT department if that was "phishing" e-mail containing viruses. Another indication could be
the same as for classroom and discussion group trainings, since the invitation to participate in
the training was not required. Also all from the external workers were placed in this group, and
they may not check their e-mails regularly, so this could be another indication as well.

Among all these training types, we can conclude that all of them are producing something
valuable to the end user in one form or another. About classroom training as classical teaching
style, we don’t have a lot to say except the calculations about how many participants were there,
and their concern about how to easily remind passwords. It is difficult to conclude if the focus of
the participants was 100% in the tutorials and teaching materials. While for discussion-based this
is more obvious, since all of the participants are involved in discussion, and the teacher can easily
get the perception if they got the idea about the topic, also what is their attitude regarding that
topic. The web-based training style, is not giving any impression if the participants understand
what they are reading, nor what they think about specific topic. However, it produces statistical
results about how many participants are going through the lessons, and how many of them com-
plete the training. More details will be given about which one among these types of trainings is
more effective and why, in the section
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5 The Response Data

This chapter will include the data responses and statistics regarding both, first and second survey.
Further details will be given for each of them separately in the following sections.

5.1 The First Survey Responses

Neither of the books [44, [54] gives a precise explanation about the size of the desired sample for
the small population such as 327 employees in our case, though it is suggested that the bigger
the size the better is the sample. However, it is assumed that the number of respondents in the
first survey is quite satisfied. The total number of 159 completed survey forms out of 327 sent
requests, gives enough data source for satisfying the statistical analysis that will be conducted in
the next chapter.

Table 1: Second survey responses

Sent survey requests 327

Completed Surveys 159

Completion Rate 48.62%

Uncompleted forms (after started) 10
Average Completion time | 9 minutes

The percentage of completion rate is 48.62%, as it is presented in the table |1} The completion
rate may not be sufficient as it is suggested 50% per smaller than 500 group sample, however we
need to consider 36 external workers here. If chosen not to send survey requests to this group the
percentage of completion rate would be 54.63%, which would be higher than it is recommended
in the literature for an average small sample group. And, since this experiment it is trying to
measure the effectiveness of the awareness program, and since the participation was vulentirly,
we consider that our sample in the survey is enough to dicover what we need. The total number
of dropouts or uncompleted survey forms after it has been inciatiated is 10 or the average of 5.9%.

5.1.1 The Respondents

The aim objective of a sample group from a population is to get as representative selection of
the population as possible. In the next subsection the details about the sample group of the first
survey will be given.
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The Sample Distribution Based on Gender, and Working Department

In general GUC has four main working departments, such as: (1) Administration, (2) Faculty
of Health, Care and Nursing, (3) Faculty of Computer Science and Media Technology, and (4)
Faculty of Technology, Economy and Management.

Gender
100.0% W a) Male

Eb) Female

80.0%7

60.0%

40 0%

Percentage among survey respondents

20.0%7

00%

&) Administration b) Faculty of Health, Care  ©) Faculty of Computer  d) Faculty of Technology,
and Nursing Science and Media Economy and Managemert
Technology

Working place:

Figure 10: First survey responses based on gender, and working department

The participation in the first survey among departments was 22%, 28%, 28%, and 21% re-
spectively. As it is presented in the figure the sample was representative, since there were
almost equal number of participants among all departments. Even though it may not appear rep-
resentative, the fact that Faculty of Health Care and Nursing, and Faculty of Computer Science
and Media Technology employ more employees should be considered. The gender distribution in
the first survey was somewhat skewed among the participants, and departments. As one can see
male employees participated with 57%, while female employee participated with 43% in total.
The reason for having skewed participation in this case is because GUC employs more male than
female employees. Gender participation for each department beginning from (a) Administration
as visualized in the figure [10] was: 41.66% male and 58.33% female, 20% male and 80% female,
84.44% male and 17.77% female, while in the (d) Faculty of Technology, Economy, and Man-
agement the participation was 87.87% male and 12.12% female. These figures are also realistic,
since the fact is known that more females than males are studying nursing, and more males than
females are studying science and engineering.

The Sample Distribution Based on Age, and Employment

The age for our sample is mixed, but as it is shown in the figure [11] there is significant number
of participants above 50 years old.
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Your age is:

Figure 11: First survey responses based on age, and employment

There are 14% of participants from 18 —30, 23% from 31—40, 26% from 41—50, and 36% over
50 years old. This happened because GUC has employees over the age 18, and more of them are
over the age 50. If the employment type is compared, being that (a) Part-time or (b) Full-time
employees, one can see from the figure 1T} that the second option (b) is dominating in all cases
of the age distributions. As it comes into view from the above figure, in the results of the first
survey most of the respondents belong into full time employment option. The percentage among
the participants in the first survey was: 13% part time employees, and 87% full time employees
in total.

5.2 The Second Survey Responses

On the second survey were identified lower number of participants compare to the first survey.
In total there were 110 participants. There were number of the reasons indicating to have lower
participants in the second survey than in the first one. However, the main objective of the second
survey is to measure the effectiveness of the awareness training, thus the focus was to include the
participants that have completed the training, in order to realize measurements and analysis of
the data. Also, another reason for closing the survey with this number of participants is because
of the time limitations of the project. The table [2| gives the statistics of the respondents for the
second survey.

The survey request was sent to all 327 employees and in total gathered 110 responses. The

completion rate of the second survey is 33.63%, while the average completion time was nine
minutes, the same as the first survey.
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Table 2: First survey responses

Sent survey requests 327

Completed Surveys 110

Completion Rate 33.63%

Uncompleted forms (after started) 7
Average Completion time | 9 minutes

5.2.1 The Respondents

It is indicated in the previous section that the main objective of a sample group is to get
representative selection. However, the main objective of our sample in the second survey is to
get responses from employees that participated in the training, for the reason already mentioned
in the above paragraph. In the following subsections, specifications about the respondent sample
group are given. The same logic is used as for the first survey; however some additional variables
are added.

The Sample Distribution Based on Gender, and Department

The participation in the second survey regarding the working department was approximately
similar to the first survey, with very few changes. It is seen in the figure [I2] that the participation
in percentage for four working departments, consisting of: 22%, 32%, 22%, and 25% from (a)
Administration, (b) Faculty of Health, Care and Nursing, (c) Faculty of Computer Science and
Media Technology, and (d) Faculty of Technology, Economy and Management respectively.

Gender

M a) Male
100.0% [Eb) Female

80.0%-]

60.0%]

40.0%]

Percentage among survey respondents

20.0%]

00%—
a) Administration b) Facutty of Health, Care c) Facutty of Computer o) Faculty of Technology,
and Mursing Science and Media Economy and Management

Technology

Working place:

Figure 12: Second survey responses based on gender, and working department

Again there was a skewed participation between male and female employees. The male par-
ticipation was 56% and 44% was the female participation in total. It was equal participation
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number between males and females in the (a) Administration department, from 50% each. In
the (b) Faculty of Health, Care and Nursing there were 17.14% males, and 82.85% females. In
the (c) Faculty of Computer Science and Media Technology the average for males was 87.5% and
for females was 12.5%. And in the last department in (d) Faculty of Technology, Economy, and
Management the participation was 85.18% for male and 14.81% for female.

The Sample Distribution Based on Age, and Employment

The age sample representation was almost in the same range as for the first survey. The average
was as follows: 5%, 21%, 30%, and 44%, for 18 — 30, 31 — 40, 41 — 50, and over 50 years old
respectively. The average of the employment contract was 10% for part time employees and 90%
for full time employees. This is also elaborated in the figure

You are currently employed as:

B a) Part-time employee
100.0% [ b) Fulltime employee

B80.0%

50.0%"

40.0%

Percentage among survey respondents

20.0%"

a)18-30 b)31-40 c)41-50 d) over 50

Your age is:

Figure 13: Second survey responses based on age, and employment

The Training Participation

In the chapter [4] some statistics are given in regards of the training participation. The classroom
training (including discussion-based training, since this subgroup was made from classroom
training group, see section for more details) had in total 35 participants and an average
of participation from 23.80%, while web-based training had 38 participants in total, and the av-
erage of participation was 21.11%. On the other hand, in the second survey the participation was:
20(18%) participants in (a) Classroom-based training, 6(5%) participants in (b) Discussion-based
training, and 38(35%) participants in (c) Web-based training, while 46(42%) participants were
not taking part in neither of training groups, as you may see the figure

In the question asked "Why you did not take part in the training?", the 9(8.2%) respondents
answered that they did not have time, 33(30%) answered that the time and date was not suitable,
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Gender

M a) Wale
Eb) Female

Percentage among suvey participants

@) Classroom-training (Eureka b) Discussion-training (4128). c) Web-based training (e-mail d) None
213). with lessons).

Which training group where you in:

Figure 14: Training participation based on the type of training, and gender

2(1.8%) felt that the training was not important for their job, while 8(7.3%) answered that they
were experienced in the field. And since this question was optional it gathered only 52 answers
(for detailed question please refer to Appendix B, question number Q6. Another important ques-
tion for us, which gave the opportunity to the respondents to evaluate, and express their opinion
about the training is presented in the figure

601

50

w =
=] =1
1 1

Frequency

5]
=1
1

a) Not particularly useful k) Somewhat useful c) Very useful ) Essential

Which of the following best describes the importance of this training for
your job:

Figure 15: Training evaluation from participants

Since this also was optional question, it gathered 100 responses, and most of the respondents
(53 responses, with average 48.2%) have rated the training as somewhat useful, 22(20%) of them
evaluated as very useful, 15(13.6%) considered essential, while 10(9.1%) respondents considered

40



Measuring the Effectiveness of Information Security Awareness Program

the training not particularly useful.
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6 Statistical Analysis and Discussion

6.1 Preparation

The online survey software "Enalyzer" [49] offers the opportunity to export the results from the
surveys to Excel sheet, including descriptive statistics from the surveys and for each question
separately, as well as the raw data. Considering the fact that we had two surveys to compare
with each other it was decided to use SPSS software [50], as it is considered more sophisticated
tool than Excel. The books such as [52} 53] are used for the introduction to statistics with SPSS.

In subsection is discussed about the types of the questions, and that most of the ques-
tions had mandatory answers, including the reasons for choosing this method. It is also seen
from the descriptive statistics and distribution rate in the chapter [5|that in total were 10 uncom-
pleted survey forms in the first survey, and 7 in the second, with the average from 5.9% each.
Thus, the idea of having most of the questions with mandatory answers worked out satisfactorily
in both surveys. It was decided to not export uncompleted survey forms to SPSS, even though
SPSS handles cases of missing values. However, it was a flow in the survey software and many
string data were included in the data file while exported. Thus, it was needed special attention
to determine which data should be removed from the data file after they were converted into
SPSS data file for further analysis.

The answers to the questions in the row data are represented as values between 1 and n,
where n represents the number of the answer alternatives. After combining the results from both
studies (survey one and two) into one data file, it was realized that few of the answer alternat-
ives needed a value recode. Since the majority of the questions asking about awareness had the
same scale from totally disagree to totally agree, with the value recode this scale was reversed
converting the scale into the opposite order, from totally agree to totally disagree. This altern-
ative order makes a less aware choice score lower and a more aware choice score higher. The
questions that needed value recode are presented in the table [3] and the numbers are based in
the second survey (see Appendix B). An example of a value recode is given in the Appendix C.

Table 3: Recoded (or reversed) questions
Q8 Q9 | Q11 | Q12 | Q14 | Q15 | Q16 | Q17
Q18 | Q21 | Q22 | Q23 | Q24 | Q25 | Q27 | Q29

The results from the surveys will be presented in the following sections. At first the questions’
grouping, then statistical results and frequency distribution, also the facts from the first survey
are displayed and discussed, while later the data from both surveys are compared between each
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other in order to observe the effectiveness of the awareness program.

6.1.1 Questions’ Selection and Grouping

The groups of questions are made for the simplicity of the analysis before starting the analysis
on the data and measuring the awareness level among the employees. The groups are called
indexes and are based on the question topics as it is described in the earlier chapter, particularly
on the subsection Each group is calculated separately consisting of two to seven ques-
tions, depending on the topic. There are created exactly six groups of questions or indexes, as
presented in the table [4] The numbers of questions in the groups are based on the second survey
(see Appendix B). The second survey had more questions, though it was easier to move the data
from the first survey to the second for each question separately. This is the main reason why the
analysis and question numbers are based on the second survey.

Table 4: Groups of questions - (indexes)

Gr. 1 Password management and protection Q8 Q9 Q10 Q12 Q13 Q14 Q29

Gr. 2 Sensitive information handling Q18 Q19 Q23 Q24 Q25 Q26 Q27
Gr. 3 Social Engineering Q11 Q17

Gr. 4 Physical/office protection Q15 Q16

Gr. 5 Incident response - contact to whom Q21 Q22

Gr. 6 Total index - all questions together Gr.1 Gr2 Gr3 Gr4 Gr5

Only the questions included in this table are considered during the statistical analysis of the
results. The questions Q20 and Q28 are not belonging to any of the groups. In view of the fact
that question Q28 is additional question belonging to second survey only, it is not considered
while analyzing the results from the first survey, either for comparing the results from the sur-
veys between each other. However, the results from these questions are presented below in this
chapter. The question Q20 is considered that it is not measuring information security awareness,
instead it has to do more about the feeling that the employees have regarding policies and regu-
lations of the institution.

6.1.2 The Distribution of the Data

After the question groups are made, as presented previously then the normality of the distri-
bution among the groups is tested. At the time when scores were grouped and presented in
a frequency table it was seen that the overall score looked pretty normally distributed for our

sample, see figure
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Figure 16: The total index score

The values for skewness was —0, 324 and the value for kurtosis was +0, 243, and according to
a value between —1 and +1 is acceptable. Thus, it can be concluded that the distribution of
the gathered data for all of the question groups was normally distributed. Each of the topics are
tested separately for the normality of the distribution, and they resulted to be normally distrib-
uted, but for the simplicity the other plots will not be displayed here. However, the figure [17]is
the fact for normality distribution for each of the topics.

The Kolmogorov-Smirnov and Shapiro-Wilk test compare the same mean and standard devi-
ation testing whether distribution is normal. If p < 0.05 then the observed value is significantly
different from normal distribution, if p > 0.05 the data are normally distributed. But, according
to [52] these tests have their limitations, because with a large sample size (which in our case is
very big df = 269) it is very easy to get significant value. Thus, the significant test doesn’t nec-
cessarly show whether the diviation from normality is enough to bias any statistical procedures
that we apply to the data. In this case we can conclude that the data is still normally distributed.
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Tests of Normality
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Incident Response - 44 269 o0 Hd1 269 000
whotm to contact

a. Lilliefors Significance Correction

Figure 17: Test of normality using Kolmogorov-Smirnov and Shapiro-Wilk test

6.2 Awareness Level - Results of the First Survey

The results from the first survey presented here below are based on the training topics. These
results are seriously considered for choosing the training topics, among many other reasons as
explained earlier.

6.2.1 Password Management and Protection

At first it is decided to present the results from the first survey. The reason for applying this
method is because we want to give to the reader the explanation and justification of choosing
the training topics mentioned in the subsection For few of the training topics the base was
the results from the first survey, while the reason for relying on this is self explained, if one can
follow results from the samples of the questions presented here. At this point, descriptive analysis
and the answer frequencies for the questions that are identified as having lower awareness scores
are presented. The illustrations are based on the question topics, and from each topic are chosen
few questions. The first topic is "Password Management and Protection”, which is presented with
two samples.

In the first sample statement "I write down a password in a piece of paper near my computer”
shown in the figure the respondents answered differently. More to the point, the most of the
answers were "totally disagree” with the statement, which gives the idea that current situation
in place, might be "fair" or "good enough". However, if the point of view from Gross et. al. [34]
is considered here, which argue how a single user can put in jeopardy the entire organization,
than the previous statement of "fair” or "good enough" doesn’t hold truth. In fact the 6 (or 3.8%)
responses were "totally agree”, 16 (or 10.1%) "agree", and 3 (or 1.9%) were "not sure” for sav-
ing passwords in a paper near a computer, which is something to be concern about and that
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Figure 18: The responses for the statement "I write down a password in a piece of paper near my computer”

need special consideration in educating employees, and hopefully improving information secur-
ity awareness in this regard.
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| use the same password for different accounts

Figure 19: The responses for the statement "I use the same password for different accounts"

From the observation of the results it is found out another reason which supports the idea
of including "Password Management and Protection” as a topic of discussion during the training
phase. In the figure [19|is shown the statement "I use the same password for different accounts"
including the "drastic” responses (if we are allowed to refer it that way). As it is seen there are
more responses "agree” than "disagree". Actually, the 159 respondents answered to this statement
as follows: 27 (or 17%) totally agree, 65 (or 40.9%) agree, 9 (or 5.7%) not sure, 35 (or 22%) dis-
agree, and 23 (or 14.5%) totally disagree.
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6.2.2 Sensitive Information Handling

One of the facts that made us believe that "Sensitive Information Handling" topic should be in-
cluded in the awareness training is because of the results to the statement presented in the figure

1004

80—

604

Frequency

40

20

Totally disagree (1) Disagree (2) Mot sure (3) Agree (4) Totally agree (3)

| don’t use shredder for discarding the documents with sensitive
information

Figure 20: The responses for the statement "I don’t use shredder for discarding paper documents with
sensitive information"

In this action statement "I don’t use shredder for discarding paper documents with sensitive
information" the respondents had these answers: Totally agree 8 (or 5.0%), agree 10 (or 6.3%),
not sure 19 (or 11.9%), disagree 30 (or 18.9%), and totally disagree 92 (or 57.9%) responses. It
is considered that even these small figures with the responses "totally agree” and "agree" have
a significant weight, to not mention the worst case scenario and the possible consequences of
what would happen if someone can get hold of at least one of the sensitive data. For instance, if
unauthorized persons can get access to personal information about students (such as transcript
of records), the reputation of the institution would be destroyed, and most likely the number of
students would decrease. This could have tremendous impact on the most valuable assets for the
institution, which are the students.

6.2.3 Social Engineering

In the literature [39, [55]] are given enough reasons arguing why social engineering is considered
one of the most vulnerability element towards information security and security systems of the
organizations. Social engineers use human element rather than technology flows to hack into
systems. Even in the "black hat" conference [56] is discussed about social engineering, with the
strong emphasis on the importance of the user awareness.
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Figure 21: The responses for the statement "I don’t have problem to tell my password to IT people if I am
asked to"

Another additional fact that supports the above points of view, about covering "Social engin-
eering” topic in the training, is brought from the answers gathered on the statement "I don’t have
problem to tell my password to IT people if I am asked to". In the figure |21 are illustrated the
results, which consist of: 6 (or 3.8%) totally agree, 17 (or 10.7%) agree, 28 (or 17.6%) not sure,
32 (or 20.1%) disagree, and 76 (or 47%) totally disagree responses. According to these results
one may persuade many questions, such as: what if someone impersonates him/herself while
making a phone call pretending to be an IT employee, and asking for password? This and other
related questions no longer need comments.

6.2.4 Physical/Office Protection

The responses from the statements: "I don’t use password protected screen saver" and "I don’t
lock the door of my office during office hours, even if I am away" (for further details to the
second statement refer to Appendix D), brought enough reasons to believe the necessity to in-
clude "Physical/office protection" topic in the training as well. In reality the first statement has
gathered extreme results. The responses were like this (look at figure 42 (or 26%) totally
agree, 33 (or 20.8%) agree, 14 (or 8.8%) not sure, 16 (or 10.1%) disagree, and 54 (or 34.0%)
totally disagree.
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Figure 22: The responses for the statement "I don’t use password protected screen saver”

6.2.5 Importance of Incident Response, and Whom to Contact

Education Center for Applied Research (ECAR) has released an article with the title "Incident
Response: Lessons Learned from Georgia Tech, the University of Montana, and The University of
Texas at Austin" [[57], in which besides others it was stated:

"...you can limit the damage done and lower the costs of recovery. By knowing whom to call
and what to do next, you can decrease the amount of time it takes to recover and possibly save
you and your staff from additional disasters along the way."

In the above statement is emphasized the importance of knowing whom to contact in case of
an event or incident. If the employees don’t know whom to contact many events and incidents
can happen and go unrecognized and undetected. Thus, for an institution might be created the
false idea that they are safe, and no incident is occurring. Moreover, encouraging employees in
reporting the incidents helps in closing the possible holes, and discovering vulnerabilities in the
system.

In the statement "In case when one of my colleagues is breaching the information security
rules and regulations, I pretend that I am not seeing” (figure the majority of the responses
where between "not sure" and "disagree". However, there were many responses "agree” to the
above statement. The figures of the results in the above statement are: 1 (or 0.6%) totally agree,
10 (or 6.3%) agree, 57 (or 35.8%) not sure, 60 (or 37.7%) disagree, and 31 (or 19.5%) totally
disagree. According to these results it is considered that there is a desperate need to show the
benefits of reporting the incidents and whom to contact if something suspicious is happening.
Therefore, taking into account all this said, it is considered reasonable to include the topic about
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Figure 23: The responses for the statement "In case when one of my colleagues is breaching the information
security rules and regulations, I pretend that I am not seeing"

incident response in the training. For the effects of the training and if the pretended objectives
are or are not met you can read in the following sections.

6.2.6 Are The Employees of Computer Science and Media Technology Department
More Aware than the Others - (Results of the First Survey)?

The intention of testing this assumptions was to find out the questions already planned for this

project. One of the questions mentioned in the subsection [3.4.2| was to find out if there were

difference among departments, especially between Faculty of Computer Science and Media Tech-

nology and others.

Sum of
Souares of Mean Sguare F 5.
Password management Between Groups  {Combined) 49 527 3 16.609 1.453 230
Al brotactlon=WerknG yithin Groups 1771.922 155 11.432
Total 1821.748 158
Sensitive irlfurmatinn Between Groups  (Combined) 170.255 3 a6.752 4,238 a0y
Dan nas Tk Within Groups 2075.720 185 13.392
Total 22445974 158
Social Engineering * Between Groups  (Combined) 19793 3 A.5498 24518 06D
TG pIace: Within Groups 406.182 155 2621
Total 425975 158

Figure 24: Compare means test between departments and awareness
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The compare means test between the questions topics and working department is executed.
The results showed that most of the departments scored approximately the same in most of the
topics. It was only one significant difference between Faculty of Health, Care, and Nursing de-
partment and others. This department scored higher in "Sensitive Information Handling" than
the others. Furthermore, if you look at the picture above, you will see that p = 0.007 (or
sig. = .007) meaning that this result was highly significant. Also the same department scored
lower in "Social Engineering” topic, with a p = 0.06, and it was marginally significant. In the
picture [24] are presented the p values for both cases in the first and second row (see the sig.
(significance) column).

6.3 The Differences in Awareness Between Sample Subsets - for Two Sur-
veys

In chapter [5]is seen the sample distribution and the participation for both of the surveys. The

sample was somewhat skewed between gender, age, department, and employment. Yet, it is tried

to discover if there might be differences between sample subsets, which might help to better

predict about how the employees of the institution will score on the overall awareness, and also

on the selected topics separately.

6.3.1 The Differences on Gender

The awareness mean score is compared between the two genders. For the analysis both tests are
used such as, independent sample test and ANOVA. In total it is seen the Mean of 72.94 for the
males and 76.13 for the female, which is obvious that females scored higher in majority of the
topics, and the difference is significant at level 0.1%, (or p = 0.001).

Surn af
Sguares of Mean Square F Sig.

Password management Between Groups  (Combined) 52786 1 52786 4.2349 040
and protection * Gender i Groups 3324.507 267 12.452

Total 3377.383 268
Sensitive information EBetween Groups  (Combined) 215687 1 215687 16.782 .ooo
hiandelingtzGender Within Groups 3431.540 267 12,852

Total 3647.227 268
Social Engineering * Between Groups  {(Combined) 11.015 1 11.015 4.473 035
cenden Within Graups B57.521 267 2.463

Total 668535 268
FPhysicalioffice protection Between Groups  (Combined) 8.8492 1 88492 1.727 180
sender wiithin Groups 1374.848 267 5149

Total 1383.740 268
Incident Response - Between Groups  (Combined) 18108 1 19108 10,540 o0
whom 1o comact™ Gender iy groyps 424,066 267 1.813

Total A03.178 268
All topics together Between Groups  (Combined) B76.278 1 BY5.270 11.915 Rufiy]
2ender Within Groups 15132.279 267 56.675

Total 15807.554 268

Figure 25: Compare means test between genders and awareness

In the figure [25| are shown the all topics and the significance level for each of the topics sep-
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arately, including all topics together. The topics in which female employees scored higher than
males employees are: (1) Password Management and Protection with the significance level of
p = 0.04, (2) Sensitive Information Handling with significance level of p = 0.000, (5) Incid-
ents Response-Whom to Contact with the significance level of p = 0.001. Weather, males scored
higher only in one topic (3) Social Engineering with significance level of p = 0.035. The dif-
ference between genders in the topic (4) Physical/Office Protection is not significant, but if the
Means scores are compared still the female employees scored higher than males.

6.3.2 The Differences on Age and Department

The tests for observing the differences between age and department were similar as for the tests
used in the previous example about gender. However not much of the differences are observed
from these executed tests. In all questions together that measure the awareness is not observed
significant difference among groups, moreover in some topics there are some differences. For
instance, in the topic (1) Password Management and Protection there is significant difference
(where p = 0.033) between the Faculty of Computer Science and Media Technology and other
departments. Meaning that, this department scored higher than the others. At the same time, in
the topic (2) Sensitive Information Handling the departments, such as: (a) Administration and
(b) Faculty of Health, Care, and Nursing scored higher than the others, with the significance level
of p =0.001.

The test for discovering the differences on the age showed similar results as for the depart-
ments. Only two differences regarding the ages are discovered, and those in the topics (4) Phys-
ical/Office Protection and (5) Incidents Response-Whom to Contact. In the topic (5) participants
over the age 50 scored higher than the others, with the significance level of p = 0.043, whilst in
topic (4) participants between the age 31 —50 scored higher than the other, with the significance
level p = 0.023.

Also, there is not any significant difference discovered among the participants from full-time
and part-time employees.

6.4 The Effectiveness of the Training - (Statistical Analysis)

In order to find out if the training added value to information security culture of the institution,
and if it was effectiveness the statistical analysis are applied. The mean scores between group
of participants that attended the training, and the group of participants that did NOT attend
the training are compared and tested. ANOVA and independent sample tests are used for testing
this assumption. The group of those that attended the training consists of: classroom training,
discussion-based training, and web-based training. While the group of Not attended consists of
those that did not attend neither of the training, or with the other words the group of the par-
ticipants that chose "None" as the answer in the question "Which training group where you in?"
(See Q5, in appendix B). The results showed that there is a significant difference between groups,
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thus the participants from the group that attended the training scored higher in all topics. In the
figure [26|are presented the values for all topics and differences of the means between groups.

Std. Error
Training i Mean Std. Deviation Mean
FPassword management Mot Attended 46 23.0217 386143 BEO34
and:protectior Attended B4 | 24 E094 342084 478D
Sensitive infarmation Mot Attended 46 27174 380892 BE115
handeling Attended B4 | 281250 337357 42170
Social Engineering Mot Attended 46 | 88783 1.48308 21867
Attended 64 | 9.2031 1.28705 16088
Physicaliofice protection kot Aftended 46 | 7.3913 218559 32225
Attended 64 | 8.0313 210041 26255
Incident Response - Mot Attended 46 | 71304 142375 20997
WO COntact Attended 64 | 7.7969 118428 14804
2l topics together Mot Attended 46 | 73.7391 878908 1 29601
Attended 64 | 77.7656 747301 BUBE3

Figure 26: Compare means score between the groups Attended and Not Attended the training

Generally, if all means between groups are compared then it is clear that the group of employ-
ees that attended the training are scored higher in all topics separately, than the employees that
did not attended the training. The topic (2) Sensitive Information Handling has the Mean value
of 28.12 for those that attended the training and value of 27.21 for those that did not attend.
The topic (3) Social Engineering resulted in the Mean value of 9.20 for the attended group and
the value of 8.97 for not attended group. The topic (4) Physical/Office Protection has the Mean
value of 8.03 for attended group and the value of 7.39 for not attended group. Though, as it is
mentioned above in general all topics are scored higher from the participants that attended the
training against those who did not.

The topics that have shown a significant difference between groups are: (1) Password Man-
agement and Protection, and (5) Incident Response-Whom to Contact. The first topic is signi-
ficantly different at the level value of p = 0.025, while the fifth topic is significantly different
at level value of p = 0.009, meaning that those that attended the training scored higher than
those that did not attend the training, including also all topics together where it seems that the
training had positive effect, since the difference between groups was significant at level value of
p = 0.009.

6.5 The Effectiveness Among the Training Types

To find out which of the training type between (a) Classroom training, (b) Discussion-based train-
ing, and (c) Web-based training is more effective a different types of tests are executed, such as:
Compare Means test, Independent Sample t-test, and One-Way ANOVA (including means plot).
The results show that traditional style of training, such as (a) Classroom training participants
scored higher than participants from the other training styles. In the figure|28|is presented means
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Sum of
Sguares dr Mean Sgquare F Sig.

FPassword management Between Groups  (Combined) 67 460 1 67 460 8174 025
and protection *Training —ypin Groups 1408.213 108 13.039

Total 1475673 108
Sensitive infarmation Eetween Groups  (Comhined) 22.047 1 22047 1.7349 480
fiandeling: Irining Within Graups 1368826 108 12,674

Total 13490.873 108
Social Enginearing * Between Groups  (Combined) 1.353 1 1.353 714 3498
Training Wiithin Groups 203.338 108 1.883

Tatal 204.691 108
Physicaliofiice protection Between Groups  (Combined) 10861 1 10.961 2402 24
*Training Within Groups 492,804 108 4564

Tatal 503.855 108
Incident Response - Between Groups  (Combined) 11.887 1 11.887 T.1449 .oog
Ahomis Fokast” Within Groups 170577 108 1663

Total 191.464 109
All topics together™ Between Groups  (Combined) 433,910 1 433910 B.975 .oog
Training Wiithin Groups B718.354 108 B2.207

Total T152.264 109

Figure 27: Compare means test between groups of training, Attended and Not attended

plot of the awareness in the all five topics together.

B0.00

-
@
=1
=]

1

76004

Mean of All topics together

74009

T T T T
a) Classroom-training  b) Discussion-raining — c) Web-based training d) None.
(Eurska 2/3) (A128) (e-mail with lessons)

Which training group where you in:
Figure 28: Compare Means for (6) All topics together (awareness) between three training types

The topics that gathered significantly higher scores in classroom training are: (1) Password
Management and Protection with level value of p = 0.011, (5) Incident Response-Whom to Con-
tact with level value of p = 0.036, and all topics together with the level value of p = 0.028.
These presented topics have significant difference increase in linearity as well. The table of
results is presented in the figure where N is representing the number of responses, while
Std.Deviation is representing standard deviation. The other results (figures) for each of the
training topics separately are presented in Appendix E.
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Incident
Passward Sensitive Fespanse -

managernent infarmation Sacial Physicaliofiice whatr to All topics

ore oy n: and protection handeling Engineeting pratection contact tagether
a) Classroom-training Mean 26.2000 28.3000 9.2500 g.1000 g.1000 79.9500
{Bureka 273). N 20 20 20 20 20 20
Std. Deviation 354816 327832 1.51744 2.04939 1.25237 757055
by Digcussion-training Mean 23.0000 278333 g.a000 8.666T 7.5000 Ta.5000
Ll M B B 5 5 5 5
Std. Deviation 252982 5.07609 1.51658 1.50555 .B366G 539444
o) Weh-hased training (e-  Mean 240263 280789 §.2885 7.8947 T.6842 76,9737
mail with lessons). M a3 a3 1q aq 1q g
Std. Deviation 3.23400 321636 111277 222746 1.18780 r.0g438
dj Mone. Mean 23017 A ire 8.9783 7.3913 71304 737381
M 46 46 46 46 46 46
Std. Deviation 3.86143 3.805492 1.48308 2184549 1.42374 8.78458
Tatal Mean 239455 27.74548 91091 7.7TB36 7.5182 76.0818
M 110 110 110 110 110 110
Std. Deviation 367944 357216 1.37036 215000 1.32435 810044

Figure 29: Means values for awareness among training types

The answers of the statement "I think more about information security in my everyday work
after the training" are combined with the types of trainings to reflect about their effectiveness.
The figure [30|is representing the results from this measurement. The majority of the answers are
with the "Not sure" option as it is seen, which are chosen from respondents that did not attend
any of the trainings.

Most of the answers "totally agree" are selected from participants of (a) discussion-based
training, whether the answers "disagree" and "totally disagree" are selected from participants of
(a) classroom training, (c) web-based training, and (d) none of the training. The responses to
this statement are: 9 (or 8.2%) totally disagree, 15 (or 13.6%) disagree, 47 (or 42.7%) not sure,
31 (or 28.2%) agree, and 8 (or 7.3%) totally agree.

After the independent sample t-test of this statement, between the group of participants that
attended the training and the group of participants that not attended the training is discovered a
significant difference. Hereupon, the participants that attended the training scored higher with
the Mean = 3.34, while participants that did not attended the training scored lower, with the
Mean = 2.83, and the Levene’s Test [52] for equality of variances resulted significantly different
between groups, with the values of p = 0.005.

In Regard to the statement "Policy and regulation about information security disturbs or
delays me doing my regular work", the respondents had this attitude: 4 (or 1.5%) totally dis-
agree, 21 (or 7.8%) disagree, 67 (or 24.9%) not sure, 107 (or 39.8%) agree, and 70 (or 26.0%)
totally agree to the statement. These results presented here are combined between both surveys,
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I think more about information
security in my everyday work after
the training

m Totally disagree (1)
EDisagree (2)
[CIhot sure (3)

a Agree (4)

W Totally agres (5)

60.0%
40.0%

20.0%]
0.0%— T T

T
a) Classroom-training (Eureka b) Discussion-training (A128). ¢) Weh-based training (e-mail o) Mone.
213) with lessons)

Percent

Which training group where you in:

Figure 30: Average of responses for the statement "I think more about information security in my everyday
work after the training” by training types, and non-training

Paolicy and regulations about
information security disturbs or
50.0% delays me doing my regular work
M Totally disagres (1)
E Disagree (2)
CInet sure (3)
O Agree (4)
SO M Totally agree (5)
40.0%
-
c
@
I
£~
@
o 30.0%
20.0%
10.0%
0.0%: T T T
a) Administration b) Faculty of Health, Care and  c) Faculty of Computer d) Faculty of Technology,
Mursing Science and Media Economy and Management
Technology

Working place:

Figure 31: Average of responses for the statement "Policy and regulation about information security disturbs
or delays me doing my regular work" by department
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and also independent sample t-test is used to compare the results between surveys. Therefore,
not any significant differences are discovered between surveys, however there is a slightly dif-
ference between the mean scores, where the mean of survey number two is lower (3.79), than
the mean of survey number one (3.82).The figure (31| illustrates the responses to this statment
according to departments.

6.6 The Effectiveness of the Awareness Program

In the section is elaborated what is really meant with "effectiveness" of the awareness pro-
gram in this project. On the other hand, during the implementation of the project and analysis of
the results, it is discovered the need to redefine and extend the meaning of the "effective aware-
ness program". Even though, it is mentioned that effective awareness program means the pro-
gram that is capable to influence the knowledge, attitude, and behavior of the participants, and
make positive changes in the security culture of an institution, it is discovered that not only this
issue makes the "effective awareness program" complete. Accordingly, it is discovered the need
to analyze more carefully the circumstances, and enumerate the objectives which add/remove
values and influence the effectiveness of the awareness program. Therefore, the "effective aware-

ness program'" means:
) L/

| )
L 8

Figure 32: The cycle of effective awareness program
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1. The program that is capable of influencing (1)the knowledge, (2) the attitude, and (3) the
behavior of the participants in a positive way.

The program that makes the participants’ think more about information security.
The program that reaches the highest number of participants.

The program that better respond to changes of the threats regarding the information security.

AR

The program that has low costs.

The requirements mentioned above and presented in the figure [32| define the effectiveness
of the awareness program. If these requirements are fulfilled then it might be concluded that
the program is effective. Unfortunately, either one from three types of training, used in our ex-
periment fulfills all of the above requirements. Therefore, each one of the training types will be
compared and discussed in further details against these requirements.

The first requirement about the program that is capable of influencing the knowledge, atti-
tude, and behavior of the participants in a positive way is considered the most important among
the others, and for that reason all of three training types are compared to this to reflect which
one’s results are better. If we look back in the previous section|[6.6] the results from the statistical
analysis showed that (a) Classroom training type is more effective than the others on influencing
the knowledge, attitude, and behavior among participants, and make positive changes. Since
most of the questions in the survey were asking about the behavior of the participants, give us
the right to conclude that classroom training is more effective on influencing the behavior as well.

The second requirement about the program that makes the participants’ think more about
information security is considered the second most important one. To conclude which one of the
training types fulfills this requirement better, we looked back in the figure Since it was diffi-
cult to find out from this figure, another ANOVA test is run to compare means between groups.

| think mare abaut information security in my evervday wark atter the training
Wehich training droyp where vou i Mean M Std. Deviation
a) Classroam-training 2895 20 1.146
(Eureka 2r3).
by Discussion-training 4.33 A 816
A28
¢ Web-hased training (e- 3.34 33 AT74
rmail with lessons).
d) Maone. 2.83 16 851
Toatal 313 110 1.015

Figure 33: ANOVA test for the statement "I think more about information security in my everyday work
after the training” by training types, and non-training
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The results presented in the figure [33|show that (b) Discussion-based training scored higher
than the the others, with the Mean value of 4.33. This resulted to be highly significant value
where p = 0.001. According to this result it is concluded that (b) Discussion-based training is
better than the others in the second requirement.

The third requirement about the program that reaches the highest number of participants is
considered important as well, but it is considered difficult to conclude on this matter. Regarding
the statistics presented in section it resulted again that (b) Discussion-based training was
more effective in gathering participants, with the participation of 40.90% calculated from the
sent invitations. Since it was low participation among all of the trining types, there are identifyed
few issues that are dirctly indicating on this, such as:

e Management visibility and commitment.
Even though this project was supported form the management, in the invitation to the train-
ing was not stated that it is required to participate the training as it should, instead it was
said it is recommended to participate the training.

e Pre-program and continuous information and "marketing”.
Even though in the e-mail invitations to the first survey it was stated: "Thank you for parti-
cipating in the survey, you will be invited soon to participate in the training", somehow this
was not enough "marketing”, at least not for (c) Web-based training. Many of the participants
receiving the web-based training invitations thought of it as "phishing" e-mail.

According to these facts presented above, it is considered that it would not be "fair enough"
to conclude and chose the training type that fulfills this requirement. Thus, we consider all of
three training types equal on this requirement.

The fourth requirement about identifying the program that better responds to changes of
the threats regarding the information security, is also difficult to be stated and chose one of the
best training types. In this case it is necessary to consider some objectives, such as:

(*) Outsourcing or Internal training provider.
(1) Continuous or One time training.

These two objectives are dependent on each other, for instance: if you chose (*) Outsourcing
company and (!) One time training, then we believe that (c) Web-based training is better re-
sponding to changes of the threats, since it is almost impossible to find the suitable time for every
employee; if you chose (!) Continuous and (*) Internal training provider, then (a) Classroom
training would be better responding to changes of the threats, since it resulted to be more effect-
ive in the first requirement.
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The fifth requirement about the program that has low costs is also difficult to predict, since
it depends from the previous stated objectives, plus more. Here also need to be considered the
type of the organization/institution that want the training, and its location (one or multiple).
E.g. if the organization or institution is spread out in different locations the costs would be lower
to chose (c) Web-based training. However, it is also difficult to define the type of training with
lower costs.
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7 Conclusion

In order to conclude about the results found during this thesis project, we focus on giving a
short answers to the research questions presented in the section[1.5] In the next paragraphs are
presented the questions and observed answers based on the facts found during the whole process
of this project.

Is it possible to show that a information security training increases the level of security awareness?

The previous literature, the research strategy and methodology, the research tools used during
the entire process, and the experiment done in practice, helped us conclude that information se-
curity awareness training is a typical instrument to further improve and influence the knowledge,
attitude, and behavior, regarding the information security among the participants, and that the
methods used in our case are enough effective. From the analysis of the data resulted a signific-
ant differences between the groups of participants that attended the training, and the grouped of
participants that did not attend the training. Therefore, it is found that the group of participants
that attended the training scored higher, than the group of participants that did not attend the
training in all of the selected topics, including: (1) Password protection and management, (2)
Sensitive information handling, (3) Social engineering, (4) Physical/Office protection, (5) Incid-
ent response - whom to contact. Also, the facts regarding the employee’s behavior observed from
IT department after the training has been realized, make this conclusion even stronger.

According to statistical analysis in this case study, the awareness program and the methodo-
logy used was highly effective. The facts that training participants scored higher (based on mean
values) in all of the above training topics, help us conclude on this matter. Also, "all topics to-
gether” (this index "all topics together" consists of all five topics from the above paragraph),
which present the awareness in general scored significantly higher with value of p = 0.009
(Remind: If p < 0.01 the observed value is "highly significant"). Despite these statistical facts,
the confirmations from IT department, that the number of employees asking about suspicious e-
mails has been increased after the training has been realized, make this conclusion even stronger.

However, it is found in [58] that besides the above methods, also the enforcement of the
policy, rules, and regulations should be improved (if not yet in place then set them up) by using
the reinforcement theory, such as reinforcement, punishment, and extinction, in order to add
value to information security awareness program, and make changes in the behavior. If the con-
sequences of breaking the rules are extensively understood and known from the employees, then
it is believed that the chances of causing incidents from the inside employees will be reduced.

Based on these facts presented above and those found in the literature study, it might be
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stated that generally the information security awareness programs have positive influence on
the employee’s knowledge, attitude, and behavior in real life working environment.

Which type of training is the most effective in achieving higher awareness level?

Many searching tools are used to find out what is discovered until now about the training types.
Yet, there is not any scientific research found on regard to this issue, on the other hand many
companies providing awareness training argue differently, depending on what training types
they offer. There are many requirements identified, which influence the decision of choosing the
best training type, and that make it more difficult (see[6.6). However, if considering to choose a
program method that best influences the knowledge, attitude, and behavior of the participants,
then it is discovered that traditional style of learning, or (a) Classroom training style is better.
This conclusion is derived from statistical analysis of the results, which have shown that in the
majority of the topics, and in the "all topics together”, participants in classroom training scored
higher than participants from other training types, except for the topic (3) Social engineering,
which was scored higher from participants of the (c) Web-based training.

In the literature it is strongly recommended to have management support, in order to prompt
the employees into massive participation, since neither of the training method would work
without participants. This recommendation is also confirmed in our case, and it is suggested
to not even start thinking of having neither of the awareness training program without prior ap-
proval from the management. If chosen to implement (a) Classroom, and (b) Discussion-based
training, determination of the suitable time for the majority (if not all) of the employees is highly
important. When it comes to the costs, mainly the need is to consider the duration of the train-
ing (in case the company deals with production the duration of the training directly affects it),
and the geographical distribution of the institution/organization (if the institution is spread in
different locations, the web-based training style would be more convenient). (For more detailed
information on the last research question please refer to and the last paragraph of|[g)).
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8 Future Work

At the beginning of the thesis the idea was to include the question:Is it possible to measure the
half-life of the security awareness program?, as one of the research questions. The life-long of
the awareness program, especially the half-life of the program is the period of time that the effect
of security awareness program takes to decrease by half. This finding will help to measure the
period of time that is necessary to arrange next program, in order to not let security awareness
fall down, after some time. The strategy for answering to this question was to launch the third
survey after two to six months, but due to the time limitations of the project this issue was ig-
nored. The plan was to compare and carefully analyze the results of the second and third survey,
and discover if any significant difference might be found. The assumption is that participants of
the third survey would score lower in the awareness training topics, than the participants from
the second survey. This assumption is based on the learning process presented in the section[2.8]
It is strongly recommended to further explore this assumption and find an answer to the above
question.

Some faults are identified during this project, which are strongly recommended to be im-
proved in the future. One is that in the real life working environment this type of project need
management support and commitment. Therefore, it is highly recommended that the invitations
to surveys and to awareness training should include "mandatory” statement, NOT "recommen-
ded" as we did in our case. Another fault is that these type of research should not consider having
anonymous surveys, in order to follow the progress of the individuals after the training. Advant-
age of having distinctive surveys is to be more specific in measurements and analysis, whilst this
would make the conclusion about effectiveness of the awareness training more powerful. If the
anonymity is considered important issue in your case, then one solution to this might be to as-
sign numbers for each individual, and the same number would be used from the same individual
during the whole process.

Another fact is known that individuals have different learning styles. According to Randall
Shirley [59]], in general there are three types of learning: (1) Listening learners, (2) Touch/experience
learners, and (3) Seeing learners, which in our case would be equivalent to (a) Classroom train-
ing, (b) Discussion group training, and (c) Web-based training, respectively. Typically, there are
different people whom are more comfortable in one of these learning style, and can percept bet-
ter if they chose the method that is best fitted to them. According to this, we believe that if given
the opportunity to the employees to chose the training method by themself, the effectiveness of
the training would be more powerful and would scored higher, also choosing the most effective
training type would be more easier. One solution to this would be to include additional question
in the first survey, such as:
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Which training type do you like most? (with alternatives)

e (Classroom training.
e Discussion group training.

e Web-based training.

Another advantage of including this question would the easier way of grouping the parti-
cipants into training. To conclude this chapter it is highly recommended to considered all of
these issues mentioned above in the future, for such experiments and practical examples.
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Appendix: A - The First Survey

In the following pages we included the survey questions approximately as they are visualized in
used online survey software to the respondents. For the simplicity the survey presented here is
presented in English language only. We also numbered the questions consecutively as we needed
to refer to a few of them in chapter [6]

Q1. Gender

e a.Male

e b. Female
Q2. Your age is:

a. 18-30
b. 31-40

e . 41-50
d. over 50

Q3. Working place:

e a. Administration

b. Faculty of Health, Care and Nursing

c. Faculty of computer science and media technology

d. Faculty of Technology, Economy and Management

Q4. you are currently employed as:

a. Part time employee

e b. Full time employee

Please, read the following statements and rate each of them on a 5 point scale. E.g. number
’4’ indicates that you absolutely agree with the statement. Mark ’5’ if you are not sure, but try to
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make a choice.
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Nr Question Statement Totally Dis- Not Agree  Totally
dis- agree sure 4 Agree
agree 2) 3) (5)
(1)
Q5 I write down my passwords in a piece of paper
near my computer
Q6 I save my passwords in my cell-phone or
memory stick
Q7 I use passwords that I can easily remember so I
don’t have to save them
Q8 I don’t have problem to tell my password to IT
people if I am asked to
Q9 Taking a line from a song and using the first ini-
tial from each word would be an example of a
good password
Q10 T use at least two different passwords. One is for
working purposes, and one for private use
Q11 I use the same password for different accounts
Q12 I don’t use Password-protected screen saver in
my PC at work
Q13 I don’t lock the door of my office during my
working hours, even if I am away
Q14 1 open unexpected files or e-mail attachments
or files, that I receive form unknowen or known
sender
Q15 1 share sensitive information about my work
with all my colleagues (such as information
about projects, personal information about stu-
dents, etc.)
Q16  We regularly talk about how to protect sensitive
information with my colleagues
Q17  Policy and regulations about information secur-
ity disturbs or delays me doing my regular work
Q18 Only IT department is responsible for taking
care of information security in GUC
Q19 In case when one of my colleagues is breaching
the information security rules and regulations, I
pretend that I am not seeing
Q20 I put my paper documents that contain sensitive
information in the recycle bin for paper
Q21 I don’t use shredder for discarding the docu-
ments with sensitive information
Q22 I save sensitive information in memory stick or
external hard drive
Q23 I keep my desk clean from sensitive documents
most of the time
Q24 I write information about my work/research, or

students in social networking sites (facebook,
twitter, myspace)

75



Measuring the Effectiveness of Information Security Awareness Program

Q25. My password is shorter than 8 characters

e a. Yes it is shorter
e b. It is exactly 8 characters

e c. Itis longer than 8 characters.

Q26. What do you think is a good password? (This question requires open answer, and it
is optional)
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Appendix: B - The Second Survey

In the following pages we included the survey questions approximately as they are visualized in
used online survey software to the respondents. For the simplicity the survey presented here is
presented in English language only. We also numbered the questions consecutively as we needed
to refer to a few of them in chapter|[6]

Q1. Gender

e a.Male

b. Female

Q2. Your age is:

a. 18-30
e b.31-40

c. 41-50

d. over 50

Q3. Working place:

e a. Administration

b. Faculty of Health, Care and Nursing

¢. Faculty of computer science and media technology

d. Faculty of Technology, Economy and Management

Q4. you are currently employed as:

a. Part time employee

b. Full time employee

Q5. Which training group were you in:
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a. Classroom-training (Eureka 2/3)

b. Discussion-training (A 128)
e c. Web-based training (e-mail with lessons)

e d. None.

Q6. Why you did not take part in the training? (optional question)

a. I did not have time

e b. The date and time didn’t suit me
e c. It is not important for my work/job

e d. Ido not need training, I'm experienced in the field

Q7. Which of the following best describes the importance of this training for your job:
(optional question)

e a. Not particularly useful

b. Somewhat useful

c. Very useful

e d. Essential

Please, read the following statements and rate each of them on a 5 point scale. E.g. number
'4’ indicates that you absolutely agree with the statement. Mark ’5’ if you are not sure, but try to
make a choice.
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Nr Question Statement Totally Dis- Not Agree  Totally
dis- agree sure 4 Agree
agree 2) 3) (5)
(1)
Q8 I write down my passwords in a piece of paper
near my computer
Q9 I save my passwords in my cell-phone or
memory stick
Q10 I use passwords that I can easily remember so I
don’t have to save them
Q11 I don’t have problem to tell my password to IT
people if I am asked to
Q12 Taking a line from a song and using the first ini-
tial from each word would be an example of a
good password
Q13 T use at least two different passwords. One is for
working purposes, and one for private use
Q14 1 use the same password for different accounts
Q15 I don’t use Password-protected screen saver in
my PC at work
Q16 I don’t lock the door of my office during my
working hours, even if I am away
Q17 1 open unexpected files or e-mail attachments
or files, that I receive form unknowen or known
sender
Q18 1 share sensitive information about my work
with all my colleagues (such as information
about projects, personal information about stu-
dents, etc.)
Q19  We regularly talk about how to protect sensitive
information with my colleagues
Q20 Policy and regulations about information secur-
ity disturbs or delays me doing my regular work
Q21 Only IT department is responsible for taking
care of information security in GUC
Q22 In case when one of my colleagues is breaching
the information security rules and regulations, I
pretend that I am not seeing
Q23 I put my paper documents that contain sensitive
information in the recycle bin for paper
Q24 I don’t use shredder for discarding the docu-
ments with sensitive information
Q25 I save sensitive information in memory stick or
external hard drive
Q26 I keep my desk clean from sensitive documents
most of the time
Q27 I write information about my work/research, or
students in social networking sites (facebook,
twitter, myspace)
Q28 1 think more about information security in my

everyday work after the training 79




Measuring the Effectiveness of Information Security Awareness Program

Q29. My password is shorter than 8 characters

e a. Yes it is shorter
e b. It is exactly 8 characters

e c. Itis longer than 8 characters.
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Appendix: C - The Value Recode

This section includes the complete recode values performed before the statistical analysis, see
the table below for detailed explanation.

Totally disagree (1) {1) {5)
Disagree (2) (2) ()
Not sure (3) (3) (3)
Agree (4] (4) 2)
Totally agree (5) (5] (1)
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Appendix: D - The responses to the statement - "I don’t lock the
door of my office during office hours, even if I am away"

The responses to the statement "I don’t lock the door of my office during office hours, even if I am
away", presented in the figure [34] are: 8 (or 5.0%) totally disagree, 21 (or 13.2%) disagree, 13
(or 8.2%) not sure, 33 (20.8%) agree, and 84 (or 52%) totally agree. As it is shown here the ma-
jority of the responses are form the options totally agree and agree to the statement, which also
strongly supports the idea of including "Social Engineering" as a topic during the training process.

| don’t lock the door of my office during my working hours, even if | am away

W Totally disagres (1)
[Episagree (2)
Onot sure (3)
ClAgree (4)

W Totally agree (5)

Figure 34: The responses for the statement "I don’t lock the door of my office during office hours, even if I
am away"
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Appendix: E - The Training Type Effectiveness

As it is explained in the section here below are presented the results for each of the training
topics one by one. For each of the topic the Means scores are compared against the three training
types, and in the figures below are presented the results for each of them separately. (1) Pass-
word Management and Protection is scored higher from participants of (a) Classroom training.
(2) Sensitive Information Handling is scored higher from participants of (a) Classroom training
also. (3) Social Engineering is scored slightly higher from participants of (c) Web-based training.
(4) Physical/Office Protection is scored higher from participants of (b) Discussion-based train-
ing. (5) Incident Response - Whom to Contact is scored higher from participants of (a) Classroom
training.

27.009

26.007

25.00

2400

Mean of Password management and protection

23.004

T T T T
a) Classroom-training k) Discussion-training  c) Web-based training o) None.
(Eureka 2/3). (a128) (e-mail with lessons).

Which training group where you in:

Figure 35: Comparing Means for (1) Password Management and Protection between three training types
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27.50

Mean of Sensitive information handeling

27.251

T T T T
a) Classroomraining  b) Discussion raining ¢} Web-based training d) None
(Eureka 2/3). (A128). (e-mail with lessons).

Which training group where you in:

Figure 36: Comparing Means for (2) Sensitive Information Handing between three training types

9.407

9.20

9.00+

8.80

Mean of Social Engineering

8.60

840

T T T T
a) Classroom-training  b) Discussionraining  c) Web-based training o) None
{Eureka 2/3) (A128) {&-mail with lessons).

Which training group where you in:

Figure 37: Comparing Means for (3) Social Engineering between three training types
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Mean of Physicalioffice protection

7504

T T T T
a) Classroom raining b} Discussion training ¢} Web-based training d) None
(Eureka 2/3) (A128). (e-mail with lessons).

Which training group where you in:

Figure 38: Comparing Means for (4) Physical/Office Protection between three training types
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7 60
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Mean of Incident Response - whom to contact
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T T T T
a) Classroom-training  b) Discussion-training  ¢) Web-based training o) None.
(Eureka 2/3 (A128). {e-mail with lessons).

Which training group where you in:

Figure 39: Comparing Means for (5) Incident Response - Whom to Contact between three training types
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