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Abstract

All information security professionals around the globe acknowledge that "everyone is
responsible for information security" in a company. This trivial statement looks clever
but hides core challenges, "Who is everyone? How does everyone contribute or challenge
information security?" In our researched project we researched in-depth roles, processes
and interaction in the corporate information security, by creating a framework for crystal
clear defined roles and its associated security obligations and responsibilities. 20 corpor-
ate roles are analysed from management and security perspective; classical interactions
between information security roles leveraging and turning down security are given in
case studies. Furthermore we generated structured tasks descriptions of the roles and
open the road to the fulfilment of an information security consultants dream by creat-
ing Job descriptions including its security responsibilities! We justified the necessity of
defining roles and by introducing benefits of this approach:

1. Avoiding unnecessary conflicts and internal politics by establishing security organiz-
ation with inclusion of all employee’s duties.

2. Increasing security-level, efficiency and productivity by assigning clearly responsibil-
ities.

3. Achieving good information security governance by encouraging coordinated team
effort and mutual control.

Illustrative corporate examples demonstrate the need to supplement traditional corpor-
ate information security governance frameworks with roles and responsibilities for all
positions. Templates for both security obligations and task description are provided for
being used in corporations.
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1 Introduction

In the beginning of this thesis we would like to quote a phrase from Paulo Coelho.! In
an interview a reporter asked him whether he could describe the aim of his book in one
sentence. "If I could do that, there is no need for me to write a whole book." Thus said,
the results of this thesis can’t be expressed in one sentence without entirely describing
the thesis itself.

During the last decade the rapid advance of Information technology created a solid
need for information security. Thus, made information security a priority and an area of
significant importance for companies around the globe. Information security became a
part of the business innovation process. That happened due to the fact that the informa-
tion scene realised that security is way more than security controls but rather personnel
management and employee behaviour and culture. In fact, a study regarding informa-
tion security conducted by AT&T [1] showed that an estimate of 30% associates with
technology and 70% with people and security practices. This is also something that was
confirmed by a foreign high ranking government security officer who described the gov-
ernment security policy, where the basic principals as followed: " a) organizational se-
curity measures regarding the roles and responsibilities of staff and any external partners
processing, the definition and responsibilities of the security officer, training staff, managing
security incidents and the destruction of personal data b) the technical security measures
regarding the management of the users of the information system, the identification and au-
thentication of users, the communications security, the security of the operation logs and
the security of the exported backup, c) physical security measures. " Also, the security
policy should clearly define the roles of each stakeholder in the company or organiz-
ation, powers, responsibilities and duties as to the procedures relating to security.

Thus said, it is rhetorical to ask whether you find roles and responsibilities a matter of
importance in the information Security Theatre? 2

In our research we identified the most significant roles inside a company and performed
an analysis over them resulting to their responsibilities, tasks and daily activities as well
as proposing the security culture those roles have to inherit on the road to a good security
governance.

IPaulo Coelho born on August 24, 1947 is a Brazilian lyricist and novelist. He has become one of the most
widely read authors in the world today. He is the recipient of numerous prestigious international awards,
amongst them the Crystal Award by the World Economic Forum and France’s Legion d’honneur.

2’Security Theatre’ was a term coined by Bruce Scheiner in his book Beyond Fear and basically describes a
situation, where a security countermeasure offers little or no protection from a real threat, but is simply applied
in order to increase the feeling of being secure. However, this approach is often being used by organisations in
an attempt to secure corporate information assets.
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1.1 Report Outline
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Figure 1: Visual Report Outline and Research Structure

1.2 Information Security

We believe that before going any further and also to conduct research, it is wise to define
what information security means actually. Since it’s common knowledge to us that most
of the people have a misconception of the term information security and always relate
it to either a) the protection of electronic data or b) computer security. Hence, even
though there are many different definitions of information security available we selected
two of them which we believe will give you a clear understanding of what actually is
information security and clear any doubts you might have regarding the term. In addition
to the textual definitions you can see in figure 2 the visual representation of information
security.

1. Information Security is a discipline governing the framework for the continuous cycle
of safeguarding information and ensuring related regulatory compliance.[2]
Where:
- Discipline is a branch of instruction and learning such as history, finance, and eco-
nomics.
- Framework is a frame or structure composed of parts fitted together documenting
the methodology of incident identification, mitigation, and resolution much like the
scientific method.
- Cycle is a series of processes that are repeated in a precise and deliberate manner.
- Information is electronic, printed, audible, visual, memorized.
- Compliance is ensuring that the institution is in compliance with applicable laws,
regulations, and contractual agreements.

2. The protection of information and information systems from unauthorized access,
use, disclosure, disruption, modification, or destruction in order to provide confiden-
tiality, integrity, and availability. [3]
where:

-integrity, means guarding against improper information modification or destruction,
and includes ensuring information non-repudiation and authenticity.

-confidentiality, means preserving authorized restrictions on access and disclosure,
including means for protecting personal privacy and proprietary information.
-availability, means ensuring timely and reliable access to and use of information.
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Figure 2: Visual representation of Information Security

1.3 Research Problem, motivation and aim

Before we discuss the research problem we would like to tell a short story behind the
idea of this thesis. The preliminary thoughts the author had on the thesis started in the
first weeks of his presence in the information security master’s program at GUC. Back
then we had to choose a track for our studies. Hence to choose a career path. That
is where the author first met Prof. Himmerli, in a discussion we had he analysed and
explained the scope of tracks and career paths. The authors interests lie in management
and luckily for him Prof. Himmerli specialises in this field among others. The author
chose his track and got from the professor some master thesis proposals for that year
just to take a taste of what lies ahead. We agreed with the professor to come back to
this when the time was right. The time came and a year passed of the authors study.
At that time being, the author realised both the career path he wants to follow and the
things he is most interested in. Thus, no secret, he is to become an information security
management consultant and hence his interests lie on the management field. Now it
was the question to combine the author’s interests and knowledge with a topic derived
from management that would serve a double purpose. Firstly, lead his path to graduation
and secondly to coach him and provide valuable insight from the consulting world. We
spent a lot of time discussing various proposals and topics. It was a very hard and time
consuming process since it had to satisfy many factors. The university, the professor
and the author. In the lecture of organisational and human aspects conducted by Prof.
Hammerli in GUC he taught us that everyone in a company is responsible for security.
And that there is a need that all the stakeholders of a company acknowledge and follow
it in their companies. However, from the authors life experience he knew that, it wasn’t
followed, at the companies he once worked at. Therefore, he had a discussion with the
professor stating that it is usually the case that companies nowadays have a tendency to
associate their information security with the information security officer. He is considered
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responsible for the overall information security of the company. This approach generates
problems between departments inside a company since everyone believes that security
is just the responsibility of the CISO and his department and therefore they neglect its
concern as something that is not of their interest. But the CISO and his department aren’t
magicians and don’t have a magic stick that will solve all the security threats and this is
something that they cant accomplish on their own. That discussion generated the idea
for the author to investigate and identify literature that would analyse all the involved
stakeholders and their role in information security. He was surprised to find that very
little is done in this area; you will read more about this in the literature overview in
a following section. Hence, we discussed this issue with the professor and this is how
we got to the topic of this thesis "Positioning the roles, interfaces and processes in the
information security scene." A topic that comes to investigate the live field of information
security. Identifying the stakeholders that are involved with information security within a
company’s environment and placing them in the information security scene of a company
defining their responsibilities towards information security as well as the responsibilities
of information security towards them. We provide examples on how a security office runs
in a company; How information security management should be conducted; How various
roles benefit and contribute to information security; As well as fulfilling an information
security consultants dream by summarizing the security responsibilities and generating
job descriptions with them attached. This is a hot topic for research and a base for future
scientific work and reference. The dual nature of the analysis of roles with the purpose
to provide a holistic overview of a role serves both educational and industrial purposes.
A general reader of this thesis will not only learn about information security but will
get an overview of concepts such as organisational structure, company’s governance and
stakeholders. He will have a modern view of the roles and how they contribute to a
company. While at the same time he will familiarise himself with many different aspects
of information security and how it protects, develops and drives forward a company. An
academic reader of this thesis will get a valuable insight on how information security
is interpreted and applied in the industrial market seeing the difference between theory
and practice. A professional can use it as a map and use the findings for consulting
purposes and brighten his horizons on the topics covered by this thesis. As for how it
benefits the author on a personal level. He wouldn’t expect a better topic for research to
serve his purpose to familiarise himself with the industrial world and the way it places
and interprets information security. By conducting this thesis the author gained a huge
amount of knowledge both from an information security perspective and a management
perspective that will serve as a great tool-kit in his career as an information security
professional. With this thesis we opened Pandora’s box on an area that clearly lacks
research. Thus, of roles and responsibilities. It is essential for companies to understand
that everyone within a company is responsible for information security. There can’t and
shouldn’t be only one person to blame if something goes wrong. Security is an overall
process and everyone, one way or another, has to contribute in order to make it work.
Any control measures can collapse in seconds if people don’t understand that they also
play a role in the information scene. These roles and their responsibilities is something
that we want to make crystal clear and easily understandable. We raised a hot topic for
research and covered it as much as we could. However, we expect others to follow our
example and take it to a higher level with more resources and workforce.



Positioning the roles, interfaces and processes in the information security scene.

1.4 Research Objectives

As already defined, our study is about the roles & responsibilities and we aim to achieve
the following:

Provide roles global definition.
Provide roles analysis from a management perspective.
Provide roles analysis from a security perspective.

Generate the overall Roles responsibilities.

o > W=

Propose some generalized job description’s of roles.

Furthermore, present typical use cases/scenarios of those role interaction.
Finally, the goal is to provide to you (the reader) a solid, state of the art, overview of
security organizations, and the roles, interfaces and processes of it.

1.5 Research Methodology and Limitations

This thesis is about roles, responsibilities and their interactions in the information secur-
ity scene of a company. The first question that derives is where do the roles we analyse
come from and which is the method of their selection? Before we give a clear answer
to this question we have to discuss about an organizational structure. There are many
different ways to look at an organization. There is the socio-technical approach and the
psychological approach. In other words there is the organisational structure and organiz-
ational behaviour. Information security management inherits many characteristics from
both concepts and is placed somewhere in the middle. Since our research is an industrial
study of how information security looks like in the live field of industry we had to ana-
lyse and see how companies are structured. However due to the limitations in resources
and the many millions of companies, conducting such a survey to derive statistical data
and to see how organizations are structured and how information security is in them
was unrealistic for us. Therefore we used a different approach. That of a naive induct-
ivist where we use primary and secondary data to observe the real industry and create
generalisations. A visualised representation of this approach is listed in figure 17 (page
39). Our primary data came from discussions with professors that are actively involved
with the industry and interviews with people from the industry. We used a case study of
a gas and oil company which shared with us its organizational structure where we could
observe and derive some roles for our research. In addition we use secondary data such
as interviews, surveys, job descriptions, consulting papers, information security frame-
works/standards and industrial analysis conducted by others to finalize the last piece
of the puzzle. The same methodology applies also to the analysis of the roles. Another
challenge of the research methodology and validity comes from a socio technical ana-
lysis of a company where the question is how do we compare the roles we identified in
different companies. Since in a Small-medium enterprise (SME) company the role of the
CEO for instance is totally different than in a large company. Therefore, for the reason of
resources as well as other factors you will read about it in the eyes of industry section of
the thesis, we acknowledge this obstacle and study the roles with the perspective of large
companies which have more then 1500 employees and a comparison of roles is doable.
Another major limitation of this thesis is that we cant provide accurate description about
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the interactions of the roles with respect to authority (meaning the person who has the
budget), the responsibility and the competence. Thus, because in every company de-
pending on the persons and its structure these three factors are distributed differently.
However, we provide our analysis estimating that they cover a portion of companies in
the industry. The same approach is used in the scenarios and use cases we developed. We
would like to also acknowledge that we understand how scientific research is conducted
by generating a hypothesis and trying to prove it wrong or right. However, management,
hence information security management in our understanding is more an art then sci-
ence. And in fact, management came from industry and the scientific community spent
decades analysing it due to its attractive and appealing nature. The nature of our study is
an industrial research based on scientific principles as they where taught in the scientific
methodology course of Gjovik University College.

1.6 Literature Overview

Nowadays, there are long and drastic discussions held over the subject: " Should security
be part of the business process ?" The experts answer to that with a well defined yes [4].
In the digitized ear of computer processes and remarkable technological advantages, se-
curity investments should have a direct line to business priorities and building security
into business innovation processes drives bottom line results.[4] Security strategies and
practices now have the power to make or break business goals. [4] A lot of people fail to
realise that security is not a single process and that a security officer is not a policeman
chasing bad guys. Security is a matter that concerns everyone within a company, starting
from the cleaning crew ending at the CEO of the company. Everyone is responsible for
security. [5] Organizations are facing various threats to information security and try to
deal with them using various ways. In this processes of defending themselves they have
to meet different legal and regulatory requirements. The lack of security compliance will
lead to serious problems for the organisation, starting with profit loss ending into crim-
inal charges at the top management. We are living in a digitised world and therefore
things as availability, integrity, confidentiality as well as regulation compliance are es-
sential for every company. There are various ways to achieve these requirements. A lot
of companies are implementing an ISMS, Information Security Management System, in
order to achieve there business goals and comply with legal aspects. Such ISMS systems
are frequently deployed according to the ISO/IEC [6] and we have encountered the three
most popular ones during our studies which are COBIT [7], ITIL [8] and NIST [9]. But
why are we writing the above information how is it relevant to our topic? Information
Security management, [10] business management and on the other hand software secur-
ity and network security engineering have been handled for a longer period as separate
areas. In the security process of a company there are many different stakeholders in-
volved and each one of them has his role to play and contribution to make in the overall
security. Thus, the involvement of many different people derives a problem of respons-
ibilities. It is axiomatic [11] that those things for which no one is explicitly accountable
are often ignored. Therefore we need to have different roles and responsibilities assigned
to everyone involved. There will be people responsible and someone to take the blame
in case something goes wrong and an incident happens. A thing we learned is that the
higher management prefers to have a persons "beheaded" rather than statistics or unclear
situations. In addition, an important thing of having responsibilities and roles assigned is
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a key factor in successful governance. There are a variety of approaches that these roles
are described and categorised in different related works [6], [7], [9] one conclusion that
we can derive from all those different frameworks is that management has to identify
clear roles and assign responsibilities for the protection of assets and for all security pro-
cesses and controls.

The purpose of this chapter is to give to the reader a small overview on what is already
researched by the literature and what our contribution will be. There are a lot of ways to
approach roles and responsibilities some of the roles are really well defined and analysed
already such as the CIO, CEO and the Audit Investigators but as you will find out in the
next chapters that there are many roles for us to explore, specify and analyse. At the cur-
rent point, it is sufficient to say that we have a clear picture of different roles functioning
inside of a company, out of which some are defined by the literature and others coming
from the commercial sector.

The second and major part of our research is how all these different stakeholders (people
involved) interact regarding information security. This is a field not explored in detail,
however there is a certain point of literature but specified on customised study cases.
This domain is something that we are looking forward to explore ourselves based on
our gained knowledge from our studies and different work environments over the years
combining those two parameters and adding the interviews of the experts in the field, we
believe we will have the appropriate materials to derive good and solid findings. For the
last part regarding the use cases and scenarios the situation is more likely the same as
with the roles, some use cases are undefined and others well defined, for instance a case
study of information audit which is a well defined process and there is plenty of literature
available on this aspect, one of the most interesting is the Auditor’s Guide to Information
Systems Auditing [12] but our purpose is not to investigate the internal audit process but
rather how a finding of this process is communicated within an organisation and how it
affects the different stakeholders and the security of the enterprise. Thus, also the pur-
pose of all the use cases and scenarios we are about to use in this thesis. This interaction
is something we will have to investigate and search since the literature only provides the
usual steps of this process but not the affects of each step of the communication plan
towards security.
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2 Roles

2.1 Introduction

The previous chapters have given an overview of what is to come in this thesis. As we
clearly stated a huge part of this thesis is about roles and their responsibilities. But before
we can proceed any further we have to understand and identify those roles and their ori-
gin. Unfortunately in the available literature and most noted such as ISO/IEC [6], COBIT
[71, ITIL [8], NIST [9] and CISSP [13] clear definitions of roles and responsibilities are
not available but rather a generalized approach is taken in some of them. Thus, lead the
author to apply the inverse innovation model ! where the lack of academic literature in
the area of applied corporate information security is covered by the business industry
which is far more developed then the academia. The author turning to the industrial
market realised that there is plenty of information available but this information doesn’t
come cheap and there are many "obstacles" for the author to face in order to obtain it,
but we will come back to this at a later stage. Now it is time to go back to the start and
our primary concern which is the roles and the responsibilities that come with them. In
the industrial market big companies (defined for us as companies that employee 1500+
employees) but also small and medium companies usually use a hierarchical model of
governance where clear roles are defined and a chain of command is developed and
structured. Such kind of governance is conducted with the help of organizational charts.
Where the chain of command, the infrastructure and as well as the operations and pro-
cess of a company are shown. Thus, something that the author knows from his working
experience and in order to give the reader a clear view of how this scene is set up and of
course clearly show where the different roles that we will analyse, in later section, come
from making the task of obtaining such organizational charts a priority and a necessity
for this thesis. Realizing that at this point the author began his quest to obtain such doc-
uments. We refer to this as a quest since at first look it appears to be "a piece of cake" to
obtain such a simple document but when it comes to industry, things are unpredictable
and this task became a mission impossible but yet accomplished by the author. In this
process we interacted with various industrial giants and the answer we had to face was
always the same "We apologise but such information is classified and available for in-
ternal use only". Many of you would raise a question: "why is that information regarded
as classified?" which is totally justified thing to ask. Therefore, we recall an off the re-
cord conversation of the author with a C.0.0. 2(Chief Operating Officer) of a well known
security company where he said: " In the era of vast technological development, the era
of industrial espionage and competitors where companies would do anything to increase
revenue, a disclosure of key personal in key positions would pose an immediate threat for
any company. Since if one is to cause damage to a company he would try to compromise
the people in high positions. Therefore, such information is classified and sensitive." We
were surprised to hear such a statement, but yet come to realise that he is absolutely

IThe term is proposed by Prof.Dr. Bernhard M. Himmerli to describe the phenomenon
2The credentials of this person will remain unknown since the conversation was off the record
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correct and furthermore history proved this to us in various occasions during the years.
In all the great wars the strategy was the same to eliminate the opponents commanders
since an army without a commander is not an army that can stand in battle. We recall a
documentary film "The battle for Stalingrad" where in the famous battle of Stalingrad the
elite brigade of Russian snipers was instructed to eliminate only commanding officers of
the German Army. History always teaches us good lessons and even though we aren’t in a
war condition/situation with the literature meaning of the word there is an ongoing tech-
nological war of industrial espionage between many companies. And unfortunately for
us, we are in the middle of it trying to collect useful information for our research which
in most occasions is classified and sensitive. In such a situation a lot of people would
recall the golden rule of the three F’s > where F’s stand for family, friends and so called
"fools" who would reveal classified information and become ones sources. Although at
some point this approach might have a dose of reality the situation is a bit better in the
industry but yet more pragmatic. The industry is willing to cooperate with "researchers"
but under their own conditions. Those conditions are specified and are as follow: The au-
thor is responsible to anonymize and sanitise the information he obtains in such way that
it will be impossible for one to trace back to its origin before he is allowed to put such
information in written form in the thesis. Thus, might not look very academic to many of
you but that is the way things are done when it comes to actual research in the industrial
market. The phenomenon of inverse innovation model is letting the author with limited
choices, to accept the conditions posed to him by the industrial market experts. At this
point you probably understand why we called it a quest in the first place and why most
of the obtained information which is yet to come into the thesis will be a quest of itself.
A quest which was successfully accomplished by obtaining the organizational charts of a
globally known oil and gas company to serve our purpose and help us proceed with our
research.

2.2 Organizational Charts

Finally we have them! But what makes them that important and us so happy to have them
in our hands? Although a small answer to this question is given in the above section we
haven’t yet revealed the true power of such documents. In today’s modern world if we
attend a company’s presentation the first thing they will show us is an organigram which
is the general model of a company most people would recognise it as a picture with
hierarchical lines which show the structure of the company and the departments that it
has. The structure is one of the most important things when it comes to a company. [14]
It defines the effectiveness and the efficiency of the company. The structure is defined
as a set of rules on how a company operates. [15] It defines the responsibilities and the
powers within the company.

3A "joke" but yet reality told to the author by Prof.Dr. Bernhard M. Himmerli
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In terms of questions [14] a structure defines:

1. "who did that?"

2. "who gets the blame?"

3. '"who is accountable for that"

Furthermore a structure is a set of relations between the roles of a company [14].
There is ongoing research in this area such as [14], [15], which shows the benefits of
organizational structures but we won’t go deeper into it but rather pinpoint you to those
papers if you find this topic interesting. We believe that you have already shaped a clear
view and understanding of what an organizational structure is and does and it is time
that we present you our organizational charts which show the organizational structure
of the oil and gas company that we from now on will refer as company A.

2.2.1 Overall Organizational Chart

Analysing an organizational chart is not an easy process but rather a whole science itself.
We will give an brief analysis of the organizational charts we obtain from the industrial
company but before we proceed on that we would like to dive a bit deeper in the security
perspective of the charts. Having an organisational chart in hand you can easily paralyse
a companies business since you can attack/recruit the key personal of a company. A
simple example of such a situation can be a bidding auction where an attacker can recruit
a person with the relative information about the companies bid and by knowing that they
can outbid that company which in terms of money could be for instance a contract of a
potential worth of a 100 million $. Thus, the attacked company loses the opportunity to
win that amount of money which is most likely to be a huge loss for them. Hence you
understand how important such a document can be. But who and how such a chart is
developed? In the industrial market the common policy in developing such documents
is conducted by the stakeholders or the executive board members. Where actually they
agree on the distribution of responsibilities. There are various of forms of how such a
structure is formed and there are many factors that play a role in this process, but it
is not a topic for analysis in this current thesis. What is of our interest is to see how
such a chart would be developed from a security perspective and how a security chart is
developed. Thus, how the security responsibilities are distributed within a company. In
a discussion with Prof. Siv Hilde Houmb we generated an opinion presented in figure 3
where you can see the roles which have to interact and communicate in order to achieve
an excellent security governance. This figure illustrates the ideal occasion, assuming that
the company would allocate a lot of resources towards security in order to have the best
possible security infrastructure and where security poses as a priority and a must for the
company.

Thus of course is the ideal solution but according to various security experts in the
real industry things are somewhat different but close to this basis. We will describe in a
more detailed way these interactions and roles later on in the security chart analysis and
roles descriptions.

11
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Figure 3: Ideal Security Infrastructure developers

In figure 4 you can see the overall infrastructure of company A. Looking at this chart
we can see the various departments and role distributions. Nowadays, people believe that
security is just an IT function but as you can see in the organizational chart, security has
its own department since the role of the CISO (Chief information Security Officer) or how
it is stated in the current diagram as Security Manager shows that it is an independent
process of the company and not under the information management which is the IT
department of the company. We can see that the security department is connected to the
commercial department that is because the physical security is being outsourced to other
companies but more about that in the detailed security section. We can see the direct
connection of the Security department with the Managing Director or also known as the
CEO of the company which is then connected with the rest of the departments of the
company. We can also see that various roles such as the Legal department, the operations
department and so on, most of these important roles will be identified and analysed in
detail in the next sections of this thesis. The organizational chart will be used as a map
to navigate between the roles and it will serve as a visualisation of the roles and their
interaction.

12
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2.2.2 IT Organizational Chart

In figure 5 you can see the IT chart. By reviewing this chart we can understand that the
CIO (Chief Information Officer) also known as Information Manager also identified like
that in this chart is more of a Technical person since the ICT (Information and Com-
munication Technology) officer is below him which in different companies can be found
at the same level as the information officer. The information manager is responsible for
the information that flows inside and outside of the company. The information manager
looks at information as an asset. He has to define what is classified, what is internal, what
is external and how all this information is treated. He has to concentrate on the inform-
ation inside the documents. He is responsible for the different information systems that
the company uses. Another interesting thing that we can identify by viewing this IT chart
is that a lot of processes of the IT department are outsourced to third party companies,
you can see those functions that are outsourced are marked as red boxes. In addition we
can see that they have an expert in security and risk management in the IT department
that is the person who will perform the risk assessments of the information tools. If we go
back to figure 4 we can see that the Information Management is also responsible for ERP
Management, the ICT and the Manufacturing Execution System. In other words the IT
department is responsible for every section that uses IT technology. Thus, something that
is affiliated directly with the security and the security department. Therefore it is time to
see what is going on in the security office and how these two departments interact.

[ = ]

MES Experts

rtal & Report Wi
Expert

Figure 5: IT Department Infrastructure
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2.2.3 Security Organizational Chart

In figure 6 you can see the Security Department infrastructure. As we already mentioned
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Figure 6: Security Department Infrastructure

security is regarded as an IT function but that is fiction that belongs to history. In modern
industry security is understood as a process, a journey and not a destination[16]. In
security there is not and there will never be a point that we can say "we have arrived
and there is nothing else to do " [16] perfect security is just a vision of the academia
and a pure theory which in practice never can be achieved that is what industry proves
us. Security is a continuous improvement process. Security is not just the electronic part
and the IT systems it is the way we treat everything starting with documents ending with
APIS. Information is just the asset that we want to protect and security is just a sub part
of this process. The security manager also known as CISO is responsible for a security
attack or a security event that takes place or if somebody does something that should
be covered by the security policy. His tools are the security policies but not just the ICT
policies but everything related to the information using technical or procedural means.
The security officer doesn’t care about the information itself but the way to protect it
using access controls mechanisms and various other techniques available to him. His role
is to implement the local security policies. If we take a closer look at the chart we can
see that the above described procedures are identified in the chart. In addition we can
see that the CISO is responsible for the awareness campaigns and the training of the staff
about security procedures. It is also easy to understand that he (in the terms of he actually
reflects the whole department) is responsible for the physical security of the company as
well as the background checks and the security clearance of the potential employees
identified by the Human Resources department. Also we can see that he is responsible
for the technical security and also the overall implementation of security measures. There
are many different structures and responsibilities of departments varying from company
to company the structure of each department could be different. The described above
responsibilities are specific for this department’s structure but nevertheless is somewhat
similar in other big companies. We have briefly described these organizational charts but
what we find of most interest is to describe the interaction of security and IT within a
company and how do other departments interact with them.

15
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2.2.4 Interactions

In the previous sections we describe the charts but now it is time to take a glance on
how all this is combined. In company A and also in many various other companies in
the industrial market you will usually find four people cooperating when it comes to
security. These are the CEO, CISO, CIO and the CHRO where of course the final call goes
to the CEO. These roles with addition of the CLO need to collaborate in order to cover
all the information security aspects. The CISO and the CIO are the people responsible for
the control of information and how to protect it. Thus, exposing their job stability and
defines their job as a risky one. Thus, because these two people interact with the CEO
of the company and are dependant on each other for an effective security governance.
Usually the CIO and CISO are the people to take the blame if a security incident occurs
but it is the CEO who has to go out there and face the media and take the blame on
behalf of the company. A well known example is the Saudi Arabian oil company where a
security incident took down the system for 11 days. As a result both the CIO and CISO
where fired since somebody has to take the blame and of course the CEO is also out of
favour because of the loss of the money, but the stakeholders usually wont fire all three
since then they will remain without anyone in the chain of command therefore the CEO
will fire the other two to save his position. There is a famous joke that is known to the
security community where both the CISO and the CEO are going to the bathroom but
they never meet. There is a big sense of truth in this joke since the CEO is occupied
with so many responsibilities and burdens to carry, but more to that in the CEO analysis
later on, that he cant interact with every single problem that the CISO will come up with
every-time he meets him. Since the CISO will always have a different problem to address
too. Nevertheless, in the real industry people in those three departments build a mutual
trust relationship and the CEO places his trust to the CISO and CIO to run the business
smoothly, usually in the cases of emergencies where decisions must be taken fast and
effectively. The CIO and CISO are people with authority and the relationship between
them is something that affects every system in the company. They have to communicate,
respect and trust each other. On the other hand problems, will occur and it is most likely
that the one causing them will have to face the consequences. It is very hard to speak of
different affiliations and the distribution of responsibilities between these two roles since
as in our research we ought to leave the personalities outside and describe the role. But
when it comes to industry and industrial processes, it is the personality that creates the
role. If you have a bright CISO and an average CIO it is logical that the CISO will take
more and more responsibilities and his opinion will wage more than the others of course
this applies vice versa too. In the ideal situation that both CISO and CIO are extremely
good then the CEO will have to interact between them and play the role of a mediator in
their arguments. In company A we see a Human Resources interaction with the security
department where the security department has to run the background checks and obtain
the security clearance for the potential employees. This is something that is different from
company to company, in some you can find the HR runs these by its own. In the whole
process we should never forget the legal aspects that have a major affect on every project
or system the company runs since legal compliance is a must for every company. Closing
this chapter we want to emphasize that there are three key people that actually run the
security office but after all security is not just a three person job but everyone affects
security and is responsible for it. All are responsible for the security inside a company!

16
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How and on what extent is something that we will discuss when analysing the various
roles individually. Furthermore, we would like to forecast that security governance and
overall demands in security of a company will grow, over the coming years. Thus, in
addition to the fact that security is such a specialized process it will require that someone
supports you in it. That means, we expect a lot of outsourcing of security, leading the
security to become an industrialized process.

2.3 Roles Analysis

Before we continue any further in our analysis and development of the individual roles
we have to describe a little bit about the role analysis. When we look to a job we usually
see it within the company. We think of different tasks, duties and activities of the job.
Thus, because our primary understanding of a job is a company concept standing no
meaning outside the company environment [17]. Looking at the job outside a company
we understand that the job role is the way that someone contributes to the company.
That makes the tasks and activities the means that the job holder uses in order to get the
job done [17]. To understand what we are going to do in the coming chapters we would
like to introduce you to the concept of job analysis. According to [17] "Job Analysis is the
process of understanding a job and presenting this information in a format which will enable
others to understand the job." Furthermore, they [17] introduce four main principles that
a job Analyst must adhere and which we endorse and follow in our research. Those are:

n

1. Analysis not lists. The Job Analyst separates jobs into their important constituent parts,
examines them, and reassembles them in a way which facilitates understanding. Without
analysis, the job description or role profile is likely to become a wearying check-list of
small and unrelated tasks.

2. Jobs not people. Analysis is not concerned with performance, style, character, career
history or anything else about the job holder. It is concerned with the job, and the present
job holder is only involved because he/she usually knows most about it.

3. Facts not judgements. It is not the role of the Analyst to make judgements about jobs;
rather the task is to communicate factual information as clearly as possible. The distinc-
tion is analogous to that between the news itself and the editorial comment in a paper.
It is for the eventual users of the job description or role profile to form whatever kind of
judgements are necessary for their purpose, on the evidence the Analyst has presented.

4. The job as it is now. The Analyst’s role is to capture jobs as they are at a particular
point in time. The job description or role profile should not be clouded by references to
historic roles or future aspirations, although information on such aspects may well be
gathered during the course of discussions about a job, or group of jobs."

Taking those principles into account we are going to proceed with our analysis of the
roles to the best of our knowledge and understanding. Furthermore, we believe that in
order to get a better understanding of corporate discussions it is important to analyse
a job from a management point of view. However, due to the fact that analysing a job
from a management point of view is a very broad topic we will leave that delicate task to
more appropriate experts by taking a holistic view of a job and focusing on our expertise,
which lie on the security related tasks.
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2.4 CEO
2.4.1 Role Global definition

There are various definitions of the Chief Executive Officer and they are depending on
the nature of the company. This is affiliated with the existence of a board of directors or
their absence. When there is a board of directors, the CEO is the person who will carry
out the goals set by the board. On the other hand when there is no board in place the
CEO is the person will set those goals and sees them through. Below you can find three
well known definitions of the CEO role.

Investopedia # defines the CEO as "The highest ranking executive in a company whose

main responsibilities include developing and implementing high-level strategies, making ma-
jor corporate decisions, managing the overall operations and resources of a company, and
acting as the main point of communication between the board of directors and the corporate
operations. The CEO will often have a position on the board, and in some cases is even the
chair. "
The Business Dictionary® defines the CEO as " Top executive responsible for a firm’s overall
operations and performance. He or she is the leader of the firm, serves as the main link
between the board of directors (the board) and the firm’s various parts or levels, and is held
solely responsible for the firm’s success or failure. One of the major duties of a CEO is to
maintain and implement corporate policy, as established by the board. Also called President
or managing director, he or she may also be the chairman (or chairperson) of the board."

Business Glossary © defines the CEO as "officer who has ultimate management re-
sponsibility for an organization. The CEO reports directly to a board of directors , which
is accountable to the company’s owners. The CEO appoints other managers, including a
president, to assist in carrying out the responsibilities of the organization."

2.4.2 Role analysis from a management perspective.

It is common knowledge that people are the one species upon this earth that consider
themselves to be on the top of the food chain. That is a statement that can be used
from the CEO as his role places him at the top of the hierarchical chain but instead of
the earth we have a company. He is the person who is "superior" to the others always
metaphorically speaking. What are the first thoughts that come to a person mind hearing
the term CEO? The human brain is a very complex organ. Usually a persons thoughts
are divided into two parts the fast thinking and the slow thinking. The brain works
differently when it comes to solve or associate somewhere where the solution is simple
and easy for example, if five is bigger then three but it will react differently when it comes
to a complex multiplication problem or complex problem. You can learn more about this
in the video that ASAP science created "This is how your brain works".” But what was our
purpose why did we introduced this concept? Thus, because Hollywood, has presented
us for many years the CEO as an old person playing golf, going for fishing, living in a
penthouse in a nice area and is far from the office and has others to do the job for him
and is only there when crucial decision have to be taken. Well, we might be accused of
watching too many films but that is the first thought that crosses a persons mind when

“http://www.investopedia.com/terms/c/ceo.asp#axzz2LMa30KFa (10.02.2013)

Shttp://www.businessdictionary.com/definition/chief-executive-officer-CEO.html (10.02.2013)

Shttp://www.allbusiness.com/glossaries/chief-executive-officer-ceo/4957142-1.html#axzz2L.N88X5mn
(10.02.2013)

7http://www.youtube.com/watch?feature=player_embedded&v=JiTz2i4VHFw
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he hears the term CEO and that’s because it is the fast thinking process that takes place
in our brain. Of course this description is far away from reality, but as always behind any
story there is a part of it that is true. Therefore, lets take a look on what is going on in
the real world. But, before we go any further we would like to clarify a certain authors
view on the current thesis and his belief of science. We do acknowledge that this is an
academic research and work and we do take this approach seriously and respectfully but
we recall a quote of one of the greatest minds that ever walked this earth Albert Einstein
where he stated " You don’t really understand something unless you can explain it to
your grandparents". Thus, said and in addition to our belief that academia is not only
for academia, our goal is to conduct a thesis which is easy to read with a lot of "science"
yet meaningful in an extent to various other readers. We have already introduced three
different definitions of the CEO. They pretty much describe the same concept to make
a long story short, CEO is the boss of a company responsible for its "well being" and
"proper function". What do we mean by these terms and how they are interpreted in the
real industry? Before we go there and answer this question we would like to go a bit
back to the Hollywood description of the CEO, where it is always an "old person". We
asked ourselves why is that? Does it come from reality? In our modern world where "It
Takes a B.A. to Find a Job as a File Clerk" ® a persons education takes at least up to his
26th birthday, and even more time for men if we attach his military service. A person’s
career starts towards the end of his third decade of his life. A relevant study [18] shows
that it takes at least twelve years for a person to mature in his career in order to become
suitable for the position of CEO and that in addition to the fact that in most cases a CEO
will come from within the company [18] and grow until that position means that this
process can be even more timely. Thus, leads us to the conclusion that usually a CEO will
be at his 40’s or 50’s when he will step forward to the position. You can find many more
interesting schematics about this in the [18] relevant research. We will not go down that
road analysing how to become a CEO there are many good books in the market about
that.” But rather we will try to explain what it means to be a CEO what is this role and
provide an answer to the question we posted earlier in this section. A CEO is a manager,
in fact he is the head of the managers, he is a person who has to build and supervise a very
effective management team to support him in the governance of the organization. This is
his hardest challenge to face! Since in most occasions he cannot build an entire team on
his own due to budget limitations (cant hire more people or better professionals) or due
to the fact that when he was appointed some of the key positions where already filled.
That means that he has to find a way to inspire and motivate the staff he has in hand
and try to get the most of them if his goal is to be successful. We name this as his hardest
challenge and the reason lies in the fact that if a CEO can manage and coordinate his
team in working effectively and achieving the goals he could focus only on the critical
needs of the certain company and of course allocate all his resources on his strongest
asset which is the thing(s) he knows best and do(es) best which will be very beneficial
for the company. Our research draws us to the conclusion, always from a management
perspective, that a CEQO’s top priority and job is to lead and direct the company in order to
achieve the company’s mission, settled goals,objectives and strategy as well as assuring

8http://www.nytimes.com/2013/02/20/business/college-degree-required-by-increasing-number-of-
companies.html? r=0
9We wont be recommending any cause promoting any book would be a contradiction with our ethics
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that the company will comply with its philosophy. Which in the first place is defined
by the board of directors or by the stakeholders of the company. Understanding this we
describe the CEO in few words: "Decision maker, Manager, Leader, Visionary and Board
Developer" but where do these descriptions rise of is something we will describe in the
following chapter of the CEO responsibilities.

2.4.3 Role analysis from a security perspective.

There is a famous joke about the CEO and the CISO. "They are going towards the same
bathroom and they never meet". There is truth in this joke since a lot of times the CEO
doesn’t have the time or isn’t willing to listen to security issues since every time he sees
the CISO he comes in with a new problem. But that doesn’t mean that a CEO should
neglect security. Either he likes it or not his destiny is tied up with security in the modern
world. There is a dependency between the CEO and security . The first thing is that the
first task of a CISO is to make sure that the CEO doesn’t go to jail. Therefore a CEO should
pay a lot of attention to security because he might face legal charges if something is not
legitimate or goes down on a wrong path. But that of course is not the only reason why
they are connected. Nor is the fact that in any security incident the CEO is the person
who has to go out there and face the media taking the blame on behalf of the company.
In addition to facing the furious board of directors or stakeholders asking why such thing
happened? What connects the CEO to security? We will do the hard work and connect
the dots. Starting with the statement: Neglecting Security will cost you! If a security
incident occurs it will cost you a lot of money regardless of what it will be, a data breach
or compliance issues they both result in paying a lot of money on compensation to the
customers, third parties, paying fines to the government for compliance issues, spending
money on forensics investigations, losing profit because of the business is put on hold.
Additionally losing reputation and business opportunities and eventually investing the
money you should have in the first place in order to develop your security and in the
meanwhile dealing with the extra money loss and headaches of the different problems
you have to face and covering the losses are things that could be avoided if you had taken
security seriously in first place. Here of course we ought to say that there is no bullet
proof system but investing in security increases your chances and minimizes exposure
and mitigates the risk that is in stake. As an example we would like to refer to the well
known incident of the Saudi Arabian Oil company which is the worlds leader in Qil
which suffered a security incident and was out of business for eleven days and led to
loss of millions of dollars. Data security is no longer a concern only for the CEO of Banks
or CEO of governments (presidents after all are the world biggest CEO’s) it is a concern
for every company and its CEO. Think about the various data a company handles on
a daily basis,data such as contracts, customer lists, auctions, suppliers, etc. information
is an asset and the way that modern companies operate. Information is the strongest
asset in a company’s goal to achieve its objectives which when it comes to industry is
revenue. If a CEO neglects informations security he is throwing a dice and gambling with
his companies well being and revenue[19]. Without proper attention to security and the
CISO suggestions a CEO will end up in the unpleasant for him position to wish that he
had listened to all those technical or risk factors and issues the CISO was describing. But
now it is unfortunately too late, he is [19] learning the hard way and seeing at best a
breach in his financials and in the worst case seeing his name and his company’s name
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in the headlines of newspapers and media with bad consequences both for him as a CEO
and the company itself. The CEO has to understand that security is no longer a technical
game it is business related and a topic that should be addressed at the board of directors
and the person who should address it shouldn’t be the CISO but the CEO because he is the
one who leads and the others follow. Security is a boardroom issue [19]! Furthermore, a
CEO should acknowledge the fact that attackers are real and very sophisticated regardless
of their motivation (Hackers, Hactivists, Insiders etc) and their reasons they will come
for you and when they do they will do it hard. Best to be prepared. Understanding that
technology evolves rapidly and gives tremendous opportunities and help for any business
is a great asset for a CEO to have, but as always great things come with greater risks.
That risk is security! The more technology advances the more the demand for security
increases. This is an analogy, thus what history teaches us. The sooner a CEQ realises that
security is a continuous process the better it is for him and the well being of his company.
A serious misconception that a CEO faces is that security equals with Compliance[19].
Regulations are made to be followed and kept but compliance is just a part of the overall
Security process. We would like to close this section with a concluding sentence: A CEO
that handles security properly will ensure the well being of his company (always from
a security perspective) and his company will be distinguished from the crowd. A good
security reputation brings business opportunities.

2.4.4 Role Responsibilities

In the previous sections we speak about the role of the CEO and that he is responsible
on the well being and proper function of a company. We have described what these
things mean but now it is time to go deeper and see how a CEO can accomplish them.
What are his responsibilities. We described a CEO as a leader. Thus, because he is the
head, he is the boss, he is the person to set an example for others to follow, he is the
one that others will seek advice and guidance from. He is responsible in providing this
guidance and advice. A CEO is responsible to advise the board, propose changes and
motivate the staff into achieving the goals of a company. We named him as manager
this is because he has to supervise the operations of a company. A CEO is responsible to
manage the financial resources and invest them properly in order to achieve the desired
outcome. He is accountable into dealing with the Human Resources drawing the policies
and allocating the appropriate resources to the departments in need. Furthermore he has
to conduct or approve plans which have to be implemented by his supervision. He is a
Decision maker! It is his responsibility to pull the strings, make the final call, sort out the
problems, balance the arguments, accept, reject or improve suggestions. In the end he
is the one responsible and the one to take the blame if things go wrong. A CEQ’s nature
requires him to be a visionary. Otherwise he cant compete in that position. He has to
visualise the future of the company, forecast the opportunities that will come and seal
them. As a CEO he is responsible for the connection of the board of directors and the
staff he must ensure that they both are getting up to date information and assure that
they will maintain a good relationship. A CEO has to be good with media handling. He is
the public figure of a company and he connects the company to the community. Whether
he will be a fund raiser or a donator on behalf of the company he is the one person who
will be mentioned and addressed to. He is the public face of the company. Finally he is a
board developer he is responsible to recommend people for the board of directors. He has
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to provide support, recommendations and guidance to the board of directors and support
it in the governance of the company. In his long list of accountabilities he has to add the
annual self evaluation performance of both himself, the board’s and also the company’s.
In addition to all these management oriented tasks, he has to de facto deal with security.
He has to bring the security topic to the board and the whole company. He has to allocate
the appropriate resources towards security. He is obligated to listen to the CISO demands
and recommendations and proceed with them reasonably. As a CEO he has to adopt to
the new modern world of security demands and change the way of thinking. Security
is no longer just a part of the IT it is part of the whole company. He is responsible to
oversees this vision to become a clear picture to everyone in the company. Thus, everyone
is responsible for security. It is his primary responsibility to assure that proper plans on
how to deal with incidents such as contingency plans, disaster recovery plans, business
continuity plans are conducted and he is well informed on the procedures. Furthermore
he has to keep up with the evolution of technology and support the evolution of security.
After all security is a continuous process and he should make sure everyone realises this.
Finally he has to be sure that the defensive mechanisms exist and are ready to defend in
depth and with all means available, the companies well being.

2.5 CIO
2.5.1 Role Global definition

Chief Information Officer is defined as "a senior executive responsible for establishing
corporate information policy, standards and management control over all information re-
sources."[20]

A modern definition of CIO given by Investopedia'® is "A company executive who is re-
sponsible for the management, implementation and usability of information and computer
technologies. The CIO will analyse how these technologies can benefit the company or im-
prove an existing business process and will then integrate a system to realize that benefit or
improvement. "

2.5.2 Role analysis from a management perspective.

Chief information officer (CIO) also known as Chief Technology officer (CTO) is a very
complex but yet very well researched role. The role of CIO carries a long history, of more
than half a century and is a constantly evolving role. Originally we find the CIO role
back in 1950s known as data processing manager [21] which evolved to today’s globally
known CIO. As people we are admires of history and we believe history leads the way to
future and is a powerful asset when it comes to learning. But, it is not our purpose to re-
view the evolution of the CIO role, thus something many other fellow researchers did in
relative studies [21], [22], [23], [24] , but to analyse how this role presents itself in mod-
ern industrial society. The chief information officer as the name reveals itself deals with
information, using information in this concept we don’t only include information systems
but any kind of information needed for a company to operate on a daily basis. Starting
with simple contracts ending to sensitive and critical information systems. In the modern
world, information has become the strongest asset of a company. In fact it is a part of
the revenue process by either generating revenue or by financial savvy with cut of costs
inside a company. Thus, described we have primarily emphasize on the importance of

Ohttp://www.investopedia.com/terms/ c¢/cio.asp#ixzz2LvovSTxp (20.02.2013)
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dealing with information which is a very complex process. A CIO is a manager, regarded
to be a technical manager,[22], [23] supervising IT departments, running company’s
servers dealing with hardware equipment and performing IT administrative duties, but
nowadays he is a business manager [23], [21] integral to every department in a com-
pany and capable of speaking and understanding technical terms. Looking at the above
description we can somewhat start to see the natural complexity of this role, but what is
the "true" hidden challenge of this role? The fact is, this is a combo of two different roles
opposing as one creating a very complex and demanding position. Where on one side
of the coin, we have the technical part which covers the operational requirements of a
company, ensuring proper function of data centres, systems, applications and overall IT
functions/assets. On the other, we have the business manager who has to discover stra-
tegic opportunities [23], bring changes to the information flow infrastructure in order
to benefit the companies operations and generate business opportunities or create cost
effective solutions for the company. Either way, he produces revenue for the company
and places himself as equal member of the C-level executives. The CIO are no longer a
part of the support group rather they are key personnel for business innovation and part-
ners in driving the business forward [23]. Thus, something also confirmed by another
relative study [21] where there findings claim that "The CIO has settled into one of two
distinctive roles: (1) an executive that focuses on invigorating the firm’s IT infrastructure
to achieve an ROI'! on the company’s IT investments, and (2) another that is tasked with
increasing revenue generation and the visioning and implementation of new IS throughout
the corporation for business innovation.". Furthermore the same research [21] concludes
that the roles and responsibilities of CIOs fall into four natural categories: (figure 7)

1. Triage nurse/firefighter: These are IS managers or executives whose main goal is to fix
urgent IS-related problems (e.g., technical bugs, failed systems and disrupted processing).

2. Landscape cultivator: These CIOs have the primary responsibility for technical improve-
ment and rationalization of the firm’s data by maintaining and integrating existing
applications and processes.

3. Opportunity seeker: The CIOs in this category are opportunity seekers whose main goal
was to improve business processes within and outside the firm.

4. Innovator/creator: These CIOs primarily focused on innovation and new opportunit-
ies, implementing new IS across the corporation.

Summarizing our management review of the CIO role and our deductive review of
related literature with the most noticeable to be [25], [21], [22], [23], [24] which leads
us to accept and inherit the forecast and description of the CIO role by Modis [23] "
The role of the CIO will become increasingly important in distilling changes in the tech-
nology/marketplace, translating those changes into opportunities and then taking a lead
role in transforming those opportunities into actions." which is a reality nowadays in the
modern industry.

HReturn on investment (ROI) is a performance measure used to evaluate the efficiency of an investment or
to compare the efficiency of a number of different investments
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IS Infrastructure:
- Systemic approach.

- Orchestrated technology, processes, & people.

‘Landscape Cultivator”
CIO Responsibilities : >

Focus: Technical improvement &
rationalization by maintaining existing IS
environment (applications &processes),

Environment: Little to no significant change,
- IS & business partnership.
- Generally a commeon set of IS & processes.

CIO & firm examples:
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- State de partment of public works
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« Systems management
Project manager

IT architecture manager
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.

CIO Attnbutes:
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- Stabilization. A
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Attributes:
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- Minimal coordination between IS &
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- Aerospace research firm
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-Intl. rocket engine defense

.
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+ Able to lead change

Technological | leader
Contracts manager
Technical liaison
Budgeting
Prioritization

Capable of problem solving

Technical experience <

“Innovator & Creator”

Focus: New revenue generation through
implementation of innovative IS
throughout the corporation.

Environment: Innovative.
- Corporate executive buy in.
- Well controlled.
- Supply chain coordinated via IS.
- Willingness to experiment in IS

ClO & firm examples:

- Business intelligence firm
- National semiconducter manufacturing
- Aerospace firm

Responsibilities / Attributes:

« Relationship building
« Strategic & culture influencer

Strategy developer
Transform business
Strategic vision
Motivator
Negotiator

CIO Attributes:

« Ability to make empowered dec.
= Ethical

v IS Strategy:

- Forward thinking.
- Risk takers

“Opportunity Seeker”

Focus: Process improvement by looking for
pockets of opportunity to implement IS
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Environment: IS set up by functional needs.
- Processes match functional needs.

CIO & firm examples:

- Japanese multi-national aute mfg.

- National comic book & toy production
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* Problem solver
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Figure 7: Four CIO role types. M. Chun, J. Mooney / Information & Management 46 (2009) 323-334
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2.5.3 Role analysis from a security perspective.

We live in a digitised era where information is the alpha and the omega of a company.
We read-hear in the headlines daily about security breaches which cost millions of dol-
lars for companies. Something even stated by the President of United States of America
Barack Obama in his 2009 cybersecurity speech, where he repeated McAfee’s 2 $1 tril-
lion annual cybercrime cost claim, exact quote: " It’s been estimated that last year alone
cyber criminals stole intellectual property from businesses worldwide worth up to $1 tril-
lion." Whether this figure is accurate or not it serves our purpose to emphasize in the
value of information. Thus, makes information a curse and a blessing, its a target and a
prize for those who posses it. Who can deal better with information than the CIO of a
company. We find that it is essential for the CIO to collaborate with the CISO and assure
that information is safe. This is something that has to be done from day one since recov-
ering from an incident will cost far more for a company. In addition, on a personal level
as the recent case of the Saudi Arabian oil giant, an information security incident costs
both their jobs. The CIO is the person who has to determine what is regarded as informa-
tion for the company and of course its value. We speak of the value of the information but
how do you determine the value of information? Thus, a huge challenge for the CIO, the
value is measured by an audit process that the CIO has to lead. Furthermore it is affected
and exposed by other factors, such as threats exposure, risk exposure and various cost
benefits approaches. Those extra factors are key points that cannot be handled by the
CIO himself and requires the presence and consultation-collaboration with the CISO of
a company. Those two roles by nature are dependant on each other and that makes the
CIO role the closest asset of the CISO and security. A CIO priority is to assure that inform-
ation is audited and valued as any other business asset of the company. Furthermore, the
results of those processes should be transferred and explained by him to the board of
directors. Thus, because by convincing the leadership of informations value it is assured
that the rest of the company will follow and endorse that belief. This will lead to the
appreciation of the value of information and change the companies culture towards it.
That is the primary goal of every CIO, an awareness of information’s value and the need
for its protection. Here, we would like to clarify a common misconception, information
assurance is affiliated with the proper function of the CIA rule ,confidentiality, integrity
and availability, but it is way more when it comes to the protection of information, some-
thing we will look into in future sections. We already speak of the connection of the CIO
and CISO when it comes to information and its security, they have to collaborate and
recruit the correct people to handle and deal with information and its security. There is
an illusion that all IT people are suitable for all IT functions but that is just a fiction,
having the wrong person for the job might end up even worse then having no person at
all. Finally, from our point of view, when it comes to information the strongest asset is
trust. Therefore a CIO should inspire a trust culture in the company and provide the tools
and motivation for the staff to handle information and its security properly and seriously
and this accomplishment is the borderline between a CIOs success or failure.

2.5.4 Role Responsibilities

We have analysed and presented the role of the CIO inside a company and now we will
look at his responsibilities. According to [21] we can see in figure 7 specific respons-

12McAfee research: "Unsecured Economies: Protecting Vital Information " 2009
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ibilities of a CIO based on the nature of the role a CIO tends to have in a company.
Furthermore, the same study [21] concludes on six key responsibilities of a CIO:

(1) identifying, promoting, and managing IT-enabled business agility;

(2) innovating and integrating IT in the enterprise;

(3) communicating the impact of business decisions on IT costs;

(4) prioritizing and negotiating IT-enabled business initiatives;

(5) moving beyond managing the IT utility (supply perspective) to managing IT demand
and value creation;

(6) demonstrating IT business value while maintaining IT goodwill among corporate exec-
utives.

Which the authors of the study claim to have verified with different relative studies. From
our side we agree with their findings and is something that we have validated reviewing
many different job descriptions and job advertisements from the industrial market where
we find those attributes present almost in every document we reviewed. Additionally to
these responsibilities we would like to add those with a security nature. A CIO has to
identify what is regarded as information for the company, determine and categorize its
value and emphasize on what is the critical data that he feels needs to be protected.
Additionally he has to develop an awareness of information’s value and the need for its
protection both to the staff and the board of directors. He has to build and promote trust
culture in handling information inside the company. Finally, a CIO with the collaboration
of the CISO are responsible for the development of an information security strategy and
policy framework that will safeguard the value of information inside a company.

2.6 CISO

2.6.1 Role Global definition

Chief Information Security Officer (CISO) is defined as: A job role that focuses on inform-
ation security strategy within an organization. This security strategy can vary depending
on the needs of an enterprise [26].

2.6.2 A Glance at History

We would like to start this chapter recalling a phrase of Robert M. Pirsig!3: " Technology
presumes there’s just one right way to do things and there never is." Thus, the ultimate
challenge for a CISO. Is there a correct way to do things in security? Will there ever be
a point where we can say we have done everything we are now safe? Those, rhetorical
questions have one single obvious answer: "security is a continuous process it will never
stop evolving." In a discussion with Prof. Siv Hilde Houmb we asked "when do things
change in the security of a company?" she stated: "Things change whenever a major in-
cident occurs." We look back into history and we see that a major incident changed the
course of Information Technology. We refer to the disastrous events of 11th September
2001 a date which change the global understanding of Information Security as we know
it. The CISO role was introduced soon after the incident, first on a national level where
the United States government created a dedicated officer solely responsible for inform-
ation sdecurity. A trend that was rapidly spread to companies globally. Hence it was a
way for many companies to demonstrate a serious commitment to information security,
disaster recover planning and business continuity[27]. At that point executives believed

13Robert M. Pirsig is an American Writer and Philosopher
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that hiring a CISO would be the solution to address the security "problems" [27] and
would be reviewed by clients, partners and regulators as a positive sign showing that the
company takes security seriously and increases a company’s credibility. In the early stages
the CISO role was a technical conception, it dealt with information security form a tech-
nical perspective implementing software and hardware solutions to protect information
and its assets. However, that was the beginning of the information security evolution, the
rapid advance of technology and the modern digitised era we live in where information
is no longer a static entity that stays where you stored it and is constantly flowing in
and out of a company through laptops, tablets, smart phones and various other means,
making information protection impossible by simple perimeter-based security[27]. Thus,
created huge demands for securing information. Nowadays, security is far more than the
technical conception we once knew, of course technology still remains a part of inform-
ation Security, but companies started to realise that security is not a thing, a product
(software or hardware) that can be developed, configured, bought, but it is a continuous
process at the very heart of business development and innovation [28]. This is also some-
thing stated by Bruce Schneier 4 in Preface to Secrets and Lies (2004) where he writes:
"In the real world, security involves processes. It involves preventative technologies, but also
detection and reaction processes, and an entire forensics system to hunt down and prosecute
the guilty. Security is not a product; it itself is a process. And if we’re ever going to make
our digital systems secure, we’re going to have to start building processes." This modern
understanding of security creates a very challenging role. Today’s CISO faces so many
different challenges on a daily basis that it will make little sense to describe them in this
thesis since a challenge we might write today will be different tomorrow. Therefore, we
will approach and study the nature of the role in an holistic overview.

2.6.3 CISO Role

who is Chief Information Security Officer ? Is he a fire-fighter; Is he the person to blame
when things go wrong and a security breach occurs? Is he a risk manager or a regulator
always posing obstacles and seeing things from a negative perspective? In an unofficial
discussion of the author with Professor Bernhard M. Hammerli and Professor Stewart
Kowalski the author posed the same question " who truly is a CISO ?" Professor Stewart
Kowalski replied: " He is the person who will assure that the CEO of a company doesn’t go
to jail." Furthermore, he shared with us a funny moment of his long career as a CISO, we
recall his words: "When the CEO of Ericsson asked me what I want written in my business
card under my name, I replied "Innocent Victim" the CEO said "victim" yes "Innocent" no ".
Although these are quotes from an informal conversation they are just a taste of what
lies ahead in the search of the true nature of the CISO role. Questions like the above, can
occur in every mind by simple reviewing a job description of a CISO. Thus, is something
normal due to the complexity of the role. We would even dare to say that a CISO is
the most challenging position that you could find in a company. A lot of people would
raise a question: "why is that ? " We will come back to this question in the end of this
section, although we believe that by the time we get there you will already have figured
out the answer yourselves. A CISO is a person who manages information security in
a company. We will try to decode this statement and analyse what it truly means to

14Bruce Schneier is an internationally renowned security technologist and author. Described by The Econom-
ist as a "security guru," he is best known as a refreshingly candid and lucid security critic and commentator.
When people want to know how security really works, they turn to Schneier.

27



Positioning the roles, interfaces and processes in the information security scene.

manage information Security. Thus what a CISO does. There are many different studies
of the CISO role conducted through the years, We chose to isolate and concentrate on
the following four studies [29] , [30], [31], [28], which we believe create a complete
description of the CISO role. We will start our review by extracting and presenting the
findings from the "Guide for the role and responsibilities of an information security office"
[31] where you can see in figures 8-13 they develop 12 key components which they
claim to be the components for a CISO to perform for an effective information security
program.

28



Positioning the roles, interfaces and processes in the information security scene.

Risk Management 1.1 Risk Management Program:

Objective: To identify, quantify, and Create a formal process to address risk through the
prioritize risks against criteria for risk coordination and control of activities regarding each
acceptance and objectives relevant to the | risk.

agency.

1.2 Risk Assessment:

« Develop and maintain a risk
management program. Conduct formal vulnerability assessments of the

agency environment on a regular basis.

« Conduct risk assessment/analysis . o
every two years. The resulting 1.3 Risk Mitigation:
strategies should have a direct
relationship with the disaster recovery
priorities.

Create a formal process to mitigate vulnerabilities.

* Mitigate security risks.

Security Policy Management 2.1 Executive Communication:

Objective: To provide management Provide management advice and recommendations for
direction and support for information the agency's information security program.

security in accordance with business )

requirements, relevant laws and 2.2 Policy Development:

regulations, and state policy.
d Rl Develop and maintain security policies, standards,

« Create, issue, and maintain security guidelines, processes, and procedures.
policies, standards, guidelines,

processes, and procedures. 2.3 Policy Compliance:

Oversee the monitoring and compliance with policies,
standards, guidelines, processes, and procedures.

2.4 Employee Acknowledgements:

Create a security policy acknowledgement process.

Organizing Information Security 3.1 Information Security Program:

Objective: Managing information security | Establish and implement a security program that aligns

within the organization. with the agency’s business, mission, goals, and
objectives. Establish a governance framework for
+ Management commitment. communicating and coordinating security activities.
+ Information Security Program.
« Governance structure. 3.2 Independent Reviews:

Figure 8: CISO Accountabilities by California Office of Information Security and Privacy pro-
tection
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Security agreements and
contract language.

Asset Management

Objective: To achieve and maintain
appropriate protection of agency assets.

* Asset inventory, ownership, and
acceptable use.

Data classification.

Human Resources Security

Objective: To ensure that employees,
contractors, and third party users
understand their responsibilities, that they
are suitable for the roles they are
considered for, and to reduce the risk of
theft, fraud, or misuse of facilities by
recognizing information security problems
and incidents.

* Screening.
Management responsibilities.
Security and privacy awareness
training and education.
Disciplinary process.
Termination or change of
employment.
Return of assets.
Removal of access rights.

Implement a strategy for independent reviews at
planned intervals.

3.3 Confidentiality or Non-Disclosure Agreements:

Oversee the development and process for the
implementation of these agreements.

3.4 Third Party Agreements:

Establish security language to be included in the
contracts and agreements.

4.1 Asset Protection:

Develop and maintain internal policies, standards,
processes, procedures, and practices that prevent and
detect fraud, misuse, and abuse of state assets.

4.2 Data Classification:

Develop categories and definitions that provide
guidelines used to determine the appropriate level of
protection for information.

5.1 Personnel Practices:

Ensure activities related to employees include the
proper handling of security breaches; and creation of
checklists for managers’ signoff upon employee
termination or change of job duties.

5.2 Awareness Training:

Coordinate training efforts for the appropriate use of
information assets, including personal, sensitive, or
confidential information and the process to report
security and privacy incidents.

Figure 9: CISO Accountabilities by California
tection

Office of Information Security and Privacy pro-
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Physical and Environmental Security 6.1 Physical and Environmental Security:

Objective: To prevent unauthorized Lead or participate in the development and
physical access, damage, and maintenance of internal policies, standards, processes,
interference to the agency’s premises and | and procedures that prevent unauthorized physical
information. access to state assets, damage from man-made or
natural disasters, and conduct internal and external
* Physical security perimeter and threat assessments.
controls.

* Protecting against external and
environmental threats.

* Working in secure areas.

* Equipment security.

* Secure disposal or re-use of
equipment.

* Secure disposal/destruction of
confidential and sensitive
information (paper and media).

Communications and Operations 7.1 Operational Procedures:
Management

Lead in the development and documentation of
Objective: To ensure the correct and operating procedures, including change control and
secure operation of information separation of duties.

processing facilities.
7.2 Protecting Against Malicious Code:

* Documented operating

procedures. Activities required for the prevention and detection of
» Change management. malicious code, which could cause a disruption in
business.

* Segregation of duties.
* Separation of development, test,

and operational facilities. 7+ Backup Functigns:

* Protection against malicious Activities required for the integrity and availability of
and mobile code. information and systems.

* Backup functions.

* Network security management. 7.4 Network Security Management:

* Media handling.

» Exchange of information. Activities required for the protection of networks and

* Electronic messaging. supporting infrastructure.

* Electronic commerce services.
* Monitoring.

* Protection of logs. Activities for the prevention of unauthorized disclosure,
medification, removal, or destruction of assets.

7.5 Media Handling:

Figure 10: CISO Accountabilities by California Office of Information Security and Privacy
protection
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Access Control

Obijective: To control access to
information.

* Access control policy.

* User access management.

* User responsibilities.

* Unattended user equipment.

* Clear desk/screen policy.

* Network access controls.

¢ Operating system access control.

* Application and information access
control.

* Mobile computing and teleworking.

7.6 Exchange of Information:

Lead in the development and implementation of a
formal information and application exchange with
internal and external entities.

7.7 Electronic Messaging:

Lead in the development of policies and procedures
needed to protect electronic messages and systems.

7.8 Electronic Online Services:

Lead in the development and implementation of
security measures to ensure the integrity and
confidential of information while accessing
electronically.

7.9 Monitoring:

Ensure that agency operational policies and
procedures are being followed. Periodically, or on
request, monitor the controls in place in support of
agency policies and procedures.

8.1 Access Control:

Review procedures for applying the appropriate rules
and rights for each user or group.

8.2 User Access Management:

Review privilege and passwords rules and processes
and user registration and de- registration procedures
for granting and revoking access to information
systems and services.

8.3 User Responsibilities:

Ensure users are made aware of their responsibilities in
accessing, protecting, and using information assets.

8.4 Application and Information Access Control:

Review procedures to prevent unauthorized access to
restricted systems, applications, and information.

8.5 Sensitive System Isolation:

Ensure the identification and separation of systems,
applications, and information based on criticality and

Figure 11: CISO Accountabilities by California Office of Information Security and Privacy

protection
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Information Systems Acquisition,
Development, and Maintenance

Objective: To ensure that security is an
integral part of information systems.

* Security requirements analysis and
specification.

s Corrective processing in
applications.

* Input data validation.

* Control of internal processing.

* Message integrity.

¢ Output data validation.

¢ Cryptographic (encryption)
controls.

s Security of system files.

* Security in development and
support processes.

¢ Technical vulnerability
management.

Information Security Incident
Management

Objective: To ensure information security
events and weaknesses associated with
information systems are communicated in
a manner allowing timely corrective action
to be taken.

* Reporting information security
events.

* Management of information
security incidents and
improvements.

sensitivity.

9.1 Security Requirements:

Participate in the development and maintenance of
internal policies, standards, guidelines, processes, and
procedures for the collection of security requirements,
approval of project-related documents, change control,
technical review, independent application testing,
developer security testing, and the protection of system
test data and program source code.

10.1 Incident Management:

Establish a formal procedure for internally reporting and
tracking security incidents, ensure incident response
and escalation procedures are followed, and inform all
employees, contractors, and third party users of their
responsibility to report security incidents.

10.2 Incident Handling:

Participate and/or oversee in the investigation and
management of information security events and policy
violations and track to conclusion.

10.3 Incident Notification and Reporting:

Follow state policy for the notification and reporting of
incidents immediately upon discovery.

Figure 12: CISO Accountabilities by California Office of Information Security and Privacy

protection

33




Positioning the roles, interfaces and processes in the information security scene.

10.4 Lessons Learned:

Develop and document corrective action plans and
implement lessons learned to mitigate recurrence.

Disaster Recovery Management

Objective: To counteract interruptions to
business activities, protect critical
business processes from the effects of
major failures of information systems or
disasters, and ensure their timely
resumption.

« Disaster Recovery Management —
documenting, testing, maintaining, and
reassessing recovery plans.

11.1 Disaster Recovery:

Lead in the planning efforts for the agency’s disaster
recovery plan and provide oversight to ensure it is
maintained. Participate in the testing and management
of the plan.

Compliance

Objective: To avoid breaches of any law,
statutory, regulatory, or contractual
obligations, and state requirements.

* Identify applicable laws,
regulations, statutes, and state
requirements.

* Protect organizational records.

* Protect personal, sensitive, and
confidential information.

* Enforce policy, standards, and
technical compliance.

* \Validate technical compliance.

* Conduct information system
audits.

12.1 Internal Compliance:

Implement internal procedures to ensure compliance
requirements are met, organizational records are
protected and controls are in place.

12.2 External Compliance:

Ensure agency is adhering to all applicable laws,
regulations, statutes, and state requirements.

Figure 13: CISO Accountabilities by California Office of Information Security and Privacy

protection
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At this point we will just accept those 12 components for granted and use them as a
starting point of our research. Trying to compare them and see whether they complete
the whole picture of the CISO role or whether something is missing. Therefore we are
starting by reviewing the Business Model for Information Security (BMIS) created by
ISACA figure 14 [29].

ORGANIZATIC
Design/Strateg

PEOPLE

Figure 14: ISACA’s Business Model for Information Security

We can easily identify the components of the model which is composed from four
key components (people, technology, organization, process) and six interconnections
between them (culture, governing, architecture, enabling and support, emergence, hu-
man factors). By just looking at those components we can identify similarities with some
of the 12 key components proposed by the State of California. We studied the BMIS
model and its components and found that all of the components are linked and included
in the 12 key components proposed by the State of California. As a mater of fact, in
both we have human resources identified in the BMIS as people and human factors in
addition to that, people in the BMIS model represent also physical security and business
assets things also present in components, 4 Asset management, and 6 ,Physical and En-
vironmental Security, of the State of California findings. We also have Technology which
is similar to component 9, Information systems Acquisition, Development and Mainten-
ance, advancing further we have governing and culture which are linked to components
3 and 7, Organizing Information Security and Communications and Operations Man-
agement, which also includes the process component of the BMIS model. Furthermore,
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we have architecture in BMIS which is spread between components 2, 7 and 9 of the
State of California findings. In addition to this we have the two last components of the
BMIS model which are emergence, which relates to risk management, based on our un-
derstanding of the description that ISACA provides for the interconnection which in the
case of the twelve is the first component, and enabling and support which by ISACA’s
description deal with Access controls, policies, user responsibilities, awareness and com-
pliance. Those are also identified in the components 2,5,8 and 12 of the California State
accountabilities. By reviewing the BMIS model and the key findings of the State of Cali-
fornia we identify similar approaches into managing information security. Between the
two proposals we find three differences from those, the two are the components 10 and
11 of the California State guidance, Incident Management and disaster Recovery Man-
agement, which ISACA presumes as de-facto responsibilities and don’t visually include
them in their model, but rather hides them within the general culture needed for the ap-
plication of this model. Meanwhile, the biggest difference is the exclusion of Information
Security Economics which the State of California didn’t include. Thus, the responsibility
of the CISO to calculate and use an economical security adapted tool/model to valid-
ate whether the security investment/solution he proposes is justified. Moreover, security
economics deals with proper allocation of existing budget and financial approaches to-
wards security, such as cost benefits approaches and cost cut approaches. Thus, also the
conclusion we generated by studying the [30], [28] studies of the CISO role, which align
with the 12 proposed key components but add Information Security Economics in order
to have a complete overview of CISO role and his responsibilities. Furthermore, we com-
pare the derived findings of the California State guidance with the proposals of different
frameworks such as COBIT [7], ITIL [8] and NIST [9] and ISO/IEC [6]. As a result we
find that the California State government used ISO/IEC 27002 figure 15 as their basis
for the creation of their guideline for the CISO role. Therefore, there are many differ-
ences between the proposed guidelines of the State of California and the description of
the role from the COBIT, ITIL, and NIST perspective. Thus, of course, because ISO/IEC
27002 is very different from COBIT, ITIL because it is a pure security standard, so it has
smaller but deeper domain towards security compared to COBIT and ITIL. But on the
other hand it is in line with NIST framework since NIST harmonizes with ISO/IEC 2700x
standards. We wont go deeper into the differences but rather refer to related studies such
as [32], [33] but it is important to mention that there is no perfect security and the ad-
option of a pure security framework such as ISO/IEC 2700x series could be a drawback
for business. Therefore, companies usually have a combination of COBIT and ISO/IEC
2700x to achieve the desired result, not just for effective security management, but also
for good business integration and proper overall IT infrastructure. It is proper to say that
one framework usually completes the other. Such an example of combined framework is
the OCIO/F4.1 Information Security Management Framework [34] which is a combined
framework for overall IT, business and security governance of a company. But this leads
to another interesting topic for research and any further discussion over it will drive us
out of our scope which is pure information security management and the role of CISO.
Summarizing, we have analysed and reviewed the role of the CISO from different frame-
works and we found that the State of California has conducting a very good review of
the role which aligns it with other relative research and frameworks and requires the ad-
dition of the Information Security Economics part in order to give a complete overview
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of the CISO role.
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Figure 15: ISO/IEC 27002

The inevitable question that is raised here is "how such an important issue (Informa-
tion Security Economics) was neglected by the State of California?" Our humble opinion
is that because the guide was conducted by the State Government of California and there
are no "issues" of security investments budgets within the state government especially
if that state government is part of the United States of America, but that is not the case
when it comes to companies. Companies have to include information Security Economics.
Although we strongly believe and recommend that the whole 13 principles are followed
by a CISO in a company in order to achieve good information security, it is often the case
that most of the components are either neglected or considered not doable/profitable in
the industrial market. This is our topic for the next section where we will scale down
the growth of companies that have the ability to follow this guidance and which have to
outsource or try to identify ways to comply with these key recommendations. In addition
we consult industrial experts to identify the situation in the real industrial market.

2.6.4 Eyes of Industry

We now know for a fact that those 12 core principles derive from a government docu-
ment, nevertheless they are identical to the ones ISACA proposes with the BMIS model.
Taking into consideration the fact that the additional 13th component (Information Se-
curity Economics) derives from industrial research, makes it a must for every company.
Also having in mind that the 12 components are government guidelines and proposals
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for government agencies, we would jump to the conclusion that they are not applicable
for companies or they should be altered or adjusted for company requirements. Thus,
on the one hand true, minor adjustments might be necessary however the general scope
remains the same. We used ISACA's model among other literature review’s in order to
compare those government instructions, but how does this serve our purpose to see
whether these instructions are applicable only in a governmental level or in an indus-
trial as well? The answer to that comes from the ISACAs study of the BMIS model[29]
where they state that: " The model can be used regardless of the size of the enterprise or the
information security framework (if any) the enterprise currently has in place. The model is
independent of any particular technology or technological changes over time. Likewise, it is
applicable across industries, geographies, and regulatory and legal systems. It includes not
only traditional information security but also privacy, linkages to risk, physical security and
compliance." Although this statement gives us a partial answer to our question, hence the
BMIS is composed from equivalent components with the government recommendations,
we could claim that it makes them applicable for all size companies as well. Keeping
of course in mind that the 13th added component (Information Security Economics) is
included in every company by default and is out of the question. Thus, would be the easy
thing to do but we would like to dive deeper into this topic. We should note that we do
not doubt ISACAs claim which might be accurate for the BMIS model, rather we want
to investigate whether these 13 components that describe the CISO role can be applied
in any company regardless of their size. Through our studies in information security
management we learned and developed a common understanding that the CISO role is
affiliated with large companies with more than 1500 personnel. Thus, reviewing this role
we acknowledge that we are expecting such components to suit entirely large compan-
ies and not Small-medium enterprises (SME). Thus, for a CISO to perform such duties
described in the 13 components he needs a well defined budget and assigned security
related personnel things that SME’s in most cases cant afford and have other priorities. In
a related study by David Lacey [35] his findings shown in figure 16 show that security for
SME is approached on a different basis than the one in large/big companies were they
choose to follow leading standards and management frameworks for information secur-
ity which have a strong emphasis on policy, organisation and compliance requirements.
Which according to Lacey: " Are not suitable for SMEs who have a different perspective and
attitude, responding primarily to practical drivers such as sales opportunities, rather than
policy requirements."

Therefore, and based on our literature review we find that those 13 components are
solely to be used by large/big companies that can afford to implement such security
frameworks. This conclusion is driven entirely based on literature and theoretical re-
search reviews of information security. The question that is raised in our minds at this
point is " What about industry, how are things in reality?". One thing we learned in our
long career in chess is that theory is always good but doesn’t always represent reality
and things turn to be way different when you start moving the pieces on the chess-
board. Will this be the case here too ? Lets find out! There is no better person to ask
than a CISO with a long and bright career with industrial giants. And we were lucky
to know such a person. Therefore we ask prof.Kowalski to share his knowledge and ex-
perience on how things are in the industrial market. In our discussion the first thing
that prof.Kowalski explained was the theory about different information security man-
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~
Medium enterprise up to 250 staff:
Introduce policies, processes and
education campaigns
.
~

Small enterprise up to 150 staff:
Focus on security of information systems
and infrastructure

v
~
Small enterprise of up to 50 staff:
Establish clear rules, principles and
responsibilities J
~

Micro enterprise of up to 10 staff:
Ensure awareness of security obligations
and simple countermeasures

Figure 16: The impact of enterprise size on security priorities

agement models and frameworks. There are many different frameworks and standards
out there. They are made by consultants for consultants with the ultimate purpose of
earning profit from them. Therefore, the conversation was firstly around models where
the professor showed us a quote of Stainslaw Jerzy Lec: " Some like to understand what
they believe in. Others like to believe in what they understand." Furthermore, prof. Kowalski
shared with us figure 17 which shows the different approaches that we use to validate
and verify a model or a framework and explains the Stainslaw statement. But what is
the catch in all of this why are the models so relevant to what happens in industry?
That, was the question that we asked ourselves and of course stated it to the professor.
The answer is pretty simple, in industry, companies use models and frameworks that are
proposed and so called globally accepted creating a trend and a must for big companies
to follow, but the validity and question of how good they are still remains! That is the
know how and understanding on how models work and that you need to have a model to
manage it and when you manage it you can measure it. You cant measure it if you don’t
manage it and you cant manage it if you don’t have one. Thus, said the industry uses
frameworks that are proposed but every company leaves it to the CISO to choose which
model to follow in managing information security. That means that this is personalized
to the understanding and capability of the person having the CISO role. The common
thing is that big companies use world renowned standards, like the model proposed by
the State of California, because they are accepted globally and the change of concept and
scope of how these models work happens only when a major incident occurs. Only then
will they find out what went wrong with that model and try to improve it. The bottom
line is that big companies use globally accepted standards for ISMS and the CISO is the
person who will be choosing which of those models they are to follow and justify that
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choice to the board of directors or CEO. However, we still owe you an answer on what
happens with SME companies and not big industrial giants who have the money and
resources to implement such globally accepted standards. We believe that there is no one
size fits all when it comes to information security and companies but prof.Kowalski came
to prove us wrong proposing his own model of information System management figure
18 which combines the core parts of any information security models which are people,
culture, process and technologies. Some of those parts change rapidly, others over time,
but it is their connections that reflect on how secure a system is and as prof.Kowalski ex-
plained, his idea of perfect information security is based on figure 19 where you can see
the factors that affect security one way or another. Concluding, information security is
based on many things, in industry it is based on models. What kind of model a company
uses lies in the hands of its CISO if it has one. If not it lies in the hands of the board
of directors or the CEO that have to make a decision based on the requirement of the
industry and the needs for information security in that industry. Therefore, the Sugges-
tion of David Lacey about SME is somewhat true when it comes to the industry. After
all, security is based on people, culture, process and technology. That is something that
is unlikely to change, hence it is the requirement on how we connect them that changes
over time and that is why security is a continuous process.

Theories Concerning

IT Insecurity and IT System
/ Security \

Generalisations Hypothesis
Observations Observations
Reality of the
IT Insecurity and IT
Naive SVStemS Secu[itv Sophisticaled
Inductivist . Falsificationist
Some like to Some like to
believe in what undestand what they
they understand believe in.

[Kowalski, 1994]

Figure 17: Naive inductivist and sophisticated falsificationist
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2.6.5 CISO Interconnections

Now that we have established the CISO role and his nature we would like to see what
is needed for the CISO to perform his duties. As we have already stated many times
security is not just a CISO responsibility but a concern of every department of a company.
Therefore, we have created visual representations based on the findings from [31], [34],
figures 20-21, of the roles/departments that need to assist and interact with the CISO in
order for him to perform his duties which in our case are the 13 described components
in the above sections. We would like to note that these interactions are not just positive
interactions but also negative ones, meaning that those roles are involved with the CISO
either in assisting him to perform his tasks or creating obstacles in his way and goal
to conduct good security governance. We will provide more about the nature of these
interactions in our review of each role.

Summarizing we would like to close our review of the CISO role by recalling William
0. Douglas'® about security: " Security can only be achieved through constant change,
through discarding old ideas that have outlived their usefulness and adapting others to
current facts."

15US Supreme Court Justice
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2.7 CFO
2.7.1 Role Global definition

Chief Financial Officer as defined in Investopedia'® :

The senior manager responsible for overseeing the financial activities of an entire company.
The CFO’s duties include financial planning and monitoring cash flow. He or she analyses
the company’s financial strengths and weaknesses and suggests plans for improvement. The
CFO is similar to a treasurer or controller in that he or she is responsible for overseeing the
accounting and finance departments and for ensuring that the company’s financial reports
are accurate and completed on time.

2.7.2 Role analysis from a management perspective.

The role of Chief Financial Officer came to life in the late 1970s as a response to a new
law the American government introduced [36]. At that period of time, a lot of American
companies stocks where valued less than the actual assets and cash the company pos-
sessed, therefore a regulatory change in earnings reporting requirements posed a real
threat to the companies earnings statements making the reconstruction of the financial
department a necessity. Thus, gave birth to the Chief Financial Officer as a solution to
firstly, an accounting problem and a response to the new law [36]. During those early
years, the CFO was acting as the company’s ambassador to it’s investors and financial
analysts. His primary tasks were to manage relationships between shareholders and to
assure that their expectations were met regarding the companies stock value among
other things, such as managing sales, acquisitions, divestitures and ultimately generate
revenue for the company. Furthermore, as the role evolved more and more responsibilit-
ies were added. The development of accounting gimmicks to lower taxes, the participa-
tion in strategic and operational decisions, the evaluation of business unit performance
and invention of new ways to increase capital in the company as well as its protection
from adversaries takeover attempts, became routine things in a CFO’s daily-diary. In the
modern world and in the year 2013 we find that the CFO’s role has changed from that
of day-to-day management into that of a strategic thinker, shaping company’s value and
exit plan strategy, although it still inherits the characteristics of the previous years. The
CFO is still responsible for overseeing all the "ancient" functions to come with the name.
However, due to the modernisation of the companies financial department is no longer a
one man job, rather a responsibility for various people. Therefore many of those "ancient"
tasks [37] are delegated to senior officers leaving the old-school definition of the role:
"manager of the day-to-day financial risks of a company" to the modern "A key player
in building a company’s business value to an exit plan." The CFO in his modern under-
standing is a leader, a strategic thinker, a person who will bring changes to a company
and help the entire workforce to adopt a new era of changes. The CFO plays a key role
in developing future plans for the company, he is one of the top financial analysts and he
forecasts the future outcome of possible paths a company can take, with the ultimate goal
of increasing "sales", revenue, and the assurance of the prosperity and future existence
of the company:. It is important to tell that he is not the person who will make the calls,
but he surely is the person to provide the necessary financial data to prove whether an
investment is worthy, profitable, or wrong. Thus, [36] makes him a good risk manager
which is something that is a must for the position, the ability to mitigate risks and provide

16http://www.investopedia.com/terms/c/cfo.asp#ixzz2NFerfrRU
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accurate forecasts are still key abilities of a CFO. Among the many and different account-
abilities that derive from this position, a CFO should be able to identify the company’s
strengths, weaknesses, opportunities and threats [37] in order to build up productivity
and cash flow always aligning with the board of directors visions and scope of values.
Furthermore, as head of the financial department he has to oversee the development of
business strategies that will minimize taxes and connect with existing departments to
manage their financials with a cost benefit approach to maximise their efficiency and
provide the necessary financial data to help them conduct long term plans/projects and
operations. Although all the above described give you a broad overview of what a CFO
means for a company, we left for last what we believe to be the two most imperative
tasks which actually change the nature of the role from what it was to what it appears to
be now. Thus, the abilities of the CFO in a) leading merges or acquisition of other com-
panies and b) driving a company to an exit plan. These two "parameters" may appear
to be opposite and may rely on the scope and future of a company as the stakeholders
forecast it. But they aren’t necessary opposite, since there is often a case that a company
will first purchase another company in order to increase its business value and increase
its stock value just before they enter the exit plan which exit plan is the process of in-
creasing a companies value and in the end selling a part of it or the entire company to
other investors. Either way, a CFO is a key player in this process whether it is the process
of acquiring new companies or merging with another, he is the person who will forecast
and provide a future outcome of such potential and he will be the first person the board
will address before they conclude on any final decisions. These abilities of the CFO will
make a difference "win or lose" for any company and that is the reason that sometimes
the CEO of a company takes the CFO position as well. Summarizing, a CFO is an " all
in one " package that will manage the financials of a company, will accept or reject in-
vestments, will oversee the well being of a company by being strict about reducing costs
and increasing revenue for the company. He is a person who will take part in the shape
of business goals, vision and objective of a company and assist the CEO into seeing them
accomplished.

2.7.3 Role analysis from a security perspective.

We have introduced in figure 3 the ideal roles that need to interact to achieve good in-
formation security governance in a company. We can see the role of CFO highlighted in
that figure that he is a key player when it comes to security. We can start our discussion
on why the CFO is one of the most important roles when it comes to security by review-
ing the industrial market where we can identify companies that choose to appoint the
CFO as the reporting person of the CISO. That, might not be the primary case in the in-
dustrial market usually as we already mentioned in previous chapters, the CISO reports
to the CEO, but this is just a case that highlights the importance of the role. But lets take
a deeper look and see why the CFO is so important. The CFO is the person who "sets"
budgets, recommends cuts, provides the means for other departments to implement pro-
jects and run processes. Thus said, we understand that he/she is the person who will
provide the IT budget which usually will include the information security budget. There-
fore, his understanding and beliefs about security are things that will either help security
develop or become a serious drawback. Lack of security awareness and understanding
will lead to costs cutting from the security budget and tie the hands of the CISO into man-
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aging the security threats of the company. Therefore, the starting point is the budget. But
in order to set a budget for security the CFO has to understand and accept for a fact that
security is not just an IT risk but it is a real business risk, therefore it has to be treated
as such. It is a CFO’s responsibility to deal with business risks and find ways to mitigate.
That will put security on the top of the risk list. A CFO has to understand that security
is a continues process that means that security is a continuous risk and needs constant
investment and improvement in order to be mitigated. Thus, a CFO has to acknowledge
and fully understand a philosophy that "The purpose of risk management is to improve
the future, not to explain the past." [38] Risk management is just the beginning! Com-
pliance is the second top issue when it comes to the relationship of a CFO and security.
Governments around the globe force companies to keep personal data secure accord-
ing to the Personal Data Acts each government conducts and any failure to comply with
the requirements will lead to hefty fines. Therefore, that might look like a task of the
CISO but it affects radically the CFO since any failure of compliance [39] has a direct
affect on the company’s financials and sometimes it might be critical for a company’s
future. Therefore, it is a top issue for the CFO that could eventually lead him to unem-
ployment if such fines and penalties are issued, since he is the one who will be in the
firing line accompanied by the CISO. Thus making the CFO an enforcer when it comes
to risk management and compliance. Furthermore, financial deals, contracts, auctions,
forecasts, product launch dates and prices are things that are within the information
that has to be protected and can affect the financial well being of a company, as well as
any financial information that shouldn’t be publicly available has to be protected from
threats that might appear to be a huge headache for a CISO but in reality it is for both.
Thus, because if a security incident occurs the financial losses will be a huge price to
pay, the loss of revenue production even if temporary might be fatal for the company. In
addition, losing reputation, business opportunities and the business itself and being left
with recovery and crisis management costs are things that he has to be concerned and
be fully aware of. In order to be prepared to overcome the financial losses and restart the
business he must have solutions, like business continuity strategies and disaster recovery
plans in place. Things that require his constant interaction with the CISO in order to
implement such policies and strategies. These requirements force a CFO to be a security
aware person, a failure to do this would mean a failure in business. But is this the end?
We speak of business but what really is business for a CFO? We have identified merges
and acquisitions as on the top of CFO’s agenda therefore lets see how security can af-
fect those delicate processes. In our research we came across an interesting interview
of Simon Church 7 [40] by CFO Innovation’s '8 Pearl Liu we would like to share with
you a small part of that interview in order to highlight the importance that information
security plays in merges and acquisitions and let the experts speak for ourselves upon
this delicate issue. Below you can find listed the part of the interview.

"It seems mergers and acquisitions are accelerating in Asia and elsewhere. Is there
an information technology and security dimension to M&A that CFOs and their com-
panies need to know?

I once was told by a wise corporate executive, who is very experienced in M&A, that the

17CEO of information security service provider "Integralis"
I8CFO innovation Asia is the only online publication exclusively for top-level finance managers in the cor-
porate sector in Asia and China.
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best thing to do with M&A is not to do M&A. You are inherently bringing risk into your
organisation. Often, acquiring a company in a different vertical or a different country will
have different risks because you have different cultural imperatives. What we’ve seen is that
companies may not fully understand the nuances [around IT and security] compliance issues
in each county. We see this especially in the Asian market. For example, in Japan, if there
is a breach [in information security], you have to tell the regulators within 24 hours. Now
that’s not common across all the Asian markets. In Australia, if somebody makes changes re-
motely, especially a systems change, you again have to tell the regulator. With large MNCs,
often the systems change is done outside the country, remotely. In Indonesia, you have to
have data centres, not just the data, but the data centres, installed actually in the country.
Does the information security issue have a significant impact on the M&A process?
Will it drive up the cost, for example?

I have definitely seen instances where organisations decided not to acquire a company be-
cause of the messy IT system. The acquisition of a large multinational corporation failed
recently because [the due diligence] study of their IT systems and processes found they were
so significantly out of compliance. The acquiring organisation decided not to acquire that
company. In M&A, the acquiring company is looking at all factors of the organisation. They
are looking at how efficient the organisation is, what that organisation actually brings to
them in terms of market scope and market size. Information security is definitely a deciding
factor because it is directly related to the risk and the cost. So those organisations looking
to be acquired should make sure their IT infrastructure is tidy, their security policies are
compliant and their employees are educated properly [on information security]. "

Reading this part of the interview you understand the importance of both compliance
and information security, that literally can be a deal breaker when it comes to acquisi-
tions and merges, which raises security concerns for the CFO.

Last but not least we would like to address a very modern issue and security concern
for both the CFOs and the CISOs but one which derives from the CFOs, the mobile com-
puting and bring-your-own-device policies which CFOs tend to accept and promote. In
order to achieve an attractive workplace the CFOs let the employees work the way they
want. Something that eventually leads to massive productivity advantages, because the
employees will be more effective, efficient and happy. Such policies that might be con-
sidered at least at the moment as good practice, raises a lot of security concerns and
issues, such as data loss, inappropriate usage of devices, unauthorised access to non per-
sonal devices of the company and many more yet not fully revealed threats and risks that
need to be handled and mitigated. This is a topic with a lot of ongoing research and only
time will provide us results and ways to address this issue. For the time being we would
like to address the CFOs about this new "security threat/risk" and advice them "If they
haven’t started to pay attention, now’s the time to do it!"

Closing this chapter we would like to state that "Information security is expensive!"
but not paying proper attention or not having it at all will cost you way more eventually!
And that’s a lesson we wouldn’t wish a CFO to learn the hard way, therefore if security
isn’t one of the top things on your list make sure you place it there!

2.7.4 Role Responsibilities

Now that we have given an overview of the CFOs role it is time to generate the role’s
responsibilities. We summarize them in table 1 listed bellow.
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CFO Management
Responsibilities

Task brief description

1.Business Strategy

Assess annual organizational performance. Assist in establishing
yearly objectives and goals. Oversees strategic long-term budget-
ary planning and costs management in alignment with the board
of Directors.

2.Financial Planning and Ana-
lysis

Conducts regular financial planning reports. Conducts analysis of
financial conditions of the company and forecasts financial ex-
pectations. Develop and execute analysis of various business ini-
tiatives. Develop and maintain capital budget.

3.Finance and Accounting

Oversee cash flow planning and ensure availability of funds as
needed. Oversee cash, investment, and asset management. Ensure
legal and regulatory compliance regarding all financial functions.
Lead the development of accounting gimmicks to lower taxes and
increase revenue.

4.Insurance and Real Estate

Manage company’s insurance program. Manage the company’s
real estate affairs.

5.Merges and Acquisitions

Plan, develop and execute merges and acquisitions. Conduct ana-
lysis, forecast and provide future outcome of penitential merges
and acquisitions.

6.Business value and Exit plan
strategy

Conduct analysis recommend innovations to grow business value
and companies stock value. Develop and oversee the exit plan
strategy for the company.

Security Related
Responsibilities

Brief Description

1.Security Culture

A CFO should be a security aware person. Allocate appropriate
resources and funding for continuous improvement of security.
Treat security as a business risk.

2.DRP and BCM

Participate and assist the CISO in the development of Disaster Re-
covery, Business Continuity strategies and plans.

3.Compliance

Oversee and enforce compliance with regulations to avoid fines
and penalties.

4.Ensure financial assets security

Ensure that financial deals, contracts, auctions, forecasts, product
launch dates and prices are things that are within the information
that has to be protected and can affect the financial well being of
a company.

5.Information Security in M&A

Ensure proper Information security infrastructure exists in the ac-
quired company and compliance with regulations is in place and
in order.

6.Bring-your-own-device
policies

They raise a lot of security concerns and issues, such as data loss,
inappropriate usage of devices, unauthorised access to non per-
sonal devices of the company and many more yet not fully re-
vealed threats and risks that need to be handled and mitigated. If
the CFOs haven't started to pay attention, now’s the time to do it!

Table 1: CFO Responsibilities
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2.8 COO

2.8.1 Role Global definition

Chief Operating Officer (COO) as defined by Investopedia '° is: "The senior manager who
is responsible for managing the company’s day-to-day operations and reporting them to the
chief executive officer (CEO)."

2.8.2 Role analysis from a management perspective.

Chief Operating Officer (COO) is a role that we could say survived through time, its
existence starts a century ago in the railway industry and soon transferred to various
companies in various ways. The very nature of the role, that of a corporate chameleon is
the reason that this role stand the test of time. Even nowadays, unlike other management
roles there are not defined professional standards or expectations of the job in companies
across the globe [41]. There is only a set of skills that can be easily identified in the
person possessing the COO role in any company. Although the role exists for more than
a century now, for many years now it has lost its appealing nature and remains in the
shadows. In the beginning of the 21st century we could say the role has "risen from its
ashes" and once again became a must for almost every company. The global economic
crisis [41] that struck the globe at the beginning of the 21st century created a need for
business growth, business transformation, tight cost management in combination with
huge efficiency and short product development life cycles for companies. Thus, when the
role of the COO gained its lost value, the demand for an operational leader who would
lead the companies in the complexed global market was a must. The very fact that it
survived for so long and came back more powerful than ever highlights the role of the
COO as one of the most demanding and important roles in a company. The importance
of this role and the power it processes is demonstrated by the industrial market where
we have the example of the ex-COO Timothy Cook appointed as the CEO of Apple in the
summer of 2011. That is one of the first characteristics that accompanies this role for
such a long time, that of a CEO Successor [42]. An executive that interacts with every
department of a company and creates an environment and relationships that would lead
the company to success. Furthermore, nowadays a COO is a co-leader, he is a person who
often possess opposite skills to the CEO. He covers the CEO weaknesses and together they
will lead a company to success. The COO has a a clear understanding of the company’s
assets and capabilities and will assist the Executive team and the CEO in crafting the
strategic objectives of a company, as well as oppose them if he finds that the suggested
strategy is too difficult to implement or too costly bringing back the C-suit executives
to reality. A COO will be the person who will assist the CEO to implement the decided
strategy by managing the people and processes needed to achieve the settled goals [42].
This is very important, since it will allow the CEO to allocate his attention to other
corporate domains. Nowadays, operations has become the alpha and the omega of every
company. Ones with strategic importance, because by optimizing operations performance
a company gains significant cost efficiencies, hence increase of revenue which is the
desired outcome of the stakeholders. The COO is the person who can keep the balance
between cost cuts, efficiency [41] and flexibility of the company. That means a company
will cut costs but yet keep the same quality of its products/services. He is a person who
has to identify new technology, innovate, explore new markets and opportunities in order

http://www.investopedia.com/terms/c/coo.asp#ixzz2NXQzbzEC
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to optimize performance and grow the company’s target audience and market share. We
stated that one of the characteristics of this role is that its a chameleon. It is a role that
adopts and find his place in any company with various responsibilities and obligations
based on the nature of the company. Although the common thing that a COO does is to
oversee every aspect and function of the business and interact with internal and external
stakeholders. A related research [42] has identified 6 six key areas in which operations
leaders play an active role and are common for every company. Due to the fact that we
believe that a picture speaks louder and is equal to a thousand words we present you
their results in their summarized graph figure 22.
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Figure 22: COO’s six key areas. (Picture Extracted from white paper The DNA of the COO [42]

We wont go into many details of the core aspects because our goal is to give a holistic
overview of the roles but if you would like more details we encourage you to refer to the
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related study [42]. As you can see in figure 22 there are 3 domains that a COO is primary
responsible for. We will give a brief overview of those domains below.

1. Execution
This is the primary reason that a company needs a COQO, to free up the CEOs time
and deal with day-to-day operations. In addition to this, it includes the oversight of
all departments, budgetary issues and company’s growth strategies.

2. Development
The COO plays a big role in the establishment of a company’s goals, visions, strengths
& weaknesses and evaluates future opportunities. He is the person that will bring
changes, innovated ideas, leading trends and new technologies that would transform
the business according to the market requirements.

3. Enablement
It is the co-leadership with the CEO where the COO brings to life the visions and the
appointed strategy by the CEO and the board. He has to find the way to align this
strategy with the operations in order to achieve the settled goals.

2.8.3 Role analysis from a security perspective.

The operations of a company is the actual live feed, where all real time events and pro-
cedures take place and that’s the place where most of security incidents occur. The op-
erational department is usually the first department that will identify security incidents-
breaches, since it is the department with the biggest activity in a company. Therefore
its contribution to information security and overall security in a company is crucial. Ac-
cording to ITIL [43] there are 6 core areas which a COO has to cooperate and oversee
with the CISO in order to ensure proper Information Security governance. Those areas
identified in ITIL are:

1. Policing and reporting

The COO has to ensure that the staff of his department are following the tasks
and acknowledge the responsibilities assigned to them by the information security
policy of the company. Such examples could be checking of system journals, logs,
event/monitoring alerts and notifying the Security department of cases of unusual
behaviour of the system or a suspicion of information security breaches. Furthermore
he has to ensure that physical access to company’s areas, equipment and network
from third parties either for maintenance, visiting or operational needs is always su-
pervised by trained staff of the operational department to avoid Security breaches.

2. Training and awareness
This is one of the biggest security challenges a company’s environment has to face.
The "human factor" and human management is one of the hardest challenges to-
wards security. Any security controls will collapse in seconds, by human error or an
"insider". Thus is a live threat to any security of any company and the only way to
handle it, is creating a security culture. The COO should ensure that the staff receives
proper and continuous training and familiarise themselves with the security policy
and procedures of the company. Emphasis on security should be promoted and secur-
ity awareness should be highlighted and rewarded by the COO as well as disciplinary
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measures if the staff fails to comply.

3. Technical assistance

The COO has to ensure that the operations department is capable and willing to
provide technical assistance to the IT security Department such as forensics evidence,
data, time-lines, conditions etc. when an incident occurs. In addition, in an ongoing
security investigation the staff cooperation is a must, in some cases interrogation of
the staff will be needed. Additionally the COO should conduct and report potential
security improvements/requirements, if any. Last but not least the COO should co-
operate with the CISO in order to achieve security controls that will ensure efficiency
and effectiveness both for the security and operational procedures.

4. Screening and vetting
The COO has to ensure that the security and human resources departments are in-
formed before hiring third-party contractors, in order for them to run the proper
background checks and give the proper security level clearance and access to them.

5. Operational security control

The COO has to report to the Security Department a list of people who will have
access to critical systems as well as the purpose and the time that this will happen.
Systems such as data centres, server rooms, root access to information systems or
any other form of access that he is given conditionally. That list should be frequently
updated and the personnel who no longer have the required access privileges have
to immediately be removed from it. It is essential that the COO keep an audit trail
of who has, had and when, access to those systems and the sort of activities he was
performing.

6. Documented policies and procedures
The COO has to oversee, the creation and documentation of a user manual regarding
information security procedures of the operational department. The document should
be generated from the overall security policy of the company and has to explain
in more detail the department’s policy regarding information security in order to
educate the departments staff.

2.8.4 Role Responsibilities

Now that we have given an overview of the COOs role it is time to generate the role’s
responsibilities. We summarize them in table 2 listed bellow.
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CFO Management
Responsibilities

Task brief description

1.Ensuring suitable operations
management.

Managing operating day-to-day processes.

2.0ptimizing operational pro-
cesses.

The COO should find ways to increase operational agility and ef-
ficiency.

3.Designing a framework to im-
plement strategy into opera-
tions.

The COO has to derive goals for business units from the vision and
strategy of a company. Additionally he has to oversee the devel-
opment of operating systems, operating policies, directives, pro-
cedures in order to achieve strategic goals.

4.Managing the strategic assets
of the company.

The COO has to protect the intellectual properties of the company.
Foster talented employees and create models for rewards and re-
cognition of staff.

5.Driving key change and trans-
formation initiatives.

The COO has to inspire, plan, develop and execute a transforma-
tion plan with transparent outline of benefits for the company.

6.Shaping the future of the busi-
ness

The COO must Challenge C-suite and CEO opinions, when needed
and discuss, propose strategic options and business innovation.

Security Related
Responsibilities

Brief Description

1.Policing and Reporting

The COO has to ensure that the staff of his department are fol-
lowing the tasks and acknowledge the responsibilities assigned
to them by the information security policy of the company and
report any suspicious activities to the security department.

2.Training and awareness

The COO should ensure that the staff receives proper and continu-
ous training and familiarise themselves with the security policy
and procedures of the company.

3.Technical assistance

The COO has to ensure that the operations department is cap-
able and willing to provide technical assistance to the IT security
Department.

4.Screening and vetting

The COO has to ensure that Security and Human Resources de-
partments are informed before hiring third-party contractors.

5.0perational security control

The COO has to report to the security department a list of people
who have access to critical systems as well as the purpose and
time.

6.Documented policies and pro-
cedures

The COO has to oversee, the creation and documentation of a
user manual regarding information security procedures of the op-
erational department.

Table 2: COO Responsibilities
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2.9 CLO
2.9.1 Role Global definition

A chief legal officer (CLO) also known as general counsel (GC) as defined in Investope-
dia?® is: "A publicly traded company’s most powerful legal executive. The Chief Legal Officer
(CLO) is an expert and leader who helps the company minimize its legal risks by advising
the company’s other officers and board members on any major legal and regulatory issues
the company confronts, such as litigation risks. The CLO may also be a member of the com-
pany’s operating committee and is overseen by the CEQO. The CLO oversees the company’s
in-house attorneys."

2.9.2 Role analysis from a management perspective.

Chief legal officer or general counsel is a role of a C-suit Lawyer who’s purpose is to de-
fend whatever it is that the company wants to do. Thus, according to Deborah Majoras?!
, as implied in her interview [44] is a common misconception and as she stated: " Nothing
could be further from the truth. Our Job is much broader than defending our company in
litigation. " We accept this statement and will identify the broader concept that accom-
panies the obvious nature of the role ,that of a lawyer. We would like to quote Laurence
Midler 22 where he started his presentation on the Chief Legal Officer Leadership Forum
[45] with a series of questions: " Is today’s general counsel in an untenable ethical position?
Can we be a trusted business partner and a confidant to the CEO and senior management,
but still have a duty to the board of directors and be considered by the government as a
guardian of the public interest? Can we have a legal practice with only one client, be at peril
constantly of losing our livelihood in the event of a disagreement or worse, and yet have the
courage to push back and insist that things are always done the right way at our compan-
ies? Can we be the embodiment of the conscience of an entire company, be responsible for
ensuring that it complies with the law, and then be expected to be a zealous advocate and
defendant when it doesn’t? " he answered these questions with a short answer "I believe
that we can. In fact, we have to. The best of us can walk the balance beam. " and continued
his presentation. These questions depict the very nature of the CLOs role that lies way
beyond legal. A relative study of the CLO role [46] also agrees with the experts and in
fact categorizes the CLO role into four sub-roles of:

A. Legal Adviser to Corporation and Its Constituents.

B. Corporate Officer and Member of Senior Management Team.
C. Administrator of the Internal Legal Department.

D. Agent of the Corporation in Dealings with Third Parties.

This categorization is also something that we can extract from a relative survey about
the CLO role [47] where their findings, figure 23, imply and can lead to such kind of
categorization. You can find the detailed analysis of those categories in the related study
[46] we will not proceed into a more deeper analysis, but rather provide a general over-
view of the role.

But first a small glance at the CLOs history, the chief legal officer starts playing the
role of a major player in the industrial market in 2002 when the Sarbanes-Oxley act

2Ohttp://www.investopedia.com/terms/c/chief-legal-officer.asp
21 Chief Legal Officer and Secretary, The Procter & Gamble Company
22Executive Vice President and General Counsel, CBRE Group, Inc.
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14. CLO Time Allocation

Please estimate how you have allocated your time over the last 12 months in your
role as Chief Legal Officer.

Managing legal function in the US 28.3%

Advising executives, Participating in

. . 24.4%
strategic corporate issues

Other (see below)

Board Issues

Compliance

Managing the legal function outside 8.3%
the US e

Government Affairs 8.2%

0% 10% 20% 30% 40% 50%
% of CLO Time Spent on Function

Other functions:

Top four responses in order of frequency

= Practicing law / Providing legal services to the corporation
= Litigation management

= Managing other corporate functions that report to CLO

= Professional associations, Boards, Community involvement

Figure 23: CLO Time Allocation (Picture Extracted from white paper Chief legal officer survey
[47]
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in U.S.A. is introduced placing federal law deep inside a company’s governance. An ex-
ample followed by many other governments. The governments changed the scope of
the global market introducing harsh fines for rule-breakers. CEOs and C-suit executives
start facing strong legal accusations for violations hardly anyone understands which in
many cases lead them to jail-time. Issues like bribe investigations and accusations, end-
less lawsuits, class-actions and battles over patents and intellectual properties became
commonalities in the modern world. Companies are destroyed by prosecutors without
any accusations even reaching a courtroom. All these everyday life or death situations
companies are facing produce the need of a very large and talented legal department.
Thus, made the nowadays CLO one of the mightiest figures in the C-suite. Its time to
see what he does. A chief legal officer oversees all the legal aspects of a company. Thus,
assuring that the company’s strategy and governance complies with the current federal
laws of the state/country the company is located or belongs to. One of the key charac-
teristics for a CLO is to be preventive and proactive. Thus, investigating, identifying and
proposing solutions to compliance issues that could be raised before they become core
problems for the company. That requires him, firstly to know and understand how the
company operates, it’s business units and business strategies as well as goals and means
to achieve them, and secondly to know and assure that the company complies with the
specific regulations for the industry the company belongs too. Furthermore, he should
follow all the new laws, and foresee changes in the regulations that are yet to come
and could affect the company and drive the company towards that angle in order to be
prepared when the regulations will be eventually introduced. In addition he has to edu-
cate the staff in legislation and compliance requirements and keep the awareness high
for legal matters in the company assuring that the staff are well aware of the legal con-
sequences they might face for rule/policy breaking. A CLO is a key advisor to the board of
directors and the CEO. A CLO is a lawyer by trade and he is different from the traditional
C-suit members and brings different views. And as common knowledge indicates and
also Deborah Majoras suggests: " Diversity breeds greater creativity richer discussions and
ultimately, better decision-making." [44]. The CLO has a strong connection with the board
of Directors and usually reports to them and the CEO. He is a trusted advisor who has to
forecast and assist them in the governance of the company keeping it in track with the
regulations and promoting a legal culture in the company. One of the biggest challenges
is to have to forecast future outcomes with limited time and information that makes a
necessity for the CLO to be a quick thinker and a strong analyst and intuitive person that
can see when the board and the CEO are taking a wrong turn in order to drive them
back. Even if he has to place an ultimatum or a veto against them to prevent the losses
that that track of action could lead to. That is one of the biggest qualities a CLO has and
has to have. In addition to that a CLO is also a mediator and a negotiator, thus something
all lawyers have by nature. Therefore, he is one of the first people who will handle deals
with third party partners of the company protecting the company’s interests. Last but not
least, depending on the size of the company he has to build a qualified and talented legal
department and cut necessary costs in order to stick to the assigned budget by the CFO
and the board of Directors for the Legal department. Additionally, when lawsuits arrive,
either with the company as the plaintiff or defendant he has either to be the lead litigator
,if the case is critical for the company, or act as an adviser on strategy to senior lawyers
throughout the litigation process.
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2.9.3 Role analysis from a security perspective.

We live in a society with written and unwritten laws. People build relationships based on
trust and beliefs, mutual respect, morale and ethics. A handshake was once a symbol of
an agreement that waged more then a signed contract, but nowadays in the pure capit-
alistic era things work differently everything is controlled by laws specially in corporate
environments. Newton’s Third Law of Motion: "For every action there is an equal and op-
posite reaction.” We can say more active then ever, but adjusted to the modern view "For
every action there is a law reaction-consequence-requirement". Our lives and society are
based on laws, everything we do is decision based on the common sense and regulations.
We as people are keeping a balance and frequently walking on what is called the grey
area between the black and white side of the law, which is obey and comply or break and
face the consequences. An example of a grey is for instance when we cross a street where
there are no cars and we should wait for the green light. Some of us might wait others
wont. Thus, how we live, every decision we make has a risk and has a law background.
There are so many things we could write so many examples we could describe, but we
will keep this short and keep it simple. Regulations are implemented to keep an order
and let people live in a civilised world. Thus, also the way they imply for companies as
well to keep everything in order and with proper functions. But where does Information
security in particularly and security in general comes in to the game? In a previous sec-
tion we give a small overview of what is security information is, but what we haven’t
presented you so far is what drives information security and why is it so necessary? A
lot of us think of information security as a technical requirement, as a tool, a mean to
protect the assets of a company but is this really the true nature of information secur-
ity? Does this technical requirement create such a powerful gap that we need to fill it in
and thus why we use it? Those were questions discussed between the author and Prof.
Bernhard M. Himmerli were we both agreed that "Yes it is partially true" security is a
technical requirement, it is a driver thus the obvious part thus what most of us will think
and treat it likewise! But that’s just another misconception, what is true is that informa-
tion security is both a legal requirement and a technical requirement! A lot of us would
raise a question "Why is it Legal? " Despite the obvious answer that there are strong
compliance requirements that is not the correct answer! Prof. Bernhard M. Himmerli ex-
plained: "Information security is a regulation requirement is the requirement to protect the
investors and stakeholders of the company. " It is the responsibility and the obligation of a
company to protect the stakeholder-investors interests. Those people invest their money
in a company and hence the law requires that the companies protect those investments.
Thus, the ultimate requirement of the protection of company’s assets enforced by law
creates the strong requirement of information security. This is something that few people
in the industry acknowledge and realise but those who do, create a strong information
security governance in their companies. The bottom line is information security is a legal
requirement which creates a technical requirement in order to be met and covered. Thus,
makes it both! Now that we have revealed the true nature of information security and
reveal it primary driver we can come back to the CLO role in this picture. If we go back
to the figures 20-21 we can see that the CLO is present in almost every procedure and
task the CISO has to do. That is logical, since legal concerns are those which generate
those actions in the first place. Hence the CLO is a trusted guide-friend and consultant
to the CISO, together they will shape the information security governance of a company
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based on the company’s nature and information security requirements. The CLO is the
person who has to keep in track all the law changes and inform the CISO of their changes

and address all the compliance problems regarding information security a company has

to face. He is the person to oversee that the law is kept and complied with in all the

information security procedures. When we speak of the law, we include all the laws that
apply in the current industry and nature of a company. Such as technical laws, telecom
laws, privacy laws, document control laws, software liability laws and many others, we
cant go deeper in the way that the CLO has to assist and participle in the information
security of a company because of the broader concept and nature of the company there
will be specific requirement and tasks for the CLO based on the industry and procedure a
company has. Hence the generalization is that the CLO has to assure that the law is kept

and obeyed by the company.
2.9.4 Role Responsibilities

Now that we have given an overview of the CLOs role it is time to generate the role’s
responsibilities. We summarize them in table 3 listed bellow.

CFO Management
Responsibilities

Task brief description

1.Legal Adviser to Corporation
and Its Constituents

A CLO is a key advisor to the board of directors and the CEO. A
CLO is a lawyer by trade and he is different from the traditional
C-suit members and brings different views.

2. Corporate Officer and Mem-
ber of Senior Management.

A CLO has to be preventive and proactive. He is a trusted advisor
who has to forecast and assist in the governance of the company
keeping it in track with regulations and promoting a legal culture
in the company.

3.Administrator of the Internal
Legal Department.

A CLO is required to create and manage the Legal department
including recruiting talented personnel, cutting costs, managing
budget and oversee departments procedures.

4.Agent of the Corporation in
Dealings with Third Parties.

The CLO has to be a strong mediator and negotiator and repres-
ents and protects the company’s interests in dealings with third-
parties.

5.Legal Representative in court.

The CLO might be the lead litigator ,if the case is critical for
the company, or act as an adviser on strategy to senior lawyers
throughout the litigation process.

Security Related
Responsibilities

Brief Description

1.Information Security Driver

The CLO is the person who will create the need for information
security.

2.Trusted guide-friend and con-
sultant.

The CLO will assist in the shaping of the information security gov-
ernance of a company.

3.Compliance Enforcer

The CLO has to ensure that the company’s information security
complies with the regulations and standards introduced by law.

4.Law keeper and tracker

The CLO has to keep track of all changes in the law that affect the
information security and inform the CISO of them, assisting him
to deal with possible compliance issues.

Table 3: CLO Responsibilities
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2.10 CHRO
2.10.1 Role Global definition

Chief Human Resources officer as defined by the Business Dictionary?® is an " individual
within an organization responsible for hiring new employees, supervising employee evalu-
ations, mediation between employees and bosses as necessary, and general overseeing of the
personnel department."

2.10.2 Role analysis from a management perspective.

What is a company without people? Can it exist without people? Of course not. They are
the beginning and the end of a company, they make the company. It’s there existence that
give breath to any kind of operations or procedures. As we clearly understand humans are
important to any company and of great importance. Thus, creates a need of a person to
manage all of these people. That’s the reason companies have a Chief Human Resources
Officer. Employees are considered as valuable resources for a company, but the fact is
that they are people which makes it impossible for them to be treated like other material
resources. Each and every one of them have their own special characteristics and require
a different approach and treatment. Thus, what the CHRO brings to the table, is that he
humanizes the company’s life and introduces human values in the company. But is he
just a manager who deals with the employees everyday? It was so some years ago where
a CHRO was responsible for bringing employees and hiring the best employees that serve
the needs of the company. Nowadays, they do far more then just bring new faces to the
company. Today’s CHRO is a complex role that has many requirements and expectations.
As we can see in figure 24 there are factors that a CHRO has to deal with on daily basis.

Officer Role

Globalizatio
Resources

Figure 24: CHRO Pressures (Picture Extracted The Chief HR Officer: Defining the New Role
of Human Resource Leaders [48]

23 A web based business dictionary (www.BusinessDictionary.com)
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We reviewed related studies on the CHRO role, [49] which is a visualised and exten-
ded version of [50] which study is itself later included in [48] book, as well as the [51]
which is a consulting white paper, where they have a detailed analysis of the modern
CHRO role. Therefore, from the [49], [50], [48] we have the summarised findings in
figure 26 and from [51] figure 25. We can easily identify similarities and differences in
the findings of the two related studies, those are differences between academic and in-
dustrial approaches. However, both studies agree on the nature of the CHRO role. That
of a business partner, driver and developer, governance asset, employee recruiter, man-
ager and evaluator. The CHRO as a C-level executive is a business partner, a key advisor
to the board of directors and the CEO in the shaping of the companies strategy towards
the companies goals and objectives. He is the person who knows the employees talents,
strengths and weaknesses and has to pin-point them. He has to lead the strategy to a
direction where the company will take advantage of its existing talents which of these
benefits the company the most. The era when the board was shaping the strategy first
and then letting the CHRO seek the correct people to implement the strategy is long
gone. Nowadays, you know your employees and try to take the most out of them and
recruit more people to fill in the possible gaps. The CHRO has to be a great analyst
and judge of character. In other words he has to be an excellent recruiter. Today, when
companies hire employees they make an investment which they expect to pay off. Thus,
one of the key responsibilities of the CHRO is to find, talented employees and create
the necessary environment to see them grow and reach their potential always according
to the company’s needs. Hence, the CHRO is a talent developer, he is a coach that will
assist, guide, reward and motivate the employees in order to maximize their efficiency
and productivity to assist the company achieve its goals. Thus, makes a CHRO a value
creator for the company. In addition, he is also the person who will evaluate the em-
ployees performance and take appropriate measures if necessary. Furthermore, he is a
balancer, a person who will solve any conflicts that might be raised between employees,
regardless of their rank, top level employees or simple staff, create a happy and friendly
working environment. The CHRO will assist and oversee the daily governance functions
of a company, such as arrange board meetings, interact with employees, ensure regu-
latory compliance and oversee and assure high quality human resources services that
include enhancing controls for human capital processes and mitigating risk around HR.
Summarizing this chapter there are many different ways to categorize and present the
CHRO role. We provided just two of them derived from different perspectives and back-
grounds. However, the commonalities are very strong in any approach and the nature of
the role remains identical just described with different words.
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development, design, and delivery of HR
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Activities with external stakeholders, such as
lobbying, speaking to outside groups, etc.

Figure 25: CHRO ROLE (Picture extracted from The Evolving Role of the Chief Human Resources Officer [51])

Figure 26: Roles of the Chief HR Officer (Picture extracted from The Chief Human Resource Officer: Shifting Roles & Challenges [49])
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2.10.3 Role analysis from a security perspective.

Nowadays, it is not a secret that CHRO tend to be really well informed about the latest
employee legislation, but they usually have no or very limited knowledge of information
security. However, the CHRO plays a vital role on information security. Every employee
that is hired has its own character, personality, education,"'ntxtdelx"(pedia)an ancient
Greek word that cannot be translated but means the way that a child is raised. How his
character is shaped according to the principles, the beliefs, the values of his parents and
the surrounding society he is living in. A persons honesty, dignity, self-respect, respect of
others are characteristics that he gains from his early childhood and accompanies him
through his entire life. The way of thinking, the way of living, the traditions and prin-
ciples differ from country to country and that what makes people different. Of course
every person has a different way of life and different experiences but still, a country
shapes the character of its people. How does all this relate to firstly CHRO and then
security? The CHRO is the person in charge for the hiring process of a company. There-
fore it is essential for him to know all the above information for a person. Knowing
the cultural background of the employees is essential for security and it gives you way
more information about a person then from a cv or an interview. Knowing the cultural
background of a potential employee reduces the risk of employing personnel likely to
present a security concern [52]. Companies spend a lot of money to protect themselves
from outside attackers but most of them forget about the insider threat and human er-
rors. And here is the place where the CHRO plays a vital role, firstly reducing the risk
of hiring the wrong people and secondly the CHRO [53] is in an ideal position to drive
security messages, policies and procedures. Therefore, he has to assure the high security
awareness is maintained in the company and that employees read and follow the secur-
ity policies and procedures. In ISO 27002 series figure 15 you can see the HR linked
with four processes, Joiners, Movers, Leavers, Awareness training and education. With
joiners it means the recruitment process of the employees which we already discussed,
by movers it relates to the relocation of resources (staff) and privileges that an employee
has, such as access to sensitive information e.t.c. to fulfil his job. It is the responsibility
of CHRO to oversee that there are proper records of who, when and what kind of access
he has had in the system and inform the security department to change the clearances
and privileges according to the current needs. In other words thus, closing down oppor-
tunities for the abuse of the organisation’s assets[52]. When it comes to leavers either
someone is fired or leaves the company for any reason, it is the CHROs role to oversee
that proper communications between the HR and the Security department is kept and
up to date, in order to assure that their access to all the systems are terminated and their
accounts are suspended. We have already discussed about the awareness and education
campaigns that HR can conduct and assure that the employees develop security concerns
and a security culture. Thus, they can identify suspicious behaviour and report it accord-
ingly to the proper people assisting in mitigating the risk of the internal threat of an
insider and as well lower the potential of human errors. Furthermore, the CHRO has to
oversee that proper framework is in place in order to verify that the potential employees
are who they claim they are, something that also applies to the third-party contractors.
Thus, [52] establishing that applicants and contractors are who they claim to be. This
can be achieved by screening and vetting which includes security checks, background
checks and other procedures which also lower the security risks. In our modern world
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company/organization/government espionage is an every day phenomenon. We have
heard a lot of stories about the games of spies in history. If we take a look at the cold war
period between U.S.A and Russia there were a lot of spies stealing valuable and strategic
information from each other. It was a very dangerous and extreme game but gave ad-
vantages to the one or the other party and that made it worth it. Nowadays these games
haven’t changed, they have advanced side by side with technology, but now they are not
played only by governments but by private companies/organizations. It seems that bad
habits have the tendency to survive through the ages. A lot of companies/organizations
adopt the espionage technique in order to win the race against their competitors. This
leads them into trying to bribe employees from another company to sell secrets, valuable
information or even perform strategic hits on the company they work for. This is why
Human Resources is a valuable asset for security, since they handle people, they know
the employees and it is known to all of us that peoples behaviour and nature is unpredict-
able and that poses a threat on its own towards any kind of security. Human "errors" will
always make a systems security vulnerable due to their unpredictability no matter what
technical measures we take. The role of the CHRO is to assist and provide counsel and
solutions interacting with the CISO in order to mitigate all these risks. Such consulting
could be for example the cultural analysis of the employees and their potential behaviour
to proposed security controls. In addition a very important issue is to assist the CISO into
conducting a security policy that will be written in a way that employees can understand
what their responsibilities and obligations are. What is the point of having a security
policy if the employees don’t understand what is written there and what is expected of
them. This is of extreme importance since if an incident occurs and things get to court
you should be able to prove that the responsible employee, if any, understood what he
was doing and knew that he wasn’t following the policy. Another important aspect that
raises of security incidents is that they have to be investigated. Thus includes investig-
ating employees, and investigating an employee for any cause is serious business, and the
process of conducting an interrogation is filled with employee relations land mines, so it is
essential that HR and Security departments work together during an investigation. Thus,
because a collaborative effort between Security and HR during an investigation provides the
best of both worlds; a properly trained investigator is more likely to gain a confession, while
timely advice and counsel from HR will provide valuable insight, in understanding the ele-
ments of the job, and they will help prepare the investigator to ask the right questions, and
help preserve the rights of the suspect employee. After all, there is nothing worse than pay-
ing a million dollar settlement to a known thief simply because a slanderous statement was
made about them during an investigation[54]. This collaboration is extremely beneficial
for the company since if an investigation ends with a successful outcome or otherwise
it will give the opportunity for the CHRO and CISO to sit down and analyse the lessons
learned from the process and identify weaknesses in the processes or policies and make
future improvements. Furthermore, the CHRO has to have a very good understanding
of what information security means to a company and what kind of people are needed
to perform such a job [53]. What is the required skill set in order to bring success to
the information security department; After all they are the people who will be hiring the
CISO and assisting him to hire more employees to the security department. The correct
people in the correct places will always make the difference between success and failure.
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2.10.4 Role Responsibilities

Now that we have given an overview of the CHROs role it is time to generate the role’s

responsibilities. We summarize them in table 4 listed bellow.

CFO Management
Responsibilities

Task brief description

1.CHRO a value creator.

The CHRO is a talent developer, he is a coach that will assist, guide,
reward and motivate the employees in order to maximize their efficiency
and productivity to assist the company achieve its goals.

2.Excellent recruiter.

The CHRO has to be a great analyst and judge of character in order to
hire the right people for the right position.

3.Business and

strategist.

partner

A CHRO as a C-level executive is a business partner, a key advisor to the
board of directors and the CEO in the shaping of the companies strategy
towards the companies goals and objectives.

4.Performance evaluator.

A CHRO will evaluate the employees performance and take appropriate
measures if necessary.

5.Balancer.

A person who will solve any conflicts that might raise between employ-
ees, despite their rank, top level employees or simple staff and create a
happy and friendly working environment.

6.Manager

The CHRO will assist and oversee the daily governance functions of a
company, such as arrange board meetings, interact with employees, en-
sure regulatory compliance and oversee and assure high quality human
resources services that include enhancing controls for human capital
processes and mitigating risk around HR.

Security Related
Responsibilities

Brief Description

1.Excellent scouter and
character analyst.

Knowing the cultural background of a potential employee reduces the
risk of employing personnel likely to present a security concern.

2.Employees Awareness
and education driver.

The CHRO is in an ideal position to drive security messages, policies and
procedures.

3.Hiring,Termination and
Relocations keeper

The CHRO keeps track of the access privileges an employer has, had to
perform his duties and when those have to be terminated.

4.Identity and authentica-
tion

The CHRO has to establish that applicants and contractors are who they
claim to be.

5.Valuable asset and ad-
visor for security.

The role of the CHRO is to assist and provide counsel and solutions
interacting with the CISO in order to mitigate all these risks.

6.Security incidents in-

vestigation asset.

The CHRO will provide valuable insight, in understanding the elements
of the job, and they will help prepare the investigator to ask the right
questions, and help preserve the rights of the suspect employee.

7.Solid understanding of
information Security

The CHRO has to have a very good understanding of what Information
Security means to the company and what kind of people and skill-set are
needed to perform such job.

Table 4: CHRO Responsibilities
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2.11 CRO

2.11.1 Role Global definition

Chief Risk Officer (CRO) as defined by Investopedia is the executive responsible for identi-
fying, analysing and mitigating internal and external events that could threaten a company.
The chief risk officer works to ensure that the company is compliant with government regu-
lations and reviews factors that could negatively affect investments or a company’s business
units.

2.11.2 Role analysis from a management perspective.

The CRO role is a modern role with a small history behind it. The first CRO that was
appointed in August 1993, when GE Capital gave James Lam a job that brought together
management of credit risk, market risk and liquidity risk, and he coined the term chief
risk officer for his business cards [55]. The CRO role is usually found in the financial
industry, usually we could identify it in banks, until recently when the global economical
crisis started and it became a compliance requirement. Nowadays the CRO role is rapidly
spread into many different industries. Thus, according to [56] is because there are many
factors listed in figure 27 contributing to the need for sophisticated and integrated risk
management solutions. As we clearly can see in figure 27 the drives for a CRO role in

Volatile financial Global operating
markets models

Complex flows of Highly networked
information organizations

Business

Leaders

Government
regulatory
requirements

Continual evolution
of technology

Rapidly changing Increasingly
customer sophisticated crime
preferences and fraud

Figure 27: Factors Contributing to the Need for Sophisticated and Integrated Risk Manage-
ment Solutions (Picture extracted from [56])
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a company are way beyond a legal and compliance matter. And that is what makes the
roles existence a necessity in almost every company. Furthermore, a survey [55] about
the CRO role shows what a CRO brings to the table. We can see them in figure 28

What in your view are the greatest benefits of having a single
manager with overall responsibility for risk such as a CRO?
{% respondents)

Expanding risk management to address more risks
52

Enabling the business to make better investment decisions
I

Enforcing better standards of governance
[

Reducing financial losses
I  : 7

Reducing duplication in risk systems and processes
I -

Enabling the company to meet its compliance goals and deadlines
I :

Reducing the cost of risk management

23
Increasing trust between the business and its shareholders
I 1

Increasing trust between the business and its customers

I : 1

Other
[ F

Figure 28: Greatest benefits of having a CRO (Picture extracted from [55])

where we can see the different responsibilities and tasks that a CRO performs. In
our review of these findings we clearly understood the nature of the CRO role, that of a
person responsible for the so called: "Enterprise Risk Management" (ERM) of a company.
But what does this mean? What is Enterprise Risk Management actually? In our studies
the Enterprise Risk Management was defined as:

1. The methods and processes used by organizations to manage risks and seize opportunities
related to the achievement of their objectives.

2. Provides a framework for risk management, which can involve identifying particular
events or circumstances relevant to the organization’s objectives (risks and opportun-
ities), assessing them in terms of likelihood and magnitude of impact, determining a
response strategy, and monitoring progress.

3. By identifying and pro-actively addressing risks and opportunities, business enterprises
protect and create value for their stakeholders, including owners, employees, customers,
regulators, and society overall.

4. ERM can also be described as a risk-based approach to managing an enterprise, integ-
rating concepts of strategic planning, operations management and internal control.

5. ERM is evolving to address the needs of various stakeholders, who want to understand
the broad spectrum of risks facing complex organizations to ensure they are appropri-
ately managed.
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We have so many definitions and explanations of the ERM because the Enterprise Risk
Management strategies focus around global standards such as COSO, ISO/IEC 27001,
the Information Security Forum’s Statement of Good Practice (SOGP) and various others
such as ITSEC (Information Technology Security Evaluation and Certification) and IA
(also known as the Information Assurance Maturity Model) and others. We can see in
figure 29 the typical areas of risk management in a company. In addition we can see in
figure 30 the typical way of conducting the ERM. Here we have to note that there are
various ways and frameworks for ERM we are presenting a simplified example in figure
30.

Enterprise Risk |

Strategic | § Environmental | Market | | Credit | | Operational| ] Compliance
Risk Risk Risk Risk Risk Risk

IT-related Risk

Figure 29: Typical ER Picture extracted from Risk management lectures of GUC

Information and

Communication Risk Identification

Control Activities Risk Assessment

Risk Response

Figure 30: Typical ER functions Picture extracted from Risk management lectures of GUC

Now that we have introduced you to the concept of ERM, in reality we introduce to
you the role of CRO, since that is what a CRO eventually does. Here of course lies a
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question that is often raised by academia: "Why do you need a CRO when you can fully
adopt to a ERM framework and have an embedded risk-aware culture? " The answer to
this question lies in two parts. Firstly, many companies have tried this but failed [57] in
the process because the process of integration would be divided between top executives
which in the complex and demanding nature of their own roles responsibilities didn’t
have the appropriate resources to oversee this integration. Secondly, a CRO understands
relationships between risks within separate business units that may never have emerged
before. That’s because the CRO is responsible in overseeing all the risks of a company.
There might appear risks that a manager of a business unit would think as acceptable
for the department but at the same time they might be unacceptable from the point of
view of a company as a whole. Such kind of linkages can only be identified if there will
be a man in the middle who can put the pieces together and manage the risks more
effectively. In addition we have to note that there is no such thing that one size fits all
when it comes to risk managements. Thus, said it is unrealistic to expect that the CRO
is an expert in all the domains listed in figure 29. Its quite the opposite, he is just a
person with a good understanding of Risk Management and can communicate with the
rest of the managers and combine the whole picture of the company’s risks and present
them to the CEO and the Board of Directors. That makes him an interpretor of risks for
a company. Summarizing our discussion we agree with the statement of Lauren Brown
[57] : " If organizations are serious about risk management they require a dedicated senior
role to spearhead the program. It is the only way to ensure that ERM will be fully embraced.
This is why the role of the CRO should be here to stay."

2.11.3 Role analysis from a security perspective.

Chief Risk Officer is a new role which people believe to be the natural evolution of the
CISO. A role that has overall ownership of the enterprise risk management and leads
its activities. In the modern industries a CRO is a person who will oversee and lead the
integration of information security into a broader concept of effective ERM. This, means
that information security will align with the ERM procedures and become a valuable
asset. The role of information security in an ERM is to identify, evaluate threats and
vulnerabilities to the information assets and infrastructure and implement, monitor and
mature the controls in order to mitigate those risks. In this aspect, information security
provides valuable data about business impacts and creates a risk profile towards the
identified threats. This is the place where the CRO plays a significant role. He gathers
the given data and performs a risk assessment providing feedback to the CISO with
the risk-tolerance level associated with the threats and vulnerabilities. Therefore, the
CISO can proceed with developing the appropriate controls and mapping them to the
business needs of the company. This process assures that the risks in a company, not
just information security risks but overall risks, are prioritised and that resources are
spent accordingly and appropriately starting with critical risks in a company. The CRO
role is a role of a coordinator, a coordinator of risk that receives valuable information
from various departments regarding threats and risks and integrates them into a united
framework providing risk profiles and the overall risk tolerance of the company to them
in order to act and align accordingly. That is critical for the business savvy and hence it is
relevant to the security of the company. Therefore, he can also participate in the creation
of the business continuity and disaster recovery plans that the CISO has to lead and
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provide him with valuable advice. Closing this section we would like to give a real view
of a CRO towards information security. Therefore we quote James Lam 2* in an interview

[58] where he was asked: " As a Chief Security Officer, how can I tie my enterprise security

risk assessments into an ERM program? " and he answered: " As a former CRO, I think
the CSO has three important roles to play in ERM. The first is to ensure that corporate-
wide policies and standards are established for information security (including end-user
computing, privacy, and more) and that business units are in compliance with these policies
and standards. Second, I looked to the CSO to help improve the quality of risk assessments,

key risk indicators, and reporting related to information security. Finally, since the CRO

office deals with highly sensitive information, I solicited the expert input from the CSO to

ensure that effective information security controls were in place for the risk management

systems, databases, and dashboard reporting."

2.11.4 Role Responsibilities

The primary responsibility of a CRO is to plan and implement a ERM framework for
the company and oversee that it functions properly. We summarize the contents of such
framework in the following table.

CRO Management
Responsibilities

Task brief description

1.Compliance

The CRO has to identify the policies, standards and regulations with
which the organization is required to comply.

2.Privacy

The CRO has to identify and establish the privacy requirements for the
information flows in the company according to government regulations
and laws and company’s policy.

3.Finance Risk

The CRO has to evaluate financial risks that the company is exposed to
such as credit, capital, investments, fraud and any other financial risks
that may occur in a company’s activities.

4.Market
Strategy Risk

and

The CRO has to evaluate potential impacts of business activities and
events initiated by market activities and company’s overall strategy.

5.0perational Risks

The CRO has to identify business process risks and analyse in what
extent they may affect the business utilizing appropriate risk response
measures.

Security Related
Responsibilities

Brief Description

1.IT related Risks

The CRO has to create a risk assessment on the IT threats and vulner-
abilities and provide to the CISO the hierarchy of the information that
needs to be protected.

2.Information

The CRO has to provide the overall risk tolerance of the company to the

Security CISO for him to develop controls that will mitigate the risks accordingly
to the risk acceptance of the company.
3.Advisor The CRO has to participate in the disaster recovery and business con-

tinuity plans providing valuable insight regarding the risk-profile of the
company.

4.Risk Coordinator

The CRO is a coordinator of risk that receives valuable information from
various departments regarding threats and risks and integrates them into
a united framework providing risk profiles and the overall risk tolerance
of the company in order to them to act and align accordingly.

Table 5: CRO Responsibilities

24World’s first Chief Risk Officer
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2.12 IT Security Auditor
2.12.1 Role Global definition

The IT Security Auditor as defined by business dictionary 2° is the person responsible for
the "Scrutiny of an organization’s physical, financial and computer access control procedures
and systems to determine its level of vulnerability to attacks or intrusions from unauthorized
personnel or criminals."

2.12.2 Role analysis from a management perspective.

Information security auditor, is a role completely associated with information security.
Hence we cant give a management overview. But instead we will give a brief overview
of what an audit is as a process before we proceed investigating the IT security auditor
role in the security section. First of all in a company there are many types of audits, such
as financial audit, operational audit, IT audits and many others depending on the nature
of the company and the industry it belongs too. Audit as a process itself is an evaluation
of a system, a person , a company, a service or a product. An official definition of audit
according to ITIL [8] is "Audit, is a formal inspection and verification to check whether a
standard or set of guidelines is being followed, that records are accurate, or that efficiency
and effectiveness targets are being met." Hence, an auditor is an evaluator! People’s com-
mon conception of the term audit is the financial audit. Thus, the process of investigating
the financial records of a company in order to validate, both quantitative and qualitat-
ive, the set of financial statements a company makes. In simple words it is an effective
check of the, as it is known in the financial world "books" of the company. The financial
audit is a process that a company has to conduct frequently at least once per year. That
is due to the fact that it is enforced by law in most of the countries around the globe.
That means that a financial audit is a legal requirement for every company, but it is a
requirement that actually develops another requirement and a necessity of another type
of audit; that of the information system audit. This association and combination of re-
quirements derives because of the modern technology that companies tend to use. Since
the so called book keeping is done by information systems and the financial audit can
only provide validity of the books but not they way those records are stored, created and
conducted. This actually means that there is a need to validate that there is no cheating,
errors or manipulation in the book keeping process. Thus, altering records, percentages
or any other kind of information manipulating the way the information system behaves.
Therefore, there is a need to validate that the information systems, regarding at least to
the financial processes, is behaving as it is supposed to and no signs of modifications or
tampering with the data is present. That makes information systems audit a very import-
ant process and a law requirement as well. Usually companies run a broader audit, the
information security audit which among others covers the requirement to examine the
state of the IT systems and the way they behave and provides also other forms of valuable
information toward the overall security state of a company. After all, an IT security audit
is a tool in the hands of C-level executives which provides valuable results and inform
them about the information security state of the company. Thus, of course also a way to
check, control and not blindly trust the CISO with the security. Everyone makes mistakes!
However, the IT security audit is a process from which the CISO has also to gain a lot,
rather then just being evaluated, since it might uncover security issues that he might not

25http://www.businessdictionary.com/definition/security-audit.html#ixzz2QcgeQkhH

71



Positioning the roles, interfaces and processes in the information security scene.

have identified and provide him suggestions on how to solve them. Our purpose is to in-
vestigate the role of the IT security auditor. Therefore, at this point we would like to give
a small introduction to IT security audit. It is often the case that upper management won-
ders "why they need to perform security audits on a regular basis? " We already gave a
partial answer to that question. Firstly, because it covers a legal requirement (book keep-
ing) and secondly it evaluates the work of the CISO if of course there is one. However,
that is just a small portion of the truth. There is often a misconception that having good
security tools, such as firewalls and security controls, are enough and provide security.
They couldn’t be more wrong. Building a barricaded castle/fortress with firewalls and
other security controls playing the role of the walls and watch towers aren’t enough! In
the absence of guards, the policies, frameworks and procedures in place provide little or
no protection at all. Therefore, we need an IT security audit, because it will ensure that a
company’s security is in order and that IT security controls, processes and IT systems are
functioning as intended. Moreover, it is a tool that will reveal possible compliance issues
with various legislation requirements. Last but not least, but very important it will reveal
flows, vulnerabilities and security gaps in the existing security of a company. In previous
sections we already highlighted our view on visual representations. Therefore, you can
see in figure 31 the road to IT security audit.

. L . Ever increasing number of:
Business use of IT is involving more - gaps in the information security
* complex systems Leads to measures
« Networking ‘ « network & systems
* Internet connectivity vulnerabilities
* rapidly changing technology..... » hacking incidents...

Can be identified and
addressed by

Testing/auditing security:
= periodically
* by validation of information security risks,

mitigation measures, controls, polices and
procedures in the organization

» Comparison with the industry best practices...

Figure 31: Road to IT security audit picture extracted from [59]

Now that we introduced the concept of IT security Audit we would like to give a small
overview of its contents figure 32.

As you can see an overall IT security audit is divided to three core functions: a)
the review of physical security, b) the review of technical security and c) the review of
administrative security. As you can see each of these categories has a list of preventive
and detective procedure/controls that have to be evaluated in an audit. We will discuss
these core functions in the next section while we review the role of the It security auditor.
Closing this section we gave a brief overview of IT security audit but we left the most

72



Positioning the roles, interfaces and processes in the information security scene.

Preventative Detective
* locks and keys = motion detectors
= backup power = smoke and fire detectors
Physical * biometric access controls »= CCTV monitors
= site selection = sensors and alarms

= fire extinguishers

= authentication * audit trails
» Firewalls & IPS * intrusion detection
. * anti-virus software * automated configuration
Technical = encryption monitoring
= access control..... = penetration testing

= Vulnerabilities assessment
= Diagnostic reviews...

= employment procedures = security reviews and audits

= supervision = performance evaluations
Administrative L] techmca.al tramlng‘ L] req_mred vacations/rotation of

= separation of duties duties

= disaster recovery plans * incident investigations

= security awareness training
= Diagnostic reviews...

Figure 32: Contents of IT security audit picture extracted from [59]

valuable part of the truth for the end. Hence, IT security audit [59] is the final step in
implementing a company’s defences! (figure 33)

: possible risks to that the
Informatlon those assets In?gnwﬂ:aotlcnm;?et Organization’s assets

are fully protected

VariOUS Ste S Finally , security
leadin tOp ~ Identify the \ De;'g:ﬁ?fg;“’:yhp A\ N audit encompassing
g information asset and covering what and Enforce the policles testing and ensuring

security audit

Figure 33: The final step in organizing IT security. Picture extracted from [59]

Therefore, there can’t be a good security governance in a company if IT security audits
aren’t performed on regular basis and that is what makes the role of IT security auditor
an important one.
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2.12.3 Role analysis from a security perspective.

In the previous section we introduced the concept of IT security audit. Now it is time to
proceed with the person in charge of this process. Thus, the IT security auditor. Hence the
answer to the rhetorical question: "What does this role do? " is "He is the person or team
of people that perform the IT security audit in a company." There are two categories that
IT security audit is divided to: a)internal security audit and b)external security audit.
The difference between them is actually the scope of the audit. While the nature and
the process of the audit remains the same. Here, we raise an obvious question "Why do
we have such separations and do we really need both audits?" The answer to this comes
actually from the cost benefits approach companies take. An IT security audit is a timely
and expensive process and the external third party doesn’t have an insight of how things
work and would require a costly pre-audit process before he could proceed with the audit
process. Such a pre-audit process could be questionnaires, gathering of critical inform-
ation, analysing the company’s structure business units and processes and gathering all
the necessary data for an audit process. Which in terms of industry equals to time and it
is commonly known that time equals money. Therefore, companies resolve this issue by
employing an IT security auditor, who will actually serve a double purpose role. He will
be the person in charge to prepare the company for an external IT security audit. That of
course will lead to lowering the costs of the external audit as well as providing valuable
insights to the external auditors upon request. The second big advantage of having an
internal auditor is that he will conduct internal audits which are less formal and serve as
proactive measures in comparison to the external audit which is a formal process and a
regulations requirement. In this aspect internal security audits [60] are extremely useful
since they evaluate the state of information security and identify discrepancies that can
be rectified before they can become serious issues. Although internal audits are as we
said extremely useful, the internal auditor may have a conflict of interest [60], since he
is an employee of the company and he will be a person who evaluates the work of a
CISO. Therefore, company’s politics may play a role and thus the reason that an external
IT security audit is in place and mandatory to assure that the IT Security auditor will be
a person who doesn’t have any bias of internal politics or system ownership [61]. But
rather will be a "righteous judge" without any personal vested interest in the findings of
the audit process. At this point we have explained the differences between the internal
and external IT security audits. Therefore we will analyse the role of the IT security aud-
itor when employed by the company. Thus, the preparation he has to make before an
internal or external audit is taking place. Furthermore, we will explain the process of the
audit itself and what the IT security auditor does.

Internal Security audit (Pre-audit Phase)

When it comes to information security all information security professionals know
that the way is to work smart, not hard [62] and in this case working smart means to
allocate all the necessary resources in order to prepare best for the audit. Assuring that
the audit wont end up being an ordeal for the company. This means that the IT security
auditor has to perform a series of tasks listed in table 6 below in order to achieve the
desired outcome.
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IT security
auditor pre-audit
tasks

Task brief description

1.Previous audits.

The IT security auditor has to gather the previous audit reports that
have been conducted and provide documented steps that were taken to
resolve the possible findings of those audits.

2.Technical de- | The IT security auditor has to prepare the technical description of the

scription. host, meaning a detailed review of the hardware and software the com-
pany is using.

3.Security  incid- | The IT security auditor has to prepare detailed documented analysis of

ents. security incidents that occur and the steps taken to resolve them and

prevent them from occurring again.

4.Company’s over-
view.

The IT security auditor has to prepare a detailed overview of the com-
pany’s business units, processes and procedures as well as goals, mission
and objectives.

5.Information audit
assets.

The IT security auditor has to prepare an analysis of the critical inform-
ation (data) and its assets (information processes) and their value to the
company.

6.Security  policy
and procedures
documents.

The IT security auditor has to provide up to date security policies and
various of procedure documents such as BCP, Incidents Management
policy, DRP, data policies, etc.

7.Company’s phys-
ical infrastructure.

The IT security auditor has to prepare a detailed map of company’s
infrastructure regarding physical security. Such as locations of servers,
routers, firewalls as well as the controls that handle the physical access
to such devices.

8.Network infra-

structure.

The IT security auditor has to prepare a detailed network diagram.

9.Security controls.

The IT security auditor has to prepare a detailed overview of hardware
and software security controls that are in place in the company.

Table 6: Pre-audit series of tasks
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The mentioned above tasks can vary in different companies and are generated by
the author from literature and industrial reviews of the following documents [59], [60],
[61], [62], [63], [64].

IT Security audit process

During the years people developed a misconception to think of an IT security audit pro-
cess as a reactive approach. That means that the IT security audit was conducted when
a security incident occurred in order to find the root of the problem and its trigger. Thus
people saw an IT security auditor as "a soldier who enters the battlefield after the war
is over and attacks the wounded." However, that might still be the understanding and
somewhat true, but the industrial standards and government regulations pose the IT
security audit as a repetitive proactive measure. Something that aligns with the global
understanding of information security that it is a continuous process, so should be the
IT security audit. There are various frameworks that an IT security auditor can use to
conduct an audit such frameworks could be the followings:

1. ISO/IEC 27001:2005 [6] and its adoptions always including the plan-do-check-act
model figure 34.

Plan Do
Establish the ISMS Implement; operate
the ISMS
Act Check
Maintain, improve Monitor, review
the ISMS the ISMS

Figure 34: PDCA model

2. The Security by Consensus (SBC) model developed by prof. Kowalski [65] figure 35
which was mapped to the ISO 17799 by Tarimo [66] figure 36 from where it is easy
to understand which component of the model a company is strong or weak and take
appropriate measures to cover the identified weaknesses.
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3. ISACAs COBIT and various of others ISACAs frameworks and guidelines listed in
figure 37 bellow.

S1-Audit Charter - the purpose of this IS auditing standard is to establish and provide guidance
regarding the audit charter used during the audit process

52 — Independence - the purpose of this IS auditing standard is to establish standards and guidance on
independence during the audit process

53 — Professional Ethics and Standards - this standard is about professional ethics where auditor needs
to stick to certain defined core code of ethics

5S4 — Competence - the purpose of this IS auditing standard is to establish and provide guidance so the
IS auditor is required to achieve and maintain professional competence

S5 — Planning - this part of the standard is to give puidance on effective planning to conduct
information systems audit

56 — Performance of Audit Work - this provide guidance about the audit work

S7 — Reporting - the purpose of this IS auditing standard is to establish and provide guidance on
reporting so that IS auditor can fulfill this responsibility.

S8 — Follow-Up Activities - the purpose of this IS auditing standard is to establish standards and
provide guidance regarding follow-up activities undertaken during an IS audit process.

59 — Irregularities and Illegal Acts - the purpose of this standard is to establish and provide guidance
on irregularities and illegal acts that the IS auditor should consider during the audit process.

510 — IT Governance - it is to establish and provide guidance on IT governance areas that the IS
auditor needs to consider during the audit process.

511 — Use of Risk Assessment in Audit Planning - the purpose of this standard is to establish standards
and provide guidance regarding the use of risk assessment in audit planning

512 — Audit Materiality - the purpose of this IS auditing standard is to establish and provide guidance
on the concept of audit materiality and its relationship with audit risk.

813 — Using the Work of Other Experts - the purpose of this IS auditing standard is to establish and
provide guidance to the IS auditor who uses the work of other experts on an audit.

514 — Audit Evidence - the purpose of this standard is to establish standards and provide guidance on
what constitutes audit evidence, and the quality and quantity of audit evidence to be obtained by the IS
auditor.

Figure 37: ISACAS models Picture extracted from [67]

4. And various other frameworks, standards that can be used for information security
audit.

However, in a more broad and independent approach from frameworks and standards
a relative study [62] provides the following steps and procedures listed in figure 38
where you can see a seven step auditing plan and the deliverables of any audit process
which are: the vulnerability report, the threat/ Risk assessment report and the audit
report. Things that are expected from an IT security auditor to conduct and deliver.

In order to deliver such reports the IT security auditor has to conduct a series of tests
on five core domains of a company listed in figure 39, out of which the most frequent
and most noticeable tests and reviews are listed and briefly explained in table 7.
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IT security auditor audit
areas of test tasks

Task brief description

1.System architecture
design.

The IT security auditor has to analyse the network and systems
architecture from a security, integrity and availability perspective.

2.Application security.

The IT security auditor has to review the security settings and
configurations of the applications as well as their design and state
and recommend updates or patches to solve any potential issues.

3.Databases.

The IT security auditor has to review the security settings and
configurations of the databases and the database servers in order
to ensure that the data stored in the databases are protected.

4. Network/firewall wvul-

nerability assessment.

The IT security auditor has to run network penetration tests to
identify weaknesses and holes in the network’s defences.

5.Web based applications
and web servers.

The IT security auditor has to conduct tests to identify security
holes of web applications and web servers.

6.Security policy and pro-
cedures documents.

The IT security auditor has to review the security policies and pro-
cedures documents and ensure that they comply with industrial
frameworks and standards, hence they comply with law regula-
tions.

7.Company’s physical in-
frastructure.

The IT security auditor has to review the physical security controls
that are in place are ensuring the protection of the company’s
assets.

8.Operating systems.

The IT security auditor has to check the operating systems for
malware and assure that critical software updates are patched.

9.Security controls.

The IT security auditor has to review and assess the hardware and
software security controls that are in place in the company.

10.Routers, switches and
firewalls.

The IT security auditor has to review and assess security settings
and configurations of firewalls, routers and switches to ensure
that they aren’t vulnerable and open to hacking attacks.

11.Wireless Networks.

The IT security auditor has to review the wireless network secur-
ity and ensure that no unauthorized wireless access point are in
place.

Table 7: Most frequent IT security audit areas of tests
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Security audit steps

Vulnerability Scanning
Deliverables

Report Jiudit Yulnerability Eeport

Input data

Logs, Intrusion Detec- Security Architec-

tion Systems Reports, ture Audit Threat-’ngi Assess-
data from the system, _ - ment Eeport.
etr. Baseline Auditing

Audtt Report

Internal Control and
Workflow Audit

Policy Audit

Threat/Risk As-
sessment

Figure 38: Audit Process. Picture extracted from [62]

2.12.4 Role Responsibilities

Summarizing, the IT security auditor is accountable for:

1. The verification of the effectiveness of the company’s IT security.
2. Preparing the ground for the IT security audit process to kick off.

3. Evaluation of the company’s financial and IT systems identifying any possible frauds,
mismanagement, misuse, dysfunction of resources, procedures and controls.

4. Evaluation of effectiveness, efficiency and most importantly compliance of company’s
security processes and procedures with global accepted best practices and govern-
ment laws and regulations.

5. Propose solutions to resolve the potential issues that the audit findings might reveal.

Last but not least we would like to recall a famous quote about auditors that totally
reflects our perspective and understanding of the role of the IT security auditor. "The
auditor is a watchdog and not a bloodhound!2°"

26Lord Justice Topes
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2.13 Supervisors & Manager & Directors
2.13.1 Role Global definition

There are many definitions of the roles of supervisors, managers and directors we will list
a set of definitions by F. John Reh ?7 as he defined them in the about.com management.28

Supervisor: "For many people, their first management level job is as a supervisor. The
supervisor is a first level management job. This individual is responsible for a small group of
people, usually doing the same job or very similar jobs. Typically the supervisor has signific-
ant experience doing the work of the individuals they supervise."

Manager: "A manager may be a first level manager who supervises employees directly
or a second level manager who manages supervisors. The size of the company usually de-
termines which. The duties and responsibilities of a first line manager are similar to those
of a supervisor although the manager generally has more personnel responsibility, more HR
responsibility, and more discretion. He or she usually supervises a small group of employees
doing the same or similar work."

Directors: "A director is a senior management position responsible for the strategic and
tactical management of a significant piece of the company Directors typically manage a few
subordinate managers. Within their area of responsibility they generally have wide latitude
and are expected to meet broad goals. Normally they have P & L responsibility and have
hiring authority within their budget."

2.13.2 Role analysis from a management perspective.

Nowadays, every company consists of supervisors, managers and (project managers,
senior managers, middle managers etc.) directors who assist the C-level executives in the
governance and daily operations of a company. Due to their nature these three roles can
be identified in various departments of a company with different delegation and nature
of responsibilities. Hence, we cannot provide a detailed overview of their responsibilities
with respect to management approach, since they vary and depend on the department
and industry they belong to. However the reason we group these roles is of their relev-
ance, hierarchical a supervisor reports to one or several managers and they report to one
or several directors; Besides the chain of command they all manage a group of people
with the size depending on the role and its nature. We will refer to these three individual
roles as "line managers". Thus because if an employee calls someone as "boss" he refers
to a line manager that could be any of the three roles.

2.13.3 Role analysis from a security perspective.

The fact that line managers oversee and are on a daily basis in touch with many em-
ployees put them in a key position to safeguard and promote information security. In
academia and standards like NIST, ISO/IEC, COBIT, ITIL there is a generic and short re-
view of the roles and responsibilities towards information security if any. Therefore, we
conduct an industrial review of various of information security policies documents and

27John Reh is a senior business executive whose broad management experience encompasses managing
projects up to $125 million and business units including up to 200-plus people. A published author, most
recently as a contributing author to Business: The Ultimate Resource

28http://management.about.com/od/begintomanage/a/Management-Levels.htm
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generate a specific set of security responsibilities regarding line managers.

2.13.4 Role Responsibilities

Please note that this set of responsibilities is generated from a sample of 40 different

policies. Hence, we provide our findings in respect to this sample and we acknowledge
that this is a case of Hasty Generalization. However, in our humble opinion the proposed
set of responsibilities aligns well with Information Security Management frameworks,
guidelines and complies with our obtained knowledge during our studies in Information
Security Management at GUC. We list our findings bellow:

1.

The line managers have to conform to and implement security policies and proced-
ures in the domain of their responsibility.

The line managers have to monitor and identify any non-compliance issues with the
security policies and procedures in their domain of responsibility and take appropri-
ate corrective steps.

The line managers have to develop and build a trust culture and promote a security
culture encouraging the staff to report any compliance issues or security incidents
that come to their attention.

The line managers have to ensure that the employees acknowledge, understand and
follow the security policies and procedures in the domain of their responsibility.

The line managers ought to notify the employees in his domain about changes in the
security policy or procedures as well as explain and ensure that the employees under-
stand their responsibilities towards information security procedures or requirements
and the absolute need to comply with them.

The line managers are responsible in identifying the weaknesses of the employees
in their domain in respect to compliance with the information security policies and
procedures and ensure that necessary guidance and training is provided to the em-
ployees.

Closing this section we can see that line managers play a vital role in the safeguarding,

promoting and creating an information security aware environment. Hence, they are a

vital part of an effective information security management system/framework.
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2.14 CMO
2.14.1 Role Global definition

Chief marketing officer (CMO) as defined in business dictionary?° is: "The company ex-
ecutive responsible for corporate branding, advertising, marketing channels, customer out-
reach and all other marketing aspects. The CMO is considered part of the top management
tier with responsibilities which generally cross all company product lines and geographic
regions."

2.14.2 Role analysis from a management perspective.

Chief marketing officer (CMO). The key word of this C-level executive is marketing.
Hence we can’t proceed to our review of the role without first clearly introducing the
concept of marketing. Marketing as defined by Philip Kotler [68] is " a societal process by
which individuals and groups obtain what they need and what through creating, offering
and freely exchanging products and services of value with others." The role of CMO goes
way back in history and is the natural evolution of the chief advertisement officer. A chief
advertisement officer was the person responsible for creating the advertisements and ad-
vertisement campaigns. He was the brand developer and protector [69], but the rapid
advance of technology, business globalization, market fragmentation and the inefficiency
of the traditional marketing methods [70] demanded a more complex role. Thus, the
death of the chief advertisement officer [69] and the rise of the modern version of the
role known now as CMO. However, the chief advertisement officer’s functions have been
preserved over time and still remain as a part of the modern CMO duties. The digital
era we live in that has evolved during the last decade brought a network-driven em-
powerment of individuals [71]. This network driven empowerment gave customers tre-
mendous power and raised their needs, expectations and means of evaluating products
and services. Thus , creating one of the core challenges for today’s CMO, that to identify
the customer, satisfy them and keep them for a long term period. The network-driven
empowerment disruption changed the world of marketing. Marketing will never be the
same! The role of the modern CMO is to own this disruption otherwise, woe to the CMO
[71]. The CMO is a complexed role. Thus, because the way he brings value to a com-
pany differs from industry to industry. Hence, there are various responsibilities and job
descriptions of the CMO role [72]. This is due to the fact that there are three differ-
ent models of the CMO that could fit a company based on its nature and its needs and
requirements. In Harvard’s study [72] this categorization is explained in detail. We list
below the categorizations of Harward’s study in a short context. Those three categories
are as follow:

1. VP of Marketing Services. "A vice president of marketing services operates a cost center
made up of marketing professionals. Business unit managers have profit-and-loss ac-
countability and use the marketing expertise in this "center of excellence" as they deem
necessary."

2. Classic CMO. "In an organization not led by marketing, the classic CMO role is to en-
sure that longer- term marketing and brand-building considerations are part of the top
management team’s deliberations. The CMO must monitor the evolving consumer land-

2%http://www.businessdictionary.com/definition/chief-marketing-officer-CMO.html
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scape, represent the voice of the customer, and act as the cata- lyst to develop and then
interpret the consumer insights that can produce new product or service development."

3. Super-CMO. " The classic CMO who can prove himself or herself by gradually winning
internal support and earning the trust of the CEO can become a "super-CMO," with
greatly expanded authority. The super-CMO is a senior and seasoned marketing execut-
ive, widely respected both inside and outside the company. This executive has typically
been a general manager or even a CEO, can certainly talk the language of business
strategy and finance, and has the stature to direct global brand strategy. He or she usu-
ally has authority over the company’s marketing budget."

As you can clearly understand there is no "one size fits all" role of CMO. However,
in the various studies we reviewed in our research of the role, [69], [70], [71], [72],
[731, [741, [75], [76], we identified a number of shared attributes among those studies
of CMO. We summarized these findings and list them bellow:

1. Public relations & events. The CMO has the responsibility to promote the company
and manage the flow of information from the company to the public. The scope of
public relation is to build relationships and ensure exposition of the company to the
company’s audience. Where audience is interpretative as mass media, investors, cus-
tomers, employees, partners and other possible stakeholders. The CMO is respons-
ible for the creation of appealing and successful promoting events of the company.
Whether they are the company’s presentations of new products or services, confer-
ences or any other events it is the CMO’s responsibility to identify the companies
audience and create appropriate attractive events.

2. Marketing Services This is the, preserved in time, activity that the modern CMO
inherits from his predecessors. In this area, the CMO has to oversee the develop-
ment of advertisement campaigns, the protection and development of the company’s
brand name and he has to create value for customers as individuals [74]. The CMO
is responsible for overseeing the development of marketing services such as complain
handling, service recovery, delivery systems, pricing, communications with customers
services, balancing market demands with capacity and various other marketing ser-
vices that might derive based on the nature of and the industry a company belongs
too.

3. Growth Manager The modern transformation of the CMO role to that of a Growth
Manager is a matter of time. The CMO is responsible for the market research and
analysis. He has to familiarise himself with the latest trends, modern technology and
market globalization in order to explore market opportunities and seize them when
they are beneficial for the company. He is responsible for analysing the customers
feedback and forecasts their new expectations and demands to ensure that the com-
pany is focused on meeting them. This factor will initially protect the market share
of the company and will be the basis for further "market attacking" that will lead to
a bigger market share and additional recruitment of customers. That will eventually
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produce bigger revenue for the company. Last but not least he has to preserve the
company’s brand name. Hence to maintain the existing fan base of the company and
to explore means that will contribute to its expansion. However to implement such a
requirement the CMO has to be a strong leader and corporate advisor.

4. Leader and Corporate advisor The CMO has to possess strong analytical skills and
out of the box thinking in order to contribute to the development of a robust business
strategy and vision that will ensure a good marketing policy and development in the
company. He has to be a cross-function person since marketing is the same as security,
everyone plays a role in it one way or another. Thus he has to build relationships with
the business units and line managers as well as with the rest of the C-level executives
and assure that everyone understands the value of what efficient marketing brings to
the table. Besides the strong analytical skills he has to possess he should be also a
strong leader that will provide valuable insight and inspiration both to the CEO and
the board of directors, but these leading skills don’t stop just on the C-suit manage-
ment but due to the fact of market globalisation he has to serve as a global marketing
ambassador and lead the marketing department and its global branches if any.

5. Marketing ROI The last piece that completes the overview of the CMO role from a
management perspective is the most challenging part of this role. The CMO has to
become the CFOs closest friend, since he is a part of the C-level executives he has
to speak the same language as them. That of numerical numbers. There is no hid-
ing behind the hardcore numbers. Although the way of measuring marketing success
is a very hard process and varies in different industries, the CMO has to be able to
perform a return on the investment (ROI) analysis and forecast and provide proof of
success or failure in terms of numbers to the CEO and the board of directors. This re-
quirement makes an absolute requirement for the CMO to be a good forecaster and a
person who can make good estimations based on uses cases or scenario development
which are key tools in a CMO’s arsenal. Not only to estimate the initial investments
but to also use them as self evaluation and guidelines through the marketing process.

Closing this section we would like to refer to two interesting quotes we read in [76]
about marketing. "Marketing is unique from other functions the last mile of marketing
occurs in the mind of the customer. That isn’t a controllable environment; it relies on psy-
chology;" "The role of Marketing is to identify revenue opportunities and nurture those op-
portunities."

2.14.3 Role analysis from a security perspective.

A CMO and information security share a mutual beneficial relationship. The CMO is one
of the roles who can take full advantage of the good information security procedures of
a company and turned it into a value producer for the company, Meanwhile he relies on
information security to safeguard marketing services and procedures. But lets see how
all these come to life. Starting with the fact of creating value for the company using
and promoting companies information security. In the digitised era we live in, online
transactions and recruitment of personal data happen on daily basis. Customers trust
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companies to safeguard their personal data when they will be using their services. Hence,
customers concerns about information security are raise daily. A fact also confirmed by
the finding of a relevant study "secure the trust of your brand" [77]. In fact the key
findings of the study indicate that:

1. U.S. consumers polled were most concerned with identity theftdATeven more so than
terrorist threats and other personal safety issues. Conversely, European consumers cited
Internet transaction security as their biggest information-based worry.

2. Computer security breaches, such as viruses and spy ware, are clearly a unifying force in
both geographies: two thirds of consumers across the U.S. and Europe have been victims
of these types of breaches.

More and more customer concerns have been raised during the passed few years
due to major security incidents hitting the media, leading to a huge demand for
information security from customers. As the fundamental law of marketing indicates
" The customer is always right " the companies tend to cover the customers needs by
focusing on information security. That brings us to another key finding of the same
study [77].

3. There’s room for companies to literally make a name for themselves with robust security
policies and response strategies. When asked an open-ended question about their "most
trusted" type of industry or specific company in terms of security, consumers’ answers
varied widely, indicating an opportunity for companies and industries to further build
brand trust. Banking was the industry most often named by respondents as "most trus-
ted" for protecting its customers’ security, and Symantec/Norton was the company,/brand
most often named by respondents, with McAfee and Microsoft tied for second.

which indicates how a CMO can use information Security to create value. The CMO
can use information security to promote the company’s brand and indicate that the com-
pany takes in high consideration information security and data privacy and has all the
necessary security controls to safeguard the private information of its customers. Thus,
the CMO will develop and add value to the company’s brand name building a security
reputation for the company. Which will be translated into a growth of their customer
base and revenue. Hence, information security assists the CMO in marketing strategies,
services and development. But is it the only way that information security interacts with
the CMO? As we discussed its a mutual relationship. Therefore, by promoting informa-
tion security the CMO enhances the need of its constant development and leads the way
into the company’s strategy towards information security. Since in taking such a course,
of promoting your security, you must assure that the raised expectations by the custom-
ers are met. Thus, means more investment in the constant development of information
security. That of course is providing you a brand name itself as indicated in the third
finding of the study. However this is not the end! Information security assists the CMO
in other ways as well. Such are that it safeguards the company’s reputation, the Q-terms
financial results, the launch of new products, pricing strategy and various of other forms
of information flows that could harm both the company and the marketing department
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and its processes. As a result, one of the key responsibilities of the CMO as well as other
managers is to ensure that the staff of his department have a security awareness culture
and adhere and implement the established security policies and procedures. But that is
not the last part of the CMO role when it comes to information security. Agatha Christie
wrote: " When large sums of money are concerned, it is advisable to trust nobody!" That
statement is something that in our modern world companies face from customers on a
daily basis and specially when there is a major security breach of data. We saw recently
the estimation of billion dollar losses from a recent security breach of the Sony playsta-
tion network which left Sony to handle angry and disappointed customers. Here comes
the role of CMO to make a difference! The way a company treats a security incident
when one occurs and how they communicate it among the customers, business partners
and public makes a significant difference in the company’s losses. After all, a negative
publicity is still publicity that a good and well prepared CMO can make the company
benefit from this with the correct handling. However according to another finding of the
[77] study most CMO aren’t sufficiently prepared to handle such situations. Something
that has a direct affect on the stock performance of the company and they estimate that
a loss from 0.63 to 2.10 % value in the stock price when a breach hits the media. Thus,
the CMO responsibility to assist the CISO in training a spokesman in the crisis team if
any and assure that any security incident or disaster is handled appropriately protecting
the brand name of the company and the company’s reputation and interests in the media
coverage and the public.

2.14.4 Role Responsibilities

Now that we have given an overview of the CMOs role it is time to summarize the role’s
responsibilities. We list them in table 8 listed bellow.
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CMO Task brief description
Management
Responsibilities
1.Public relations | The CMO has the responsibility to promote the company and man-
and events. age the flow of information from the company to the public.
2.Marketing  Ser- | The CMO has to oversee the development of advertisement cam-

vices

paigns, the protection and development of company’s brand
name, he has to create value for customers as individuals.

3.Growth Manager

The CMO is responsible for the market research and analysis. He
has to familiarise himself with the latest trends, modern techno-
logy and market globalization in order to explore market oppor-
tunities and seize them when they are beneficial for the company.

4.Leader and Cor-
porate advisor

The CMO has to possess strong analytical skills and out of the box
thinking in order to contribute to the development of a robust
business strategy, vision that will ensure a good marketing policy
and development in the company.

5.Marketing ROI

The CMO has to be able to perform a return on the investment
(ROI) analysis and forecast and provide proof of success or failure
in terms of numbers to the CEO and the board of directors.

Security Related
Responsibilities

Brief Description

1.Value Creator

The CMO has to use information security to promote the com-
pany’s solid approach to information security and data privacy
and develop or expand the brand name and reputation of the
company.

2.Information flow
keeper

The CMO has to ensure that appropriate measures and controls
are taken to protect information leakage about marketing events,
procedures, services that could harm and affect the company.

3.Key Media Hand-
ling

The CMO has to be prepared to handle the media appropriately
and in advantage of the company’s interests when a security
breach occurs.

Table 8: CMO Responsibilities
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2.15 Chief R & D officer

2.15.1 Role Global definition

Chief R& D officer CRDO as defined by investopedia is the leader of Investigative activ-
ities that a business chooses to conduct with the intention of making a discovery that can
either lead to the development of new products or procedures, or to improvement of existing
products or procedures. Research and development is one of the means by which business can
experience future growth by developing new products or processes to improve and expand
their operations.

2.15.2 Role analysis from a management perspective.

The role of the R/D leader has been intensively studied for many years. The role that once
represented a gate keeper who was the primary reservoir of ideas for new services and
products and a first-line supervisor in a research group [78], has nowadays developed
into a role of a business leader, a person who is capable to manage and lead internal
teams, collaborate with external partners, has an understanding of the market and the
customers orientation with the ultimate goal to bring innovation in the company and
create valuable intellectual property [79]. The role of the modern CRDO requires a vast
understanding of business strategy and business goals combined with a solid academic
background. In other words the modern CRDO needs to be a brilliant scientist that has
developed managers skills. Thus the hardest demand of this position, is in fact that the
CRDO has to understand that its no longer just scientific research but rather a successful
product development, placing the customers at the heart of the business [79]. The CRDO
has to secure the business future of his company by developing and releasing products
that would hit the market and preserve and grow the market share of the company. In a
relative study [80] they categorize the key success factors for a successful R/D Manager
which according to them are:

1. Predominance in Competition
Predominance in competition means to have something special that competitors cannot
create.or copy easily.

2. Evaluation Impartial evaluation is a catalyst for fair competition and proper coopera-
tion, which will result in effective distribution of research funds.

3. Organizational Economy R&D consumes a company’s precious resources (personnel,
capital and equipment), therefore improving the efficiency of research is an all- import-
ant factor.

Thus, in other words the fact is that a CRDO has to be an R&D promoter. He has to
be able to speak the language of the other C-level executives and have the required com-
petence to sell his ideas to them in order to receive proper financial support for the R&D
department. He is the person responsible for running the department and overseeing the
research-development of new products and ensuring value creation for the company. A
value that is translated to innovation and intellectual property. Innovation is the alpha
and the omega of the CRDO role. We would like to recall two statements of United states
Presidents about innovation.
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"We need to build a future in which our factories and workers are busy manufacturing
the high-tech products that will define the century... Doing that starts with continuing in-
vestment in the basic science and engineering research and technology development from
which new products, new businesses, and even new industries are formed." 3°
"America leads the world because of our system of private enterprise and a system that en-
courages innovation. And it’s important that we keep it that way. See, I think the proper
role for government is ... to create an environment in which the entrepreneurial spirit flour-
ishes...the Government can be a vital part of providing the research that will allow for
America to stay on the leading edge of technology...I think we ought to encourage private
sector companies to do the same, invest in research."!

As you can see innovation is the future not only of a company but also at a countries
level. Thus, the need of an excellent CRDO, who will play an [79] integral role in defining
and developing strategy, combine strategic planning and execution skills and be able
to deliver projects and products that will hit the market. To put it in other words: "to
crystallize ideas and make them reality " [79] . Summarizing the CRDO can be found in
various industries with different requirements. However, in a broader approach we list
five of the core properties that follow the CRDO role in the modern industry. The CRDO
has to:

1. Be a great Scientist.

2. Be an innovator, bring new ideas to the table.

3. Oversee the proper function of the R&D department ensuring the financial support
for the projects.

4. Understand the market and the customers.

5. Be a safeguard and developer of the company’s intellectual property.

2.15.3 Role analysis from a security perspective.

A CRDO contribution to the overall information security of a company is not bigger than
any general manager, director, supervisor as discussed in the homonymous chapter. Thus
of course in the case that the R&D department is not dedicated to information security
development. However, information security plays a vital role in safeguarding the intel-
lectual property and its development. In the modern world tremendous investments are
made by companies to research and develop with the purpose to achieve benefits of in-
tellectual property and eventually see it develop into a product that will hit the shelves.
In this rally, of patent claims and intellectual property corporate espionage is remarkably
blooming. Here is where information security comes to play the role of the protector. The
guardian of the intellectual property, hence the guardian of the company’s investment.
Information security protects the intellectual property dealing both with the technical
solve risks and the human factor risks a company faces. Which are also the risks that
the R&D department is facing. In the value chain of intellectual property development

30president Barack Obama, February 2012
3lpresident George W. Bush, April 2004

91



Positioning the roles, interfaces and processes in the information security scene.

there are many players. Hence it is exposed to the most challenging threat. Thus, of an
insider, here we would like to note that we don’t neglect the technical solve risks but
it is common practice that company’s spend a lot of money to protect themselves from
an outside attacker but usually fail to mitigate the insider threat. Where an insider is a
human factor risk, whether this is a human error or a sophisticated pre-designed attack,
it is a high risks on the company’s investment. In a relevant study about internal crime
and recommendations conducted by the author under the supervision of Professor Dr.
Bernhard M. Hadmmerli ,as a partial requirement for a GUC course, we demonstrated the
vital role that information security plays in handling the insider threat. We list below the
findings of that study since they play a crucial role in protecting the process and findings
of the R&D department which are critical for every company.
Internal Crime and recommendations study findings:

1. Educate, inform and keep the awareness high in the staff.

The board should be providing specific training in detecting manipulative attempts to
all customer facing staff. Warning all staff to be alert to anyone asking for sensitive or
restricted information. Being alert to all unknown enquirers who try to extract informa-
tion in a rush, with intimidation, stressing authority or refusing to give contact details.
Encouraging managers to be alert to individuals who are excessively negative about the
organisation or their work. Establishing a formal grievance procedure for staff to vent
their feelings. Setting up an easy and confidential system for staff to report any abnormal
behaviour from their colleagues. Educating is critical also performing security training
and awareness. Educating third party assets those outside your organisation.

2. Ensure the presence of security controls.
Security controls are the mechanisms that ensure our security . Security controls such
as:

- Encryption of data.

- Access controls.

- Minimum privileges.

- Monitoring, auditing and reporting.

- Enforcing baseline security policies and procedures.
- Extending traditional policy and guidance.

- Conducting ongoing personnel checks.

- Implementing focused risk assessments.

Should be taken into a serious consideration when implementing the security controls
and should be deployed when possible. In addition to these measures we should make
sure that, when employment is terminated for whatever reason ensuring that all access
to systems, sites and information is ceased. And that the information should be backup
and a secure copy should be kept in another location. And also we must ensure real
understanding of the reasons for security controls.

3. Ensure that the staff are aware of their responsibilities.
The board of directors and the upper management have to make sure that the staff
are aware of the procedures,policies and regulations of the company/organization
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and that penalties will occur if they wont follow them. Few examples of such policies
and regulations are listed bellow. The employees should:

- Only use equipment for which they have been granted authorization.

- Not leave computer equipment in a parked car or in an unsecured location where it
might be stolen.

- Follow established procedures when removing equipment from premises. This usu-
ally requires a property pass.

- Not install or use unauthorized software or hardware on the network, including
personal laptop computers, pocket computers, or personal digital assistants and
network enabled cellular phones, except as expressly authorized.

- Not alter the configuration, including installing software or peripherals, on govern-
ment equipment unless authorized.

- Notify management before relocating computing resources.

4. Take appropriate physical security measures.
Physical security shouldn’t be neglected since its a part of security procedure and part
of our defence. The company/organization should: When possible, use physical lock-
ing devices for every laptop. Have a list of individuals who are authorized to access
the servers should be re-verified as much as possible. Changing key codes on doors
frequently and performing revocation of ID badges at frequent intervals.

5. Personal proposal.

Thus every organization/company should pay a lot of attention to the cultural back-
ground of their employees investing towards knowing them better and understanding
their needs, beliefs and traditions and providing a secure and happy environment to
work in. Building a genuine relationship between the company/organization and the
employees which will build trust and respect between them. This way the risk of the
insider will be mitigated. After all the best security measure is not the one deployed
by a policy or a control but by gaining and investing in a personal trust and mutual
respect. Human interactions are way more important than any money or controls. If
you manage to show loyalty to your employees they will follow you and trust you. Its
the same as genuine leaders that people follow through the ages. The same approach
should be obtained in this environment too or at least its our recommendation and
belief.

2.15.4 Role Responsibilities
The CRDO has to:

1. Be a great Scientist.

2. Be an innovator, bring new ideas to the table.

3. Oversee the proper function of the R&D department ensuring the financial support
for the projects.
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4. Understand the market and the customers.

5. Be a safeguard and developer of the company’s intellectual property.

6. Has to acknowledge and follow the security responsibilities of a supervisor, manager,
director as they are described in the homonymous section of this thesis.

7. On the other hand, information security has to protect the R&D department and the
intellectual property from human factor risks as well as technical solve risks.

2.16 CRM Director
2.16.1 Role Global definition

A customer relationship management Director as defined by business dictionary 32 is a
person responsible for overseeing the development of A computerized system for identi-
fying, targeting, acquiring, and retaining the best mix of customers. Customer relationship
management helps in profiling prospects, understanding their needs, and in building rela-
tionships with them by providing the most suitable products and enhanced customer service.
It integrates back and front office systems to create a database of customer contacts, pur-
chases, and technical support, among other things. This database helps the company in
presenting a unified face to its customers, and improve the quality of the relationship, while
enabling customers to manage some information on their own.

2.16.2 Role analysis from a management perspective.

The role of CRM Director, also known as chief customer relationship management officer,
is to lead the design, implementation and integration of a customer relationship manage-
ment framework/system in a company. But what is CRM ? There are many definitions
of a CRM over the years, in a relative study [81] about CRM they gather the various
definitions and defined CRM as follows: Customer Relationship Management is a compre-
hensive strategy and process of acquiring, retaining, and partnering with selective customers
to create superior value for the company and the customer. It involves the integration of
marketing, sales, customer service, and the supply-chain functions of the organization to
achieve greater efficiencies and effectiveness in delivering customer value. Thus, said we can
clearly see that the scope of a CRM is to increase and improve marketing productivity.
There are many studies and scientific analyses on how to develop and integrate a CRM
framework/system that it can be a topic for a thesis itself. Hence we wont go into a
deeper analysis on how such a system is developed and the advantages and benefits that
it brings to the companies that implement it but rather refer to [82], [83], [84], [85],
[86], studies that can provide a good overview of the CRM as a system and hence as-
sist in the developing process of it or a selection of an already developed CRM solution.
This actually revels the primary responsibilities of the CRM Director, which is to focus
on assisting the C-level executives to build a customer focused culture. Thus, placing the
customer at the core of the business processes and strategy. According to [87] the CRM
Director has to understand that " A CRM solution isn’t about imposing a standardised way
of operating as defined by a software vendor, rather forward-looking organisations need a
solution that can meet their needs now and grow and change along with them " When doing

32http://www.businessdictionary.com/definition/customer-relationship-management-
CRM.html#ixzz2Qiot7Ajs
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so, he will be in the condition to perform an analysis of the current needs of the company
and forecast possible future needs. Following, he will conduct a market research in order
to obtain a solution that suits the company or recommend to the board of directors that
the company invests into implementing it herself or hire a third party to do so on their
behalf. In the same industrial consulting study [87] they focus on the characteristics of
such a system which briefly are that a CRM has to a) deeply understand what customers
need, b) to be able to engage with the customers for example through social media, c)
get close with customers and maintain a close relationship with them by closely ana-
lysing their needs and meeting them beyond customers expectations, d)be easy to use
and attractive to everyone both the employees and the customers. Summarizing, a CRM
director’s role is to:

1. Analyse the needs of the company’s CRM solution.

2. Oversee the development or acquisition of the CRM solution ensuring that it meets
both the current and possible future needs of the company.

3. Place the customers into the heart of the business assisting the C-suit executives and
board to develop a customer focused culture.

2.16.3 Role analysis from a security perspective.

We have already determined that the purpose of a CRM is to increase and improve mar-
keting productivity. Thus, to identify, acquire and retain customers [88]. The CRM is an
IT based system which according to SANS study [89] includes technologies such as

- Database servers to store customer data.

Web servers to present data to internal employees, sales representatives, field ser-
vice technicians and customers.

- CRM application.

Web browsers.

Wireless devices such as cell phones, tablets, laptops etc.

As we can understand there is a large variety of technology used in a CRM that brings
technical security risks on many fronts. Such security risks according to [88] could be

1. Denial of service attacks.
2. Database attacks.

3. Identity thefts.
4

Malware infections.
Additionally we add:

i

Social engineering hacking attacks.
6. Other various of forms of attacks that can happen on IT base systems.

Those risks pose a serious threat to a company. Customer’s sensitive data are stored in
a CRM system such as credit cards, social security numbers, identities etc. and a potential
breach will lead to money loss, law suits and even to bankruptcy for a company due to
possible fines/settlements or customer’s loss. Thus, where information security comes to
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play a key role into protecting and safeguarding both the system and the data that it
stores and processes. Besides that, another very important issue that information secur-
ity comes to cover in a CRM is data privacy and data processing law compliance which
of course derives from the nature of the CRM system which stores customers, employ-
ees and third party contractors data. Hence it requires proper handling and appropriate
security controls. Thus, where the role of the CRM director fits into the whole picture.
He is responsible to be a security aware person understanding the challenges and risks
that a CRM system poses to the company’s information security [89]. Thus, means that
he will be able to collaborate with the CISO of the company in order to follow the fun-
damental principles of information security regarding software development and ensure
that together they will make it right and secure from the beginning. That of course in
the case the company chooses to implement the CRM by itself. In the other case he again
has to consult with the CISO in order to review the selected by him solutions and choose
the only one that fits best with the security policy, procedures, controls of the company
but also ensuring that the CRM meets the company’s needs. In addition to all these re-
quirements, the CRM director, as any other director, has to acknowledge and follow the
security responsibilities as described in the Supervisor, Manager, Directors section.

2.16.4 Role Responsibilities

Now that we gave a holistic overview of the CRM directors role we summarize and list
his responsibilities below. A CRM director has to:

1. Analyse the needs of the company’s CRM solution.

2. Oversee the development or acquisition of the CRM solution ensuring that it meets
both the current and possible future needs of the company.

3. Place the customers into the heart of the business assisting the C-suit executives and
board to develop a customer focused culture.

4. Possess a security aware culture.

5. Acknowledge the security risks and challenges a CRM system has.

6. Collaborate with the CISO in the development or acquisition of a CRM system.

7. Has to acknowledge and follow the security responsibilities of a supervisor, manager,
director as they are described in the homonymous section of this thesis.

2.17 Users

2.17.1 Role Global definition

Users. A user is any individual using a computer connected to a company’s network
or those who have been granted privillages and access to a company’s computing and
network services, applications, resources and information.

Definition adopted by the author from [90].

2.17.2 Role analysis from a management perspective.

There aren’t many things to write about a user from a management perspective. Rather
than that the users are the workforce of a company that are using the company’s re-
sources in order to achieve the company’s objectives and goals. Hence a user from a
management perspective has to fulfil the responsibilities and tasks defined in his job
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description.

2.17.3 Role analysis from a security perspective.

What is a company/organization without people? Can it exist without people? Of course
not. They are the beginning and the end of a company/organization they make the com-
pany/organization. It’s there existence that give breath to any kind of operations or proced-
ures. As we clearly understand humans are important to any company,/organization and
their importance is out of question. But what about the security of a company ? Are the
employees posing a threat to the company,/organization? A lot of discussion and research is
being held nowadays towards the human factor in the security of a company,/organization.
Peoples behaviour and nature are unpredictable and that poses a threat on its own towards
any kind of security. Employees are people and not machines. It’s in our nature to do mis-
takes after all as Albert Einstein said: " Anyone who has never made a mistake has never tried
anything new." and it is the way we learn things by learning from our mistakes. This factor
of human error is the most unpredictable of all the risks. We might consider that something
is wrong with an employee if we identify some suspicious behaviour but to predict when an
employee will make a mistake it’s like entering a casino and expecting to win, when all the
research and statistics show that it is almost impossible. That leads us to a small conclusion
that a company gambles with her employees and whether they win or not is determined
by many factors.®® Before we start our discussion about the users responsibilities we be-
lieve it is wise to take a look at ourselves the information security professionals. Every
information security professional knows that if he is to fight and face the users, its a
battle he cant win. It will most likely cost him his place in the company if he heavily goes
against the users. In this aspect we (as security professionals) have to understand that
implementing heavy security controls and trying to become a police man who is trying
to enforce the law and order will result in an epic fail! The heavy security fatigue should
be avoided but rather transformed into a social personality. Building a relationship of
mutual respect and trust with the users. In the modern digitised era, users are more
sophisticated about technology capabilities more then ever before [91]. Hence, they will
find a work around of any security controls if that eases them in fulfilling their job re-
quirements. Such behaviour can jeopardize the information security of the company and
lead to an information security breach or exposure with various risks for the company.
Thus, [92] security controls cant stand on their own! It is essential that the users are
aware and truly understand the nature of the security controls and the necessity of their
existence. This can only happen if there is an appropriate security awareness campaign
and education program in place. The desired outcome of such program is that users fully
understand why there is a need for information security; what is information security
protecting; what are the consequences of a security breach, and how they affect both
the company and the person responsible as well. When they understand the answers to
those questions they will be motivated to adhere and follow the security policy. A security
policy that should explain in detail the security procedures and answer questions like:
what is allowed to be attached to the network; to whom a stolen/lost laptop, phone or
any other device that has company’s data or provides access to company’s network has
to be reported to; what is the purpose of access authentication mechanisms; explain the

33Text reused from the author taken from a previous study by the author Internal Crime analysis and recom-
mendation supervised by prof. Himmerli
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role of access privileges (why should user accounts not be shared); and what is the dif-
ference between a good or bad password; Ensuring that the nightmare of every security
professional of passwords stickers attached to the monitor wont turn into reality! It is
essential that all users are familiar with, understand and know how to use the security
policy and procedures. However, as we said in the beginning people aren’t machines,
therefore incidents can and do happen [92]. Therefore, besides the general awareness
culture, users have to be able to detect, react and protect the company[92]. They interact
with the system on a daily basis and usually they are the first to discover a security issue
and it is essential that they are educated to recognize signs of compromise [92] and be in
a position to react against them. Among such compromises lies not only the breach that
comes from an outside attack, in various forms, for example penetration of the network,
fishing emails, Malware, social engineering hacking attempts, impersonating and various
of other forms of threats but the threat of an insider as well discussed in the R& D sec-
tion. The bottom line is, users should be aware, prepared and educated to face security
breaches attempts and as stated by Motorola in [91] " User awareness is an important
defensive weapon in your information security arsenal. As users gain a fuller understanding
of the risks and potential costs of poor security practices, they can more easily recognize the
part they can play in protecting the organization’s mission. Better informed users can be pro-
active security allies, more readily accepting controls and applying them more consistently.
Most important, in accepting shared responsibility for protecting critical information assets,
your human assets become more valuable. That means higher value, lower risk exposure and

n

lower costs for the entire organization.

2.17.4 Role Responsibilities

Closing the user role discussion we would like to present the user role in information
security as defined in NIST publication [93] which summarizes our discussion and ap-
proach of the user role. Hence according to NIST a user must:

1. Understand and comply with agency information security policies and procedures.

2. Be appropriately trained in the rules of behaviour for the systems and applications to
which they have access.

3. Work with their management to meet awareness and/or awareness training needs.

4. Keep software/applications updated with security patches in those cases in which users
are responsible for doing so.

5. Be aware of actions they can take to better protect their organization’s information.
These actions include, but are not limited to, proper password usage, data backup, proper
antivirus protection, reporting any suspected incidents or violations of information se-
curity policy, and following rules established to avoid social engineering attacks and rules
to deter the spread of spam or viruses and wormes.

2.18 CDO

2.18.1 Role Global definition

Chief Data officer as defined by Usama Fayyad: 34
Chief Data Officer described exactly what the executive team and the company were

34The world first chief data officer appointed by Yahoo.
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looking for: someone to lead all strategic data activities and to represent Data as a strategic
asset that DRIVES business and that helps lead the company in new directions.

2.18.2 Role analysis from a management perspective.

Chief data officer is a new evolving role in C-level executives. The digitised era brought
with her a tremendous rise in electronic-al data used in companies environment. Thus,
generated a vast need for data handling figure 40 as you can see data handling is divided
into seven parts/processes.

-
-

- -l
L = |

Data Assets

Figure 40: Data Handling Picture extracted from [94]

Although these processes can be distributed among different departments in a com-
pany. New regulations and laws indicate a need of a person accountable for the handling
of data. Thus, the need of a chief data officer. Besides the law compliance, a relevant
study [94] used a cost benefit approach to illustrate the benefits and the costs of poor
and good data handling. We list their findings below in figure 41. As we can see in figure
41 the costs benefits approach indicate that a company has much to gain in many areas
and much to lose if they don’t implement data handling properly. But that is just one side
of the coin. Another study of the CDO role [95] took a different approach and illustrated
18 reasons/drivers figure 42 for a company to appoint a CDO. Which also describes and
pinpoints the responsibilities of the CDO.

On the same page with this study another MIT [96] survey comes to complete the
puzzle of the CDO role, we list their findings in figures 43, 44. As we can see there are
various approaches to the CDO role but they all lead to the same conclusion and that is
the definition of the CDO role as it is defined by Usama Fayyad: 3°

Chief Data Officer described exactly what the executive team and the company were
looking for: someone to lead all strategic data activities and to represent Data as a strategic
asset that DRIVES business and that helps lead the company in new directions.

Thus, stated we believe there is nothing to add on this description of the CDO role
the definition speaks for itself. Ultimately we understand the role as the person respons-
ible for overseeing and unifying the data handling processes of a company in order to
maximise profit (shaping the business strategy based on statistical data) and the working

35The world first chief data officer appointed by Yahoo.
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efficiency of a company.
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Figure 41: Cost benefit approach on Data Handling Picture extracted from [94]
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Global operations are typically complex, disparate and often inefficient in their
approaches to information management (IM).

Critical information is siloed

Siloed information impairs enterprise level reporting, decision-making and performance
optimization

Aggregated information is required by certain business functions, but not readily
available

Business and IT neither talk the same language, nor have a common understanding
about information management, causing a considerable knowledge gap to exist with
regards to critical data elements for the enterprise

Information management budgets and program focusses are siloed
Enterprise information is semantically disparate

The information management needs of multiple “owners” across the enterprise must
be rationalized

Decentralized IT organizations that operate independently within individual business
units, add complexity and challenge

Business perceives [T as being insufficiently agile to meet ad hoc information needs
Business and IT can't agree who actually owns the data
Data context is critical to consumers, but often lacking

Operationalization of information management projects at the enterprise level is a
difficult challenge

Regulatory mandates make effective information management no longer optional

Data quality must be operationalized across the entire organization to assure the
efficacy of the information that business users consume

Firms need to become information-centric enterprise

Successiul transformation of an organization into an information-centric enterprise
requires a designated champion from senior management to educate and guide the
company in operationalizing strategic data plans

Strategic thinking and decision-making is needed on the issue of whether data should
be centralized or distributed

Figure 42: 18 reasons/drivers for appointing a CDO. Picture generated from [95]
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responsibilities?
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Issues Example Quotes
s “ACDO is really almost a crisis manager and an innovation manager [more] than
What are the anything else.”
roles and .

“The most important role of the CDO is to ensure that data stewards understand their
responsibilities.”

*...teach the meaning of data governance to the entire organization.”

“*Acquire a practical understanding of the business's data problems.”

“Develop a process to produce visualization data product data management function.”
“Maximum effectiveness at whatever levels the leader demands that information.”
“Manage global definitions. Maintain a glossary of information products Audit data or
information stores.”

*...we know which technology to get for analytics that works for more than one business
functions...”

*...delivers what business wants and sees if they like it..."”

“...ought to develop data strategies for business values and missions...”

What are the
functions of the
CDO office?

* & @ @ @

L ]

*...A separate organization that was in between Operations and technology...”

“Data governance”

“Focal point for developing data strategies for enterprise...”

“Function of transformation™

“Corporate data infrastructure™

“...Enterprise analytics, data governance, data architecture and enterprise data assets. Of
those 4 things, the last 2 have more of a technology flavor, and the first 2 have more of a
business flavor...”

Who should the
CDO report to?

“CDO is ultimately responsible for CEO™

“Chief Technology Officer”

“I think it should probably be a joint reporting relationship to a CEO”.

“They report to the CEO. That’s the only way to do it. The leader of the enterprise has to
be the one that demands timely and accurate information.”

“The senior executives reporting to the Chief Risk Officer™

“CoO0", “CFO”

What kind of
resource the
CDO should
have access to?

- & @

“Database systems, people from IT and Operations, and business areas labor
requirements”™

“I don’t think they need a lot resource if they have the authority vested in them by the
CED-»

*...Think it would be the access to the changing rules and regulations...”

“Network of communities in the business units and the board members”

“Senior VPs”

“I think the external communities would be vital resource.”

Does CDO
complement the
role of CIO?

“I think the CDO needs to be next to the CIO, maybe on top. It’s hard to say. I think they
need to have equal seats at the table™

“Data has becoming so complex and big, CIO cannot handle it anymore and require
additional role.”

“I"ve had some experience with that inmy precious company, trying to put the CDO under
CIO. What you get is a lot of architects and don’t get a lot of improvement, and nothing
gets done.”

What skill set
should the CDO
possess?

“Technical issue is 20%, business issue 80% *
“Build relationships with their peers, and if it’s a decentralized organization, build
relationships with key staff in those decentralized locations.”

CDO’s role of
bridging the
gap between
Business and IT

“CDO worked with CFO and the COO, and the heads of all the business units:
securitization team, the risk management team, and all of the groups that were responsible
for generating business and revenue.”

“We had communications with the stakeholders.”

“We used to talk about cultural barriers, which were organizational, sometimes people
driven, sometimes the professional development of the people they just didn’t have the
tools to understand. They were very seldom technical or budgetary barriers to get the right
information to the right people.”

Figure 43: CDO role in Quotes.Picture extracted from [96]
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Figure 44: CDO role overview. Picture extracted from [96]
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2.18.3 Role analysis from a security perspective.

We know that the CDO is responsible for data handling. One of the functions of data
handling is data security. The CDO is responsible for anything a company does with
its data. That could be storing, sharing, copying, transmitting, communicating and of
course, processing data. All the data handling processes are defined by state laws and
regulations. Every modern country has a Data Protection Act (PDA) that defines the way
that data should be treated in companies and government agencies. It is essential that
the companies comply with this law requirement and guidelines of the PDA. Usually such
data protecting acts include rules about data privacy and security among others. The role
of the CDO is to be fully aware about the requirements of the PDA and ensure that the
company is capable and has implemented all the necessary steps to ensure compliance
with the act. Otherwise, the risks of fines and penalties, of law suits in case of data
breach/leak occurs due to non-compliance are extremely high, not including the reputa-
tion damage, customer losses and settlements the company would have to pay. Therefore,
the CDO has to conduct data policies according to data act guidelines and ensure that
everyone in the company is aware, understands the described process and capable of
implementing and following the data handling policies. The PDA in most countries also
covers the data security requirements. Usually such requirements ask a company to en-
sure the confidentiality, integrity, availability and physical security of the data. As well as
places security requirements in data processing, storing and overall data handling steps.
The scope of the PDA is to provide the minimum security requirements a company has
to implement in order to protect its data. Hence the role of the CDO is to cooperate
with the CISO in order to provide valuable insight about the security requirements as
they are defined in the PDA so that they can develop the appropriate controls, policies
and procedures to firstly comply with the PDA and secondly ensure the security of the
company’s data. Last but not least, another responsibility of the CDO is that he ensures
that everyone receives adequate training towards data handling in order to create a data
handling awareness culture which includes security awareness as well. However, laws
and regulations change fast and frequently therefore the CDO has to constantly monitor
the changes and ensure that the company complies with the new requirements both from
a security and management point of view.

2.18.4 Role Responsibilities

Now that we have given an overview of the CDO role we summarise and list his respons-
ibilities listed below.
The CDO is accountable for:

1. Ensuring data quality in a company.
2. Overseeing data management.

3. Data governance. (Thus assisting the company’s governance by using statistics based
on the data analysis.)

4. Data assessment. (It is the process of evaluating data using analytical and logical
reasoning to examine each component of the data.)

5. Establishing guidelines for data usage.

6. Assist into shaping the company’s vision by transforming data in valuable informa-
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tion.

7. Assist in the Development of security controls, policies and procedures of data hand-
ling.

8. Ensure security measures and develop policies to ensure that data privacy require-
ments are met.

9. Ensure company’s overall compliance with the Data Protection Act law.

10. Monitor changes in the PDA and ensure that the company takes appropriate steps to
comply with the new requirements.

2.19 CPO
2.19.1 Role Global definition

Chief Procurement Officer (CPO) as defined by business dictionary is an: 3¢ Executive level
employee of an organization whose responsibilities include sourcing, supply management
and procurement for the company.

2.19.2 Role analysis from a management perspective.

One after the other, global companies enhance the activity of procurement and recog-
nize its strategic role. The time when the chief procurement officer played the role of the
dispatcher of other departments desires and commands is way gone, now he [97] is a
business partner that participates in the shaping and implementation of critical business
decisions. While for many businesses to organize an effective procurement service is still
a desirable goal, the market "globalization" brought a vast need for transforming internal
operating structures and supply chains. Today’s pressure for continuous improvement
and a ruthless intensity of competition brought a high demand for CPO’s in companies.
A role that comes to bring new ideas and solutions with an absolute goal to " Cost Less
& Produce More" [98]. A CPO plays an important role in the operations of the company
they work for, since he ensures that the purchasing of the required goods is done effi-
ciently and on time by preserving both the quality and costs. When a department of a
company needs to acquire a product or a service the CPO sets the necessary criteria by
which the supplier will be chosen. Then, he conducts market research and records the
offerings and the potential suppliers. In collaboration with the department, they review
the offers and choose an appropriate supplier. The CPO has to negotiate with the supplier
in order to achieve cost-effective prices and qualitative goods and eventually sign a con-
tract with the supplier. But that is just one side of the coin. As we said the CPO is now a
business partner and developer, thus because of the rapid advance of technology and the
opportunities its provides. Due to speedy dissemination of knowledge, mainly because
of the internet and other communication channels, the CPO has access to organizational
and technological tools which can be converted to a strategic weapon of the business.
Thus, the CPO continuously learns new skills and innovative techniques that add value
to the final product/service of the company, which is something directly perceived by
customers. In his role as a C-level executive besides the obvious tasks of sourcing, pro-
curement, and supply management he also participates in business decisions [99]. He
collaborates with other C-suit executives to establish the terms of competition, whereby
suppliers are invited to submit bids. Also they take decisions related to quantities ordered

36http://www.businessdictionary.com/definition/Chief-Procurement-Officer-CPO.html#ixzz2QrGRvz00
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and the stock of products a company should have either to cover her operational needs
or the to cover their markets share demands. As a business developer he has to discover
alternative/innovative sources of supply in order to lower a company’s expenditures and
maximise the profit [100] as well as take a proactive measure in the event that the reg-
ular supply channels are interrupted. As a CPO he has to oversee the proper function of
the procurement department. That means keep records of the received goods, to assure
on time delivery of goods and payments, to monitor the consistency, services and the
products quality delivered by the suppliers. Another aspect that the CPO starts taking
under his wing is the outsourcing of services for the company [100]. The CPO is a person
who knows better then anyone the needs of the company as well as the global market of
suppliers, whether they supply goods or services. Hence, he is a person that can recom-
mend to the board of directors and the CEO strategic decisions of outsourcing services
and procedures of the company that would cut costs for the company and increase it
effectiveness and robustness. Last but not least, a CPO has to constantly monitor the
conditions in the market firstly searching for new opportunities and seizing them when
they occur, and secondly the cost of materials that are necessary for the company, as well
as preparing reports to inform the board of directors and the CEO.

2.19.3 Role analysis from a security perspective.

We gave an overview of the CPO from a management perspective and there the things
are pretty clear, but this role has a double nature when it comes to information security
and that attracts our interest. Let us start with the first "boring" and obvious part, the CPO
deals with tons of data on a daily basis, contracts, prices, offers, customers, thirds party
vendors and IT systems interactions are just some parts of the CPO’s arsenal. It is obvious
to say that all this data has to be protected for various reasons, for example contracts and
prices should be only available for internal use for reasons of market competition. Any
kind of data leakage will pose risks to the procurement department and its procedures.
Thus the responsibility of information security to protect all the data and ensuring that
information security guidelines about the procurement procedures exist in the security
policy. On the other hand the CPO as any other supervisor, manager, director has to
adhere and implement the responsibilities described in the homonymous chapter. On
the contrary the second part is where things start to get interesting. We mentioned in
the previous section that the CPO is responsible for outsourcing. And we say that we
mentioned because we deliberately didn’t analyse it in that section but rather align it to
the security section. But before we proceed and explain the reasons behind this we would
like to clarify the concept of outsourcing. Outsourcing is a term that gained popularity
in the United States in the beginning of the 21st century and actually means contracting
out an internal business process to a third party company. There are many debates on
whether this is good or bad practice. However, we wont fall into the trap of participating
in it! Usually, if a company decides to outsource he/she does it for one of the following
reasons:

e To reduce both fixed and recurrent costs.
e To allow the client organization to focus on its core business.
e To access skills and technologies.

e To provide flexibility.
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e To increase accountability.

But how outsourcing, which is a key responsibility of the CPO, relates to information
security? One of core functions that companies tend to outsource is IT, thus because
of its sophisticated nature and specialized requirements. Hence it is profitable for some
company’s to outsource it. However, IT outsourcing comes with risks besides the many
various benefits. Before we proceed any further we believe it is wise to explain what IT
outsourcing is.

As defined in [101] IT outsourcing is the delegation of IT services from a customer to an
external service provider (often called an "outsourcer") specializing in these services.

IT outsourcing despite the region it happens in, either locally or internationally, doesn’t
change the benefits or risks [101] . Although outsourcing to another country might
provide lower costs it might as well have more complexity and regulations requirements.
When outsourcing IT, companies have to realise that they expands the company’s se-
curity perimeter by extending access to and control of information to an external third
party [101]. And here the CPO plays a vital part, since he is the person to search and
identify and select the third party IT service provider which will meet the needs and fulfil
the demands of the company, it’s partners and customers. One of the core challenges of
outsourcing is that despite the fact that a company delegates the IT responsibilities to a
third party he/she is still liable for the security of all information processed by the ser-
vice provider [101]. Therefore, a company once again relies to information security to
protect her interest and ensure law compliance. In the Microsoft and the Swiss Security
Exchange forum [101] they conclude on two key points on how information security
protects a company when it decides to outsource IT. According to [101] a company and
the outsourcing provider, with respect to information security, should always:

e Set up external security audit structures prior to going into production with an out-
sourcer. When the whole IT staff gets involved in security, it’s harder to ensure that policy
oversight, audit, and administration functions stay separate - which they must. Throw-
ing an IT outsourcer into the equation just muddies the waters further. Specify in your
contract that either your own security team (which must report outside IT operations) or
a third party (such as a managed security services provider or security consulting firm)
must audit your outsourcer’s implementation of security policy on an ongoing basis.

e Outsourcers should implement risk management and security policy, not make it. Frightened
by reams of regulation, firms may feel tempted to defer to the expertise of their out-
sourcers. This is a mistake. Only your firm can determine its maximum acceptable level
of risk. Your security chief must determine your company’s appetite for security risk and
set policy accordingly. The outsourcer’s role is to implement that policy, in everything
from setting the number of failed log-ins a server permits to creating perimeter firewall
rules.

2.19.4 Role Responsibilities

Now that we have given an overview of the CPOs role it is time to generate the role’s
responsibilities. We summarize them and list them below.
A CPO is accountable for:

1. To oversee and lead the functions of sourcing, procurement, supply management and
outsourcing.
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2. Consult and assist on strategic decisions of the company.

3. Ensure that best practises of Procurement are followed in the company to ensure a
"Cost less-produce more" culture in the company.

4. Negotiate contracts and earn the best possible deals for the company.

5. CPO as any other supervisor, manager, director has to adhere and implement the
responsibilities described in the homonymous chapter.

6. On the other hand he has to ensure that information security implements guidelines
on how to protect the procedures and processes of the procurement department.

7. Outsourcing, to search and identify and select the third party outsourcing service pro-
vider which will meet the needs and fulfil the demands of the company, it’s partners
and customers.

8. Oversee that information security is not neglected upon outsourcing.

2.20 Chief Facilities Officer also known as Facilities Manager
2.20.1 Role Global definition

There are various definitions for Facilities Management. We use the European standard
for Facility Management, EN 152214AR1:2006, prepared by the Comitee Europeen de
Normalisation (CEN) where: "Facility management is the integration of processes within
an organization to maintain and develop the agreed services which support and improve the
effectiveness of its primary activities."

2.20.2 Role analysis from a management perspective.

Chief facilities officer, from a management perspective, is a role were we cant provide
a very accurate and detailed analysis. Thus, because the requirements and responsibil-
ities of the role are shaped by the company and the industry he works in. For example
a person who is a facilities manager in a hospital environment his primary concern will
be to assure infection prevention when on the contrary in a manufacturing company his
priority will lie in the safety and productivity. However, there are common functions of
the role identified in many industries. According to [102] there are three FM reference
areas: the strategic, the analytical and the managerial-operational. We list their descrip-
tion as they are defined in [102].

The strategic area concerns the facility management company policy (internal, external or
mixed), the managerial responsibility, the sharing of the company policy in finding, main-
taining and distributing the resources to support the company goals (budget definition and
management, costs allocation, etc.), the contractor selection, etc.

The analytical area concerns the comprehension of the end-user’s service needs (expressed or
not expressed), the control of the management results (efficiency in service delivery) and the
identification of new techniques and technologies supporting the company business. It plays
a fundamental and essential role in enabling the facility management to contribute to the
business success preventing it to be instead an obstacle to its achievement.

The managerial-operational area concerns the management and the coordination of all the
services, thoroughly intended (not of the single services), and includes the definition of sys-
tems and procedures as well as the implementation and re-engineering of the service delivery
processes. Hence a facilities manager is responsible for the overall maintenance of the
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physical facilities while staying within a defined budget and ensuring compliance with
all applicable laws and codes. From a strategic perspective he should forecast additional
resources requirement of the company based on insights from the C-level executives and
take appropriate steps to fulfil them.

2.20.3 Role analysis from a security perspective.

Although the role is not appealing and somewhat unfit for analysis from a management
perspective when it comes to security he has a well defined role to play. For many years
we had a diversification of physical and IT security. However, nowadays companies real-
ise that the convergence of physical and IT security will offer many benefits, with the
most significant being the centralized view of all the company assets and risks [103].
In this convergence the facilities manager plays a vital role. Since first of all he is the
key keeper! That means he is the person who has access to all the facilities. In terms
of security he is the person responsible for the physical security. There are a number
of risks and exposures to a company’s facilities, specially facilities where telecommunic-
ations switching equipment, network infrastructure are potential targets for attackers.
Examples of these attackers are vandals, thieves, political driven attackers or other vari-
ous of causes attackers, but the most dangerous and motivative attackers is the corporate
spy. Therefore physical security play a key role in the overall security. The best IT security
controls can be bypassed if the attackers have physical access to the network they are to
attack. Therefore physical security controls such as locks, biometric access controls, sur-
veillance equipment, sensors and alarms have to be installed as well as security guards
to be hired to safeguard the facilities. Therefore, the facilities manager is the person who
has the knowledge and can recommend to which facilities which measures should be im-
plemented. That, requires the collaboration with the CISO in order to assure that all the
companies assets are secured in the best possible way. Another important aspect of phys-
ical security is dedicated to safety and it is by far the most important measure a company
has to implement. Thus, because there is nothing more valuable than human life. The
facilities manager is responsible to implement and oversee that appropriate safety meas-
ure are taken in order to prevent loss of human lives and as much as possible to avoid
accidents. Among such measures, are emergency and evacuation exit plans, fire extin-
guishers, smoke and fire detectors etc. But that is only one side of the facilities manager
role. The other part is his participation in the development and implementation of busi-
ness continuity plans of a company. But what is business continuity? The British Standard
for Business Continuity Management (BS 25999), defines business continuity as follows:
"Business continuity management is a holistic management process that identifies potential
impacts that threaten an organization and provides a framework for building resilience and
the capability for an effective response that safeguards the interests of its key stakeholders,
reputation, brand and value creating activities." In simple words it is the plan that the
company will initiate during a disaster to ensure that he can continue operating until he
fully recovers and restores his processes. That means that the company will mitigate the
losses and somewhat control them and stop "bleeding money" if a disaster occurs. Incid-
ents handling and Disaster recovery as well as business continuity are aspects that are
covered by information security. How such plans are conducted and developed, is a huge
topic for discussion and a core part of our studies, but this is not the place and the time to
open such a discussion. Thus, we will just mention that there are appropriate standards
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and globally known best practises to develop such plans. But what is the role of the facil-
ities manager in business continuity? In order for a company to recover and continue her
operations it is essential that there will be a temporary facility where the company can
relocate and continue working. For instance if there is a fire and the headquarters offices
are destroyed there should be a back up plan and a back up facility to move to at least
temporary. That also applies for the backups of the company’s IT systems and data which
have to be stored at least in two safe locations in parallel. These locations have to be
chosen wisely and properly and the person responsible for this selection is the facilities
manager with the collaboration of the CISO and the other C-level executives. These are
just some small examples of how a facilities manager participates in a BCP. Moreover in
a relative study [104] the author demonstrates and categorizes five different roles that a
facilities manager can play in a BCP plan/management. We give a brief overview of this
categorization and the finding of this study.

1. FM has the leading role. In this role, FM operates at the strategic level within the organ-
ization as a strategic owner of the BCM process and is responsible for the entire BCM
policy.

2. FM supports the strategic management. In this role FM has the function of BCM manager,

during business as usual. FM will support.

3. FEM assures continuity of critical FM processes. In this role the FM has the function of
BCM coordinator.

4. FM is responsible for safety and security. In this role the FM department handles the BCM
function as the specialist in the field of safety and security.

5. FM provides preventive support. FM takes care of prevention, but during a crisis there is
no role for the FM.

As you can see there are different roles that a facility manager can play in a BCP.
Hence he is a key participant when it comes to the security of a company and contrib-
utes on many different levels. Whether it is to safeguard the physical security or the IT
security, in a big company. After all, facilities are the places where all the magic happens
and if you don’t assure that you have great ones you will face the bad consequences.

2.20.4 Role Responsibilities

Now that we have given an overview of the facilities manager role it is time to generate
the role’s responsibilities. We summarize them and list them below.
The facilities manager has to:

Ensure compliance with state laws and requirements regarding facilities.
Oversee the management and maintenance of facilities.

Ensure safety controls are in place to protect human lives.

H w0 o=

support for Disaster recovery and business continuity plans both in their development
and their implementation.

5. Ensure the physical security of the company.
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2.21 Insurance Agent/broker
2.21.1 Role Global definition

An Insurance Agent is a state-licensed professional who represents an insurance company in
selling and servicing policies. An insurance broker is a person or company registered as an
adviser on matters of insurance and as an arranger of insurance cover with an insurer on
behalf of a client. 37

2.21.2 Role analysis from a management perspective.

Nowadays, all the companies face the possibility of loss, injury or damage which can
force them out of business. Therefore, they acquire insurance coverage. Thus, the reason
they either appoint a broker in order to conduct market research on behalf of the com-
pany and find the best suitable insurance for the company’s needs or sign a contract
with a big insurance provider that will appoint an agent that will deal with the com-
panies insurance needs. However, every company is different and has different needs of
insurance. Therefore we cant accurately describe either of these roles. But one thing we
can tell about business insurances is that there are usually three factors [105] for their
acquisition:

1. Asset Protection. This protects the company from liabilities of any kind, protects the
physical assets and protects the company from business interruption.

2. Revenue protection. Revenue protection can provide your business with cash to com-
pensate for the loss of revenue and costs of replacing a key employee or business owner
should they die or become disabled. [105]

3. Ownership Protection. Ownership protection can provide the continuing owners, or their
nominees, with sufficient cash for the transfer of the outgoing owner’s equity to the
continuing owners, should a business owner die, become disabled, or suffer a critical
illness.

Hence the role of the insurance agent/broker is to cooperate with the Chief risk officer
and research the market in order to provide acquisition options of insurance policies that
meet the established, by CRO and the board of directors, insurance plan of the company.
Since the nature of the company’s varies, so are the needs we can’t go deeper on what
kind of insurance schemes are applicable or appropriate to companies and which are the
standards to acquire insurance policies.

2.21.3 Role analysis from a security perspective.

The selection of this role as well as placing it as the last role that we will review in
this thesis is deliberately done. Thus, because we would like to discuss a little about the
future of information security and how we see it as well as how memorable security ex-
perts predict it! We use the role of the insurance agent because we want to take part in a
hot information security topic that is at the beginning of it’s rise. Its none other than in-
formation security insurance or else known as Cyber security insurance. This is a modern
topic and a lot of discussion and research is conducted on techniques, frameworks and
nature of how this could become a trend and a must for every company? Is it really worth
selecting such path? In an article we review [106] the author discusses about the appeal-
ing market of cyber-insurance and proposes a model on how this market could evolve.

37Definitions taken from Oxford dictionary.
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However he concludes that such a development is something very hard to accomplish
and he states that it will be very hard to see it evolving in the near future. However, due
to the tremendous rise in cyber - crime, we see today an evolving market and companies
are starting to demand insurance for data loss/leakage and we start seeing information
security insurance policies appearing and hitting the market. As an information security
student and future professional the author understands that information security insur-
ance is a possibility for information security risk management. However, there is a core
challenge and a problem in this approach at least in our humble opinion. Thus, is the
problem of accurate statistics about how security incidents occur. It is well known that
insurance companies rely heavily in accurate statistics and their whole structure of as-
sets valuation is based on accurate statistics. In information security there are no accurate
statistics yet they rely on risk management. Therefore, one could say that the insurance
companies providing information security insurance schemes are gambling. But this far
from the truth! Even thought they provide such schemes, the claims for information se-
curity incidents are often denied or even if they are accepted the compensation paid is far
lower than the company claimed. Thus, because asset valuation is far from an objective
process; hence it will always favour the insurance company and as we observed in many
industrial cases when a security incident occurs and the insurance claim is denied or paid
less, the companies tend to drop the insurance scheme soon after. Here we would like to
recall a statement of Ros Andersen where in [107] he stated:

"A trusted component or system is one which you can insure."

Thus, said we acknowledge that information security insurance is a hard industry to
evolve. However, we would like to see it evolve and we believe it will and when it does
the forecast of the memorable security professional and professor Eugene Schultz will
eventual be a reality. In an interview he stated that:

"Cyber risk coverage is one of the great hopes for setting a "commercially reasonable" floor
for information security-because once such insurance is broadly available, it will become
a commercially UN-reasonable practice to NOT carry that insurance. And so everyone will
have to meet the security standards mandated by the insurance industry."
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3 Use case/Scenarios

3.1 Introduction

We often encounter the terms "scenarios and use cases" when we deal with information
security. But what do they really mean? A lot of people in our modern world believe
that history repeats itself. We do as well. It is common knowledge that history teaches us
valuable lessons, gives us valid information about the mistakes we made and provides us
with the option and the opportunity to learn from them and not to repeat them in the
future. You’re not a fool if you make a mistake, but a fool if you make the same mistake
twice. We learn from failure, not from success! These are the use cases, our mistakes or
mistakes made by others that we can learn from and ensure not to do the same. On the
other hand, scenarios are quite the opposite, Michael Porter defined scenarios [108] as
"An internally consistent view of what the future might turn out to be - not a forecast, but
one possible future outcome." In our case, we understand a scenario as an assumption
someone has about a course of action or a decision taken by the organization or an
individual in order to secure themselves and based on that decision what the outcome
will be. Now that we have given a small overview of what use cases and scenarios are
we can now proceed to them.

3.2 Power game

A CISO in a big international company identifies an information security issue. That
problem needs to be fixed and requires a big investment. The opinion of the CISO is that
it is critical for the company’s "well being". Therefore he takes this issue to the CEO of the
company. But the CEO doesn’t want to hear anything about it and rejects every notion
the CISO does. However the CISO wants to do his job right, therefore he goes to the
CRO and the CLO and discusses with them the issue, since it is of relevance and is both
a risk and a compliance issue problem and asks them all together to address the CEO
putting pressure on him into dealing with the situation, hoping that this time the CEO
will listen. Unfortunately for them the CEO rejects any discussion and warns them to
drop the matter telling them that it is not that urgent and there are way bigger problems
the company has to concentrate on. The CISO is frustrated by this situation as he knows
that this is not a small problem that can be ignored and wants it fixed regardless of the
CEO’s opinion, for the "well being" of the company. Therefore he plays the only hand he
has in the situation and orders an external IT security audit, a process that a company has
to conduct on a regular basis, making sure that the problem is addressed by the external
auditor and that it becomes a compliance issue, meaning that the company wont have
any other choice than fixing the problem. The CEO of the company having the results of
the audit presented in the boardroom understands that he is "played" and is angry about
this, but he was left with no choice but to resolve the problem. The security issue was
resolved, the investment was made, but the CISO had to pay the price, he was replaced
by someone else by the CEO that lead to the fact that he had to go on his own from the
company, even though what he did was for the best of the company. This is a real life
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industry story where we can see that the CEO of a company has the first and the last
word to say in a situation. This is also a matter of a person’s ethics. The CISO wanted
to do his job and have a clean concious that he did what he could and perform his job
to the best of his knowledge ensuring that the company is protected. However he knew
what it meant to go against the boss, therefore we have professional ethics colliding with
personal prosperity. As we can see the CISO chose the admirable way even though it
cost him his job, a job that he could keep if he just documented that he made a request
for the security issue and it was rejected, if an incident did occur he would not be held
responsible. However he chose to protect the company rather than his personal benefits.
This story teaches us a lesson that in order for a CISO to do his job and protect the
company he needs the support of the CEQ, if not either the information security of a
company will result into an epic fail or as we saw it will cost the CISOs job.

3.3 Delegation of duties

In this section we would like tell you another real life story. An intern was working in a
big commercial bank and the director of the branch as well as the deputy director and
some seniors officers with access privileges to the banks systems due to their overloaded
work schedule trusted the intern with their user-IDs and passwords and asked him to
perform various tasks for them on a daily basis. Thus a very familiar situation to many
people working in a network environment where users privileges and access controls are
in place, people do share credentials in order to get a job done. This is a huge mistake and
exposes the company’s information security to various risks. In the case of the intern, the
highest level officer is the branch director, in many other companies the same situation
could happen where a CEO gives his credentials to his secretary or somebody else to
do some tasks for him. But lets analyse this situation further, what could the intern or
anyone else in the same position do. There are three possible courses of actions a person
can do:

1. It’s your boss, so it’s okay to do this.
2. Ignore the request and hope he forgets.
3. Decline the request and remind your supervisor that it is against security policy.

The intern chose at first option number two, but this never works. Unfortunately for him,
he had no other choice but to accept the trust of the director and the senior officers and
hopping that nothing goes wrong. If something did go wrong and an incident did occur,
during the investigation he would be the first to take the blame, because he is the weak-
est link in the circle. The management would face the constituencies for giving out the
passwords and would be held accountable but the intern would have to go and prove
that he did nothing wrong and that was a risk for him personally, as specially as it was
in the interns case a financial bank where large amounts of money are processed on a
daily basis and he could end up facing criminal charges and possibly pay settlements to
the bank if any money was lost or stolen. A lot of us would here raise a question? Why
it is that the intern didn’t choose the correct answer that is obviously the third option?
This is not a choice made only by the intern, but many other employees who don’t dare
to choose that option although it is the correct choice. There are two explanations, one is
that the users don’t have security awareness and education which means that they have

114



Positioning the roles, interfaces and processes in the information security scene.

never read or familiarise themselves with the security policy of the company or because
they trust, respect, fear their supervisor and know that a possible answer like that would
endanger their relationship with them, something that will lead to possible disadvant-
ages or change of behaviour of the supervisor towards them. This example illustrates a
very common situation that happens in every company where we have delegations of
duties and hierarchical roles distribution. This situation is tough to handle because of its
nature and it is based on the relationship between people. Information security can be
compromised and exposed by such behaviour on some occasions or in the interns case,
luckily everything ends with a happy end. These delegation of roles and responsibilities is
a risky game and the CISO has to be a balancer in between managers, C-level executives,
supervisor, directors and users ensuring that all are educated and understand the con-
sequences both for the company and themselves on a personal level of such behaviour.
Thus, understanding that the access controls and user privileges are there for a reason,
the same reason we have different roles in a company, therefore avoiding the credentials
sharing is a must for every company.

3.4 Roles in Security Incidents

Early one Sunday morning the CEO, CLO, CRO, CDO, CMO, CFO, CHRO, CIO of a major
bank received an urgent call from the CISO. He requests that they travel immediately to
their office. When they arrive at the bank’s office, they find the Chief facilities manager
and the CISO waiting for them, the chief facilities manager was also informed by the
CISO so that they could get access to the facility. When everyone arrived they get in a
meeting where the CISO informs them that the bank’s security has been breached and
that one million credit card numbers and information of the holders of the credit cards
as well as some of the bank’s employees personal data have been stolen by a hacker.
Everyone is very worried about the economic cost and potential loss of market share.
They immediately initiate the incidents response plan and alert the Crisis Management
team to deal with the security breach immediately. In the meanwhile they remain in the
meeting and start shaping the strategy and their course of action. They delegate respons-
ibilities and proceed with the appropriate actions. The CDO provides the necessary data
input and collaborates with the CRO and CFO and they conduct the incident’s risk assess-
ment estimating the cost of the security breach for the bank. The CISO and the CIO are
in direct contact with the crisis management team commander in order to oversee the
course of action and notify the rest of the C-level executives of the progress and the status
of the crisis management team. The CLO on the other hand contacts the appropriate au-
thorities to alert them, press charges and take appropriate legal measures to protect the
bank’s interests. The CEO and the CMO are preparing a press release statement to inform
the public and the customers about the security breach and their course of action. The
CHRO is informing the board of Directors as well as the rest of the Managers, Supervisor
and Directors and the affected employees about the situation. The crisis team handles the
security incident, and documents the cause, the results and all the steps that they have
taken during and after the incident. The board of directors are gathered along with the
rest of the C-level executives that are dealing with the incident. The CISO presents the
findings, results and course of action of the security incident. The CMO proposes the de-
veloped press release statement and media handling policy he shaped with the CEO. The
board of directors in collaboration with the CEO decides on further actions, restoring the

115



Positioning the roles, interfaces and processes in the information security scene.

operational stage of the bank and developing a plan for handling the affected customers.
This is a scenario of a data breach incident in a bank (could be in any company) where
you can see that the collaboration of different roles is necessary when dealing with an
information security incident. This example demonstrates how roles interact in a secur-
ity incident and defines how their responsibilities are delegated, once again emphasizing
the trivial fact that "everyone is responsible for security".

3.5 Product Security

In the industrial world companies spend time, money and effort in order to develop
products, products such as movies, music, software, games, operating systems and vari-
ous other kind of computer related products, therefore they don’t want to see their in-
vestments not paying off. We already stated that information security is a "tool" to cover
a legal requirement, that of protecting a company’s investors and their investments. Thus
actually protecting company’s products ensuring that they will deliver the desired rev-
enue when hitting the market. Let us discuss a couple of real life examples in order to
illustrate how information security plays a role in a company’s finances. In the first ex-
ample we would like to take the Sony playstation game console. This game console is
designed by Sony in the way that it only plays the authorised copies of the games and
movies. Thus happens, deliberately by Sony in order to ensure profit not just from the
gaming console itself but from the sales of various games that will hit the market for the
gaming platform. This is the way that Sony set up its industry and the way it generates
the biggest part of the revenue. This revenue relies on information security to protect it.
Thus because Sony implemented security controls and authentication mechanisms that
allow only authorised games, movies etc. to run on the console. However, the imple-
mented security of the device was explored and compromised by a well known hacker
known as geohot which explored a security vulnerability and was able to so called "jail-
break" the device. That means to compromise and work around the security controls so
that all the security measures Sony implemented where lifted and the console was able
to run unauthorised copies of games. Something that is translated in a lot of millions
dollars revenue loss from the games sales. Sony of course took legal measures to pro-
tect the company’s interests and sue the hacker, a law suit that ended up in settlement
out of court. However the damage was done, millions of dollars were lost for Sony and
users unlocked their devices to enjoy the blooming world of pirate games. Speaking of
games there is no difference whether they are games or software where hackers explore
security vulnerabilities of the software and so called "crack" them making them available
free of charge, and users obtain illegal unauthorised copies. Once again a failure in in-
formation security leads the software developing company’s in loss of profit. In a second
example the situation is somewhat the same, another global industrial giant, Apple had
their iphone’s security compromised by hackers and the device "jailbreaked" and carrier
unlocked allowing users to use unauthorised applications and network carries costing
millions of dollars to the applications developers, Apple and network carriers. These are
just a few examples where the failure of a company to secure her product lead to loss of
revenue for them. Therefore we see more and more industrial giants to heavily investing
into securing their products. It is historically known that security always was an after-
thought in software development but no more! Now it is a priority for every company.
Thus because in the modern industry the CEOs of companies want to see lower costs
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and revenue growth making the profit and future existence, prosperity of a the company
a primary goal. That means that they will concentrate in product security if it poses a
threat to the company’s revenue. After all, the importance of a product’s information se-
curity depends on what that product is. But when it is important, the CEO with the other
C-level executives try to deliver a secure, qualitative product with a low cost. Speaking
of costs the person dealing with them is the CFO who has to ensure that products secur-
ity is developed but in the meanwhile doesn’t take them out of business. That’s because
time to market of a product is equally critical with its security, maybe even more critical.
Who knows better when to hit the market than the CMO who with the cooperation of
other C-level executives will determine the goal and ensure that they will meet the dead-
lines and have a product ready to hit the market. On the other hand the CISO knows
that nothing is secure and that "There is no castle so strong that it cannot be overthrown
by money" !. Therefore against a sufficiently funded and motivated attacker the security
will be compromised. Thus the question of time, money and effort that the attacker has
to put into compromising the security. This means that the CISO has to ensure that the
products security would be hard, timely and costly to attack something that would dis-
courage the attacker and slow him down. Something that would ensure more sales for
the product and more profit for the company. In order for a product to hit the shelves
there are many roles that interact in the life cycle of product development but this is not
for us to discuss. However in terms of securing a product besides the above mentioned
roles there are two more roles that can play a factor. These roles are the Chief R& D
and the Chief Procurement officers who play a vital role in the process of securing a
companies product/service. A company either invests into developing their own security
mechanisms and controls in their product/service or they buy a ready solution to secure
their product/service. In any case both of the officers have to consult and interact with
the CISO of the company since he is the person who will assist in the evaluation or devel-
opment of the security controls. The Chief R& D with the collaboration of the CISO will
ensure that the staff of the security department such as security analyst, engineers, pro-
grammers will assist the company’s research and development department into securing
the product/service that they are developing and ensure that the security is implemented
and in place from the beginning of the design. On the other hand the Chief procurement
officer will have to consult the CISO, the Chief R& D officer, the CMO, and CFO usually,
when it comes to acquiring a security control or solutions to secure the product ensuring
that the product’s functionality and cost is not affected.

This example demonstrates the importance of information security in products and illus-
trates the roles interactions to way of securing a product.

3.6 Information Security its all about ETHICS!

Blaming the victim is a common practice in our modern world. When something goes
wrong it is always someone’s fault. Is it though? In an article Bruce Schneier stated that:
" Security systems that require the user to do the right thing are doomed to fail. " Thus,
because people aren’t machines and they regularly don’t do things as they are supposed
to. This is human nature, people usually don’t pay attention to practises that don’t affect
them until eventually one day they will and then they face the consequences and learn

IMarcus Tullius Cicero, was a Roman philosopher, statesman, lawyer, orator, political theorist, consul and
constitutionalist.
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the hard way. Thus usually the case with information security as well. But what is the
trigger behind a persons behaviour, we are not psychologists but in our humble opinion
in a modern society it is not the regulations that keep things in order but rather peoples
ethics. People make choices based on their ethics, imagine someone being attacked on
the street we have two options either alert the police and go and help him or walk away
pretending we never saw anything. We make choices and decisions on a daily basis and
all of them come from our ethics, logic and culture. Imagine you found a laptop, phone,
tablet etc. what is the correct thing to do open and check the data inside evade someone’s
privacy, a company’s critical data and distribute the contents to the internet or sell them
to someone to gain personal advantage/benefit or just do it for personal amusement. All
has to do with ethics. A decent person would probably search for the devices owner or
give the device to the police. A less decent would wipe its contents and use it for personal
use. Another person would try to gain benefit by exploring the contents of the device.
Thus just a small example of how ethics play a vital role in every step we make. The
rapid non stop advance of technology creates a constant security gap. Thus, the problem
of balance between the attackers and the defenders. Since technology has the ability to
magnify power and multiply force for both sides. In chess, the player with the white color
usually has the first move advantage and that is also the case with information security
the attacker has the first move on hand with no restrictions. These situations illustrate
the need to look deeper in information security, there is no solution, no model to resolve
this loophole but one! It is Ethics. Ethics and people’s behaviour is shaped by his fam-
ily and their nation’s culture. If everyone was an ethical person we wouldn’t have the
situation of an attacker and a defender! The accidentally lost laptop, tablet etc wouldn’t
threaten the security of a company or its owners. People would follow the laws and regu-
lations and we would, possibly, be living in a better world. But what is the purpose of this
discussion? We speak of ethics that is because we want to introduce a conception that we
sometimes encounter in the industry. That of "blue eyes" management. Thus where we
have a company’s CEO and some C-level executives being ethical people leaving with the
understanding that everyone around are ethical people and no one wants to harm the
company. Such people would live by a code of ethics in their lives and would acknow-
ledge and believe in computer ethics code as well. A code named "Ten Commandments
of Computer Ethics" developed by Computer Ethics Institute listed below:

Thou shalt not use a computer to harm other people.

Thou shalt not interfere with other people’s computer work.
Thou shalt not snoop around in other people’s computer files.
Thou shalt not use a computer to steal.

Thou shalt not use a computer to bear false witness.

Thou shalt not copy or use proprietary software for which you have not paid.

N o v opr W =

Thou shalt not use other people’s computer resources without authorization or proper
compensation.

®

Thou shalt not appropriate other people’s intellectual output.

9. Thou shalt think about the social consequences of the program you are writing or the
system you are designing.
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10. Thou shalt always use a computer in ways that ensure consideration and respect for your
fellow humans.

In this case the information security risk perception of the company is based on the
ethics and these 10 points set the base line for information security in the company. Here
the hands of the CISO are tied since he can’t ask for security investments. However if he
finds himself placed in a company’s environment like that he has to be prepared for the
potential threats and risks the company faces. That means that the CISO has to work hard
developing projects and plans to mitigate a potential security incident as well as projects
to improve the company’s security, having them ready for a CEO to sign and stuffed in
his drawer. Thus because the only way that blue eyes management will learn is the hard
way. Thus is something the CISO knows so he has to be ready and seize the opportunity
when a security incident occurs. After all as we already stated things change only when
an incident occurs. However ethics plays another role in information security in the case
where a company is at the edge of surviving a CEO wont be able to allocate resources
to security but rather prioritise in saving the company by cutting costs. The first cuts the
CEO will initiate will be probably in the security department. In a case like this a CISO has
to be an ethical person without abandoning the ship. He needs to prepare cost effective
projects which he could use in order to react to any situation, protecting and assisting the
company into getting back on her feet. Ethics play a vital role in information security and
in a company, not just at a executive level but also at an employee level. Thus because
an ethical employee would be a responsible person and follow the laws and regulations,
know and follow the policies and the procedures which are the guards of the barracked
castle implemented by technical controls (figure 19). Such user behaviour would lower
the information security threats/risks and mitigate the risks if a security incident occurs.
This example illustrates a known situation of blue eyes management and how ethics play
a role both in this situation and in the information security overall.

3.7 Information Security failure costs lives!

Up to this point we discussed the value of information security for a company regarding
its business impact and revenue protection. However information security is not only af-
filiated with industrial companies that generate revenue for their investors but also with
non-profit organisations with far greater value than profit the public wealth and peoples
lives. In this example we will discuss about a public sector organisation. Although it is not
the usual case of a company as we know it from the industrial market it still operates as
a company, but in this case the profit is public service. In October 1992, the London Am-
bulance Service (LAS) suffered a disaster. The LAS had implemented a Computer Aided
Dispatch (CAD) project in order to automate an ambulance dispatch system. The system
was receiving emergency calls and dispatching the closest ambulance, knowing the loc-
ation of both the caller and the ambulance it prioritised the response in order to provide
best coverage and avoid double calls protecting human lives. The system crashed and its
operations were stopped for 36 hours something that cost 20-30 peoples lives because
the ambulance arrived late to the scene. This was a huge disaster and a huge invest-
igation was held which concluded that neither the system nor its users were ready for
full implementation of the system. There are many factors that went wrong and a lot
of studies were concluded over the years analysing why this happened. The bottom line
is that it is classified as an information security incident since the systems availability
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failed. The system was down and due to its critical nature people’s lives were lost. We
aren’t judges nor experts to analyse and provide the root cause of the incident. However,
we will give a short overview on what went wrong and lead to the incident according to
our obtained understanding of the various findings and studies of this incident. A crucial
part of this incident was the common misconception that someone else is responsible
for information security and the trivial fact that everyone is responsible for security was
lacking. Starting with the CEO and the board of directors of the LAS who blindly trusted
the whole project to the project team and the government procurement officer. A pro-
curement officer who although followed to the letter the general governmental guidance
on developers and projects bids accepting the cheapest solution and failing to realise
that an IT system has different requirement than general acquisitions and that the need
for external IT consulting was essential for the choice of the contractor. Something in
combination with the absence of both a CRO and CISO lead to a poor risk management
and information security implementation. In addition the LAS board of directors was
not informed by the project team about their doubts on the CAD developers and their
capability on delivering the project in an almost impossible timetable and high risk re-
quirement. This failure of communications, delegation and entrust of deployment of such
a critical system to a small group of people led to a failure of compliance with a PRINCE
global project management standard of setting up and operating IT systems. Moreover
the constant pressure of the board for results and performance improvement lead to addi-
tional pressure on the project team increasing the risk tolerance levels. The crucial point
of this situation is the lack of clear roles and responsibilities, such as who is respons-
ible for planning, testing the system, educating the users, testing the backup systems,
deploying the business continuity, disaster recovery and incidents management plans,
performing audits etc., in addition to the insufficient leadership belief that someone else
is responsible for information security (thinking of the developer), adding to the fact of
the lack of experience of the developers lead to a poor implemented system that even-
tually failed and cost peoples lives. We could analyse this disaster in a far more detailed
way and could lead to an endless discussion but our purpose was just to illustrate that
the need of crystal clear definition of roles and responsibilities as well as the crucial need
of their good communications is a must for every company-organisation or else any kind
of system/product or operation’s will end up in a disaster. Thus, because core issues like
business unit analysis, risk management etc, wont be properly conducted and commu-
nicated leading to a disaster. In addition it once again demonstrates the trivial fact that
everyone is responsible for information security and unfortunately, both the trivial fact
and the need for roles and responsibilities definition were lessons learned in the hardest
and saddest way costing peoples lives.

3.8 Cyber Warfare

In the modern world we hear the term cyber attacks on a daily basis. We have seen a
group of hackers named as "Anonymous" performing various denial of service attacks,
defacement attacks on governments web servers and private corporations. On 27th April
2007 we witnessed one of the biggest cyber attacks against Estonia where most of the
attacks such as DoS, spamming, ping floods etc. affected the general public. This attack
was considered to be one of the biggest and most sophisticated attack, rumoured to be
sponsored by a government. We have seen another example of such an attack named
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Titan Rain which was a series of coordinated attacks on American computer systems
since 2003. In the modern world the wars are transferred to the virtual world of the
internet and terror scenarios have been already developed claiming that a multifaceted
cyber attack coordinated professionally could take down the air traffic control systems,
telecommunications grids, create a chaos in the stock market and even deny people from
basic needs such as water, electricity and even emergency services such as ambulance
dispatch, fire departments and police if the radio bands are silenced figure 45.

What is at risk?

Transportation Health care Banking & Financia oy ommunications
Infrastructure Infrastructure Infrastructure Infrastructure

XN ...
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Figure 45: Cyber Threats

This scenario as terrifying as it sounds, with the rapid advance of technology and the
constant evolution of networks is not far from becoming a reality. The modern world
categorises these threats with a buzzword as "The advanced persistent threat (APT)".
The APT acronym is constantly misused in the IT security scene and a misconception is
generated, people tend to think that APT is a sophisticated malware attack. However it is
not the sophistication of the malware rather the attacker’s determination and unlimited
resources he is willing to allocate to succeed in his mission. And that is the real threat
of the APT, It is not a what, but who? The power of the APT lies in the competence,
resources and motivation an attacker has who will never stop until he reaches his ob-
jectives, whether this is theft of intellectual property or damaging a country or company,
he will adapt to the security measures you have deployed and will find a way to breach
information security or he will quit if the costs of the attack exceed the value of the prize
he is after. We speak of a cyber war between governments where it is very common for in-
telligence gathering and espionage. However this is no different between companies for
competitive reasons. Cyber attacks on companies either for espionage or for the attackers
personal benefit is a commonality in our modern world. Attacks such as data theft could
be used to blackmail the owners of a company to pay money in order for the attacker
not to release the data captured which would expose the information security failure of
the company and damage her reputation. The attacker could also threaten the company
in performing denial of service attacks taking the company out of business for a while.
Both of these cases result in money lost for the company. Cyber threats are a new and
evolving source of risks and most of the companies aren’t yet prepared to mitigate and
handle such risks. There is no secure company in any sector and the threat is growing but
nobody can say that the world had not been warned. The world Economic Forum (WEF)
in January 2011 placed cyber attacks on the top five threats the world is facing, next to
threats of weapons of mass destruction, they emphasise that cyber threats shouldn’t be
underestimated. We discussed all these examples to highlight the modern threat of cyber
attacks a threat which can be apprehended in a company only by clarifying roles and
responsibilities. Starting with the CEO who has to understand the risks and the oppor-
tunities that the cyber world presents and lead the way to the company’s entrance to the
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virtual world. The CRO has to conduct constant risk assessments of the cyber threats and
with the collaboration of the CISO and CIO to ensure that the IT department is constantly
evolving its capabilities to deal with cyber risks. The CISO has to cooperate with other C-
level executives and line managers, from which most importantly with the CHRO and the
COO in order to develop an awareness campaign and educate the users about the current
emerging cyber world and the risks it hides. The CEO with the board of directors have
to invest in the development of cyber skills. Thus shaping the strategy of the company in
order to mitigate the threats by having experts handling the threats. Thus, the responsib-
ility of the CHRO to recruit talented people and along with the CISO to develop a plan on
providing constant education and cyber skills development of employees. Thus, because
it is difficult to recruit an expert with those skills in the current market therefore compan-
ies have to create their own. The CEO and board of directors have to allocate resources
on the cyber threat and ensure its mitigation like any other threat the company faces and
one of the core measures is to sponsor the creation of a Cyber incident response team a
team that will be able to monitor, gather intelligence about the constant evolving cyber
threats and prepare plans to mitigate them communicating from board level to business
operations and even cooperating with other companies to strengthen their knowledge
and share expertise. In addition, the company’s strategy should be aggressive and act-
ive against attackers defending the company with legal means prosecuting the attackers.
Thus, the requirement of a great CLO who will be well informed on cyber laws and re-
quirements. Last but not least the CMO has to communicate publicly about cyber threats,
incidents and responses promoting the cyber threats risks and promoting an information
security awareness and culture. This discussion demonstrated the need of clear defined
roles and responsibilities and the need of their interactions in order to achieve a cyber-
savvy company and mitigate one of the most emerging threats the world and companies
are facing.
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4 Conclusions & Further Research

This thesis was a turning point for the author’s academic career. It covered only a small
part of the information security scene positioning in it the roles, interfaces and processes.
However, it managed to lay the groundwork for further study of the roles and their re-
sponsibilities.

Above all, this work demonstrated the benefits listed below (enumerate) of defining
the roles and their responsibilities regarding information security in a company’s envir-
onment.

Benefits of defining the roles and their responsibilities:

1. They lower the labour costs of information security.

2. They establish an organisational structure avoiding chaos and unnecessary internal
politics.

3. They mitigate the risk of information security staff being a single point of failure.

4. They ensure and promote C-level executives support for information security as well
as establish formal communication channels with them.

5. They display compliance with internal policies, laws and regulations.

6. They heavily increase employee’s efficiency and productivity by eliminating confusion
of responsibilities.

7. They enable greater allocation of company’s resources minimizing the costs of provi-
sion of adequate information security functions.

8. They encourage coordinated team effort firstly, to achieve good information security
governance in the company and secondly, safeguard the informations flows of the
company.

In this thesis we used the naive inductivist approach defining at the first part the vari-
ous roles we can find in a company’s environment providing a holistic overview, firstly
with an overview of their accountabilities from a management perspective and secondly
with a detailed analysis of their security responsibilities and affiliation. We demonstrate
the various benefits of placing the roles in the information security scene associating
them with many different fronts of information security with each role placing a piece
in the informations security scene puzzle. While on the second part we demonstrated
with real life examples and scenarios firstly, the necessity of the roles and secondly, and
most importantly the necessity of their interactions in order to achieve good information
security governance in a company’s environment while fulfilling the puzzle of informa-
tion security and discussing the present, the past and the future of information security.
We researched in detail the trivial fact "everyone is responsible for security" illustrating
it’s meaning for every role showing that each and every role has different and specific
responsibilities. A fact that till today posed serious impediments in information security
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management because many employees from C-level down to users didn’t have a suffi-
cient understanding of their own information security role and responsibility. Thus what
we provide, our biggest contribution is a crystal clear delegation of security roles and
their responsibilities creating a starting point in better development of information se-
curity management. In addition we explained the need of security awareness, education
and training starting with the lower user ending to the top C-level management providing
valuable insights of the live information security field in the industrial world. In figure 46
listed below we illustrate the holistic overview of the concepts introduced in this thesis.

The research introduced in this thesis provides a natural guide to future research. We
revealed a long existing but non-researched domain of information security providing
an initial study, which opens the road for gradual study of the domain in deeper levels.
Following the research described in this thesis, a number of future studies could derive:

e Technology advances rapidly new features and processes are introduced on a daily
basis, concepts as bring your own devices, cloud computing, ARM CPU architecture,
powerful mobile devices are constantly changing the IT landscape and with it the
information security requirements, therefore a revision of the study should be done
over the years identifying and documenting the differences.

e Surveys with far greater resources and workforce power can be conducted to identify
organizational structures regarding information security leading to the investigation
and research of additional roles and performing their analysis.

e Following the previous point perform surveys to depict accurate data on the interac-
tions of various stakeholder with respect to authority, competence and responsibilities
always regarding information security.

e Perform surveys to determine the identified roles responsibilities with accurate stat-
istics adding more responsibilities if any are found to complete the picture.

e Conducting detailed and in depth studies of a scenario or use case in order to demon-
strate in detail different interactions of the roles in the information security scene,
for example a detailed analysis of the roles actions in a security incident for instance
study of the Sony Playstation network data breach.

e Conducting a study testing the hypothesis that the development of state legislations
and law requirements of a crystal clear delegation of roles and responsibilities re-
garding information security would benefit the information security governance of a
company.

e Conduct a study of the roles and responsibilities in Small medium enterprises which
where neglected in this thesis due to resource limitations.

Summarizing, this thesis opens the path for further research of a hot topic proving the
importance of roles distribution and interaction. In addition confirming the trivial fact
that everyone is affecting security one way or another in an organisation demonstrating
the role of various stakeholders regarding information security and the role of informa-
tion security regarding them. Illustrative examples justify our approach and highlight in
the best way the findings of the thesis which are of great value, those of the responsib-
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ilities of each stakeholder regarding information security opening the road in fulfilling
an information security consultants dream, of having information security responsibil-
ities attached to the job description and responsibilities of different stakeholders in a
company’s environment leading to a great information security governance.
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Education

Training

Awareness

Figure 46: Holistic overview of the concepts discussed in the thesis
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A Appendix

In the following pages you will find attached some examples/proposals of the job de-
scriptions of the roles covered in the thesis.
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Description

Company's name

s Chain of Command Information

Position Chief Data Officer
Title:

Reports to: CEO

Administrative CEO
Report to:

Additional Board of Directors
Report to:

Reporting to Program Directors and Business Manager
this position:

Scale of Number of employees
organisation:

e |ob Summary

Chief Data Officer someone to lead all strategic data activities and to represent Data as a strategic asset
that DRIVES business and that helps lead the company in new directions.

Accountabilities

Disciplinary Development of policies and procedures for data handling.
Assignment:

Principal Data handling.
Duties:

s Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company

@ phone number o = email address 1/2
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Education:

Working
Experience:

Personal
qualities:

it

Qualifications & Skills
Required:

A Master's Degree is required with a minimum of 8 years experience in a senior management
position. As chief data officer, this individual demonstrates critical competencies in broad
categories: data quality, data governance, data management, data security, data assessment,
data usage.

8 years in relative field.

Strong communication skills, strong analytical skills , and project management expertise.

Management oriented Tasks & Responsibilities

Ensuring data quality in a company.

Overseeing data management.

Data governance. (Thus assisting the company’s governance by using statistics based on the data analysis.)
Data assessment. (It is the process of evaluating data using analytical and logical reasoning to examine

each component of the data.)

o

Establishing guidelines for data usage.

6. Assist into shaping company's vision by transforming data in valuable information.

e Sccurity oriented Tasks & Responsibilities

alb o

Assist in the Development of security controls, policies and procedures of data handling.

Ensure security measures and develop policies to ensure that data privacy requirement are met.

Ensure company's overall compliance with the Data Protection Act.

Monitor changes in the PDA and ensure that the company takes appropriate steps to comply with the new
requirements.

Recruiters officer name — address of company

@’ phone number o = email address 2/2
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Description

Company's name

s Chain of Command Information

Position Chief Executive Director
Title:

Reports to: Board of Directors

Administrative Board of Directors
Report to:

Additional Board of Directors
Report to:

Reporting to Program Directors and Business Manager
this position:

Scale of Number of employees
organisation:

e |ob Summary

Top executive responsible for a firm's overall operations and performance. He or she is the leader of the firm,
serves as the main link between the board of directors (the board) and the firm's various parts or levels, and
is held solely responsible for the firm’s success or failure. One of the major duties of a CEO is to maintain
and implement corporate policy, accomplish the company's mission and vision, oversee the day-to-day
operations of the company and assist the board of directors in the governance functions.

e Accountabilities

Disciplinary Development of annual goals and objectives
Assignment:

Principal Decision maker, Manager, Leader, Visionary and Board Developer
Duties:

s Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company

@ phone number o = email address 1/2
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—— (Qualifications & Skills

Required:

Education: A Master's Degree is required with a minimum of 12 years experience in a senior management
position. As chief executive officer, this individual demonstrates critical competencies in four
broad categories: commitment to results, business savvy, leading change, and motivating.

Working 12 years in relative field

Experience:

Personal Strong communication skills, fund raising successes, and project management expertise
qualities:

e |\/|anagement oriented Tasks & Responsibilities

NN

Provide administration and support to the Board and the Staff.

Allocate Human resources wherever necessary. Manage HR policies and issue instructions.

Ensure proper function and delivery of Products and Services.

Manage financial resources, including taxes revenue generation and risk management.

Conduct proper investment plans.

Assure Law compliance and company’s policies development.

Manage Public Relationships create a good community profile for the company.

Fund-raising oversee project developments to attract investors. Forecast opportunities seal profitable deals.

e Sccurity oriented Tasks & Responsibilities

1.
2.
3.

Make Security a Board Issue.

Allocate resources to security. Make security investments.

Change company'’s culture and thinking. Security is no longer just a part of the IT it is part of the whole
company.

Promote the belief that everyone is responsible for security.

. Assure that proper plans on how to deal with incidents such as contingency plans, disaster recovery plans,

business continuity plans are conducted.
Defence in depth.

Recruiters officer name — address of company

@’ phone number e = email address 2/2
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s Chain of Command Information

Position Chief Financial Officer (CFO)
Title:

Reports to: Board of Directors

Administrative Board of Directors
Report to:

Additional CEO
Report to:

Reporting to Program Directors and Business Manager
this position:

Scale of Number of employees
organisation:

e |ob Summary

Description

Company's name

The senior manager responsible for overseeing the financial activities of an entire company. The CFO's duties
include financial planning and monitoring cash flow. He or she analyses the company's financial strengths
and weaknesses and suggests plans for improvement. The CFO is similar to a treasurer or controller in that
he or she is responsible for overseeing the accounting and finance departments and for ensuring that the

company'’s financial reports are accurate and completed on time.

e Accountabilities

Disciplinary Management of company’s Financials
Assignment:

Principal Decision maker, Finance and Accounting, Financial Planning and Analysis, Visionary and

Duties: Merges and Acquisitions

s Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company

@ phone number o = email address 1/3
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Education:

Working
Experience:

Personal
qualities:

1.Business
Strategy

2.Financial
Planning and
Analysis

3.Finance
and
Accounting

4.Insurance
and Real
Estate

5.Merges
and
Acquisitions
6.Business
value and
Exit plan
strategy

1.Security
Culture

2.DRP and
BCM

3.Compliance

4.Ensure
financial
assets
security

Qualifications & Skills
Required:

A Master's Degree is required with a minimum of 5-8 years experience in a senior management
position. As chief Financial officer, this individual demonstrates critical competencies in
financial reporting , internal controls, planning and control, cost accounting, projects,
restructuring, mergers and acquisitions, implementation of ERP’s, planning systems, tax
planning.

12 years in relative field

Strong communication skills, IFRS, Cost Accounting, Mergers, Restructuring, Financial
Planners, Project Management, Forecasting, Internal Controls, Financial Reporting, Business
Planning and Innovation

Management Related Responsibilities

Assess annual organizational performance. Assist in establishing yearly objectives and goals.
Oversees strategic long-term budgetary planning and costs management in alignment with
the board of Directors.

Conducts regular financial planning reports. Conducts analysis of financial conditions of
the company and forecasts financial expectations. Develop and execute analysis of various
business initiatives. Develop and maintain capital budget.

Oversee cash flow planning and ensure availability of funds as needed. Oversee cash,
investment, and asset management. Ensure legal and regulatory compliance regarding all
financial functions. Lead the development of accounting gimmicks to lower taxes and increase
revenue.

Manage company’s insurance program. Manage the company’s real estate affairs.

Plan, develop and execute merges and acquisitions. Conduct analysis, forecast and provide
future outcome of penitential merges and acquisitions.

Conduct analysis recommend innovations to grow business value and companies stock value.
Develop and oversee the exit plan strategy for the company.

Security Related Responsibilities
A CFO should be a security aware person. Allocate appropriate resources and funding for
continuous improvement of security. Treat security as business risk.

Participate and assist the CISO in the development of Disaster Recovery, Business Continuity
strategies and plans.

Oversee and enforce compliance with regulations to avoid fines and penalties.

Ensure that financial deals, contracts, auctions, forecasts, product launch dates and prices are
things that are within the information that has to be protected and can affect the financial
well being of a company.

Recruiters officer name — address of company
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5.Information
Security in
M&A
6.Bring-your-
own-device
policies

Ensure proper Information security infrastructure exists in the acquired company and compli-
ance with regulations is at place and in order.

They raise a lot of security concerns and issues, such as data losses, in appropriate usage of
the devices, unauthorised access to the devices of non personal of the company and many
more yet not fully revealed threats and risks to be handled and mitigated. If the CFOs
haven't started to pay attention, now's the time to do it!

Recruiters officer name — address of company
¢’ phone number e = email address 3/3
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Position
Title:

Reports to:

Description

Company's name

Chain of Command Information

Chief Human Resources Officer

CEO

Administrative CEO

Report to:

Additional
Report to:

Reporting to
this position:

Board of Directors

Employees

Scale of Number of employees

organisation:

Job Summary

Top executive responsible for hiring new employees, supervising employee evaluations, mediation between
employees and bosses as necessary, and general overseeing of the personnel department.

Disciplinary
Assignment:

Principal
Duties:

Accountabilities

Delivery of high quality human resources services that include enhancing controls for human
capital processes and mitigating risk around HR.

Develop framework for HR services, Recruit employees, Evaluate employees performance.

Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company

@ phone number o = email address 1/2
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e ()ualifications & Skills
Required:

Education: A Master's Degree is required with a minimum of 8 years experience in a senior management
position. As chief Human Resources officer, this individual demonstrates critical competencies
in broad categories: Human management, talent scouter,recruiter and coach, value creator,
strategist.

Working 8 years in relative field.
Experience:

Personal Strong communication skills, excellent analyst and great people’s judger and reader.
qualities:

e |\|anagement oriented Tasks & Responsibilities

1. The CHRO is a talents developer, he is a coach that will assist, guide, reward and motivate the employees
in order to maximize their efficiency and productivity to assist the company achieve its goals.

2. The CHRO has to be a great analyst and judge of character in order to hire the right people for the right
position.

3. A CHRO as a C-level executive is a business partner, a key advisor to the board of directors and the CEO
in the shaping of the companies strategy towards the companies goals and objectives.

4. A CHRO will evaluate the employees performance and take appropriate measures if necessary.

5. A person who will solve any conflicts that might raise between employees, despite their rank, top level
employees or simple staff and create a happy and friendly working environment.

6. The CHRO will assist and oversee the daily governance functions of a company, such as arrange board
meetings, interact with employees, en- sure regulatory compliance and oversee and assure high quality
human resources services that include enhancing controls for human cap- ital processes and mitigating risk
around HR.

e Sccurity oriented Tasks & Responsibilities

1. Knowing the cultural background of a potential employee reduces the risk of employing personnel likely to
present a security concern.

2. The CHRO is in an ideal position to drive security messages, policies and procedures.

3. The CHRO keeps track of the access privileges a employer has, had to perform his duties and when those
have to be terminated.

4. The CHRO has to establish that applicants and contractors are who they claim to be.

5. The role of the CHRO is to assist and provide counsel and solutions interacting with the CISO in order to
mitigate all this risks.

6. CHRO will provide valuable insight, in understanding the elements of the job, and they will help prepare
the investigator to ask the right questions, and help preserve the rights of the suspect employee.

7. The CHRO has to have a very good understanding of what Information Security means to a company and
what kind of people and skill-set are needed to perform such job.

Recruiters officer name — address of company
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s Chain of Command Information

Position Chief Information Officer
Title:

Reports to: Board of Directors, Chief Executive Director

Administrative Chief Executive Director
Report to:

Additional Board of Directors
Report to:

Reporting to |IT Managers
this position:

Scale of Number of employees
organisation:

e |ob Summary

Description

Company's name

A company executive who is responsible for the management, implementation and usability of information
and computer technologies. The CIO will analyse how these technologies can benefit the company or
improve an existing business process and will then integrate a system to realize that benefit or improvement.

e Accountabilities

Disciplinary Establishment of corporate information policy, standards and management control over all

Assignment: information resources.

Principal Responsible for developing and maintaining Information Systems Infrastructure, Information

Duties:  Systems.

m  Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company
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Education:

Working
Experience:

Personal
qualities:

Other Skills:

IS

Qualifications & Skills
Required:

A Master’s Degree in Business or Computer Sciences is required with a minimum of 10
years experience in a senior management position. As chief executive officer, this individual
demonstrates critical competencies in three categories: IT Strategy and Planning, IT
Acquisition and Deployment, IT Operational Management.

10 years in relative field.

Enjoy working in a collaborative management style. Excellent written and oral communication
skills. Excellent interpersonal skills. Strong negotiating skills. Ability to present ideas in
business-friendly and user-friendly language.

Good Knowledge of business theory, business processes, management, budgeting, and business
office operations. Good knowledge of data processing, hardware platforms, enterprise software
applications. Proven 3 years experience with systems design and development from business
requirements analysis to daily management.Demonstrated ability to apply IT in solving
business problems. In-depth knowledge of applicable laws and regulations as they relate to IT.
Strong understanding of human resource management principles, practices, and procedures.

Management oriented Tasks & Responsibilities

Identifying, promoting, and managing IT-enabled business agility.

Innovating and integrating IT in the enterprise

Communicating the impact of business decisions on IT costs.

Prioritizing and negotiating IT-enabled business initiatives.

Moving beyond managing the IT utility (supply perspective) to managing IT demand and value creation.
Demonstrating IT business value while maintaining IT goodwill among corporate executives.

e Sccurity oriented Tasks & Responsibilities

1.
2.

3.

Identify what information has to be protected.
Develop an awareness of information’s value and the need for its protection both to the staff and the board

of Directors.

Build and promote trust culture in handling information in the company.
Collaborate with CISO and develop an information security strategy and policy framework that will safeguard
the information.

Recruiters officer name — address of company
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Description

Company's name

s Chain of Command Information

Position Chief Information Security Officer
Title:

Reports to: Board of Directors

Administrative Board of Directors
Report to:

Additional CEO
Report to:

Reporting to Security Officers
this position:

Scale of Number of employees
organisation:

Top executive that focuses on information security strategy within an organization. This security strategy can
vary depending on the needs of an enterprise.
s Accountabilities

Disciplinary Development of Security Policy, Architecture and Governance.
Assignment:

Principal Assure the protection of information and it assets in the company.
Duties:

s Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company
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—— (Qualifications & Skills

Certifications:

Required:

Education: A Master's Degree is required with a minimum of 10 years of information technology
experience including 5 years of management experience with solid background in information

security.

Working 10 years in relative field

Experience:

Professional security management certification, such as a Certified Information Systems

Security Professional (CISSP), Certified Information Security Manager (CISM), or other

similar credentials.

Personal Excellent staff management skills, Good technical knowledge of security technology, business
qualities: system continuity planning, auditing, and risk management, Strong analytical, evaluative

and problem solving abilities.

s T asks /Responsibilities

NN

Risk Management.

Security Policy Management.

Organizing Information Security.

Ensure Asset Protection.

Integrate Human Resource Security.

Ensure Physical and Environmental Security.

Communication and Operations Management.

Develop Access Control measures.

Lead Information Systems Acquisition, Development and Maintenance.

. Lead in Security Incident Management.

. Participate in Disaster Recovery Management.

. Ensure Compliance with laws and regulations.

. Conduct Information Security Economics justify Security investments.

Recruiters officer name — address of company
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Description

Company's name

s Chain of Command Information

Position Chief Legal Officer
Title:

Reports to: CEO

Administrative CEO
Report to:

Additional Board of Directors
Report to:

Reporting to Legal Department Personnel
this position:

Scale of Number of employees
organisation:

e |ob Summary

A publicly traded company’s most powerful legal executive. The Chief Legal Officer (CLO) is an expert and
leader who helps the company minimize its legal risks by advising the company's other officers and board
members on any major legal and regulatory issues the company confronts, such as litigation risks. The CLO
may also be a member of the company’s operating committee and is overseen by the CEO. The CLO
oversees the company'’s in-house attorneys.

e Accountabilities

Disciplinary Handling Legal and Compliance issues.
Assignment:

Principal Legal Adviser to Corporation and Its Constituents,Corporate Officer and Member of Senior
Duties: Management Team, Administrator of the Internal Legal Department,Agent of the Corporation
in Dealings with Third Parties.

s Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company
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e ()ualifications & Skills
Required:

Education: A Master's Degree is required with a minimum of 8 years experience in a senior management
position. As chief legal officer, this individual demonstrates critical competencies in broad
categories: Law keeper, compliance enforcer, negotiator and mediator, legal representative.

Working 8 years in relative field.
Experience:

Personal Strong communication skills, Excellent legal knowledge, strong analyst and intuitive person,
qualities: Visionary, quick decision maker.

e |\/|anagement oriented Tasks & Responsibilities

1. Advice the board and the CEOQ in the governance of the company, bring different ideas and diversity to the
board of directors.

2. A CLO has to be preventive and proactive. He is a trusted advisor who has to forecast and assist in
the governance of the company keeping it in track with regulations and promoting a legal culture in the
company.

3. A CLO is required to create and manage the Legal department including recruiting talented personnel,
cutting costs, managing budget and oversee departments procedures.

4. The CLO has to be a strong mediator and negotiator and represent and protect the company’s interests in
dealings with third-parties.

5. The CLO might be the lead litigator ,if the case is critical for the company, or act as an adviser on strategy
to senior lawyers throughout the litigation process.

e Sccurity oriented Tasks & Responsibilities

1. The CLO is the person who will create the need for information security.

2. The CLO will assist in the shaping of the information security governance of a company.

3. The CLO has to ensure that the company’s information security complies with the regulations and standards
introduced by law.

4. The CLO has to keep in track all the changes in the law that affect the information security and inform
the CISO of them assisting him into dealing with possible compliance issues.

Recruiters officer name — address of company
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Description

Company's name

s Chain of Command Information

Position Chief Marketing Officer
Title:

Reports to: CEO

Administrative CEO
Report to:

Additional Board of Directors
Report to:

Reporting to Program Directors and Business Manager
this position:

Scale of Number of employees
organisation:

e |ob Summary

Chief marketing officer (CMO) is the company’s executive responsible for corporate branding, advertising,
marketing channels, customer outreach and all other marketing aspects. The CMO is considered part of the
top management tier with responsibilities which generally cross all company product lines and geographic
regions.

e Accountabilities

Disciplinary Development of Marketing strategy and structure.
Assignment:

Principal Brand Development, advertisements campaigns, Marketing services, Growth management.
Duties:

m  Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company

@ phone number o = email address 1/2

151



Education:

Working
Experience:

Personal
qualities:

1.Public
relations and
events.

2.Marketing
Services

3.Growth
Manager

4.Leader and
Cooperate
advisor

5.Marketing
ROI

1.Value
Creator

2.Information
flow keeper

3.Key Media
Handling

Qualifications & Skills
Required:

A Master's Degree is required with a minimum of 8 years experience in a senior management
position. As chief Marketing officer, this individual demonstrates critical competencies in
broad categories: commitment to results, business savvy, brand development, advertisements
campaigns, marketing services, growth management, marketing ROI.

8 years in relative field.

Strong communication skills, leadership skills, project management expertise, strong market
knowledge, strong analytical skills, visionary skills.

Management Related Responsibilities

The CMO has the responsibility to promote the company and man- age the flow of information
from the company to the public.

The CMO has to oversee the development of advertisement campaigns, the protection and
development of company’s brand name, he has to create value for customers as individuals.

The CMO is responsible for the market research and analysis. He has to familiarise himself
with the trends and modern technology and market globalization in order to explore market
opportunities and size them when they are beneficial for the company.

The CMO has to possess strong analytical skills and out of the box thinking in order to
contribute to the development of a robust business strategy, vision that will ensure a good
marketing policy and development in the company.

The CMO has to be able to perform a Return on the investment (ROI) analysis and forecast

and provide proofs of success or fail- ure in terms of numbers to the CEO and the board of
directors.

Security Related Responsibilities

The CMO has to use information security to promote the company’s solid approach to
information security and data privacy and develop or expand the brand name and reputation
of the company.

The CMO has to ensure that appropriate measures and controls are taken to protect
information leakage about marketing events, procedures, services that could harm and affect
the company.

The CMO has to be prepared to handle the media appropriately and in advantage of the
company's interests when a security breach occurs.

Recruiters officer name — address of company
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Description

Company's name

s Chain of Command Information

Position Chief Operations Officer
Title:

Reports to: Board of Directors, CEO

Administrative CEO
Report to:

Additional Board of Directors
Report to:

Reporting to Program Directors and Business Manager
this position:

Scale of Number of employees
organisation:

e |ob Summary

Top executive responsible for a firm's overall operations and performance. He or she is the leader of the firm,
serves as the main link between the board of directors (the board) and the firm's various parts or levels, and
is responsible for the implementation of company’s mission and vision as defined by the CEO and board of
director's. The COOs primary task is to oversee the day-to-day operations of the company and assist the
CEO in governance functions.

e Accountabilities

Disciplinary Development of annual goals and objectives
Assignment:

Principal Decision maker, Manager, Leader, Visionary and Business transformer and innovator.
Duties:

s Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company
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e ()ualifications & Skills
Required:

Education: A Master's Degree is required with a minimum of 8 years experience in a senior management
position. As chief operations officer, this individual demonstrates critical competencies in
many broad categories: commitment to results, business innovation and transformation,
leading change, and motivating.

Working 8 years in relative field.
Experience:

Personal Strong communication skills, business development and project management expertise.
qualities:

e |\|anagement oriented Tasks & Responsibilities

Ensuring suitable operations management.

Optimizing operational processes.

Designing a framework to implement strategy into operations.
Managing the strategic assets of the company.

Driving key change and transformation initiatives.

Shaping the future of the business.

A S

e Sccurity oriented Tasks & Responsibilities

1. The COO has to ensure that the staff of his department are following the tasks and acknowledge the
responsibilities assign to them by the Information Security Policy of the company and report any suspicious
activities to the security department.

2. The COO should ensure that the staff receives proper and continuous training and familiarise themselves
with the security policy and procedures of the company.

3. The COO has to ensure that the operations department is capable and willing to provide technical assistance
to the IT security Department.

4. The COO has to ensure that Security and Human Resources departments are informed before hiring
third-party contractors.

5. The COO has to report to the Security Department a list of people where is specified the purpose and the
time that a staff member will have access to critical systems.

6. The COO has to oversee, the creation and documentation of a user manual regarding information security
procedures of the operational department.

Recruiters officer name — address of company
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Position
Title:

Reports to:

Chain of Command Information
Chief Risk Officer

CEO

Administrative CEO

Report to:

Additional
Report to:

Reporting to
this position:

Scale of
organisation:

Board of Directors
Program Directors and Business Manager

Number of employees

Job Summary

Description

Company's name

Chief Risk Officer (CRO) is the executive responsible for identifying, analysing and mitigating internal and
external events that could threaten a company. The chief risk officer works to ensure that the company is
compliant with government regulations and reviews factors that could negatively affect investments or a

company's business units.

Disciplinary
Assignment:

Principal
Duties:

Accountabilities
Risk Management

Risk analysis, Enterprise Risk Management ERP, Strategy developer and advisor.

Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.

Recruiters officer name — address of company
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Education:

Working
Experience:

Personal
qualities:

1.Compliance
2.Privacy

3.Finance
Risk

4.Market

and Strategy
Risk
5.0perational
Risks

IT related
Risks

2.Information
Security

3.Advisor

4.Risk
Coordinator

Qualifications & Skills
Required:

A Master's Degree is required with a minimum of 10 years experience in a senior management
position. As chief risk officer, this individual demonstrates critical competencies in broad
categories: Strategic risks, Environmental risks, Market risks, Credit risks, Operational risks,
Compliance risks, IT risks.

10 years in relative field.

Strong communication skills, Excellent risk analysis skills, Organizational and project man-
agement expertise.

Management Related Responsibilities

The CRO has to identify the policies, standards and regulations with which the organization
is required to comply.

The CRO has to identify and establish the privacy requirements for the information flows in
the company according to government regulations and laws and company’s policy.

The CRO has to evaluate financial risks that the company is exposed to such as credit,
capital, investments, fraud and any other financial risks that may occur in a company's
activities.

The CRO has to evaluate potential impacts of business activities and events initiated by
market activities and company's overall strategy.

The CRO has to identify business process risks and analyse in what extent they may affect
the business utilizing appropriate risk response measures.

Security Related Responsibilities

The CRO has to create a risk assessment on the IT threats and vulnerabilities and provide
to the CISO the hierarchy of the information that needs to be protected.

The CRO has to provide the overall risk tolerance of the company to the CISO for him
to develop controls that will mitigate the risks accordingly to the risk acceptance of the
company.

The CRO has to participate in the disaster recovery and business continuity plans providing
valuable insight regarding the risk-profile of the company.

The CRO is a coordinator of risk that receives valuable information from various departments

regarding threats and risks and integrates them into a united framework providing back risk
profiles and the overall risk tolerance of the company to them to act and align accordingly.
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Description

Company's name

s Chain of Command Information

Position IT security Auditor
Title:

Reports to: CEO

Administrative CEO
Report to:

Additional Board of Directors
Report to:

Reporting to Supervisor, audit's staff
this position:

Scale of Number of employees
organisation:

IT Security Auditor is the person responsible for the Scrutiny of an organization's physical, financial and
computer access control procedures and systems to determine its level of vulnerability to attacks or intrusions
from unauthorized personnel or criminals.

e Accountabilities

Disciplinary Information Security Audit.
Assignment:

Principal Information Security Audit. Development of audit report, Vulnerability report, threats/risks
Duties: report.

m  Physical Demands/Working Conditions

Any specific conditions such as stressful job, relocations etc.
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—— (Qualifications & Skills

Required:

Education: A Master's Degree is required with a minimum of 7 years experience in IT security audits.
As IT security Auditor, this individual demonstrates critical competencies in broad categories:
Information Security frameworks/standards, IT security audit, Vulnerability assessment
and risk analysis, IT security architecture, IT security policies and procedures evaluation,
Information Security legal compliance regulations.

Working 7 years in relative field.

Experience:

Personal Deep understanding of the IT Security products, Experience with leading and documenting

qualities: T Security Audits and Risk Assessments, Understanding of IT Security policy and procedures
and their enforcement, Strong problem solving skills, strong communications skills, strong
collaborating skills.

e Responsibilities

1.
2.
3.

The verification of the effectiveness of the company’s IT security.

Preparing the ground for the IT security audit process to kick off.

Evaluation of company's financial and IT systems identifying any possible frauds, mismanagement, misuse,
dysfunction of resources, procedures and controls.

. Evaluation of effectiveness, efficiency and most importantly compliance of company’s security processes

and procedures with global accepted best practices and government laws and regulations.

. Propose solutions to resolve the potential issues that the audit findings might reveal.
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