Security and usability
assessment of several
authentication technologies

Roar S. Sollie

Master’s Thesis
Master of Science in Information Security
30 ECTS
Department of Computer Science and Media Technology
Gjovik University College, 2005



e

&
k

KTH

VETENSKAP
S8 OCH KONST

ol

9
o

The MSc programme in Information Security
is run in cooperation with the Royal Institute
of Technology (KTH) in Stockholm.

Institutt for

informatikk og medieteknikk
Hggskolen i Gjgvik

Postboks 191

2802 Gjegvik

Department of Computer Science
and Media Technology

Gjevik University College

Box 191

N-2802 Gjevik

Norway



Security and usability assessment of several authentication technologies

Abstract

In todays modern society, users have certain requirements to technology. They want to
be able to access systems and perform tasks regardless of time and location. The prob-
lem that arises is how one can be sure that a person is the one he or she laims to be.
Consequently, a secure validation of identity in an insecure environment is needed. This
is usually performed by means of something the person is, has or knows.

The aim of this thesis is to determine if it is possible to combine different authenti-
cation methods, both biometrical and technical, and how this affects the security of the
overall authentication routine. For example, an authentication procedure may include
both password and a smart card. Security and usability of such a system is studied. One
may also use two or more approaches from the same category, e.g. using face recogni-
tion and fingerprint, which both are in the category referred to as something one is. This
thesis studies if the overall authentication system becomes stronger or weaker.

Keywords: multimodal authentication, biometric, smart card, fingerprint, usability,
security metrics.
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Sammendrag(Abstract in Norwegian)

I dagens samfunn har det blitt slik at man har endel krav til teknologien. Man gnsker &
ha muligheten til & aksessere og utfgre oppgaver og tjenester uavhengige av tid og sted.
Problemene som da bringes frem er hvordan man kan vere sikker pé at en person er den
han/hun utgir seg for & vaere. Hvordan kan man med sikkerhet validere om identiteten
til en person er korrekt i usikre omgivelser? Er det mulig & implementere sikkerhetsruti-
ner som gjgr at man med sikkerhet kan stadfeste en persons identitet? Autentisering og
gjenkjenning av personer er mulig ved & benytte seg av noe man er, har eller vet.

Hensikten med denne masteroppgaven er & se om det er mulig & kombinere ulike au-
tentiseringsmetoder, bide biometriske savel som tekniske, og hvordan dette eventuelt vil
pavirke sikkerheten for autentiseringsrutinen. Bedres sikkerheten nar autentiseringsme-
toden inkluderer en kombinasjon av noe man er,har og vet, f.eks. et passord og smartkort,
eller smartkort og fingeravtrykk. Hvordan vil i s tilfelle dette pavirke brukervenn-
ligheten? Man kan ogsé benytte to eller flere metoder fra samme kategori, f.eks. an-
siktsgjenkjenning og fingeravtrykk, hvilket begge er fra kategorien referert som noe man
er, biometri. Vil dette gjgre autentiseringssystemet sterkere eller svakere?
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1 Introduction

This chapter contains a description of the problem identified in this thesis and the re-
search questions, as well as motivation, justification and benefits.

1.1 Problem description

Traditional authentication methods, for example traditional passwords, PIN-code or
question-and-answer, sometimes suffer from known and exploitable weaknesses. A pass-
word is something one ought to remember, and is often based on words, which can be
guessed easily. PIN-codes are seldom longer than four digits, which makes them easy
for an adversary to guess if there is no mechanism to control the number of attempts.
Stronger authentication methods, e.g. smart cards, fingerprints, iris patterns and face
recognition, also suffer from some known weaknesses. This is mostly because the au-
thentication takes place in an insecure environment.

This thesis deals with security of a combination of two or more authentication meth-
ods. A set of metrics for evaluating usability and security of various authentication meth-
ods has been defined. Combinations that lead to the strongest security of the overall
authentication system are determined. The relation of security and usability of such com-
binations is also studied.

1.2 Justification, motivation and benefits

Verification of the identity of a person is important, having in mind the possibility of theft
and fraud of both money and identity. If security is compromised, privacy is likely to be
compromised as well. The whole information environment is based on trust. Stakehold-
ers for such knowledge and information would be those that need strong authentication
methods and other people interested in authentication.

Implementation of strong authentication methods is important in the strategy of se-
curing information, especially in organisations in which it is critical for the information
security that no unauthorized entities gain access to these information systems. In sys-
tems with information regarding money transactions and sensitive personal information,
it is critical to have strong authentication methods in order to assure protection against
fraud and unauthorized use or leakage of information. The dilemma however is whether
the level of security affects the overall usability of the system.

1.3 Research questions

e How is security affected by combining two or more authentication methods?

e To what extent the security affects the level of user-friendliness? How does a combi-
nation of authentication methods affect this issue?

e Is it reasonable to implement a combination of two or more authentication methods?
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1.4 Research method

A qualitative method seems to be appropriate for answering the research questions. In [1]
it is described that the goal of the qualitative method is to gain a deeper understanding of
the problem complexity. [2] provides additional information about the choice of method
and describes the work from formulating questions to seeking and finding solutions.

A literature study has been performed in order to gain information and knowledge
about the various authentication methods and the environment in which they are imple-
mented. The purpose of this literature study was to be able to make some conclusions
about the strength of different methods and to be able to evaluate authentication meth-
ods according to security and usability.

An experiment has been conducted mainly in order to try to compare the perceived
security and usability with the actual security. The security and usability have been mea-
sured according to a set of metrics defined as a result of the literuature study. It is impor-
tant to normalize these metrics, making it possible to compare the results from different
authentication methods. The aim of the experiment was to contribute to an estimate
and comparison of the level of security when the different methods of authentication are
combined. The experiment was focused on the use of smart cards, username and pass-
words, and fingerprint. One of the important issues is the time of execution and effort
needed to perform the authentication procedure, and to which extent this affects the
usability and user-friendliness. The experiment helps answering the research questions
and acts as a basis for the conclusions.
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2 Previous work

This chapter contains a literature survey of research in this area related to the research
questions stated in Section 1.3.

2.1 Review of different authentication methods

Ordinary (unimodal) authentication methods have been studied extensively in order to
estimate the level of security that can be achieved with them.

In [3], several authentication methods are described, as well as advantages and dis-
advantages of those methods. The paper [3] can therefore be referred to as a well-
describing basic paper for people interested in authentication research. Chun [3] con-
cludes that passwords should be replaced, and that smart cards with digital signatures
will increase rapidly in use. Chun also believes that biometrics are unlikely to be imple-
mented for reasons of cost, data storage, processing time, ergonomics and ethical issues.

[4] refers to how secure smart cards are, their potential vulnerabilities, their security
and presents a cost/benefit analysis of their application. The paper [4] is therefore used
as an important reference in the work regarding smart cards in this thesis. Abbott [4]
states that smart cards are very secure, but that there are some known vulnerabilities.
However, these vulnerabilities require extensive technical expertise and very expensive
equipment in order to be exploited. Smart cards can provide an additional level of secu-
rity and help reduce risks in existing systems.

In [5], threats for smart cards are described and a security model of a smart card sys-
tem is discussed independently of its application. A trust environment is modelled as well
as all potential parties involved in any smart card system: the cardholder, the terminal,
the data owner, the card issuer, the card manufacturer, and the software manufacturer.

In [6], many important issues, related to the research questions, are discussed. These
include for example: ease of use, applicability, speed of verification, vulnerability to
fraud, size of storage and multiple authentication technologies. This book explains the
basic concepts of biometrics and biometric technologies, as well as their applications in
the electronic world.

The master thesis [7] studies the disadvantages of using face recognition in electonic
passports. The purpose of biometric passports is to prevent the illegal entry of travellers
into a specific country and limit the use of counterfeit documents by more accurate iden-
tification of an individual. [7] states that there is a great deal of risk for identity theft
using only one biometric authentication in a passport.

In [8] many of the biometric authentication methods available are addressed and
their usability and security according to strengths, weaknesses and cultural concerns are
discussed. It concludes that: "Biometrics offers at least in part a way to defend against cyber
terrorism and provide increased network security".

In [9], the problems of authentication have been discussed, and the uncertainty in-
herent to authentication decisions has been emphasised. It concludes that experience is
needed to determine exactly how to best realize authentication confidences in practice.
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In 1994 NIST published FIPS 190 [10], a guideline describing the primary alternative
methods for verifying the identities of computer system users. It states that single pass-
word authentication systems are too weak, and that one should use passwords, tokens,
and biometrics in different combinations to achieve better assurance in the authentica-
tion system.

2.2 Comparison of various authentication methods. Security of a
combination of two or more authentication methods

Since unimodal authentication does not offer satisfactory security, various efforts have
been invested in studying multimodal authentication methods.

In [11], it is discussed how the combination of smart card and biometric authentica-
tion, e.g. fingerprint, affects security. [11] also compares the level of security achieved in
such a system with the traditional PIN authentication system.

[12] describes how combining several biometric authentication methods improves the
accuracy and decreases false-positives and false-negatives to the level which cannot be
achieved with a single-model biometric solution. It states that one can use two techniques
to increase the reliability of biometric authentication: multiple samples and multiple
biometric sources.

[13] discusses and compares usability between the password authentication method
and other authentication methods, for example pass faces. It also takes into consideration
that token-based biometric, and other authentication methods, often require special and
expensive hardware. [13] states that the use of passfaces showed a third of the login
failure rate of passwords, despite the fact that the users had a third of the frequency of
use.

[14] evaluates authentication with the use of biometrics and proposes a classification
of biometric authentication systems. This classification helps comparing different biomet-
ric authentication systems. If one removes the liveness characteristic, this classification
could also be used to evaluate other authentication systems. [14] also discusses advan-
tages and disadvantages of biometrics, and where not to use biometrics. It is concluded
that a system containing cryptographic functions, biometric matching, feature extraction
and the biometric sensor in one tamper-resistant device would be ideal. Biometric is a
good add-on authentication method, but not a basic one. Even cheap and simple biomet-
ric solutions may increase the overall system security when combined with an existing
authentication method.

[15] develops an approach to evaluation of the security of computer systems using
vulnerabilities represented in a privilege graph. Privelege graph consists of nodes with
weighted archs, where the nodes are systems or resources and attackers. The weight of
each arch corresponds to the probability and seriousness of the attack. A security breach
can occur if there exists a path between a node representing a possible attacker to a
node representing an attack target. Three intuitive properties can be derived from this
example:

1. Security increases if the "length of the paths" leading to the target increases.
2. Security decreases if the "number of paths" leading to the target increases.

3. Security is mainly affected by the shortest path leading to the target.



Security and usability assessment of several authentication technologies

[15] states that "Security is directly proportional to the time needed by an attacker to
succeed in his attack”.

In [16], the integration of two biometric techniques, voice and face recognition, as
well as the potential benefit of combining these techniques in order to improve the ro-
bustness of person identification is studied. It is concluded that the combination of these
techniques is capable of identifying persons with high accuracy under tightly constrained
conditions. In addition to face and speech recognition, [17] combines these with ob-
serving lip motions. The results of this study show that the integration of two or three
techniques leads to better recognition rates.

Various authentication methods are described in many more articles and papers. For
example, [18] considers hash visualization in user authentication, and a prototype where
a user is authenticated by recognizing a set of previously seen images has been described.
In [19], the same problem as in [18] is analyzed in more detail. [19] concludes that since
the error recovery rate was significantly higher for images, compared to passwords and
PINS, such a system may be useful in environments where high availability of a password
is paramount and where the difficulty to communicate passwords to others is desired.

[20] describes various authentication methods: password, token and biometric au-
thentication. It compares weaknesses and strengths of different authenticators and states
that human authentication is a critical concern for corporate security. [20] also provides
insight into advantages and disadvantages of current options.

[21] and [22] provide an excellent overview of personal authentication mechanisms.
[21] discusses biometrics and different characteristics that make them usable. Character-
istics mentioned are uniqueness, universality, permanence, user-friendliness, cost and ac-
curacy. It also discusses advantages and problems of using biometric identification. [22]
provides an overview of authentication, and discusses the problem of verifying identities
and how to make it work properly. It mentions both authentication methods as well as
vulnerabilities and types of attacks.

[23] takes advantage of the capabilities of each individual biometric, to overcome
both the speed and the accuracy limitations of a single biometrics in performing personal
identification. It considers a number of issues related to designing a multimodal bio-
metric system: the main purpose of utilizing multiple biometrics, the operational mode,
which biometrics should be integrated and the sufficient number of biometrics.

[24] states that the smart card plays an important role as security tool, and disusses
the advantage of using a biometric instead of a knowledge based password or PIN as a
verification method. To rule out security threats regarding offcard-matching, the biomet-
ric matching algorithm has to be implemented in the smart card to avoid carrying out the
data matching in a separate device. Biometric is accepted not only as an add-on method
but also as an adequate alternative to knowledge based authentication if the biometric
components reach the strength of function "high" according to the ITSEC! evaluation
criteria [25]. Even if an attacker possesses someone else’s smart card, a terminal with
the biometric module and the user’s verification data, he cannot successfully present the
verification data to the smart card.

[26] discusses the fact that it is desirable and feasible to implement on-card matching
algortihms, allowing to perform biometric user verification in the smart card. If a smart
card provides functions such as electronic signature creation, electronic money and/or

HTSEC, Information Technology Security Evaluation Criteria
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sensitive data such as medical data, then the smart card has to verify that it is used by
the legitimate card holder.

[27] describes different biometric technologies and evaluates them according to the
desirable properties described in more detail in Section 3.3.1 and Table 1 in this thesis.

Short description of the biometrics evaluated in [27] are:

e DNA: DeoxyriboNucleic Acid. The ultimate unique code for one’s identity. Its draw-
back is that verification of the DNA markers needs laboratory equipment and cannot
be done by the customer or consumer themselves.

e Ear: The shape of the ear. Not expected to be sufficiently unique.

e Face: One of the most accepted biometrics. Affected by aging, facial expressions, en-
vironment variations etc.

e Facial, hand, and hand vein thermogram: The pattern of the heat radiated by the body.
A facial thermogram can also be captured in poorly lit environments. Research has
not yet determined if facial thermograms are adequately discriminative, e.g. they may
depend heavily on the emotion or body temperature of an individual at the moment
the scan is created [28].

e Gait: The peculiar way one walks. Behavioral and may not stay invariant.
e Hand and finger geometry: Features related to human hand, e.g. length of fingers.

e Iris: Visual texture of the human iris. Distinctive for each person and each eye. One
drawback is that the user must look directly into the retinal reader. This is inconve-
nient for eyeglass wearers.

e Retinal scan: The retinal vasculature is rich in structure, and is distinctive for each
person and each eye. One drawback is that the user must look directly into the retinal
reader. This is inconvenient for eyeglass wearers.

e Keystroke dynamics: There is a hypothesis that each person types on a keyboard in a
characteristic way. Behavioral, influenced by injuries, sickness and emotions.

e Odor: Each person odors a chemical characteristic. Affected by environment, type of
food eaten, deodorant used etc.

e Signature: The way a person signs his/her name. Behavioral, influenced by emotions
and may change over time. Behavioral, influenced by injuries, sickness and emotions.

e Voice: Voice capture is unobtrusive and an acceptable biometric. One problem is mim-

icking.

The biometrics described above are compared in Table 1. Fingerprint recognition has
a very good balance of all the desirable properties. Fingerprints have a long history of use
in criminal investigation, they have a stigma or negative characteristic associated with
them. Biometric Market Report (International Biometric Group) estimated the revenue of
various biometrics in the year 2002 and showed that fingerprint-based biometric systems
continue to be the leading technology in terms of market share, covering more than 50%
of non-AFIS? biometric revenue.

2AFIS- automatic fingerprint identification system
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Facial thermogram H H L H M H L
Fingerprint M H H M H M M
Gait M L L H L H M
Hand geometry M M M H M M M
Hand vein M M M M M M L
Iris H H H M H L L

Keystroke L L L M L M M
Odor H H H L L M L
Retina H H M L H L L
Signature L L L H L H H
Voice M L L M L H H

Table 1: Comparison of biometric technologies. High, Medium and Low are denoted by H,M, and
L, respectively[27].

Biometrics to enchance smart card security are discussed in [11, 29]. Smart cards
are normally used as a secure and tamper-proof device to store sensitive information
such as digital certificates, private keys and personal information. PIN code has been the
usual way to access the information on the smart card. Research and experience shows
that PINs are weak secrets in the sense that they are often poorly chosen and easy to
loose and lend away. Biometric authentication with smart card has been proposed by
matching a stored biometric template to a live biometric template [8, 29, 30]. Related to
introducing biometric authentication in combination with smart card, three strategies of
the biometric authentication can be identified [11]:

1. Template on Card(TOC: the biometric template is stored on a smart card and the
matching with the live template is performed on a computer or a device using a
MiCroprocessor.

2. Match on Card(MOC): the biometric template is stored on a smart card which also
performs the matching with the live template.

3. System on Card(SOC): a combination of the previous two technologies. The template
is stored on a smart card which also performs the matching. The biometric scanner
or device is hosted on the smart card.

Defining security metrics for a combination of authentication methods has not been
addressed in the literature. However, we consider this problem significant, since there is
no guarantee that combining various authentication methods actually increases the se-
curity level of the overall system. We have defined metrics for this purpose and evaluated
them for several combinations of authentication methods. The definitions of the metrics
are given in Chapter 3.
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2.3 Security vs. user friendliness in a combination of authentication
methods

In [31] the complications when attempting to create a secure pervasive computing envi-
ronment are explored. It discusses challenges in both physical and information security,
and the fact that authorisation, auditing and non-repudiation all rely on an accurate
identification and verification of the user.

[32] describes different aspects of authentication, the issue of authentication and
privacy, and the issue of security and usability. One of the crucial factors that encourages
or discourages the use of any authentication technology is ease of deployment. A scheme
that relies on something that users already have (or already "are") is easier to deploy
than the one that requires shipping (and perhaps installing) new equipment.

In [33], the issues of usability, acceptability and privacy in the biometric authentica-
tion environment are discussed. The sensors are getting smaller, cheaper, more reliable,
and designed with better ergonomic characteristics. The biometric algorithms are also
getting better, and many systems include features to train the users and provide feed-
back during the exploitation. This may improve usability and acceptability of biometric
applications.

[14] and [27] describe usability of biometric authentication methods and discuss cen-
tral issues regarding failure to enrol (FTE), false acceptance rate (FAR) and false rejection
rate (FRR). [14] also lists a set of parameters for biometric systems and proposes a clas-
sification of biometric systems. It states that solutions where the cryptographic functions
as well as the biometric matching, feature extraction and biometric sensor are all inte-
grated in one tamper resistant device are promising. The authors of [14] also believe
that biometric authentication is a good additional authentication method, increasing the
overall system security if used on top of existing traditional methods.

[27] concludes with a set of desirable properties in fingerprint scanners:

e automatic finger detection

e automatic fingerprint capture

e temporary storage of captured fingerprint image

e vitality or liveness detection

e compression of the image

e matching of the fingerprint on the sensor

e inclusion of a smart card reader or template database storage

e cryptographic security protocols implemented in the scanner to carry out secure com-
munication

[34] explores the requirements and development methods for user-centered security.
Usability and security must be merged in order to produce acceptable systems that will
not be circumvented by the legal or non-legal users.

When authentication techologies are combined, additional security factors work in
cooperation so the need for highest-level FAR may no longer be necessary [35]. Smart
cards combined with a biometric offer a number of advantages. Providing the template
at the biometric device removes any storage limitation on the device or a need for access
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to a central repository. The smart card also offers a level of tamper resistance. [35] also
discusses the multifactor authentication solution combining biometrics with smart cards
and public-key infrastructure (PKI), that adds an extra layer of security with cryptog-
raphy. PKI is mathematically more secure than biometrics and it can be used over the
Internet.

2.4 Overall evaluation of a combination of two or more authentica-
tion methods

In [36], the problems of measuring information security and identifying good authen-
tication practises have been discussed. The goals were to characterize the information
security measurement problem, identify good practices and focus needs.

There are several articles, e.g. [4] and [13], bringing up the cost/benefit-question
when different authentication methods are evaluated. [4] concludes that organisations,
implicitly or explicitly, make decisions based on whether the cost of the decisions is jus-
tified by the benefit, and that these determinations are often more subjective than ob-
jective. If the cost of the new feature is less than the value of the reduced risk plus any
additional benefits provided by the card, then the device should be implemented.

In [37], it is stated that an employee is most likely to forget his/her password four
times in a year on average. When the cost of resetting a password is applied to thou-
sands of employees it becomes astronomical. [37] also concludes that when implement-
ing a biometric authentication system, companies must be economically aware that as
the required level of authentication increases, so does the cost.
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3 Metrics for assessing security and usability of
authentication systems

In order to have an evaluation of the security and usability, metrics are well-organized
tools to help measure these values. Section 3.1 defines the template used when defining
the metrics, both for security and usability. In Section 3.2 and 3.4 the criteria regarding
security and usability are discussed, resulting in the metrics defined in Section 3.3 and
3.5.

3.1 Metric template

When defining the metrics, the template defined in [38] was used and the results from
[39] were studied. The metrics are by no means meant to be a complete guide, but they
may contribute to identify and define some of the major problems. A modification on the
template given in [38] was made by adding reliability and validity to help measuring the
completeness and correctness of the metrics. The template metric is presented in Table
2.

Metric ID The unique identifier of current metric.

Name Name of the metric (short form).

Performance Goal | Measure and see if objectives and/or techniques stated by the
metric are implemented.

Performance Ob- | Description of actions required to accomplish the performance

jective goal.

Metric Description of what we are measuring with this metric.

Purpose The goal of this metric.

Implementation Tasks and subquestion to help measuring the critical element.

Evidence

Frequency How often the metric is conducted.

Formula Describes the calculation performed. Assessed as a quantitative
result.

Data Source The data used to perform the metric.

Indicator What this metric is trying to present.

Reliability The possibility for incidental and random errors performed by
this metric [40].

Validity The fact that we measure the purpose of the metric [40].

Table 2: Template defining a security metric

3.2 Security criteria

[14] discusses advantages and disadvantages of biometric authentication systems and
proposes a classification of such systems making it possible to compare the biometric sys-
tems reasonably. It also lists a set of parameters used for evaluating differences among
various authentication systems. The fact that fingerprints are tested, makes these param-
eters usable when evaluating the different authentication systems. The parameters have
been modified and are listed below:
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Liveness testing:

e Measures whether or not the biomteric is from a living person, e.g. blood circulation,
more information in Section 3.3.1.

e Makes the attack more difficult. A combination of multiple liveness tests can make
the system more secure.

e Scale: no, yes or multiple

Tamper resistance:

e Without tamper resistance or supervision the system can be tampered with and
forged/replied biometric data can be injected into the system.

e Scale: no, moderate or advanced

Secure communication:

e The communication among modules within a tamper-resistant cover need not be se-
cured, but the communication over an insecure line should be authenticated and
encrypted.

e Scale: no or yes

e If Yes; the length of the encryption key indicates the level of security using the
specified algorithm.

Traditional authentication:

e The authors of [14] refer to traditional authentication as something one knows (e.g.
PIN or password) and/or has (e.g. smart card, key or passport).

e Scale: sufficient/not sufficient, any time, required and/or malfunction

[14] evaluates the "secure communication"-parameter using yes or no answers. When
using a secure communication, authentication and/or encryption, it is useful to assign a
weight to the "yes"-alternative according to the length of keys used. The fact that the key
is long does not guarantee security, but if it is short it is obvious that such a system is
insecure.

By evaluating the systems using these parameters, a classification of the systems can
be done. [14] proposes four different levels, listed in Table 3 and described in more
details below.

Level 1: Very simple systems

e No tamper resistance: offer restricted security and are easily evaded (unplugging the
device or injection of previous eavesdropping information).

e Communication among modules need not be encrypted nor authenticated.
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Level | Liveness Tamper re- | Secure commu- | Traditional authentication
sistant nication

1 no no no sufficient/any time

2 no no no sufficient/malfunction

3 yes moderate yes/score not sufficient

4 multiple advanced yes/score not sufficient/required

Table 3: Level of security-classification

No liveness test: successful biometric authentication is a sufficient mean of authenti-
cation.

Level 2: Simple systems

No tamper resistance: the easiest attacks are eliminated, but can be tampered with,
by e.g. fake biometrics.

Require mutual authentication and encrypted communication.
Some level of security, but still low.

Traditional authentication is offered as sufficient authentication in cases of malfunc-
tions.

Level 3: Intermediate systems

Exposed components must be guarded or tamper resistant; resistant to moderate at-
tacks. Advanced tampering/artificial biometrics are able to evade the system.

Some kind of liveness testing.
Communication must be mutually authenticated and encrypted.

The system never offers traditional authentication as a sufficient method.

Level 4: Advanced systems

Advanced (multiple) liveness test.

Exposed and un-guarded components must be tamper resistant. Able to resist ad-
vanced tampering attacks.

Communication must be authenticated and encrypted, except within a tamper resis-
tant box.

A supplemental traditional authentication method is necessary.
Resist professional/advanced/well-founded attacks
Note: "There is no ’ideal solution’ for security [41]".

In addition to these criteria, an important value to measure is the use of multiple au-

thentication and if the auhtentication methods used are from different categories: knows,

has and/or is. An authentication system that relies on multiple authentication methods

leads to security improvement [11, 12, 16, 24].
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3.3 Metrics for security

A statement often referred to in the literature is due to Dacier, Deswarte and Kaaniche
[15]: "Security is directly proportional to the effort required for the implementation of an
attack.".

3.3.1 Liveness testing

Liveness testing relies on the use of a biometric feature. Any human physiological and/
or behavioral characteristic can be used as biometric a identifier to recognize a person as
long as it satisfies a set of requirements [27, 42]:

e universality, meaning that every person should have the biometric.

e distinctiveness, meaning that any two persons should be sufficiently different as to
their biometric features.

e permanence, meaning that the biometric should be sufficiently invariant.
e collectability, indicates that the biometris can be measured quantitatively.

In addition to these, there are a number of other properties that should be considered,
e.g.:
e performance, which refers to recognition accuracy, speed, robustness, resources

needed to achieve these issues, and operational and/or environmental factors affect-
ing the accuracy. These factors are discussed in more details in Chapter 3.4.

e acceptability, refering to privacy issues and the fact that people are willing to accept
a particular biometric identifier in their daily lives.

e circumvention, reflects the effort needed to evade the system [15].

Table 4 is a metric measuring whether or not liveness testing is present in current
authentication system.

3.3.2 Tamper resistance

Tamper resistance includes protection against different types of attacks, refered to as side
channel attacks. Side channel attacks are described in [43] and [44] and include:

e Probing attacks

e Fault induction attacks

e Timing attacks

e Power analysis attacks

e Electromagnetic analysis attacks.

Probing attacks involve depackaging the smart card and observing its behavior by
attaching wires to the data bus or by observing the memory cells directly with a micro-
scope.

[44] defines fault induction attacks as, "tampering with a device in order to have it
perform some erroneous operations, hoping the result of that erroneous behavior will
leak information about the secret parameters involved".

Timing attacks exploits the running time of cryptographic operations to deduce the
secret information.
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Metric ID SM-1

Name Liveness testing

Performance Goal | If the system uses biometric authentication: determine whether
or not it has a liveness test.

Performance Ob- | Are effective mechanisms implemented to detect whether or not

jective the biometric is from a living person or an artificial biometric?

Metric If there is a liveness detection implemented or not.

Purpose To see if the fingerprint reader has mechanisms making it able
to separate an artificial finger or fingerprint from a real finger
or fingerprint.

Implementation 1. Does the system use biometric authentication?

Evidence

No[ ] Yes[ ]
If Yes. which type(s):
2. Does the system have liveness testing?
No[ ] Yes[ ] Multiple[ ]
If Yes. which type(s):
1. UV(blood circulation) [ ]
2. Sweat glands []
3. Temperature []

Frequency Once.

Formula 1 point if it uses biometric, 1 point if it have liveness testing and
2 if it has multiple liveness testing.

Data Source Manual and information about the system/device.

Indicator This metric presents how robust the device is against attacks
with artificial fingers/fingerprints.

Reliability There is no way of knowing how the fingerprint acts on new
and better artificial fingers and/or fingerprints.

Validity It is not for sure that the liveness test is of good quality, the way
it is stated.

Table 4: Liveness metric

[45] examines power analysis attacks on smart cards, and [46] announced an attack
against smart card microprocessors. By monitoring the power consumption of a smart

card, they reported that it was possible to extract the secret key of an executing crypto-
graphic algorithm. In [46] and [47] Kocher et al. state that virtually all smart cards were
vulnerable to these attacks.

Electromagnetic analysis attacks exploits correlations between electromagnetic ema-
nation and internal secret information.

The security metric measuring tamper resistance is shown in Table 5.

15



Security and usability assessment of several authentication technologies

Metric ID SM-2

Name Tamper resistance

Performance Goal | Measure how tamper resistant the authentication system is.
Performance Ob- | Determine if there are effective mechanisms implemented to

jective avoid tampering.

Metric Is or to which degree is the authentication system/device tam-
per resistant.

Purpose To see if the system/device has protection against tampering

attempts and if forged/replied biometric data can be injected
into the system.

Implementation Is the system/device tamper resistant, and to which degree?
Evidence

No[ ] Moderate[ ] Advanced] ]

If tamper resistant, which type(s) of attacks is it protected

against:
1. Probing attacks []
2. Fault induction attacks [ ]
3. Timing attacks [1]
4. Power analysis []

5. Electromagnetic analysis [ ]

Frequency Once

Formula Scoreboard where no=0, moderate=1 and advanced=2.

Data Source Manual and information about the device.

Indicator This metric presents how robust the system or device is against
tampering and injection of forged or replied biometric data.

Reliability There is no way of knowing how or if an attacker will succeed
in the future, but for now the test should be reliable.

Validity It is not for sure that the information found about the device is
correct.

Table 5: Metric for measuring tamper resistance.

3.3.3 Secure communication

The communication among modules within a tamper-resistant environment need not
be secured, and the communication over an insecure line should be authenticated and
encrypted. The effectiveness of this protection depends on a variety of parameters, such
as cryptographic key size [48], protocol design and password selection.

According to the study and conclusions made in [48], the recommended lower bounds
for computationally equivalent key sizes for year 2005 are presented in Table 6. In com-
mercial applications, one often has to make guaranties for the confidentiality and in-
tegrity for the next 20 years, therefore recommended key sizes for 2025 as upper bounds
have been used, which gives the maximum score. In Table 6, SDL is a short for subgroup
discrete logarithm systems and elliptic curve cryptography systems are shorted ECC. Data
Encryption Standard (DES), triple DES (3DES) and the Advanced Encryption Standard
(AES) are examples of symmetric block ciphers. Examples of asymmetric or public-key
cryptography algorithms are RSA, digital signature standard (DSS) and Diffie-Hellman
(DH). The recommended key sizes in Table 6 have been adjusted according to the num-
ber of bytes, making them divisible by eight. Table 7 shows the number of scores that
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belong to the different encryption key sizes.

Year Symmetric key | Asymmetric key | SDL key size ECC key size
size size

1990 | 63 622 112 117

2005 | 74 1149 131 139

2025 | 89 2174 158 169

Table 6: Lower bounds for computationally equivalent key sizes (in bits) in 1990, 2005 and 2025

[48].
Points | Symmetric key | Asymmetric key | SDL key size ECC key size
size size
0 0 0 0 0
1 0-64 0-624 0-112 0-120
2 64-80 624-1152 112-136 120-144
3 80-96 1152-2176 136-160 144-176
4 >96 >2176 >160 >176

Table 7: Score table (in bits).

The secure communication metric, shown in Table 8, measures whether or not the
communication is authenticated and/or encrypted.

We do not evaluate the algorithms as to strict mathematics, if the algorithms are too
complicated or implemented well. We have to assume that this has been done properly
according to the standards and documentation.

Pitfalls regarding the cryptographic algorithms are discoverd on daily basis, and there
will always be unknown pitfalls. Asymmetric cryptographic keys with size up to 512
bits have been factorized by non-military organizations, indirectly meaning that military
organizations or organizations with large funds available have been able to factorize
larger keys. This means that one has to choose larger keys (stronger security) than what
is supposed or said to be strong enough [48].

Even if the encryption is sufficiently strong, the environment and encapsulation of
data have to be secure. [26] states that evaluation of the system according to ITSEC [25]
or Common Criteria [49] is required. The evaluation assurance level depends e.g. on the
quality of the electronic signature which will be created by the respective card. If the
signature creation data is protected by biometric user verification, then the respective
biometric verification method is also subject to evaluation. In UK a "Biometric Device
Protection Profile"[50] is under development, and is supposed to help in evaluation and
testing of biometric devices.

3.3.4 Traditional authentication/Fall-back mode

Traditional authentication is refered to as something one knows or has, e.g. PIN, pass-
words, smart card, key or passport. In addition, an authentication system may offer tra-
ditional authentication, because:

e it is sufficient and therefore offered as method of authentication at any time.

e additional methods like e.g. something one has, or a biometric method, is needed as
a secondary solution.
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Metric ID SM-3

Name Secure communication

Performance Goal | Determine if there are mechanisms implemented to avoid tam-
pering.

Performance Ob- | See whether or not the communication is secured. Communica-

jective tion in an insecure environment should be authenticated and/or
encrypted.

Metric Does the system have a secured communication channel/line

and to which extent are the algorithms good and length of keys
sufficiently large.

Purpose To see if the communication in an insecure environment are
secured properly, using authentication and encryption.
Implementation Is the communication secured, using authentication and/or en-
Evidence cryption?
No[ ] Authentication[ ] Encryption[ ] Both[ ]
If secured:
-type of algortihm
-size of key
Frequency Once
Formula 1 point if the communication is authenticated and encrypted,

0-4 points depending on the size of the key (4 points if the key
is equal or larger then the upper bound, see Table 7).

Data Source Manual and information about the system/device and informa-
tion about recommended key sizes on the employed algorithm..
Indicator Presents the overall security on the system and its communi-

cation. Secure communication is an important key criterion of
good security.

Reliability Score for different algorithms and size of encryption keys may
be somewhat subjective.

Validity Will give an indication on whether or not the communication is
secured.

Table 8: Metric for measuring secure communication

e it may be required that the system supports traditional authentication, e.g. in cases
of malfunctioned persons, also refered to as fall-back mode.

[26] lists cases where biometric methods are neither suitable nor applicable to any
user:

e rejection due to personal reasons

e cultural incompatibility

e absence of the respective biometric feature

e insufficient characteristics of the respective biometric feature
e abnormal characteristics of the respective biometric feature

Therefore one should always expect that the knowledge based user verification
method will be available as an alternative method. In cases where the user wants and has
the possibility to use biomterics, the PIN or password will remain as a backup possibility.
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The metric measuring these issues is shown in Table 9.
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Metric ID

SM-4.

Name

Traditional authentication

Performance Goal

State whether the system offers a traditional authentication
method, and when it is used.

Performance Ob-
jective

If the system relies on biometric authentication, not everyone
have the opportunity to enrol because of malfunctionality, in-
juries or sickness. The system should therefore offer a fall-back
mode using e.g. PIN, password or smartcard.

Metric

Does the system rely on traditional authentication alone or does
it offer any fall-back mode when using biometric authentication.

Purpose

To measure if the system offers a fall-back mode when using
biometric authentication and to see whether the system relies
on non-biometric authentication.

Implementation
Evidence

1.Does the system wuse biometric authentication?
No[ ] Yes[ ]
If Yes:
la.Does the system require a fall-back mode?
Not required[ ] Required| ]
1b.Are non-biometric authentication sufficient?
Not sufficient[ ] Sufficient[ ]
1c.When to use/offer fall-back mode?
Not at all[ ] Malfunction(FTE/FTA)[ ] Anytime[ ]

Frequency

Once

Formula

Score:1 point if fall-back mode is required, 1 point if traditional
authentication is no sufficient enough and 1 point if fall-back
mode is offered only in cases of malfunctionality.

Data Source

Security policy of the system, manual and other information
about the system/device.

Indicator Presents a score on security issues and complexity of the system.
Reliability The use of fall-back mode may defer and subjective decisions
may introduce weaknesses in the system.

Validity The metric is valid because it measures the use and existence of

fall-back mode, and use of traditional authentication.

Table 9: Metric for use and evaluation of traditional authentication

3.3.5 Multiple authentication

The use of multiple authentication brings security in both depth and width. Authentica-
tion in width in this context refers to the use of two or more authentication methods from
the different authentication categories: knows, is and/or has. One example is smartcard

with PIN, where the smart card is a token one has, and the PIN is something one knows.

Authentication in depth is if one uses two or more authentication methods from the same
category, i.e. password and PIN from the knows category. The metric measuring multiple
authentication is shown in Table 10.
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Metric ID SM-5.
Name Multiple authentication
Performance Goal | State whether the system uses multiple authentication methods.
Performance Ob- | A system should not rely on one single authentication method.
jective The system should include more than one, ideal is perhaps one
from each category: knows, is and has.
Metric Does the system use multiple authentication methods.
Purpose To measure how many authentication methods are used, au-
thentication in depth and width.
Implementation 1.Does the system use multiple authentication methods?
Evidence
- No[ ] Yes[ ] Multiple[ ]
If Yes:
-How many?
2.From which categories of authentication are the method(s)
used?
- Knows[ ] Is[ ] Has[ ]
Frequency Once
Formula 1 point for each authentication method used, O points if one
category is used, 2 points if two categories and 4 if all three
categories are used.
Data Source Information about the system.
Indicator Presents a score on security in depth and width.
Reliability The use of multiple authentication may introduce security in
depth and width.
Validity The metric is valid because it measures level of security pre-
sented by the number of authentication methods combined.

Table 10: Metric for use and evaluation of multiple authentication methods.

3.4 Usability criteria

Usability of an authentication system is strongly related to speed and accuracy. If the
authentication system is too slow in the process of evaluation and verification of the
user, it will not be successful. The usability can be affected by many factors. According to
[34], some of the factors may be:

e Time to learn

e Speed of performance

e Subjective satisfaction

e Rate of errors by users

In addition to these, the following parameters have been added:
e Rate of errors by the system

Rate of errors by users and/or by the system will affect the accuracy of the system. A
biometric verification system makes two types of errors[51, 27]:

i. mistaking biometric measurements from two different persons to be from the same
person, called false match (FM).
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ii. mistaking two biometric measurements from the same person to be from two differ-
ent persons, called false non-match (FNM).

There is a trade-off between false match rate (FMR) and false non-match rate (FNMR)
in every biometric system. Both FMR and FNMR are functions of the system treshold t.
If t is decreased to make the system more tolerant to input variations and noise, then
FMR increases, and if t is raised to make the system more secure, then FNMR increases
accordingly, Figure 1.

Impostor

distribution

p(s|Ho) :
Genuine
distribuiton

Threshold (t)
p(slH1)

FMR
P(D3|Hp)

FNMR
P(DglHz)

-co Matching score oo
Figure 1: Biometric system error rates.

In 1 the null and alternate hypotheses are:
Ho: input does not come from the same person as the template.
H;: input comes from the same person as the template.

The associated decisions are:
Do: the person is not who he/she claims to be.

D;: the person is who he/she claims to be.

3.5 Metrics for usability

3.5.1 Time to learn

The learning phase affects both the cost of implementing the system and to gain accep-
tance among the users. If the learning phase requires a lot of time and patience, it is not
certain that the users, often employees, are willing to use the system. This will make the
implementation of the system a waste, and a lot of time and money may be lost. Effort is
strongly related to the time consumption, and the subjective opinion of the effort needed
is more easily measured.

The metric measuring the learning phase is shown in Table 11.
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Metric ID

UM-1

Name

Time and effort to learn

Performance Goal

Measure the effort it takes to learn and get comfortable using
the authentication system.

Performance Ob- | Determine the effort used for a new user to learn how the sys-

jective tem works, the enrolment and how to use the system.

Metric Effort of the learning phase.

Purpose To measure the effort needed to learn be comfortable with the
authentication system.

Implementation Measure the users opinion of the time to learn and use the au-

Evidence thentication system.

No problem 5[ 1 4[ 13[12[] 1[ ] Difficult

Frequency Once pr person/user.

Formula Points given according to the implementation evidence.

Data Source The participants opinions.

Indicator One of many factors affecting the usability of the authentication
system.

Reliability The effort needed to learn depends on the level of knowledge
of the user. Using >30 test persons will strengthen statistical
reliability of the results.

Validity The validity for this metric is very good.

Table 11: Metric for evaluation of time and effort needed to learn the authentication system.

3.5.2 Speed of performance

The speed of performance is closely related to the concept of acceptable time of use.
Users are getting critical to the use of a system if it takes to much effort and time.
The speed of performance metric is shown in Table 12.
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Metric ID

UM-2

Name

Speed of performance

Performance Goal

Measure acceptable time consumption during the authentica-
tion phase.

Performance Ob- | After the learning phase, it is important to determine the time

jective of use when performing the authentication. It is critical that the
authentication does not take excessive amount of time.

Metric Time consumption of the authentication phase.

Purpose To measure the time of use during the authentication process,
using current authentication system.

Implementation Measure the time of use during the authentication phase (in

Evidence seconds).

Frequency Once pr person/user. Depending on the available time, it
may be of interest to perform several measurements. One
day/week/month after the enrolment.

Formula Average time used (in seconds).

Points 5 4 3 2 1
Time in seconds | <10 | 10-15 | 15-20 | 20-25 | >25

Data Source

Time consumption in the authentication phase.

Indicator

One of the most important factors is the users’ opinion and the
usability of the system.

Reliability

The time consumption during the authentication phase depends
on how well the user understands the system and how it is im-
plemented. Using >30 test persons will strengthen statistical
reliability of the results.

Validity

The validity of this metric is good.

Table 12: Metric for measuring speed of performance

3.5.3 Rate of errors by users

If the system has too many errors by users, something might be wrong with the authenti-

cation system or the implementation of it. Employees most likely forget their passwords
four times a year on average [37]. The cost of resetting the passwords of thousands
of employees is then astronomical. If using biometric authenticators, one might be af-
fected by the fact that the biometric technology/device is difficult to use or have too high

threshold values.

The metric measuring the rate of errors conducted by the users of the authentication
system is shown in Table 13.

24




Security and usability assessment of several authentication technologies

Metric ID

UM-3

Name

Rate of errors by users

Performance Goal

Measure the rate of errors performed by the users of the authen-
tication system.

Performance Ob-

Determine the rate of errors, both failure to enrol and failure

jective to acquire, as well as other failures like e.g. when users forget
their password or PIN.

Metric Rate of errors by users.

Purpose To measure the rate of errors by users. To many errors might
indicate an error or configuration failure in the authentication
system.

Implementation How many errors are commited by the current user?

Evidence

Frequency Once pr user/person.

Formula Average rate of errors performed by the users.

Points 5 4 3 2 1
Errorin % | <5 | 5-10 | 10-15 | 15-20 | >20

Data Source

Counting number of errors performed.

Indicator One of many factors affecting the usability. Many errors may
indicate configuration failures in the system or that the system
might not be good enough.

Reliability Using >30 test persons will strengthen statistical reliability of
the results.

Validity The validity of this metric is good.

Table 13: Metric for evaluation of rate of errors by users.

3.5.4 Rate of errors by the system

If an authentication system is to be put into practice and use, it is important that the

number of errors caused by the system is small or zero. One has to implement the system

and test in practice to measure the amount of system errors, and to see how it functions

in the real world. Determining system errors is therefore a time consuming task, but still

very important.

The metric measuring the rate of systemerrors is shown in Table 14.
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Metric ID UM-4

Name Rate of errors by the system

Performance Goal | Measure the rate of errors performed by the authentication sys-
tem.

Performance Ob- | Determine the rate of errors, both failure to enrol and failure to

jective acquire, caused by the system.

Metric Rate of errors caused by the authentication system.

Purpose To measure the rate of errors caused by the system. Too many

errors might indicate an error or configuration failure in the
authentication system.

Implementation 1.How many errors are caused by the system during the pro-
Evidence cessing of current user’s data?

2.Type of error?What went wrong?

Frequency Register errors once pr user/person.
Formula Average rate of errors caused by the system during processing
current user’s data.
Points 5 4 3 2 1
Errorin% | 0 | 0-0.5 | 0.5-1.0 | 1.0-1.5 | >1.5
Data Source Counting number of errors during the processing of current
user’s data.
Indicator One of many factors affecting the usability. Many errors might

indicate configuration failure(s) in the system or that the system
might not be good enough.

Reliability Using >30 test persons will strengthen statistical reliability of
the results.
Validity The validity of this metric is good.

Table 14: Metric for evaluation of system errors.

3.5.5 Subjective satisfaction

The most important information regarding the usability of the authentication system is
the feedback from the user. The users’ subjective opinions are valuable but somewhat
difficult to measure. It is therefore important to use a predefined scale when asking the
users about their opinion about the system.

The metric measuring the users opinions is shown in Table 15.

3.6 Normalization method

Score normalization refers to changing the location and scale parameters of the matching
score distribution at the output of the individual matchers, so that the scores of different
matchers are transformed into a common domain. Jain et al. [52] discuss score normal-
ization in multimodal biometric systems. In a good normalization scheme, the estimates
of the location and scale parameters must be robust and efficient. Robustness refers to
the insensitivity to the presence of random errors (outliers). Efficiency refers to the prox-
imity of the obtained estimate to the optimal estimate when the distribution of the data is
known. [52] also refers to Snelick et al. [53] who evaluated the effects of normalization
techniques like min-max, median, and fusion methods like sum of scores, min and max
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Metric ID UM-5.

Name Subjective satisfaction

Performance Goal | Measure how the system affects the users and record the users
opinion of the system.

Performance Ob- | Determine whether or not the system affects the subjective satis-

jective faction of the user and if the system bring up any privacy issues
important for the user (important when using biometrics).

Metric The users subjective satisfaction.

Purpose To measure if the system affects the user or brings up any pri-
vacy issues.

Implementation 1.Are you satisfied with the use of the system?(0 is bad, 5 is

Evidence excellent)

OLT1012[13[14[15[]

2.Do you belive the system will affect any privacy issues?
Not at all[ ] Maybe[ ] Yes[ ]

If yes or maybe: type of privacy issues:

3.How will you evaluate the usability f the system? (0 is useless,
5 is excellent)

O[11[]J2013[14[]5[]

Frequency Once pr user/person.

Formula Average score given by the users. Score is given by the ranking
places given by these average scores. Score or ranking from 1-6.

Data Source The score given by the users.

Indicator The users subjective satisfaction of the system is the most im-
portant information regarding the usability.

Reliability The reliability of the test depends on how serious the users eval-

uate it, and the knowledge of the users. Using >30 test persons
will strengthen statistical reliability of the results.
Validity The validity of this metric is very good.

Table 15: Metric for evaluation of subjective satisfaction of the system.

rule and sum rule. Their experiments showed that the min-max normalization followed
by the sum of scores fusion method outperforms other schemes.

The simplest normalization technique is the min-max normalization, and is best suited
for the case where the bounds(maximum and minimum values) of the scores produced
by a matcher are known. In this case, we can easily shift the minimum and maximum
scores to 0 and 1, respectively. Given a set of matching scores sy, k = 1,2,....,n, the
normalized scores are given by

= S MR ER))
max —min

Min-max normalization retains the original distribution of scores except for a scaling
factor and transforms all the scores into a common range [0,1].

[52] concludes that if the location and scale parameters of matchings scores(minimum
and maximum) of the individual modalities are known in advance, then simple normal-
ization techniques like min-max would suffice.

When combining different authentication methods, integration of information may
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take place prior to the verification/identification. Various levels of fusion are possible:
fusion at the sensor level, feature extraction level, matching score level or decision level.
Feature level fusion refers to combining different feature vectors from the different au-
thentication methods in the system. When the feature vectors are non-homogeneous,
e.g. they are obtained from different authentication methods, it is possible to concate-
nate them to form a single feature vector making it possible to compare the different
authentication systems.

3.6.1 Euclidean distance

After normalizing the score, Euclidean distance is used to calculate the best authentica-
tion system according to the metrics. Even though the metrics take discrete value, see
Chapter 3.3 and 3.5, the distance may be a continous value. The distance function d, is
given by the following expression:

3.2)
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4 Experimental work

The user test or questionary was designed to determine how usable the different authen-
tication systems are and how the participants evaluate usability and perceived security.
It was of particular interest to determine which one of usability and security influences
their choices the most.

4.1 Use of personal data

Due to the fact that fingerprints are viewed as personal data, it turned out that NSD! had
to be applied. It was done in a form of a statement about using fingerprint authentication
in the experiment.

4.2 Type of evaluation

The Best Practices in Testing and Reporting Performance of Biometric Devices [54] is a
guideline widely accepted for testing biometric devices. There are three basic types of
evaluation of biometric systems:

1. Technology evaluation: The goal of technology evaluation is to compare competing
algorithms from a single technology.

2. Scenario evaluation: The goal of scenario testing is to determine the overall system
performance in a prototype or simulated application.

3. Operational evaluation: The goal of operational testing is to determine the perfor-
mance of a complete biometric system in a specific application environment with a
specific target population.

The evaluation of the different authentication methods performed in this thesis is to
be considered as an operational evaluation.

4.3 Pilot test

The first version of the questionary was formed using the usability metrics in Section 3.5.
To make the questionary as usable and appropriate as possible, a pilot test was run in
order to detect errors and modify the test. Ten participants conducted the pilot test and
made some useful and critical comments. The participants in the pilot test were selected
with regard to different skills, experiences and motivations.

One significant issue brought to day by this pilot test, was that people with little
or no significant experience in the use of computers, failed to answer the questionary
form. Due to this it was concluded that the test was to be run in an environment where
the users possessed technological experience, thus making the type of evaluation opera-
tional. HiG was then chosen to be the most appropriate alternative arena for conducting
the experiment.

INSD, Norsk Samfunnsvitenskapelig Datatjeneste AS
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4.4 Experimental design

4.4.1 Software and hardware
An application that enables selecting and combining different authentication methods
has been developed [55]. The methods implemented are username, password, smart
card with PIN and fingerprint.

The screen shots from the SmartFinger application are available in Appendix B. The
main application window for the administrator of the experiment is shown in Fig. 2.

E‘, SmartFinger )

A,

- Project Start verify
Project name W Username
Skark enrall
| systemi| ¥ Py
Current project ™ BN |
urrent projec £l - i
!systeml .sfp j I” Fingerprint
—PIN Management
—Change PIN
©ld FIN M PIN Confirm new PIN
Change PIN |
—Unblock PIN
PLIK; Iew PIN Confirm new PIN
Unblack PIR |

Close I

Figure 2: SmartFinger application

Smart card and smart card reader
The smart card used was a Multos Developer card [56], 48k Infineon, delivered
by Buypass AS [57], referred to as Buypass smart card. The smart card reader is a
Cardman 2020 from Omnikey Corp [58], a common USB smart card reader.

Fingerprint reader
The fingerprint reader used in the experiment was a U are U 4000 Sensor delivered
by DigitalPersona [59].

The user simply places his/her finger on the glowing sensor window, and the device
quickly and automatically captures the fingerprint image. Onboard electronics calibrate
the device and encrypt the image data before sending it over the USB interface. The
product utilizes optical fingerprint scanning technology for superior image quality and
product reliability.

4.4.2 Participants

The user test was run with 61 participants, all of whom were experienced users of com-
puter with different skills and experience regarding authentication methods. All partici-
pants were chosen from the HiG- environment, both students and employees. They rep-
resented a mix of ages, genders, educational levels and areas of professional expertise.
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Figure 4: Omnikey Cardman 2020 smart card
Figure 3: Multos 48k Infineon Developer card. reader.

Figure 5: U are U 4000 Sensor from digitalPersona Inc.

The participants had to have some technical skills and computer experience, described
in more details in Chapter 4.3, to be able to answer the questionary, see Appendix A.

The number of participants was obviously sufficient to determine effects and differ-
ences. [54] provides no statistical method for determining the required size of the test,
but the number should be as large as practicable. 30 is the general number of partic-
ipants, but one has to keep in mind that there are several important factors that may
influence the decision about this number [60].

4.4.3 Test systems

The different methods made available in our test application are username, password,
smartcard with 4 digit PIN and fingerprint. This led to the opportunity of testing 4!=24
different combinations.

The fact that a smart card is a personalized token rules out the combination of user-
name together with smartcard. A system using all these methods together will lead to a
secure authentication, but it will be time consuming and thus impracticable. This system
can only be used in highly secured institutions, e.g. military, and it will probably be more
cost effective to implement iris or retina scan instead of fingerprinting. Therefore this
system is also ruled out, leading to the final list of systems presented in Table 16.
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Authentication methods

Username and password

Smart card with PIN

Fingerprint

Password and smart card with PIN
Username, password and fingerprint
Fingerprint and smart card with PIN

o »1| A | po| | 3

Table 16: Test systems

4.4.4 Questionnaire

After running the pilot test, a new version of the questionnaire was written, see Appendix
A. In order to define the final version of the questionnaire, [61] was used as a reference.
The questionnaire is used to collect information on perceived security and usability.

The role of the questions was to introduce the users in order for them to be aware
of what was important regarding security, usability and effort needed. The system with
which the participants were not familiar was in this way introduced to them, in order to
make them capable of ranking the systems at the end of the experiment.

4.5 Experimental procedure

The participants were selected one by one, and brought to a seperate room to conduct the
experiment. In the prephase of the experiment, each participant was briefed on the test
scenario and given the questionary containing the information needed and the questions
to be answered.

4.5.1 Enrolment

The registration phase, called enrolment, is when the person saves input to the system,
and if needed a biometric image is captured, in this case a fingerprint. During this step
there are mainly two scenes, the registration and the verification of the newly registered
template, which might lead to errors [54]:

e The "failure to enroll" rate is the proportion of the population for whom the system is
unable to generate repeatable templates, referred to as FTE.

e The "failure to aquire" rate is the proportion of attempts for which the system is
unable to capture or locate an image of sufficient quality.

The enrolment phase in this experiments additionaly needs the registration of a user-
name and password, see Picture 7. The usernames are set to be the first two charaters in
the first name followed by the first two characters in the participants surname, e.g. Roar
Sollie gets the username roso. The password is set to be Smart2005, containing both
upper case, lower case and numbers. After the username and password registration, the
participants must enroll their fingerprint of optional finger to complete the enrolment
phase.

4.5.2 Identification and verification

After the enrolment, system 1, username and password, were selected. Current partici-
pant was then introduced to the application, showing two buttons, "Start test" and "Can-
cel", see Picture 8 Appendix B. When logging on to a computer the user usually has to
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press "Ctrl"+"Alt"+"Del"- button on the keyboard, for the log on screen to appear. In this
application the "Start test"- button represents this procedure.

When pressing the "Start test"- button, log on screen for the selected system appears,
see Appendix B for screen shots of the different systems.

In addition the "Start test"- button triggers a timer, which stops when current partici-
pant is successfully authenticated. The participants are not informed about this prior to
the test, to avoid any stress moments or negligence regarding the results.

When the participant have been successfully authenticated, he/she answers the ques-
tion regarding current authentication system. The next system to be tested is then se-
lected, and the participant repeats the same procedure for all the authentication sys-
tems. When all systems were tested, the participant answers the summary questions, see
Appendix A.
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5 Security evaluation

In this chapter, a security evaluation of the different authentication systems tested de-
pends on whether or not different security mechanisms are implemented. The different
authentication methods are discussed and evaluated according to implemented security
mechanisms. The scores of the evaluation of the different authencation systems accord-
ing to the defined security metrics are shown in Table 17.

5.1 Username and password

Both username and password are in the "knows"- category, and are therefore easy to lend
away and become a target of guessing and brute force attacks. The biggest problem of
"good" passwords is that users forget them easily. Asking a user to recall a single user id
and password for one system may seem reasonable, but with proliferation of passwords,
users are increasingly unable to cope with [62]. To be secure, i.e. not to be guessable, a
password must be a random combination of numbers, symbols and letters. Unfortunately,
these types of passwords are more difficult for people to remember than e.g. names or
associative words [13]. It is not possible to remember all well-generated, secure and
different passwords on every system, and the consequence is that one has to write them
down [63].

In addition to the structure of the password, important questions are the storage and
encryption of the password. Passwords and PINs can be hacked, guessed or lent away, and
secure tokens can be lost or lent away. In addition to these factors, one has the cost when
a password needs to be reset or changed and the helpdesk or network administrator has
to be contacted [37].

Username and password get no score on SM-1 and SM-2 due to the fact that they
measure liveness testing and tamper resistance. In the evaluation of SM-3 it is supposed
that the username and password are stored in a secure way and encrypted using RSA
wiht 2048 bit key size, giving the score 4: 1 point because of the authentication and
encryption and 3 points for the size of the RSA key. SM-4 refers to fall-back mode, usually
traditional authentication, and is needed when biometric authentication methods are
used. The score is therefore zero on this metric. Security metric nr.5 deals with multiple
authentication. Username and password are two methods in the "knows" category, which
results in two points.

5.2 Smart card with PIN

The smart card used is a Multos Developer card [56], 48k Infineon, delivered by Buypass
AS [57]. The routines for key generation are sertified according to the highest ITSEC
level and secondary highest common criteria level.

Smart card with PIN get no score on SM-1 because it measures liveness testing which
refers to biometrics. The security regarding tamper resistance provides a maximum score
of two on SM-2. The chip on the smart card used supports up to 2048 bits RSA encryp-
tion, and the application on the card, the Buypass Electronic ID supports 2032 bits RSA
encryption. This gives the smart card with PIN a score of four points in SM-3. SM-4 refers
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to fall-back mode, usually traditional authentication, and is needed when biometric au-
thentication methods are used. The score is therefore zero on this metric. Smart card
with PIN consists of both a token and a secret PIN, refering to two of the authentication
categories, giving it a score of 4 points on SM-5.

5.3 Fingerprint

The fingerprint reader, U are U 4000 Sensor, delivered by DigitalPersona has onboard
electronics which calibrates the device and encrypts the image data before sending it
over the USB interface, according to the product description [59]. It is also said to reject
latent fingerprints and counterfeit image rejection. The product description does not
describe or say anything about the cryptographic algortihm used or size of encryption
keys.

The fact that we managed to make an artificial fingerprint out of plaster and silicon,
which was not detected by this fingerprint sensor [64], puts the possibility of counter-
feiting image rejection under suspicion. A fingerprint sensor with liveness detection, e.g.
blood circulation, heart beat or perspiration pores, should not be that easy to counterfeit.

The use of a biometric, in this case the fingerprint, requires a fall-back mode for
use in cases of malfuntions or missing biometric feature. In the experiment and security
evaluation, username and password are considered the fall-back mode when needed.

The fact that fingerprint is a biometric gives it one point in SM-1. The specification of
the fingerprint sensor do not mention advanced tamper resistance in the key specification
or features. The fact that it is a token and that data is encrypted before transferred over
the USB interface, makes the tamper resistance moderate, and it gets one point according
to SM-2. The product description of the fingerprint sensor states that the image data is
encrypted before the image is transferred over the USB interface. The fingerprint sensor
gets two points in SM-3, because the communication is authenticated and encrypted, and
the fact that it uses a proprietary algorithm. As stated earlier, username and password
are used as fall-back mode, giving fingerprint one point regarding SM-4. Fingerprint is
only one authentication method from one of the categories, giving it a score of 1 points
on SM-5.

5.4 Password and smart card with PIN

Neither password nor smart card with PIN are a biometric, making the score of SM-1
and SM-4 zero. The smart card offers the advanced tamper resistance giving two points
on the tamper resistance metric. The fact that both password and the smartcard offers
high encryption results in four points regarding SM-3. Password and smartcard with PIN
consists of two methods in the "knows" category and one from the "has" category, making
the score from SM-5 five points.

5.5 Username, password and fingerprint

Fingerprint offers the biometric authentication method resulting in one point on SM-1,
and the fingerprint sensor gives an additional point on the tamper resitance metric. User-
name and password is encrypted giving it four points on the SM-4. Username, password
and fingerprint results in a score of five points on the multiple authentication metric.
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5.6 Fingerprint and smart card with PIN

Fingerprint is the biometric giving one point on the liveness and the traditional authenti-
cation metric. The smart card offers advanced tamper resistance, resulting in two points
on SM-2. The smart card offers high encryption and four points on the secure communi-
cation metric. Fingerprint and smart card with PIN results in a total of seven points on
SM-5.

5.7 Security ranking of the systems

The systems tested in the experiment are ranked in Table 16 according to security. Pre-
cautions regarding different authentication methods are mentioned previously in this
chapter.

Table 17 shows the resulting scores of the different authentication systems tested
according to the metrics. The maximum possible score according to each metric is also
listed. The scores are normalized and Euclidean distances are calculated, see Chapter
3.6.

System SM-1 | SM-2 | SM-3 | SM-4 | SM-5 | d-value
Username and password 0 0 4 0 2 1.898
Smart card with PIN 0 2 4 0 4 1.513
Fingerprint 1 1 2 1 1 1.544
Password and smart card with PIN 0 2 4 0 5 1.477
Username, password and finger- 1 1 4 1 5 1.167
print

Fingerprint and smart card with 1 2 4 1 7 0.972
PIN

Maximum score on the metrics 4 2 5 3 8

Table 17: Security score table.

The ranking of the systems according to the calculated Euclidean distances is:
Fingerprint and smart card with PIN (system 6)

Username, password and fingerprint (system 5)

Password and smart card with PIN (system 4)

Smart card with PIN (system 2)

Fingerprint (system 3)

o vk w o=

Username and password (system 1)

37






Security and usability assessment of several authentication technologies

6 Results

In this chapter, we present the results and answers from the participants in the experi-
ment. One of the participants chose not to answer question 15 due to the lack of knowl-
edge and experience in computer security and authentication methods. Results from this
person are therefore missing in the ranking of the different authentication methods.

6.1 Username and password

As many as 40 of the participants meant that the username and password had no or little
effort, and nobody thought that it was much effort. When it comes to the security for use
in an industrial context, as much as 50.8% answered that the security was excellent, but
for home use the answeres were evenly spread. Over 80% of the participants believed
that username and password was more than usable enough for use at home and in an
industrial context.

When the participants ranked the systems, 68.3% of the participants ranked username
and password as the poorest authentication system regarding security, but as much as
30% ranked the system second and 35% third when it came to the usability.

6.2 Smart card with PIN

75.4% or 46 participants meant that smartcard with four digit PIN, had little or no effort.
When it came to security, both for home use and in an industrial context, approximately
50% of the participants found this system excellent. Smartcard with PIN also scored high
on the usablity issue with over 50% giving it top grade, both for use at home and work.

Regarding the ranking of the different systems, smartcard with PIN, ended up with
58.3% ranking them fifth of the six authentication methods tested. Despite this, 50% of
the participants ranked it second regarding usability.

6.3 Fingerprint

Two of the participants had to chose another finger than the first finger they tried to
enroll, due to the fact that their preferred finger was of poor quality. Fingerprint scored
highest on the question of effort with as much as 96.7%, or 59 out of 61 participants,
answering that it hat no or little effort. 60.7% and 55.7% meant that the security was
excellent according to home use and for use in an industrial context respectively. When
it comes to the question of usability, as many as 48 of 61, or 78.7%, of the participants
gave it the highest score.

The summary question with ranking of the system shows that fingerprint is number
one when it comes to the question of ease of use, with a total of 81.7% ranking it number
one. Regarding the security fingerprint, as a single authentication method, ended up third
with 40% of the votes.

6.4 Password and smart card with PIN

Regarding password and smart card with PIN, results show that the test persons think
that it requires more effort than the previous systems tested. This system scores high
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when it comes to the question of security, both for home use and at work, with over 50%
of the participants giving it top score. When it comes to the question of usability, the
results are more scattered but still showing that over 50% gave the system score four or
five out of maximum five.

In the ranking of the systems, password and smart card with PIN ended up with 50%
of the participants ranking it fourth according to security, and as much as 38.3% ranked
it the last when it came to the usability.

6.5 Username, password and fingerprint

Over 70% of the participants thought that username, password and fingerprint required
some effort, but when it came to the issue of security, this system scored high. As much
as 67.2% graded its security excellent for use in an industrial context, and 59% for home
use. Even though the usability results were more evenly scattered, over 65% gave it score
four or five out of maximum five points.

The combination of username, password and fingerprint was ranked second with 34
of 60 votes, on the ranking of security, but ended up the last when it came to the usability,
with 41.7% of the votes.

6.6 Fingerprint and smart card with PIN

24 of the 61 participants thought that fingerprint and smart card with PIN required little
or no effort. Over 80% gave it score one or two, where one indicates little or no effort and
five indicates that the system required much effort. This system scored high regarding
security, with 70.5% and 62.3% according to use at work and home use respectively.
Fingerprint and smart card with PIN also scored high according to the usability, with
over 75% giving it score four or five.

The combination of fingerprint and smart card with PIN was ranked highest regarding
the security, with 68.3% of the votes, but ended up fifth of six, regarding the ease of use.

6.7 Summary of results

Summing perceived usability and security from the ranking performed by the partici-
pants, the total "winner" seems to be the fingerprint as a single authentication method,
see Table 18. Most of the participants mentioned the ease of use regarding the fingerprint,
even though only nine of the 61 participants had experience using fingerprint authen-
tication. The authentication methods containing the fingerprint, ended up on the three
first places regarding perceived security and the two best places regarding perceived us-
ability. The main purpose of the experiment was to have an evaluation of usability of the
systems. The system ranked highest according to usability were therefore ranked highest
when the total scores were equal. System number four, password and smart card with
PIN, and system number one, username and password, got the same total score. This is
the reason why system number one is ranked better than system number four.

The ranking of the systems when summing perceived usability and security is then as
follows (total score in parentheses):

1. Fingerprint(4)
2. Fingerprint and smart card with PIN(5)
3. Smart card with PIN(7)
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4. Username, password and fingerprint(8)
5. Username and password(9)
6. Password and smart card with PIN(9)

Balancedness, the difference between perceived usability and security, is to see
whether or not the authentication method has a good balance of the two factors, see
Table 18. This is an alternative way to the summarization ranking of the systems. When
the difference of the systems are equal, the usability ranking decides which one is ranked
best.

The ranking of the systems when looking at the balance between perceived usabilty
and security:

Password and smart card with PIN(1)
Fingerprint(2)
Smart card with PIN(3)

1

2

3

4. Username and password(3)

5. Fingerprint and smart card with PIN(3)
6

Username, password and fingerprint(4)

Authentication system

1 2 3 4 5 6
Number of users with experience (total 61). 61 33 9 10 4 3
Average time used (in seconds) 13.3 | 10.6 | 6.2 | 23.5 | 17.7 | 14.8
Number of errors 7 7 7 9 4 5
Ranking according to perceived security. 6 5 3 4 2 1
Ranking according to perceived usability. 3 2 1 5 6 4
Total ranking score (security + usability) 9 7 4 9 8 5
Balancedness (difference between usability | 3 3 2 1 4 3
and security)

Table 18: Summary of average time, number of errors; the ranking of the systems is based on the
answers to the question 15 as well as to the question if users have experience using this method or
not.

When evaluating the results from the participants according to the usability metrics
defined in Section 3.5 and calculating the Euclidean distance, see Table 19, the ranking
of the systems was the same as the ranking performed by the participants, see Table 18.

6.8 Discussion and analysis

The results regarding username and password are most likely coloured by the fact that
this is the method most used, making the participants familiar with this system. Question
16 in the questionnaire shows that all the participants have experience with username
and password, and this is also the method used to log on to the computers at HiG.

Little knowledge regarding the security regarding the use of smart card and smart
card technology might have influenced the results. A smart card offers a level of tamper
resistance since the chip is embedded and sensitive data can be encrypted. The combi-
nation of biometrics with smart cards and PKI seems to be a secure and highly usable
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System UM-1 | UM-2 | UM-3 | UM-4 | UM-5 | d-value
Username and password 5 4 3 5 4 3
Smart card with PIN 5 4 3 5 5 Ve
Fingerprint 5 5 4 5 6 2
Password and smart card with 4 2 3 5 2 V30
PIN

Username, password and finger- 4 3 4 5 1 V31
print

Fingerprint and smart card with 4 4 4 5 3 V12
PIN

Maximum score on the metrics 5 5 5 5 6

Table 19: Perceived usability score table.

system and also has the possibility of being used over the Internet.

Fingerprint has the ease of use and the fact that it is a biometric, a part of the person,
makes the perceived security and usability high. If fingerprint readers are integrated on
personal computers and laptops or embedded in a smart card [29, 30, 35, 371, this makes
the ease of use further improved.

One important question in this thesis is the relation between perceived security ob-
tained by the experiment and the author’s security evaluation of the authentication sys-
tems. In Table 20, each system is ranked, 1 is the best and 6 is the lowest ranked system

System Perceived us- | Perceived The author’s
ability Security security
evaluation

Username and password

Smart card with PIN

Fingerprint

Password and smart card with PIN
Username, password and fingerprint
Fingerprint and smart card with PIN | 4

O\ U1 | W N
Rl W N U™
RN W U N

Table 20: Comparison of perceived security in the experiment and the author’s security evaluation.

The ranking is based on a comparison of the perceived usability and the author’s secu-
rity evaluation of the systems based on the security metrics, Section 3.3. This is because
the participants’ level of knowledge and experience regardning computer security and
authentication mechanisms are unknown.

System Sum Balancedness
Username and password

Smart card with PIN

Fingerprint

Password and smart card with PIN
Username, password and fingerprint
Fingerprint and smart card with PIN

U1| 00| OO OV | OO
W AN DD

Table 21: Ranking of the systems according to sum and balancedness.
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As for the sum and balancedness of the systems, three of the systems ended up with

equal scores in both cases. Due to the fact that the author’s belief is that security should
be weighted more than usability, this is what separated them according to the rankings.

Ranking regarding the sum of perceived usability and evaluated security:

1.
2.

o vk w

Fingerprint and smart card with PIN
Fingerprint

Smart card with PIN

Username, password and fingerprint
Password and smart card with PIN

Username and password

Ranking regarding the balancedness between perceived usability and evaluated security:

AR S

Smart card with PIN

Password and smart card with PIN
Fingerprint and smart card with PIN
Fingerprint

Username, password and fingerprint

Username and password
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7 Conclusion

There is an increasing focus on computer security in todays modern society. One impor-
tant problem regarding computer security is the use of authentication methods when
logging on to computers. Many companies and institutions are focusing on the structure
and security of the passwords they use. Several publications describe how secure pass-
words are constructed and used. A known problem regarding use of secure passwords is
how one ought to remember them all. Different and secure passwords in every system a
person uses, will lead to the need of writing them down.

This project was supposed to give an indication of security and usability regarding
different authentication methods. An experiment, with participants and questionaire,
was conducted to give an indication on the level of perceived security and usability. The
participants were selected within the HiG- environment, both students and employees,
having in mind that they have technical skills. In the process of making this questionaire,
five security metrics and five usability metrics were defined. These metrics were supposed
to cover the main questions regarding security and usability in an authentication process.

The experiment shows that the use of biometric authentication methods are accepted
among the participants. The ranking of the tested systems shows that they believed fin-
gerprint authentication was secure and usable. The top three ranked systems regarding
perceived security contained the fingerprint, and the best ranked system regarding us-
ability was the fingerprint as a single authentication method. The results also show that
smart card with PIN has the best balancedness regarding usability and security. It is
therefor reasonable to implement a combination of different authentication methods.

The set of metrics, and results and analysis from the questionaire will hopefully in-
spire others in further work and similar projects.
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8 Further work

The metrics proposed in this thesis are supposed to be a useful tool when evaluating au-
thentication methods according to usability and security. To see if the metrics are useful,
they should be implemented, tested and used in a real life context, to measure the users’
opinion and retention over time. Usability testing of biometrics other than fingerprint,
to see how people experience them, is an important question needed to be further ex-
plored. Other authentication methods from the different categories, "has" and "knows",
also need further testing. Other hardware tokens, passfaces and passphraces are some
methods needed to be further tested.

Little research has been done within the cost/benefit analysis of different authentica-
tion methods, especially biometrics. Cost, benefit and effort when implementing different
systems seem to bee necessary to analyze. The cost of smart cards and biometric tokens
has become cheaper to be useful and suitable for use at home as well as in an industrial
context.
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A Questionnaire

Registration information

Sex: 0O Male O Female

Username: (the two first letters in first name, and two first letters
in surname, e.g. username for Roar Sollie is roso)

Password: Smart2005

PIN code for smart card: 3257
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System 1 - Username and password

1. Logon

a.

Was the logon successful?
[ Yes 0 No

Did you find the logon procedure easy?
Little effort 01 002 O3 [O4 05 Too much effort

2. Conclusions

a.

Do you think it is possible to use similar logon system in an intranet or industrial

context?

i. Regarding security:
No 01 02 O3 [O4 OS5 Yes

ii. Regarding usability:
No 01 002 0OO3 004 0S5 Yes

Do you think this logon system can be implemented for home use, e.g. for use in
online gambling or banking, or similar services including sensitive information or
money transactions?

i. Regarding security:
No 01 002 0OO3 04 0I5 Yes

ii. Regarding usability:
No 1 02 O3 [0O4 OS5 Yes
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System 2 - Smart card with 4 digit PIN
3. Logon

a.

Was the logon successful?
[ Yes 0 No

Did you find the logon procedure easy?
Little effort OJ1 002 O3 [O4 05 Too much effort

4. Conclusions

a.

Do you think it is possible to use similar logon system in an intranet or industrial

context?
i. Regarding security:
No 01 002 O3 04 05 Yes
ii. Regarding usability:
No 0J1 02 0OJ3 04 0S5 Yes
Do you think this logon system can be implemented for home use, e.g. for use in

online gambling or banking, or similar services including sensitive information or

money transactions?

i. Regarding security:
No 01 002 0OO3 4 05 Yes

ii. Regarding usability:
No O1 2 O3 [O4 0O5 Yes

57



Security and usability assessment of several authentication technologies

System 3 - Fingerprint
5. Logon

a. Was the logon successful?
[ Yes 0 No

b. Did you find the logon procedure easy?
Little effort 01 002 O3 [O4 05 Too much effort

6. Conclusions

a. Do you think it is possible to use similar logon system in an intranet or industrial

context?

i. Regarding security:
No 01 02 O3 [O4 OS5 Yes

ii. Regarding usability:
No 01 002 0OO3 004 0S5 Yes

b. Do you think this logon system can be implemented for home use, e.g. for use in
online gambling or banking, or similar services including sensitive information or
money transactions?

i. Regarding security:
No 0J1 02 0OJ3 004 U5 Yes

ii. Regarding usability:
No 1 02 O3 [0O4 OS5 Yes

7. Subjective satisfaction

a. What is your personal opinion regarding the use of biometrics in a logon proce-
dure, e.g. fingerprint, voice recognition?
Useless 01 02 03 04 05 Excellent
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System 4 - Password and smart card with 4 digit PIN

8. Logon

a.

Was the logon successful?
[ Yes 0 No

Did you find the logon procedure easy?
Little effort OJ1 002 O3 [O4 05 Too much effort

9. Conclusions

a.

Do you think it is possible to use similar logon system in an intranet or industrial

context?
i. Regarding security:
No 01 002 O3 04 05 Yes
ii. Regarding usability:
No 0J1 02 0OJ3 04 0S5 Yes
Do you think this logon system can be implemented for home use, e.g. for use in

online gambling or banking, or similar services including sensitive information or

money transactions?

i. Regarding security:
No 01 002 0OO3 4 05 Yes

ii. Regarding usability:
No O1 2 O3 [O4 0O5 Yes

59



Security and usability assessment of several authentication technologies

System 5 - username, password and fingerprint

10. Logon

a.

Was the logon successful?
[ Yes 0 No

Did you find the logon procedure easy?
Little effort 01 002 O3 [O4 05 Too much effort

11. Conclusions

a.

Do you think it is possible to use similar logon system in an intranet or industrial

context?

i. Regarding security:
No 01 02 O3 [O4 OS5 Yes

ii. Regarding usability:
No 01 002 0OO3 004 0S5 Yes

Do you think this logon system can be implemented for home use, e.g. for use in
online gambling or banking, or similar services including sensitive information or
money transactions?

i. Regarding security:
No 01 002 0OO3 04 0I5 Yes

ii. Regarding usability:
No 1 02 O3 [0O4 OS5 Yes
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System 6 - Smart card with 4 digit PIN and fingerprint
12. Logon

a. Was the logon successful?
[ Yes 0 No

b. Did you find the logon procedure easy?
Little effort OJ1 002 O3 [O4 05 Too much effort

13. Conclusions
a. Do you think it is possible to use similar logon system in an intranet or industrial
context?

i. Regarding security:
No 01 02 O3 4 OS5 Yes

ii. Regarding usability:
No 0J1 02 0OJ3 04 0S5 Yes

b. Do you think this logon system can be implemented for home use, e.g. for use in
online gambling or banking, or similar services including sensitive information or

money transactions?

i. Regarding security:
No 01 002 0OO3 4 05 Yes

ii. Regarding usability:
No O1 2 O3 [O4 0O5 Yes

14. Personal opinion

a. What is your opinion if the fingerprint reader is integrated on the smart card, and
the smart card reader is integrated on the computer?
Worse [J1 002 003 04 [0S Better
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15. Rank the systems tested, from 1 to 6, where 1 is the best. Rank with regard of secu-
rity, usability, home use or for use at work.

System Security | Usability| Home At work
use

Username and
password
Smart card with

PIN _
Fingerprint

Password and smart card
with PIN

Username, password and
fingerprint

Smart card with PIN and
fingerprint

16. Do you have any previous experience from similar systems? If yes, mark the corre-
sponding cell in the matrix.

System Work Home use No experi-
ence

Username and
password
Smart card with

PIN i
Fingerprint

Password and smart card
with PIN

Username, password and
fingerprint

Smart card with PIN and
fingerprint

62



Security and usability assessment of several authentication technologies

B SmartFinger application

;E],,- SmartFinger

~Project

Project name

| system1|

Current project

Isysteml stp

:I

¥ Username
IV P
B

" Eingerprint

Create |

i~ PIN Management
—Change PIN
2ld PIN MNew FIN Canfirm new PIN
hange PIM |
 Unblack PIM
PLIK Mew PIN Corfirrn nesw PIN
Unblock PIN

Start werify

il

Stark enroll

Figure 6: Main window of the application.

~User details

Lser

—

Passwiord

Confirm password

Enrall finger |

x|

Save
Main |

Figure 7: Registration of username, password and
enrolment of the fingerprint.
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User Yerify

Figure 8: Press start to start the chosen authenti-
cation system.

User Yerify

Figure 9: System 1: Username and password

Information

Figure 10: Successfully authenticated using user-
name and password. Similar for the other sys-
tems.
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User Yerify

Figure 11: System 2: Smart card with PIN.

Figure 12: System 3: Fingerprint.
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userverify x|

~Werification mechanisms

Paszword

PIM

| Werify I

Start best |

Close

Time.  Time

Figure 13: System 4: Password and smart card

with PIN.

user verify . {

~Werification mechanisms

Liser
Password

Check pwd |
Fingerprint

Close

Starbitest

Time.  Time

Figure 14: System 3: Fingerprint.

userverify . {

—Werification mechanisms

FIN
[l Verify PIN |

Fingerprint

Starbbest |

Close

Time  Time

Figure 15: System 4: Password and smart card

with PIN.
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C Results from the experiment

The results from the experiment are summarized throughout this Appendix. Each au-

thentication system has one table containing summary of the system separated questions

in the questionary and one table containing ranking information from the summary ques-

tions in the questionary.

System 1- Username and Password

1 2 3 4 5

# % # % # % # % # %
Little/much effort. 40 | 656 |17 | 279 | 4 | 66 | O 0 0 0
Security for use in an | 0 0 2|33 |11]180| 17| 279 | 31 | 50.8
industrial context, e.g.
intranett.
Security  regarding | 5 | 82 | 10| 164 | 14 | 23.0 | 13 | 21.3 | 19 | 31.1
sensitive information
and home use, e.g.
online banking.
Usability in an indus- | 0 0 1 1.6 | 10 | 16.4 | 22 | 36.1 | 28 | 45.9
trial context.
Usability for home | 0 0 2 | 33| 8 [ 13124393 |27 443
use.

Table 22: Table with summary of the questionary for the system 1.

Ranking from one to six, where one is the best. See question 15.

Security | Usability | Home use | At work

# % # % # % # %
11117 5] 83 |14]233| 4 | 6.7
21 2 3.3 |18 | 30.0 | 20 | 33.3 | 15 | 25.0
3/ 1|17 |21 |350(|12|200| 8 | 133
411 1.7 9 1150 | 3 5.0 6 | 10.0
5114233 | 3 | 50 | 4| 67 | 9 |150
6|41 683 4 6.7 7 | 11.7 | 18 | 30.0

Table 23: Ranking table for system 1, shows number and percentage of votes.
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System 2- Smart Card with 4 Digit PIN

1 2 3 4 5

# % # % # % # % # %

N

Little/much effort. 46 | 75.4 | 11 | 18.0 33 | 0 0 2| 33

Security for use in an | 0 0 3149 |7 |115|19|31.1]| 32| 525
industrial context, e.g.
intranett.

Security regarding | 2 | 3.3 | 5 | 82 | 10| 164 | 16 | 26.2 | 28 | 45.9
sensitive information
and home use, e.g.
online banking.

Usability in an indus- | 0 0 3149 | 4 | 6.6 | 20| 328 |34 | 557
trial context.

Usability for home | 0 0 3149 | 5| 82 |21|344|32]525
use.

Table 24: Table with summary of the questionary for system 2.

Security | Usability | Home use | At work
# % # % # % # %

0 0 1|17 |3 |50 /|5] 83
0 0 |30|500|17 | 283 |12 | 20.0
1| 1.7 {15 25.0 | 15| 25.0 | 13 | 21.7
141233 | 9 | 150 | 15| 25.0 | 15 | 25.0
35(583| 5|83 | 7 |11.7 |11 | 183
10| 16.7 | O 0 3150 | 4] 67

QN U D W[N] =

Table 25: Ranking table for system 2, shows number and percentage of votes.
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System 3- Fingerprint

1 2 3 4 5
# % | #| % | #| % # % # %
Little/much effort. 59196710 0 |1| 16 | O 0 1| 1.6
Security for use in an in- | 1 16 | 2|33|7|11.5| 14| 23.0 | 37 | 60.7

dustrial context, e.g. in-
tranett.

Security regarding sen- | 4 | 6.6 | 2 [ 33| 6| 9.8 | 15| 24.6 | 34 | 55.7
sitive information and
home wuse, e.g. online
banking.

Usability in an industrial | 0 0 0| O | 2] 3.3 |11 |18.0| 48| 78.7
context.

Usability for home use. 0 0 0| O | 2] 33 |11 |18.0| 48| 78.7

Table 26: Table with summary of the questionary for system 3.

Security | Usability | Home use | At work

# % # % # % # %
1] 3| 50 |49 |817 |32 53.3 |24 | 40.0
212|133 |4 |67 |12|200] 5 | 83
3124|1400| 3 | 50 | 4| 6.7 | 10| 16.7
4113 |21.7| 3 | 5.0 | 5 8.3 6 | 10.0
5/10]16.7 | 1 1.7 | 3 50 | 5| 83
6|8 [133| 0 0 4 | 6.7 | 10 | 16.7

Table 27: Ranking table for system 3, shows number and percentage of votes.
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System 4- Password and Smart Card with PIN

1 2 3 4

# % # % # % # % # %
Little/much effort. 151246 |18 295|118 |295| 9 [ 148 | 1 | 1.6
Security for use in an | 1 16 | 3 | 49 | 6 | 9.8 | 18| 295 | 33 | 54.1
industrial context, e.g.
intranett.
Security  regarding | 1 16 | 5| 82 | 6 | 9.8 |18 |29.5| 31| 50.8
sensitive information
and home use, e.g.
online banking.
Usability in an indus- | 3 | 49 | 12 | 19.7 | 15| 24.6 | 12 | 19.7 | 19 | 31.1
trial context.
Usability for home | 3 | 49 |10 | 164 | 14 | 23.0 | 13 | 21.3 | 21 | 34.4
use.

Table 28: Table with summary of the questionary for system 4.

Security | Usability | Home use | At work

# % # % # % # %
11233 |1]17 | 2] 33| 3]50
219 ]1150| 0 0 1117 | 5] 83
3|/18(300| 5 |83 | 7 |11.7 |11 | 183
4|30 |50.0| 18| 30.0 | 18 | 30.0 | 12 | 20.0
5/ 1| 17 |13 |21.7 |14 | 23.3 | 15| 25.0
6| 0 0 |23|38.3 |18 | 30.0| 14| 23.3

Table 29: Ranking table for system 4, shows number and percentage of votes.
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System 5- Username, Password and Fingerprint

1 2 3 4 5
# % # % # % # % # %
Little/much effort. 16 [ 262 | 25|41.0 |10 | 164 | 9 | 148 | 1 | 1.6
Security for use in an | 0 0 2 133 | 5| 82 |13]21.3]41|67.2
industrial context, e.g.
intranett.

Security  regarding | O 0 1 1.6 | 3 | 49 |21 |344 |36 59.0
sensitive information
and home use, e.g.
online banking.

Usability in an indus- | 1 1.6 | 111|180 | 8 | 13.1 |23 | 37.7 |18 | 29.5
trial context.
Usability for home | O 0 7 | 11.5 |13 | 21.3 |19 | 31.1 | 22 | 36.1
use.

Table 30: Table with summary of the questionary for system 5.

Security | Usability | Home use | At work

# % # % # % # %
1113217 1| 17 | 2 | 3.3 |10] 16.7
2134|567 | 4| 67 | 8 | 133 |12 | 20.0
3]11)183| 7 |11.7 | 15| 25.0 | 11 | 18.3
411117 | 8 |133| 6 | 10.0 | 11 | 183
510 0 15250 |14 | 233 | 8 | 133
6|1 | 17 | 25]41.7|15|25.0| 8 | 13.3

Table 31: Ranking table for system 5, shows number and percentage of votes.
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System 6- Fingerprint and Smart Card with PIN

1 2 3 4 5

# % # % # % # % %

ol ¥

Little/much effort. 241393 |28 1459 | 7 |115] 2 | 3.3

Security for use in an | 0 0 2133 |5 | 82 1118043 | 705
industrial context, e.g.
intranett.

Security regarding | O 0 3 49 | 2 3.3 |18 | 29.5| 38| 62.3
sensitive information
and home use, e.g.
online banking.

Usability in an indus- | 1 1.6 | 2 | 3.3 |11 | 18.0 |21 | 344 | 26 | 42.6
trial context.

Usability for home | 0 0 6 | 98 | 7 | 115 | 26 | 42.6 | 22 | 36.1
use.

Table 32: Table with summary of the questionary for system 6.

Security | Usability | Home use | At work
# % # % # % # %

41 1683 | 3 | 5.0 | 7 | 11.7 | 15| 25.0
13217 4| 67 | 3 | 50 |11 18.3
5|82 |10]16.7| 6 | 100 | 7 | 11.7
1 1.7 13| 21.7 |13 | 21.7 | 9 | 15.0
0 0 |22|36.7 |18 30.0 | 12| 20.0
0 0 8 | 133 |13 |21.7 | 6 | 10.0

QN U D W[N] =

Table 33: Ranking table for system 6, shows number and percentage of votes.
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