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Keystroke dynamics Can attackers learn someone’s typing characteristics

Abstract

This master’s thesis is about keystroke dynamics in authentication situations. Users typing
characteristics are checked in addition to their username and password, increasing the
security of password/username authentication systems. It has been proved that keystroke
dynamics can differentiate between individuals. We had two experiments in this thesis.
The first experiment gathered password samples from 21 participants over a two months
period. These samples were used to test various distance metrics. Many distance metrics
have been proposed by other authors, we have tested several distance metrics in this
thesis, discovering that some of the proposed distance metrics had a poor performance
in our experiment.

Some of the authors tried to imitate legitimate users typing characteristics, but the
most advanced attacks were shoulder-sniffing techniques. Their conclusion was that
keystroke dynamics is resistant against attacks. We know that that it is difficult to learn
sports without proper feedback, we assumed that it was the same for keystroke dynam-
ics. We created a more advanced attack, where an attacker gets hold of a users template,
and the attacker can see where his or hers typing differs from the legitimate user. By let-
ting attackers use a program that helps them learn other’s typing characteristics we were
able to answer the important question; “can an attacker learn someone’s typing character-
istics?”
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Sammendrag

Denne masteroppgaven er om keystroke dynamics i autentiserings situasjoner. Brukernes
taste karakteristikk er sjekket i tillegg til deres brukernavn og passord, dette gker sikker-
heten i passord/brukernavn autentiserings systemer. Det er bevist at keystroke dynamics
kan skjelne mellom individer. Vi hadde to eksperiment i denne masteroppgaven. Det
forste eksperimentet samlet passord tastinger fra 21 deltakere over en to maneders peri-
ode. Disse tastingene ble brukt til 4 teste forskjellige distanse metrikker. Mange distanse
metrikker er foreslatt av andre forfattere, vi testet flere distanse metrikker i denne mas-
teroppgaven, og oppdaget at noen av de foreslatte distanse metrikkene fungerer darlig i
vares eksperiment.

Noen av forfatterne har prgvd & imitere brukeres taste karakteristikk, men de mest
avanserte angrepene var shoulder-sniffing teknikker. Deres konklusjon var at keystroke
dynamics er resistent mot angrep. Vi vet at det er vanskelig & leere en sport uten riktig
tilbakemelding, vi antok at dette ogsa var tilfelle for keystroke dynamics. Vi lagde et
avansert angrep, der en angriper far tak i en brukers template, og angriperen kan se hvor
hans eller hennes tasting avviker fra brukerens. Ved 4 la angripere bruke et program som
hjelper dem & lzere andres taste karakteristikk, klarte vi & svare pa det viktige spgrsmalet;
"kan en angriper laere seg noens taste karakteristikk?"
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1 Introduction

1.1 Topic

In computer security we are interested in methods that securely identify and or authen-
ticate users. Identification is when we try to find the identity of an unknown user, this
is done by checking if the unknown user matches any of the known users identities. Au-
thentication is when the unknown user gives us his or her identity, and we check if it
is true or not. Username and password is one widely know authentication method. The
user claims an identity (the username) and gives his or her password to prove the iden-
tity. Authentication is one to one verification, we check if this is the claimed user or not.
Identification is one to many verification, like in forensics when a fingerprint is checked
with a fingerprint database.

Users can be authenticated with three authentication factors. The three authentication
factors are:

Know Some secret that only the user knows, like password, pin, pass phrase, etc.
Have Something the user possesses, like token, certificate, passport, etc.

Are Some biometric features of the user, like fingerprint, face, iris, retina, palm, voice,
signature, keystroke dynamics, etc. With biometrics it is possible to authenticate
and identify users based on who they are, not what they possess or what they know.

With biometrics, users are authenticated on something they are. Biometric can be
divided in two categories, physiological and behavioural. Physiological means features
that are physically related to the user, like fingerprint, face, iris, hand, etc. Physiological
features are used in both computer world and in real world. We identify (recognize)
people when we see their face. Behaviour means how people do things, like gait, voice,
signature, fingerprint, etc. When a close friend calls we can easily identify him or her by
their voice. And when an acquaintance calls we authenticate (recognize) him or her after
the identity (name) is given.

Keystroke dynamics is in the behavioural category, we can identify and authenticate
people by the way they type on their keyboard. During WWII telegraph operators could
identify the other operator by the way he or she were typing, see [1]. The telegraph
operators used one button and one finger, when we type a PIN code we use ten buttons
and up to four fingers, with a password we use about 50 buttons and up to ten fingers.
Due to the much higher number of buttons and fingers we can probably distinguish more
accurately between various people, but the drawback is that the system will be much
more complex.

Although biometrics is popular, they are seldom used in computer systems, the obsta-
cle has often been price, installation problems, and the fact that users are negative against
authentication methods that reduce their efficiency/comfort, see [2]. Some users are
afraid of using the systems, one example is that users are afraid of eye damage during
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iris or retina scans. Systems that capture biometric features often need special equip-
ment, like fingerprint reader, camera, hand scanner, and so on. Keystroke dynamics on
the other hand uses the computer keyboard or the numerical keyboard on an ATM ma-
chine. There is no need for new equipment, and the keystroke dynamic system can be
nearly unnoticeable to the end users.

When users are being authenticated with keystroke dynamics, their typing features
are compared, e.g. by finger placement on the button (center, left, top, etc), typing
pressure, finger angle, and so on. But these features require a camera or a special
keyboard and are probably only interesting for high security environments, future key-
board/computer designs could make this available for cost-sensitive systems. A normal
keyboard can register latency between keystrokes, how long a key is pressed (duration)
and which key is pressed. We are going to use these standard keyboards.

The features are compared using a distance metric, which is a function that compares
two samples and outputs a value for how close or far apart they are. A real life example
is when we ask someone “how far is place A”, we really ask what the distance between
here and place A is. Depending on the person asked we will get different answers, like
150 kilometers, two hours, etc. It is the same with distance metrics, their results will
be different although the inputs are the same. Many distance metrics have been tested,
and none of them is perfect. Finding a suitable one is a big task in the master’s thesis.
Another big task is finding which features give the most unique values for people. The
goal is to have a low false acceptance rate (FAR), and a low false rejection rate (FRR).
FRR is the percentage of legitimate users who are incorrectly denied access. FAR is the
percentage of persons who incorrectly gets accepted by the system. We must look at intra-
class distance and inter-class distance when we want to find a good distance metric. In
keystroke dynamics intra-class distance is the distance between typing sessions for one
user, inter-class distance is the distance between different users. Our aim is to find a
distance metric that gives a small intra-class distance and a large inter-class distance. The
new typing sample is compared with a stored typing template. This template is created
during the enrollment phase, when the user is added to the system. A template could be
something like the average of ten samples. The template could also adapt to new typing
characteristics of the user, for instance if the ten last successful login samples are used as
the template.

A high FRR makes the system unusable, since legitimate users have to authenticate
themselves several times before they are accepted, if accepted at all. A high FAR, on the
other side makes the system insecure. Designers adjust the system to have suitable FAR
and FRR values for the specific situation, which is achieved by adjusting the threshold
and/or deciding which features is best suited. The result from the distance metric is
checked against the chosen threshold, a value below means that the user is accepted,
and otherwise denied. A small threshold means that we get a high FRR and a low FAR, a
large threshold gives a small FRR and a large FAR. By varying the threshold we can draw
a Receiver Operating Characteristic (ROC) curve, which shows the relation between FAR
and FRR. We are especially interested in the point where FAR equals FRR, this point is
called Equal Error Rate (EER). We want the EER for our authentication system to be as
low as possible.

Many reports have tested their distance metrics by checking how easy it is to imitate
users. Most of them have done this by using keystroke dynamics for identification, that
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is comparing the typed text against all user templates, and if the typed text is similarly
to the template of the wrong user, then that is one false acceptance. Others have tried
to see how legitimate users type, and then trying to imitate that. A few have tried to
videotape legitimate users, and then replicate their typing. None of the test has resulted
in a large FAR rate, but we are going to perform a new and possibly better attack on
keystroke dynamics. People only learn the basics of snow-boarding by watching others
doing it, and will not become good without feedback. We are going to teach attackers
to imitate the keystroke dynamics of legitimate users, by giving them feedback on their
performance.

1.2 Research problem

Organizations use passwords and sometimes tokens. Users inside the organization have
to use token and/or password many times during a day and it is normal to have differ-
ent password for various systems and applications. This means that people inside the
organization have to remember many different passwords. Instead of having one strong
passwords they have many weak passwords, which decreases security.

Single sign on solutions with token and a strong password will reduce the problem,
but it is not the perfect solution. Users can give their passwords to other users, like when
a worker gives his/her token and password to a co-worker, so that the co-worker can fix
something. Users often write their passwords on post-it notes in order to remember the
long password.

Biometrics will improve the situation, since authentication based on "have’ and ’know’
do not really identify the person being authenticated. Instead they only prove that the
person possess the token and secret attached to the claimed identity. Biometrics on the
other hand authenticate the person against the claimed identity, which in theory means
that only the legitimate user can be authenticated as himself.

Studies have shown that it is possible to fool systems that use biometrics, especially
physiological systems. Some face recognitions systems have been fooled with a picture,
fingerprint systems have been fooled with latex fingerprints glued on the attacker’s finger.

Biometric systems based on behavioural features are believed to be more resistant
against attackers. But it is possible to fake signatures, like when the bank clerk visually
checks the customer’s signature against the one on the credit card. Faking a digitally
signed signature is much more difficult since features like speed, pressure, angle, etc. can
be compared. Studies have shown that it is difficult to imitate other people’s keystroke
dynamic features. But is this really true, can attackers learn to type as legitimate users?
Training and feedback give good results in sports, like in synchronized swimming. But no
studies have tried to use training and feedback in order to imitate other people’s typing
characteristics.

1.3 Motivation and justification

Keystroke dynamics can mitigate the problem with users sharing their passwords and
tokens, since they are unable to login with them. Keystroke dynamics can increase the
security of passwords if the system checks how the password is typed, instead of only
checking if it was the correct one. It is even possible to continuously check if it is the
correct user who is typing, making it very difficult to use an unlocked computer by unau-
thorized persons.
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Keystroke dynamics is relatively easy to implement into an existing security solution,
since we have all the needed equipment on a normal computer, which is a keyboard.
Unlike most biometric systems which need special equipment.

Testing the security of keystroke dynamics, and how easy it is to fraud the system
is important when deciding whether or not keystroke dynamics are usable as a security
device. If it is easy to fraud the system, then there might be more cons than pros for
using keystroke dynamics, and implementations have to protect the keystroke dynamics
template like a password. However if it is almost impossible for an attacker to learn
someone’s typing characteristics, then keystroke dynamics could have a bright future.

1.4 Research questions

The first thing we need to do is to find a good authentication method, which is one that
has a low EER. This raises several questions: Which feature to use? Which distance metric
is best suited? Which password length is needed? How many enrolment samples? Where
to do the test and how many participants?

When we have found a good authentication method, we can find answers to these
questions: Can an attacker learn someone’s typing characteristics? How easy is it to imi-
tate someone’s typing characteristics?
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2 Keystroke dynamics

Keystroke dynamics, also known as keystroke analysis or typing rhythms, is a biometric
technique that authenticates and or identifies the person typing on the keyboard. It is
possible to authenticate and or identify users by comparing their typing characteristics
with a stored template.

2.1 Biometrics

In biometrics, users are identified and or authenticated on something they are. Other
identification and authentication methods are know and have. Fingerprint is a widely
used biometric technique in forensics, voice recognition is used daily during phone calls
where we identify the other person by his or her voice.

Biometrics can be divided in two categories, physiological and behavioural. Physio-
logical means features that are physically related to the user, like fingerprint, face, iris,
hand, etc. Behavioural relate to how people do things, like gait, voice, signature, finger-
print, etc.

Keystroke dynamics is in the behavioural category, where we can identify and authen-
ticate people by the way they type on their keyboard. In crime fiction we often read that
an adversary use a stolen finger or eye to gain access into a high security lab. This is
less likely to work in real life due to the liveness test in those physiological systems. But
the authors in [3] proved that it is relatively easy to create fake fingerprints, there are
also examples of facial and iris biometric systems being fooled with a picture. Physiolog-
ical features are normally not hidden and can therefore be captured by attackers, some
features are however more difficult to get, like retina. Biometrics in the behavioural cat-
egory are believed to be harder to copy. You could videotape someone’s gait or keystroke
features, but it would be very difficult to imitate the small details that is unique for the
victim.

People’s keystroke dynamics are difficult to copy, and if someone manages to imitate a
user’s keystroke characteristics, the user could change his or her password and the typing
features in the new password would probably be very different from the old. The down
side with some behavioural biometric systems are that user behaviour changes over time,
users typing pattern will change over time and injuries, sickness, alcohol, stress, sleep,
etc. can influence users typing, and therefore their probability of being authenticated will
decrease.

2.2 Keystroke dynamic verification system

A biometric verification system based on keystroke dynamic is a system that check whether
or not the user trying to be authenticated is the correct user or not, see Figure 1. A user
that tries to login gives his or her username and password, the typing features are ex-
tracted from the typed password and or username. The matcher gets the saved reference
template for the specific user, and compares the collected typing features with the stored
template in a distance metric. The distance metric score is compared with a threshold,
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Figure 1: A user type on the keyboard, the typing features are extracted, the typing features are
compared with the user’s stored template in the matcher. And the matcher decides whether or not
it is the correct user.

and the user is accepted or denied access. Keystroke dynamic can easily strengthen exist-
ing password based systems, by also checking how the password was typed and not only
if it is the correct password.

2.3 Static and dynamic authentication

There is a difference between static and dynamic authentication systems. Static systems
authenticate users based on a fixed text, like a password. Dynamic systems continuously
checks if the correct user is using the system, so when a user is writing a free text the
systems continuously checks if the typing features are correct, which is normally achieved
by comparing di- and tri-graphs, see [4]. In this master thesis we are focusing on static
authentication systems, in our authentication experiment it is a fixed password for all
participants.

2.4 Calculation

2.4.1 Timings

With a normal keyboard it is possible to capture the key-up and key-down time, several
timings can be calculated from these captured times. Time between two key-downs, time
between key-down and key-up on the same key, time between key-up on one key and
key-down on the next key, and time between key-up of one key and key-up of the next
key, see [5]. We use two timings in our experiment, duration and latency.

Duration is the time a key is pressed down, this timing is found by subtracting a key’s
key-down time from the same key’s key-up time, see Equation 2.1. Latency is the time
between keystrokes, which is found by subtracting the first key’s key-up time from the
next key’s key-down time, see Equation 2.2. In Figure 2 we see that the duration for the
first letter A is T2 — T1, and the latency between the letters A and B is T3 — T2, where
T1,T2, T3 and T4 is the time when a key-up or key-down event occurred. The latency
can be negative and the duration is always positive. Time between two key-downs can
be found by adding duration for the first key with latency between the keys. And time
between key-up of one key and key-up of the next key can be found by adding duration
of the second key to latency between the keys. We only used duration and latency in our
experiment, since the other two timings are based on duration and latency.

Duration = T* — T¢ (2.1
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Cown Up  Down Up

i .'5'. E E
T1 T2 T2 T4

Figure 2: The key-down and key-up times that we can capture, A and B are two keys, T1, T2, T3 and
T4 are times when a key-up or key-down event happened.

Latency =T, — T (2.2)

Where TV is the key-up time, T¢ is the key-down time. T; is the first key, and T;1 is
the next key. There are other definitions on the latency, some use the key-down to key-
down time, but we use the same definition as described in the most recent articles, see
[6, 7, 81.

The duration and latency timings for each keystroke in the password are stored in a
vector. We decided to store all duration values for the password first, and then all latency
values between the letters in the password. The order of the features does not matter, as
long as both the template and test vector have the same ordering.

2.4.2 Distance metric

When a user is identified and or authenticated, it is the duration and latency timings
that are compared against a stored template. This comparison is done with a distance
metric. A distance metric is used as a measure of similarity between the test pattern and
the reference pattern, see [9]. In other words a distance metric defines how similar two
sequences of values are.

In our experiments we compare the typing characteristics in the freshly typed pass-
word against a stored user template for the same password. It is the typing features that
are compared, this means duration and latency timings for each keystroke. There are
many different distance metrics and variation of these, choosing a good distance metric
is difficult. A good distance metric is one that has a large inter person distance, and a
small intra person distance, see [10]. Inter person distance is the minimum distance be-
tween a sequence of persons, intra person distance is the maximum distance of sequences
from the same person, see Equation 2.3 and 2.4.

Dintra = max; D%ntra (23)

DT —ming 515 DT 2.4
Where 1 and j are the persons.

One of the most used distance metrics is the Euclidean distance metric, we used the
Euclidean distance metric in the authentication experiment, see Equation 2.5. The dis-
tance metric did serve as a feedback to the participants, so they could see how similar
their typing was compared with their stored template, we did not authenticate partici-
pants or store the values returned from the participant programs. The Euclidean distance
metric was given two vectors, the template and test vector, both containing timings for
the same features and with the same number of elements.



Keystroke dynamics Can attackers learn someone’s typing characteristics

a(x,y)

D (Xi—Yi)? (2.5)

i=1

Where Y is the stored template and X is the feature vector that we test against the
template. In our experiment we used the duration and latency values for all the letters,
except for the last letter where only the duration is used.

2.4.3 Template

Keystroke dynamic can identify and or authenticate the person typing on a keyboard, but
it needs to compare the person typing against a stored template often called reference
profile. A user needs to create a template before he or she can use the system, which can
be done by typing a password several times or a longer text. We can then calculate the
average typing pattern, and store that as the user template.

In our authentication experiment our participants had to write a password twelve
times, before the program calculated their average typing. During analysis we also cal-
culated the standard deviations, and used both average typing and standard deviations
in the template.

We improved the template by removing outliers, outliers are points that greatly differs
from the other points, see Section 7.1.12. In the authentication experiment we removed
outliers that were outside an interval of 1.5 standard deviations above mean and 2.5
standard deviations below mean. During analysis we tested several intervals to see what
gave the best results. An asymmetric interval seems to be best, when we have the smallest
standard deviations above mean. Especially distance metrics without standard deviations
greatly benefits from removing outliers.

2.5 Pros and Cons

Biometric is used in high security systems and on some computers, but it is rarely used
in web-shops, online banking, remote access, etc. Price and the need for special equip-
ment are two obstacles that keystroke dynamics can mitigate. Almost all computer sys-
tems have a keyboard, and keystroke dynamics can also be used in ATMs, cell phones
and other equipment with keyboard or keypad. All that is needed is fairly simple soft-
ware that can collect the key-up and key-down timings, it is also possible to use plug-in
boards, hardware and firmware. By using keystroke dynamics it is possible to mitigate
many password problems, like user sharing their passwords, weak passwords, brute force
attacks, etc.

Since user’s typing pattern change over time and their typing is not as unique as fin-
gerprints, there will always be False Acceptance (FA) and False Rejections (FR). FA is
falsely accepting a person as the legitimate user, FR is when a legitimate user is denied
access. Systems based on keystroke dynamic perform worse than many other biometric
systems, like fingerprint, iris, retina, etc. Different keyboards will also change users typ-
ing. A user that changes the computer or keyboard could be denied access especially if
the keyboard layout is different (qwerty or dvorak), see [11]. There are also some tech-
nical issues that have to be solved before keystroke dynamics can be widespread, like
how clients can securely authenticate them self to a server, how to assure that it is a real
person typing and not just a playback, how to protect the typing data, and so on.
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Table 1: Keystroke times

Action Time Key
KEY DOWN | 8,4647942685453 | P
KEY UP 8,58327524866987 | P
KEY DOWN | 8,73962500820635 | D5
KEY UP 8,83454489327554 | D5
KEY DOWN | 9,18003489270284 | U
KEY UP 9,26723983076061 | U
KEY DOWN | 9,49167869100682 | X
KEY UP 9,60711068026802 | X
KEY DOWN | 9,65000384127033 | RShiftKey
KEY DOWN | 9,93200839771535 | A
KEY UP 10,0494034856385 | A
KEY UP 10,0956303105562 | RShiftKey
KEY DOWN | 10,8396111796332 | C
KEY UP 10,9524690987262 | C
KEY DOWN | 11,2702187009802 | D6
KEY UP 11,3574376072937 | D6
KEY DOWN | 11,6978928886213 | E
KEY UP 11,8107424267609 | E
KEY DOWN | 11,8838628931889 | M
KEY UP 11,9403133638493 | M
KEY DOWN | 12,0310961309328 | M
KEY UP 12,1106702108788 | M

Every keystroke in the password has two times, key-up and key-down. This is the captured keystroke key-up
and key-down times for the password p5uxAc6emm.

2.6 Examples

In our authentication experiment, presented in Section 6.1, we gave a program to all
participants, where they could enter a fixed password whenever they liked. The pro-
gram automatically sent us the keystroke timings every time the participant had written
the password and ended the program. These keystroke timings were automatically put
in a MySQL database, and we could collect the data whenever we wanted to. It is the
keystroke duration and latency values that were sent to us, the participant programs cal-
culated these two timings for each keystroke. When the program captures the keystrokes
in a password, it captures the key-up and key-down times. An example of how these
key-up and key-down times looks like is Table 1. These key-up and key-down times are
processed in the participant program. Duration is key-down subtracted from key-up from
the same key, and latency is key-up from one key subtracted from key-down of the next
key. The result from this calculation can be seen in Table 2, we received these results
from the participants.

2.6.1 Uppercase and lowercase

All keys in Table 1 are uppercase, which is how the program captures the keyboard
events. It knows which button is pressed and if it is a key-down or key-up event, but it
does not know if it is a small letter or a capital letter. With a standard keyboard there
is of course only one button for each letter, not one uppercase and one lower case. All
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Table 2: Duration and latency timings

Key Duration Latency Next key
P 0,11848098012457 0,15634975953648 5

5 0,0949198850691904 | 0,345489999427301 | U

U 0,08720493805777 0,22443886024621 X

X 0,1154319892612 0,0428931610023096 | ShiftKey
ShiftKey | 0,44562646928587 -0,163621912840849 | A

A 0,11739508792315 0,7902076939947 C

C 0,112857919092999 | 0,317749602254001 | 6

6 0,0872189063135007 | 0,3404552813276 E

E 0,112849538139599 | 0,0731204664279996 | M

M 0,0564504706604012 | 0,0907827670834997 | M

M 0,0795740799459992

Every keystroke in the password has two timings, duration and latency. Except for the last keystroke that only
has duration, this is because the latency is from the specific keystroke to the next keystroke, and the last letter
does not have any subsequent keystroke.

keystrokes are therefore denoted with uppercase letters, since we press the same button
for both upper and lowercase letters.

In the password “p5uxAc6emm?”, there is one uppercase letter, the “A”. And we see in
Table 1 that the shift button is pressed before the “A” button, and released after the ‘A”
button is released. This means that the program must check which letters are pressed
while the shift button is pressed.

Uppercase letters therefore need two keystrokes, the shift key and the letter. Pass-
words with uppercase letters will have more keystrokes than passwords with only low-
ercase letters. This is a good thing for keystroke dynamics since we get more features to
check, see [12].

The shift key can also give more information about the user, and the authors in [11]
discovered that there are four different shift key users. Strictly left-shift key users, strictly
right-shift key users, opposite shift key users, and users without a shift key pattern. The
strictly right- or left-shift users are easy to check, the opposite shift key users are using
the same shift key for a specific letter and also easy to check. The users without a shift
key pattern were not truly erratic, and the majority of the letters where connected with
a specific shift key. And only four of the fifteen participant in their experiment where
inconsistent with the shift key. The problem with the shift key is that it is easy to discover
which shift key the user is using through shoulder sniffing. And passwords are often short
texts with few uppercase characters, making an opposite shift key user very difficult to
discover. But checking if the correct shift key was used is an easy check and could improve
the keystroke dynamic verification system.

2.6.2 Double letters

In Table 2 we see that the two M keystrokes durations are different, this is strange since it
is the same button and the duration should be fairly consistent. But it seems like both du-
ration and latency depend on the surrounding keystrokes. Latency will of course depend
on the next letter, since it is the time between keystrokes and it depends on placement,
etc. between the keys. Duration on the other hand should be relatively similar for the
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Timings

Timings
0070 0075 0080 008 0090 009 0100
1 'S 1 ! 1

Figure 3: The durations for the keystrokes “ene”, in the password “p7eneZuh”. The blue/thin curves
are one standard deviation above and below mean, the black/thick curve is the mean. This is the
enrolled template for an experienced typist who typed the password thirty times. The horizontal
dashed line has the same height as the first e’s mean duration.

same letter, since it is the same finger doing the same movement as done thousands
of times before, if the person typing is an experienced typist. Inexperienced typists will
probably have larger variations in their typing, than experienced typists. But with the
password “p5eneZuh” we discovered that the two e’s had different durations, see Figure
3. In the figure the blue/thin curves are one standard deviation above and below mean,
the black/thick curve is the mean. And we have drawn a horizontal dashed line with the
same height as the first ¢’s mean value. These mean values and standard deviations are
from one experienced typist who typed the password thirty times. The first e has a larger
standard deviation than the second e, but the mean duration of the first e is higher than
the second e’s duration added with one standard deviation from the second e.

2.6.3 Backspace

Users do make spelling mistakes when they enter their password. Sometimes it is because
they hit two letters, but could also be that they remembered their password wrong.
When a user discovers that something went wrong, before pushing the login button,
users normally use the backspace to erase the mistake, and try again. This would have
been accepted in a normal username/password system, but it is different with keystroke
dynamics.

If the user erases the entire password and start from the beginning, the password
will be very similar to a normal password typing, and should therefore be accepted. This
can be achieved by removing all keystrokes before the password, which is the previous
misspelled password, and some backspaces. And then compare the new password against
the template. If the user erases the misspelled letter and continues writing the remaining
part of the password, the problem is more difficult to solve. The latency timing between
the “last good” letter and the corrected key is lost, the duration of the corrected key can
also be different, as we discovered with the double letters. This means that there will be
fewer features to compare in the distance metric, and the decision will probably be less
accurate. It is of course possible to adjust the distance metric to accept longer or shorter
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passwords. This could be done by using the average distance instead of the normal, which
is the sum of all distances. It is also possible to use the backspace in the password, if users
also had enrolled the backspace. This should probably be done in advanced keystroke
dynamic systems, since the backspace most likely contains discriminating information
about the user. The authors in [13] wrote that users could deliberately use the backspace
in their password, the ordinary password and the users keystroke template would then
be of unequal length and hard to attack.

We did not use the backspace in our experiments, if the user typed a backspace,
our system would not calculate the distance score, instead the systems returned wrong
password to the user. A usable keystroke dynamic system for large organisations should
handle backspaces.

12
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3 State of the art

There has been written many reports on keystroke dynamics, but it is hard to find litera-
ture on working systems and programs. BioPassword is one commercial system, but they
have not released any information about their system, although it seems to be good, see
[14]. Another commercial system with little information is the TypeSense from Deepnet
Security, see [15].

Some reports have tested the possibility to continuously verify the user during the
session. The user can work as normal, but he or she is constantly verified. The authors
of [4] had an experiment with 205 individuals, where their system issued less than 5%
false alarms, and impostors were caught in 99,995% of the situations. Giving a FAR rate
of 0,005% and a FRR of 5%.

The authors of [16] tried keystroke dynamics for a PIN code, were they included the
typing force through the use of a special number pad. They also tried to videotape users
typing their PIN, and having a group of impostors trying to authenticate as the videotaped
user. Their group of impostors was not able to imitate the videotaped users, and force was
the hardest to get right. But this was for a small number of buttons, and only a four digit
PIN. In [17] the authors included typing force with a special keyboard, where they used a
6 character long password without any special characters or numbers. Their participants
had to give 20 enrolment samples, and only a few authentication samples. This will
of course give fictitious results which we cannot trust, since very few authentication
samples compared with the high number of enrolment samples and all samples were
gathered in one sitting. But we can conclude that typing force is distinctive, and typing
force combined with timing data would probably give better results than only timing
data.

In [18] keystroke dynamics was used to not only check that a password was cor-
rect, they also checked how it was typed. They managed to get a False Rejection Rate
(FRR) of 11.57% and a False Acceptance Rate (FAR) of 1.9%, but they claimed a FRR
of 1.45% when they allowed user to try twice before they where rejected. This can be
called cheating, but it shows that systems with a high FRR rate can be useable since 98%
of the users will be authenticated after two tries. They used an adoption mechanism that
updated the template, by discarding the oldest sample and adding the new sample that
was accepted. The standard deviation and mean for each feature is recalculated based
on the updated template. The classifier was based on statistical standard deviation and
the threshold was a fixed number of standard deviations from the mean. Another impor-
tant discovery was that a higher timing accuracy decreases FAR and FRR. They also tried
to imitate legitimate users, by letting the impostor see how the victim was typing, and
later tried to mimic the legitimate users. They managed to get a FAR of 3.66%, which
is worse, but still acceptable FAR. They concluded that keystroke dynamics are secure
against shoulder sniffing, and that a familiar text (password) gives better results than a
random text.

When keystroke dynamics are used to complement passwords in a login situation,
there are some problems that arise. The users could find it cumbersome, if they have to
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give username and password, and then a short sentence for the keystroke dynamics. A
better solution could be to check on both username and password. The authors of [19]
claims that this convenient solution could reveal information about the password. If we
exclude the password and only check the username, there will be a high rate of mis-
classifications if the username is shorter than 10 letters [12, 20], but a good distance
metric will reduce the problem. There are several solutions like longer username, check
username and a very short sentence, or check username and password. The last solution
requires encryption, but that is probably the case for all solutions. The problem with re-
vealing information about the password is more important when using online verification
systems through SSH or similar systems. Since the attacker could eavesdrop on the com-
munication, and reveal the timings if the information is sent in real time. The authors in
[21] have shown that if the latency times between keystrokes are revealed then it is much
easier for an attacker to find the password. Instead of having to test 50% (the birthday
paradox) of the password space in a brute force attack, only 1 or 2% have to be tested
before the password is found. The authors of [22] have shown that keystroke dynam-
ics can make passwords more secure against brute force attacks. Even weak passwords
would require much work by the attacker, but this depends on the implementation.

Different distance metrics have been tested. In [20] the authors tested two distance
metrics. The normalized minimum distance classifier (3.1) and the normalized Bayesian
classifier (3.2):

(X —my)H(X —my)

Di(X) =
X (|

<T (3.1)

(X —m)tCy (X —my)

di(X) =
X P |

<T (3.2)

Where X is the test vector, m; is the mean vector, C; is the covariance matrix, and T; and
T, are threshold values.

Both statistical and neural classification method were tested in [23], the neural meth-
ods fuzzy ARTMAP, RBFEN, and LVQ gave the best results. The statistical methods Bayes
rule and potential function gave both good results, but they were beaten by most neural
techniques. The problem with this report is that the authors did not publish the distance
metrics used, or the dataset.

The authors of [24] gathered typing samples with a java applet. They had 143 pat-
terns of legitimate users, 251 legitimate logins, and 170.391 invalid user login attempts.
Very few legitimate logins compared with the high number of invalid login attempts
(attacks). They tested a scoring method based on standard deviation. They compared
digraph latencies in the password, every digraph inside a threshold of n standard devia-
tions from the mean were given the value 1.5. Latencies outside of this threshold were
given the value 1. These values where added together and a user was accepted if the
sum was higher than a decision threshold, like 70% of the maximum score achievable.
They managed to get an EER of 5.85%. It has been proved that letters scattered across
the keyboard provide more accuracy to keystroke dynamics than letters that are close
together. They used this knowledge and gave latencies between some letters a higher
value, this gave an EER of 5%.

The authors of [25] had an experiment with 63 users, where the users ran the pro-
gram from their own machines at their convenience. The typing samples where collected
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over a period of 11 months. They extracted duration and latency of digraphs in a typed
text, and tried to identify users with four different classifiers. Euclidian distance gave a
correct identification rate of 83.22%, non-weighted gave 85.63%, weighted probabilistic
gave 87.18%, and Bayesian gave 92.14%. They did not publish their tested text length,
but it must have been significantly longer than a regular password. They also discovered
that fixed text gave better results than free text.

The authors of [13] have compared the published results from fifteen scientific re-
ports. Many of the authors have reported FAR and FRR better than 2.5%. But many of
the good performers require users to write long texts before they are authenticated. This
make many of the systems unusable in real authentication situations, it is unacceptable
for users to write long text several times a day. Keystroke dynamics would be a very costly
solution for a company, if their workers had to spend several minutes a day only to be
authenticated. Some of the solutions require the authentication system to be retrained
every time a new user is added, or when users typing behaviour change over time. Sys-
tems that have to be retrained are almost unusable for large organizations. Only two
of the fifteen reports had more than 50 participants, and the majority had less than 25
participants.

The authors of [8] had thirty-three participants in their experiment, and their users
had to write their username, password, first name and last name. The participants where
then authenticated based on these four texts, through the use of a distance metric similar
to Manhattan City Block distance. Their decision threshold was based on a measure of
variability of the specific participant, like mean plus one standard deviation. The par-
ticipants wrote eight login samples during enrolment, and then the participants tried to
login five times. All samples were collected during a single session, making the experi-
ment less realistic. Their participants had different password and username, which meant
that the FAR could not be easily calculated. They choose six users that the remaining 27
users should try to login as, and the attackers got five tries against each of the six user
accounts. The attackers did not witness the targets typing. They got good results, 0.25%
FAR and 16.36% FRR. But we know that [26] tried the same experiment and they got
7.72% FAR and 37% FRR, which is much worse. Although [26] used a shorter text, the
results achieved by [8] are undeservedly high. The authors of [8] did also propose an
idea where the signature shapes are compared, and not only the absolute distances.

The authors of [27] tested Artificial Neural Networks (ANN) and K-Nearest Neigh-
bour Algorithm. They had ten participants with ten different passwords, and one hundred
unauthorized participants. The unauthorized participants tried to write legitimate users
password a limited number of times, but they had no other knowledge than the password.
Using different passwords for each user will give better results, especially FAR. Different
passwords and only ten users make their results less trustworthy. K-Nearest Neighbour
Algorithm gave 15.4% FRR and 1.03% FAR, ANN gave 1% FRR and 29% FAR. A very
high FAR with ANN, which could be reduced with further training of the systems. This
training phase is the big drawback with ANN’s.

A parallel decision tree (DT) based method was tested by the authors in [26], but
first they tested the experiment in [8] with a shorter text, and got much worse results.
The decision tree-based method requires the system to be trained, just like ANN’s. The
DT experiment was conducted with 43 participants, typing a text string of length 37.
Nine typing samples from each participant were gathered during the enrolment phase.
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Additional training data was simulated based on these nine typing samples and both
simulated and real samples was used during the training phase. The text string contained
no capital letters, and if the participants used DELETE or BACKSPACE they had to retype
the entire text string. They managed to get 9.62% FRR and 0.88% FAR with the long
text, and with an eight character text they got 13.97% FRR and 9.19% FAR. They claim
that a string size of 30 characters is required in order to get acceptable results.

The authors in [28] did one experiment where the participants downloaded the
keystroke program, and used it on their own computers. Typing samples were gathered
for seven weeks, and the program automatically e-mailed typing samples to the authors.
The participants did not have to remember the text they should type, it was always
displayed on the top half of the program. They initially had 42 participants, but they
reduced the number of participants to 31 due to erroneous timing results. The reference
profile for each participant was computed by calculating mean and standard deviation of
both latency and duration. The reference profile was further refined by removing values
that were T standard deviations from mean. This was done until no more outliers could
be removed, recalculating the mean and standard deviation each time. This technique
produced better results than the shuffling technique in [12, 20]. They discovered that
frequent combinations like th are more distinctive than less frequent combinations like
tl, and frequent combinations should be given more emphasis.

The authors in [29] performed one experiment where the participants typed a 52
character long sentence plus their name. They had eleven participants who typed the
sentence approximate 15 times, most participants wrote all sentences in one sitting. The
participants had to write the sentence all over again if they did one mistake, they could
not use delete or backspace. They used duration and Dy — U, latency, which is the tim-
ings between the first letter in a digraph is pressed and the second letter is released. Users
in this experiment were accepted if over 80% of the latencies (D toll;) was within one
standard deviation from the mean. They varied the percentage and number of standard
deviations, resulting in an EER of approximate 20%.

The authors in [30] tried to authenticate mobile users with keystroke dynamics. Mod-
ern mobile phones are capable of online banking, and they are therefore a valuable target
for criminals. The authors proposed both static and dynamic authentication, static is here
when the users type their pin, and the dynamic is when the users type a text message or
telephone number. In their experiment the pin and eleven digit telephone number was
fixed. They had 32 participants, all typing the fixed pin and telephone number 30 times
in one sitting. They used the 20 first typings to generate the reference profile, and the
last ten typings where used as authentication typings. Their text experiment had thirty
participants typing thirty messages with an average of 14 words in each message. They
achieved good results with artificial neural network techniques, PIN gave 9.4% EER, tele-
phone number gave 8.1% EER, and the text messages gave about 20% EER. They used
six letters in the text verification experiment. Their participants had very varying results,
one had an EER of 7.2%, and another had an EER of 42.6%. They believed that the users
with high EER do not naturally have discernible typing characteristics. They suggest an
adoption mechanism where accepted typing samples are moved into the user’s profile,
so that the user profile size is constantly growing.

The authors in [6] carried out an experiment where participants were authenticated
based on how they type their name. Their name had a maximum length of 40 characters,
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which is a much longer text than our experiment. They got good results with a distance
metric based on the Manhattan city block distance:

1« Xi—Yi
D(X,Y) = ; = (3.3)
They got the best results with both duration and latency, and by using only 90% of the
features. They removed the features with high standard deviation. They got an EER of
4% with different thresholds for each participant, and with a global threshold they got
an EER of 8%. A global threshold is a threshold which is the same for all users, this is
what we will use for our experiments. But this means that we will get worse results than
we could with individual thresholds.

The authors in [31] wrote about secure client authentication on the web. They claim
that users often have the same password for various sites, which means that if an ad-
versary manage to get a password for one user, the adversary would probably be able to
gain access on other systems with the same password.

3.0.4 Compare others results

In [18] the authors reduced their FRR rate by only counting the situations where users
failed to authenticate both the first and second trial. A correct FRR rate is 11.57%, but
they claimed 1.45%, see Table 3 for a short list of other reports and their results.

In [12] the authors used the text “UNIVERSITY OF MISSOURI COLUMBIA” as a pass-
word. They only had ten participants, and they did not count when a user typed the text
wrong. They only published percentage of misclassifications, since they used their system
for identification instead of authentication. Although their results are good (1.2%), it is
important to remember that they only had ten participants and their checked text was
very long compared to the number of participants. They got the best results when their
text was typed twice. And the two captured samples were combined into one sample,
where the smallest latency was chose, this reduced noise from hesitations, etc. With a
ten characters text they would get more than 15% of misclassifications.

The authors in [20] did three tests, in the first they tried to identify ten people who
all typed the same text, only 1.2% were unidentified. The first test was the same as
the one in [12], probably the exact same test. The other two experiments were a ver-
ification experiment with 26 participants, and an overall recognition experiment. The
overall recognition experiment used data from experiment one and had 22 participants
that tried to be verified as one of the ten users from experiment one. The last two ex-
periments showed that users who are unfamiliar with computer keyboards will have a
higher FRR, and it is also easier to imitate these users.

In [4] the authors did a large experiment on dynamic authentication. They tested if
keystroke dynamics can test users during their session, after authentication. Their aver-
age text length was 800 characters of free text, where the users was free to type whatever
they wanted and decisions were take on the available information. They used digraphs,
trigraphs and four-graphs to compare samples and template. A digraph is two often used
letters like th or he, a trigraph are three letters combinations like the, four-graphs are
combinations like wait. They used JavaScript to capture data that were typed in a HTML
form. Based on their good results we can say that keystroke dynamics can be used in
dynamic authentication, at least in some web-based applications.

In [32] the authors had three distance metrics that they used a sum rule on to get
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the best results. The three distance metrics where statistical (median and standard devi-
ation), disorder between two vectors, and time classification.

The authors of [33] used neural networks as a distance metric. They got problems
with negative latency, so they had to use the key down to key down latency DD. They had
91 valid users, and 61 impostors. At first their FAR rate was 6.56%, and their FRR rate
was 2.22%. Then they reduced the root mean square error (RMSE) from 0.07 to 0.03,
through further training of the system, this means that their template is improved. The
new FRR was 1.11%, and the new FAR was 0%. They had too few impostors to get good
results, and they did not use statistics to create an ROC curve.

There are several guidelines for creating secure passwords, passwords should consist
of upper and lower case letters, numbers. Passwords should also be longer than eight
characters and they should be entirely random. In [34] the authors discovered that
random passwords were hard to remember, but pass phrases were easy to remember.
They also discovered that pass phrases was as secure as random generated passwords
when it comes to brute-force attacks and dictionary attacks. The recommended length
from their study was nine characters or longer.

3.1 Important findings

Text length The authors of [12] discovered that texts shorter than ten characters give
many misclassifications. The authors of [18] discovered that texts longer than ten
characters annoy the users.

Capital letters The shift button alone detected 70% of the impostors in [18], so capital
letter will improve the FAR.

Keyboard partition Passwords with letters from several partitions of the keyboard make
decisions more accurate. [24]

Enrolment The authors of [18] discovered that the number of samples gathered during
enrolment should be about 6. But it should be possible to have fewer samples if an
adoption mechanism is used.

Adoption mechanism The authors in [18] discovered that the typing template should
be adjusted after each successful login. Since users typing pattern changes over
time.

Time The users typing samples should be collected in different time period, never all at
once. This will make the experiment more realistic, see [18].

Timing accuracy The results can be improved with better timing accuracy, and it should
be 1ms or smaller, see [18].

Users Users that are unfamiliar with computer keyboards will have a higher False Rejec-
tion Rate, and it is easier to imitate their writing. [20]

Brute force attacks A password system with keystroke dynamics will make brute force
attacks obsolete. The rejection of a password does not necessarily mean that the
password was incorrect. Brute force attacks will also be too time consuming, since
each password takes a few seconds to write. See [35].
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Table 3: Previous reports

[REF] [20] [12] [33] [18] (4] [32]
Year 1990 1991 1997 2005 2005 2005
ST/DY ST ST ST ST DY ST
Distance metric | Bayes and | Fishers / | Neural Statistical | Disorder | Sum of
minimum minimum | network o three
distance
Features UD UuD DD, DU DD, UD, | DD UD, DU
DU
Text length 11-17 31 (62) Password | 10 Free 25
(7-)
Participants (10) 26,32 | 10 90(61) 30 205 15
FRR 8.1,3.1% 1.11% 11.57% 5% 6 %
FAR 2.8,0.5% 0 % 1.89 % 0.005 % 0.5 %
Real FAR 2.8 % Higher 3.66 %
Attack Shoulder NONE Identifi- Shoulder | Identifi- None
sniffing cation sniffing cation
Description (1.2%) (1.2%) 61 impos- | Claimed Text aver-
tors FRR: age: 800
1.45% char

This table compare the results of other reports. Year is when the report was written, ST/DY is static or dy-
namic authentication, distance metric is which distance metric technique used, features are which features they
checked, text length is how long the checked text length was, participants is the number of participants, FRR is
the False Rejection Rate, FAR is the False Acceptance Rate, real FAR is the FAR rate they got by applying their
attack, and attack is how they attacked if they did any attack. The features DD is keystroke latency between two
successive key downs, UD is the real latency taken from the first key is released until the next key is pressed, DU
is the duration a key is pressed. If we remove the first keys DU time from the DD time between two keystrokes,

we get UD time.
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4 Summary of claimed contributions

This master’s thesis is divided into two parts, where the first part is finding a good authen-
tication method for keystroke dynamics, while the second part is to evaluate keystroke
dynamics against attacks. In the studied literature, some attacks on keystroke dynam-
ics authentication systems are described, but the most advanced attacks are shoulder-
sniffing techniques. We believe that more advanced attacks can happen in the real world.
We therefore want to evaluate the security of keystroke dynamics against advanced at-
tacks, by developing a program that helps attackers learn others typing characteristics.
If the use of this training program results in a significantly lower distance score than the
use of a normal authentication system, keystroke dynamics could be unusable as a secure
method of authentication.

The first part of this thesis is there to find a good distance metric which we need in
part two. There are written many reports on distance metrics, our goal will be to find an
adequate distance metric from the reported distance metrics. However, our main focus
is the second part, where we investigate whether or not it is possible for an attacker to
learn someone’s typing characteristics.
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5 Methods

In the imitation experiment we wanted to answer the question “can an attacker learn
someone’s typing characteristics?”, see Section 6.2. We needed a suitable distance metric
to answer this question, the authentication experiment was designed to find this distance
metric, see 6.1.

To answer the question we needed to measure the attackers learning. Since peoples
typing characteristics are relatively similar, the distance score between people will de-
crease for each typing, until a certain point is reached. This means that all attackers
will decrease their distance score against a victim, independent of the used program. We
believed that it was possible to measure the attackers learning, by giving the attackers
various feedbacks on their typing against the victims typing. If the attackers improved
their imitation with more feedback, it means that attackers can learn someone’s typing
characteristics.

We created three programs with various feedback levels, full feedback, a score feed-
back and almost no feedback. The program with the least feedback was similar to a real
authentication system, where the attackers get an accepted or not accepted feedback.

Since we knew that we would have a limited number of participants in the imitation
experiment, we needed an experimental design that did not require many participants.
We therefore decided to go for a time-series design. The program with the least feedback
is the baseline. Since we were afraid that the program order could influence the distance
scores, we could not set the baseline before the treatments, where the two other pro-
grams were the treatments. It is of no use comparing another password, since peoples
typing characteristics in static keystroke dynamics are strongly connected with the typed
text. We therefore decided to use a design similar to the alternating treatment design,
see [36]. This means that we try different treatments in a time-serie. Instead of alter-
nate between two treatments, we have three groups that tested the three programs in
different order.

One group could test program three, then program two and finally program one. An-
other group tested program one, then program three and finally program two. It was
also important that the participant started with a new password for each victim they
were trying to imitate, since we needed the learning process to be the same for each
new victim. With three different passwords, the attackers would get a new password for
each victim they were trying to imitate. We were concerned that the password could
be important for the attackers ability to imitate, and that some password/user combi-
nations could be easier to imitate. We therefore needed to organize the order of the
password/victim/program combinations to be different for each group.

We managed to create an experiment setup with no correlation between program,
password and victim. This was very important to satisfy one of the regression analysis
conditions, namely that all independent variables should be uncorrelated.

To test if it is possible to learn someone’s typing characteristics we created learning
curves for all three programs, and performed statistical analysis like regression analysis,
f-statistics, and descriptive statistics.
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We create two hypotheses in the experiment.
Hy It is not possible to learn someone’s typing characteristics.
H; It is possible to learn someone’s typing characteristics.

If we keep Hy, a user’s distance score from program three is not significantly lower
than program one. We choose to have a 95% confidence interval in the hypothesis testing.
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6 Experiment description

In this master’s thesis we are interested in answering the question “can an attacker learn
someone’s typing features?”. To answer this we first need to have a working verification
system, which is capable of deciding if it is the claimed user or not that is typing the
password. We carried out two experiments in the master’s thesis. The first one was to
find a good distance metric, and a good verification system. The second experiment was
to see if attackers could learn someone’s typing features

6.1 Authentication experiment

With this experiment we wanted to find a suitable distance metric for the imitation ex-
periment, but we also wanted to compare some of the techniques used in literature.

We wanted the participants to type the password as naturally as possible, like when
they type their computer password, their MSN password, and other login passwords. It
was believed that this would be achieved if the participants downloaded a program and
ran the experiment on their own computer, so the environment was as natural as possible,
using their own computer, keyboard, chair and office or house. A similar experiment
setup was done in [28, 25], where a program was given to all the participants. And
similar to those experiments, the keystroke timings were sent to us.

6.1.1 Legal considerations

Keystroke dynamic is a biometric technique and handling of biometric data needs to be
reported and applied for pursuant to the Norwegian law. We applied to the Norwegian
Social Science Data Services (NSD) [37] and they concluded that the authentication
experiment was obligated to report acording to § 31 in Personopplysningsloven [38].
NSD also concluded that our security measures regarding protection of the participants
identity and their typing characteristics where sufficient good, according to the law. It
took five weeks before the experiment was legally approved by NSD, see Appendix B.

6.1.2 Technical details

The program was programmed with C#, and designed to replicate a normal login pro-
cedure, where the participants write their password in a password field. The password
characters are displayed as * instead of characters as in [28]. We could have created a
Java applet instead of the C# program, but the Java applet has various timing accuracies
between different systems. Java applets running on Microsoft systems can have 10 ms or
worse timing accuracy, and we know from the authors in [29] that the timing accuracy
should be better than 1 ms.

Before the participants could try to login they had to enrol into the system. They en-
rolled into the system by writing their password several times, from which the reference
profile was created. The participants would be validated against their own reference pro-
file when they tried to login during the authentication phase. The authors of [8] claim
that six typing samples would be enough to create a good reference profile. However, we
discovered that six samples were too few, especially with longer random passwords. With
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shorter passwords, like “elmafbr” six samples were enough, if the participants tried the
password several times before they enrolled into the system. But we would be cheating
if we claimed that our system performs well with few enrolment samples, when the par-
ticipants had familiared themselves with the password before enrolling. It is then better
to use a higher number of enrolment samples.

The reference profile is the average duration and latency timings for each letter in the
password. But we improved the reference profile by removing outliers, which are timings
that are very different from the other timings. These outliers can come from hesitations,
and are very common during the enrolment phase when users are learning their new
password. There are several techniques for improving the reference profile, a shuffling
technique is proposed by the authors in [12, 20]. This shuffling technique combines
two entries, by choosing the lowest value for each feature, like the lowest duration for
a specific letter in both entries. The authors used five shuffled entries to generate the
mean vector, which means that their participants had to enter the text ten times. The
authors in [8, 28] used a technique based on statistics, and this technique proved more
accurate than the shuffling technique. By removing values further away from the average
than X standard deviations and doing this several times, recalculating the average and
standard deviation each time, until all remaining values are within the accepted range.
Another solution is to use the median, which is the numerical centre of a sorted set of
data, with the same number of values above and below median, see [36]. The technique
in [8, 28] is easy to implement and effective, we therefore decided to use this technique.
But since hesitations normally results in long timings, and these long timings will make
the normal distribution positively skewed, we adjusted the technique so that we allowed
fewer standard deviations above mean than below. This reduce the risk of removing the
best typing sessions. The authors in [8, 28] did only remove the outliers above mean,
but we believe that it is possible to also get outliers below mean, like when users weakly
tap a button.

When users are authenticated with keystroke dynamics their typing sample is com-
pared against their reference profile. This comparison is achieved with a distance metric,
but first the typing sample must be converted into a vector that is compared against the
reference vector. We decided to use the Euclidean distance metric for comparing these
two vectors, as in [8]. Although the authors in [26] got bad results with the same ap-
proach, when they used a short password. We are not going to deny or accept users based
on the output from the Euclidean distance metric, we are only presenting the distance
score to make the program more interesting for the participants.

We decided to give the participants information about the experiment goals and how
the program works. We could have had one group of participants unaware of this infor-
mation, but this would increase the risk that participants let other people try to login on
their system. If other people try the participants system, this would certainly reduce the
accuracy of our findings. Another experiment proved that there is no significant correla-
tion between knowledge of the verifier or not, see [8].

The program will only send three features, key code, duration and latency. The key
code is needed so we can verify if it is the correct password or not. We can calculate other
timings from these two timings, for instance DDLatency is duration of first letter plus la-
tency. If the participants has to use backspace or delete, our program will not calculate
their distance score, but we will use the data so we can calculate statistics like how often
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participants enter the wrong password or make spelling mistakes. Incorrect typed sam-
ples are normally discarded in others experiment, like [12, 20]. However incorrect typed
samples are not allowed during enrolment, since these will create inaccurate reference
profiles.

We did not create an adaptation mechanism in the participants program, and this
means that their score from the distance metric will get worse during the experiment.
This will not give us any problems, since we do not use the score generated by the
participants program, and are only interested in the participants typing characteristics.
When we evaluate the received data we will test adaptation mechanisms.

This experiment will have fewer characters in the tested text than most other exper-
iments, and more participants than most other experiments. This will make our results
competitive, but most likely worse than other experiments, due to the short password
and number of participants, see [13].

6.1.3 Participants

Most of the participants in this experiment are very good typist, only a couple of them are
inexperienced typists. The good typists are using most of their fingers when they type,
and they can write without looking at the keyboard, while the inexperienced typists has
to spend more time searching for letters and they are using few fingers. The majority
are students and teachers here at HIG, and the rests are in various job positions. There
where 21 participants and since they were free to type whenever they liked, some gave
less than 20 samples, and other gave more than 100 samples. One participant gave more
than 300 typing samples, with an average of 95 typing samples for each participant. We
gathered 2000 samples in total, and about 16.9% of the samples were misspellings. This
means that about every sixth password sample is typed wrong. This fail rate is probably
lower for shorter passwords, but it should be taken into account when designers create
a keystroke dynamics authentication system.

Both men and women participated, but the majority was men. The participants were
aged between 18 and 55, with the majority between 20 and 30 years old.

6.2 Imitation experiment

The imitation experiment is designed to answer the question “can an attacker learn some-
one’s typing features?”. In this experiment we check if the level of feedback to the at-
tacker can help him or her imitate legitimate users. By giving attackers three levels of
feedback.

Yes/no feedback. Similar to a real system where an attacker is being accepted or not.

Score feedback. A system where an attacker gets more feedback than needed, the dis-
tance score.

Full feedback. The attacker gets hold of the template, and can see which features are
wrong.

If attackers can improve their distance score as a genuine user with the full feedback,
then we can conclude that it is possible to learn someone’s typing features. However if
there are a small or no improvement then we can conclude that it is very difficult to
imitate someone’s typing features.
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The attack groups are not going to see how the victims type their password, which
makes the attacker’s task a bit more difficult. But we want to create an attack scenario
where attackers get their hands on a user’s authentication data, which is the username,
password, and typing reference template. If the attackers are capable of imitating the
users typing without even watching the victim typing, we can safely conclude that it is
possible to imitate someone’s typing features.

6.2.1 Experiment design

We want to check if the feedback given to the attackers enables them to imitate users.

We therefore have them test three different programs, which return different amounts

of information to the attackers. By varying the amount of information, we are able to

check whether or not attackers are able to learn to imitate users. We also need to check

different passwords, so that we are not using a password that is very easy to forge.
Three programs:

1. Accepted/Fail feedback.
2. A score feedback.
3. Further information, a score feedback and graphs that visualize the differences.

The three programs use the same distance metric, which is the distance metric tested
in Section 7.4. We decided to use this distance metric since it performs well, and it is
one of the easiest distance metrics to implement. The first program is similar to a real
system, where users are either accepted or denied access. The second program will print
the distance metric score to the attacker, and the attacker can use this score to improve
his or her imitation of the victim. An attacker is unable to know where he or she is wrong,
the third program will give the attacker this information. The third program returns the
same score as in program two, but it also outputs a graph that visualize the victims typing
and his or her own typing. With this graph an attacker can see where his or her typing
differentiates form the victims typing. The graph displays both duration and latency, since
the distance metrics takes both features into account.

Three victims typed three different passwords thirty times each, and these thirty typ-
ings where used to create a template for each password, resulting in nine different tem-
plates. This means that we will have one unique template for each password program
combination. We have nine password program combinations, and each of the three pro-
grams will be used in combination with the three different passwords. This means that
each password will be used three times, with three different templates. Such that a pass-
word template combination is newer used twice, see Table 4 for the experiment design.

We wanted a shorter password for the imitation experiment than we had for the
authentication experiment, since a ten character long password takes long time to learn
than an eight character long password. We used a random password generator [39] to
create the three passwords:

1. jamu9reS
2. bruf9Tr2
3. p7eneZuh

Our three users typed these password thirty times. We checked that the three users
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Table 4: Experiment design

Attack group: | A B C

Victim

I P1 Prog3 | P2 Prog2 | P3 Progl
II P3 Prog2 | P1 Progl | P2 Prog3
11 P2 Progl | P3 Prog3 | P1 Prog2

P1, P2, and P3 are the three different passwords. Progl, Prog2 and Prog3 are the three different programs. In
the table we see that attack group A will first try to imitate victim I's password one with program three. Then
Victim II's password three with program two. And finally victim III's password two with program one.

had different typing characteristics by comparing their templates. If we did not check this
we could risk having users with very similar typing characteristics. This means that the
attackers could learn the general typing characteristics of the users, and they only need
to do small modifications to imitate the other users. We also made sure that the attack
groups have different victims for each password and program, and different password
for each program. We also designed the experiment so that the groups use the programs
in different order.

These precautions should make us able to see if the extra information really helps
attackers.

6.2.2 Technical details

We want to answer the question “can an attacker learn someone’s typing features?”.
The imitation experiment is designed to answer this. In the authentication experiment
we discovered that there where similarities between the users typing features, and also
sufficient differences to authenticate users. There are also similarities between the three
participants acting as victims in the imitation experiment. Figure 13 describe the enrolled
values for the three participants acting as victim in the imitation experiment. There are
three graphs from each participant, the mean values, the mean + one standard deviation,
and mean - one standard deviation. We see that the enrolled average values are closer
than one standard deviation for some of the typing features. Since users share some
typing features the attackers will automatically get a lower score when they have typed
the password a few times. There are hesitations and other irregularities in the typing
the first few times, from the authentication experiment we know that users get a fairly
consistent typing after only a few typings. Therefore relatively few password typings are
needed to see if there is a learning curve or not. It is also the fact that users will get bored,
and less willing to concentrate on the imitation if we have many password typings.

We wanted to see if attackers can learn someone’s typing features. When someone is
doing the same task several times, the time needed to perform the task will decrease.
People are learning by doing, and this can be expressed mathematically with learning
curves. Learning curves are also known as progress curves, experience curves, or improve-
ment curves, see [40, 41]. Learning curves has been used to describe costs, performance,
time, production, etc. It has been discovered that the direct labour work to produce one
unit decrease at a uniform rate.We do not require a control group since program one
is the control, while program two and three are the treatment programs. This rate is
called learning rate, and is the actual decline per doubling of production. The learning
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Form1

Pazsword: jamudreS

EE—

“ou wrate: | jamudreS Score: | Accept

Figure 4: This program returns Accept or Fail. This program is similar to a real authentication
system, where users type their username and password. We are only checking the password, the
password in this picture is “jamu9reS”, and the user has been accepted.

curve varies from one product to another, and a change in personnel, process, or product
disrupts the learning curve.

We will compare the learning curves from the three programs. Since the first pro-
gram’s feedback to the attacker is whether or not they are accepted as the victim, this
program will be used as control program. If the other two programs which provide the
attackers with more information do not give better results or learning rate than program
one, it might not be possible to learn someone’s typing features.

In the experiment design it is very important that the attacker’s learning curve is
disrupted. If the learning curve is not disrupted then the order of the program gets im-
portant, and we are unable to see if it is possible to learn someone’s typing features.

The participants acting as attackers was placed into three groups, and the three
groups had three different experiment setups. The order of the program was different,
which password tested in which program was also different, and the victim was different
for each program. This means that for each new program the attackers tested, they had
a new password and victim to imitate. It also means that they could not use information
about the password and or victim they might have learned from the previous programs.
So if one attack group start with program three, they can not use the information about
the victim or password in the subsequent programs. If the learning curve theory is cor-
rect, then there should be a new learning curve for each program. Since we change the
victim and password for each program, we should be able to see if program three and two
give better results than program one, in terms of learning curve and false acceptances.

Since we had a limited number of participants in the imitation experiment we needed
an experiment design that does not require many participants. We decided to go for a
time-series design, but since we are afraid that the program order does count we could
not set the baseline before the treatments. And it is of no use comparing another pass-
word, since peoples typing features in static keystroke dynamics are strongly connected
with the typed text. We therefore decided to go for a design similar to the alternating
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treatment design, which means that we try different treatments in a time-serie. We do
not require a control group since program one is the control, while program two and
three are the treatment programs. Instead of alternate between two treatments, we have
three groups that tested the three programs in different order. One group could test pro-
gram three, then program two and finally program one. Another group tested program
one, then program three and finally program two.

We had three participants acting as victims in the imitation experiments, the three
victims typed three passwords thirty times. This resulted in a total of 270 typings, we
calculated the reference profile for each password/victim combination in R, which is a
free statistical program, see [42]. We removed outliers that where 1.5 standard devia-
tions above mean or 2.5 standard deviations below mean, as described in Section 7.1.12.
Although the upper and lower limits are probably not optimal, we believe it is better to
remove outliers from the standard deviation, than risking that some standard deviation
values are abnormally large. Although features with a high standard deviation can and
probably should be removed in a real system, it could give bad results in our experiments
since we are using a global threshold. A password with fewer features than other pass-
words with the same threshold would automatically return a better distance score, which
makes it easier to imitate the specific user.

We created three programs in C# for the imitation experiment. They had similar
design as the program in the authentication experiment, it always shows the password,

.

the input password characters are showen as *, it has a login button like real login
programs, it shows the written password to users so that they can see what they typed,
see Section 6.1.2 for the authentication program design. The user feedback is however
different, the first program gives a Accepted / Fail feedback to the attacker, see Figure
4. The second program returns the distance metric score, see Figure 5. And the third

program visualize the typing and return the same score as program two, see Figure 6.

Form1

Pazzward: brufSTr2

T 1
‘You wroke: | bruf9T2 Score: |B7,9951355)
e e —

Figure 5: This program returns a score. It is similar to imitation program one, but it returns the
score instead of an “Accepted/Fail”. This means that attackers will get a little more information
about how their typing is compared with the victim’s typing.
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Figure 6: This program returns the same score as imitation program two, but it also visualize the
victim’s typing and the attackers typing in a graph. The graph’s left side is the durations, and the
right side is the latencies. The victims typing is visualized as two graphs, the upper graph is one
standard deviation above mean, and the lower is one standard deviation below mean, points with
a small gap between the victim’s graphs are more important than points where there is a large gap.
We instantly see that the victim is holding the keys too long.

6.2.3 Participants
We had three participants that where used as victims in the imitation experiment, these
three participants needed to type three passwords thirty times, a total of ninety password
typings for each participant. We created nine templates from these password typings. The
three participants are good typists, older than 25 and all three are connected to HIG.
We also had nine participants acting as attackers in the imitation experiment. These
participants where mainly men in their twenties, but we also had a few female partici-
pants. Most of the participants are very good typists, with a few exceptions.
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7 Analysis

The majority of our participants in the authentication experiment are very good typists,
with a few inexperienced typists. 21 participants were participating in the authentication
experiments, some produced less than 20 typing samples and some produced more than
100 typing samples. The participants produced about 2000 typing samples, with an av-
erage of 95 typing samples for each participant. 16.9 % of the password typing where
typed wrong, which means that the False Rejection Rate should be higher than our results
in this chapter, since we do not use these mistypings in our calculations.

7.1 Distance metrics tried in the authentication experiment

We needed a verification system based on keystroke dynamics in the imitation experi-
ment, we therefore conducted the authentication experiment. The authentication exper-
ment was designed to find a good distance metric. It was designed to capture the typing
features, so we could test several distance metrics and compare the results between them.
A good distance metric has a small intra class distance and a large inter class distance.
It should also be possibel to use it in the imitation experiment. We used the Equal Error
Rate (ERR) to see which distance metrics that had a good performance.
The tested password was “p5SuxAc6emm” and consist of 10 characters and 11 keystrokes,

11 keystrokes means that we had 21 features to compare. The templates was generated
with the 12 first password typings, and we removed outliers that were 1.5 standard devia-
tions above and 2.5 standard deviations below mean, as described in Section 7.1.12. The
standard deviations and average values were recalculated, and outliers were removed
again. This was done until no further outliers could be removed.

7.1.1 Euclidean distance metric

The Euclidean distance metric is very common, and we tried it in our experiment.

(7.1

X is the authentication vector, Y is the stored reference vector.
This approach resulted in an EER of 43%.
7.1.2 Manhattan city block distance metric

The Manhattan city block distance metric is also widely used, see [43, 8]. We tried it in
our experiment.

D(X,Y) =) X;—Yil (7.2)

i=1

X is the authentication vector, Y is the stored reference vector.
This approach was a bit better than Euclidean, with an EER of 41.5%.
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7.1.3 Euclidean distance metric with standard deviation

We tried to improve the Euclidean distance metric by dividing with the standard devia-

tion.
n

(Xi —Y3)?
Z B (7.3)

X is the authentication vector, Y is the stored reference vector and o is the standard
deviation for each feature 1.

This improved the results with an EER of 33.3%, but if we use the original standard
deviation, and only improve the average values by removing outliers then we get an EER
of 32.2%.

7.1.4 Manhattan city block distance metric with standard deviation

We also tried to improve the Manhattan city block distance by dividing with the standard
deviation, as done in [6]. They got an EER of 8% with a global threshold, and EER of
4% with individual threshold.

=X — Y
D(X,Y)=)_ '07‘ (7.4)
i=1 v

X is the authentication vector, Y is the stored reference vector and o is the standard
deviation for each feature i.

This gave an EER of 27%, but we could reduce it to 23.5% if we only removed outliers
from the average values and kept the original standard deviation values. We also tried to
improve this further by dividing with the variance instead of the standard deviation, the
variance is o2, this gave worse results, with an EER of 38.2% when we used the original
standard deviation. Our results of 27% and 23.5% are far worse than 8%, but we had a
shorter password.

7.1.5 Mahalanobidistance distance metric

The Mahalanobi distance metric is the Euclidean divided by the variance, instead of the
standard deviation as done in Equation 7.3.

(7.5)

X is the authentication vector, Y is the stored reference vector and o is the standard
deviation for each feature i. This gave an EER of 31% , but if we use the original standard
deviation values before we remove outliers and only improve the average values, we
managed to get an EER of 26.5% . Not as good as the Manhattan with standard deviation
in Equation 7.4, but second best. We also tested without taking the square root of the
sum, this gave the same result, but it was very threshold sensitive.

7.1.6 Cosine correlation coefficient

We tried to use the Cosine correlation coefficient also known as the interior angle 6 as a

distance metric, see [44].
XY

IXIIVI

X is the authentication vector, Y is the stored reference vector.

8 =cos ' ( ) (7.6)
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This distance metric was not suited in the imitation experiment. It had an EER of
44.6%, which is worse than the Euclidian distance metric, and it was therefore not accu-
rate enough for further usage.

7.1.7 The normalized minimum distance classifier

We tried the normalized minimum distance classifier as used in [20] with good results.

D(XvY) = (Xin;)HH(i(HiY) , equals:

_ 2
D(X,Y) = 7“%);(”'\‘9"! , equals: (7.7)
D(X,Y) = i XV

VI (X026 (1)2

Where all norms are Euclidean. This gave us an EER of 39.9%, which is better than
Euclidean but not good enough for our imitation experiment. The strange thing is that the
authors in [20] got very good results with the normalized minimum distance classifier,
with a False Rejection Rate of 8.1% and a False Acceptance Rate of 2.8%. They did not
publish their EER, but it should be somewhere between FAR and FRR. There are some
differences between our authentication experiment and their experiment, we had 21
participants and they had 14 valid users and 25 invalid users. Our participants shared
a password of ten characters and they had the participant’s names as password with
lengths between 11 and 17 characters. They calculated the reference template with 30
typing samples, we used 12. They updated the template weekly with the last 30 typing
samples as the new reference template, we did not update our templates. They had 539
legitimate login attempts, we had 1468. They had 768 attack attempts, we had 32133.
They used a shuffling technique to improve their reference template, see Section 6.1.2.
We used statistics which was proved better than the shuffling technique in [28]

7.1.8 Maximum and minimum distance metric

We also tried to use the maximum and minimum distance metrics.

D(X,Y = max(|X; — Yi|),i=1,2..n (7.8)
D(X,Y = min(|X; — Yi|),i=1,2..n (7.9)

X is the authentication vector, Y is the stored reference vector.
The maximum distance metric gave an EER of 41.5%. And the minimum distance
metric was slightly better with an EER of 38.5%.

7.1.9 Distance metric with probability of letter

We tried to use the probabilities for each letter in written English texts, with the distance

metric: N
IXi — Vil
D(X,Y) = —_ (7.10)
V=25
Where X is the test vector, Y is the template, P(L;) is the probability of letter i.

We calculated the probability based on occurrences of letters in the books ‘A Doll’s
House” [45], and “The Adventures Of Sherlock Holmes” [46]. With an online ligature
counter [47]. The probabilities for the letters in our password “p5uxAc6emm” is in Table
5, the rest of the letters are in Appendix A. This gave an EER of 45.8%. The numbers 5

and 6 were rarely used in the books, so we gave them the same value as x. The shift key
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Table 5: Letter probability

Letter: | Occurrences | Probability
p 7893 1.1%
u 16647 2.3%
X 646 0.1%
a 42740 6.0%
c 11785 1.6%
e 64486 9.0%
m 13844 1.9%

The probabilities of the letters in our password. The occurrences is the number of times the letter occurred
in the books ‘A Doll’s House” [45], and “The Adventures Of Sherlock Holmes” [46]. The probability is the
percentage of occurrences divided by total number of letters in the books.

was not counted for, so we tried to give it the value 0.3%, which is a bit low. All these
values can be adjusted to improve the results.
We modified this, and tried to multiply instead of divide:

D(X,Y) =) [X; —Yi|*P(Ly) (7.11)
i=1

This gave better results and an EER of 35.2%.
We also tried modifying this further by dividing with the standard deviation.

D(X,Y)=)_ D(_Ycﬂ (7.12)
i=1 t

This resulted in a great improvement, to an EER of 26.5%, but with the original standard
deviation we got an EER of 24.7%.

7.1.10 Interval metric

We tried a distance metric that counts the number of timings that are outside an interval
of Z standard deviations above and below mean. We increase a counter by one for each
feature that is outside the accepted interval, when all features in the freshly typed pass-
word are checked we know how many features that had timings outside the accepted
interval. If no feature timings are outside the interval, it means that the freshly typed
password is probably typed by the correct user. In the distance metric we divided by the
total number of features and got a score between zero and one, where zero is best and
one is the worst. The total number of features is the number of characters multiplied
by two and subtracted by one, where the shift key is counted as a character. All charac-
ters have a duration, but the last character does not have a latency value. Our password
“p5uxAc6emm” had a total of 21 features.

When no outliers are removed, we got an EER of 32% with Z = 1, and an EER of 26%
with Z = 2, see Table 6.

In Section 7.1.12 we could sometimes improve the results by using the original stan-
dard deviations, and only improving the average values through outlier removal. We
removed outliers from the mean that were 1.5 standard deviations above and 2.5 stan-
dard deviations below. This technique got EER of 26% and 25%, when z =1 and z = 2.
An improvement from when no outliers are removed, especially when z is one, this is
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Table 6: EER for the interval metric

Above/Below | z =1 z=2
None 32% 26%
Avg. only 26% 25%
1.5/2.5 29% 22%
1.5/1.5 29% 22%
3/3 31% 25.3%
2.5/2.5 32.5% | 24%

The EER for the interval metric with two different z values and various outlier removals. Avg. only is when
only the average values are improved and the original standard deviations are used. The average values are
improved by removing outliers 1.5 standard deviations above and 2.5 standard deviations below mean. The
other outlier removal techniques improve both standard deviation and average values.

logical since z = 1 has a narrower accepted interval than z = 2, and therefore needs a
more accurate mean. We also tested several values for the outlier removal. We removed
outliers 1.5 standard deviations above and below, and got an EER of 30% and 27% when
z = 1 and Z = 2. We removed outliers 3 standard deviations above and below, and got
an EER of 32% and 26% when z = 1 and z = 2. In Table 6 is the EER when outliers are
removed 1.5 standard deviations above and 2.5 standard deviations below mean.

In Table 6 we see that z = 2 generally performs better than z = 1, for all the tested
outlier removals. We also tested z = 3, but that had worse results. When we removed
outliers 1.5 standard deviations above and 2.5 standard deviations below we got an EER
of 22% when z = 2, and an EER of 26% when z = 3.

The interval metric performed best when z was two, and we improved both standard
deviation and average values in the reference template. We got the best results when we
removed outliers that were 1.5 standard deviations above and 2.5 standard deviations
below mean, but equally good results was achieved when outliers are removed 1.5 stan-
dard deviations above and below mean. The problem with the interval metric is that it
is more difficult to find the correct threshold, it is very coarse and a slight difference will
give a very different result. However, it was the best distance metric in the authentication
experiment with an EER of 22%.

7.1.11 Pearson correlation coefficient

We tried to use the Pearson correlation coefficient as done in, [44]. But that resulted in
an EER of 59.9%, which is very bad. The equation we used was:

Y X =X)(Yi—Y)

D(X,Y) = L _
VI (X=X T (Y - V)2

(7.13)

The Pearson correlation coefficient is widely used to measure association between
two vectors, but it seems like we had too few features or the participants typing was too
similar for this distance metric.

7.1.12 Remove outliers

An outlier is defined in [48] as “a point, which varies sufficiently from other points such
that it appears to be generated by a different process from the one governing the other
points”. In keystroke dynamics outliers are timings that differs from the rest of the timings
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for a specific feature.

Distance metrics that does not take standard deviation or variance into account greatly
benefit from removing outliers as described earlier. However, distance metric that does
take standard deviation or variance into account could actually perform worse when out-
liers are removed. This is because the variance is reduced. These distance metrics will in
some cases perform better with no outliers removed, than with some outliers removed.
Nevertheless, we can improve the EER by calculating the standard deviation or variance
before outliers are removed, and then remove outliers. And using the new average and
old standard deviation as the template.

We used the Manhattan city block distance metric divided by the standard deviation
in our calculations. When we improved both average values and standard deviation val-
ues in the template by removing outliers, as proposed by the authors in [28]. We first
calculate the standard deviation values and average values for all features in the enrolled
password. In our authentication experiment, we used the 12 first passwords as the en-
rolled passwords. This means that each feature had 12 timings that we could calculate the
standard deviation and average on. When the average and standard deviation were cal-
culated, we could see if any points were outside the accepted boundaries. The accepted
boundaries were N number of standard deviations above and below mean. Points out-
side these accepted boundaries were removed, and the standard deviation and average
values were recalculated. With the new standard deviation values and average values,
we checked if any points had fallen outside the new boundaries. This was performed
until all remaining points were inside the accepted boundaries.

The EER was 27% when we removed outliers 1.5 standard deviations above and
2.5 standard deviations below mean, as described above. When we remove outliers 1.5
standard deviations above and below mean the EER is 27.1%. When we removed outliers
2.5 standard deviations above and below mean, we get an EER of 23.9%, and 23.5%
when we removed outliers 5 standard deviations above and below mean. The same result
when no outliers are removed which is an EER of 23.5%, see Table 7. We see that the
best results are achieved when no outliers are removed, when both standard deviation
values and average values are improved.

These results could be improved by using the original standard deviation values, and
only improving the average values by outlier removal. We got an EER of 23% when we
removed values that were 1.5 standard deviations above and 2.5 standard deviations
below. Which is slightly better than when no outliers are removed, see Table 7. It is
important to remember that we stop the removing of outliers if the standard deviation
value gets below 0.001, without this we could risk that almost all points are removed in
extreme cases.

We also tested which of latency and duration did perform worse when the outliers
are removed. We first tried to remove outliers above 1.5 standard deviations, and below
2.5 standard deviations. The EER for duration was 27.4%, and the EER for latency was
35.3%. We see that the latency does perform worse than the duration, and a distance
metric that only uses duration is actually better than one that uses both latency and du-
ration when outliers are removed. When no outliers are removed, only duration timings
give an EER of 28.2% and only latency timings give an EER of 30.9%. This means that
the duration actually benefits from removing outliers, and the latency works best when
no outliers are removed.
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Table 7: Outlier removal effects on EER

Above/Below | SD or AVG | EER
None None 23.5%
1.5/2.5 Both 27%
1.5/1.5 Both 27.1%
2.5/2.5 Both 23.9%
5/5 Both 23.5%
1.5/2.5 AVG 23%
2.5/2.5 AVG 23.5%
1.5/1.5 AVG 23%

The EER is calculated with various outlier removal techniques. The distance metric is the Manhattan City Block
distance metric with standard deviation, from Section 7.1.4. SD is standard deviation values in the template
and AVG is the average values in the template. We improved both standard deviation values and average
values in most of the tests, but we also tried to keep the original standard deviation values and only improve
the average values. Above/Below is the accepted boundaries in N number of standard deviations above/below
mean.

When distance metrics with standard deviation are used, it is sometimes best to not
remove any outliers, see the ROC curves in Figure 7. The green curve is when we improve
the average values and standard deviations by removing outliers 1.5 standard deviations
above and 2.5 standard deviations below mean. The red curve is when the original stan-
dard deviation is used. And the black curve is when no outliers are removed. Distance
metrics without standard deviation will normally benefit from removing outliers, like in
Figure 8 where we use the Euclidean distance metric. The green curve is when we re-
move outliers, and the red curve is when no outliers are removed. It is easy to see that
the Euclidean benefits from removing outliers, the same is true for the Manhattan city
block distance without standard deviation.
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Figure 7: The ROC curve for various outlier removals with the Manhattan city block distance
metric divided by the standard deviation. Green is when we remove outliers that are 1.5 standard
deviations above and 2.5 standard deviations below mean and use the new standard deviations.
Red is when we keep the original standard deviations. And black is when no outliers are removed.
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Figure 8: The ROC curve for various outlier removals with the Euclidean distance metric. Green
is when we remove outliers that are 1.5 standard deviations above and 2.5 standard deviations
below mean, and red is when no outliers are removed.

If we use the standard deviation in a distance metric it seems like it is a good idea
to not remove any outliers, but this approach does not guarantee good performance.
In Figure 9 is a template for the password “p7eneZuh”, which we used in the imitation
experiment. In this figure the black curve is the enrolled average value, the upper blue
curve is one standard deviation added with the average value, the lower blue curve is one
standard deviation subtracted from the average value. In this graph point nine on the x
scale is very strange. The standard deviation is very large, and the average value is much
higher than where the majority of the points are. Although there were thirty password
typings during enrolment, only two large values were needed to make h’s duration (point
nine) in the reference profile wrong (latency between p-7 (10), 7-e (11) and e-shift (14)
are also wrong (point 10, 11 and 14)). When outliers 1.5 standard deviations above
and 2.5 standard deviations below mean are removed, the reference profile looks very
different, and much more correct. Figure 10 visualize the timings after outliers have been
removed.

We discovered this problem when we tried to use the reference profile before outliers
were removed, and it then became fairly easy to be authenticated as this user. It is a very
simple reason for this, since we divide by the standard deviation in the distance metric,
and four features had very large standard deviations. This means that the distance metric
had four less features to check. However, two points where better in Figure9 than in
Figure 10. Too many timings where removed from the latency between z-u (16) and
u-h (17), the standard deviation values are very small and the legitimate user will find
it difficult to be authenticated. With a global threshold, both situations are bad. Fewer
features means a smaller result from the distance metric, and with a global threshold it
was easier to imitate this user. Too small standard deviations will generate a high result
from the distance metric, and the legitimate user will find it difficult to be accepted by
the system.
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Figure 9: The reference profile for one participant with the password “p7eneZuh”, no outliers are
removed. The duration timings are first, and then the latencies.

7.1.13 Overlap

It is easier to distinguish users on unique features, than general features. We therefore
tried to calculate the overlap of all enrolment samples, by comparing two and two en-

21
rolled templates. We had 21 participants for this test, giving [ 2 | = 210 pairs to com-

pare. And for each pair E;, E; where i # j, we calculate the overlap. The overlap is where
the participant i interval overlaps participants j’s interval. The participant’s interval is the
values between a maximum and minimum value. Where the maximum and minimum
value is enrolled mean + one standard deviation, and enrolled mean - one standard de-
viation. This is visualized in Figure 11, where O is the overlap for one feature between
two participants. We used the formula in Equation7.14 to calculate the overlap values
for all the pairs.

O = max (0, min(Y1y, Y2;) — max (X1, X2;)) (7.14)

Where the O is the overlap. X1 and Y1 is the minimum and maximum values for partic-
ipant one. X2 and Y2 is the minimum and maximum values for participant two. i is the
feature.

When we calculated the overlap for all participant pairs and added together the over-
laps, we created a graph where the sum for each feature is drawn, see Figure 12. The
duration is the 11 first points, and the latency is the 10 last points. We see that the du-
ration values are relatively small compared to the latency values, except for the shift-key
duration, shift-key latency, e-m latency and m-m latency.

The overlap graph is very similar to the standard deviation graph, which is logical
since a large standard deviation is more likely to give a large overlap.

We tried to use the overlap in a distance metric, we used the Manhattan distance and
divided with the overlap.

= Xi— Y
DX,Y) =) loi»‘ (7.15)
i=1 '

Where the O; is the overlap for feature 1.
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Figure 10: The reference profile for one participant with the password “p7eneZuh”, outliers that
are 1.5 standard deviations above and 2.5 standard deviations below are removed. The duration
timings are first, and then the latencies.

This gave us an EER of 28%. We improved the values further by removing features
that had high overlap values. By removing seven features that had the largest values we
got an EER of 21%. By removing the ten largest values we got a small improvement,
but not significantly smaller. Removing a few features with the largest overlap seems like
a good idea, this can be done with other distance metrics as well. We tried to remove
seven features from the Manhattan City Block distance with outliers removed from 1.5
standard deviations above and 2.5 standard deviations below, the EER was improved
from 27% to 24.5%. Features with a large overlap will generally have a large standard
deviation, this means that if features with a large standard deviation are removed, the
distance metric will probably be more accurate.

When we removed seven values, only latency features was removed. Since the stan-
dard deviation graph is so similar to the overlap, this also means that these seven features
also have the highest standard deviation values.

We believe that people are more consistent on the duration than on the latency when
they type a new text, since they have to learn the password. This tells us that an adapting
mechanism could greatly improve our results.

7.2 Imitation Experiment
7.2.1 Threshold

In a verification system based on keystroke dynamic, users are being compared against
a stored reference template for the specific user. If the distance score returned from the
distance metric is smaller than a threshold the person typing is accepted as the user, and
if the distance score is higher the person typing is denied access to the system. We are
using a global threshold in our experiments, but the studied literature suggests that an
individual threshold will give the best results, see [6].

A global threshold means that all users have the same threshold, while an individual
threshold is when the threshold is adjusted to fit a specific user. It is easy to choose an
individual threshold to get the desired False Rejection Rate (FRR). A global threshold on
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Figure 11: Overlap between two participants, for the “a”’s duration in the password “jamu9reS”.
M1 is participant one’s mean, M2 is participant two’s mean. X1 and Y1 is participant one’s min-
imum and maximum value. X2 and Y2 is participant two’s minimum and maximum value. The
overlap is O.

the other hand is more difficult, since a specific threshold can be perfect for one user,
and useless for another user. If all users were using the same password we could find
the best global threshold as we did in the authentication experiment to find the EER.
But the users should have different passwords, and we can not compare other legitimate
user’s password typing against each other, since they have different passwords. It is of
course possible to find the FRR for the system, by using 2/3 of the enrolment typings as a
template, and last 1/3 as login attempts. And then choose a threshold with an acceptable
FRR. The problem is that some password/user combinations are easier to imitate than
other combinations, and they should have a lower threshold or another password. But it
is probably very difficult to discover these situations.

In Figure 13 it is possible to see the typing from the three participants acting as victim
in the imitation experiment. There are three graphs from each participant, the mean
values, the mean + one standard deviation, and mean - one standard deviation.

We have tested several threshold values in the authentication experiment. It is impor-
tant to remember that the Manhattan City Block distance metric with standard deviation,
which we used in this experiment will get different scores based on the standard devi-
ation value. A large standard deviation will return a small score, and a small standard
deviation will return a large score. This is also true for other distance metrics which
take standard deviation into account. Outlier removal will obviously decrease the stan-
dard deviation, and the distance score will therefore be higher if outliers are removed.
This however does not imply that the distance metric perform worse, it means that the
distance scores from both legitimate and impostor attempts will be larger, and a higher
threshold should therefore be used.

In the authentication experiment we tested which threshold was best suited for the
imitation experiment. We removed outliers that was 1.5 standard deviation above and
2.5 standard deviations below mean, as described in Section 7.1.12. We got an Equal
Error Rate (EER) of 27.4%, with a threshold of 50.6. We did however choose a threshold
of 50, which is much easier to explain to the participant. With a threshold of 50 we got
a False Rejection Rate (FRR) of 28.2%, and a False Acceptance Rate (FAR) of 26%. If
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Figure 12: All overlaps are added together, and the sum for each feature is plotted in this graph.
The password is “p5uxAc6emm”. The first 11 features are duration and the last ten features are
latencies.

we did not remove any outliers, a threshold of 50 would result in a FRR of 0.7% and
a FAR of 78%. This means that almost all impostor attempts are accepted. The correct
threshold when no outliers are removed is 27. We should probably have chosen a smaller
threshold than 50, since there are different password lengths in the two experiments. In
the authentication experiment we had 10 characters, and 8 characters in the imitation
experiment. All passwords had one upper character, which means that we had 11 and
9 keystrokes respectively in the authentication experiment and imitation experiment.
In the authentication experiment we could compare 21 features for each password, in
the imitation experiment we had 17 features. A threshold of 50 means that we had a
threshold average of 2.38 for each feature, with 17 features that would give a threshold
of 40.46, but we decided to use a threshold of 50, since we could not verify this theory
and the threshold is not used in our analysis.

In the imitation experiment we used a threshold of 50 in program one, which means
that the distance score returned from the distance metric had to be below 50, if pro-
gram one should accept the typing as the legitimate user. In the other two programs the
distance score is returned, and we explain the score results to the participants. We calcu-
lated FRR and FAR for each of the three passwords, based on the typing from the three
victim participants. We calculated the FRR by using the first 20 typings as a template
for each user, and the last ten typings as legitimate login attempts. We calculated the
FAR by comparing all typing samples from the other two participants against the same
template as in the FRR calculation. In Figure 14, is the ROC curves created from the FRR
and FAR values. The three colours red, blue and black are the three different participants
and the squares are the FAR and FRR values when the threshold is 50. We see that the
red participant has an FAR of zero and an FRR of 0, 10 and 20% when the threshold
is 50. Some of the user/password combination has an EER of 0%, and the worst EER
is 10%. We get these good results since we only have ten legitimate login attempts and
60 impostor attempts for each password/user combination. But it is clear that a global
threshold can not be perfect for everybody, and we see that one participant has an FRR
of 0% and a FAR of almost 40% with this global threshold. This participant should have
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Figure 13: Enrolled user templates for the three participants acting as victims. There are three
graphs for each user, mean + one standard deviation, mean and mean - one standard deviation.
This graph shows the template for the password jamu9reS. We can see that there are similarities
between the participants, but the templates are definitely different.

a smaller threshold, and the participant with 20% FRR and 0% FAR should have a larger
threshold.

Individual thresholds could be found by saying that all users should have an FRR of 10
- 20%. In this example we would get an FAR of less than 2% if all users had an individual
threshold where the FRR was 20%. But if we had decided the threshold with an FRR
of 10%, one user would get an FAR of 25%. Finding the perfect individual threshold is
difficult, but it is definitely possible to find a user specific threshold, which is better than
the global threshold. We decided to use a global threshold since we do not need the extra
accuracy in our imitation experiment, we are only interested in the scores returned from
the three programs. In addition, the “accepted/fail” answer to the participant based on a
threshold is not interesting in the analysis.

We have also discovered that the distance score returned from the distance metric
also depends on the password, and not only the user. In the imitation experiment we
discovered that password three had a higher FAR than the first password, except for one
participant. Participant one had a FRR of 0% for all three passwords, and a FAR of 1.6,
23 and 37% for the three passwords. Participant two had a FRR and FAR of 0% for the
first password, and a FRR of 10 for the two other passwords, participant two also had a
FAR of 12 and 25% for password two and three. Participant three had a FAR of 0% for all
three passwords, and a FRR of 20, 10 and 0% for the three passwords. All these results
are with a threshold of 50, password one was “jamu9reS”, password two was “bruf9Tr2”,
and password three was “p7eneZuh”. The average FRR was 5.5%, and the average FRR
was 11%.

7.2.2 Outliers in the imitation experiment

The attackers in the imitation experiment had several strange distance scores, and an
attacker could have a distance score of 100, 120, 256, and then down to 112. In this ex-
ample we see that 256 is much larger than the surrounding values. This value is actually
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Figure 14: ROC curves from the three participants acting as victims in the imitation experiment.
One curve for each password/user combination, and one colour for each participant. The squares
are FRR and FAR for a threshold of 50. It is easy to see that a global threshold is not perfect for all
users in a keystroke dynamic verification system.

three standard deviations away from the average of all distance scores from the specific
attacker/password combination. The authors in [49] suggest that these outliers should
be examined carefully, and they believe that automatic removal of outliers is unwise. In
addition, they wrote that outliers should generally only be removed if they are caused by
recording errors or in setting up the apparatus.

We had one attacker participant who had much higher distance scores than the other
attackes, and the participant seemed stressed. Perhaps the participant was afraid of get-
ting a bad score, or the participant had an appointment. The participant had a very high
distance score with program two and the password “jamu9reS”, but the other two pro-
grams and passwords distance scores where also high, compared to the other attacker
participants. We therefore believe that the removal of this participant will result in more
precise results, since the participant was stressed and not really acting as an attacker.

7.2.3 Learning curves

Learning curve theory originates from observations that workers in manufacturing plants
become more efficient as they produce more units, see [40, 41]. The time needed to
create a new item decrease with a percentage every time the production is doubled. The
percentage is called the learning rate, a learning rate of 80% means that if it takes 100
minutes to create unit number 50, it takes 80 minutes to create unit number 100.

Learning curves has been used to describe production rates, energy efficiency, cost
efficiency, labour work, quality improvement, and many other areas where “learning by
doing” can be applied.

We are using learning curves to check if it is possible to learn someone’s typing fea-
tures, by having three programs with different feedback levels. We are in this setting
interested in checking if the program with most feedback has the smallest learning rate.
A small learning rate means that the distance score will be reduced fast, and a large
learning rate means that the distance score will be reduced slowly if reduced at all. A
learning rate below 100% means that there is a reduction, and above means that there
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is an increase. If the program with most feedback has a smaller learning rate than the
other programs, it means that it is probably possible to learn someone’s typing features.
See Equation 7.16.

Score(x) = Sox(t09LR)/(log2) (7.16)

Where LR is the learning rate in percentage. Sy is the distance score from the first pass-
word typings. And x is the password typing number.

With the original typings We use the original password typings from each attacker,
with various number of typings from each attacker, and the same number of typ-
ings from each program. We calculated the learning rates for all attacker/program
combinations. Program one got an average learning rate of 88.8%, program two
got an average learning rate of 99.8% and program three got an average learn-
ing rate of 85.1%. Program three has a lower learning rate than program one and
two, which means that attackers typing will be closer to the victims typing after n
password typings. See Figure 15 for the learning curves from these learning rates.
If attackers using program one, two and three all started with a distance score of
100. Then after 200 password typings, attackers with program one would have a
distance score of 40, 48 with program two, and a distance score of 29 with program
three. The learning curves indicate that the distance scores will become zero after
N typings, but there must for obvious reasons exist a limit higher than zero. Since
not even the legitimate user will get zero distance score.

The three attack groups performed differently, attack group A had an average learn-
ing rate of 89.2%, 90.2% and 81.3% for program one, two and three. Attack group
B had 83.2%, 82.6% and 87.8% for program one, two and three. Attack group C
had 94.0%, 99.6% and 86.3%. We see that attack group B performed worst with
program three, but the other two groups performed best with program three.
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Figure 15: Learning curves for the three programs with the original values, when the five first
attacker typings removed. The highest typing is program two, the lowest curve is program three.
This means that attackers with program three will get a lower distance score after n password
typings, than if they where using program one or two.
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Although it seems like program three performs better than program one, the learn-
ing rates from the three programs are not different enough to be conclusive. We
calculated learning rates for the attackers against the three different passwords,
and learning rates from attackers against the three different victims. These learn-
ing rates between the different passwords and d between the different victims were
more different than the learning rates from the different programs. It is therefore
safer to conclude that both victim and password influence the attackers learning
rate more than the program. However, none of these learning rates are different
enough to be conclusive.

A Student’s t test determines whether a statistically significant difference exists
between two means, see [36]. We performed a Student’s t test on the learning
rates from the three different programs, and the learning rates could be from the
same mean. The hypothesis Hy stands, see [50, 51].

When we remove the five first typings When we remove the five first password typ-
ings from each attacker, we remove most of the typings where attackers learn the
password. It is in these five typings that most of the hesitations occur. We calcu-
lated the learning rates for all attacker/program combinations, and program one
gets an average learning rate of 96.6%, program two gets an average learning rate
of 96% and program three gets an average learning rate of 94%. Program three
has a slightly lower learning rate than program one and two, which means that
attackers typing will be closer to the victims typing after n password typings. See
Figure 16 for the learning curves from these learning rates. If attackers using pro-
gram one, two and three all started with a distance score of 100. Then after 200
password typings attackers with program one would have a distance score of 77,
73 with program two, and a distance score of 62 with program three.

The three attack groups performed differently, attack group A had an average learn-
ing rate of 98.3%, 97.8% and 95.6% for program one, two and three. Attack group
B had 96.4%, 90.3% and 93.6% for program one, two and three. Attack group C
had 95.1%, 99.9% and 92.7%. We see that all three groups performed better with
program three than program one, but Attack group C performed worst with pro-
gram two. It is important to remember that attack group C had one attacker who
performed badly, see Section 7.2.2.

Although it seems like program three performs better than program one, the learn-
ing rates from the three programs are not different enough to be conclusive. In
fact the learning rates from the three different password and victims are slightly
more different than the programs. A Student’s t test determines whether a statis-
tically significant difference exists between two means, see [36]. We performed
a Student’s t test on the learning rates from the three different programs, and
the learning rates could be from the same mean. The hypothesis Hy stands, see
[50, 51]

Removed one participant We removed the participant that was stressed, and had a very
high distance score, see Section 7.2.2. The rest of the dataset was similar to the
original dataset, but group C had two participants, while group A and B are orig-
inal. We calculated the learning rates for all attacker/program combinations, and
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Figure 16: The learning curves for the three programs when the five first attacker typings removed.
The highest typing is program one, the lowest curve is program three. This means that attackers
with program three will get a lower distance score after n password typings, than if they where
using program one or two.

program one gets an average learning rate of 89.7%, program two gets an average
learning rate of 91.5% and program three gets an average learning rate of 85.0%.
Program three has a lower learning rate than program one and two, which means
that attackers typing will be closer to the victims typing after n password typings.
See Figure 17 for the learning curves from these learning rates. If attackers using
program one, two and three all started with a distance score of 100. Then after 200
password typings attackers with program one would have a distance score of 44,
51 with program two, and a distance score of 29 with program three. The three
attack groups performed differently, attack group A had an average learning rate
of 89.2%, 90.2% and 81.3% for program one, two and three. Attack group B had
83.2%, 82.6% and 87.8% for program one, two and three. Attack group C had
100.3%, 106.8% and 86.3%. It is important to remember that attack group C has
two attackers, while attack group one and two had three attackers.

Although it seems like program three performs better than program one, the learn-
ing rates from the three programs are not different enough to be conclusive. In
fact the learning rates from the three different password and victims are slightly
more different than the programs. A Student’s t test determines whether a statis-
tically significant difference exists between two means, see [36]. We performed
a Student’s t test on the learning rates from the three different programs, and
the learning rates could be from the same mean. The hypothesis Hy stands, see
[50, 51].

The learning curves can indicate that it is possible to learn someone’s typing charac-
teristics, since program three had a “quicker” learning curve than program one. Attackers
using program three would most of the time get a smaller distance score after some typ-
ings than with program one, but the Student’s t test has shown that this is not necessarily
true, and the Hy hypothesis can not be rejected. We have also conducted other statistical
analysis of the authentication experiment.
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Figure 17: Learning curves for the three programs with eight attackers, one attacker is removed,
and the rest of the dataset is original values. The highest curve is program two, the lowest curve is

program three. This means that attackers with program three will get a lower distance score after
n password typings, than if they where using program one or two.

7.2.4 Descriptive statistics

Before statistical analysis can begin, we have to describe the data we are performing the
analysis on. Like finding points of central tendency, variability, and which variables are
related.

We had nine participants acting as attackers in the imitation experiment, and the
nine attackers were put in three different groups, and the groups tried the programs in
different order. Some of the attackers where more eager to imitate the victims than other,
and the eager attackers tried more often than the less eager attackers. This means that
some of the attackers contributed with more data than other attackers. The analysis will
probably depend more on the eager attackers since they contributed with more data, this
is not necessarily bad, since the eager attackers are probably more motivated and a real
attacker would be very motivated. The attackers also contributed with various number
of distance scores from the three programs, like 21 from program one, 20 from program
two and 25 from program three. We analyse on the same number of distance scores from
all three programs per attacker, we would in this example take all 20 distance scores
from program two, and the 20 first scores from program one and two. Another attacker
could have 22 distance scores from all programs, and some had fewer, the least eager
attacker had 13 distance scores, and the attacker with most distance scores had 26.

With all nine attackers and equal number of distance scores from the three programs
we had 169 distance scores from each program, a total of 507 distance scores from all
three programs. We had 169 distance scores from each password, and 169 distance scores
against each victim. The distance scores have a median of 82, and a mean of 110. The
mode is 63, which is the most frequently occurring score, see [36]. The distance score
has a range of 595, which is the difference between the lowest and highest value. The
first quartile is 58, and the third quartile is 128, the first quartile is where 25% of the
score values are below, and the third quartile is where 75% of the values are below. The
interquartile range is 128 —58 = 70, this means that 70 is the range for the middle 50% of
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Table 8: Correlation table.

Number | Score | Program | Password | Victim | Attacker
Number | 1 -0.27 | 0 0 0 0.1
Score -0.27 1 -0.03 -0.2 0.3 0.3
Program | O -0.03 |1 -0.03 -0.03 | O
Password | O -0.2 -0.03 1 -0.03 |0
Victim 0 0.3 -0.03 -0.03 1 0
Attacker | 0.1 0.3 0 0 0 1

The correlation between the various variables in the imitation experiment.

the score values. The standard deviation is 85, and the variance is 7221 for the distance
score of all three programs. The distribution of the distance scores are positively skewed,
see Section 7.2.5.

In the regression analysis it is important that the independent variables are uncorre-
lated with each other, see Section 7.2.6. Table 8 shows the correlation table for the data,
where number, program, password, victim and attacker are the independent variables,
and score is the dependent variable.

In the correlation table 8, there is a very small correlation between program, password
and victim. This is caused by the various number of distance scores from the attackers,
and there is no correlation between these variables when we have an equal number of
distance scores from the attackers. The correlation between program and score is slightly
bigger than the correlation between program, password and victim. The independent
variable that is least correlated with the score is the program, this is probably due to the
fact that the three programs have a high distance score variation. The correlation table
shows that the experiment could have benefited from a fixed number of scores from each
participant, but this could increase the number scores from unmotivated attackers. And
the correlation is so small between the independent variables that they are practically
uncorrelated. This is also the case with the program and score, there is a negative almost
nonexistent correlation between them. Negative means that program two and three will
have a lower score than program one, but this correlation is almost nonexistent, and we
certainly can not reject the Hy hypothesis.

7.2.5 Distribution

We created histograms for all three programs, where all distance score distributions were
positively skewed. Positively skewed means that the peak is to the left of the midpoint and
there is a long tail to the right, where the peak is the interval with most number of scores,
see [52, 36, 50]. See the Figures 18, 19 and 20, for the histograms and distributions. In
the histograms it is easy to see that program three has more scores between zero and 50,
than both program one and two. Since 50 was the threshold, much more attackers got
accepted as the victim with program three, than with the other two programs.

When we analysed the original data, with the same amount of scores from all three
programs, program three had the lowest mean, but program two had the highest mean
and lowest median, see Table 9. There is a great difference between mean and median
for program two, this is due to some extreme values, especially from one participant.

If we remove the attacker with the high distance scores, the same participant as in
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Table 9: Min, median, mean and max from program one, two and three.

Program: | Min | Median | Mean | Max

One 30.3 | 93 107.9 | 406.4
Two 389|771 120.3 | 623.7
Three 28.5 | 81.3 101.7 | 388.0

The minimum, maximum, median and mean score for the three programs. With the same number of scores
from the three programs, but different number of scores from the participants.

Table 10: Min, median, mean and max when we remove one participant.

Program: | Min | Median | Mean | Max

One 30.3 | 85.6 98.1 | 406.4
Two 38.9 | 73.0 85.4 | 261.0
Three 28.5 | 75.4 88.4 | 335.2

The minimum, maximum, median and mean score for the three programs. When we remove one attacker with
high distance scores.

Section 7.2.2, the mean and median will be much more similar for program two, but also
for the other two programs, see Table 10.

We also tried to remove the first five distance scores from each imitation attempt,
with all attacker participants. See Table 11 for the min, max, median and mean values.

7.2.6 Regression analysis

In linear regression analysis we assume that the relationship between the depended vari-
able Y and the independent variable X follow a straight line. And the relationship can be
expressed with the formula for a straight line, see [49].

Y=R0+PR1X+e (7.17)

Where Y is the depended variable, X is the independent variable, the password typing
number in our experiment. 3, is the start point when X is zero, (37 is the growth param-
eter, how much is the line increased or decreased for every X. € is the random element,
and is due to variation or measurement errors.

One of the first analyses we perform is analysis of variance (ANOVA), which answer
the question of how much of the variation of the data has been explained by the re-
gression line. We used the original dataset with equal amount of data from the three pro-

Table 11: Min, median, mean and max when we remove the first five distance scores.

Program: | Min | Median | Mean | Max

One 30.3 | 86.7 95.3 | 318.1
Two 38.9 | 73.8 111.4 | 484.9
Three 28.5 | 73.2 87.9 | 256.6

The minimum, maximum, median and mean score for the three programs. When we remove five distance
scores from each imitation attempt, with all attack participants.
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Figure 18: Histogram for program one, when all attack participants are included. A is the median,
B is the mean. The distribution is positively skewed.

Table 12: Analysis of Variance Table.

Df | SumSq | Mean Sq | F value | Pr
Number |1 260975 | 260975 | 111 2.2e-16
Program | 2 30545 15273 7 0.0016
Victim 2 378934 | 189467 | 81 2.2e-16
Attacker | 8 1683352 | 210419 | 90 2.2e-16
Password | 2 146772 | 73386 31 1.7e-13
Residuals | 491 | 1153385 | 2349

Analysis of the variance table. The score is the depended variable Y, and the independent variables are program,
password, victim, attacker and number. We see that all the independent variables influence the score with a
relatively high probability.

grams, and various number of distance scores from the attacker participants. We have the
score as the depended variable Y, and the independent variables are program, password,
victim, attacker and number, see Table 12 for the ANOVA table.

From the ANOVA table it seems like the program does influence the score. But the
residual sum of squares in the table shows that the actual observations do not lie on the
regression line, if all observations would lie on the regression line then the residual sum
of squares would be zero. This is obviously not possible, but 1153385 could indicate that
the regression line is unsuited.

If a regression analysis should be accurate it has to comply with some conditions.
The regression should be a linear line, absence of multicollinearity, the errors (residuals)
should be independent, have a constant variance and follow a normal distribution. See
[49, 52].

Absence of multicollinearity means that variation of the different independent vari-
ables should be independent of each other. If one independent variable is adjusted, the
other independent variables should be unaffected. This can be checked with a Variance
Inflation Factor (VIF) test. If one of the independent variables score more than 10, it
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Figure 19: Histogram for program two, when all attack participants are included. A is the median,
B is the mean. The distribution is positively skewed.

means that there is a problem with the dataset. The VIF test gave none of the indepen-
dent variables a score of more than 1.13, which means that there is no multicollinearity
problems in the dataset.

A residual plot shows us that the constant variance condition is a problem, see Figure
21.

We need a constant residual variance to achieve a reliable regression analysis, and we
therefore had to adjust the regression model. This is done by transforming the depended
variable Y, we tried square root transformation and natural logarithmic transformation.
The natural logarithmic transformation gave the best results, a constant residual vari-
ance, see Figure 22. The ANOVA analysis for the new regression model with In(Y) as
the depended variable showed that the program still influence the score, and the mean
residual square was close to zero. The VIF test was almost equal to the previous VIF test,
this means that the transformation of Y to In(Y) resulted in a better regression analysis.
We are therefore using the transformed regression analysis in the rest of the regression
analysis.

The residuals are due to the “central limit theorem” normal distributed in large pop-
ulations. We have 507 samples in the data and that is according to [52] large enough.
But we had to check the residuals distribution, which were almost perfectly normal dis-
tributed with the transformed regression model, and both mean and median were equally
to 0. We also tried to see if the original regression model had a normal distributed, and it
was actually left skewed. If the residuals had not followed a normal distribution, the hy-
pothesis testing could have been wrong. We could risk ending up with the wrong conclu-
sion. But with the transformed regression model the residuals were normal distributed,
and the hypothesis testing should be correct.

All independent variables that influence the depended variable should be in the model.
Other “unknown”variables that influence the depended variable Y should be in the ran-
dom element e. We have checked the residuals against the independent variables in the
model, and they seem to be uncorrelated. It is difficult to test this condition, but if we
identify all the independent variables that can influence the depended variable, and in-
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Figure 20: Histogram for program three, when all attack participants are included. A is the median,
B is the mean. The distribution is positively skewed.
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Figure 21: Residuals plot, the residuals are widening to the right. Showing that there is a noncon-
stant variance.

clude them in the regression analysis, the condition should be satisfied. We can however
never be entirely sure that all possible independent variables X that influence Y are iden-
tified. Violation of this condition does not mean that the regression analysis is wrong,
most regression analysis violate this condition to some degree. Since we have included
five independent variables we should be relatively safe.

The last condition is that the regression should be a linear curve, we know that the
distance scores were reduced quickly in the beginning when the attacker was learning
the password, and it was reduced slowly in the end. The actual distance score looked like
the learning curves we analysed in Section 7.2.3. The distance score does therefore not
follow a linear curve, it would have reached negative distance score if it had been linear.
It is impossible to get a negative distance score, and the transformed model is better,
since it follows the exponential curve. Formula for the exponential curve is in Equation
7.18.
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Figure 22: Adjusted residuals plot, we changed the regression model, the depended variable is now
In(Y), the independent variables are the same as before. The residual plot now shows that there is
a constant variance.

Y =pBoeP X +e (7.18)

Where Y is the depended variable, X is the independent variable, the password typing
number in our experiment. 3, is the start point when X is zero, (37 is the growth param-
eter. € is the random element, and is due to variation or measurement errors.

To find the exponential regression we simply transform the depended variable Y to
In(Y), exactly as we have done in the transformation. Although the regression curve
is exponential, the regression analysis performed is linear. This means that the linear
regression will be correct, and the condition is good. The F-statistics shows that the re-
gression curve has a good fit to the observed values, the assumption of an exponential
model is sound.

The regression analysis of the transformed model can be seen in Table 13. Since Y is
transformed to In(Y), the growth parameter describe the change in percentage instead
of absolute change. This means that the distance score is reduced by 1.8% every time
an attacker tries to enter the password. The program, victim, attacker and password
are either zero or one. Program three reduce the distance score by 9.7% from program
one. For growth parameters bigger than 0.2 we need to use a formula, example is for
password two. If the victim is using password two the distance score is reduced by 100 *
(e70-260 1) = 22.9%, see [52]. In this analysis it is highly probable that program three
reduce the distance score, compared with program one. The regression analysis shows
that it is 99.5% certain that program three will reduce the distance score. If we remove
the attacker with very high values there is a larger difference between program three
and one, even program two is outside a 95% confidence interval. If we remove the five
first typings, it is 99.9% certain that program three will reduce the distance score. It is
actually less certain that the distance score will be reduced by the number of tries. With
the original data in the regression table we see that victim, password and some attackers
influence the distance more than the program.

When we are testing hypothesis there is always a risk of making the wrong conclu-
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Table 13: Regression analysis.

Estimate | Std. Error | t value | Pr(>|t|)
Intercept 4.722 0.063 75.34 | < 2e-16
Number -0.018 0.002 -7.64 1.17e-13
Program 2 | -0.048 0.034 -1.39 0.165
Program 3 | -0.097 0.034 -2.83 0.005
Victim 2 0.141 0.034 4.12 4.55e-05
Victim 3 0.518 0.034 15.09 | < 2e-16
Attacker 2 | 0.037 0.066 0.56 0.573
Attacker 3 | -0.249 0.063 -3.97 8.43e-05
Attacker 4 | -0.366 0.062 -5.88 7.60e-09
Attacker 5 | 0.142 0.070 2.03 0.043
Attacker 6 | 0.174 0.067 2.61 0.009
Attacker 7 | -0.113 0.064 -1.76 0.079
Attacker 8 | -0.383 0.062 -6.19 1.30e-09
Attacker 9 | 0.953 0.065 14.68 < 2e-16
Password 2 | -0.260 0.034 -7.57 1.90e-13
Password 3 | -0.276 0.034 -8.02 7.76e-15

Regression analysis table of the transformed regression model. Where Y is transformed to In(Y). This regres-
sion analysis shows that program three has a lower score than program one. Since Y is transformed to In(Y)
the growth parameter describe the percentage change in Y for every unit X is increased, see [52].

sion, we can falsely reject Hy when Hy is true, or we can falsely keep Ho when it is
wrong. The first is a type one fail, and the second is a type two fail. Both type fails are
bad, and we can never be 100 % sure that we make the correct choice. In this example
we can say that it is more than 99.5% certain that program three reduce the distance
score compared to program one. We have checked that the analysis complies with the re-
gression analysis conditions, and the regression analysis should therefore be valid. This
means that we have to reject Hy, and can conclude that it is possible to learn someone’s
typing characteristics. Our findings indicate that it is difficult to imitate someone’s typing
characteristics, since some of the attackers were unable to improve their imitation with
the additional feedback, and the difference between program one and program three is
relatively small.
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8 Discussion

Most of the discussion is already done in the previous chapters, but we have summarised
and discussed further some important aspect of the thesis.

8.1 Authentication experiment
8.1.1 Password

We had one password for all 21 participants in the authentication experiment, the pass-
word was randomly generated with a password generator, see [39]. We choose the pass-
word “p5SuxAc6emm”, since it utilise most of the keyboard partitions and a ten characters
long password was the best trade-off between classification and usability, see Section 3.1.

Almost all our participants reported that the password was too long and difficult to
remember. The authors of [34] also discovered that random passwords are hard to
remember, they suggested using pass phrases instead. Pass phrases are created by the
users, our participants needed to learn the random generated password. Although the
password was constantly displayed to the participants, our findings indicate that secure
passwords generated by an authority can be difficult to remember. This means that users
will write down the password, with all the extra security issues involved. There is nothing
wrong with writing down the password, as long as the user adequately protects the
paper; this is for obvious reasons a security hazard.

Since brute-force attacks are mitigated with keystroke dynamics, it is possible to use
shorter memory friendly passwords. Shorter passwords are also more user friendly, and
this is one of the reasons why we choose to have eight characters long passwords in the
imitation experiment.

8.1.2 High EER

We got a relatively high Equal Error Rate (EER) in the authentication experiment, the
best suited distance metric for the imitation experiment had an EER of 23%. This is
higher than most if not all published reports on keystroke dynamics. There are several
reasons why we got a high EER in comparison with the studied literature.

We had a tested text (password) of ten characters, this is short compared to other
reports, like in [53] where the tested text was 683 characters long.

We did not have any adapting function in our experiment. An adapting function is
a function than adapts the user template to changes in the users typing characteristics.
An adapting function should improve our results, especially since the experiment was
conducted over a relatively long period of time.

Our participants ran the experiment on their own computer at home or work, this
means that the timing accuracy will be different between the participants. The timing ac-
curacy should be much smaller than 1 ms for all participants, but this cannot be verified.
A low timing accuracy produce less accurate decision results, according to [53, 18].

We had 12 enrolment samples in the experiment. A higher number of enrolment
samples produced better results, but we needed more than 25 enrolment samples before
we got a significant (3.5%) reduction of the EER.
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It is possible to improve the distance metrics further, we tried to divide with the
Root Mean Square (RMS) instead of the standard deviation in the Manhattan City Block
distance metric in Section 7.1.4, see [44, 54]. This resulted in an EER of 20.5%, when we
removed outliers 1.5 standard deviations above and 2.5 standard deviations below. The
RMS is connected with the mean and standard deviation, X2, , = X + o2. This means
that the RMS will always be greater than or equal to the mean. With 25 enrolment
samples, the EER was reduced to 19%. This means that it is possible to improve our
results in the authentication experiment.

The main reason for this high EER is probably that the experiment was conducted in
an uncontrollable environment, that is on the participants own computers. The partici-
pants could be distracted, a high CPU load can reduce the timing accuracy, the partic-
ipants could use different keyboards if they ran the experiment on several computers,
they could try to write in a “funny” way for their own amusement, and there is always
the risk that other than the participants tried the program. We had informed our par-
ticipants that it was important that only the correct person used the program, but we
could not control this. Although there are risks involved in an uncontrolled experiment
environment, we believe that the results will be more realistic if the experiment is run
on the participant’s computer without any supervision. Since this better imitates a real
keystroke dynamic verification system.

8.1.3 Misspellings

Although we received more than 2000 password typings from our participants, about
340 (16.9%) of these password typings where misspellings or aborted password typings.
Misspellings could occur anywhere in the password, but the aborted passwords where
normally aborted in the beginning.

Most of these 340 password typings could be classified as misspellings, since it seems
that the participants knew when they made a spelling mistake and often aborted the
password typing by pressing the “enter” button. One example is a participant entering
“p”, “6”, “back” and “enter”. The participant discovered that he or she had written “6”
instead of “5”, and then tried to erase the mistake with “back space”. We did not deal
with backspace in our experiment, and the participants knew that the program would
return “password fail” instead of a score when they used backspace. They quickly learned
that instead of fixing the misspelling, they could press “enter” or “login” and start from
scratch.

If we had handled backspace as described in Section 2.6.3, the percentage of mis-
spelled password would most likely be much lower. A real system therefore needs to
handle backspaces.

8.1.4 Timing accuracy

We know from previous reports on keystroke dynamics that the timing accuracy is im-
portant. The authors in [29] state that the timing accuracy should be better than one
ms. This was also the reason why we did not use a Java applet to capture the keystroke
typings. Java applets have a timing accuracy of 10 ms or worse in some systems, like
Microsoft. Our program had a better timing accuracy than 1 ms, but since it run on dif-
ferent computers there could be different timing accuracies. It could be as low as one ps,
but it would be worse on a slow system with many processes running. We had no way
of knowing what the real timing accuracy was on the participants systems. Variation in
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Figure 23: FAR and FRR with an adapting function for one participant in the authentication exper-
iment. The EER is 6% and the graph looks strange due to outlier removal.

timing accuracy could however contribute to our relatively high EER, since some refer-
ence templates could be generated with a low timing accuracy. However, we believe that
timing accuracy in our experiment was good enough and that timing accuracy had little
to do with our high EER.

8.1.5 Adapting function

The studied literature suggest that an adapting function should be implemented in an
authentication system based on keystroke dynamics, see [22, 18]. This is needed to
adapt the user’s reference profile to his or her changes in typing characteristics, since
the typing characteristics changes over time. We did not need an adapting function in
the imitation experiment and our focus was therefore on distance metrics without an
adapting function. The authors in [18] reduced their EER by 50% when they used an
adapting function. Our results in the authentication experiment should also improve,
but we do not know to which extent. We tested an adapting function for one of the
participants in the authentication experiment, we used the Manhattan City Block distance
divided by the standard deviation, see Section 7.1.4. We removed outliers that were 1.5
standard deviations above and 2.5 standard deviations below mean. The participant had
an EER of 9% without the adapting function, and the EER was reduced to 6% with the
adapting function.

The tested adapting function replaces the oldest typing in the reference template
each time the user’s login attempt is accepted. The mean and standard deviations are
recalculated each time a new login attempt is accepted. Figure 23 shows the FAR and
FRR rates for several thresholds, the FRR graph is a bit strange for some thresholds, it
is not logically that there is an lower FRR with a threshold of 50 than with a threshold
of 55, the opposite is logic. This is probably caused by problems with outlier removal,
where the standard deviation gets too small for some features and therefore makes the
subsequent login attempts less likely to succeed.

The FAR rate is calculated with the new user template for each threshold. This means
that the FRR is first calculated for a specific threshold, then the resulting template is
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Figure 24: FAR and FRR without an adapting function for one participant in the authentication
experiment. The EER is 9%.

used to calculate the FAR for the specific threshold. This means that the participant’s
last password typings will probably be the template in the higher thresholds. Since the
last typings are probably always accepted with the high thresholds. This makes the FAR
curve smooth, but the EER could be inaccurate and we can not conclude that an adapting
function will improve the results from this test, when we tested the adapting function
on another participant we actually got an higher EER with the adapting function than
without. The difference was larger than 10%. A more accurate test would be to take
the time when the passwords were typed into account, so that almost all the generated
templates would have impostor attempts. Figure 24 shows the same participant as in
Figure 23 without an adapting function.

What we can conclude with is that individual thresholds will reduce the EER, the par-
ticipant in Figure 24 had an EER of 9% with an individual threshold. If he or she had
used a global threshold, the FRR would have been around 20% for this participant, with
the global threshold that gave the lowest EER with all participants. This is the same for
all participants, there is normally a threshold that results in a lower EER than the global
threshold. Choosing this threshold in a real authentication system is not as straight for-
ward as in our experiment, since users have different passwords and we cannot calculate
the FAR.

8.2 Imitation experiment
8.2.1 Passwords

We had a ten characters long password in the authentication experiment. The partici-
pants reported that the password was too long and hard to remember, as discussed in
Section 8.1.1. We therefore decided to have shorter passwords in the imitation experi-
ment. We choose to have eight characters long passwords. Passwords shorter than eight
characters are considered insecure, see [34]. As in the authentication experiment, we
wanted realistic passwords, and therefore created the passwords with a random pass-
word generator [39]. This replicates a normal password distribution situation, where
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users receive a random password from their IT department.
The three passwords were:

1. jamu9reS
2. bruf9Tr2
3. p7ZeneZuh

The three passwords are of equal length, and have the same number of keystrokes.
There are nine keystrokes in each password, since there is one uppercase letter in all three
passwords. It was very important to have the same number of keystrokes, since we are
comparing the distance returned from the distance metric. Nine keystrokes means that
we can compare 17 features in the distance metric, nine duration timings and eight la-
tency timings. Each compared feature in the distance metric will produce some distance,
fewer features will therefore produce a smaller total distance. An important criterion is
that the passwords must utilize most of the keyboard partitions, this is also one of the
reasons why we decided to use these three passwords.

In the analysis, we discovered that there were some differences between the three
passwords, password one was harder to imitate than password two and three. Password
two and three were almost equally difficult to imitate. We do not know why password two
and three were easier to imitate. It seems like the design criteria for a secure password
is different from a secure keystroke dynamics password, future scientific work is needed
to find the design criteria for secure keystroke dynamics password.

8.2.2 Distance metric

We tested several distance metrics in the authentication experiment, some performed ac-
ceptable and some had a very bad performance. The worst distance metrics tested would
have been outperformed by a random decision system returning “true or false”. The best
distance metrics was our own Overlap distance metric in Section 7.1.13, when we re-
moved features with the large overlap. The Overlap distance metric was not suited in the
imitation experiment, we could not calculate the overlap values between the participants
and the distance metric can be seen as cheating, since it needs the legitimate and attack-
ers typing before calculating the overlap. It is therefore not a usable distance metric with
keystroke dynamics.

The Interval distance metric did also perform well, with an EER as low as 22% it was
the second best distance metric, see Section 7.1.10. The Interval distance metric can be
used in keystroke dynamic systems, but in our authentication experiment we discovered
that the returned distance was quite coarse and an increase or decrease in the threshold
had a great impact on the FAR and FRR values. This is probably not an issue in a real
authentication system based on keystroke dynamics. But in our imitation experiment,
we needed a distance metric that had a high resolution scale, since we were comparing
distances from attackers and needed to distinguish the attacker’s performance. The at-
tackers would generally have a distance close to the maximum distance, and that would
make it difficult to analyse which program the attackers performed best with.

We decided to use the Manhattan City Block distance divided by the standard devi-
ation, since it performed acceptable and it has a very high resolution scale. We should
therefore be able to discover differences between attackers, programs, victims, and pass-
words. During analysis, we discovered that the chosen distance metric was accurate
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enough for our needs. Since we did not use the Interval distance metric we do not know
if this can be used in a larger experiment. We believe that it is possible to modify the
Interval distance metric to be suitable, perhaps by adding more scoring values than zero
or one. Like increasing the counter with one if the feature is outside a small accepted
interval, increase with two if it is outside a larger accepted interval and increase with
three if it outside a large accepted interval. This would add more accuracy to the Interval
distance metric and it would probably be accurate enough. However, as we discovered,
the Manhattan City Block distance divided by standard deviation is good enough for a
larger experiment.

8.2.3 Victim test order

In the imitation experiment, the attackers tried to imitate the three different victims in
the same order. This gave the possibility that attackers would get better at imitating oth-
ers each time. The assumption was that attackers would improve with each imitation
attempt. If this was the case, we could risk getting the wrong results and we would need
to take precautions in the analysis. We believed that it was possible to check if the vic-
tims order matters, by comparing attackers’ learning curves against the different victims
and statistical analysis. If the order does matter, the attackers learning curves should be
steeper against victim two and three, and the regression analysis should indicate that
victim three is easier to imitate than victim one.

We discovered that attackers learning curves were steeper against victim one than
against victim three. The average learning parameter against victim one and two was
86%, the learning parameter was 92% against victim three. With the five first typings
removed, the learning parameter for victim one, two and three was 96%, 93% and 97%.
Attackers had a steeper learning curve against victim one and two than against victim
three. The regression analysis shows that it was more difficult for the attackers to imitate
victim three than victim one. These tests indicate that the order of the victims is unim-
portant. This is difficult to prove with only three victims, a bigger experiment is needed
to verify this. However, it seems to be the case in our experiment. These findings could
also mean that one victim is enough in further experiment, since the attackers seems
unable to improve their learning process in this short experiment. Different passwords
are still needed, the learning curve will probably not be disrupted if the same password
is used.
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9 Further work

We tested many distance metrics in this thesis, and various outlier removal techniques
for each distance metric. Some of the tested distance metrics had good performance in
the studied literature, but poor performance in our experiment. Although, some had good
performance in both the studied literature and in our experiment, like the interval metric.
We created the overlap distance metric, which was among the best distance metrics, but
it requires all users to have the same password in order to calculate the overlap values.
The Manhattan City Block distance metric with standard deviation was also one of the
best, and it is easy to implement in a real system. We later discovered that it could be
better to use RMS instead of standard deviation in this distance metric. It is obvious that
future experiments are needed to find better distance metrics.

Intrusion Detection Systems (IDS) can be evaluated against tests datasets, like the
Darpa dataset [55]. There are no similar datasets in keystroke dynamics. Scientist must
create their own test data when they want to evaluate a new distance metric. It is there-
fore almost impossible to compare distance metrics based on their published results. It
is important to have a large dataset of keystroke typings, which can be used to evaluate
different keystroke dynamic verification systems. A large experiment with many partici-
pants that is conducted over a long period of time is needed to create the dataset. With
data for both static and dynamic authentication. This dataset means that scientist can
evaluate their distance metrics against other published distance metrics. In addition, it
enables customers to compare various systems before they invest.

Adapting functions adjust the template when the users typing changes and is needed
in a real authentication system, since users rarely change their password and their typing
characteristics will change. We tested an adapting function in our experiment, but we dis-
covered that it does not guarantee better results. We also discovered that it was difficult
to get the correct EER. The template is important for the FAR, and the FAR is calculated
against the same template for the higher threshold values. Since most of the typings will
be accepted with a high threshold, and the template will therefore be generated on the
last password typings. A better solution would be to use the time when the password
was typed, so almost all generated templates have impostor attempts. An experiment is
needed to test different adapting functions, and find the correct way of testing systems
with adapting functions. The test data set should include time in order to test adapting
functions.

We discovered that it is possible to learn someone’s typing characteristics, but a large
experiment with more attackers and many imitation attempts is needed to confirm our
findings. This large experiment should also discover how easy it is to perform the pro-
posed attack. With a large number of attackers, it is possible to have a control group
that only use a program with little feedback, similar to program one. And a group that
use a program with full feedback, like program three. With many participants the typing
characteristics and imitation skills should be equally distributed between the two groups.
This should of course be tested in the experiment, possibly after the attacks have been
conducted. It should also be investigated to see if an attacker that manages to imitate
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someone, is able to imitate other sentences from the same victim. Since this is an attack
scenario, where a user changes his or her password before an attacker learned the old
password typing characteristics.
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10 Conclusion

In the authentication experiment, we got worse results than the studied literature with
the same distance metrics. Some of the distance metrics that had shown a good perfor-
mance before, had a poor performance in our experiment. For example the normalized
minimum distance metric in [20], which had an EER lower than 5% in their experiment
and an EER of 40% in our experiment.

We discovered that the Manhattan City Block distance divided by standard deviation
performs well in a keystroke dynamics system. We also discovered that the interval dis-
tance metric is well suited in an authentication system, but it was too coarse for our
imitation experiment. An authentication system decides whether or not it is the correct
user, we tested the differences between attackers and that requires a finer scale. We did
propose an adjustment of the interval distance metric to get a finer scale, this can prob-
ably be used in further experiments.

Long secure random generated passwords are user unfriendly, users will write such
passwords down in order to remember. With keystroke dynamics it is possible to use
shorter and more user friendly passwords. Since the password security will be increased
with keystroke dynamics and brute-force attacks will be mitigated. Brute-force attacks
will be mitigated since it would take several seconds to test one password, the same
password has to be tested several times, since it could be the correct password and wrong
typing characteristics.

In this thesis we wanted to answer the question “can attackers learn someone’s typing
characteristics?”. By giving attackers more feedback on where their typing was different
from the victim, they managed to adjust their typing to be closer to the victims typing.
Attackers can therefore learn someone’s typing characteristics, but it is not alarmingly
easy for an attacker to do so. In fact, some of the attackers were unable to improve
their imitation with more feedback. Our results indicate that not only the password must
be stored securely, also the typing characteristics must be protected with equally strong
defences. Since an attacker with the proper tool and determination can learn legitimate
users typing characteristics.

We cannot conclude that keystroke dynamics is insecure, the fact that this attack was
relatively difficult for our attackers can indicate that keystroke dynamics is a very secure
authentication method when combined with a password. Larger experiments are needed
to test how resistant keystroke dynamics is against the proposed attack
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A Table with letter probability

Table 14: Letter probability

Letter | Occurrences | Probability
e 64486 9.0%
t 46982 6.6%
a 42740 6.0%
0 42644 6.0%
n 35088 4.9%
h 33551 4.7%
s 32643 4.6%
i 32221 4.5%
r 30608 4.3%
d 22185 3.1%
1 21424 3.0%
u 16647 2.3%
m 13844 1.9%
w 12635 1.8%
c 11785 1.6%
y 11748 1.6%
f 10494 1.5%
g 9762 1.4%
p 7893 1.1%
b 7123 1.0%
v 5424 0.8%
I 4920 0.7%
k 4566 0.6%
H 1729 0.2%
T 1547 0.2%
N 1231 0.2%
M 1083 0.2%
A 1014 0.1%
w 1008 0.1%
S 917 0.1%
Y 750 0.1%
B 657 0.1%
X 646 0.1%
L 593 0.1%
q 493 0.1%
C 445 0.1%
(0] 423 0.1%
j 418 0.1%
R 417 0.1%
D 352 0.0%
E 336 0.0%
K 244 0.0%
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P 230 0.0%
F 208 0.0%
G 207 0.0%
z 152 0.0%
J 126 0.0%
v 93 0.0%
0 82 0.0%
1 62 0.0%
U 54 0.0%
2 38 0.0%
8 37 0.0%
4 22 0.0%
0 22 0.0%
7 18 0.0%
5 16 0.0%
3 15 0.0%
9 15 0.0%
6 14 0.0%
X 4 0.0%
Z 2 0.0%

The probabilities and occurrences of letters in the books ‘A Doll’s House” [45], and “The
Adventures Of Sherlock Holmes” [46].
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B Letter from NSD
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