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Abstract

Face recognition is a biometric authentication method that has become more and more
relevant in the recent years. From being too inaccurate, it is becoming a more mature
technology deployed in large scale systems like the new Visa Information System. From
the earlier FERET evaluations to the more recent Face Recognition Vendor Test 2000 and
2002 evaluations we have observed significant improvements in face recognition. Sys-
tems based on 3D face recognition even claims to distinguish between identical twins.
During our research we have seen that even though face recognition have greatly ma-
tured since the earliest forms, there still exists several possible attacks against this tech-
nology. Some of the attacks reviewed in this report are specific to face recognition, while
others apply for all authentication methods. During the deployment process of face recog-
nition, these attacks should be taken in consideration. As Kosmerlj stated in her thesis;
there is still work to be done to improve face recognition before it can be applied in high
security settings or applied in large scale applications. One method to reduce the number
of people being falsely accepted is by combining the face recognition system with human
supervision.

To survey the additional value of a human supervisor, we conducted an experiment
where we investigated whether a human would detect false acceptances made by a com-
puterized system, and the role of hair in human recognition of faces. The study showed
that, on average, humans were able to detect almost 80 % of the errors made by the com-
puterized system. More over, the study shows that the ability of an individual to recognize
a human face is a function of hair: the false acceptance rate was significantly higher for
the image-pairs where the hair was removed compared to where it was present. This
indicates that there is in fact a substantial opportunity for an impostor to circumvent
the human guard using simple and cheap methods. Hair is a feature that may be easily
manipulated, and this is perhaps the easiest and cheapest form of non-zero-effort attack
on a face recognition system.

Keywords: Face recognition, False Acceptance Rate, False Rejection Rate, attacks on
face recognition systems, biometrics, Visa Information System, human supervision, the
effect of hair on human recognition of faces
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Sammendrag

Ansiktsgjenkjenning er en biometrisk autentiseringsmetode som har blitt mer og mer
relevant de siste årene. Fra å være for unøyaktig, har det blitt en mer moden teknologi
som skal brukes i det nye Visa Information System. Fra de tidligere FERET evaluerin-
gene til de mer nylige Face Recognition Vendor Test 2000 og 2002 evalueringene har
vi sett en betydelig forbedring innen ansiktsgjenkjenning. Det er til og med påstått at
man ved bruk av 3D ansiktsgjenkjenning kan skille mellom identiske tvillinger. Gjennom
forskningsprosessen har vi sett at ansiktsgjenkjennings teknologien helt klart har mod-
net siden den første formen for ansiktsgjenkjenning, men det er fortsatt flere angrep som
er mulige mot bruk av ansiktsgjenkjenning. Noen av angrepene som er gjennomgått i
denne rapporten er spesifikke for ansiktsgjenkjenning, mens andre vil gjelde også for an-
dre autentiseringsmetoder. Det bør taes hensyn til disse angrepene når man skal benytte
ansiktsgjenkjenning. Som Kosmerlj poengterer i sin rapport så gjenstår det fortsatt en del
arbeid for å bedre ansiktsgjenkjenningsmetodene før de kan benyttes i høysikkerhetsin-
stallasjoner eller i stor-skala applikasjoner. En metode for å redusere antall mennesker
som blir falskt akseptert er ved å kombinere et ansiktsgjenkjenningssystem med men-
neskelig overvåking.

For å evaluere den ekstra verdien av å benytte en menneskelig vakt, utførte vi et
eksperiment hvor vi undersøkte om et menneske vil kunne detektere de falske aksepter
som et system har gjort, og rollen hår har for menneskelig gjenkjenning av ansikter. Stu-
dien viste at et menneske i gjennomsnitt detekterer nesten 80 % av feilene et datamask-
inbasert system gjør. Videre viser studien at menneskers evne til å gjenkjenne ansikter
er en funksjon av hår; falsk aksept raten var signifikant høyere for bildepar hvor hår var
fjernet i motsetning til når det ikke var fjernet. Dette indikerer at en bedrager faktisk
har en betydelig mulighet til å omgå en menneskelig vakt ved å bruke enkle og billige
metoder. Hår er et ansiktstrekk som lett kan manipuleres, og dette er kanskje den en-
kleste og billigste form for såkalt non-zero-effort attacks på et ansiktgjenkjenningssystem.

Nøkkelord: Ansiktsgjenkjenning, Falsk Aksept Ratio, Falsk Avvisnings Ratio, angrep
på ansiktsgjenkjennings systemer, biometri, Visa Information System, menneskelig overvåk-
ing, effekten hår har for menneskelig gjenkjenning av ansikter
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1 Introduction

A growing security issue today is the increased occurrences of identity fraud [4] used in
terror-related crimes to gain access to resources and locations [5, 6], and illegal immi-
gration with false passport and visa [7, 8]. These are issues that the new Visa Information
System (VIS) will try to defeat. Applicants trying to get a visa might not give the correct
information about their name or place of living, and they might also try to get a visa
under several different names. If the authorities checking the information receive appli-
cations containing only written data, they have no way of checking if the applicant has
tried to apply under a different name. This is a problem VIS will try to defeat using bio-
metric authentication such as face recognition (mandatory) and fingerprint (optional)
[9, 10] as a supplement to manual control. When the applications in addition contain
a photograph of the applicants face, and this is registered in a central database, the au-
thorities can check the information by searching with given criteria over registered faces.
In this thesis we will examine the possibility of circumventing face recognition products
available today using methods of low cost, which with the necessary knowledge is possi-
ble to conduct for the average person. A survey of found methods with higher cost will
also be provided. The reviewed methods for circumventing face recognition systems will
then be evaluated towards a border control setting for visa applicants, which will be su-
pervised by a human guard.

1.1 Statement of the problem

When the authorities decide which face recognition product to use, two important crite-
ria are the False Acceptance Rate (FAR) (See chapter 2.2) and False Rejection Rate (FRR)
(See chapter 2.2) of the products. Traditional estimation of FAR of face recognition prod-
ucts is usually based on zero effort impostors’ [11]. In a real border control environment
traditional estimation of FAR with zero effort impostors are not necessarily representa-
tive for the real amount of false acceptances. Potential attackers with or without plenty of
resources could use several technological and physical techniques to circumvent the sys-
tem. This could involve physiological alteration of their appearances using masks, facial
make-up, different facial hair or plastic surgery, or technological techniques to alter in-
formation about an applicant for a visa. Also, identical twins is traditionally problematic
when using face recognition, although a supplier of 3D face recognition claims to have
countered this problem [12]. To obtain a more realistic evaluation of FAR it is therefore
important to examine possible attacks, their influence on the FAR, and resources needed
to perform them. Such research will enable the authority and other users of face recog-
nition products to perform more enlighten evaluation of face recognition products, and
make them aware of the problems so that they can execute necessary countermeasures.

1
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1.2 Need for the study

There exists little or no publicly available data on face recognition products response to
attackers that perform an effort other than simply supplying their own biometric data
hoping that they will circumvent the system. How can those employing such systems
know which system to use when the evaluation is based surely on zero effort circum-
vention? This could very well result in the choice of the lesser product. Also, those who
employ such system should be aware of the different approaches that exist for circumven-
tion, so that they can make measures to thwart this. This thesis will provide an overview
of these attacks and how they are done.

Institutions that are employing face recognition products will undoubtedly benefit
from a survey that has demonstrated the effect of non-zero effort impostors, since this
would make them more aware of the potential differences between traditional estima-
tion of FAR, and when it is based on non-zero effort attacks. Hopefully this will make for
a demand for more realistic evaluations of FAR, more in accordance with the environ-
ments in which it will be employed. Users may then avoid potentially costly pitfalls. In
Norway such stakeholders could be UDI, which are heavily involved in the introduction
of face recognition in the new NORVIS (the Norwegian version of VIS) system, and other
institutions that decide to use face recognition products.

1.3 Purpose of the study

The intention of the thesis is to see if the face recognition products available today are
adequate in a setting such as the new Visa Information System. To evaluate this, the au-
thority performing the evaluation should have information of the potential threats that
could arise. This thesis will provide such information by giving an overview of some of
the threats that exists towards face recognition software, and an evaluation of the prob-
ability for such threats occurring in a border control environment, in a setting like the
new Visa Information System.

1.4 Research questions

The new visa system involves biometrics such as fingerprint and face recognition. This
thesis will examine the different methods for circumventing face recognition products,
involving the resources and skills needed and the potential cost. The focus of this thesis
will be on the use of face recognition in a border control environment with non-zero
effort attackers and the effect these will have on face recognition products reliability and
performance. In order to find out how impostors will affect the face recognition systems,
the following issues will be examined:

1. What efforts does an impostor need to make to deceive a face recognition product in
a border control environment?

2. How will the resources of an attacker influence the security of a face recognition
product in a border control environment?

3. Could today’s procedures for calculating FAR result in a positive evaluation of inse-
cure products?

2
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4. What effect will non-zero effort attacks have on the FAR of a face recognition system
in a border control environment?

1.5 Research methods

When deciding which research methods to use, we used J.W. Creswell’s book Research
design [13] as a basis. In this thesis we look at different methods for circumvention of
face recognition products that affect the false acceptance rate. The primary method used
for analyzing this problem is literature survey. To establish the impact non-zero effort
attacks have on the FAR of a face recognition product in a border control environment,
we have used a mixed methods approach. The intention was to contact individuals in
the face recognition community, to see if they had literature or knowledge of literature
about circumvention of face recognition systems that could be used in the thesis work.
This however did not result in any usable material on circumvention, but we did receive
information on face recognition in general and more specific information about the Visa
Information System. A thorough examination of available literature through the Internet
and different libraries provided the material necessary to conduct my thesis.

The methods were used for gathering information to this thesis:

• A literature study to find general information on face recognition and issues regarding
circumvention of face recognition products and the human perception of faces. The
literature study was used to gain an increased knowledge within these areas, and
to obtain ideas on a useful experiment. To be able to use a literature study, there
has to be relevant literature available, and we should have access to the necessary
databases. Access to the Gjøvik University College library and the databases available
through this library, IEEE and Citeseer, combined with web searches provided most
of the necessary literature to perform the study. Contacts within the face recognition
community and the VIS provided additional literature that were necessary to perform
this study.

• Email correspondence with contacts within the face recognition community and the
government to obtain knowledge beyond what is possible from searching the web
and using the library. To be able to correspond with such contacts, information about
such contacts should be available. This was achieved through a former employer and
the teaching supervisor we where able to come in contact with such contacts. We
did receive vital information about face recognition and the Visa Information System
using this method.

• An experiment on human comparison of face image-pairs with and without hair, to
evaluate the effect hair has on human ability to recognize faces. The image-pairs used
in the experiment had already been accepted as the same individuals of a computer-
based face recognition system. The success of this experiment depended on enough
people being willing to participate in the experiment. By using this method we were
able to measure the effect hair has on human ability to recognize faces. This way
we were provided an indication of how easy or difficult it is to circumvent both a
computer-based face recognition system and a human supervisor.
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1.6 Delimitations

This thesis focuses on the non-zero-effort attempts (See Appendix A) effect on false ac-
ceptance rate in general, and in the discussion the angle taken is that of a border control
environment. Non-zero-effort attempts that affect the false rejection rate is not part of
this thesis, and are only briefly mentioned.

1.7 Reading guide

We will first review the basic terminology within biometrics in chapter 2 and theory of
face recognition in chapter 3, before we are introduced to the Visa Information System
and the process of applying for a visa in chapter 4. These chapters will provide a thor-
ough introduction to readers unfamiliar with authentication in general and face recog-
nition and the Visa Information System in particular, to make them more able to grasp
the remaining content of the report. One of the main contributions of this thesis is chap-
ter 5, which provides a thorough review of methods for circumventing face recognition
products. It also provides some methods for preventing or reducing such circumvention.
This is part of our contribution to research question 1, 2, 3 and 4. Chapter 6 provides
a description of the experiment on human ability to detect false acceptances made by
a computerized system, and the role of hair in human recognition of faces. In chapter
7 we present the results obtained from the experiment, while we in chapter 8 discuss
the results obtained from the experiments and other findings throughout the work on
the masters’ thesis. In the conclusion in chapter 9 we summarize our findings and work,
before we suggest further work within our topic in chapter 10. The appendix A provides
definitions on words that may be unfamiliar to the reader, while appendixes C and B
provides an overview of the database and the applications developed for this thesis. Ap-
pendix D provides further details from the experiment than those presented earlier in
chapter 7.
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2 Biometric overview

2.1 Authentication

When a user is authenticated the person concerned lets the system know his identity.
There are two modes for authentication; verification and identification [14, 15]. In addi-
tion D.M. Blackburn [16] adds another task to a biometric system; the watchlist.

• Identification: (Who am I?) this mode is used when the identity of the individual is
not known in advance. The entire template database is then search for a match to the
individual concerned, in a one-to-many search. If a match is made the individual is
identified [14]. It is important to note that a match does not mean a sample that is
identical to the template, but rather is within a given threshold [17, 15].

• Verification: (Am I whom I claim I am?) this mode is used when the person provides
an alleged identity. The system then performs a one-to-one search, comparing the
captured biometric characteristics with the biometric template stored in the database.
If a match is made the identity of the person is verified [14].

• The watchlist task: in the watchlist task the person does not claim any identity. The
biometric sample of the individual is compared with the stored samples in a watchlist
to see if the individual concerned is present in the watchlist [16, 18]. Examples of
watchlist tasks could be comparing a flight passenger towards a database of known
terrorists, or comparing a John Doe patient with a list of missing persons. When a
person is found that have a resemblance to one or more samples in the watchlist that
is higher than the given threshold, the system should give an alarm and return the
samples that triggered the alarm. When this alarm goes for an individual that is ac-
tually present in the watchlist and this person has the highest similarity score, it is
called a correct detect and identify. An alarm that goes of even though the person is not
present in the watchlist is called a false alarm, while the frequency which false alarms
encounters is called the false alarm rate [16]. In an ideal system we want the false
alarm rate to be 0% and the correct detect and identify rate to be 100%. However this
is not possible, so we must compromise. To better see this give-and-take relationship,
we can plot the detect and identify rates and their associated false alarm rate in a
Watchlist Receiver Operating Characteristic (See figure 1). The decision on whether to
choose a system with a low false alarm rate and a medium correct detect and identify
rate, or if we want a medium false alarm rate and a high correct detect and identify
rate, depends on the usage of the system.

2.2 False Acceptance and False Rejection

There are two types of error a biometric system cam make [15]: False rejection which
is when a legitimate user is rejected, and false acceptance which is when an illegitimate
user is accepted as someone else. The probability that a genuine person is rejected is
called false rejection rate (FRR), while false acceptance rate (FAR) is the probability that
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Figure 1: Watchlist Receiver Operating Characteristic – The figure is taken from Biometrics 101,
Duane M. Blackburn [16]. The detect and identify rates and their associated false alarm rate is
plotted into the diagram. A WROC helps to better see the give-and-take relationship between false
alarm rate and the correct detect and identify rate.

an impostor is accepted as a legitimate person. The point were FRR and FAR are equal,
is called equal error rate (EER) (See figure 2). In addition there are some individuals
that do not have the biometric feature from which there can be produced repeatable
templates. The expected proportion of the population for whom the system is unable to
obtain repeatable templates is called the failure to enroll rate. A system may also be un-
able to capture or locate an image of sufficient quality [19]. This could be because their
finger is plastered or the quality of the image inadequate [20]. The expected proportion
of transactions for which this is the case is called the failure to acquire rate.

Face recognition products that shall be used by VIS in a border control environment,
where the intention is that as many previously registered candidates as possibly are
recognized, shall operate on a small FRR when registering a new visa applicant to pre-
vent multiple registrations of visa applicants. Further, the face recognition products must
have a smallest possible FAR at the border control when the applicant is checked before
they are granted access to the country in order block as many illegal attempts as possible.

2.3 Multimodal Biometric systems

There seems to be no single biometric feature that is able to be as accurate and reliable
as some systems require. Fingerprints can be copied [21] and altered by cuts and bruises
[15], face recognition has too many false acceptances [11] and has not yet been proven
to distinguish between identical twins – although Aurora claims that they can [12]. There
are also several other drawbacks in other biometric authentication schemes [15]. To cope
with this we can use a multimodal biometric system [15, 22, 23]. That is a system that

6



MSc Thesis Face Recognition in a border control environment: Non-zero Effort Attacks’ Effect on False Acceptance Rate

Figure 2: The figure provides a graphical illustration of the relation between false acceptance
and false rejection in a border control environment. In a border control we want a small False
Acceptance Rate to prevent impostors using stolen visa’s to pass themselves off as someone with
a legal visa. At the registration of the visa, we want a small False Rejection Rate when we search
to find whether or not the applicant previously have been issued a visa with another identity or
whether or not the applicant is registered in a watchlist.

combines the use of more than one biometric feature. For example, the system could
use fingerprint recognition combined with face recognition as shown in figure 3. This
way the system accommodate for the problem with distinguishing between people with
similar faces like for instance identical twins by using fingerprints, while at the same
time the problem with worn fingerprints and people without hands are handled by using
face recognition. L. Hong et al. [24] demonstrated in their paper a multimodal biometric
system that combined face recognition with fingerprint recognition. The system showed
significantly improvements in recognition performance. Face recognition was first ap-
plied to limit the search to the top five matches, followed by fingerprint recognition to
make the final decision. Not only the recognition accuracy was improved, but also the
CPU time was improved compared to sheer fingerprint recognition because only the top
five had to be computed with fingerprint recognition. Also a combination of different
methods of recognition within the same biometric feature could be used to accommo-
date for drawbacks in one scheme by combining it with another scheme that does not
have the same drawbacks [15]. For example combining a facial recognition system that
has good performance on faces exposed to illumination changes, with a system that has
greater performance on face images taken in a controlled environment. This way we
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can accommodate for both situations. Biometric systems match scores that are generated
by noisy input has large variance. By installing multiple sensors that capture different
biometric traits, much of this variance could be accommodated. This is also a kind of
multimodal biometric system [23]. A multimodal system also provide anti-spoofing mea-
sures [15, 25, 23] by making it more difficult for an adversary to simultaneously provide
several different features of a legitimate user.

Multiple matchers

(Graph matching and Eigenfaces)

Multiple biometrics
Multiple biometric sensors

Multiple biometric samples Multiple biometric units
(Right index finger and right thumb)(Multiple snapshots of right index finger)

(Capacitive and optical fingerprint scanners)
(Face recognition and fingerprint scanning)

Multimodal 
biometrics

Figure 3: Presentation of different variations of multimodal biometrics. Multimodal biometric au-
thentication could be employed using different biometric features (two different fingers, or combin-
ing iris-scan and fingerprints or face recognition and fingerprints), different scanning technology,
different matching technology, duplicate snapshots etc. The illustration is made by inspiration of
An Introduction to Biometric Recognition, by Anil K. Jain, Arun Ross and Salil Prabhakar, published
in IEEE Transactions on circuits and systems for video technology [15].
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3 Face Recognition

3.1 Face recognition methods

Face recognition, like other biometrics, has various methods for recognizing people. Most
of which are resistant against moderate changes in hairstyle [26], as these techniques do
not use the areas near the hairline. The process flow in face recognition consists of four
phases: capture of samples, feature extraction, template comparison and matching. There
are several methods used in face recognition, some more suited than others for specific
applications. Recent surveys and reviews on face recognition or specific face recognition
technologies are provided in Zhao et al. [27], Kong et al. [28], Li and Lu [29], and Li
and Jain [30].

The most used techniques for face recognition are Eigenfaces, Local feature analysis
and Elastic Graph Matching as described below.

Eigenfaces [31, 32, 27] was developed by Massachusetts Institute of Technology
(MIT), and was motivated by a technique developed by Sirovich and Kirby in 1987 for
efficiently representing pictures of faces using principal component analysis (PCA). Vari-
ations of eigenfaces are often used as the basis of other face recognition methods. It
has been argued that this technique does not bear any resemblance to the way humans
recognize and measure similarity between faces. However, according to Woodward et al.
[33] the mathematical properties of the eigenface representation and matching process
have been demonstrated to achieve reasonable results in certain minimally controlled
environments. Like all facial recognition technology, the eigenface recognition method is
best utilized in well-lit, frontal image capture situations [26].

Local feature analysis (LFA) [32, 26] is one of the most widely used facial biomet-
ric technology today, and can accommodate for some changes in facial expression and
aging. Local feature analysis refers to a class of algorithms that extract a set of geomet-
rical metrics and distances from facial images and uses those features as the basis for
representation and comparison. The features used are typically the eyes, mouth, nose,
jaw line, eyebrows and cheeks. These features are represented with their position, size
and general outline. The good performance compared with some other techniques, are
among the factors that has made this technique popular. One drawback for this method
is that it is dependent on a relatively constant environment and the quality off the image.

Elastic Graph Matching [34, 35, 36] is another method used in face recognition. Its
main advantage is that it can provide face recognition that is invariant to affine trans-
formations and localized changes in facial expressions [37]. In Elastic Graph Matching,
local features are extracted at specified locations of the face. Also the distances between
these nodes are recorded. Some features are more reliable and important for recognition
than others, and because of this an approach with the use of weights have been intro-
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duced [38]. An extension of the Elastic Graph Matching approach has been introduced
that uses several images of the same individual, typically from different angels. This is
called Elastic Bunch Graph Matching [34, 35, 36]. Each node on the graph then contains
several values. This improves the recognition because it will be more robust to differ-
ences in posture and facial expressions. Elastic Graph Matching is called elastic because
the match is preserved approximate instead of rigid [34].

Previous face recognition data sets has been restricted to still images, but now the
Face Recognition Grand Challenge invite vendors of three-dimensional face scans [39].
This is an element in achieving FRGC’s goal of the development of algorithms that have
substantial improvement in performance compared to the FRVT 2002. As mentioned
earlier, Aurora [40] claims according to [12] that their 3D software is able to distin-
guish between identical twins. This is a significant improvement compared with 2D face
recognition. However, these claims are not substantiated by independent tests that also
examine the systems ability to recognize faces over time. A problem with the current
two-dimensional method is that although it works well under conditions similar to that
of training, there still remains much work to accommodate for changes in illumination
and pose [41]. The 3D face recognition method used by Gang et al. [41] showed an
increase in performance under different pose and lighting conditions, a result substan-
tiated by [37] and [42]. Medioni et al. [42] performed a test with 3D face recognition
and compared their results with 2D face recognition on images of 100 subjects, each
acquired in seven different poses within +

− 20◦. The comparison showed a considerable
improvement in FAR and corresponding FRR using 3D compared to the 2D systems; 2 %
equal error rate for the 3D face recognition method, versus 6 % for 2D face recognition
method. Although the advantages of 3D face recognition is apparent, there are also, as
pointed out by Bowyer et al. [43], several disadvantages with current 3D face recog-
nition. Among others, the methods do not handle variations in facial expression very
well, and the tests performed are often biased and not based on large and challenging
datasets. Further, illumination do affect the quality of the sensed data, and create holes
(an area of missing as a result of the sensor being unable to acquire data) and spikes (an
outlier error in the data resulting from disturbance, for example reflection of light).

3.2 Evaluation of face recognition products

Warren Court provides in his paper [44] an introduction to biometric evaluation for
organizations that want do perform their own biometric studies, including established
methodologies and criteria from which to develop a test plan. For personnel not familiar
with testing of biometrics, this paper provides a basic knowledge to the subject, and is
a good place to start the first time one is involved in the evaluating process of biometric
authentication systems.

One of the evaluating procedures that are the most referred to is the Face Recognition
Vendor Tests (FRVT). It provides independent government evaluations of commercially
available face recognition products, and are designed to provide U.S. Government and
law enforcement agencies with information to assist them in determining where and how
facial recognition technology best can be deployed [18]. The earlier FERET evaluating
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methodology (1994, 1995 and 1996) for face recognition algorithms [45] and the FERET
database is perhaps the most referred to in the literature, and has helped advancing face
recognition to the prototype stage. By the year 2000, face recognition technology had
matured to commercial systems. The improvements of the technology from the FERET
test were measured in the Face Recognition Vendor Test 2000 (FRVT 2000). And the per-
formance progress from 2000 to 2002 were evaluated in the FRVT 2002 on large real-life
databases [18]. The FRVT 2002 report [18] showed a considerable improvement in error
rates. From 2000 to 2002 there was an error rate reduction of 50%.

3.2.1 Face Recognition Grand Challenge

Since FRVT 2002, a number of new face recognition technologies have been developed
that have the promise of improving performance by an order of magnitude. Among others
Aurora [40] claim that their 3D face recognition product can distinguish between identi-
cal twins [12]. Previous face recognition data sets have been restricted to still images. To
develop face technologies that include high resolution still images, multi-images of a per-
son and three-dimensional face scans, the Face Recognition Grand Challenge (FRGC) is
being conducted from May 2004 to July 2005 [39]. The goal with FRGC is to develop al-
gorithms that have substantial improvement in performance compared to the FRVT 2002.

The FRGC is divided in two challenges; version 1 and version 2. Version 1 is designed
to introduce the participant to the FRGC challenge problem format and its supporting
infrastructure provided by the Biometric Experimentation Environment (BEE). This is an
XML based framework for describing and documenting computational experiments. The
BEE provides a framework that makes it possible to describe the experiment, record the
raw results and provide the analysis, presentation and documentation of the experiment
in a common format.

Version 2 is designed to challenge researchers to meet the FRGC performance goal.
Participation in the FRGC is free and open to all interested researchers. The FRGC version
2 consists of six experiments:

1. Experiment 1: Experiment 1 is a controlled experiment where the gallery consists
of a single controlled still image of a person, and each probe consists of a single
controlled still image.

2. Experiment 2: Experiment 2 studies the effect using multiple still images of a person
has on performance. Each biometric sample consists of the four controlled images of a
person taken in a subject session. For example, the gallery is composed of four images
of each person where all the images are taken in the same subject session. Likewise,
a probe now consists of four images of a person.

3. Experiment 3: Experiment 3 measures the performance of 3D face recognition. The
gallery and probe set consist here of 3D images of a person.

4. Experiment 4: Experiment 4 measures recognition performance from uncontrolled
images. The gallery consists of a single controlled still image, and the probe consists
of a single uncontrolled still image.
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5. Experiment 5: Experiment 5 examine and compare 3D and 2D images. The gallery
consists of 3D images and the probe consists of a single controlled still image.

6. Experiment 6: Experiment 6 also examine and compare 3D and 2D images. The
gallery consists of 3D images, but in contrast to experiment 5 the probe here consists
of a single uncontrolled still image.

3.2.2 The Face Recognition Vendor Test 2005

The Face Recognition Vendor Test (FRVT 2005) [46] will be conducted by the National
Institute of Standards and Technology (NIST) in the time frame of August and Septem-
ber 2005. It follows five previous face recognition technology evaluations – three FERET
evaluations (1994, 1995 and 1996) and FRVT 2000 and 2002. FRVT 2005 will deter-
mine if the goal of the FRGC are meet by measuring the progress of face recognition
systems since FRVT 2002 and the effectiveness of new face recognition technologies. The
FRVT 2005 is planning to evaluate performance on high resolution still imagery (5 to 6
mega-pixels), three dimensional facial scans, multi-sample still facial imagery and pre-
processing algorithms that compensate for pose and illumination.

The accuracy of the evaluation will be guaranteed by using images not previously
available to researchers or developers. The test environment, called Biometric Experi-
mentation Environment (BEE), and the test data will be provided by the government.

3.2.3 Other aspects to an evaluation process

When evaluating face recognition products it would perhaps also be wise to use the Com-
mon Criteria (CC) and its Strength Of Function (SOF). SOF investigates the strength of
the underlying security mechanism of what is evaluated. In this context, that is the abil-
ity to correctly identify or verify a user. According to M. Krechel et al. [47], it has been
proposed that all sets of security requirements and specifications, which are used as the
basis for evaluation of a biometric product, should include a claim for SOF and a ratio-
nale to explain the claim.

The CSU Face Identification Evaluation System [48] evaluates the performance of
face identification systems, and may also be considered as a guidance in the evaluating
process for such systems.

Mansfield and Wayman have produced a paper where they demonstrate a best prac-
tice in testing and reporting performance of biometric devices [19] using technical per-
formance tests. This report is based in an earlier report with the same subject [49] and
feedback from that report. They acknowledge that this is not the only form of biometric
testing, and mention other types of testing like reliability, availability, vulnerability and
security. These are all tests that will be highly relevant when evaluating face recognition
products to be used in systems like VIS and NORVIS. In connection with the new visa
system, there is a need for further study of the other areas of evaluating face recognition
products suitability for the system, such as security, reliability, availability and vulnerabil-
ity. According to Mansfield and Wayman [19], other groups are also considering methods
and philosophies for these other types of tests. Issue 1 of the best practice report [49]
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has been used when conducting a performance evaluation of seven biometric systems,
including a face recognition system [20]. These systems were tested for a scenario of
positive identification in normal office environment, with cooperative users.

All of these papers could work as a good basis when conducting an evaluation of face
recognition products. However, the security threats must also be taken in consideration
during the evaluation process.

When evaluating face recognition products there are several requirements that should
be fulfilled [50]. For starters, the details of the procedures used for the evaluation must
be published along with the test results and representative examples of the dataset used
for the test. The details of the information of the evaluation process should be such that
others can repeat the evaluation process. Further, on must take considerations regarding
how hard or easy the tests shall be. It is important that the test is not too easy, because
that would lead to a score of about 100% of most of the products, and it would be hard
to differentiate the products adequacy. With that in mind, the test cannot be too hard
either, because then it would be beyond the capability of the existing face recognition
techniques. The conclusion is that evaluating procedures should be based on a middle
way of the two [50], often referred to as the three bears problem [18].

A problem with evaluation of biometric technologies like face recognition is that the
performance depends much on the environment and method used in the evaluation. And
the result of such test has concluded with a better performance than the products has
performed in real life. As the FRVT 2002 points out, there is no face recognition system
that is right for all applications [18]. Some systems may be favourable in one specific
setting, while it performs inadequately in another. Keep in mind that face recognition
systems is application dependent, and evaluate the face recognition system according
to the conditions given in your usage of the system. Considerations should be made on
whether the system is going to be used in verification, identification or watchlist mode,
if the images will be exposed to changes in illumination and so on. These are all aspects
that should influence the choice of face recognition technology.

3.3 Differences between human and computer based recognition of
faces

From right after birth humans are able to recognize faces. Recognizing faces is a natural
talent, and we are better at recognizing faces than other objects. There are parts of our
brain that are more involved in recognizing faces than others, and the recognition of
faces is a process that is done by other parts of the brain than dose involved in deciding
facial expressions and state of mind [51].

We will here provide some differences and similarities between human and computer-
based face recognition. According to Bruce et al. [52],

there is no necessary link between techniques developed by engineers to auto-
mate face recognition, and natural mechanisms used by the human visual system
to achieve the same end.
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Their article presents the result of an experiment that compared human face recognition
with two computer-based recognition systems. The observers were told to sort the images
they found similar. 40 observers were presented with images were the hair was visible
and 40 observers were presented images were the hair were removed to acquire data
from face recognition were the hair was not dominant. Each system produced significant
– but numerically small – correlations with human similarity data. The graph face recog-
nition system provided similar correlations to the humans’ ratings of faces both when
the hair was present and when it was removed. PCA, however, provided much higher
correlations to the ratings obtained from the observers presented with faces with hair.
Graph matching is more similar to humans’ ability to recognize faces where the image
varies.

We have seen that computer based face recognition systems have performed ratings
of similarity that correlates to human perception of face similarity. However human and
computer-based perception of similarity differed somewhat. In the master thesis of Kos-
merlj [11], the face recognition products used found several different identities similar.
According to Kosmerlj, she did not find these faces to be similar from her perspective. It
should be noted that no test panel were used to verify the human perspective, and that
these images presented faces with hair, which might have influenced the human evalua-
tion of similarity. Kalocsai et al. [53] however, performed an experiment that correlated
the performance of a global feature based system and a global template matching based
system with human face recognition performance on the same data set. They argued that
the best artificial system would be one that performed as well as humans. An oval area
around the face blocked out everything outside the face, eliminating the effect of hair
and background. A test-panel of 64 observers was told to decide if two images were of
the same person. Some of the algorithms used in the Kosmerlj’s thesis is also represented
in the article of Kalocsai et al.. The results from Kalocsai et al. shows that the Gabor-filter
based system correlated very high with the performance of human error on different trials
(different trials refer to measuring similarity between two different individuals). It also
correlates high to human error on same-trial (same-trial refers to two images of the same
individual, but with different expressions), however the humans make less mistakes on
highly similar same-pairs. The PCA-DLA method received similar results, however with
somewhat lower correlation to human performance. While both methods corresponded
somewhat to human performance, the Gabor-filter correlation coefficients were higher,
indicating that local features are necessary when seeking face recognition that resembles
to human performance.

Another aspect influencing computer-based face recognition performance is illumi-
nation. Experiments show that changes in illumination have greater effect on similarity
than changing the identity. Humans however are less affected by such changes [54].
There are several approaches in face recognition to overcome the problem of illumina-
tion; edge map, filtering the image with 2D Gabor-like functions, derivations of the gray-
level distribution and logarithmic transformation. With a 34 degree change in horizontal
illumination angle these methods perform poorly for changes in illumination angle from
left to right, however with a smaller change in angle (17 degrees) from left to center, the
results improved [54]. However, for a large database the results will be unsatisfactory,
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emphasizing the importance of controlling lighting sources in face recognition. Experi-
ments performed by Adini et al. [54], showed that for changes in expression, a simple
gray-level comparison was sufficient to recognize all the faces that was represented with
the whole face (except hair). Other methods, and recognition of only parts of the face,
performed poorer. Cross et al. [55] have however since [54] conducted an experiment to
see how changes in illumination affects face recognition. Their experiment showed that
available algorithms was able to handle illumination quite well, however as they point
out, illumination could still cause major problems when combined with other changes
like expression or pose.

Experiments have shown that the expectation of the observer recognizing faces in-
fluences the identifying process. People looking for individuals expected to have broad
shoulders and round faces, will choose the person presented with these characteristics –
and some resemblance – as the right person, although the resemblance may not be great
[51]. In a border control environment this could be exploited. If the person presented,
according to the computer system, has similarity to the alleged identity, and the weight,
height and hair is similar, this could be enough to pass, although the resemblance might
be insignificant. This is specially the case when the person in question is of a race dif-
ferent of the observers’. According to Brigham [56] people have a tendency to be less
accurate when recognizing faces of a different race, leading to higher false acceptance
rate (22% higher false acceptance rate for cross-race faces than for own-races). This is
also supported by Chiroro et al. [57] who found the false positives to be significantly
smaller on own race than for different races. People in general, have more problems
with separating faces of human races different from their own [58, 59]. It is shown that
one main reason for this is that these people are unfamiliar with recognizing faces of
different races. On the other hand, people accustomed to associating with other human
races recognize faces of these races with the same accuracy as people from their own
race. A study performed on African-American students showed that those with consid-
erable contact with people of Caucasian race, recognized faces of people of Caucasian
race as good as they recognized faces of their own race. On the other hand, students that
had seen few faces with other skin-color than their own emphasized the cross-race effect
[57, 51]. Levin argues that the cross-race effect is due to people collecting race-specifying
information at the cost of recognition accuracy [58]. Results from the Face Recognition
Vendor Test 2002 [18] suggest that the race also has an impact on the performance of
face recognition algorithms. Among others it suggested that people of Chinese origin are
easier to recognize than people born in Mexico. This is substantiated by a study of Furl
et al. [59], that showed that experience-based algorithms recognized minority-race faces
more accurately than majority-race faces. A learning process favorable to own-race faces
was established as the reason for this effect. Experiments reviewed in [56] show that
training in recognizing cross-race faces have an significant improvement in recognition
of cross-race faces, suggesting that the cross-race effect might correlate somewhat to ex-
perience in recognizing faces of a particular race.

The eyebrows are traditionally believed to be less significant compared to eyes in
computer-based face recognition. Human perception of faces however is shown to rely
heavily on the presence of eyebrows, it is even more important than the eyes [60]. J.
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Sadr et al. performed an experiment demonstrated in [60] that indicate that the absence
of the eyebrows has even greater negative effect on human identification of faces than
the absence of the eyes. Even at distance the eyebrows make an important role in recog-
nition of the face because it separates the forehead and orbit, and because the eyebrows
are less affected by shadow and illumination changes. Removal or manipulation of the
eyebrows could then have great effect on a human observer’s ability to recognize a per-
son.
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4 Visa Information System and border control
environments

4.1 Biometrics in Visa Information System

At the end of 2006, the Visa Information System (VIS) will be launched. An important
part of this European co-operation will be the use of face recognition. Although other
biometric authentication methods like for example iris provides better performance and
accuracy [20, 15], the VIS will use face recognition and fingerprints. According to [10],
face recognition will be mandatory and fingerprint will be optional, even though finger-
prints is a more mature biometric authentication method [61] with international stan-
dards and a higher recognition rate [20, 17]. There are several arguments for these
choices. Among others fingerprints are considered sensitive and there are legal consid-
erations towards using fingerprint in some countries 1. Necessary alterations of current
laws in these countries may not be in place for several years. As pointed out earlier iris-
scan is a method that has performed well in tests concerning accuracy, and is a biometric
that should be considered in such settings. However, this is a method that is patented
by the company Iridian Technologies [62], and EU would prefer to own the rights to the
algorithms themselves. This is also the case for algorithms for face recognition. Today
the only thing that is agreed on is that a JPEG image shall be stored in the VIS 2. In what
way this shall be used in identification of individuals in 2007 is still not settled. Recent
development in the process of choosing a authentication method for the new VIS is that
fingerprint shall be the primary method for automatic recognition 3.

4.2 The process when applying for a visa

When an applicant is applying for a visa, the applicant first delivers his visa application 4.
The controlling authority then checks the identity of the applicant. If there already exist
a visa sticker in the passport, this is used to search in the VIS. First the visa number will
be used to find if the visa is already registered. When this is the case, the data returned
by the VIS will be compared with the applicant by a human controlling authority. If the
information is correct the applicant is identified and the data and image (and/or finger-
print) of the applicant could be reused, or if necessary corrected. In cases were the visa
is not already registered, the procedure will be to search by name and birth of the appli-
cant in the VIS database. If the applicant is registered in the database, this data will be
compared with the applicant. In cases where the information is the same, the applicant
is identified and the registered data is reused or corrected.

1According to Tom Halvorsen in UDI – January 2005, face recognition will be mandatory and fingerprints
will be optional, partially due to legal issues in some countries.

2The compression of the images will be such that no vital information is lost from the face images’, preserv-
ing the facial features. See appendix A for further information about the JPEG and JPEG 2000 format.

3According to Tom Halvorsen in UDI – June 2005, fingerprint will be the primary source for automatic
authentication. Face images is still to be captured for visual evaluation. This is still not formally decided,
because the use of biometrics is to be defined in August/September.

4This chapter is mainly based on information provided by email-correspondence with Tom Halvorsen, UDI
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Situations can occur where the search procedures presented earlier do not return any
data of the applicant from the database, or where the authority is in doubt. In such sit-
uations, a one-to-many search with the fingerprint (possible also with face image in the
future) of the applicant will be performed towards the VIS database to see if the appli-
cant is registered under a different identity. If this search results in a match with a record
of the person under a different name, the case must be solved.

When none of the above results in a match with the VIS database and adequate docu-
mentation is delivered, a new case is created in the VIS. The applicant is then interviewed
and the application data is registered in the computer system NORVIS (in Norway), and
stored in the VIS. This stored data contains one image in JPEG format and eventually 10
fingerprint-scans, which is controlled before it is stored in the VIS database. First an im-
age that is received with the application is scanned. From the time NORVIS is operative
(from the fall of 2005) to the end of 2006, images are only obtained by scanning. This
image is then only written onto the sticker. When VIS is activated (at the end of 2006),
an image will be taken with a digital camera during the application process.

For each application one image only is registered per applicant. If an image from a
previous application is available this could be reused. The image is controlled according
to a manual from the ICAO document 9303 [63], which guides all biometric data used
towards travel documents and visa. The automatic face recognition process will always
be supplemented by a human evaluation of the images. The lighting, distance between
applicant and camera, resolution, height and width on the image, and background color
will be gathered into one standard. A frontal picture without expressions will be taken
where all of the head of the applicant is visible. Further guidance on capture of face im-
ages are provided in [64], Annex A in particular, which provides a Best practices for Face
Images. Face recognition algorithms available today are able to handle regular glasses
[65]. Because of this, applicants do not need to take their glasses off, given that the
spectacle frame does not cover too much of the face and do not reflects to much light.
However sunglasses must be taken of [63]. By the end of 2006 it is planned that VIS will
consist of complete systems handling image and fingerprints. These will operate with
rigidly mounted lighting or flash. The image is stored as JPEG or JPEG 2000 in the VIS
database. At a later time the image might be processed for template generation for use
in automatic face recognition. After this procedure the NORVIS performs a search to-
wards the Schengen Information System (SIS) art. 96 database, to check if the applicant
is reported as unwanted within the Schengen. If the applicant is registered in the SIS
database, a visa is normally denied.

NORVIS performs a check towards lists in accordance with the consular instructions
(CCI) of the Schengen to see if the applicant’s native country is listed on such a list (CCI
annex 5b). If this is the case, the country that has reported the country to this list will
be consulted in forehand of an emission of a visa. A consultation process will then be
started, where data will be provided to the country in the Schengen that brought the
country of interest on the list. This country is then given seven days to respond (this
deadline may be postponed by up to 90 days). Should the country not respond or asks
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for a postponement within the deadline of seven days, this will be regarded as consent
to the emission of the visa. Countries responding within the deadline may either give
their consent or refuse emission of visa. If the visa is denied, Norway may not issue a
Schengen visa. In distinct circumstances the applicant can apply for a visa that applies
to Norway only. In such cases, the country refusing the visa shall be notified about this.
Several checks will also be performed on lists of restrictions to see if the applicant for
some reason should not be granted entry to Norway. If these and the previous evaluations
are in order and the visa fee is received, the applicant may be granted a visa. A positive
decision will be registered in the VIS database, and a visa with an image on the label is
issued. This visa applies for a maximum period of three months. All alphanumeric data
regarding visas handled in NORVIS are stored both in the NORVIS database DUF and in
the VIS. Whether or not the applicants’ biometric data will be stored in both databases is
yet not decided.

4.3 Threats to the security of visas

A visa have many threats that must be accommodated for [66] at the process of manufac-
turing the material used in the visa, at the process of applying the portrait, signature and
biometric data to the document, and at the security printing. There are several threats
that could arise, among others:

• Substitution of the photograph

• Alteration of text both in the machine readable zone and in the visual zone

• Removal or substitution of entire pages or visas

• Theft of a blank document

• Counterfeiting a complete travel document

• Impostors

The latter will be further studied in the experiment where we will see whether or not
an impostor approved by the face recognition software is revealed by a human supervi-
sor. To prevent or reduce the chance of the above threats to occur, the Doc 9303 [66]
states several basic and additional features to follow from the process of manufacturing
the visas to the inspection process at the border control. A further review of these coun-
termeasures is provided in the ICAO Doc 9303, Part 2 October 30, 2002 [66].
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5 Circumvention of face recognition products

A practical biometric system should meet the specified recognition accuracy,
speed, and resource requirements, be harmless to the users, be accepted by the
intended population, and be sufficiently robust to various fraudulent methods
and attacks to the system.

— A. K. Jain et al. 2004 [15].

In the book Biometrics: Personal Identification in Network Society [67] there is stated a
claim that any human physiological or behavioral characteristic could be a biometric pro-
vided it has the characteristics; universability, uniqueness, performanence, collectabillity,
performance, acceptability and circumvention. In the case of information security the
uniqueness and how easy it is to fool the system may perhaps be the most significant
characteristic of a biometric. These characteristics are defined as follows:

• Uniqueness – no two persons should have the same characteristics

• Circumvention – how easy is it to fool the system by fraudulent techniques

The uniqueness of the biometric feature is crucial for the authentication system to
work properly. To identify a person, the biometric feature used must be unique for the
person to be identified. If the uniqueness of the feature is low, the system would return
the identity of too many individuals when used in a larger system. The supervisor will
then encounter problems trying to find the right individual. This would result in a high
false acceptance rate, and time-consuming problems of finding the right person from the
returned result in a supervised authentication system. An automatic system based on a
biometric feature with low uniqueness would result in an insecure system that would
allow several unauthorized personnel to enter. Kosmerlj [11] provides in her masters’
thesis a good indication of the uniqueness of face recognition products. Her thesis shows
that the uniqueness between people’s facial characteristics from computer-based face
recognition system at that time was too low for use in an application involving hundreds
of thousands or millions of face templates.

This section will give a contribution to the second characteristic listed above; circum-
vention. How easy a system is to circumvent, says much about the value of the system.
An authentication system that can easily be fooled has little value, even if all other char-
acteristics of the system are good. Methods to see how robust a face recognition system
is towards circumvention, can be divided into two main categories; methods to gain false
rejections – how one can fool the system so that you will not be recognized – and methods
to gain false acceptance – how one can fool the system to believe one is someone that one
is not. This thesis will survey the latter method: methods to gain false acceptance.
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5.1 Methods to gain false acceptance

5.1.1 Photographs in front of camera

The early face recognition systems were fooled simply placing an image of a legitimate
user in front of the camera. However, improvements and inclusion of liveliness detection
has defeated this weakness [68]. A LCD screen could instead be placed in front of the
camera with a video clip of the legitimate user, as illustrated in figure 4. This method has
fooled some face recognition systems. A disturbing fact is that 80% of all cyber-crimes is
committed by insiders [17]. These are people with great opportunities to take video clip
of colleagues, clips that may be used to gain illegitimate access.

Figure 4: This illustrates how the PC may be placed in front of the web-camera, attempting to fool
the face recognition based authentication mechanism.

One approach to gain false acceptance that has been tested, is the use of life-sized
photograph using a flat color photograph taken with a 35mm film camera and blown up
to life size. In [69], this approach did not work. However, when they used a 3D mask
made from photographs, they were able to circumvent the systems using default levels.
But when the systems where set at a sensitivity level of 90%, they were not able to fool
the system. The system FaceGuardian from Keyware’s Biometric NT Logon, gave how-
ever somewhat better results at a lower sensitivity level (80%). High sensitivity levels
did however result in a false rejection of enrolled users that had a bad hair day, and
of people with swollen faces due to extensive dental work. This last point rises a new
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potential way of disable the face recognition systems ability to recognize people that do
not want to be recognized, reviewed later.

The scheme above could also be made using a digital camera to take pictures of the
individual and place these on the notebook (PC). The notebook could then be placed in
an appropriate distance from the camera, showing the image of the legitimate user [70].
However, Cognitec has in their FaceVACS included Live-Check, making every attempt
with still images useless. On the downside the user-friendliness drops considerably, since
the users seldom is recognized right away [70]. An important note in this context is that
schemes of this kind would not work in environments that combine face recognition sys-
tems with human supervision.

5.1.2 Identical twins

One weakness, that is easy to exploit and difficult to counter when only using face recog-
nition, is distinction between identical twins. In [69] identical twins where used to cir-
cumvent the face recognition systems. This resulted in a successful identification of the
wrong twin every time, even when the applications where set to maximum sensitivity.

Aurora [40] claims according to [12] that their 3D software is able to distinguish be-
tween identical twins. However, these claims are not substantiated by independent tests
that also examine the systems ability to at the same time have an acceptably low false
rejection rate. Also this systems ability to recognize faces over time should be tested. The
Aurora systems camera uses a near infrared light to put a virtual mesh on the face. This
is done 16 times and these images are merged into one template and the measurements
of the features are then calculated.

Problems with distinction between identical twins being falsely identified may be re-
duced or eliminated using a second security measure like fingerprints – a biometric that
differs even for identical twins [71] – or thermal facial scanning. Fingerprint is however
not totally robust towards attacks such as production of artificial fingers. Artificial fingers
that circumvent modern fingerprint technology has been made [21], and further devel-
opment on fingerprint systems must be performed.

5.1.3 Replay and alteration of templates

Some face recognition systems are such that it is possible to play back data collected
with the aid of for example a sniffer-program listening to the USB port. This enables
the attacker to bypass the face recognition system. One such sniffer-program is the USB
snoop for windows [72] which inserts itself between the driver of the USB adapter and
the device driver. The captured data is written to a separate log file, which then may be
analyzed. These filter drivers are quite easy to detect, and need administrator rights to
be installed under Windows 2000 and Windows XP. However other tools like the USB
Agent by Hitex [73], eavesdrop the USB cable directly and are virtually invisible. A USB
agent attached on to the cable records all transmitted data and transfer it to a foreign
PC. An attacker can then, with the aid off the software that goes with device, analyze the
protocols used by the target PC, and filter out the data packages that is relevant. After
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analysis it is then possible to generate the data required to log in to the system.

In [70] the ID Mouse by Siemens was compromised with the aid of USB data packets
and a few lines of Perl script. The data obtained were then used to reconstruct the im-
age of a fingerprint. All that is required to replay the data gathered by eavesdropping, is
a micro controller with USB support and some storage capacity. Together these actions
constitute a device capable of impersonating the previously removed biometric scanner
on the target PC. The firmware required to do so is fairly easy to program. Upon configu-
ration requests, the device needs to respond with answers identical to those of the actual
scanner and then at the right moment play back the stored biometric data. The use of
challenge-response procedures [74, 75], in the course of which the biometric scanner
and the application mutually authenticate one another and thereafter communicate with
one another exclusively in an encrypted fashion, foil this kind of attacks. Sensors used
for scanning is assumed to have enough intelligence to respond to such challenges [74].

Another method to circumvention is bribery or blackmail of administrators that has
control of the databases containing the facial template. These individuals have the op-
portunity and necessary rights to alter templates to match an attacker so that he may
bypass the system as a legitimate subject.

In some cases Denial of Service attacks on biometric systems is also a goal of an ad-
versary. Either to be falsely rejected a user during screening or for some other reason.
The system is then overloaded with requests, making it unable to handle legitimate oper-
ations. Alteration of the database, making some users template differ from the original,
is also regarded as a Denial of Service against the person associated with the corrupted
template.

5.1.4 Swamping attack

A swamping attack [68] is similar to brute force attacks. You exploit weakness in the
algorithm to obtain a match for the wrong data. For a fingerprint the attacker present a
print with hundreds of minutiae in hope that at least the threshold number of them will
match the stored template.

5.1.5 Piggy-back attack

Piggy-back attacks [68] are performed in that an unauthorized user gain access by slip-
ping past the security check at the same time as an authorized user passes. For example
the attacker may go through a door as an authorized user opens the door with his bio-
metric data. This kind of attack could also involve threats, or following close to a car in
front of you through the toll.

5.1.6 Illegitimate enrollment

Illegitimate enrollment [68] is a security threat that concerns all security systems. If an
individual present his biometric data, and is able to enroll these with a false identity,
this individual will in the future be able to have full access although he actually should
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not have. This would also be a problem in a border control environment. If the person
concerned is not identified as someone else, and there are no other way to check the
information the subject have provided, he or she will be able to pass themselves off as
someone they are not. Fraud of this kind is hard to detect, and when the attacker first is
enrolled the chance of discovering this at a later time is limited.

According to Schneier, Hollywood can make people’s faces look like others, but this
requires special skills and is expensive [76]. Imagine a remote system using face recogni-
tion for authentication. The users take his picture and mail it in for authentication. This
is easy to fool. An adversary can take the users picture and send it in with his own email,
or using a email program were you can choose the addresser (such programs are easy to
make – I have made one such program in Java using only a few hours on implementing
it). The adversary will then be falsely authenticated.

5.1.7 Coercive attack

A coercive attack [68], where the right biometric data are represented by a illegitimate
user, can be used to fool a sensor. The most obvious way of doing this is by forcing the le-
gitimate user to authenticate to the system. There are several ways of doing this; bribery,
blackmail, use of physical force and cutting off the biometric body-part to mention some
[25]. The last of these have been, and still are, a concern for users of biometric authen-
tication. Because of this, there has been done much to prevent these kinds of attacks by
using liveliness detection. In face recognition one such method is to detect changes in
facial expression. For example, the person could be challenged to make a particular ex-
pression to distinguish a real person from a prerecorded image [77]. Also, a measure of
the stress level, a human guard and video surveillance are methods to prevent these kinds
of attacks. A control should also in some cases be made towards the operators of such
systems to prevent corruption and similar threats. If the person controlling the system
is bribed, the attacker does not even have to resemble a legitimate user from a human
perspective to pass the system. There could also be that the administrator replaces the
face of a legitimate user with the highest bidder, or insert an extra user in the system.
Actions to prevent this should be taken.

5.1.8 Trojan horse

Also a Trojan horse [68] could be placed in the system, making the owner able to do
approximately what she wants. This could include everything from accepting everyone
attempting to get authenticated within a time frame, to denying all users. However, a
smart Trojan horse would limit the activity to activities that does not make the system
behave in a manner that is susceptible. Rahta et al. call attention to usage of a Trojan
horse against biometrics. If the feature extractor is attacked by a Trojan horse, this could
be used to replaces feature sets [74] to be stored in the system, with feature sets pre-
selected by the intruder.
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5.2 Security threats to facial recognition and countermeasures

In [32] several countermeasures are suggested to reduce the weaknesses of facial recog-
nition. We have in this section briefly discussed those of these suggestions that we find
most important.

Issues like lightning and other environmental conditions should be taken in consider-
ation. If these issues cannot be controlled, technology that can accommodate this should
be chosen. Facial expression is another issue in this context that in some cases may be
controlled, but in other range of application it may not. If there is no way of controlling
the facial expressions of the users, a technology that can handle different expressions
in a satisfactory manor should be preferred. Local feature analysis is such a technology.
Most facial expression cause facial deformation in the lower part of the face [55], leaving
sufficient invariant information in the upper part of the face for recognition. However a
facial expression like a scream is still a problem to face recognition, because it affects
both the upper and lower part of the face.

FRVT 2002 [18] showed that aging and sex had an impact on the performance of face
recognition systems in that aging lead to an increased false rejection rate. The differences
in performance for the sexes decreased as the age increased. Possible solutions to this are
frequently re-enrolling the users, and the use of technology that can accommodate this
(for example, a neural network).

Facial recognition is not considered to be as secure as other biometric technologies
[20]. To accommodate this, technologies that are robust, that is known to distinguish
between legitimate users and a fake, and that involve liveliness detection should be pre-
ferred. Combining facial recognition with other biometrics, passwords or PIN’s, or with
human supervision provides better security.

5.2.1 Impersonation attack

Impersonation attack [32], is when an unauthorized user alters his face in such a way
that it resembles an authorized user, or alter his face in such ways that he will not be
identified in a screening situation. The last is simpler by using plastic surgery, masks or
makeup and disguises.

Occlusion
Studies show that occlusion of the eyes affects the performance of face recognition sys-
tems more than occlusion of the mouth [78, 79]. It is believed that the eyes carry the
most discriminant information of a persons face, making this result less surprising. Cov-
ering the eyes with sunglasses then would be an efficient method to avoid or at least
reduce the chance of being recognized by the face recognition systems. This would work
in automatic systems like surveillance cameras in airports and stadiums like the one used
at the Super Bowls [80], and to fool street surveillance like the one used by the Tampa
Police Department in Florida [81]. If in addition the subject wear a scarf the chance of
being recognized is insignificant [78]. Regular glasses however do not lead to the same
problem in recognition. As mention earlier face recognition algorithms available today
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are able to handle regular glasses [65]. However, if the spectacle frame cover a large
portion of the face, recognition will be harder to accomplish. Other form of occlusions is
the use of nylon stockings over the head, foam pad or cotton in the mouth, or growing a
mustache or beard.

Orthodontic treatment
Swollen faces due to extensive dental work, could make it hard for a face recognition
system to recognize a subject [69]. Taister et al. [82] also states that orthodontic treat-
ment in some case may alter the face. Among others, removal of the wisdom teeth will
cause the face to appear narrower. Removing premolars from mandible and pulling the
remaining lower teeth together by means of orthodontics can markedly alter the profile
of the face. Some treatments like this may alter the face to a degree that makes it more
difficult to recognize a face. Also lack of necessary treatment may alter the face if this
leads to swelling.

Facial make-up and eyebrows
An experiment performed by Sadr et al. [60], using face-images of celebrities where the
eyes or eyebrows were removed as reproduced in figure 5, showed that the eyebrows
had great impact on the human ability to recognize faces. In fact the eyebrows were
more important in the recognition process than the eyes. In automatic face recognition
systems, the eyebrows may sometimes be less important in the recognition process than
other features such as the eyes and mouth. If an attacker cooperates with a legitimate
user that resemble from a computers perspective, he or she could alter their eyebrows in
such ways that their eyebrows look alike. Making the eyebrows prominent could affect
a human’s ability to recognize the two persons as the same person. Combining this with
other makeup and alterations of the hair could be enough to fool the guard. How face
recognition systems react to facial makeup and the role of the eyebrows is a subject that
should be further studied. Sadr et al. [60] claims that a study in that direction would
contribute to surveying which parts of the face has more importance in facial recognition
than others, and would better show the degree of difficulty of fooling face recognition
systems. Such studies will also better survey the impact of facial surgery, since face lifts
specially targets the appearance of the eyebrows.

Countermeasures
By using multiple biometrics the chances for successful impersonation attacks will be
reduced. For example by combining fingerprints and face recognition, the system could
even distinguish between most identical twins and people with similar fingerprints, since
both their prints and face must be similar to fool the system [68]. When the biometric
feature, in this case your face, first is compromised it is no way of altering your face
so it again can be used for authentication purposes, except from facial surgery, which
is a non-option. Ratha et al. propose a scheme they call cancelable biometrics to counter
this problem. This consists of an intentional, repeatable distortion of the biometric signal
based on a chosen transform. The face is distorted in the same fashion for enrollment
and each authentication. This way when one variant of the transformed face templates
is compromised, the transform function can be altered to produce a different template
for the given user. In general this transforms are made to be non invertible, so that even
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Figure 5: This illustration shows the face of Demi Moore with all features intact, the eyebrows
removed, and the last image is with her eyes removed. A similar image-pair was used by Sadr et
al. [60], and showed that the eyebrows had great impact on the human ability to recognize faces.

if the transformed template is captured, the original face can not be recovered. Although
this scheme works fine when the image is captured between the sensor and the system, it
does not prevent attacks performed on the sensor with the original image such as using
a LCD screen with images of an authorized user in front of the sensor. Other security
measures should be taken to prevent these kinds of attacks, such as combining the face
recognition with a security guard or liveliness detection.

5.2.2 Attacks between the sensor and the biometric system

A face recognition system may also be attacked between the sensor and the biometric
system [68, 25, 77]. If a physical access to the connection between the sensor and sys-
tem is available, it is, in theory, easier to attack the connection between the sensor and
the system than attacking the sensor. A template could be replayed with different user
credentials, making the user able to authenticate to the system as two different individ-
uals. This is an attack that could be realistically used related to social security fraud.
Also, a spoofed signal can be acquired and later replayed to gain access. For example by
listening to the connection between the camera and the evaluation system [77] as illus-
trated in figure 6. This will however result in an identical biometric sample as the one
received earlier, something that is rare working with biometrics. If the system tests for
such situations, the attack will be detected. Also the use of digital encryption combined
with time-stamping would prevent such attacks. It is not only the input to the system
that could be overwritten or replaced, but also the output returned to the system. If
a system is combined with a human guard that let the user pass if the system returns a
match, it could be altered to return a high match score for one or several particular users.

Ratha et al. [74, 83] proposes a method for transactions of fingerprints that are secure
against replay attacks. Although their method is made for fingerprint recognition, they
state that it also could be extended to other biometrics like face recognition. To achieve
a secure transaction, they propose that the service provider issues a different verification
string for each transaction, and mix this with the fingerprint image. The string is placed
in different places based on the structure of the image itself, making the scheme less
vulnerable to attacks than if it was placed at a fixed location for all images. At the service
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Figure 6: An attack can be executed between the sensor and the biometric system. The attacker –
illustrated with a red connection – may then catch a packed sent by the biometric capture device
(the sensor), and resend this packed at a later time to falsely authenticate her self to the authen-
tication system. The attacker must then have access to the connection between the sensor and the
authentication system.

provider, this image is decompressed and the checked for the right one-time verification
string. The messages hidden in the images have minimal impact on the appearance of the
decompressed image. In [83], they also propose a challenge/response method for coun-
tering replay attacks. After the initiation of the transaction, a transaction server generates
a pseudo-random challenge (i.e. 3, 10, 50) for the current transaction that this send to
the sensor. The sensor then computes a response to the challenge, i.e. to select the 3rd,
10th and 50th pixel and compute the response from them, and return a response such
as ’113, 25, 192’. The sensor can then check that the client in addition to knowing the
correct response function, also was using the image received by the server.

5.2.3 Back doors

Recognition software could also contain back doors made for easy update and easy access
of a super-user, who can override the system in special cases like when the users does
not contain the necessary biometric feature such as fingerprint. Such loopholes should
be avoided. If information of such loopholes leaks, the whole system would be compro-
mised. The problem is that you never know whether an adversary have this knowledge
or not. This emphasizes the importance of avoiding back doors. The face recognition
decision could be overridden if the the system involves back doors, or otherwise is con-
trolled by an attacker. In such cases the system becomes useless even if the recognition
algorithm has excellent performance [74].

5.2.4 Hill climbing attack

A brute force attack in face recognition is when you try producing every possible vari-
ation of templates, and try to authenticate to the systems with these until you find one
template that gets above the threshold. The possibility for a successful brute force at-
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tack on face recognition systems is relatively limited, and requires a tremendous com-
putation capacity. A more realistic approach is instead the use of a Hill climbing attack
[68, 84, 85, 86]. In a hill climbing attack, you repeatedly send biometric data to a system
with small changes and record the score returned by the system. Then small changes is
made to the data that is sent to the system, and the data that returns the best scores is
kept and further altered and sent towards the system. Eventually you get high enough
score to get above the threshold, and you are in. This method is suitable when you have
no knowledge of a legitimate user in advance. By not allowing multiple attempts, having
a maximum limit, or by quantifying the returned score in such ways that small changes
goes undetected [87], such attacks can be prevented. However the latter have been cir-
cumvented [88]. The system could also return approved or denied, also preventing such
attacks. A similar approach is described by A. Adler [89]. In his approach an initial esti-
mate of the targets face is chosen. This image does not need to resemble the target image.
At each iteration a small alteration is made and the modification that has the greatest
improvement on the match score is kept. The iterations are performed until no signifi-
cant improvement in match score is made. His experiment showed a maximum match
score that corresponded to a confidence above 0.999, indicating that the calculated esti-
mate would be accepted as an image of the genuine target person. The results from the
test also indicate differences in how face recognition systems recognizes faces. Among
others did alterations in the hair affect the performance, while the lower face shape and
beard was not substantially altered, likely because that information is not encoded in
the template. Adler also point out the security concern this may have related to the bio-
metric visas’. This approach is immune to template encryption, indicating that biometric
templates and biometric match scores should be made unavailable to un-trusted parties.
Adler states in his article that traditional claims that templates can not be recreated is
false, and he points out the importance of securing stored biometric data and not return-
ing more information from the system than necessary.

5.2.5 Liveliness detection in face recognition systems

As we have seen, the use of liveliness checks could be used to prevent several of the
reviewed attacks. Liveliness detection in biometric systems is still a concern for the users
of biometrics systems, and is therefore an issue of great importance. Hopefully in a near
future this technology will mature further, so that users no longer will have to worry
about being separated from their biometric feature by an attacker. In this chapter we will
provide a brief introduction to this aspect of face recognition security. Patrick G. McLean
proposes in [90] a solution where the face recognition system is combined with a weight
sensor, that measures the individual that is authenticating himself. In applications where
the users use the system frequently, this solution might be adequate. However in sys-
tems where the users are authenticated less frequently, perhaps months apart, these
users weight might vary considerably. This makes this kind of liveliness check insuffi-
cient. Another concern with this approach is that an attacker could use a weight belt to
accommodate for any potential variance in weight from the individual of whom the face
really belongs. People could also be threatened to come with an attacker to the sight so
that he or she gains access to the facility. A combination of face recognition and a weight
sensor could at least prevent the attacker from being in the immediate proximity of the
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victim, making him able to escape, but it would probably not prevent this kind of attack.
A method that could prevent this kind of attack however is combining the face recogni-
tion system with a human guard.

Another method for liveliness detection, proposed by Klosterman et. al. [77], is to
challenge the user trying to authenticate himself to make a particular expression to dis-
tinguish a real person from a prerecorded image [77]. Also, a measure of the stress level,
or video surveillance are methods that could be used for liveliness detection.

5.3 A successful attack – definition

We will in this section provide a definition on what may be considered a successful attack
on a face recognition product in a border control environment.

A successful attack on a face recognition product in a border control envi-
ronment, is when a user with criminal intent, different from the individual with
a legitimate visa, is accepted by both the recognition system and the authorities
in the border control as the legitimate visa applicant, or when an applicant,
stored in a watchlist or as an existing and rejected visa applicant, successfully
circumvent the system to believe that he or she is not present in either.
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6 Experiment description

6.1 Introduction

This chapter provides a description of the experiment that will survey the differences
between human and machine-based methods ability to recognize faces and how hair and
the presence of hair affect this process.

Kalocsai et al. [53] have in their experiment examined similarities between human
and system based face recognition performance. They used two images of each per-
son, one with an angry face expression and one with a neutral expression. An oval area
was used around the face to eliminate influence of background and hair on recognition
performance. A test-panel of 64 candidates were told to ignore differences in facial ex-
pression and to press a button deciding if the images were of the same person or not.
The response time and failure rate from the observations were recorded, and the stimuli-
frequency provided to the test-panel was as follows:

• An image (not face image) was presented for 500 msec

• The first face image was presented for 150 msec

• A mask was presented for 500 msec

• The second face image was presented for 150 msec. This was the image that the
test-panel should decide if was of the same person as the first face image

• Then a second mask was presented for 500 msec

In a real world border control environment, a security guard would probably look at
the image for a longer period than in this experiment. Another point that should be
noted is that the same images were used more than once, something that could affect
the decisions made by the participants, as they may have remembered that they had
seen the image before, making the mistake that it was the same as the first face image.
Further, this experiment was conducted in 1998, and the technology has evolved and
matured since then. This experiment did not compare the results from the experiments
with similar experiments where hair was part of the recognition elements. In addition
this experiment examined the human ability to remember whether or not the face im-
age were of the same person. In our experiment on the other hand the participants will
be provided two images that they can see at the same time. In [52] however, Bruce
et al. compared face similarity with and without hair, performed by both humans and
machine. They found that there were correlations between human and machine recog-
nition, but that the correlations differed from the Graph matching algorithm and the
PCA algorithm. PCA gave a much higher correlation with the samples containing hair,
while Graph matching had correlations to human ratings both with and without hair.
Their experiments were however on whether or not the faces had similarities, and the
participants were told to sort the images in piles of similar images. They were however
not instructed to evaluate whether or not these images were of the same individual. Kos-
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merlj [11] found in her MS’c that using face recognition for identification resulted in a
high false acceptances rate. By looking at the images that resulted in false acceptances,
she was unable to find any similarities between these persons and the subject. Although
the hair on these image-pairs was removed when evaluated by the computer-based face
recognition system, her human evaluation of the image-pairs was based on images that
included the complete face including hair. The evaluation would subsequently also in-
clude hair as one of the elements affecting the recognition.

Hair is a feature that may be manipulated without affecting computer based face
recognition, because this parameter is excluded from the recognition process. This makes
the hair a favourable feature to manipulate when performing a non-zero-effort attack to
gain false acceptance.

Our experiment is based on the results obtained by Kosmerlj, and we use the face
images that resulted in a high false acceptance in her experiment and the correspond-
ing images that gave an incorrect match when authenticated by an automatic system.
This way we can see whether the humans face recognition process of these individuals
correlate to the computer-based recognition process or not. Alteration of hair is publicly
accepted, and will probably be a more discreet way of altering the appearance than fa-
cial surgery, mask and so on. Altering your hair is also an easy and cheap method to alter
your appearance, and will not affect the system based face recognition. If an attacker is
able to find someone he or she resembles, this person may alter his hair style, color etc.
to amplify the similarities between her and the target person. If hair is an important part
of the recognition process, this non-zero-effort attack might be enough to circumvent the
human guard. This calls for a study to establish whether hair influences the human face
recognition process or not, and if it does to what degree.

6.2 Procedure

The image set containing the faces used in this experiment is the same set of images that
resulted in high false acceptance rates in Kosmerlj’s MS’c thesis [11], consisting of a set
of persons with a corresponding set of pictures of persons regarded as similar.

A control group of 61 persons were divided into two groups. The division was made
simple by having every other participant evaluate images of faces with hair, while the
other evaluated faces where the hair was removed. Half of each group was presented the
images in reverse order to eliminate variance due to difficult images instead of variance
due to mental weariness:

• Group 1 consisted of 31 participants that were presented with image-pairs where an
oval was used to remove the hair and background from the pictures.

• Group 2 consisted of 30 participants that were presented image-pairs where the de-
picted persons’ hair was visible.

The groups were informed about the fact that:

• The image-pair are by the computer evaluated to be of the same person. But that this
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does not necessary mean that they actually are the same person.

• The images taken of the same individual was taken at different times, and subse-
quently their hair may differ in length, shape and color. Also the background, glasses
and clothes may differ.

• The image-pairs are randomly selected and composed, and the number of same-pairs
and different-pairs are not known at the time of the experiment.

• The participant was then informed about the time-limit of 10 seconds, and that a new
dialog box would appear should this time be exceeded.

In the experiment the participants were presented with 60 image-pairs, where 15 was
composed by two images of the same individual taken at different times and 45 image-
pairs was composed by one image of one individual and the other image consisting of an
image of his or her look-alike. An image could appear more than once, but the same com-
posed image-pair will only appear once. Although if a face image should appear more
than once, this should not affect the performance because the participant were given the
two images to compare at the same time, and subsequently memory of an earlier appear-
ance of the image should not affect the decision.

The same face-pairs were given to each participant in all groups, but in different or-
der. This way the results may be compared to see if there are a correlation between the
results, and whether or not the similarities found are due to pure coincidence. To pre-
vent influence from other participants, each participant was given the same images, but
in a different order regarding both image-pairs. Each participant had to mark the image-
pairs as either being of the same individual or of someone else. The time used on each
comparison, the result, the age, gender and educational background of the participant
were recorded. Also whether or not the participant have been involved in identification
of faces from images earlier was recorded to see whether or not this influences the recog-
nition.

To present these images to the participants, store the data obtained and use this data,
two applications have been developed in Java. The first application is a client application
that presents the images to the participant (figure 7, 8, 10), and stores the information
provided. In the application each participant is given a maximum time of 10 seconds to
evaluate the images, after which the images is made invisible. A new dialog will then
appear, which guides the participant to make a decision of whether they were of the
same individual or not (figure 9).

The second is an administration application (figure 11) that presents results from the
experiment in a semicolon separated file that could be directly imported in analysis tools
(figure 12). This application has several choices for generation of semicolon separates
files that can be used for several purposes.
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Figure 7: Registration of information about the participants in the experiment. The information
stored includes gender, age, highest completed educational degree and whether or not the partici-
pants have had work related to check of ID towards faces.

6.3 Purpose of the experiment

If a substantial amount of impostors is able to circumvent both the face recognition sys-
tem and the human border control guard by manipulating appearance, thereby being
falsely identified as someone they are not, the use of face recognition systems in such
settings should be revised. One the other hand, if the impostors that is able to manipu-
late the system into believing that they are whom they claim to be, and this in most cases
is revealed by the human supervisor, the practical implications of the problem would be
much smaller.

The purpose of this experiment is:

• To find out to what extent individuals that are able to bypass computer based recogni-
tion systems as legitimate users although they are not, also are able to pass a human
guard. This may produce valuable contributions to research questions 1 and 2.

• To study the impact of alterations of a person’s hair and the effect this has on a
person’s ability to bypass a face recognition system. As above, this may also contribute
to answering research questions 1 and 2.

• To study whether human face recognition results in false acceptance of the same
individuals as the computer based face recognition systems or not. If this is not the
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Figure 8: Presentation of face images during the experiment where the hair and background are
excluded. Two face-images are presented at the time. The participant shall evaluate whether are of
the same person or not when presented with face images where hair and background are excluded.
The participants are instructed to press the button at the left if they think the two images are of the
same individuals, while they are told to press the button to the right if they think the face images
are of different persons. In the upper part of the window the participants can see how much time
they have left on each image-pair.

case, then what differences are there?

• The experiment will contribute to an increased understanding of differences in hu-
man and computer-based face recognition. And will be a basis for evaluating to what
extent a human guard will increase the security when combined with a face recogni-
tion system in a general application.

6.4 What data is possible to obtain from such an experiment?

• The difference between False Acceptance Rate obtained from the test of human recog-
nition with hair as a parameter, compared to the test conducted on human recognition
with images where hair was not a parameter.

• The difference between False Acceptance Rate obtained from computer-based face
recognition systems and human face recognition.

• To find out whether people using very limited time to evaluate each image-pair have
increased or lower failure rate than those spending more time on evaluation.

• To find out whether or not the evaluators’ educational degree affects the recognition
performance.
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Figure 9: When the participant have not decided whether the two face-images are of the same
person within the given time space, the a new dialog appears where the participant is instructed
to make his or her decision.

• To find out whether or not the evaluators age affects the recognition performance.

• To find out to what extent, if any, the recognition rate for a human guard drops or
increases after a given amount of comparisons and time.

• Whether or not stress due to a limited available time affects the false recognition
rates. The limited time frame for evaluating the similarity will provide a stress factor
that makes the experiment more similar to that of a border control environment.

• A contribution in whether one gender gives higher false acceptance rates from human
face recognition by recording the gender of the faces in the images.

• The data obtained should give an indication of how much the presence of a human
guard helps reducing FAR when used in addition to a automatic face recognition
system in i.e. a border control.

6.5 Face image databases and algorithms

The human face recognition experiment with and without hair is based on the data ob-
tained from the best performing face recognition system used in the masters thesis of
Kosmerlj [11]. She used in her thesis the CSU Face Identification Evaluation System 5.0
[91] to generate similarity scores. These similarities were stored in SFI files that had to be
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Figure 10: Presentation of face images during the experiment where the hair and background are
included. Two face-images are presented at the time. The participant shall evaluate whether are of
the same person or not when presented with face images where hair and background are included.
The participants are instructed to press the button at the left if they think the two images are of the
same individuals, while they are told to press the button to the right if they think the face images
are of different persons. In the upper part of the window the participants can see how much time
they have left on each image-pair.

evaluated in order to identify the face images that provided a similarity within the given
threshold. The data obtained from Kosmerlj’s thesis involved searching and comparing
hundreds of SFI files, something that would be too time-consuming if done manually.
Because of this I developed an application I have called SFI Analyzer 1.0 to analyze and
return the files that is within the threshold. This application is reviewed in appendix B.

The images used in this experiment are a selection of the face images that resulted in
false acceptances, using a false acceptance rate of 0.1% (threshold -0.42), and a corre-
sponding false rejection rate of 33%, with the face recognition algorithm that gave the
best results in Kosmerlj’s thesis, the PCA_MahCosine. The selected images was part of
the following face databases:

• Ljubljani CVL Face Database [3]: This database contains face images of 114 subjects,
7 images per subject, resolution 640x480, color images, uniform background and
lighting, frontal and side views and varying facial expressions.

• XM2VTS Database [92]: This database contains face images of 295 subjects, 4 record-
ings per subject over 4 months, color images, resolution 720x576, varying posture,
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Figure 11: The administrator application provides reports with semicolon separated data to import
in a Excel document or other analytical software like the SPSS.

varying illumination (controlled).

• AR Face Database [2]: This database contains face images of 126 subjects, 2 record-
ings per subject separated by two weeks time, 13 images per recording, color images,
resolution 768x576, frontal view with different facial expressions, illumination and
occlusions.

The images in AR Face database [2] are stored in RAW format. To use these images
in the test application, referred to as IC_Client 1.0, they had to be converted into JPEG
format. Because of the huge amount of images, and because I had no conversion tools
available, I developed an application I have called RAW Image Converter 1.0 to do this
automatically. This application is described in appendix B.

Also the face images in the XM2VTS Database were less than straight-forward to use.
Each image here was zipped and stored in PPM format. As with the AR Face database
I had to convert these into JPEG format. Further, each subject was represented with his
or her own folder where images of them were stored. Because of this I developed an
application that unzipped the images in all sub-folders of a given start folder, and con-
vert all images found with PPM format and store this in a specified output folder. This
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Figure 12: This figure illustrates one of the files that are generated by the IC_Administrator 1.0
module. This results can be directly imported in an statistical analysis software.

application, which I have called ImageConverter 1.0, is described in appendix B.

All images used in Kosmerlj’s and subsequently our experiment consisted only of
frontal and approximately frontal facial images without occlusions and with varying but
controlled lighting conditions. These correlates to the use of facial images in VIS, where
the lighting conditions will be controlled, and were the subjects will be instructed to face
forward when the picture is captured. All face-images used in the experiment were encir-
cled with a frame, and the images without hair were encircled with an oval that removed
the hair and background (See figure 8 and 10).

6.6 Restrictions

In a border control environment there can be a tremendous amount of traffic passing
through the checkpoint, and therefore a limited amount of time available for the control
guard to evaluate the picture of each visa applicant. Because of this, to make the exper-
iment more similar to a real situation, each participant will be given a stress-factor in
form of a limited time to evaluate each image. Each participant will be given 10 seconds
for evaluation of the image.

The thesis of Kosmerlj [11] also included a face database of passport applicants and
the photograph database of students Gjøvik University College. However these face data-
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bases did not include more than one image of each subject and our experiment is there-
fore based on the PCA_MahCosine evaluation of the faces from the face databases CVL-,
XM2VTS- and the AR Face database.
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7 Experiment results

The IC_Client 1.0 was used to present and store the data processed from the experi-
ment into a database. These were then fetched by IC_Administrator 1.0 that produced
semicolon separated files with a structured collection of the data. These files were then
imported in the analysis tool SPSS (Statistical Package for the Social Sciences) for analy-
sis. To establish whether or not hair have an impact on humans ability to recognize faces,
we have tried to find whether or not there are a significant difference in the error rate
when evaluating faces where the hair is visible and those where the hair is removed.
Additional tables with results from the experiment are provided in appendix D.

7.1 Hair

The analysis reveals, as shown in table 1 and 2, that there are in fact a significant dif-
ference between the number of false acceptances when the hair is removed and when
it is not. The results show an increased false acceptance rate for the images where the
hair is removed compared to where it is not. As we can see in figure 13 the participants
presented with image-pairs where the hair was removed provided an mean number of
false acceptance of 9.61 which is significantly higher than for those who were presented
with face images where the hair was present, which resulted in a mean false acceptance
of 3.90. The variation in false acceptances between the two groups are further illustrated
in figure 14, where we in addition can see the variations in number of false acceptances
within each group. When looking at false rejections however there seem to be no signifi-
cant difference in this error rate.

In figure 15 and 16 we can see the distribution of the false acceptances and false
rejections in the two experiments. As we can observe from these figures there are only
3 image-pairs that have not been evaluated wrongly from one or more participants in
the experiment where the hair was removed, while there were 18 image-pairs that was
never evaluated wrongly from the image-pairs where the hair was present. We can also
observe that most of the image-pairs have been falsely evaluated more than once when
the hair was removed.

7.2 Other aspects

7.2.1 Gender

Another interesting factor that we wanted to look into regarding human face recognition
performance, was whether or not the there are differences in the face recognition per-
formance between the genders of the participants. As we can see from table 4 and 3, the
difference in performance between the genders were however not significant.
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Error type Have
hair

Number
of
Partici-
pants

Mean
Num-
ber of
Errors

Std. Devia-
tion

Std. Error
Mean

False Acceptances No
Yes

31
30

9.61
3.90

6.168
4.139

1.108
0.756

False Rejections No
Yes

31
30

1.23
0.80

1.283
1.031

0.231
0.188

Table 1: The table shows the mean false acceptances and false rejections with and without hair
present on the image-pairs in the experiment. As we can observe from the table there are a signif-
icant difference between the number of false acceptances when evaluating image-pairs where the
hair is present (3.90) and when it is not (9.61). Regarding the mean number of false rejections the
differences between the evaluation results from the two participant groups are smaller.

Error type F Sig.
False Acceptances Equal variances assumed

Equal variances not assumed
5.860 0.019

False Rejections Equal variances assumed
Equal variances not assumed

2.457 0.122

Table 2: The Levene’s test for equality and variance on False Acceptance and False Rejections
on the two groups of image-pairs shows that there are a significant difference between the false
acceptances for human evaluation of face with hair and those where the hair is removed. There
are, as can be seen in table 1, about 3 times higher mean value for false acceptances when faces
where the hair is removed compared to the mean value for false acceptances where the hair is
present. Regarding false rejections however there seems to be no significant difference between
the two groups.

7.2.2 Age

If we look at the importance of the age however, we could, by performing a Anova
test as shown in table 5, see that the age affected the face recognition performance.
However, this could possibly be due to imbalance in the age of the participants in the two
experiments. Because of this we performed a T-test to see whether or not the difference
was due to the composition of the two participant groups. The T-test, shown in table 6
and 7, shows that the influence of age is significant. It should be noted however that, as
we can see in table 6, the mean age in the two groups vary from 38.58 to 31.87. Figure
17 shows how the number of false acceptances increase and decrease as the age interval
changes.

7.2.3 Educational degree

Further, the effect educational degree have on human ability to recognize faces was also
considered in this experiment. A cross tabular, as shown in figure 22, showed that there
were a clear predominance of people with a PhD degree in the participant group tested
with images including hair (11), compared to in the group with participants tested with
images where the hair was removed (1). The results, when comparing educational degree
with false rejection rate, shows, as we can see in table 9, a decrease in false acceptances
as the educational degree increased with the exception of the one individual that had a
PhD degree or higher. The Anova test provided in table 8 show that there were a signifi-
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Figure 13: The histogram shows a graphical overview of the mean number of false acceptances of
the two groups with and without hair. As we can see there is a clear difference between the false
acceptances provided by the two groups. The group where the hair is removed has a number of
false acceptances that are almost three times the amount of false acceptances in the group where
hair is present.

cant difference in false acceptance between the groups of educational degree, while the
difference between the false rejection rate were not significant.

7.2.4 Time

We also wanted to see whether or not the error rate increased, decreased or remained
constant over time. To evaluate this every other participants were provided the image-
pairs in reverse order to be able do distinguish between differences over time due to
more difficult image-pairs at the beginning or the end. As we can see from table 10 the
number of false acceptances remains approximately constant over time between the four
time-frames. In table 11 however, we observe that the evaluation time decreases over
time.

Another interesting factor regarding the time when evaluating faces, is whether or
not the time spent on each comparisons affect the error rates, and in that case how the
error rates are affected. By performing a correlation on the number of false acceptances
and the total time spent on comparison on the data-sample that were sorted in by time of
comparison, as shown in table 12, we could see that there were no correlation between
number of false acceptances and total time used on comparison. By comparing the total
time on comparison and number of total errors however we can see that high total time
on comparison provides a high total error rate.
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Figure 14: The histogram shows a graphical overview of the false acceptances of the two groups
and the frequency of each number of false acceptances.

Figure 15: The summarized distribution of false acceptances and false rejections for the image-pairs
used in the experiment where the hair was present.
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Figure 16: The summarized distribution of false acceptances and false rejections for the image-pairs
used in the experiment where the hair was removed.

Figure 17: The histogram shows how the number of false acceptances decrease as the age interval
approaches 27-37, while it increases as it get further from this age interval.
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7.2.5 Experience

Before attending the experiment we also wanted to know whether or not the experience
with identification of faces affected the error rates. However only one of the participants
had this kind of experience, and although this person scored very well in the test, the
differences were not significant.
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8 Discussion

During the experiment we have looked at different methods for circumventing face recog-
nition products, and in the experiment we have examined the influence hair has on hu-
mans face recognition performance. We will now discuss the results of the experiment,
the findings from the literature study and how these results will affect the security of face
recognition products.

8.1 The theory

As we have seen from this study it is not enough to physically secure the connection
between the central system and the clients. If an attacker manages to get access to the
connection, he could with the right equipment manipulate the electronic data between
the two units as he wants. To prevent this, the system should use signatures and cryptol-
ogy. But still this is inadequate, and there should also be taken action to prevent replay
attacks, Trojan horses and viruses. If a Trojan is inserted to the system, this could be
used to produce a high score for a given candidate [83]. If this person is able to find a
look-alike from a human perspective, this could be enough to bypass the security check.

Further, it should be noted that an important aspect to the use of biometric authenti-
cation systems is the human factor. It does not matter if system is secure in it self if you
can not trust the humans operating it. Also, humans do fail, and considerations must be
made to prevent or at least reduce the possibility for occurrences of this. To prevent the
operators from failing, one important aspect of such system is how user friendly it is. The
easier things are to operate, the harder it is to fail. Also, a thorough training should be
performed.

Studies show that the expectation of the observer influences his decision [51]. A hu-
man guard that will evaluate faces that are identified as the right person will then be
somewhat biased in his evaluation. Because the person is already accepted as the right
person by the computer system, he will perhaps be more likely to also be evaluated as
the same individual by the human guard, although this may be incorrect. This could be
because the human guard is biased in his evaluation or because he relies on the system
and therefore perform a less thorough evaluation of the person.

In our study we have reviewed literature that have dealt with the role of the eyebrows,
the cross race effect, the expectation of the observer and so on, and in our experiment we
have examined the role of the hair. These are all factors that influence the human ability
to correctly identify another individual based on the face. An attacker that are aware of
this factors, and who are able to exploit this to his advantage will have a great chance of
succeeding in fooling a human observer.
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8.2 The role of hair

As we can see from the results of our experiment, the false acceptance rate on the image-
pairs where the hair is removed are significantly higher than for those where the hair is
present. The hair is a feature that can be easily manipulated, indicating that there is in
fact a great opportunity for an impostor to circumvent both the system and the human
guard using simple and cheap methods. When combining this with facial makeup and
the influence eyebrows, the color of the eyes and beard have on human face recognition
performance we see that using a human supervisor to increase the security may be in-
sufficient. An impostor would have an even greater chance of succeeding if the owner
of the visa corporate with the impostor and applies for a visa when he has facial hair,
glasses, manipulated his eyebrows in such a way that the impostor is able to get similar
eyebrows and so on. A better solution to achieve higher security would then be to employ
multimodal biometric systems [14, 15].

As we observed from figure 15 and 16 there were only 3 image-pairs that have not
been guessed wrong from one or more participant in the experiment where the hair was
removed, while when hair was present there were 18. This may indicate that the hair is a
feature that plays a major role in distinguishing several of the faces. It may also indicate
that the face-images are very much alike. This makes it even more likely that they may
be falsely considered as the same person also in a border control environment. In such
environment the human supervisor may also relay more on the decision of the computer
based system and this could affect his decision.

It should be noted that although there were an average number of false acceptances
of 9.61 for the experiment where the hair and background was removed, only 45 of the
60 image-pairs were actually composed of face images of different persons. This pro-
duces a false acceptance rate of 21.36% on average. From this we can observe that the
human supervisor is able to eliminate some of the errors that the face recognition sys-
tems performed. Still over 20% of the errors that the system has made goes undetected.
Combining this with the observation that most of the face image-pairs where evaluated
wrong by more than one individual, we have an indication that the human supervision
does not provide sufficient additional security in a high security setting. It would in this
context also be interesting to, in a further study, see how alteration of hair combined
with manipulation of other features such as eyebrows, teeth and beard would affect the
human recognition performance.

8.3 Other aspects

8.3.1 The role of the age of the participants

As we observed earlier there was some invariance in the mean age between the groups
where hair was present and the group where the hair was removed. However, the Lev-
ene’s test in table 7 provide a significant-score of 0.005, indicating that the chance that
the difference is caused by another factor is very small. The mean age of the women in
the experiment was, although insignificant, somewhat higher (38.62) of the 26 women
that participated than for the 35 men (32.80).
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From figure 17 we could see that the number of false acceptances is lower the nearer
the age is the age of 27 - 37. This could indicate that the experience in recognition faces
has an effect, because those over 27 would have more experience in the field, and better
knowledge on what to look for in a face. The number of false acceptances increases for
those over 37. This could be due to poorer sight of those over the age of 37. Also some
in this latter age-group had little experience with computers, and they might then focus
more than others on the operation on the mouse, making somewhat less attention to the
images. This would surely affect the results.

8.3.2 The role of the educational degree of the participants

From the results of the experiment we observe a significant difference in recognition per-
formance based on the educational degree. To conclude that education alone affects the
performance would be a hasty and perhaps wrong assumption. This result may very well
be because people with a higher degree also would be closer to the age in which the best
face recognition performance is observed. We can also observe that the one participant
with a PhD degree, actually have a worse performance than the people with a masters
degree. There is actually only one participant with a PhD degree, resulting in a score
that may be of pure chance. The participant with a PhD was actually in upper part of
the group of participants between 38-44 years of age, and his high false acceptance rate
could also be a outcome of this.

8.3.3 The role of the time spent on evaluating the image-pairs

The results from the experiment showed that there was a correlation between the time
spent on comparison of the images where the hair was present, but that there were no
correlation on the other images. This could be a result of misleading distribution be-
cause some of the participants have spent considerable time on some of the images,
while others have been evaluated much faster. From table 10 we can observe that the
false acceptance rate remains constant over time, while we in table 11 observed that the
participants overall time-usage on comparison decreased linearly for each quartile. This
indicate that experience have an effect on face recognition performance. The participants
evaluate the images faster, but their error rate remains constant. This could indicate an
increased focus on the features to evaluate and that the participants use less time on
finding these, but that they still make some errors. The number of image-pair used in
this experiment may not be enough to examine whether or not the participant get tired
and less aware to details over a longer time period. However on the 60 images used in
this experiment there seem to be no such effect.

The fact that they evaluate faster as they have evaluated for some amount of time
may also indicate that they get restless, and because of this spend less time on evaluat-
ing, and that how long time they spend on evaluating has little effect on their error rate.
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8.3.4 The role of the gender of the participant

From the experiment-data we can observe that there were a few more men attending the
experiment than women, however the differences were small. The women (6.73) pro-
vided a smaller mean value for false acceptances than men (6.86), and a higher mean
value for false rejections (women: 1.04, men: 1.00). These differences is too small to
state that one gender is more strict in their evaluation than the other.

Another factor to observe in this context is that there were 15 women and 16 men
that participated in the experiment without hair, while there were 11 women and 19
men that participated in the experiment with hair. Although this is slightly different from
the expected distribution between the groups, it is so close that there should be little
variations if the distribution had been 50/50.

Whether or not the gender of the persons on the images affected the performance,
was not a part of this study because there were too few images of women in the sample,
and because this has been established before [18].

8.3.5 The role of experience with face recognition

In the experiment on human face recognition performance with and without hair the par-
ticipants consisted mainly of people with no experience with face recognition. It should
be kept in mind that, as reviewed earlier in this report, experience with identification of
faces has an effect on the recognition performance. Even thought the only person in this
test with such experience did have only one false acceptance, and he knew which one he
missed when he was confronted with the results, this is not enough to make a conclusion
that experience matter. It should be noted that this person participated in the experiment
where the hair was visible and that there also were a few others that performed as well
as this person. Because of his enthusiasm, he was also allowed to try evaluating image-
pairs where the hair where removed, but then on a database that was identical but not
part of the real experiment. His score here were however, although better than the aver-
age for this group, much higher than his score on face images where the hair was present.

As we have reviewed earlier in this report, experience with recognition of faces in-
fluences the face recognition performance of humans. In our experiment however none
of the participants had substantial experience in this field, but one had some experi-
ence. This could be a factor that would influence the outcome of our experiment in both
groups, but the difference between the groups would probably be similar. However fur-
ther studies in this directions are recommended.

8.3.6 Various considerations

One of the participant commented that some of the face images looked similar, but that
he still could see that they were different. He could however not pinpoint what made him
aware that they were not the same person. In that context it would have been interesting
to see whether or not manipulation of these individuals’ facial features could increase
the similarity.
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Some of the participants may have taken the experiment less serious and not given
the task enough focus, so that the results have been affected. However, the entire process
was supervised, and none were found to not take the task seriously. Either way this would
apply for both groups and potential variations will be leveled out in the total score of the
group.

In our experiment we used the face images that were already accepted from the face
recognition system. When looking at the false acceptance rate obtained from the exper-
iment on should keep in mind that this is the false acceptance rate of the images that
have already been accepted, and not the entire population. With that in mind we can
observe that the false acceptance rate when combining the face recognition system with
a human guard will decrease considerable. However, this combination is far from perfect,
and other solutions should be regarded in high security settings where no one should be
falsely accepted. The use of a human guard could however have a psychological preven-
tive effect on impostors.

8.4 The added value of the work

This work contributes to an increased understanding in human and computer-based face
recognition. The difference between human face recognition on face images where the
hair is removed vs. where the hair is present have not, as far as we know, been examined
earlier. This experiment provides an additional insight in human face recognition perfor-
mance, and will serve as a good basis when evaluating the additional security a human
security guard will provide.
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9 Conclusions

Aging is a problem with face recognition, but in VIS, the visas will be valid for a limited
timeframe of three months, and the face images will be updated frequently. Because of
this, aging will not affect the error rate significantly. If applicants registered in a watchlist
do not apply for a visa for several years, their appearance may however change so much
during this time that the system is unable to identify them in the watchlist. They are
then falsely rejected. Should the applicants alter their appearance by manipulating their
eyebrows, beard or performing plastic surgery this will as we have seen affect the error
rate.

A major problem with existing face recognition is that it produces too many false ac-
ceptances to be used in large scale applications like the Visa Information System. This
could be compensated by a human supervisor. Our experiment however, shows that a
human guard does not have sufficient effect on reducing the false acceptances in large
scale and high security application. This was especially the case when the hair was not
included in the images. This implies that the hair plays a considerable role in human
recognition of human faces. Alteration of the hair is also a cheap method that any at-
tacker can afford, and it is therefore likely that this method will be used. As our study
shows there are also other factors, like alteration of the eyebrows, alteration of the teeth
and colored contact lenses to resemble another person that could affect the false accep-
tance rate. When combining these methods, attackers that are able to circumvent a face
recognition product have a considerable chance of also getting passed the security guard.
Because of this, other authentication methods combined with face recognition should be
considered.

Until there have been substantial performance improvements in face recognition prod-
ucts, the security of large scale authentication applications should not be based only on
face recognition. A suggestion, to improve the recognition performance, is using mul-
timodal biometric systems, where you combine face recognition with for instance fin-
gerprint scanning. The face recognition could then be used to reduce the search, while
fingerprint is used to narrow the sample further or find the identity. A possibility is to
combine several face recognition products that use different methods for authentication.
This method however, have a greater possibility to let an illegitimate individual pass
than the combination of different biometric features, because that would require more
biometric features to correspond with the stored templates. This is also the intention in
the new VIS, but restrictions in some countries prevent this. Our experiment emphasizes
the need for changes in these laws.

9.1 The research questions

Our contribution to the research questions on which this thesis is based are discussed
below. Regarding research question 1, there seems to be little effort an impostor has to

55



MSc Thesis Face Recognition in a border control environment: Non-zero Effort Attacks’ Effect on False Acceptance Rate

make if he or she has a look-alike from the face recognition systems point of view. For
an impostor to succeed he or she should have their own copy of the face recognition
program or a similar system to be able to see whether or not they have a look alike with
a legitimate visa. They could also use the identity of an individual suitable for a visa and
register with this identity. If the impostor is able to make him or herself look similar to
the person on the identity document, the impostor have a great chance of fooling the se-
curity guard and get a visa on false premises. By altering the hair, eyebrows, beard and so
on the impostor will have a significant chance of succeeding even with limited resources.
Hopefully this thesis will contribute to increase the understanding of the limitations and
threats to face recognition systems, making vendors and employers more aware of the
challenges, so that countermeasures may be initiated.

Our answer to research question 2 is that the resources of an attacker will affect the
security, because he will then have more options to circumvent the system. But our exper-
iment shows that even without considerable resources it possible to perform a successful
attack. Keep in mind though that also knowledge is an important resource for circum-
venting such systems.

Further, in research question 3 we wanted to examine whether or not today’s proce-
dures for calculating FAR could result in a positive evaluation of insecure products. We
have reviewed the existing methods for circumventing face recognition products. Should
there be other methods to bypass face recognition than providing your own face to pass
as someone else, this could very well affect the false acceptance rate. We found several
methods to circumvent face recognition products, but most of these can with careful
planning be avoided. However 100% security can not be achieved and we can assume
that although face recognition have low false acceptance rate, it could be circumvented
by other means than manipulating the face. We may also assume that today’s methods for
calculating FAR could result in a misleading false acceptance rate because manipulation
of the eyebrows, beard and plastic surgery will affect the similarity scale. How much face
recognition systems similarity scale is affected by these alterations is a case for further
study, but when employing such systems you should keep in mind not to only focus on
the false acceptance rate but also the overall security of the system. For instance a system
that returns the exact similarity score to the client is vulnerable to a hill climbing attack.

As we can observe from the experiment, covering human ability to recognize faces
where the hair is removed and where hair is present, an impostor that alters his hair
to look more similar to the person he simulates will have a increased chance of fooling
the human guard if he is able to circumvent the face recognition system. Combined with
facial makeup, colored eye-lenses and manipulation of the beard and the eyebrows we
observe that the answer to research question 4 is that non-zero effort attacks may have
a great effect on the FAR of a face recognition systems in a border control environment.

To summarize, human supervision may not be the best answer to reduce the false ac-
ceptance rate of face recognition products in large scale and high security applications,
and one should consider combining face recognition with other biometric authentication
technologies rather than combining it merely with human supervision.
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10 Further work

After working with this thesis there have surfaced aspects related to face recognition that
need further study. Suggestions on areas for further research on face recognition include:

• A survey of what impact non-zero effort attacks will have on the False Rejection Rate
in a border control environment.

• A survey of the impact non-zero effort attacks will have on the False Rejection Rate
on face recognition systems in general or in a specific environment or application.

• Further research regarding how people of different ethnic races affect the False Ac-
ceptance and False Rejection in state of the art face recognition systems.

• Research regarding 3D face recognition systems and their performance on siblings
and twins (both identical and not).

• A study similar to ours, but that examine the role of hair when evaluated on partici-
pants with substantial experience with identification of faces.

• Research on the influence the information provided to persons evaluating face im-
ages have on the false acceptance rate and false rejection rate. The intention of such
research will be to examine the effect knowledge about the outcome of a face recogni-
tion systems evaluation of the image-pairs has on a human guards ability to correctly
evaluate whether or not the individual correspond to the claimed identity.

• A study of what impact facial makeup and eyebrows have on current face recognition
systems.

There have been a great focus on face recognition for the past 30 years, and the inter-
est is increasing as the technology matures. However, when working with this thesis we
have seen that there are still aspects of face recognition that needs further study. We have
in this thesis surveyed different methods for circumventing the current face recognition
system with the goal of gaining false acceptance. Even so, there are yet to be carried
out a similar study that thoroughly surveys methods that affect false rejection rate in
different face recognition systems. This would be interesting in order to see whether face
recognition is suitable technology for identification of individuals already recorded in a
border control environment.

In our review of the cross-race effect on human’s ability to identify people with an-
other race, another field of face recognition surfaced; research on cross-race effect on
face recognition systems performance. This is a subject that should be further studied.

Further, the importance of eyebrows, and how alteration of these, and the use of facial
makeup affects the performance of face recognition systems should be further studied.
According to Sadr et al. [60] such studies could contribute to surveying which parts of
the face that is more important for facial recognition than others. Such studies would
further contribute to a better understanding of the level of resources and skills needed
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to fool a face recognition system.

As mentioned, Aurora [40] claims according to [12] that their 3D software is able
to distinguish between identical twins. These claims however are not substantiated by
independent tests. An independent study of 3D face recognition systems would therefore
be useful. An important drawback with existing 2D face recognition systems is their in-
ability to correctly recognize identical twins. As a result, it would be useful to study 3D
face recognition systems performance regarding siblings and twins, both identical and
fraternal.
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A Appendix – Definitions

Impostor: A person who submits a biometric sample in either an intentional or inadvertent
attempt to pass him/herself off as another person who is a legitimate enrollee. [93]

JPEG: Joint Photographic Experts Group, JPEG is a standardized image compression
mechanism (www.tufts.edu/orgs/edmedia/gloss.shtml)

JPEG 2000: Joint Photographic Experts Group 2000, is a wavelet-based image com-
pression standard. It was created by the Joint Photographic Experts Group committee
with the intention of superseding their original discrete cosine transform-based JPEG
standard. The usual file extension is .jp2. JPEG 2000 can operate at higher compression
ratios without generating the characteristic ’blocky and blurry’ artifacts of the original
DCT-based JPEG standard. It also allows more sophisticated progressive downloads. Part
of JPEG 2000 has been published as an ISO standard [94]. Further evaluations on the
differences between JPEG and JPEG 2000 are provided in [64].

Non-zero-effort attack: An attack using means other than submitting own original and
unaltered biometric template to gain unauthorized access. This expression include at-
tacks from where the attacker alter his or her appearance to look similar to a legitimate
user, to attacks performed against the system and its surroundings like a man in the mid-
dle attack, Hill climbing attack, bribery, and the use of threats and force to mention some.

PPM: Portable Pixel Map, The PPM format is a lowest common denominator color image
file format (http://netpbm.sourceforge.net/doc/ppm.html)

Probe: A probe is one signature in a probe set [18].

Probe set: A probe set contains the images (biometric signature) of unknown individu-
als presented to the system for recognition [18].

SIS art. 96 database: Schengen Information System is a database of individual’s names
and details for the purpose of by means of an automated search procedure, to have access
to reports on persons and objects for the purposes of border checks and controls and other
police and customs checks carried out within the country in accordance with national law
and, in the case of the single category of report referred to in Article 96, for the purposes of
issuing visas, the issue of residence permits and the administration of aliens in the context of
the application of the provisions of this Convention relating to the movement of persons. [95]

SIS II is an expansion of the second generation of the SIS. This system is a multi-access
international database on cross border crime, used by police and border authorities of
Schengen Member States. It lists information on wanted persons and stolen goods [96].
This database will store biometric data and digital photographs, and will be integrated
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with the Visa Information System [95].

SOF: Strength Of Function (SOF) – A qualification of a TOE security function expressing
the minimum efforts assumed necessary to defeat its expected security behaviour by directly
attacking its underlying security mechanisms. [47]

Template: A template is a mathematical representation of a biometric sample (i.e. a fa-
cial image). A template enables algorithms to work more quickly than would otherwise be
possible, by encoding the relevant information in a series of bits and bytes – Identix, 2005
(http://www.identix.com/trends/faqs/template.html, 2005).

TOE: Target of Evaluation – An IT product or system (and its associated documentation)
that is the subject of a Common Criteria evaluation. [47]

Zero-effort attack: An arbitrary attack on a specific enrollee identity in which the im-
postor masquerades as the claimed enrollee using his or her own biometric sample. [93]

Zero-effort attempt: An impostor attempt is classified as ’zero effort’ if the individual sub-
mits their own biometric feature as if they were attempting successful verification against
their own template [19].
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B Appendix – Applications developed

To be able to execute the experiment, I have developed several applications in Java.
These are IC_Client 1.0, IC_Administrator 1.0, RAW Image Converter 1.0, ImageCon-
verter 1.0 and SFI Analyzer 1.0. To make the database used in the experiment I have
also used an application for administration of database that I have developed, and that
are available at my home site http://master.fladsrud.com. To demonstrate how analysis
of the SFI files, and unpacking and converting of the images could be done in fast and
easy fashion I have described the applications I have developed for this thesis below.
This chapter also provides an overview of how the applications handling the experiment
are composed. Source code for the applications IC_Client 1.0 and IC_Administrator 1.0
developed for this masters’ thesis are available at http://master.fladsrud.com.

B.1 IC_Client 1.0

The IC_Client 1.0 application is used to present the face images to the participants in
the experiment. This application uses the face_experiment database, which is an hsqldb
database. The face_experiment database and its creation are described in appendix C.
The participants are here first presented with a window where they register their age,
highest educational degree, their gender and whether they previously have worked with
identification of faces. Second the participants are presented the different image-pairs
and are guided to press either a button saying they are of the same individual or if they
are of different individuals. Should the participant use more than the specified time in
deciding, a new window will appear, hiding the images and guiding the participant to
make a decision. IC stands for Image Comparison.

B.2 IC_Administrator 1.0

The IC_Administrator 1.0 application is used to get useful information stored about the
experiment from the face_experiment database, described in appendix C. The IC_Administrator
application displays all available experiment types in a dropdown list, and the user can
then generate a text file by selecting an experiment type, and press the generate button.
The application then fetches information from the database, and generates a semicolon
separated text file that can be directly imported into an statistical analysis tool.

B.3 RAW Image Converter 1.0

Images from the AR Face database [2] are in .raw format. To use these images I had to
convert them into JPEG images. To convert the images into JPEG images I used the Im-
ageMagick from http://www.imagemagick.org. However to avoid manually converting
each image, something that would be too time consuming, I developed an application I
have called RAW Image Converter 1.0. This program takes all images in a given folder,
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and its sub folders and converts all .raw images found and place them in a given out-
put folder. This program uses the ImageMagick program in the following way: The RAW
Image Converter 1.0 generates an executable .bat file as shown in figure 19, which con-
tains commands to use the ImageMagick program to convert all .raw images into JPEG
images. This application could with small alterations be extended to perform the same
task for all image conversion supported by ImageMagick. The bat file is the open, and
the user may choose to run it. If he does, the conversion of the images will start. The bat
file is stored with the time of creation as part of the file name, and will therefore not be
overwritten if the program is executed more than once. A screen-shot of the application
is provided in figure 18.

Figure 18: The RAW Image Converter 1.0 – This application convert images of .raw format, from a
selected folder and its sub folders, into JPEG format, an places them in the selected output folder.

B.4 ImageConverter 1.0

The XM2VTS face database [92] contains images in PPM format. These are also placed
in a sub folder for each individual. To manually unzip and convert these images would
be too time consuming. Because of this, and because I did not have a converter for
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Figure 19: The RAW Image Converter 1.0 generates a bat file that do the actual conversion of the
image files. This figure illustrates a part of one such bat file.

PPM too JPEG format, I developed an application for automatically unzipping all files
and subsequent zip-files in a folder and its sub folder. The application also converts the
images from PPM into JPEG format. I have also included conversion between JPEG,
BMP and PPM format, and to convert all formats into gray scale images. I have been
able to make this application by using the open source algorithms provided by Sieuw-
ert van Otterloo and Ernst van Rheenen (blueRing Software Development), available at
http://www.bluering.nl/imagetoolz/index.html , for conversion between different image
formats. By using these algorithms for conversion in an application I have developed, that
uses the algorithms to convert all images in each folder and also unzip the files found
there, I have developed an effective tool for conversion of the images in the AR face
database. Figure 20 provides a screen-shot of this application.
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Figure 20: The ImageConverter 1.0 – This is an application for conversion between different image
formats. You choose the root folder where the images are stores, and the folder where the converted
images shall be stored. Then you choose what action to perform. Either you could unzip images in
the folder, and subsequent folders (if the option is checked), or you could convert between different
image formats. If the action should be done also on all subsequent folders, the Include operation to
involve operation on all subsequent folders option must be selected. Then press the Convert button
to execute the task.

B.5 SFI Analyzer 1.0

In the masters thesis of Kosmerlj [11] the CSU application used there produced SFI files
that contains similarity scores for each images compared. These SFI files are several hun-
dreds in number, and each image is compared to all other images, producing SFI files
with several hundreds of lines with data. As we can see, this results in so much data to
analyze that it would be to time consuming for humans to do manually. Because of this, I
developed the application SFI Analyzer 1.0, as shown in figure 21. This application goes
through all SFI files found in a specified folder and its sub folders, and analyze the data
there. In the application the user can specify a threshold to search for. Each line with a
threshold within the given threshold is written to a separate file. This way all images that
is more similar than the given threshold is separated to a separate file, making it easier
to find these files.
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Figure 21: SFI Analyzer 1.0 – analysis of SFI files to find which images to use in the experiment.
The SFI Analyzer analyzes the .sfi files that were generated from Kosmerlj’s experiment in her
masters thesis [11]. Each such .sfi file represent one face image, and contains one line of data for
each face image they have been compared with. Each line contains the name of the face image,
and a similarity score represented with scientific notation. The SFI Analyzer runs through all the
files in the root folder that is selected, and its subsequent folders to find .sfi files. Each such file is
the analyzed to see whether or not it contains images with a similarity below the given threshold.
For each .sfi file that contains more than one image that have a similarity below the threshold the
name of the .sfi file and the faces that were below the threshold are written to the result file.
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C Appendix – Database used in the experiment

For readers wanting to reconstruct the database used in this thesis, the SQL commands
used to generate the hsqldb database for use in the experiment, in the applications
IC_Administrator and IC_Client, is reproduced below. The database face_experiment was
build using the DatabaseCreator 1.0 available at http://master.fladsrud.com. This is an
application developed for easy creation and alteration of hsqldb databases. The SQL com-
mands used for creating this database, and the SQL commands for inserting initial values
to the database are available at http://master.fladsrud.com.

CREATE CACHED TABLE Imagepair (Imagepair_ID INTEGER, Image_ID1 INTEGER, Im-
age_ID2 INTEGER, Experiment_ID INTEGER, Same_Individual INTEGER, PRIMARY KEY
(Imagepair_ID));
CREATE CACHED TABLE Image ( Image_ID INTEGER, Image_path VARCHAR(200), Ex-
periment_ID INTEGER, PRIMARY KEY(Image_ID));
CREATE CACHED TABLE Degrees ( Degree_ID INTEGER, Degree_name VARCHAR(50),
PRIMARY KEY (Degree_ID));
CREATE CACHED TABLE Experiment_type ( Experiment_ID INTEGER, Experiment_name
VARCHAR (30), PRIMARY KEY (Experiment_ID));
CREATE CACHED TABLE Participant ( Experiment_ID INTEGER, Participant_ID INTE-
GER, Age INTEGER,Gender INTEGER, Highestdegree_ID INTEGER, Job_with_ID_check
INTEGER, PRIMARY KEY ( Experiment_ID, Participant_ID));
CREATE CACHED TABLE Comparison ( Experiment_ID INTEGER, Participant_ID INTE-
GER, Imagepair_ID INTEGER, Alike INTEGER, Time_spent BIGINT, PRIMARY KEY (Ex-
periment_ID, Participant_ID, Imagepair_ID));
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D Appendix – Results from the experiment

This chapter provides the results, in form of tables, from the experiment conducted in
connection with this thesis. The tables are divided in one section for each feature it
represents.

D.1 Gender

Error type Gender of the
participants

Number
of
Partici-
pants

Mean
Num-
ber
of Er-
rors

Std. De-
viation

Std.
Error
Mean

False Acceptances Woman
Man

26
35

6.73
6.86

5.814
6.160

1.140
1.041

False Rejections Woman
Man

26
35

1.04
1.00

1.113
1.237

0.218
0.209

Table 3: The table shows the difference between false acceptances and false rejections between the
genders. As we can see from the table the differences in number of false acceptances between the
genders of participants are minimal.
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D.2 Age

Error type F Sig.
False Acceptances Equal variances assumed

Equal variances not assumed
0.084 0.773

False Rejections Equal variances assumed
Equal variances not assumed

0.582 0.448

Table 4: The Levene’s test for equality and variance on False Acceptance and False Rejections vs.
age shows that there are no significant difference between the number of false acceptances and
false rejections between the two genders.

F Sig.
Age * False Acceptances Between Groups (Combined)

Within Groups
Total

2.593 0.040

Table 5: The Anova test shows that the impact age has on false acceptances is significant.

Have hair Number
of Partic-
ipants

Mean
Number
of Errors

Std. Deviation Std. Error
Mean

Age No
Yes

31
30

38.58
31.87

14.953
9.673

2.686
1.766

Table 6: The T-test on the age vs. the groups with and without hair shows that age have a statis-
tically significant influence in the human evaluation of faces. Note however that the mean age in
the two groups vary from 38.58 to 31.87.

F Sig.
Age Equal variances assumed

Equal variances not assumed
8.627 0.005

Table 7: The Levene’s test on the age vs. the groups with and without hair shows that age have a
statistically significant influence in the human evaluation of faces.
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D.3 Educational degree

Figure 22: The cross tabular on highest finished educational degree and whether or not hair was
present showed that there a clear predominance of people with a PhD degree in the group with
images with hair (11) compared to the group where the hair was removed (1).

F Sig.
False Acceptances* High-
est educational degree

Between Groups (Combined)
Within Groups
Total

4.780 0.002

False Rejections* Highest
educational degree

Between Groups (Combined)
Within Groups
Total

1.488 0.218

Table 8: Anova test on the highest educational degree vs. False Acceptances shows that the dif-
ference between the number of false acceptances in the two groups due to educational degree is
significant. The differences between the false rejections in this context is however not significant.
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Highest educational
degree

False Accep-
tances

False Rejec-
tions

0 Mean
N
Std. Deviation

10.91
11
7.341

1.09
11
0.944

1 Mean
N
Std. Deviation

8.65
17
6.274

1.53
17
1.419

2 Mean
N
Std. Deviation

5.50
20
3.663

0.80
20
1.196

3 Mean
N
Std. Deviation

2.25
12
3.911

0.67
12
0.778

4 Mean
N
Std. Deviation

11.00
1
-

0.00
1
-

Total Mean
N
Std. Deviation

6.80
61
5.966

1.02
61
1.176

Table 9: The table shows a decrease in false acceptances as the highest finished educational degree
increases. The mean value for those with the highest educational degree of junior high school or
lower (0) is 10.91, the mean value for those with the highest educational degree of college or
lower (1) is 8.65, the mean value for those with the highest educational degree of 1-3 years at a
university or lower (2) is 5.50, the mean value for those with the highest educational degree of a
masters degree or lower (3) is 2.25, while the mean value for those with the highest educational
degree in form of a PhD or higher (4) is 11.00 (this last group consists however of one individual
only).

D.4 Time

Measure 1. quartile 2. quartile 3. quartile 4. quartile
Mean 0.30 0.31 0.11 0.30
Std. Deviation 0.615 0.647 0.321 0.691

Table 10: The table shows a frequency distribution of the number of false acceptances within each
quartile. The number of false acceptances remains approximately constant over time between the
four time-frames.

Measure 1. quartile 2. quartile 3. quartile 4. quartile
Mean 69677.4590 65339.6066 64605.2623 60511.0164
Median 65854.0000 60246.0000 61698.0000 58024.0000
Std. Deviation 23962.57958 23406.41481 23919.48406 21234.38534

Table 11: The table shows a frequency distribution of the evaluation time within each quartile. As
we can see from the table the comparison time decreases linearly over time.
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Total
time

False
accep-
tances

Total time Pearson Correlation
Sig. (2-tailed)
N

1

61

0.266(*)
0.038
61

False acceptances Pearson Correlation
Sig. (2-tailed)
N

0.266(*)
0.038
61

1

61

Table 12: This Pearson correlation shows whether or not there are a correlation between the num-
ber of false acceptances and the total time the participants used on the comparisons. The table
shows that there are no correlation between the total time used on comparison and the false ac-
ceptance rate.
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