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Table 6: EERs of the methods. Numbers are given in %.

Shoe type Motion direction EER FAR FRR

Shoe type A X (up-down) 10.6 ± 0.7 ± 4.5

Shoe type B X (up-down) 10 ± 0.7 ± 4.4

Shoe type C X (up-down) 18.3 ± 0.9 ± 5.6

Shoe type D X (up-down) 16.1 ± 0.9 ± 5.4

Shoe type A Y (forw.-backw.) 10.6 ± 0.7 ± 4.5

Shoe type B Y (forw.-backw.) 10.6 ± 0.7 ± 4.5

Shoe type C Y (forw.-backw.) 17.8 ± 0.9 ± 5.6

Shoe type D Y (forw.-backw.) 13.3 ± 0.8 ± 5

Shoe type A Z (sideway) 7.2 ± 0.6 ± 3.8

Shoe type B Z (sideway) 5.6 ± 0.5 ± 3.4

Shoe type C Z (sideway) 15 ± 0.8 ± 5.2

Shoe type D Z (sideway) 8.3 ± 0.6 ± 4

— X (up-down) 30.5 ± 0.3 ± 1.5

— Y (forw.-backw.) 29.9 ± 0.3 ± 1.5

— Z (sideway) 23 ± 0.2 ± 1.4
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Figure 11: Authentication regardless of the shoe types.

Table 7: The unweighted (EER) and weighted distances (EERw).

Shoe type Motion direction EER, % EERw , %

Shoe type A Z (sideway) 7.2 5

Shoe type C Z (sideway) 15 12.8

Shoe type D Z (sideway) 8.3 7.8

example, people can carry mobile phone in similar position
on the hip or in the pocket. Some models of the mobile
phones already equipped with accelerometer sensor, for
example, Apple’s iPhone [50] has the accelerometer for
detecting orientation of the phone. Nowadays the mobile
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Figure 12: The estimated weights.

phone services go beyond mere voice communication, for
example, users can store their private data (text, images,
videos, etc.) and use it in high security applications such as
mobile banking or commerce [51, 52]. All of these increase
the risk of being the target of an attack not only because of the
phone value per se but also because of the stored information
and provided services. User authentication in mobile phones
is static, that is, users authenticated once and authentication
remains all the time (until the phone explicitly is turned
off). In addition, surveys indicate high crimes associated with
mobile phones [53] and also suggest that users do not follow
the relevant security guidelines, for example, use the same
code for multiple services [54].

For combating crimes and improving security in mobile
phones, a periodic reverification of the authenticated user
is highly desirable. The PIN-based authentication of mobile
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Figure 13: Ordinary (black) vrsus weighted (red) Euclidean distances.
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Figure 14: Examples of smart shoes with integrated accelerometer.

phones is difficult or impossible to adapt for periodic
reauthentication because of its obtrusiveness. Indeed, the
process of frequently entering the PIN code into a mobile
phone is explicit, requires user cooperation, and can be very
inconvenient and annoying. Therefore, the WS gait-based
analysis can offer better opportunities for periodic identity
reverification using MRS embedded in phone hardware or
user’s clothes (e.g., shoes). Whenever a user makes a few steps
his identity is re-verified in a background, without requiring
an explicit action or input from the user.
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Figure 15: Examples of the glove like input devices with built-in accelerometer.

Besides the mobile phones and thanks to the rapid minia-
turization of electronics, the motion recording/detecting
sensors can be found in a wide range of other consumer
electronics, gadgets, and clothes. For example,

(i) laptops use accelerometer sensors for drop protection
of their hard drive [58];

(ii) various intelligent shoes with integrated sensors are
developed (see Figure 14), for example, for detecting
abnormal gaits [48], for providing foot motion to the
PC as an alternative way of input [49]; Apple and
Nike jointly developed a smart shoes that enables the
Nike+ footwear to communicate with iPod to provide
pedometer functions [59];

(iii) glove like devices with built-in accelerometer (see
Figure 15) can detect and translate finger and hand
motions as an input to the computer [55–57];

(iv) watches or watch like electronics are equipped with
built-in accelerometer sensor [60]. Motion detecting
and recording sensors can be built-in even in some
exotic applications like tooth brushing [61] or wear-
able e-textile [62]; and many others.

As the values and services provided by such electronics
grow, their risk of being stolen increases as well. Although the
motion recording/detecting sensors in the aforementioned
products and prototypes are mainly intended for other
purposes, it is possible to extend their functionality for
periodic re-verification of identity too. Depending on the
computing resources, the motion signal can either be ana-
lyzed locally (e.g., in case of mobile phones) or remotely in
the other surrounding electronics to which data is transferred
wirelessly. For instance, a shoe system can transfer the foot
motion to the user’s computer via wireless network (e.g.,
Bluetooth).

Furthermore, it is foreseen that such sensors will become
a standard feature in many kind of consumer products
[63, 64] which implies that WS-based approach will not
require an extra hardware. However, it is worth noting
that we do not propose the WS-based authentication as a
sole or replacement, but rather a complementary one to

the traditional authentication techniques (i.e., PIN-code,
fingerprint, etc.).

5.2. Limitation. Like the other biometrics, the WS-based gait
recognition also possesses its own limitations and challenges.
Although the WS-based approach lacks difficulties associated
with VS-based approach like noisy background, lighting
conditions, and viewing angles, it shares the common factors
that influence gait such as walking speed, surface conditions,
and foot/leg injuries.

An important challenge related to the WS-based gait
recognition includes distinguishing various patterns of walk-
ing. Although our methods can differentiate the actual
normal walking from the standing still, usually daily activity
of an ordinary user involves different types of gait (running,
walking fast/slow, walking on stairs up/down, walking with
busy hands, etc.). Consequently, advanced techniques are
needed for classifying among various complex patterns of
daily motion.

The main limitation of the behavioral biometrics includ-
ing gait is a relatively low performance. Usually, performance
of the behavioral biometrics (e.g., voice, handwriting, gait,
etc.) is not as accurate as the biometrics like fingerprint or
iris. Some ways to improve accuracy can be combining WS-
based gait with the other biometrics (e.g., voice [31]), fusing
motion from different places (e.g., foot and hip), and/or
sensor types (e.g., accelerometer, gyro, etc.). Nevertheless,
despite low accuracy of the WS-based gait recognition, it
can still be useful as a supplementary method for increas-
ing security by unobtrusive and periodic reverification of
the identity. For instance, to reduce inconvenience for a
genuine user, one can select a decision threshold where
the FRR is low or zero but the FAR is medium to high.
In such setting, although the system cannot completely
remove impostors of being accepted, it can reduce such risk
significantly.

Due to the lack of processing unit in the current
prototype of the MRS, our analyses were conducted offline,
that is, after walking with MRS, the recorded accelerations
were transferred to the computer for processing. However,
with computing resources available in some of current
electronics we believe it is feasible to analyze motion signals
online (i.e., localy) too.
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6. Conclusion

In this paper, we presented gait recognition approach which
is significantly different from most of current gait biometric
research. Our approach was based on analyzing motion
signals of the body segments, which were collected by
using wearable sensors. Acceleration signals from ankle,
hip, trousers pocket, and arm were utilized for person
recognition. Analyses of the acceleration signals from these
body segments indicated some promising performances.
Such gait analysis offers an unobtrusive and periodic
(re-)verification of user identity in personal electronics (e.g.,
mobile phone).

Furthermore, we reported our results on security assess-
ment of gait-based authentication in the case of hip motion.
We studied security of the gait-based user authentication
under three attack scenarios which were minimal effort-
mimicry, knowing the closest person in the database (in
terms of gait similarity), and knowing the gender of the user
in the database. The findings revealed that the minimal effort
mimicking does not help to improve the acceptance chances
of impostors. However, impostors who knew their closest
person in the database or the gender of the users in the
database could pose a threat to the gait-based authentication
approach.

In addition, we provided some new insights toward
understanding the uniqueness of the gait in case of ankle/foot
motion with respect to the shoe attribute, axis of the motion,
and gait cycle parts. In particular, our analysis showed
that heavy footwear tends to diminish gait’s discriminative
power and the sideway motion of the foot provides the
most discrimination compared to the up-down or forward-
backward direction of the motion. Our analysis also revealed
that various gait cycle parts (i.e., subevents) contribute
differently toward recognition performance.
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