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Abstract—Appropriate training is an effective solution to tackle
the evolving threat landscape and conflicts in the cyber domain
and to fulfill security requirements. Serious games demonstrate
pedagogic effectiveness in this field, however, they need to
comply with national, organizational, and individual strategies
and characteristics. These games provide the players, individually
or in groups, with an opportunity to develop their adversarial and
system thinking skills to set up effective defenses. To this end, in
this paper, we propose a framework for designing serious games
that raise security awareness. The proposed framework considers
the complex nature of the cyber domain, the knowledge and
motivation of participants, and the experiential learning using
cyber ranges. The framework is based on existing frameworks,
and integrates their advantages to form a comprehensive frame-
work. Future research should refine the framework and design
serious games to evaluate its effectiveness in producing desired
end results.

Index Terms—cyber range, serious game, cybersecurity edu-
cation, socio-technical systems, situational leadership

I. INTRODUCTION

The cybersecurity skills shortage is a critical vulnerability
for organizations and nations. A survey by McAfee indicates
that 82% of respondents report a shortage of cybersecurity
skills [1If]. This survey looks at four dimensions of cyber-
security workforce development efforts in eight countries:
total cybersecurity spending, education programs, employer
dynamics, and public policies. The deficit of cybersecurity
skills, from technical to organizational, exacerbates the task of
managing cybersecurity risks. It shows that conventional train-
ing and education could not meet the demand. Our framework
quantifies the skill and motivation of cybersecurity workforce
and analyzes how cybersecurity stakeholders should build a
robust and sustainable set of skills. Learning by experience
provides technicians, C-levels and board members with an
adequate level of training to bridge the training gaps at all
levels of the organizations and governments.

Awareness campaigns used in the majority of cybersecurity
education programs typically employ lectures or presentations
to state the issues to teach students and employees [2].
Learning methods using this approach are often designed from
the perspective of the presenter and focused on delivering
information within a minimum amount of time, instead of
paying attention to the effective transfer of information [3].

Education theories propose that high quality of information
delivery does not necessarily imply optimal learning by the
audience. There are other factors such as belief, attitudes,
personal knowledge, and perception that can influence aware-
ness substantially. A study by Davinson and Sillence shows
that even if training has caused an immediate increase in
understanding a topic, it does not essentially reflect the long-
term outlook of the audience [4].

Experiential learning is an educational technique in which
the learner is directly in touch with the realities being studied.
This technique proposes active engagement in developing per-
sonal experience scenarios to form the basis of understanding
[5]]. Serious games are a form of experiential learning that uti-
lize entertainment and simulation to present specific learning
objectives and incentivize the player to make decisions, define
priorities and solve a given problem [6]. Serious games have
been employed in many areas to increase learning, often using
simulation as a low-cost alternative for risky or cost-intensive
real-life activities. Examples include flight simulators, car and
bus simulators, and military strategy games.

Although, there are significant positive impacts of serious
games [7], the use of such games do not always lead to
optimal learning. Experiments conducted by [3]] show that
serious games are more effective and involving compared to
presentations and multimedia. However, it is challenging to
generalize these results to all types of serious games and
other learning tools. The reason behind this claim is that the
effectiveness of each learning tool depends on the included
learning elements and the delivery approach. Experiencing
failure, as an important element of learning, in a well-designed
serious game provides the participants with the opportunity to
reflect on their experiences and develop the mental models
of a set of circumstances in which they find themselves.
Consequently, they would be able to refine their understanding.

Different personal, social, and environmental factors can af-
fect the cybersecurity risk awareness, decision making process
and respective behaviors. In today complex socio-technical
systems, these factors interact in complex way and a number
of models and approaches have been proposed to describe
how these interrelating factors influence human thinking and
behavior. Socio-technical systems are referred to as complex,
adaptive systems because their emergent properties and asso-
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Fig. 1. Key Levels of the Norwegian Cyber Range

ciated phenomena can have multiple causes and consequences
that are highly context dependent, difficult to predict and fre-
quently emerge unexpectedly from the dynamic relationships
among system components [32]]. Many of these causes and
consequences are unforeseen and unintended. We believe that
there are significant benefits in employing a socio-technical
approach to examine factors that underlie the many different
aspects of cybersecurity.

The frameworks proposed in previous studies [7]-[10] are
insufficient as a template for cybersecurity because this context
presents several new and unique characteristics associated with
the digital ecosystem. The area of cybersecurity consists of
heterogeneous interacting stakeholders and actors character-
ized by distinct local cultures, structure, machines, and meth-
ods [[I1]]. Stakeholders act upon the basis of their own local
states at each given time and interact with other stakeholder
at different levels of a complex socio-technical system. These
interactions affect future local states and, therefore, create
systemic complexity. Geography, location and political bound-
aries are further factors that are potentially more constraining
for regulatory compliance than access limitations.

This lack of integration is a direct result of the absence
of an effective framework for implementing cybersecurity
training tools. The goal of this study is to develop an initial
framework for implementation of serious games in cyber
ranges that considers the aforementioned properties. We base
our proposed framework on existing frameworks that each has
their own benefits and capabilities to meet the requirements
of an effective training tool for cybersecurity. Our proposed
framework, when fully developed, aims to address a broad
range of topics (e.g. policy and decision making, security
analysis, etc.) that affect the cybersecurity and resilience of
a system. The objective of these games is to explore opportu-
nities for improving cybersecurity posture in the stakeholder’s
environment, assess the implications of possible solutions, and
training the fundamental to advanced concepts of cybersecurity
to people characterized with heterogeneous levels of knowl-
edge and motivation.

The rest of this paper is structured as follows: Section
IT discusses the Norwegian Cyber Range and its goal of
providing a training and educational platform to deal with se-
curity in complex socio-technical systems. We will review the
basic concepts of serious games in Section III. Our proposed
framework is discussed in Section IV, outlining the primary
components and design guidelines to capture requirements of
serious games in cyber ranges using MDA framework. In this
section, we also argue the evaluation guidelines of serious
games designed using this framework. These guidelines can be
also used to evaluate other serious games in the cybersecurity
domain. Finally, Section V concludes this paper.

II. THE NORWEGIAN CYBER RANGE

A cyber range is a facility allowing a model of a digital
system to run in a simulated environment to perform security
tests, training and measurements that are applicable to the real
world [33]]. Cyber ranges come in various forms distinguished
by the size and the complexity of the supported models, the
level of detail and realism of the simulated environment, and
the scope of possible activities and exercises.

Since each country or organization has a set of unique
factors shaping their cybersecurity posture, cyber ranges can
be leveraged to develop a stronger cybersecurity workforce
and sustain critical skills for cybersecurity professional. Since
cyber ranges are controlled, virtual environments where dif-
ferent attack-defense cyber scenarios can be implemented,
cybersecurity serious games designed and developed in cy-
ber ranges can improve security professionals’ strategies and
tactics for defense. Hence, this facilitates skill advancement
in organizations by providing solid ideas concerning today’s
multifaceted cybersecurity challenges.

Norwegian Cyber Range (NCR) is an interdisciplinary arena
that will provide better, more realistic education, training,
exercises, testing, and research in the context of cybersecurity.
Figure [I] shows the three main levels of the NCR approach.
The society level reflects societal structures and simulates
the impact of cyber events with possible chain reactions and
the consequences for different levels of society. Such models



may be limited to a single business, but may also expand
to a region, nation or international entities, depending on
the scenario. The digital value chains model the extensive
networks of producers and consumers of digital services,
which often extend across sectors, industries and businesses.
Knowledge of the real value chain’s composition and extent
in which actors are involved and how they are linked together
will be of great importance to reflect reality and simulate the
consequences of security incidents and business actions. The
digital infrastructure layer represents the underlying infras-
tructure, physical or virtual, on which the business operation
are running.

This modelling approach increases the precision of under-
standing the security value chain [37] in the digital ecosystem.
The value chains are in fact the level at which the underly-
ing digital infrastructures are linked to the different sectors
of society. At this level, NCR enables the users to model
security elements in the environment of each stakeholder, test
feasibility, usability and security of various technologies, and
instantiate complex environments by using efficient automa-
tion and orchestration mechanisms. Since NCR has benefited
from a deep understanding of cybersecurity challenges, our
framework is an adaptation of this approach and is aimed
to provide developers of serious games with a meaningful
insight into these challenges. Therefore, they can design and
develop serious games that keep participants actively engaged
and replicate real cybersecurity crisis.

IITI. SERIOUS GAME FOR EXPERIENTIAL LEARNING -
DEFINITION AND TYPES

Clark Abt’s seminal work in [12] and [|13] is widely thought
to be the originating document behind the term Serious Games
[14], as quoted below:

“Yet individuals can once again become involved, and
thought and action can again be integrated, in games created
to simulate these social processes. The zest for life felt at
those exhilarating moments of history when men participated
in effecting great changes on the models of great ideas can
be recaptured by simulations of roles in the form of Serious
Games”

Having said that, there are many definitions around the
term Serious Games. Abt himself defined them as simulations
and games used to improve education, both in and outside of
the classroom [12]. The concept was revisited and updated
only in the early years of the 21st century, where [15] saw
Serious Games are able to connect a serious purpose to the
technologies used from the video game industry.

Thus, the Serious Games field has evolved into a real in-
dustry through the years, bringing together participants from a
wide range of fields, such as Education, Defense, Advertising,
Politics, etc., where the domain boundaries are relatively thin
[16]. As a result, the actual definition is broader, including any
piece of software that merges a non-entertaining purpose with
a video game structure [|17]].

That makes a serious game the kind of game that is designed
for a variety of purposes that go beyond pure entertainment

[17]. Such purposes have been addressed widely by several
researchers in the past decade [|18|-[21]], detailed further in
Table [I

As noticed from Table[l] there are some purpose categories
which are repetitive, including Activism Games, Advergames
or even Business Games and News games. However, more
recent work from [17] provides another way of classifying
Serious Games based on their purpose. The authors were able
to define three purpose-related categories, as follows:

o Message-broadcasting: the game is designed to broadcast

a message, which can be educative (Edugames), informa-
tive (Newsgames), subjective (Military games) etc.

o Training: the game is designed to improve cognitive
performance or motor skills, i.e. Exergames.

o Data exchange: the game is designed as support for
exchanging data, usually by collecting information from
the players.

Regarding the types of Serious Games, given their divergent
primary purposes mentioned above, the field covers a wide
range of different games. This makes it hard to devise an
appropriate classification method, though during the past years
there have been several proposals towards this end.

Initially, the classification methods were more clear-cut,
with researchers trying to classify the games landscape based
on a set of simple criteria, along with the characterization of
the target audience, beyond the already mentioned classifica-
tion based on the main purpose [21].

On the market side, a range of different categories de-
fined by several authors emerged, such as: Defense/Military,
Government, Educational/Training, Health-care, Advertis-
ing/Corporate Games etc. [21]]-[24]. Table [I| provides more
detailed information on the respective categories. The authors
in [21] suggested that a classification system consisting of
multiple criteria would be more effective by combining their
own market-based and purpose-based classifications into a
two-dimensional system. However, in [[17] the authors argued
that even such a system would not be enough to classify
all Serious Games accurately. Hence, they introduced the
Gameplay/Purpose/Scope (G/P/S) model. It was seen as a nec-
essary step in such a broad discipline with many overlapping
categories and uses. The model would classify each game
according to three aspects, listed below:

o Gameplay, intended to provide information about the

game structure of the Serious Game: how it is played,
i.e. game-based or play-based.

o Purpose, which addresses the eventual purpose(s) apart
from entertainment intended by the designer of the game
itself.

o Scope, which suggests the actual use(s) related to the
game: the kind of market, the audience who uses it.

Figure [2] shows how the classification is conducted within
each aspect in more details.

IV. PROPOSED FRAMEWORK

The popularity of serious games is growing and various
research has been conducted on methodologies for serious
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Fig. 2. The G/P/S model defined [17]

games design. However, the researchers have focused on
specific aspect of serious games and suggest new approaches
in the evaluation of serious games. In this section, we propose
a comprehensive framework to design and implement serious
games aimed for the cybersecurity context. For our research
purposes, we define a framework as a voluntary guidance,
based on existing standards and practices for stakeholders to
provide them with a common and inclusive depiction of the
field of study (cybersecurity) that delivers meaningful insights
and a basis for dialog across the ecosystem of stakeholders.
In this section we discuss the essential components of our
proposed framework, and we describe how they can address
the limitation raised in the literature.

A. Socio-technical Framework

The socio-technical framework contains two basic models:
a dynamic model of socio-technical changes, called the socio-
technical system, and a static one, called the security-by-
consensus (SBC) model or stack. As Figure [3| shows, these
models can be applied to each stakeholder at different levels

a conceptually complex game needs to be relatively simple,
in terms of activities, in order to be effective. Therefore, the
challenge is designing a game with an appropriate gameplay,
engaging model of reality while, at the same time, retaining
a sufficiently accurate representation of the fundamental con-
cepts. To achieve this goal, we employed a socio-technical
paradigm for the implementation of serious games in cyber
ranges to explore a diversity of cybersecurity ecosystems.
Values and cultures, for example, are not necessarily prior-
itized to the same extent in every country. Furthermore, the
implementation of optimal cybersecurity strategies requires a
meaningful insight on increasingly evolving threat landscape
and multidisciplinary challenges such as social, legal, eco-
nomic and technology in this area.

B. Situational Leadership

Today, most decision makers realize that to succeed in the
digital economy, their organizations will need to change. Dig-
ital transformation goes beyond just deploying new technical
solutions. An effective transformation requires a collaborative
effort among involving partners, customers, stakeholders, and
their people, in particular. Considering the fact that digital
transformation is the most impactful information technology
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trend on businesses today, cybersecurity is by far the biggest
challenge to these changes [7].

Organizations are dealing with the real and serious business
risks related to cybersecurity. Regardless of size, in most orga-
nizations, cultivating a culture where all employees understand
managing cybersecurity risk is critical. Any organization or
nation-wide change, particularly a culture change, succeeds or
fails depending on how well the leaders establish the priority
and adopt a leadership style characterized by strategic, tactical,
and operational support. Creating a culture of cybersecurity
risk awareness begins with leadership efforts in these three
areas; cybersecurity training, accountability and management
of cybersecurity risk, and adoption of cybersecurity counter
measures [25].

In our proposed framework, one of the components is
the Situational Leadership model. The concepts, procedures,
actions, and outcomes derived from this model are based on
tested methodologies that are hands-on, real world, and easy
to apply. The model provides a framework for leaders (i.e.
anyone who is able to influence others, regardless of position)
to match their behaviors with the performance needs of the
individual or group that they are attempting to influence. It
is about adapting the directive and supportive behaviors that
leaders use to match the Performance Readiness of others to
perform specific tasks or functions [26].

Serious games in the cybersecurity training domain should
assess the players knowledge and motivation. Such an as-
sessment may produce four combinations of ability and
willingness, with the game mechanics should be designed
accordingly. The serious games should determine their style

as a function of directive (task-oriented) or supportive
(relationship-oriented) behavior. Task-oriented games engages
the participants in defining roles, structuring activity and
providing the what, where, when, how and, if more than one
person is involved, who is to do what for a particular task.
At the same time, relationship-oriented behavior determines
the extent to which a participant engages in two-way commu-
nication, facilitates interaction and actively listens. Figure [
show the various combination of task and relationship behavior
that define four leadership styles in the Situational Leadership
Model. These styles can be employed by games depending
upon the assessment of participants’ knowledge and motivation
(Performance Readiness) in learning cybersecurity skills.

The learning effectiveness depends on the the ability of the
game to assess the Performance Readiness of the involved
players and provide them with an optimal learning experience.
For example, a player with little knowledge and experience
would require more direction than a player who has several
years of experience. A proper game empowers the player
with the required knowledge and motivation to effectively
perform the related tasks. Table shows the corresponding
styles of different combinations of participants’ knowledge and
motivation assessment.

C. Experiential Learning

Schon introduced the concept of reflection in action in his
book "The Reflective Practitioner: How Professionals Think
in Action”. This concept explains how professionals meet



(Knowledge, Motivation) | Leadership Style

Description

(Low, Low) Telling (S1) Participants need clear structure and direction.
Participants are inexperienced, but highly motivated, so they need both encouragement and direction.
(Low, High) Selling (S2) The game clarifies decisions and recognizes the enthusiasm of the participants in an effort
to ensure understanding
(High, Low) Participating (S3) Participants have a good understanding of what to do, but they need support.

The Game and participants attempt to mutually establish alignment.

(High, High) Delegating (S4)

Participants are motivated, competent and confident.

The game allows them to complete tasks.

TABLE I
GAME’S STYLE DEPENDS UPON THE PERFORMANCE READINESS OF THE PARTICIPANTS.

HIGH

Supportive Behavior
Relaticnship Behavior

Low

Task Behavior
LOW e—
Directive Behavior

HIGH

Fig. 4. Leadership Styles [26]

the challenges of their work with a kind of improvisatiorﬂ
that is improved through practice [28]. The idea of reflective
practice is based upon the assumption that we learn from our
experiences and that this contributes to our professional knowl-
edge. David Kolb’s theory of experiential learning provides a
helpful framework for understanding how reflection helps us
make sense of our experiences [5]. Serious games in cyber
ranges provide practical activities to people with different
knowledge, motivation and responsibilities. Kolb refers to this
as the concrete experience that begins the cycle of experiential
learning (See Figure [3).

During or after a concrete experience, we often reflect
on what we did, what went well and what did not go so
well. This is referred to as reflective observation in Kolb’s
model and highlights the importance of reflecting in and on
action in order to learn from experience. This reflection in
experience often results in new ideas or conceptualization that
shape our learning about practice. Through what Kolb calls
abstract conceptualization, we generate new understandings
about ourselves and our practices that inform the way we work.
We then experiment by trying out these new ideas or concep-
tualizations as part of the learning process. Through what Kolb

The activity of making or doing something that you have not planned,
using whatever you find (Definition in the Cambridge English Dictionary.
dictionary.cambridge.org. Retrieved 2019-02-20.).

leg/

Concrete
Experience

Active
Experimentation

Reflective
Observation

Abstract
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Fig. 5. Kolb’s Experiential Learning Cycle

calls active experimentation, we test out the implications and
validity of our new understandings in the real world and come
to integrate new approaches into our practice repertoire. This
cyclical process of experiential learning is often repeated in
order to see what happens as a result of our adaptations. This
process enables the participants to think about new experience,
reflect further, draw new conclusions and perhaps decide to
adapt to one’s practice again.

Not only must reflection be seen to be acceptable, debriefing
and subsequent experimentation must be linked to this frame-
work to ensure appropriate mental models are developed by the
participants. These allow them to develop the mental models of
the situation and refine their understanding of the cybersecurity
issues. Lack of mental models is a frequent problem with
the cybersecurity arena to help people assess the threats they
encounter and maintain their security awareness [29]. Mental
models, developed as a result of training and experience in an
environment, allow people to predict and explain the behavior
of other stakeholders and recognize the relationships among
them and the environment. This enables them draw inference,
understand the phenomena, decide which actions to take, and
experience them.

D. The Framework

Across these frameworks and models, we have found vari-
ous commonalities in the fundamental requirements, complex
systems design, and reflective practice elements that charac-



terize serious games initiatives in cyber ranges. To facilitate
the discussion of these concepts, we use the MDA framework
proposed by Hunicke et al. [31]. This framework formalizes
theoretical game design using the following concepts:

o Mechanics describe the rules and components of the
game and the conditions for progress of the player.

o Dynamics describe these rules manifest during running
the game based on the player’s inputs and interactions
among the players.

o Aesthetics describe the desirable responses by the users
interacting with the system.

The MDA framework helps us to conceptualize the rela-
tionship between the designer and the player. The designer’s
perspective links mechanics (functions and features of the
game) to dynamics (system-user interaction), and subsequently
aesthetics (end-user’s emotion and experience). Figure[6] shows
our adaptation of the MDA framework. Employing Situational
Leadership framework in game mechanics ties to different
courses of action that would lead the player to higher levels
of cybersecurity awareness. It also enables walk-throughs to
unlock a sequence of achievements. Completion of specific
learning modules is suggested to allow the player to proceed
to next levels.

The socio-technical framework in the game dynamics cre-
ates the context of the system to establish a cognitive de-
velopment for players to recognize affordances the gameplay
supports. Such a framework might also involve imposing
constraints on the activities based on the current performance
readiness of players. Finally, the experiential learning model
in game aesthetics allows the players to reflect on challenges,
confidence, cognizance, and creativity during their practice.
Challenges forces the player to demonstrate decision making
and problem solving skills during the interaction with the
game. Players reflect their increased awareness and under-
standing of their environment (cognizance), use of their ideas
(creativity), and growing their confidence at their profession.

An effective experience of serious games need to be co-
herent across these three steps considering the perspective of
both the designer (feature-driven) and the player (experience-
driven). Business requirements, player characteristics, and
behavioral outcomes need to be deliberated during the plan-
ning and designing stages of the game. Technologies and
tools that would effectively engage players in gamification
activities should be considered during the implementation and
deployment stages.

E. Evaluation Guidelines

Our proposal is an initial and preliminary framework based
on the limitations of specific case studies in our research stud-
ies. The applicability of this framework should be measured
by its correlation and alignment to real-world requirements,
so that any implemented scenario or event in the game will
be judged as realistic by the participants. Several key success
factors for the design of serious games using this framework
are outlined below:

o Design for effectiveness. Lack of proper analysis, plan-
ning, and cyclical improvement based on the reflections
would lead to uncertainties about game’s pedagogical
effectiveness. Preliminary analysis and the Situational
Leadership framework can help ensure that the game
meets business objectives and individual outcomes. Re-
flections can not only be useful in identifying the design
flaws, but also they can help in delivering the intended
gameplay according the player’s responses and dynamics
of the environment.

o Design for coverage. We believe that cybersecurity is
no longer a technical problem and information security
discipline would benefit from adopting knowledge, prac-
tices, and experience from other fields such as sociology,
psychology and economics, rather than seeking purely
technical solutions. The serious games in cyber ranges
should cover these fields considering the interdependent
stakeholders and multidimensional aspects of cybersecu-
rity scenarios.

o Design for engagement. The main need for gamification
is to keep the participants engaged and motivate them
to achieve success through game initiatives and strate-
gies. Designers should ensure engagement using differ-
ent means such as entertaining activities and providing
challenges and rewards. A creative storified context that
is linked to the real world scenarios can help motivate
participants and provide delightful experiences.

o Design for reflection in action. As we highlighted in our
discussion on experiential learning and game aesthetics,
the participants might show various motivation, emotion
and expectations during using the game. Hence, designers
should enable the players to reflect in and on action
during the game. Toward this objective, different methods
like debriefing, survey and post-experiment questions can
be used in addition to mechanisms that get the feedback
of the player during the game.

Figure [/| shows a diagram that can be employed in conclud-
ing analysis and evaluation of key success factors in the serious
games implementation. The rating scale of these factors are
arbitrary and can be changes based on research plan. This
evaluation can help the designers to develop more productive
games considering the individuals, groups or businesses ob-
jective.

V. CONCLUSION AND FUTURE WORK

This paper proposed the a new framework for implementa-
tion serious games in cyber ranges. These games are aimed to
improve cybersecurity awareness and training. This framework
is based on existing frameworks addressing the complexity
of cyber domain, unique characteristics of participants, and
pedagogic potential of the designed games. It was discussed
that how the integration of these frameworks can help to
increase the effectiveness, coverage, engagement, and the
ability to reflect in practice of games. In order to realize the
full potential of this framework and achieve effective guideline
for implementation of serious games, we used the MDA
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framework as a practical tool to conceptualize the structure
of framework using a systematic approach.

This framework is a preliminary artifact that can be sup-
ported or enhanced by other frameworks such as LM-GM
[34]] and SGDA [35]] frameworks. In other words, our research
is a call for additional research by researchers in different
fields of study to consider features and functions of simulation
and gamification to raise cybersecurity awareness at different
levels of society. The next step for this research would be
implementation of a serious game using this framework and
assess the mentioned key success factors in compare with other
serious games in cybersecurity domain. The prototype of this
game is an extension of agent-based simulation tool which has
been developed and demonstrated by the Norwegian Cyber
Range.
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