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Abstract

This thesis delves into the detection and localization aspects of distributed Wireless
Sensor Networks (WSNs). Specifically, the research concentrates on WSNs in
which sensors autonomously carry out detection tasks and transmit their decisions
to a fusion center (FC). The FC’s role is to make a comprehensive decision about
the presence of a specific event of interest and estimate its potential location.

Given its broad significance, the thesis specializes in applying WSNs for industrial
monitoring, particularly in the process and energy industry.

Three distinct approaches are explored in this thesis: (7) per-sample/batch detection,
(42) quickest detection, and (¢¢7) sequential detection. Each framework proposes a
set of detection and associated localization rules.

A primary objective of this work is to develop detection and localization strategies
that leverage existing information about the monitored environment, bridging the
gap between monitoring systems and the knowledge of the monitored system.

In the proposed per-sample/batch detection approach, sensors make localized binary
decisions about the presence of an adverse event. The FC aggregates these decisions
to provide a more reliable global binary decision. A comparative analysis is
conducted between the counting rule and the newly proposed modified Chair-
Varshney rule. Threshold design is facilitated through the maximization of Youden’s
Index. Upon detection, the FC offers an estimated position using four investigated
localization algorithms: maximum a-posteriori localization, minimum mean square
error localization, the centroid-based algorithm, and the newly proposed modified
centroid-based algorithm.

Regarding the quickest detection approach, two architectures are introduced that
capitalize on diverse network structures for quickly detecting and pinpointing faults
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in industrial plants. Both incorporate a feedback mechanism transmitting parameters
from higher to lower hierarchical levels. The first architecture, named three-layer
architecture, involves multiple sensors overseeing a specific plant section, each
independently conveying its local decisions to the FC. The FC gathers these local
decisions spatially to generate a more comprehensive decision. Subsequently, a
post-processing center (PPC) analyzes these global decisions over time, executing
prompt detection and localization. In the second structure, named two-layer archi-
tecture, the FC engages in spatio-temporal aggregation to achieve swift detection,
along with a potential estimation of the faulty component.

The sequential detection approach proposes a WSN where sensors perform local se-
quential detection and transmit decisions to the FC. Two variations of this algorithm,
the continuous sampling algorithm (CSA) and the decision-triggered sampling algo-
rithm (DTSA), each with a unique transmission and detection rule, are introduced.
In the DTSA, the FC processes only those transmissions corresponding to local
decisions. The CSA instead functions as a time-aware detector by processing every
sensor’s transmission, integrating the time of each transmission into the detection
rule.

The per-sample/batch and quickest detection approaches and their localization
methods are tested in an oil and gas scenario involving an oil spill within subsea
production systems. Conversely, an industrial facility’s carbon dioxide dispersion
scenario tests the sequential detection approach.

System performance evaluation encompasses the receiver operating characteristic
curve, decision delay, localization error, computational complexity, and communi-
cation costs.
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Chapter 1

Introduction

Wireless Sensor Networks (WSNs) have witnessed remarkable growth in recent
decades, primarily driven by the proliferation of cost-effective and environmentally
friendly sensor devices used for monitoring applications [1]. This expansion can
be attributed to significant advancements in sensor technology, wireless commu-
nication protocols, and the rise of the Internet of Things (I0T) [2]. WSNs play a
pivotal role within the IoT, seamlessly connecting the physical and digital realms
by providing real-time data for various inference tasks [3].

One focal point in WSNss is the detection and localization of events, particularly
concerning safety-critical systems. These tasks can be broadly defined as follows:

* Detection: This involves identifying the presence or absence of a specific
event or hypothesis, often in the presence of noise or uncertainty.

* Localization: This is the process of determining the precise position or
location of an object of interest, typically achieved through point estimation
or M-ary detection techniques, often in noisy or uncertain conditions.

For an overview of inference and learning from data, the reader should refer to
the [4-6].

Industries such as process, energy, and manufacturing have a vested interest in
these areas, where a single equipment failure can jeopardize worker safety and
environmental well-being. Such failures often result in substantial environmental
and societal costs and significant financial losses due to unplanned shutdowns [7].
A typical critical event in this context is the loss-of-containment (LOC) which is
defined as follows:
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Figure 1.1: Diagram of an industrial monitoring system designed for detection and local-
ization.

“[LOC is an] unplanned or uncontrolled release of any material, fire, explosion,
and toxic hazards. LOC is a type of event. An unplanned or uncontrolled release is
a LOC, irrespective of whether the material is released into the environment, into
secondary containment, or into other primary containment, not intended to contain
the material released under normal operating conditions.” [8]

In light of these challenges, the global critical infrastructure protection market
has reached a valuation of USD 132 billion, with forecasts indicating a steady
compound annual growth rate of 3.4% through 2030, and IoT technologies are
poised to play a pivotal role [9].

To enhance the efficiency of WSNs and prolong their lifespan while minimizing
monitoring costs, sensors are frequently engineered to transmit binary decisions
to a fusion center (FC). The FC’s function is to aggregate local decisions and
generate a global decision regarding the occurrence of an event, such as a fault
in the monitored plant [10, 11]. When an undesired event is detected, the FC
triggers an alarm, facilitating timely responses like emergency plant maintenance
to mitigate the consequences. A schematic representation of such a setup is shown
in Figure 1.1.

The use of WSNs for event detection, particularly in industrial applications, has
attracted significant research attention, with a specific focus on underwater set-
tings [12, 13]. Underwater environments pose unique challenges in detecting
equipment failures resulting in a LOC, especially when inspections are prohibitively
costly, such as subsea plants [14].

Another significant challenge lies in detecting uncooperative sources, such as the
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LOC of gases in the process industry. To address stringent bandwidth and energy
constraints while ensuring the longevity of 1oT nodes, there has been a growing
emphasis on adopting binary sensors for detecting gases in safety-critical systems,
as highlighted in prior research [15, 16].

Moreover, beyond industrial applications, WSNs are gaining momentum in security,
counter-terrorism, and defense [17]. Concurrently, in the context of Industry 4.0,
WSNs play a pivotal role in ensuring safety and environmental protection [18].

Modern monitoring systems rely on many sensors to surveil specific areas of in-
terest. These sensors commonly employ a per-sample or batch detection approach,
identifying events after processing a fixed number of samples. In such a configura-
tion, each sensor is tasked with event identification, and an inspection is triggered
when a sensor raises an alarm.

The current state-of-the-art industrial monitoring systems unveil several challenges
and promising avenues for improvement. These challenges encompass issues
such as a notable likelihood of errors, including false alarms and miss-detections.
However, they also present opportunities for enhancing system efficiency and
reliability.

1.1 State of the Art

The initial significant contribution to the field of batch data fusion in distributed
WSN for event detection came from the groundbreaking work in [19]. Over time,
interest in distributed WSNs, where sensors transmit binary decisions to a FC to
reduce communication and processing costs, has grown [20].

Several notable contributions have emerged to address bath detection problems.
In [21, 22], fusion rules like the Chair-Varshney rule (CVR) and the counting
rule (CR) were proposed, addressing local sensor-based detection. Optimality
considerations concerning the Neyman—Pearson criterion have been researched
in [23]. In [24], sub-optimal heuristic fusion rules were introduced, such as the
Equal Gain Combining Fusion Statistic and the Maximum Ratio Combining Fusion
Statistic. Meanwhile, in [25], the Ordering-Based CR is investigated to improve
the performances of its traditional counterpart. Several pieces of research have also
been conducted to enhance the energy efficiency of the WSN as well as design
frameworks for data transmission and routing among sensors and between the
sensor and the FC [26-29].

Additionally, in [30], a comparison was presented between a WSN employing a FC
that receives binary decisions and performs a locally most powerful test (LMPT)
and the same network where the FC executes the LMPT after receiving raw local
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measurements, particularly in scenarios with weak signals.

The work in [31, 32] introduced the Rao Test, showcasing the asymptotically
equivalent performance of the CR compared to the generalized likelihood ratio test
(GLRT).

Moreover, [33] presented a set of fusion rules based on GLRT, Bayesian frameworks,
the locally-optimum detection (LOD) framework, and hybrid approaches. The issue
of detection in WSNs was further investigated using multiple-input multiple-output
(MIMO) architectures, where sensors transmit local binary decisions to an FC,
focusing on the performance of the communication channel between sensors and
the FC [34-36].

In the context of WSNs with a single FC and 1-bit local decisions, the problem of
target localization has been extensively studied, resulting in various localization
algorithms. Many of these methods have a statistical foundation, as described
in [33]. Unfortunately, most of these methods have high computational complexity
and may not be adaptable to specific conditions. Statistical-based methods often
require precise knowledge of the signal’s statistical model, which may not always
be available.

Consequently, several heuristic strategies have been developed. These are known
for their low computational complexity and ease of implementation, requiring less
knowledge of the signal’s statistical model. Some popular heuristic localization
methods, like the centroid method, are introduced in [37]. Variations of the cen-
troid method have been proposed, such as range-based methods as in [38, 39],
which utilize additional information to calculate centroid weights. Other heuris-
tic localization methods include the center of the minimum enclosing rectangle
(CMER) [37], an extension introducing the Steiner center to remove coordinate sys-
tem dependency [40], and the center of the minimum enclosing circle (CMEC) [41].
Additionally, [37] highlights the effectiveness of CMEC in noise-free settings with
a unitary probability of detection in the target’s proximity.

An essential aspect of WSNs with FC is the design of quantizers. In [42], the local
quantization problem is addressed for Bayesian estimation of location parameters,
considering both conditionally unbiased and efficient estimators with condition-
ally independent observations, as well as scenarios with bit rate constraints and
conditionally dependent observations. In [43], quantization for tracking moving
targets is discussed, proposing a method for dynamically updating local thresholds,
striking a balance between maximum Fisher information (FI) and the minimum
sum of sensor transmission probabilities.

The quantization issue has been explored within distributed detection, especially to
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establish optimal quantization strategies [44]. In [45], quantizers were explicitly
crafted for a WSN executing a Generalized LOD test (from Davies’ framework) for
detecting a target with an unknown position and emitted power. These quantizers
were devised using an asymptotically optimal approach.

Similarly, in [46], the optimal quantizer for a deterministic signal in a WSN with
an imperfect reporting channel and a FC performing a GLRT was explored. In [30],
the resulting quantizer was derived by maximizing the FI. Furthermore, [47] derived
the binary asymmetric quantizer by minimizing the maximum Cramér-Rao lower
bound (CRLB).

The problem of online detection via quickest detection framework is still an open
research field nowadays. An overview of the main results of the quickest detection
framework can be found in [48-50].

Peculiar characteristics and challenges for the problem of quickest detection, es-
pecially in industrial settings, are: (7) the finite spatial extent of the event being
monitored; (¢¢) the fault location is unknown; (¢¢¢) each fault may be more or less
probable depending on the reliability of the item responsible for it; (iv) efficient
detection algorithms should be conceived to detect such events as quickly as possi-
ble while keeping false alarms under control; (v) detection approaches should be
coupled with (or better, include) localization procedures to identify the faulty item.

In the context of challenges (7) and (¢%), various algorithms have been proposed in
the literature for detecting spatially localized events at unknown locations (such
as radiation releases, anomalous parameter fields, or non-cooperative targets) via
distributed WSNss. Initial attempts involve the straightforward application [51, 52]
or adaptations/extensions [53] (e.g., by using ordering schemes according to most
informative sensors) of the sub-optimal CR. Notably, the plain CR has recently
found application in the specific domain of subsea oil spill detection [54]. Regret-
tably, these rules do not consider the limited extent and unknown location of the
detected phenomenon by design. This results in diminished detection performance.

Conversely, recent years have witnessed the emergence of a range of fusion rules
designed for the explicit detection of spatially localized events with unknown
locations through distributed WSNs [11, 33, 55]. To tackle this challenge, these
approaches have harnessed methodologies such as the GLRT, Bayesian techniques,
generalized score tests, or hybrid variations. While primarily focused on detecting
non-cooperative targets, these algorithms can be adapted to address challenges (7),
(22), and (v). However, it is essential to note that the fusion methods mentioned are
fundamentally designed in a batch fashion (or overlook temporal dependencies)
and fail to target the rapid onset of faults, thus not fully addressing challenge
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(iv). Recent advancements in this domain have made strides in mitigating the
constraints associated with batch design [56, 57]. Nevertheless, these proposals
cannot promptly detect events as they occur, which is crucial in addressing the
quickest detection problem.

Furthermore, to the best of the author’s understanding, no approach has effectively
integrated data regarding the dependability of the system being monitored when
developing the detection algorithm, i.e., challenge (¢i7). Vital data, encompassing
critical items’ positions, failure rates, and failure models, represent valuable prior
information that may be seamlessly substantiated within a Bayesian approach.

Sequential detection, also known as sequential analysis or sequential hypothesis
testing, was popularized by Wald with the sequential probability ratio test (SPRT).
A thorough overview of sequential detection can be found in several references,
including [58—60]. Although sequential detection in WSNs has been explored in
recent years, it remains an ongoing area of research. [61] proposed an architecture
where sensors and the FC perform sequential detection, with sensors transmitting
their local decisions to the FC. This setup demonstrated performance asymptotically
equivalent to the centralized counterpart under certain conditions. [62] presented a
higher-performance alternative based on the assumption that the observed signal is
a sampled version of a continuous stochastic process with continuous paths. Recent
research has focused on alternative tests to SPRT for WSNs, as exact knowledge of
the signal’s distribution function in the alternative hypothesis is often unavailable.
A generalized sequential probability ratio test (GSPRT) was investigated for this
purpose in [63].

In the realm of cognitive radio, distributed sequential detection strategies have be-
come widely employed for spectrum sensing [64—68]. In particular, [69] applied the
distributed sequential detection paradigm to develop spectrum sensing schemes for
cognitive radio networks, exploring quantization strategies. Practical considerations
such as imperfect reporting channels and the need for reduced energy consumption
were addressed in subsequent works [70, 71].

Truncated versions of sequential tests have been explored to limit decision time and
prevent excessively long durations. A thorough exploration of truncated tests can be
found in [60]. Truncation was initially explored for SPRT and GSPRT in [72] and
has more recently been adopted in combination with other tests [56, 57, 73, 74].

This thesis primarily focuses on WSNs characterized by hierarchical structures.
In these networks, the lowest layer, represented by the sensors, is responsible for
sensing the surrounding environment and transmitting data autonomously to the
higher layer(s). This setup contrasts with fully decentralized WSNs, where the FC
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Figure 1.2: Basic structure of a distributed WSN.

is absent, and inference tasks are achieved through consensus strategies. Relevant
literature about such setups can be found in [75, 76].

1.2

Scope and Objective

This thesis focuses on detecting critical events and, whenever possible, estimating
their precise location, specifically emphasizing industrial settings. The research
aims to develop distributed WSN architectures and associated data processing
algorithms, leveraging statistical signal processing and data fusion methodologies
(see Figure 1.2 for a schematic representation).

In particular, the research is guided by the following objectives:

01

02

03

Design WSN architectures organized into hierarchical layers, following the
principles of both the edge-cloud and edge-fog-cloud paradigms. These
hierarchical structures allocate increasing computational complexity to nodes
ascending through the layers.

Introduce a statistical-based approach that empowers users to apply the
proposed algorithms effectively, even in scenarios with limited previously
collected data. This is particularly valuable when dealing with rare events,
where data-driven methods often fall short. This approach ensures the prac-
ticality and versatility of the methods across a wide range of operational
conditions.

Integrate domain-specific knowledge into the design of detection and localiza-
tion rules. By leveraging expertise in the relevant field, the aim is to enhance
the performance and accuracy of the proposed detection and localization
system, making it more adaptive to the unique characteristics of the specific
industrial environment.



8 Introduction

1.3 Contributions and Publications

The work presented in this thesis addresses the objectives O1, 02, and O3 reported
in Section 1.2 and spans three main contributions, each focusing on different
categories of signal processing techniques for detection and localization.

In general, the following steps have been used to form the methodology adopted in
this thesis:

1. Identifying the problem, examining its current challenges, and assessing the
societal requirements related to the topic.

2. Conducting a comprehensive review of the state of the art in the field.

3. Formulating the problem mathematically, which involves characterizing the
signals and modeling the monitored system appropriately.

4. Developing suitable algorithms for implementation within WSNs, ensuring
that these algorithms align with the objectives mentioned in Section 1.2.

5. Analyzing the computational complexity of the developed algorithms to
ensure their practical feasibility.

6. Selecting relevant metrics for evaluating the detection and localization algo-
rithms.

7. Implementing relevant case studies to test the proposed architectures in
practical settings.

8. Presenting the results obtained through simulation and analytical derivations
when applicable.

1.3.1 Thesis Contributions

The three main contributions of the thesis, each focusing on different signal pro-
cessing techniques for detection and localization, are here outlined: (C1) per-
sample/batch detection, (C2) quickest detection, and (C3) sequential detection.

In the context of the thesis, each of the three main contributions is associated with a
key publication. In particular, the work in contribution C1 is primarily detailed in
publication P3, which involves per-sample/batch detection and localization. C2 is
developed in P5 which focuses on the quickest detection and localization framework.
C3 is explored in P8 which deals with sequential analysis.

Section 1.3.2 gives the complete list of publications.
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Each of these publications contributes to advancing the field of statistical data pro-
cessing in the context of industrial WSNs, offering innovative architectural designs
tailored for specific applications and addressing the thesis’s outlined objectives.

The three contributions are summarized as follows.

C1 Per-Sample Detection and Localization: This contribution addresses the
use of per-sample detection approaches in distributed WSNs for detecting
and localizing unwanted events in industrial plants, with a case study on oil
leakages from the subsea production system (SPS) of the Goliat FPSO [77].!

This contribution aims at satisfying the objective O2 by implementing varia-
tions and modifications of well-known statistical detection and localization
procedures, lowering their computational complexity.

This work has been carried out within publications P1, P2, and P3. The
contributions can be summarized as follows:

* Various optimization criteria for the selection of the detection thresholds
were studied both for the sensors and the FC with a focus on three
objective functions, namely the Youden’s Index, the Closest-to-(0,1),
and the Concordance Probability.

* At alocal level, the detection is carried out via optimal test statistics,
while at the FC level, two fusion rules are used: the widely recognized
CR is a familiar concept, alongside the newly introduced modified
Chair-Varshney rule (MVCR). While maintaining the computational
complexity of the CR, the MVCR offers increased flexibility and the
potential for improved performance.

* The proposed localization methods are divided into two primary cate-
gories: heuristic and statistical approaches. Within the heuristic meth-
ods, there is the centroid-based algorithm (CBA), and a novel approach
called the modified centroid-based algorithm (MCBA). The MCBA, as
a modification of the former, eliminates the constraint that the event
must be situated within the smallest convex volume encompassing all
sensors while maintaining the same algorithm’s complexity. On the
statistical side, two Bayesian algorithms are introduced: a maximum a-
posteriori (MAP) estimator and a minimum mean square error (MMSE)
estimator. These leverage the failure rates of the monitored plant’s com-
ponents to establish prior probabilities for component faults. All these
algorithms are engineered for enhanced performance while containing
their inherent complexity.

'FPSO is the acronym for floating production storage and offloading unit.
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C2

This contribution reduces the disparity between recent advancements in dis-
tributed data fusion and their practical implementation in industrial settings.
It introduces innovative energy-efficient fusion rules explicitly designed for
detection and localization in the process and energy industry. These rules
consider the reliability of components, thereby introducing a significant ad-
vancement by connecting the existing knowledge within the industry with the
capabilities offered by contemporary information fusion techniques. Such re-
search on applied distributed batch data processing extends the contributions
outlined in Section 1.1.

Quickest Detection and Localization: Building upon the oil and gas case
study from C1, this contribution introduces a quickest detection approach in
distributed WSNs. To satisfy objective O3, the quickest detection approach is
here enhanced by its combination within a Bayesian framework, which aims
at providing optimal detection and localization system via the exploitation of
reliability data regarding the monitored environment. Moreover, satisfying
objective O1 is a pillar of this research as two architectures with different
numbers of layers are proposed.

The abovementioned is found in publications P4 and P5. Hence, the contri-
butions are the following:

* Two spatio-temporal sensor fusion approaches are presented. These
WSN architectures carry out quickest detection and localization of
faults within a system. Specifically, the sensors observe the status of
various equipment components and communicate their decisions to
two their immediate superior hierarchical layer. Moreover, the highest
hierarchical unit continuously transmits updated parameters to the lower
layers for improved performance.

» The three-layer architecture (3LA) aligns to an edge-fog-cloud [78]
paradigm and is composed of a FC which performs spatial aggregation
and an optimal per-sample decision. A post-processing center (PPC)
subsequently processes these decisions over time. The PPC is respon-
sible for identifying system faults based on a Bayesian approach and
takes advantage of time-varying statistical distributions influenced by
the reliability data of system components.

* The two-layer architecture (2LA) aligns to an edge-cloud paradigm
and is composed of a FC only, which performs a joint spatio-temporal
aggregation in a Bayesian quickest detection fashion.

This study builds upon the findings of C1, which focused on developing
Bayesian methods for distributed quickest fault detection and localization
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within the process and energy sectors. Given the ongoing evolution of quick-
est detection methods, this research expands upon the insights presented
in Section 1.1 by introducing two novel multi-layer architectures tailored
to leverage fault models. Employing a Bayesian framework enables the
utilization of reliability data to introduce spatio-temporal biases into the infer-
ential processes. Moreover, this approach, combined with an energy-efficient
multi-layer architecture, represents a significant advancement beyond current
state-of-the-art methodologies.

C3 Sequential Detection and Localization: This contribution proposes a se-
quential hypothesis testing approach for detection in industrial settings. In C2,
objective O3 has been addressed by incorporating reliability data regarding
the monitored components into the detector, resulting in a Bayesian approach.
In C3, on the other hand, the domain knowledge is incorporated by exploiting
the knowledge of the mathematical model that describes the signal dispersion
in space, therefore improving the likelihood of the measured signals. To
properly evaluate the benefits of using the integration of the dispersion model
within the design of the detection and localization algorithm, the Bayesian
approach is here dropped in favor of a classical approach.” Due to particular
risks related to the LOC of heavy gas, the case study of carbon dioxide (CO,)
is here taken into consideration. The work in P8 focuses on the detection
task. However, some localization algorithms have been compared in a batch
detection scenario in P6 and P7.

This research is found in publications P6, P7, and P8. The contributions can
be summarized as follows:

* Modeling the release of CO, by employing analytical relationships de-
rived from the well-established empirical model by Britter & McQuaid
(B&M). This approach eliminates the need for manual inspection of a
nomogram.

* Integrating the gas dispersion model and external measurements from
weather stations (e.g., wind measurements) into the design of the FC
forms the basis of this study.

* Introduction of a fully-batch algorithm with a fixed sample size at
sensors and FC.

’In the Bayesian framework, the detection and estimation tasks are performed on events and
random variables, respectively. On the other hand, in the classical framework, the same tasks are
performed on hypotheses and deterministic parameters, respectively. Note that hybrid approaches are
often employed.
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¢ Introduction of the decision-triggered sampling algorithm (DTSA) as
the first proposed sequential method. This involves the FC sampling
the sensors’ transmission only when local decisions are made.

* Introduction of the continuous sampling algorithm (CSA) as the second
proposed sequential method. In the CSA, the FC continuously monitors
sensor transmissions, incorporating a time-aware algorithm that updates
a test statistic based on transmission values and time elapsed since the
last sensors’ decision at each instant.

This contribution greatly extends the state of the art in industrial monitoring
via distributed sequential detection described in Section 1.1. First, developing
a set of gas detection algorithms able to integrate the empirical model of
gas dispersion and real-time input from a weather station is beyond the
current state of the art. Also, in the case of the CSA, a new time-aware
data processing method is proposed (whose application goes well beyond
such application), which improves the system’s accuracy and detection delay
performance.

1.3.2 List of Publications

The list of publications resulting from the author’s research includes seven published
papers and one currently under review and is reported below. These publications
cover various topics of signal processing and data fusion, addressing different
aspects of detection and localization in industrial settings.

P1 [79] G. Tabella, N. Paltrinieri, V. Cozzani, and P. Salvo Rossi, “Subsea Oil
Spill Risk Management Based on Sensor Networks,” Chemical Engineering
Transactions, vol. 82, pp. 199-204, Oct. 2020;

P2 [80] G. Tabella, N. Paltrinieri, V. Cozzani, and P. Salvo Rossi, “Data Fusion
for Subsea QOil Spill Detection Through Wireless Sensor Networks,” presented
at [EEE Sensors 2020, Rotterdam, The Netherlands, Oct. 2020;

P3 [81] G. Tabella, N. Paltrinieri, V. Cozzani, and P. Salvo Rossi, “Wireless
Sensor Networks for Detection and Localization of Subsea Oil Leakages,”
IEEE Sensors Journal, vol. 21, no. 9, pp. 10890-10904, 1 May 2021;

P4 [82] G. Tabella, D. Ciuonzo, N. Paltrinieri, and P. Salvo Rossi, “Spatio-
Temporal Decision Fusion for Quickest Fault Detection Within Industrial
Plants: The Oil and Gas Scenario,” presented at the IEEE 24th International
Conference on Information Fusion, Sun City, South Africa, Nov. 2021;
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P5 [83] G. Tabella, D. Ciuonzo, N. Paltrinieri, and P. Salvo Rossi, “Bayesian
Fault Detection and Localization Through Wireless Sensor Networks in
Industrial Plants,” IEEE Internet of Things Journal, 2024. in press;

P6 [84] G. Tabella, Y. Di Martino, D. Ciuonzo, N. Paltrinieri, X. Wang, and
P. Salvo Rossi, “Decision Fusion for Carbon Dioxide Release Detection
from Pressure Relief Devices,” presented at the 12th IEEE Sensor Array and
Multichannel Signal Processing, Trondheim, Norway, Jun. 2022, pp. 46-50;

P7 [85] G. Tabella, Y. Di Martino, D. Ciuonzo, N. Paltrinieri, X. Wang, and
P. Salvo Rossi, “Sensor Fusion for Detection and Localization of Carbon
Dioxide Releases for Industry 4.0,” presented at the IEEE 25th International
Conference on Information Fusion, Linkoping, Sweden, Jul. 2022;

P8 [86] G. Tabella, D. Ciuonzo, Y. Yilmaz, X. Wang, and P. Salvo Rossi, “Time-
Aware Distributed Sequential Detection of Gas Dispersion via Wireless
Sensor Networks,” IEEE Transactions on Signal and Information Processing
over Networks, vol. 9, pp. 721-735.

1.4 Thesis Outline

The remainder of the thesis is organized as follows.

Chapter 2 overviews the proposed detection and localization frameworks, including
the per-sample/batch approach, quickest detection approach, and sequential analysis,
and introduces the proposed methods.

Chapter 3 focuses on two specific scenarios of interest: oil leakages in SPSs and
CO, dispersions. This chapter includes detailed signal characterizations of these
scenarios and presents results through mathematical analysis and simulations.

Finally, Chapter 4 concludes the thesis and discusses potential further research
directions.

The remaining part of this thesis is dedicated to the articles that form the basis of
the dissertation.

1.5 Mathematical Notation

Lowercase (respectively uppercase) bold letters represent column vectors (respec-
tively matrices); | - | and [-]" denote the Euclidean norm and transpose operators,
respectively; @ is an estimation of a; [E(-) represents the expectation; () and p(-)
indicate the probability mass functions (PMFs) and probability density functions
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(PDFs), while P(-|-) and p(+|-) represent their corresponding conditional counter-
parts; particularly, E;(-), P;(+), and p;(-) indicate the expectation, the PMF, and
PDF, respectively, under the hypothesis H;; Fy(-) is the cumulative distribution
function (CDF) of the variable a; U (a, b) indicates a continuous uniform distribu-
tion with a minimum value of @ and a maximum value of b; N/ (u, ) represents
a multivariate Gaussian distribution with a mean of p and a covariance matrix of
¥; Exp(\) denotes an exponential distribution with a rate of A; Gamma(a, f3)
indicates a Gamma distribution with a shape of « and a rate of 3; Q(-) is the
complementary cumulative distribution function (CCDF) of the standard normal
distribution; a™ represents the positive part of the real number a; the symbol ~
signifies “distributed as;” finally, O(-) represents the big O notation.



Chapter 2

Detection and Localization via
Wireless Sensor Networks

This chapter offers a comprehensive overview of the three detection frameworks
proposed in this thesis: per-sample/batch detection, quickest detection, and sequen-
tial detection, as well as their associated localization algorithms and an analysis of
their computational complexity.

In particular, Section 2.1 focuses on per-sample and batch detection, presenting the
widely recognized CR, the newly introduced MCVR, and related localization meth-
ods such as the well-established CBA and the newly proposed MCBA. Additionally,
it discusses the utilization of MAP and MMSE localization procedures.

Section 2.2 introduces the framework of quickest detection, highlighting the newly
proposed 3LA and 2LA along with their associated MAP localization algorithms.

Finally, Section 2.3 delves into the topic of sequential detection, providing insights
into the newly developed DTSA and CSA.

The typical WSN architecture throughout the thesis consists of K sensors and one
FC. The sensors individually sense their surrounding environment to detect the
absence (H) or presence () of the event of interest.!

The kth sensor (where k = 1,2, ..., K) performs a test on the received signal y;,
and makes a local decision dj, = i € {0, 1}, if H; is declared. Generally speaking,

'The analysis of the optimal sampling frequency is never considered in the present work.

15
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the local task consists of performing detection on the following signal:

{'Hoi Yk = W

, (2.1
Hi: yp = sp(xp, 0) + wy

in which wy, denotes the noise contribution and sy (x, @) is the effect on the
measured signal given by the presence of the event of interest. The contribution
sk(xy, @) depends, among other variables and parameters, on the position of the
event of interest indicated with the vector @ and the position of the kth sensor
shown with the vector x;. Such a dependency is exploited when addressing the
localization task.

Furthermore, apart from its spectral efficiency, the system demonstrates exceptional
energy efficiency when utilizing on-off keying (OOK) modulation for communica-
tion between the sensor and the FC, as only 1-bit communication is needed on the
reporting channel.

The local decisions are gathered and processed by the FC, which has the task of
performing the detection task using the local decisions as primary inputs.

The global decision is H=ic {0,1}, if H; is declared. Specifically, when
H = H,, the FC provides, via an appropriate localization algorithm, an estimate of
the position of the detected event denoted with the vector 6.

The framework mentioned above is common to the proposed methods during the
work, with specific differences that will be brought to the reader’s attention. Such
differences, despite the efforts to keep them at a minimum, are present as the three
approaches formalize the problem statement in three different mathematical ways.

2.1 Per-Sample and Batch Detection

Batch detection is one of the most common detection frameworks. It is particularly
suitable for offline data processing to establish the hypothesis under which the
collected measurements have been generated.

In particular, assuming N measurements are collected y = [y[l] Syl ]]T
the problem is reduced to designing a decision rule of the form:
H=M;
fly) =2 v, (2.2)
H=Ho

where f(y) and +y is a test statistic function of the N measurements and a test
threshold (respectively) that need to be appositely decided in the detector’s design
stage.
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Figure 2.1: Wireless Sensor Network scheme for batch/per-sample detection and localiza-
tion.

Such a framework can be adapted for online detection by performing subsequent
batch detection procedures.

A critical step during the design of a batch detector is the choice of IV (i.e., the
amount of sample collected between two decisions). In particular, we talk about
per-sample detection when N = 1. If this technique were used for online detection,
a decision would be taken after every collected measurement based solely on that
specific measurement.

Generally speaking, batch detection for online applications does not constitute an
optimal approach. However, it might be desirable for a series of reasons:

* Ease of implementation — This framework is well-known with various avail-
able tests in both classical (based on the Neyman-Pearson theorem) and
Bayesian (based on minimization of the Bayes risk) approaches.

* Lack of optimal alternatives — Generally speaking, the goal of achieving
optimal solutions when designing an online detector is still an open research
field, also due to the difficulty surrounding the ability to know the statistical
distribution of the signal in both the null and alternative hypothesis. For this
reason, detectors might often rely on repeated batch detection procedures for
such applications.

* Ease of analysis — It is easier to analyze the performances of batch detectors
as they are based on known and well-established mathematical theories.
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2.1.1 System Model

The proposed architecture for the distributed WSN (refer to Figure 2.1) consists of
K sensors and one FC. The sensors are tasked with detecting the presence (1) or
absence (H) of a specific adverse event.

At the nth discrete time, the kth sensor individually conducts a test on the received
signal y[n] and makes a local decision di[n] = i if H; is declared. The vector of

local decisions is denoted as d[n] = [di[n] --- dg [n]]T These local decisions

are then collected and processed at the FC to arrive at a global decision H=iif
H; is declared.

Suppose the global decision is H= ‘H1. In that case, the FC executes a localization
algorithm to estimate the event’s position. Such an estimate is denoted as 6.

In industrial contexts, it is often possible to locate items and mechanical parts having
higher failure rates, making them more prone to failure and being responsible for
an adverse event. The position of the mth item is here denoted with 6,,, with
m=1,..., M.

For the sake of simplicity, it is assumed that the component failures are statistically
independent. The static prior probability of item failure with respect to the mth
item is denoted with ¢,,, and is the following:

Pm £ IP)1(9 = om) = ) (2.3)

where A, is the failure rate of the mth item.
2.1.2 Signal Model

During the nth discrete time, the kth sensor measures a signal yx[n]. Depending on
the corresponding hypothesis, the signal is defined as follows:

{ Ho : yg[n] = wi[n] ’ 2.4)

Hilm: ygln] = si(@k, Om) + wi[n]

where s} (xy, 0,,) represents the contribution at the kth sensor on the measured
signal given by the presence of the event of interest in correspondence of the mth
item and wy,[n] represents the measurement noise. s3!(xy, @) is a function of the
location of the kth sensor (xj) and the position of the mth item (8,,,) and can be
either a deterministic parameter or a random variable. s} (x, 6,,) and wy[n] are
assumed statistically independent thanks to the spatial separation of the sensors.
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2.1.3 Local Detection

At the nth instant, the kth sensor computes a statistic A¥ and performs a test on it
aimed at making a local decision dy[n] [87]:

p delnl=1
Ay 2 s (2.5)
dy[n]=0

where -y, is the local threshold. The local performances of this test, in terms of

local probability of false alarm (731’3) and local probability of detection with respect

to the mth item (’P](Dk’m)), are defined as follows:

Ph £ Po(dyfn] = 1) = Po Ak > ) (2:6)

P £ Pi(diln] = 110 = 0) =P1 (AL = [0 = 0.) . @)

2.1.4 Counting Rule and Modified Chair Varshney Rule

The FC assesses the presence of the event of interest based on a test statistic (A)
depending on the local decisions d[n]’s after these are transmitted by the sensors:

~ A *
H {HO’ <7 (2.8)

Hi, A>v*7

where ~* is the global threshold.
The uniformly most powerful (UMP) test for this application is the CVR reported
below:

K

AR 2N [dk[n} In (%) + (1 — dg[n]) In <1 — Pg)] . (29)

_ Dk
P 1-"P¢

with PE £ Py (dg[n] = 1).

The CVR is obtained as a result of the likelihood ratio test (LRT) [19]. Regrettably,
the CVR cannot be employed in its current form as it necessitates knowledge of the
probabilities of detection, denoted as P’f).

One possibility to overcome this issue is to refer to mean performances, i.e.:

M
Ph2S onPh™ . (2.10)

m=1
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Two different low-complexity fusion rules are considered for computing the test
statistic at the FC: (7) the CR and (¢¢) the MCVR.

More specifically, the corresponding test statistics are computed as follows:

K
AT 2 ] 2.11)
ki
K Sk _ Dk
INELESS [dk[n} In (;33) + (1= defn)In G 7;%3) @12)
k=1 F - TF

The MCVR here proposed replaces the values of Pg’s used in the CVR with the
corresponding values Pf)’s shown in Equation (2.10).

The performance of the system for each fusion rule is characterized in terms of

global probability of detection with respect to the failure of the mth item (an))
and global probability of false alarm (Q ).

b2 (A= Hl\e =0 ) = Pi(A > 710 = 6,,)
_ fp(km P(k ,m) _dk] 7 (2.13)
R (CUREE
Qr £ Py (ﬁ = 7‘£1> =Po(A >77)
- H [(PF) “(1-P) “ﬂ , (2.14)
d: A(d)>y* k=1
where A is any fusion rule performed by the FC.
2.1.5 Other Fusion Rules

Other rules can be used to fuse the local decisions coming from the sensors. In this
thesis, the LRT with Bayesian marginalization (BLRT) and the GLRT have also
been explored. These tests have the following forms:

M K (k,m) \ %[n] (kym) \ 1—dk(n]
P 1-P
ABLRT & m D D , 2.15
n Z Y H ( PE. ) ( 1— Pk ) 2.15)

m=1 k=1

(k,m) (k,m)
Pl 1-PY
ASLRT é maXZ [dk ( PF ) + (1 - dk[n]) hl (1_732)] .

(2.16)

||>




2.1. Per-Sample and Batch Detection 21

The calculation of system performances follows the same procedure reported in
Equations (2.13) and (2.14).

2.1.6 Localization Algorithms

Let us assume that, at instant n = 1, the FC declares H = H;: in such a scenario,
the system provides an estimate of its position. In practical scenarios, the location
of an unwanted event remains unknown until inspection is performed.

In this work, four different algorithms are presented: (¢) CBA, (i) MCBA, (ii7)
MAP localization, and (7v) MMSE localization.

Centroid-Based Algorithm

The algorithm relies on the following steps:

1. At time n, obtain the centroid of the sensors reporting dj[n] = 1:
K
dk [n]:ck
oOp) =" (2.17)
di[n]

M=

k=1

2. Compute the cumulative moving average (CMA) of the centroid positions:

z©[1], n=1

==\ @ O]z ENCRTS
" {w(c)[n—1}+m<)[n]:()[nﬂ’ n>1

3. Assuming that N measurements are allowed to be collected between the
declaration of the presence of an adverse event and the declaration of @, the
final result is obtained by minimizing the distance between the positions of
the items and the CMA of the centroid:

: (2.19)

[@N] - 0,

m = arg min
m
0=0,. (2.20)

Modified Centroid-Based Algorithm

This algorithm is introduced because the CBA is unable to localize events caused by
items positioned outside the smallest convex volume encompassing all K sensors.
This limitation is addressed through a modification of Equation (2.17). The heuristic
consists of accounting for the antipodal point with respect to a point reflection, with
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the centroid being the point of inversion, for each sensor declaring dy[n] = 0. First,
it is necessary to define z as the centroid of all sensors:

1 K
z=1 ;mk . (2.21)

Given that this term remains constant over time, there is no need to repeat this step.
Subsequently, the modified centroid, which considers both the active sensors (via
their actual positions) and inactive sensors (via antipodal positions), is determined:

2™ [n] = 22 [n] — z . (2.22)

Including the antipodal positions enables the FC to localize events beyond the
perimeter of the sensors. It is possible to perform this algorithm by substituting
Equation (2.17) in Step 1 of the CBA with Equation (2.22).

Maximum A-Posteriori Localization

The following Bayesian estimator is proposed in order to exploit the knowledge of
the values of ,,’s:

1. For each item, compute the log-likelihood with respect to the failure of the
mth item of the decision vector at the nth discrete-time as d[n]:

InPy (d[n]|0 = 6,,)
K
(k,m)

_ [dk[n] InPE™ 4 (1~ dy[n]) In (1 - pgwﬂ)} NG
k=1

2. For each item, calculate the joint probability of the decision vectors up to
the current discrete time using the updating formula in Equation (2.24). This
formula exploits the conditional independence of sensor decisions in both
space and time:

InPy(d[n),...,d[1],0 = 6,,) (2.24)
| InPy(d[1]|0 = 6,,) + Inpy,, n=1
| nPy(d[n]|0 = 6,,) + mP1(d[n—1],...,d[1],0 =6,,), n>1"

3. Assuming that N measurements are allowed to be collected between the
declaration of the presence of an adverse event and the declaration of 6, the
final result is obtained through joint probability maximization:

m = argmaxInP;(d[1],...,d[N],0 = 6,,) , (2.25)

)

— 0, . (2.26)
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Note that fixing @1 = ... = @ = 1 (therefore treating ,,,’s as improper priors)
turns the algorithm into a maximum likelihood estimator (MLE).

Minimum Mean Square Error Localization

For compactness, let us introduce the following definition:
am[n] £ Py(dn],...,d[1],0 = 6,,) . (2.27)
1. For each item, compute the likelihood of the decision vector at the nth
discrete time, denoted as d[n], given that the event is located at the mth item.

This calculation involves exploiting the conditional independence of sensor
decisions in space:

T/ (e D7) (ham) 1=k 7]
Pl(d[nHB:Gm):H[(PD’ ) (-2 } . (228

2. Obtain the geometric mean of all the probabilities P (d[n]|0 = 6,,)’s:

M
cln] = | [] P1(d[n]|6 = 6,) . (2.29)
m=1

3. For each item, compute the scaled version of the joint probability «,,,[n] via
the following updating formula:

~ ) Pm n=>0
Gmln] = { ] Py d[n]|0 = O )amin —1], n>0 0

4. Calculate the expected value of the posterior probability of the event position
given the vectors of decisions up to the current discrete time:

M
Y. Gm[n]6p,

w(MMSE) [n] _ E1(0|d[n], . d[l]) - 771:]\147 . (2.31)

[
m=1
5. Assuming that N measurements are allowed to be collected between the
declaration of the presence of an adverse event and the declaration of 6, the
final result is obtained via distance minimization between the positions of the
items and the result of Equation (2.31):

m = arg minHm(MMSE) [N] —6,,], (2.32)

)

— 0, . (2.33)
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Table 2.1: Computational complexity of the per-sample/batch detection and localization
algorithms.

Task Algorithm  Complexity

CR O(K)
Detection MCVR O(K)
BLRT O(KM)
GLRT O(KM)
CBA O(K + M)
.. MCBA OK+ M)
Localization

MAP O(K M)
MMSE  O(KM)

2.1.7 Computational Complexity

In Table 2.1, the computational complexity of all introduced fusion rules and the
localization rules is reported.

It is shown that the proposed MCVR has the same amount of computational com-
plexity as the CR, which is known for being a low-complexity fusion rule.

Table 2.1 also compares the computational complexity of the proposed localization
algorithms, showing that the heuristic methods have the advantage of a reduced
computational complexity than the statistical-based methods.

2.2  Quickest Detection

Quickest detection is a framework that finds its main application within online
time-series analysis.

This framework assumes that the collected measurements initially belong to the null
hypothesis Hg. At a moment in time, they will belong to the alternative hypothesis
H1. Note that in this section, the null hypothesis H that indicates the absence of
an event of interest is denoted with 7 [n| = 0, while the alternative hypothesis 1
indicating the presence of an event of interest is denoted with #[n| = 1, therefore
turning H(/H; into a binary variable function of time.

The goal is to rapidly identify such a change in the signal model, exploiting the
change in its statistical distribution. Specifically, assuming n measurements y[n] =
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[y[1] -+ yln]] " have been collected, the goal is to detect whether there has been
a change in the signal model at any instant in the interval [1, n]. If such a change
has not been detected, this procedure will be repeated after collecting the (n + 1)th
sample, where now the task is to detect the possible change in the signal model at
any instant in the interval [1,n + 1].

In particular, at a generic instant n, the problem consists of designing a decision
rule of the form:

Hn]=1
fyln) = v, (2.34)
H[n]=0

where f(y[n]) and ~y are a test statistic function of the y[n] and a test threshold
(respectively) to be designed. Note that, depending on the decision rule, it might be
possible to even estimate the discrete time point ng € [1, n] such that H[ng—1] = 0
and H[ng] = 1.

Unlike the batch detection case, relying on an optimal detection rule in both classical
and Bayesian frameworks is impossible.

While the Bayesian approach can rely on a set of decision rules to achieve optimality,
various algorithms exist that satisfy different optimality criteria within the classical
framework. Such criteria have been created to compensate for the impracticality of
finding a UMP test.

Quickest detection is the approach that ought to be employed when designing an
online detector. Howeyver, this approach comes with disadvantages:

* Need for recursive form — At any given instant n, the detection rule should
remain a function of all the measurements collected within [1, n]. However,
this process requires increased memory and processing power as n increases,
with the likely result of making the detection procedure computationally
unfeasible. Many of the quickest detection rules can be performed recursively
to achieve the same result at a reduced computational cost. This means
finding a function h, such that f(y[n]) = h(y[n], h(y[n — 1])). However,
this is not always possible, especially when the problem deviates from the
ideal case of fully known distributions in the two hypotheses. When relying
on the convenience of a recursive form is impossible, it is often necessary to
resort to sub-optimal options.

* Frequent lack of optimality — As stated regarding the classical framework,
obtaining a UMP test is impossible. Therefore, other optimality criteria
are used (often based on minimax rules). Such optimality criteria are likely
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less meaningful for industrial applications compared to the more intuitive
concepts of the UMP test and Bayesian detection.

* Difficulty of analysis — It is common for quickest detection rules to carry
a certain degree of complexity, making assessing their performances often
unfeasible through analytical means.

2.2.1 System Model

As in Section 2.1, the plant is conceptualized as a system comprising M items.
Here, each item’s state at discrete-time n is represented by the following state
variable:

Honn] = 0, mth %tem %s operational 7 (2.35)
1, mthitem is faulty

where operational indicates that the item is functioning as intended with no imme-
diate action required, while faulty signifies that the item requires maintenance. On
the other hand, the state variable at discrete-time n for the whole system is defined
as:

M
0, operational system
Hn]=1- [ =Hmn) =< , (2.36)
i 1, faulty system
m=1
implying independent failures and a series system. An item retains a faulty state
until maintenance is carried out. In the present work, when an item becomes faulty,
the sensors that monitor the system measure a signal with a different statistical
distribution. After detecting such a shift in the distribution, an inspection is carried

out to evaluate the whole system, and maintenance is executed on faulty items.

The operational life of the generic mth item is modeled as a homogeneous Poisson
process characterized by its failure rate \,, (see Figure 2.2).

In these modeling, 75, ; represents the amount of time the mth item spends in the
operational state between the (j — 1)th and the jth generic failures. It follows
that T;,,; ~ Exp(Ay,). Furthermore, 77, £ Tynj + €m,j Where &, ; represents
the detection delay. At instant n, 7, is the amount of time elapsed since the most
recent inspection. A consequence of the failure model is the derivation of the failure
function for the mth item:

Enln] =P(Hpn] =1) =1 —¢m™ (2.37)
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Figure 2.2: Failure model (excluding inspection and maintenance periods).

Subsequently, the failure function for the entire system is determined:

M M
Fln]=P(H[n]=1)=1- [[ (1= Faln]) » Y _ Fuln] . (2.38)
m=1 m=1

Such an approximation (henceforth called rare events approximation) is used when
the items constituting the system have sufficiently low values of F},[n]’s resulting
in their products becoming negligible [88].

Furthermore, Equation (2.38) suggests the occurrence of disjoint failures. This
implies that at any given instant n, at most one item will be faulty. The rare event
approximation allows the definition of a dynamic prior probability of item failure
for the mth item labeled as ¢, [n]:

ol 2 B(Honfn] = 1[H[n] = 1) ~ il = ? Fn[r]

( _
R (2.39)

In this work, the WSN collects measurements via the sensors with a sampling
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(a) Three-Layer Architecture.
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(b) Two-Layer Architecture.

Figure 2.3: Proposed Wireless Sensor Network scheme for quickest detection and localiza-
tion.

interval of At, while ng indicates the first discrete-time instant that follows the last
inspection.

Two fusion architectures are presented here. The first (3LA) uses an edge-fog-cloud
approach where the network can be separated into three hierarchical layers with
growing computational power as we approach the cloud layer (see Figure 2.3(a)).
In contrast, the second (2L A) uses two hierarchical layers, i.e., an edge-cloud
approach (see Figure 2.3(b)). Both architectures are equipped with a feedback
system transmitting updated parameters from the cloud layer to the lower layers.

The proposed WSN architectures comprise a set of K sensors responsible for
monitoring the area of interest, aiming to identify if the system is in an operational
(H[n] = 0) or a faulty state (#[n] = 1) at a given discrete-time n. The generic kth
sensor performs a per-sample detection of the signal yy[n]. It does so by comparing
a statistic derived from the measured signal to a time-dependent threshold i [n]. A
local decision is indicted with di[n] = ¢ when the sensor declares H[n] = i.
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2.2.2  Signal Model

The signal model is analogous to the one introduced in Section 2.1.2. However, it
needs to be adapted to the new mathematical model used to represent failures in the
system.

The expression for the received signal yy [n] at the kth sensor during the nth discrete-
time point is then rewritten as follows:

M
yeln] = > H[nsi (g, 0m) + weln] | (2.40)

m=1

where the variables composing the signal have been defined when discussing
Equation (2.4) In particular, when H[n] = 0, we have 2%21 Hm[n] = 0, whereas
when H[n] = 1, we have > H,,[n] > 1.

Note that the rare event approximation introduced in Equation (2.38) hinders the
possibility of modeling more than one faulty item at a given time.

2.2.3 Local Detection

This section describes the local detector that is common to both proposed architec-
tures.

The optimal test is a BLRT on yx[n]. Here, the unknown location of the faulty
item is marginalized using the dynamic prior probability of item failure from
Equation (2.39). Precisely, at the nth instant, the kth sensor performs a maximum
likelihood (ML) detection:

3 ol ol =1
= m= >
p(yr[n][H[n] = 0) i 1. (41

==
Sl

I
9}—‘

p(yx[n
p(yx[n

Since Equation (2.41) requires the parameters ¢;,[n]’s and has a computational
complexity of O(M ), we convert it into an equivalent, but computationally simpler
test A

A= wln], (2.42)

where the only time-varying parameter is vy [n] which is transmitted by the highest
layer. Such a test will have a O(1).
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The performances of the test in Equation (2.42), in terms of probability of detection
(,ch,m) [n]) associated with the failure of the mth item and probability of false
alarm (P%[n]), are the following:

Phin] £ P(diln] = 1/H[n] = 0) = P(A% > [ Hin] =0) . @43)
P n) £ B(deln] = 1Mfn] = 1) = P(A} 2 suln][Houfn] = 1) . 244

2.2.4 Three-Layer Architecture

The first WSN is the 3LA, consisting of one FC and one PPC. In this setup, the
vector of local decisions d[n] = [di[n] - dg[n]] " is gathered and processed
at the FC for a decision D[n] = i if H[n] = i is declared.

The FC performs a ML detection based on Equation (2.40), without assuming prior
knowledge about the probabilities of events 7 [n] = 0 and #[n] = 1. On the other
hand, the PPC collects D[n] = [Dlno] --- D[n]]T and incorporates information
from the failure model as well as the signal model defined in Equation (2.40). The
PPC makes a final decision H[ | through a Bayesian posterior detection, with
7—[[ ] = 1 triggering inspection operations. Moreover, in the case of ’H[ | =1,
the PPC computes the estimated position of the faulty item 0[ ] = 05y;)» where i
indicates the number of times an alarm has been raised, up to instant n. Additionally,
the PPC is responsible for ongoing communication with the sensors, providing them
with updated values for their individual time-dependent thresholds and calculating
and transmitting to the FC some time-dependent parameters necessary to perform
the global detection task.

Fusion Center Detection

In the proposed 3LA, the FC, at the nth instant, performs a ML detection, whose
task is to fuse the components of d[n] into a single decision D[n]:

Din]=1
ABLRT > (2.45)
D[n]=0

where APMRT differs from the analogous in Equation (2.15) due to the presence
of the feedback system. This feedback allows Equation (2.45) to exploit time-
dependent parameters such as ¢, [n]’s, Pl()k’m) [n]’s, Pk [n]’s. The values of these
parameters are sent to the FC by the PPC.

For this case, the (FC) time-dependent probability of detection (an) [n]) associ-
ated with the failure of the mth item and the time-dependent probability of false
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alarm (Qr[n]) at the nth instant can be computed. These are calculated using Equa-
tions (2.13) and (2.14) where the values of A(d), P(k ™) s, and 771]?’5 are substituted
with those of ABYRT(d), ch m)[ I’s, and Pk [n]’s, respectively.

Post-Processing Center Detection

The primary responsibility of the PPC is to receive D[n] and determine if an alarm
should be triggered. In contrast to local and FC detection, the PPC incorporates the
failure model and utilizes all D[j] values, where j = ny, ..., n, to enact a robust
quickest fault detection strategy. For this task, the PPC acts as a posterior detector
performing a test on R""¢[n] £ P(H[n] = 1|D[n]), exploiting Equation (2.38)
which leads to the following test:

TL
RYIn Z Ryl 2 7. (2.46)

The calculation of R} 7 “[n] can be expressed recursively via the following equation:

RETPCn) & P(Hm[n] = 1/D[n)) (2.47)

1 -1 :

{1 + 5 (1 g v v v 1)} , 1 if n =ng
1 - .

|:1 l:’,}l (1,6—/A\m[n]At(lf'RELPC[nfl}) B 1):| ’ ifn > 1o

)

where
on o POl =1) _ Q5[] o 1- Q5] oo (2.48)
m = P(D[n][H[n] = 0) Qrn] o

Equation (2.47) requires the storage of only the M values of RL7[n — 1]’s and the
value of D[n], instead of the (n — ng + 1) values contained in D|n].

Moreover, Equation (2.47) uses Xm [n] since failure rates are considered random
variables whose realization must be estimated. The description of this task is given
later.

Post-Processing Center Localization

When ﬁ[n] = 1, the PPC localizes the faulty item for the generic ith time by
selecting the index m that maximizes the posterior probability of item failure
R;7°[n| resulting in the following MAP estimator:

mli] = argmax R, °[n] , (2.49)

m

0[i] = 0,11 - (2.50)
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Post-Processing Center Failure Rate Estimation

The exact failure rate of the generic mth item often remains unknown. However,
literature may frequently offer an estimate (referred to here as A, o) along with its
associated variance (referred to as v,,,). Nevertheless, literature data is often derived
from limited experiments on items that may not be identical to those in the system
(or under the same operating conditions). Consequently, the PPC treats each \,,, as
a random variable in this context.

Specifically, when the PPC raises an alarm, an inspection is conducted to assess the
system’s status. If the mth item’s jth failure is confirmed, it becomes feasible to
update the estimate of A, using T, j ~ T}, ..

Utilizing the vector T}, [j] £ [Tm71 oo Ty, j] ", the PPC calculates the following
MMSE Estimator for the mth item:

- s
Amj = EQn|Tnli]) = 5 - (2.51)
m?]

Given that T}, ; ~ Exp(\p,), the Gamma distribution is chosen to model A,
as it is the conjugate prior of the Exponential distribution (see [89]): A, ~
Gamma(oun 0, Bm,0). It becomes apparent that A, | T}, [j] ~ Gamma(cuy, j, B, ;).
with the Gamma parameters calculated recursively by the PPC as o, j = (ot j—1+
1) and /BmJ = (ﬁm,j—l + de‘). Here, Qm,0 =S ()‘gn,o/’/m) and 6m,0 = ()\m,O/Vm)
are computed using literature values.

At any given discrete-time n, the most recent estimate of A, usable for inference
purposes corresponds to A, s, . (1], Where Sp, [n — 1] denotes the count of failures
for the mth item reported up to discrete-time (n — 1). This estimate will be referred
t0 as A [n).

Post-Processing Center Parameters Calculation and Transmission

The last step of the PPC at instant n consists of obtaining the values of ¢, [n+1]’s
exploiting \,,,[n + 1]’s. Next, it computes and delivers the values of the local
thresholds v [n + 1]’s to the respective sensors.

Once produced the thresholds, the PPC calculates the values of ch’m) [n+1]’s and

PE[n + 1]’s and sends them to the FC alongside the values of ¢,,,[n + 1]’s. This
will allow the FC to evaluate A2Y".

In the final step, the PPC computes the values of Q(g)n) [n 4+ 1]’s to be used by the
PPC itself in the recursive computation of R**°[n + 1].
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2.2.5 Two-Layer Architecture

In this second architecture, the FC collects d[ng], . . . , d[n] and directly performs
a Bayesian posterior detection, therefore incorporating the functions of the PPC
within the FC itself. Consequently, it becomes the FC’s task to provide the estimated
position of the faulty item and transmit updated local thresholds to the respective
Sensors.

Fusion Center Detection

Upon receiving d[n], the FC establishes whether an alarm should be raised. As

with the PPC, the FC now utilizes all d[j] values, where j = ny, ..., n, to perform
ateston R*°[n] £ P(H[n] = 1|d[n], ..., d[no)]):
M Hln]=1
RCml =Y Rl = 7 (2.52)
m=1 ﬁ[”}zo

Also here, REC[n] can be expressed recursively via the following equation:

RE[n] 2 P(Hom[n] = 1|d[n], . .., d[ng)) (2.53)

K -1 -1
1 .
b (kH1£$7k> (m - 1)] ’ ifn= ngQ

K -1 -1
m 1 _ :
1+ <kl;[1 Emk) (176—5\m[n]At(17R§10[n71D 1)] , ifn > ng

)

where

oo Pl =1) (PR (1= )T
" BRI =0) T\ P T=PE '

(2.54)

Equation (2.53) allows the FC, at the nth instant, to store only the M values of
REC[n — 1]’s and the vector d[n].

Fusion Center Localization

Analogously to the 3LA, the FC can provide an estimate of the faulty item by
maximizing the posterior probability of item failure to raise the ith alarm if H[n] =
1, resulting in the following MAP estimator:

mli] = argmax Ris [n] , (2.55)

m

~

8li] = 05 - (2.56)
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Fusion Center Failure Rate Estimation

As in the 3LA, the FC provides an updated estimate of the failure rates \,,’s by
treating them as random variables. At each discrete-time n, A\, [n] indicates the
most recent estimate of \,,, obtained by discrete-time (n — 1).

Fusion Center Parameters Calculation and Transmission

In the process’s final stage, the FC updates the estimates of the failure rates and
subsequently computes the values of ¢, [n + 1]’s. Following this, it calculates and
transmits the values of y;[n + 1]’s to the respective sensors.

After obtaining the thresholds, the FC calculates the values of PDk ™) [n + 1]’s and
P [n + 1]’s that are needed for the computation of R"[n + 1].

2.2.6 Other Rules: CUSUM

The following is the description of the CUSUM algorithm adapted to be performed
by the FC upon collecting the sensors’ local decisions in time.

The CUSUM procedure has the following form:

)

3

[n)=1

max In P(d[n], ..., d[j]|H][j]
no<j<n P(d[n]v SRR d[]] |H[]]

N (2.57)

N

1
0)

)

[n]=0

Equation (2.57) implicitly estimates the instant corresponding to the system-state
change via ML estimation. However, Equation (2.57) uses the system’s state
variable H[n], posing the problem that the only available likelihoods are with respect
to the failure of the individual items, and have been illustrated in Equation (2.43) and
(2.44). Due to the finite number of items M, we can use the generalized CUSUM
(G-CUSUM) algorithm to address this issue. The following is the G-CUSUM rule:

e B b= )
i T P(dlnl, - d[IH]] = 0)
=max max n]P( [ ]’ ’d[ H%mm ) — max n A= *
= x| P(d[n],. .., d[j][H[j] = 0) 12 Crn [ ]ﬁ[nz]zo’y ;
(2.58)

which is equivalent to a joint estimation (via ML) of the failure instant and the faulty
item. Cp,[n] can be expressed with a recursive form starting from its definition and
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exploiting the independence of the sensor’s decision in time:

K

(£ k (dr[no))), if n = ng
Cin[n] = { #=1 K . (2.59)
(C[n — 1) + kgl In(C,, 1 (dg[n])), ifn>ng

Also for the case of the G-CUSUM, if #[n] = 1, a localization procedure is readily
available for the ¢th alarm. Such a procedure is the following MLE:

m[i] = argmaxCp,[n] , (2.60)
0li] = O - (2.61)

2.2.7 Computational Complexity

Table 2.2 shows the computational complexity of the tasks performed in all previ-
ously outlined architectures.

All the architectures share the same edge-layer design in which each sensor performs
a local test at each discrete instant. Specifically, it was possible to lower the
computational complexity of the local tests from O(M) to O(1), as previously
shown in Equation 2.42. The complexity of finding yx[n + 1]’s is not reported
here as it depends on the mathematical form of the BLRT and the used root-finding
technique. Therefore, it will be reported in Chapter 3 when the architectures are
applied to practical use cases.

2.3 Sequential Detection

Sequential detection is an adaptation of batch detection with the further goal of
optimizing its online use.

In other words, while batch detection requires the collection of IV samples before
performing the detection task, with IV being fixed and predetermined, in sequential
detection, the sampling is performed until the decision statistic leaves a predeter-
mined interval, therefore removing the need to establish a fixed sample size.

In many cases, it is desirable to choose a test statistic f(y[n]) such that:

Eo(f(y[n +1])) <Eo(f(yln])) <0 <Ei(f(yln])) <Ei(f(yln+1])),
(2.62)

for each n.
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Table 2.2: Computational complexity of the quickest detection architectures.

Architecture Layer Task Complexity

FC Detection O(KM)

Detection (incl. localization) O(M)
Failure Rates Update O(1) per item
©m[n + 1]’s Calculation O(M)
3LA PPC vk[n + 1]’s Calculation -

PE[n + 1]’s Calculation O(K)

Pg’m) [n + 1]’s Calculation O(KM)
Qr[n + 1] Calculation 0(2K)

an) [n 4 1]’s Calculation 025 M)

Detection (incl. localization) O(KM)

Failure Rates Update O(1) per item
LA FC omn+ 1], S Calculat.lon O(M)
Yk[n + 1]’s Calculation _
PE[n + 1]’s Calculation O(K)

ch,m) [n + 1]’s Calculation O(KM)

G-CUSUM FC  Detection (incl. localization) O(KM)

This allows the creation of a detection rule having the following form:

1 (stop collecting samples), if f(y[n]) > v+
H = { Ho (stop collecting samples), if f(y[n]) <~_ , (2.63)

collect (n + 1)th sample, otherwise

with v4 € R* and v_ € R~ denoting an upper and lower threshold, respectively.
This is the case when the SPRT is used for independent and identically distributed

(ii.d.) samples: f(y[n]) = > i In (p1(y[i])/po(yli])).

However, this has two main drawbacks: (2) even if it was possible to find a statistic
f(y[n]) satisfying Equation (2.62), this could result in a high number of collected

samples before reaching a decision; (¢¢) Equation (2.62) might not be satisfied with
any feasible statistic.
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The introduction of a time deadline 7 is a common technique to fix such issues: if
no decision has been taken after collecting 7, then H is declared.

In some cases, the available test statistic is such that it can only satisfy the following
condition:

0 <Eo(f(yln])) <Ei(f(yln])) (2.64)

for any n. This is the case for one-sided tests.

In the case of one-sided tests, the problem is further simplified as no lower threshold
is needed. In such a case, collecting 7 samples without ever declaring #; becomes
the only way to declare H.

This sequential approach, equipped with a time deadline and stripped of a lower
threshold, is what is explored in this thesis as it is compatible with most scenarios
and can be expressed as follows:

H1 (stop collecting samples) , if f(y[n]) >~
H = ¢ Ho (stop collecting samples), if f(y[n]) <yandn=T . (2.65)

collect (n + 1)th sample, otherwise

As in the case of batch detection, this framework can be adapted for online detection
by performing subsequent sequential detection procedures.

Sequential detection for online detection applications, generally speaking, does
not constitute an optimal approach. However, it might be desirable for a series of
reasons:

* Ease of implementation — As in batch detection, this framework is well-
known with tests of either the classical or the Bayesian approaches.

* Improved Performances — In the case of perfect knowledge of the statistical
distribution of the measurements in both hypotheses, it is proven that the
SPRT can perform faster decisions with unaltered performances compared to
the LRT. For this reason, repeated SPRT might be preferred over repeated
LRT in the case of online detection applications due to the criticality of
ensuring quick detections.

2.3.1 System Model

The scenario entails a distributed WSN comprising K sensors assigned to determine
the global absence () or presence (#H1) of a specific event in the monitored
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Figure 2.4: Proposed Wireless Sensor Network scheme for sequential detection.

"uw ESensor k

environment, as illustrated in Figure 2.4. The event is characterized by its position
0 and intensity /. For the kth sensor, the location and measurement at the nth time
are represented by @ and yi[n], respectively.

Each sensor conducts a sequential test on the mentioned signal, evaluating the local
absence () or presence (1) of the event. The sensors assume identical sampling
frequencies and perfect synchronization. A sensor initiates a new detection process
until the FC makes a global decision. This setup enables the FC to receive multiple
decisions from a single sensor. The global decision integrates real-time external
data (e.g., meteorological data) and offline data (e.g., the model of signal attenuation
in space) to enhance accuracy.

Two novel architectures are presented: () DTSA and (7¢) the CSA. In these proposed
algorithms, sensors and the FC adopt sequential detection techniques to minimize
decision delays compared to conventional batch approaches.
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In the DTSA, each sensor transmits a transmission value Ti[n] = 1 (respectively
Ti[n] = —1) to the FC when declaring H; (respectively Ho), and 7, [n] = 0 when
the sensor has not made a decision yet. No physical communication is transmitted to
the FC when 7, [n] = 0. At each time instant n, the FC tests {7[n] : |75[n]| = 1},
and makes a global decision H e {Ho, H1}.

On the other hand, in the CSA, each sensor sends a bit 7[n] = 1 (respectively
Tk[n] = 0) to the FC upon local declaration of #; (respectively Hg or when the
sensor is has not made a decision yet). Furthermore, at each time instant n, the FC
sequentially tests the transmission values {73[n], ar[n]},, where ay[n] represents
the number of instants passed since the last decision made by the kth sensor.

2.3.2 Signal Model

The model of the measurements yi[n] is the following:

{Ho © yk[n] = wgn]

. (2.66)
Hi: yp[n] = sp(x, 0, 1) + wi[n]

Equation (2.66) is similar to Equation (2.4) with the difference that in this work,
the focus shifts from the exploitation of the knowledge of the failure model to
the exploitation of the knowledge of the signal propagation model resulting in the
unknown deterministic and constant parameter s; > 0. This results in dropping the
Bayesian approach and focusing on a more accurate characterization of the signal
model.

In this study, we assume that the measurements gathered by the same sensor,
denoted as {yy[n]},,, are i.i.d., while measurements collected by different sensors,
represented as {yi[n]},, are assumed to be independent and have distributions
that depend on {s;},. While this simplification may deviate from real-world
complexities, assuming null space and time correlation in modeling {wy[n]},, .
can be justified by ensuring adequate spatial separation between sensors and a
sufficiently low sampling frequency [33, 90].

2.3.3 Local Detection

Every sensor conducts sequential detection on the hypotheses outlined in Equa-
tion (2.66). The GSPRT statistic is calculated, wherein the log-likelihood ratio’s
parameter sy is substituted with its MLE. At time 7, the resulting one-sided test
statistic is denoted as A¥. Denoting 7, as a local threshold, the time at which the
sensor takes the mth decision with n’;l and 7, as a local decision deadline, the mth
stopping time is therefore the following:

nk £ min{inf{n >nk AR - A,];k > ’Yk}vnfn_1 + 77«} ) (2.67)
m—1
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with n& = 0 and A} = 0. Next, the decision rule is as follows:

Hy, ifAE—AF >
s { 1 nk,_, =Tk (2.68)

Ho, otherwise

dy,
Instant Local Performances

The following are the kth sensor’s instant probability of false alarm P}k’i) and
(k

instant probability of detection Pp, ) (s) for the arbitrary mth decision across each

time instant {"%—1 + i}iTil:
A=), (2.69)

A=) (2.70)

Moreover, the instant probability of correct rejection (PgC ’i)) and the instant proba-
bility of miss-detection (PA];’Z) (sk)) is:

PO 2 By (b, = Ho,nh, — b,y = )—1—27’#] , @.71)

P (k) 2 Py (df, = Ho,nl, — k. zsk)—l—ZP Dsy) . (2.72)

Hence, the values of 77( ) and PM”) are obtained using the previously shown
probabilities.

Overall Local Performances

The overall probabilities of false alarm (731’3), detection (Pf) (sk)), correct rejection
(Pg), and miss-detection (77]]\“/[(5;{)) at the kth sensor are:

.
P 2 Po(df, = M) = iP(F’“’“ , (2.73)
i=1

77€ .
Ph(sr) 2 Py (d’fn = Hy; sk> =" Py sk) (2.74)
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Pl 2 Po(df, = Ho) = PET, 2.75)
PE(s1) 2 Py (dfn = Ho; sk) =Pk (5, (2.76)

Local Decision Delays

As the local detection algorithm operates sequentially, it enables the evaluation of
the average time needed to make a decision. We use Dk to denote the expected

delay for the kth sensor to declare H; when H; is true. Slm1larly, DO ' signifies the
expected delay for the kth sensor to declare 7—[0 regardless of the true hypothesis:

Dfy £ By (nfn - ”51—1‘6152 = Hl) = Pk Z 77(1” ; (2.77)

-
TPy (sk), @278)

=1

lel(Sk) - By (nfn - n’:nf ‘ = Hi; 3k> 'Pkt )

Dix £ ]E(tlfn —ty ) ’dﬁq = Ho) =Tk . (2.79)

Furthermore, one can articulate the anticipated duration D’)“( ; required by the kth
sensor to reach any decision when H; is true:

— DY PE+ ThPl = Th — Zm — iy (2.80)

=1

D§(1(3k) E, (tk tm 178k>
Tk
= DFy (s1)Ph (s1) + TePhr(se) = Te — Y (Th — )P (1) -
=1

(2.81)

2.3.4 Global Detection

In this section, we outline two sequential detection approaches for FC: (i) the
DTSA, wherein the FC generates a test statistic relying solely on the received local
decisions, and (i¢) the CSA, an innovative algorithm where the FC calculates a test
statistic at moments when the sensors make decisions and also at instances when
the sensors have not yet reached a decision (knowledge of the sampling period for
each sensor is essential).
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Decision-Triggered Sampling Algorithm

In this algorithm, the FC iteratively updates a test statistic following a local decision
made by the sensors. The transmission rule encapsulates the detection status of the
Sensors:

+1, ifIm:n=nk A dt =H,
ln] £ =1, ifIm:n=nk /\dfn:’Ho, (2.82)

m

0, otherwise

where 7i,[n] = 0 indicates the absence of a physical transmission from the sen-
sor to FC. This transmission rule translates into a test statistic performed on the
decision-triggered transmissions {7;[n] : |75[n]| = 1},, ;.. In a manner akin to the
configuration of the local detectors, the involvement of the unknown parameters 6
and I in the hypothesis H; necessitates the utilization of a GSPRT statistic denoted
here as AL"5*. Similarly, a predefined time limit 7* is employed. If the FC has not
declared H; by this limit, H, is automatically asserted, resulting in the formulation
of the subsequent stopping rule and decision rule:

n* £ min{inf{n : A)T5* > *} T}, (2.83)

7o {7—[1, ifARTSt 2

= . (2.84)
Ho, otherwise

At every instance n, for computing A4, the FC is required to retrieve the stopping
times n¥, and, recursively, determine the count of local decisions made by the kth
sensor up to time n (denoted as ./\/lf“;), considering all k:

nk = inf{n >nk L mn]| = 1} , nh=0. (2.85)
ME=ME_ + )|, ME=0. (2.86)

The subsequent stage involves the FC calculating the GSPRT statistic A)™5*:

K ME

ADTSA £ I%%X Z Z Lo 1 (Tk [n’fn}) . (2.87)

k=1 m=1

The term Lo 1 (Tk [n’fn] ) can be obtained via the following:

LT IDW’ if 7% [nF] = +1
ﬁe’I(Tk [an - ] Pﬁ[(sk(ik,a,f)) 1 . (2.88)
n SRS i, = 1

C
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Continuous Sampling Algorithm

Under this arrangement, the kth sensor transmits a physical message to the FC
solely upon declaring 1. Therefore, we can express the following transmission
rule at each instance n:

, (2.89)

A1, if3min=nk A dE=H,

TE[n] = _
0, otherwise

where 75 [n] is the transmission value, with 7,[n] = 0 indicating the absence of a

physical transmission.

Simultaneously, the FC continually updates a statistic based on the received trans-
mission values {7j[n]}, ,,. The awareness of the sampling period for each sensor
allows this ongoing sarripling, even when 7;[n] = 0. The rationale behind using
the identical transmission value 7 [n] = 0 to signify both the absence of a decision
and a negative decision stems from the deterministic nature of the time taken by
a sensor to declare H (equal to 7). This deterministic nature allows for a clear
distinction between the two scenarios.

Similar to the previously proposed framework, we implement a truncated GSPRT,
denoting its statistic as AS%*, along with a predefined time limit 7*. This approach
leads to the subsequent formulation of the stopping rule and decision rule:

n* £ min{inf{n : ASS* > ~v*}, T*}, (2.90)
qa )t A=y 2.91)
Ho, otherwise '

For each time step n, computing AS%* entails the FC sequentially determining,
for each sensor, whether the received transmission value 75 [n] aligns with a local
decision or not, and extracting the current delay ay[n]:

nk = min{inf{n >nf | mn) = 1},nfn_1 + E} , (2.92)
ME 41 , ifn = nk +1
M = Mt M T (2.93)
ME otherwise
1, ifn=nk +1
akln] = Mis T (2.94)
ag[n — 1]+ 1, otherwise

where M¥ now represents the count of local decisions made by the kth sensor at
instant n, including the one presently being taken, where n’é = (0 and MIS = 0. The
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subsequent stage involves the FC calculating the GSPRT statistic AS5*:

ASSA £ max ZK: Mzﬁ Lo 1 (Tk [min{n,nlfn}},ak [mln{n,nlfn}b . (2.95)

k=1 m=1

The generic value of Lg 1(7;[n], ax[n]) can be expressed via the following:

(k.akln]) sk (@ .
A In =2 P(k,(a:lgm])kﬂ’l)) , if7gn] =1
Lo,1(Tk[n], ax[n]) = kaglo) o : (2.96)
In = (k,(j:[(:]:)k’ 1) if 7x[n] =0
pC

2.3.5 Computational Complexity and Communication Costs

In both algorithms, the central task of the FC is to obtain the log-likelihood ratios
of observations and ascertain the maximum with respect to the unknown param-
eters. As the computational demands escalate with finer grids during the online
computation of log-likelihood ratios, we posit a preliminary offline stage preceding
online detection. In this phase, log-likelihood ratios are pre-computed for each grid
point and transmitted to the FC.

Both algorithms instruct the FC regarding the timing and methodology of updating
the decision statistic. When an update is necessitated, the computational complexity
is equal across the algorithms, with this being O(K - |grid(0)| - |grid(I)|). The
primary computational divergence lies in the frequency of these updates, which is
more frequent when employing the CSA.

Each architecture is configured with a unique blend of decision rule and transmission
rule at the sensor level, resulting in a distinctive average transmission period
(ATP) for physical communications from each sensor to the FC for each presented
architecture:

ny Do if Ho i
Xa o 1s true
ATPesy = E nlg o n]; Z Tln] =2 | = DP’“F (sk) . . )
n—nk p)él(Sk) , if Hq is true
(2.97)
Dk .. if Hoist
ATPDTSA = E(nfm - nﬁhl> = 2(0 1 0 fS rue . (298)
D% (sk), if Hy is true

It is evident that ATP.g, > ATPp1g,. This directly arises from the absence of
physical communication when a sensor opts for Hg in the CSA architecture.



Chapter 3

Use Cases

This chapter explores the effectiveness of the previously suggested solutions through
two distinct use cases.

In Section 3.1, we evaluate the architectures proposed in Sections 2.1 and 2.2 in
the context of a simulated subsea oil spill in a SPS. The second case, discussed in
Section 3.2, focuses on testing the architectures from Section 2.3 in a hypothetical
scenario of CO, dispersion within an outdoor industrial complex.

3.1 Oil Spill in Subsea Production Systems

Over recent decades, significant strides have been made in the oil and gas industry’s
offshore resource exploitation technologies. These advancements enable extracting
offshore resources once deemed inaccessible or economically unviable. An illus-
tration of this progress is the adoption of SPSs, connectable to various offshore
platforms like fixed platforms, FPSOs, single point anchor reservoir (SPAR) plat-
forms, tension-leg platforms (TLPs), semi-submersible platforms, or even directly
to the shore. However, the latter is less common [91].

SPSs involve relocating equipment to the seabed, including the transfer of christmas
trees (referred to as subsea trees in this context, distinct from surface trees on
traditional platforms). A single platform can host multiple subsea trees through
SPSs. Typically, the outlet streams of adjacent subsea trees connect to a manifold
via pipes called jumpers. Manifolds mix flows before transferring them topside
via production risers (occasionally, subsea preliminary treatments like separation
occur). Various SPS components sometimes consolidate into a template. Operators
topside can control the SPS using umbilicals, bundles of tubes, and conductors
for functions such as control fluid transfer, chemical delivery, powering subsea

45
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components, and sensor data collection. Bai Y. and Bai Q. provide an in-depth
description of an SPS [92].

This approach enables oil extraction in deep waters, extending beyond fixed plat-
forms’ reach, offering versatile field exploitation [93]. However, SPS usage in-
creases seabed components, heightening vulnerability to failures. Detecting spills
in deep waters becomes more challenging, leading to delayed production shutdowns
and risking worker safety and the environment. Locating a seabed spill is complex,
requiring costly inspections by remotely operated vehicles (ROVs) [14]. Swift leak
detection and localization are crucial to minimize economic losses, necessitating a
leak detection system (LDS) capable of promptly identifying and locating oil leaks.

An LDS’s effectiveness depends on integration into a risk management framework
exploiting knowledge about the SPS, achievable with the dynamic risk manage-
ment framework (DRMF). The DRMEF, integrating external experience and early
warnings, enhances awareness of risks associated with unknown events. It involves
horizon screening, hazard identification, risk assessment, and decision/action, re-
quiring iterative updates for adaptability [94-97]. From this perspective, an LDS is
an early warning subsystem guiding actions like plant shutdowns within a decision-
support system.

Current leak detection technologies use internal methods based on process variable
measurements and external methods with sensors monitoring the SPS’s environment.
These sensors, already present in several offshore fields [98, 99], adhere to strict
quality standards [100].

A distinctive feature of underwater leaks is the associated acoustic signal, detectable
through passive acoustic sensors [101, 102]. Unlike capacitive sensors requiring
direct contact with leaking fluid, passive acoustic sensors offer a broader detection
range, easy installation, and are cost-effective. However, passive acoustic sensors
are susceptible to measurement noise, challenging the detection of smaller leaks [98—
100].

Given these characteristics, a promising approach is LDS deployment based on
acoustic sensors functioning as WSN nodes. While WSNs for leak detection
are prevalent in monitoring oil and gas pipelines [103—105], recent research has
extended to using WSNs for SPS monitoring, emphasizing benefits, particularly in
the context of DRMF [54, 106, 107].

3.1.1 Signal Model

Using the general expression shown in Equation (2.40), it is possible to formulate
the signal model of yx[n] captured by the kth underwater hydrophone situated in
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the proximity of an item potentially being the source of underwater oil leakage:

ZH n)&m ik [n]g(k, Om) + wi[n] | (3.1)

where &, 1[n] ~ N(0,0,,) and wy[n] ~ N'(0, 02, ) represent the fluctuation of
the emitted sound pressure produced by the leakage at a reference length (I,..f) and
the additive white Gaussian noise (AWGN), respectively. &, [n] and wy[n] are
assumed statistically independent thanks to the spatial separation of the sensors with
known values of ag and ow e Vm, k [33]. g(xk, 0,,) represents the amplitude
attenuation function (AAF) dependlng on the distance between the kth sensor and
the leak caused by the failure of the mth item.

This, and the rare event approximation, allow one to express the statistical behavior
of the measured signal as follows:

yelnl[Hln) = 0 ~ N (0,02,

). o ; 3.2)
gl Honln] = 1~ N (0,02, 6% (k. O0m) + 02,

The following is used to obtain the AAF [108]:

kSC
g(xk, 0) = \/(lref> 10t =@k =Om])al0—* (3.3)

% — O]

where « is the seawater absorption coefficient in dB/km k. is the dimensionless
spreading coefficient.

The Francois & Garrison Equation reported below is chosen for the calculation of
« as it is among the best-performing equations available with one of the highest
ranges of validity [109-111]. The value of the underwater speed of sound is
obtained using the updated Chen & Millero Equation because of the wide range of
applicability [111-114]. The detailed method is reported in [81].

3.1.2 Local Detection

Each sensor computes a LRT statistic A¥ tests it. This LRT is computed as it is
UMP and takes a local decision dj[n] [87]:

The resulting local ML detection test is the following:

M ) dr|n]=1
g <g0m (n] am ebm.k Vi [”]> z 1, (3.4)
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where
2
A Uw k
Um = J , 3.5
m gémg?(xk,em) +U121),k
1 1 1
b = = - : (3.6)
2 (Ufu,k Ug’m % (xk, 0m) + ai’k>

Using the Karlin-Rubin Theorem, the test in Equation (3.4) is replaced with the
following equivalent energy test [115]:
din]=1

Ar=yiln] = in]. (3.7)

This equals to the determination of the value of ~;[n] that solves the following:

M
Z (gpm[n]amvkebmvm’“[no =1. (3.8)

m=1

The left-hand side exhibits smoothness, convexity, and increases with ~;[n]. Con-
. . . (0)
sequently, convergence is assured, starting from any initial value -y, ’[n] when

employing the Newton-Raphson method [116]:

M

E <(pm[n]am7kebm,k’y,iq)[n]> -1

](€q+1)[n] — 'Yl(cq) n] — m];l - | 0
Z (‘Pm[n]am,kbm)kebm,k'ykq [n])
m=1

where ¢ denotes the iteration index. This case shows that the computational com-
plexity of finding the value of y;[n] is O(M) per iteration per sensor.

The performances of the energy test in Equation (3.7) are [87]:

(ksm)[ 1 _ Vx[n]
Ppn] = 2Q<\/o§7m92(mk,0m)+aiﬁk> : (3.10)
Prln] = 2Q< 7’;“”) . 3.11)
Uw,k

3.1.3 Simulation Setup

The Goliat FPSO, situated in the Norwegian Barents Sea, stands as the world’s
northernmost offshore platform for oil production. Due to its placement in an
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Figure 3.1: Goliat’s template: the structural components are represented in gray, the
manifold in blue, the sensors in green, the valves in red, and the connectors in orange.

environmentally sensitive region, the platform adheres to stringent regulations,
particularly those concerning oil spills [100]. The FPSO employs a SPS with eight
subsea templates supporting twenty-two wells, including twelve production wells,
seven water injectors, and three gas injectors. Each template features a manifold
and four well slots, as illustrated in Figure 3.1. The LDS monitoring each template
combines internal and external sensors, with the internal sensors primarily serving
process monitoring purposes. The external LDS comprises one capacitive sensor
above each subsea tree, while three passive acoustic sensors are strategically placed
to monitor the manifold [77, 117]. For this study, it is assumed that items and
sensors are positioned at the same height.

Twenty critical items have been recognized within the SPS. Such components
correspond to fourteen valves and six connectors. The reliability data of these
categories of items are reported in Table 3.1, where literature values were sourced
from the OREDA Handbook [118]. Sensors and critical items are highlighted in
Figure 3.1 where it can be seen that 6 (respectively 14) critical items are inside
(respectively outside) the sensors’ perimeter.

The methodologies for detection and localization described in Sections 2.1 and 2.2
are applied here.

The simulations have been carried out using MATLAB. The parameters used for
the case study are found in Table 3.2.
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Table 3.1: Literature failure rates of components in subsea manifolds.

Item Category Am,o (in yr 1) Uy (in yr=2)

Valve, process isolation  7.3000 x 102  7.0715 x 107°
Connector 9.5812 x 107*  2.4649 x 1076

Table 3.2: Parameters used to simulate a leak scenario.

Parameter Value  Note / Reference

Reference Frequency 2.5 kHz [102]
Water Temperature 3.8 °C [119]
Water Salinity 35 %o [119]
Depth 350 m [117]
pH 8 [120]
ksc 1.5 [108]

lref Im -

oi’ i 1 Vk

3.1.4 Per-Sample and Batch Detection and Localization

In order to better analyze the results, two different signal-to-noise ratios (SNRs) are
simulated: SNRyef 2 07, /o7, € {10dB,15dB}, Vm, k. When evaluating the
per-sample and batch algorithms, the failure rates are assumed to be equal among
all items, so that o1 = ... = @yy.

The values for QQr and Qp were determined through numerical simulation, in-
volving 10® Monte Carlo runs evenly split between scenarios Ho and #;. The
assessment of localization performance was conducted via numerical simulation.
In these simulations, the FC executed both the CR and the MCVR methods, with
detection thresholds determined by maximizing the Youden’s Index (J) [121]. For
the threshold selection at the local level, we have:

vk = argmax J(y) = arg max{?g(v) — va(’y)} , (3.12)
ol v

where v, 737%, and 73’1]3 are replaced with v*, Qp = Z%zl gomQ%n), and () when
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Table 3.3: Leak detection performances at the sensors.

SNR,ef Sensor (k) SNRy, Yk Fﬁ(w) Ph(ve)  J(w)

p—

—0.63dB 1.4402 0.3540 0.2301 0.1238
10 dB 2 0.39dB 15204 0.3563 0.2176 0.1388
—-1.61dB 1.3189 0.3701 0.2508 0.1193

w

p—

4.37dB  1.7916 0.4230 0.1807 0.2422
15 dB 2 5.39dB  1.8820 0.4293 0.1701 0.2592
3.39dB  1.6887 0.4460 0.1938 0.2522

w

tuning the FC’s global threshold.

The localization performances are assessed in terms of variation of the root mean
square error (RMSE) with respect to the number of instants (V) since the leakage
was detected.

Local Detection Results

In Table 3.3, the tuning outcomes following the maximization of J are presented,
emphasizing how a higher value of SNRy, £ SNR,f 2%21 ©mg?(x, O, results
in a higher threshold ;. The distribution of operating points in the receiver
operating characteristic (ROC) space is depicted in Figure 3.2, revealing that the
averaging procedure in Equation (2.10) yields three similar ROC curves, leading to
comparable operating points. This consistency is expected given the similar values
of SNRy, observed in this case study.

Global Detection Results

Figure 3.3 visually presents the ROC curves of the LDS where the CR and MCVR
are compared against the CVR, serving as the upper benchmark (allowing the use
of Equation (2.9)). The impact of SNR,¢f on overall performance is evident.

Except for instances where Qp = Qr = 0 or Qp = Qr = 1, the CR exhibits
three possible operating points while the MCVR has seven. This emphasizes that
the MCVR, with its broader spectrum of operating points, is more adaptable to
diverse design requirements than the CR.

Table 3.4 represents the operating points resulting from threshold optimization
procedures at the FC. The CR and MCVR demonstrate lower values of the maximum
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Figure 3.2: Local ROC curves highlighting the operating points.

J than the CVR. Interestingly, for SNR,.f = 15 dB, the optimal operating points
from the two fusion rules are very similar. However, for SNR,.f = 10dB, the
optimization points differ, and the MCVR point lacks a close counterpart in the CR.
Furthermore, the optimization point from the MCVR tends to be closer (in terms of
Qp and Qr) to the one from the CVR. This underscores how, while maintaining
the same complexity as the CR, the MCVR provides greater flexibility to the LDS
and may enable superior results.

Localization Results

Figures 3.4, 3.5, 3.6, and 3.7 depict the outcomes of the four proposed localization
techniques for both fusion rules (CR and MCVR). Additionally, the CRLB is
presented for an estimator aligned with a perfect detector (Qp = 1, Qr = 0),
making it independent of the fusion rule and only varies based on the value of
SNR, . It is essential to note that this lower bound is purely theoretical and cannot
be achieved in practice, even with the CVR, as illustrated in Figure 3.3.

The distinction in performance between a leakage located inside or outside the
sensor perimeter is also emphasized in the figures. The simulations incorporate the
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Figure 3.3: Global ROC curves.

Table 3.4: Leak detection performances at the FC.

SNR,.s Fusion Rule ~* Qp(v) Qr(v*) J(v)

CR 1 0.7183  0.5487 0.1696
10 dB CVR 0.0849 0.5435 0.3081 0.2354
MCVR 0.0650 0.5823  0.3977 0.1846

CR 2 0.4093 0.0868 0.3225
15 dB CVR 0.1411 0.6411  0.2328 0.4083
MCVR 1.3584 0.4092  0.0869 0.3224

local and global thresholds from Table 3.3 and Table 3.4.

The choice of fusion rule (CR or MCVR) has little impact on the performance
of the localization procedures. The CBA is the least effective, particularly in
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Figure 3.4: Localization performances with CR and SNR,¢s = 10dB.
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Figure 3.5: Localization performances with CR and SNR,.s = 15 dB.
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Figure 3.6: Localization performances with MCVR and SNR,.s = 10 dB.

localizing leakages outside the sensor perimeter. In contrast, the MCBA addresses
this limitation, and numerical simulations affirm its effectiveness without requiring
additional computational resources. Notably, the CBA excels in cases where
leakages are inside the sensor perimeter but performs poorly otherwise.

Both considered statistical approaches exhibit superior performance compared to
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Figure 3.7: Localization performances with MCVR and SNR,s = 15dB.

previous heuristic methods, albeit at a higher computational cost. Specifically, MAP
and MMSE demonstrate similar behaviors, with the latter slightly outperforming
the former at low values of N.

It is essential to note that the trade-off between probabilities of detection and false
alarm at the detection stage is addressed in this work through the maximization of J.
However, the detection probability is more critical from a localization standpoint,
as increased detection probability leads to enhanced localization performance. This
consideration is crucial when comparing performance across different SNR ¢
values, which may correspond to distinct operation points on the ROC curve.
The design of the overall parameter configuration, considering both detection and
localization performance, is not explicitly addressed in this work.

3.1.5 Quickest Detection and Localization

The proposed 3LA is compared with a WSN performing a BLRT analogous to
Equation (2.45) with varying global thresholds. Such a configuration is here named
Shewhart chart. This choice is because the 3LA is designed to be installed over an
existing architecture where a FC makes the final decision via the Shewhart chart by
adding a PPC and a feedback system. The 2LLA is instead compared with a WSN
performing detection and localization via the G-CUSUM. The architectures used
for comparison reasons lack a feedback system. The Shewhart and G-CUSUM
charts use the stationary prior probabilities of item failure seen in Equation (2.3),
where the values of \,,,’s are substituted by A,;, o’s from Table 3.1 as the former are
unknown.

The numerical results were derived via simulation consisting of 200 Monte Carlo

runs.! In these simulations, each run emulated the operational lifespan of the

platform fixed here at 15 years [122], neglecting inspection and maintenance times.

"Each set of 200 runs was performed for various v* values to generate the performance curves.
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Moreover, the value of At = 15 min, and SNR,s € {0 dB,5 dB,10 dB} are
used. At each run, a new set of realizations of the M Poisson processes and their
corresponding failure rates was generated, with )\, values drawn from a Gamma
distribution using central moments from Table 3.1.

In order to summarize the main detection results, it is necessary to introduce the
following metrics:

Pio 2 P(ﬁ[n} _ 1‘H[n] _ 0) , 3.13)
PLEP(HN) =1), (3.14)

A ]E(f'?m,j)
ADD 2 — (3.15)

where ‘P is the probability of false alarm, P is the probability of faulty state, and
ADD is the average detection delay. The localization performances are evaluated
using the RMSE between the estimated position of the leak and its actual location.
Figures 3.8, 3.9, and 3.10 show the previously introduced metrics as P varies, at
different values of SNR,.s. Higher values (respectively lower values) of Py can
be obtained by decreasing (respectively increasing) the threshold ~* in the highest
architectural layer.

Detection Results

By looking at Figures 3.8(a), 3.9(a), and 3.10(a), it is immediately visible how ADD
greatly decreases as the SNR ¢ increases regardless of the employed architecture,
once Py is fixed. In particular, the ADD shows a decreasing trend with respect
to Pyo as a consequence of the lowering of v*, with ADD — 0 as P19 — 1, for
all the methods. Specifically, for low values of P, the proposed 2L A shows the
lowest values of ADD among the four. The Shewhart chart is unable to operate
at P19 < 1072 due to missing temporal integration in the FC. Such a limitation
is overcome by using the PPC as in the proposed 3LA, showing performances
equivalent to the Shewhart chart with the further benefit of being able to work
at P1g < 1072. Moreover, at low SNR,;, the 3LA tends to perform slightly
better than the G-CUSUM chart, highlighting the benefits of a Bayesian approach,
especially at low SNR .

These performance trends are also observed when evaluating Py, representing the
fraction of time the system spends in a faulty state. Figures 3.8(b), 3.9(b), and
3.10(b) show a similarity in behavior between the ADD and P;, as we vary Pg.
This shows the trade-off between a low P; and a low P, which must be addressed
when choosing the proper threshold v*. As it is desirable to work at low values of
P10, it is vital to select an architecture that can limit the effect of having a higher
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Figure 3.10: Performance curves at SNR,f = 10dB, Vm, k.

threshold on P;. Because of the abovementioned issue, it is easy to see that the
2LLA provides an excellent solution by reaching the lowest values of P, given a
fixed P1p.

Localization Results

The localization results displayed in Figures 3.8(c), 3.9(c), and 3.10(c) show that, for
the case of the 2LA and the G-CUSUM chart, as we lower P1g, we simultaneously
lower the localization RMSE causing a trade-off between localization accuracy and
a quick detection. The explanation for this behavior is that raising the detection
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threshold has the double effect of increasing the ADD, which simultaneously means
that the highest hierarchical layer can collect more inputs, therefore improving the
identification of the faulty item.

This does not apply to the Shewhart chart and the 3LA: the RMSE observed
when employing the Shewhart chart does not have a monotonic behavior (as well
as not being able to operate at Py < 102), while the 3LA, as we lower Pjg,
has a virtually null localization improvement. The behavior associated with the
Shewhart chart is given by the nature of its localization algorithm, which produces
estimates using only the last vector of local decisions as an input. Such a lack of
time aggregation prevents the localization algorithm from updating its estimate
as new local decisions are collected over time, which would cause the RMSE to
decrease together with Pjg, like in the case of the 2LLA and the G-CUSUM chart.
Interestingly, we observe that in the Shewhart chart, as P decreases, the behavior
of the RMSE reaches its maximum value when P reaches its minimum. In fact,
for a system performing detection and localization without time aggregation, there
exists a trade-off between a low P;g and localization RMSE. This is because a
lower value of Py means that the threshold required to trigger an alarm must be
increased with a consequent effect of triggering alarms only when a higher number
of sensors sends a positive detection. However, a low threshold can compromise
the ability of the system to localize the faulty item, as there is a loss of correlation
between the position of the faulty item and the particular configuration of the
activated sensors. The 3LA (like the Shewhart chart) does not provide effective
results in localization RMSE, confirming its primary purpose of being a way to
lower the probability of false alarm of the Shewhart chart. Unlike the Shewhart
chart, the 3L A performs a time aggregation in its highest hierarchical layer (the
PPC), creating more stability in the behavior of the localization RMSE, as Pig
changes. However, such time aggregation is performed on the FC’s decisions
over time that do not contain any spatial information regarding the sensors that
contributed to such decisions.

This problem is addressed by the 2LLA and the G-CUSUM chart, where the FC
performs both time and spatial aggregation of the sensors’ local decisions over
time. As in the discussion of the detection performances, we notice how the 2LA
outperforms the rest of the architectures in terms of localization RMSE.

3.2 Carbon Dioxide Dispersion in Industrial Plants

This application scenario pertains to monitoring CO, dispersion through a WSN
comprising concentration sensors.

Existing research predominantly relies on a Gaussian plume point source model
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based on diffusion/advection processes or the direct application of Fick’s laws
of diffusion. This approach, often unsuitable for realistic industrial systems,
has been employed in studies addressing the dispersion of biochemical moving
sources [123, 124], the localization of atmospheric pollutants [125], and the re-
lease of light gases [126]. In dealing with the uncertain prior, a study on CO;
dispersion incorporated importance sampling along with the progressive correc-
tion technique [127], while innovative methods, such as those leveraging neural
networks for plume tracking [128], focus on dispersion characterization rather than
the detection task itself.

In contrast, CO; is a heavy gas with diverse applications in domestic and industrial
settings [129]. Detecting heavy gases is a critical challenge due to their unique
dispersion behavior of tending to spread close to the ground. This dispersion poses
risks of asphyxiation by displacing air and reducing oxygen concentrations [130].

Within this context, the associated inference challenges revolve around the early
sequential detection of uncooperative sources, as exemplified in a LOC scenario.
In industrial settings, quickly and accurately identifying such critical events is
paramount.

Complicating matters further is the natural presence of CO, in the atmosphere,
which can significantly impair detector performance. Notably, many existing studies
concentrate on gases uncommon in the atmosphere, resulting in heightened SNRs.

3.2.1 System Model

The scenario consists of a WSN tasked to assess the global absence () or presence
(H1) of a CO, dispersion within the monitored environment (see Figure 2.4).
A dispersion is characterized by its position 8 and volumetric flow rate V' (in
Section 2.3, the generic intensity variable I was used). The global decision exploits
the integration of real-time weather data as well as the dispersion model of the gas.

3.2.2 Signal Model

The statistical model of the measured gas concentration y[n], depending on the
corresponding hypothesis, is the following:

{m:%mzwm

, (3.16)
Hi: yg[n] = cx + win]

where wg[n] ~ N (Nw ks UZ;, k) represents the gas concentration present in normal
operating conditions in the surrounding of the kth sensor [131], where i, ;, and
agj i are known. Also, ¢ > 0 is the observed excess gas concentration resulting
from dispersion.
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In this work, the measurements collected by the same sensor {y[n]}, are assumed
to be i.i.d., while the measurements collected by different sensors {yy[n]}, are
independent. Hence, the distribution of y[n] is:

Ho: wyrln] ~N MchngJ,k)

. (3.17)
Hi: ykz[n] ~N Hw ke + Ck, U?u,k)

The heavy gas dispersion model here is based on the B&M model for continuous
releases [132—137]. More specifically, the following map is provided:

C = Ck(ﬂ:k, 97 T07p07007 ‘/7 d07Tatm7pair7ua¢) ) (318)

where T, po, cg, and V' are the temperature, density, concentration, and volumetric
flow rate (respectively) of the gas at release condition from the source, whose
diameter is denoted with dy; T,y is the atmospheric temperature; p,i, is the
density of air at T,yy,; finally v and 1 are the wind speed at the height of 10
meters and its direction (respectively).2 Tatms Pair» U, and ¢ are known thanks to
the integration of real-time weather measurements. A detailed description of the
method is given in [85].

3.2.3 Local Detection

Each sensor engages in sequential detection based on the hypotheses presented
in Equation (3.17). In this process, we calculate the GSPRT statistic, where the
parameter ¢y, is substituted with its MLE ¢, , e % Yoy Ykli] — fi k- This results
in Af“'l having the following form:

n

AR 2" (yili] = ) - (3.19)

i=1
By examining Equations (3.17) and (3.19), one can find:

Ho: AF~ N O,iaivk)

. (3.20)
Hi: AP~ N ick,iai’k)

The local instant performances at the kth sensor Pl(mk’i) and Pg’i) (i) for the generic
mth decision with respect to this use case are the following:

P 2 (dfn = Hi, gy — My = Z)

*Wind blowing from north: 0° (360°), east: 90°, south: 180°, west: 270°.
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{Af <} Abza)=Ro(sf <o), (321)
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The values of Pék’i) and P](\f[’i) are obtained from previously calculated probabilities
as seen from Equations (2.71) and (2.72). Nonetheless, the direct calculation of

P(k ) and 73( ’ )(ck) is here included:

plki) & PO({Aﬁ < yk}nq) =Py (vf < 0) ,

PED () 2 Py ({Aﬁ < yk}ng; ck> — P, (vf < 0) : (3.24)

with v¥ B (u jr 2 ) Specifically:
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3.2.4 Results
The considered scenario models the dispersion of saturated CO5.

The impact of small values of dy on the parameter ¢y, is typically negligible, allowing
us to consider it as known and equal to zero. This simplification significantly reduces
the computational complexity of the algorithms.

The presented results are obtained from simulations conducted within a monitored
square area with sides measuring 100 meters, featuring evenly spaced sensors,
as depicted in Figure 3.11. The simulated scenarios cover various network sizes
K € {9,16} for both low flow rate and high flow rate dispersions.

The results for each combination are derived from numerical simulations comprising
10° Monte Carlo runs, evenly distributed between scenarios Hg and H; using
MATLAB. In each run, parameters such as wind direction (¢)), wind speed (u),
dispersion position (0), flow rate ('), and dispersion diameter (dy) are generated
according to specific distributions.

Table 3.5 provides the values or distribution boundaries of the parameters, while
the specifications of the parameter grids necessary for offline data preparation are
outlined in Table 3.6.

The DTSA and the CSA are juxtaposed against a batch variant of the DTSA, where
each sensor and the FC render a decision after a fixed number of measurements. To
facilitate a straightforward comparison among the presented architectures through-
out the remainder of the work, we presume that the deadlines 7;’s (and 7*) utilized
in the DTSA and the CSA have values identical to the sample sizes at the sensor
level (and FC level) employed in the batch algorithm.

Figure 3.12 displays the ROC surfaces of the kth sensor in the context of a batch
detector (Figure 3.12(a)) and two sequential detectors (Figures 3.12(b) and 3.12(c)).
The probability of detection strongly depends on cg, given a fixed probability of
false alarm. In terms of the area under the curve AUC, as ¢, — 0, AUC — 0.5,
and as ¢ — oo, AUC — 1, regardless of the chosen approach.

The figure also highlights the decision delays in the two approaches as the prob-
ability of false alarm and c; undergo variations. Figure 3.12(a) showcases a
constant decision delay equal to 7T, while the other surfaces depict changes in
D}, and D%,. Notably, as PE. — 1, (P}, D%,) — (1,1), and as P} — 0,
(D’fl, Dljﬁ) — (g, Tr;) due to the truncation preventing the delays from diverging
to infinity.

The comparison between a batch and a sequential detector is facilitated in Fig-
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Figure 3.11: Mean concentration in a H; scenario at different values of V' with 6 =
[25m 75m]*, ¢ = 315°,dp = 0.1m, and u = 5m/s.

ure 3.13. Figure 3.13(a) displays three sets of ROC curves and indicates a negligible
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Table 3.5: Parameters used to simulate a gas dispersion scenario.

Parameter .Va.lue / Notes
Distribution
61 and 05 U(0,100) m uniform in monitored area
co 1 co = 10° ppm
Top 253 K [138]
Pop 19.8 bar saturation pressure at T,
Ty 219 K Soave-Redlich-Kwong EOS [139]
Patm 1.01 bar —
00 2.48 kg/m? Soave-Redlich-Kwong EOS [139]
Tatm 293 K -
Pair 1.20 kg/m? -
u U(0,10) m/s -
Y U0, 2m) -
V U(0,0.05) m3/s low flow rate dispersion
Vv U(0.4,0.5) m3/s high flow rate dispersion
do U(0,0.2) m -
Pow, ke 400 ppm Vk
Owk 200 ppm vk
Tk 4 vk
P 0.05 vk
Yk 693 ppm Vk, DTSA and CSA
Yk 658 ppm Vk, Batch

difference in performance between the two approaches. Likewise, Figure 3.13(b)
illustrates that once 731’3 is fixed, the value of 7, needed to achieve a desired value
of 73’[“) is similar in both batch and sequential approaches. Thus, the differences
in detection accuracy between the batch and sequential approaches are negligible.
The distinctive advantage of the sequential approach is illustrated in Figure 3.13(c).
Here, the sequential decision delay Dl)“(l consistently outperforms the batch decision
time 7. This underscores the critical insight that when the probability of false
alarm is held constant, employing a sequential approach allows a sensor to achieve
detection with a noticeably reduced decision delay compared to a batch approach
while maintaining a nearly identical probability of detection.

Figure 3.14 depicts the values of ATP across the various architectures as a func-
tion of the probability of occurrence P; £ P(H;). Upon examining the plot, it
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Table 3.6: Parameters used for grid construction.

Parameter Grid Limits Grid Interval

6 and 6 [0,100] m 1m
V (low flow rate) [0,0.05] m3/s 1/60m3 /s
V (medium flow rate) (0.05,0.4)m3/s  60/7m3/s
V' (high flow rate) [0.4,0.5] m3/s 1/30m3/s
u [0.5,10] m/s 0.5m/s
$ 0,27) /s
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Figure 3.12: ROC surfaces of local detectors using batch and sequential approach (red line
indicates performances at P% = 0.05).
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Figure 3.13: Detection performances of the sensor.

is evident that both ATP g, and ATPp1s4 exhibit an increase as PP, decreases.
However, while ATP s, is capped by an upper bound represented by ATPg,; 1,
the relationship between ATP s, and ATPg,,, varies depending on P; and cy.

In the extreme scenario where P; = 1 (corresponding to H1) or P; = 0 (cor-
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Figure 3.14: Average Transmission Period vs. Probability of Occurrence.

responding to H), the ATP values exhibit clear distinct behaviors. Under H1,
ATPg, tends to rise for lower values of ¢, eventually surpassing ATPg,;.,. In
Ho, ATP g, remains significantly higher than ATPg,,.,, irrespective of c;. Con-
sequently, when the reasonable assumption of low P; holds, ATP s, demonstrates
an enhancement in reducing communication costs.

Let us examine the performance of the FC across the four mentioned configurations
concerning the global probability of false alarm Qp £ Py <7—Al = 7-[1), global

probability of detection Qp £ Py (ﬁ = 7-[1), and global decision delay (in H1)

defined as D%, £ E,(t*) for the CSA and the DTSA and equal to D%, = T* for
the batch algorithm.

Figures 3.15 and 3.16 showcase the ROC curves and curves where Dx is displayed
as a function of Q). Various points on the curve are obtained by applying different
values of the global threshold v* to the FC’s detection rule. The presented results
correspond to 7* € {4, 12} (chosen as multiples of 7). The corresponding AUC
values are detailed in Table 3.7 (including 7* = 8).

Parallel to the AUC of the ROC curve, we define AUC(D%,) = fol D1 (Qr)dQF
to facilitate the discussion in Figures 3.15(c) and 3.16(c). This metric represents the
mean value of D%, over the domain of (), with its values reported in Table 3.8.
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Figure 3.15: ROC curves and decision delay curves, K = 9.
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Figure 3.16: ROC curves and decision delay curves, K = 16.

Table 3.7: AUC in the simulated detection configurations.

T =4 T* =8 T* =12
K Method |4 0 v highv | lowV  highV | lowV  high v/
CSA | 0.6556 0.8173 | 0.6672 0.8252 | 0.6754 0.8313
9 DTSA | 0.6509 0.8121 | 0.6593 0.8169 | 0.6654  0.8208
Batch | 0.6307 0.7710 | 0.6686 0.8251 | 0.6781 0.8343
CSA | 0.7183 0.8878 | 0.7343 0.8945 | 0.7428  0.8988
16 DTSA | 0.7047 0.8786 | 0.7157 0.8822 | 0.7221  0.8848
Batch | 0.6724 0.8204 | 0.7320 0.8911 | 0.7444 0.9010

The ROC curves demonstrate that augmenting the number of sensors enhances () p
regardless of the algorithm employed. This improvement can be ascribed to two
key factors: Firstly, a more significant number of sensors supplies the FC with more
information, facilitating better discrimination between hypotheses. Secondly, given
the anisotropic nature of gas dispersions, more sensors heightens the likelihood
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Table 3.8: AUC(DY%,) in the simulated configurations.

T =4 T* =8 T* =12
K Method | 40y highV | lowV  highV | lowV  high v/
CSA | 2.2263 1.6320 | 3.8154 2.4724 | 5.3837 3.2943
9 DTSA | 24062 1.7448 | 3.9661 2.5883 | 5.5021  3.4148
Batch 4 4 8 8 12 12
CSA | 2.1243 1.4326 | 3.4569 1.9629 | 4.7146 2.4609
16 DTSA | 2.3249 1.5427 | 3.6606 2.0990 | 4.9415 2.6321
Batch 4 4 8 8 12 12

of multiple sensors being in contact with the gas plume. This, in turn, increases
the chances of more sensors detecting ¢, > 0 and contributes to non-random local
detections.

Another notable observation is the elevated value of ) with an increased flow
rate V. This phenomenon arises because an increase in V' leads to a higher ¢, for
sensors already situated in the gas plume and more sensors experiencing c; > 0.

In Table 3.7, there is a discernible increase in AUC with higher values of 7*. At
T* = 4, the presented values indicate AUCcg5, > AUCprgs > AUCg,0, With a
marginal difference in AUC (averaged among the four configurations) between the
CSA and the batch algorithm. This trend shifts at 7* = 12, reflecting a convergence
in AUC values, with the batch algorithm exhibiting the highest values. Nevertheless,
the average AUC difference between the CSA and the batch algorithm remains
negligible.

Additional analysis uncovers that the anisotropic behavior of gas dispersions plays
arole in the negligible differences in performance observed with higher values of
T*. In scenarios where none of the sensors experience ¢ > 0, each sensor (and
the FC) operates as a random detector, irrespective of the specific value of 7*.

However, the advantages in terms of D%, become evident as K and V increase,
as illustrated in Figures 3.15(c) and 3.16(c). While converging values of AUC are
achieved by increasing 7, the difference in AUC(DY;,) is further accentuated in
favor of the sequential algorithms, particularly the CSA.

Table 3.8 distinctly demonstrates that AUC(D%)csa > AUC(D%q)prsa >
AUC(D%)Baten for all configurations and values of 7*. This is attributed to
the fact that in the CSA and the DTSA, D%, grows at a slower rate than 7 *, unlike
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in the batch algorithm where the growth is identical.

Figures 3.15 and 3.16 vividly depict how the choice of the threshold v* impacts
performance. Reducing ~* leads to a simultaneous increase in () p and a decrease
in D%, but it comes at the expense of an elevated value of (). Nevertheless, the
curves demonstrate that both the CSA and the DTSA manage to sustain lower Q)
while maintaining stable levels of ()p and D%, particularly at lower values of

T
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Chapter 4

Conclusions and Future
Directions

This research explored the detection and localization aspects of WSNs in the con-
text of industrial monitoring. Three distinct approaches, namely per-sample/batch
detection, quickest detection, and sequential detection, were investigated to de-
velop strategies that bridge the gap between current sensor fusion strategies and a
monitoring system taking advantage of the knowledge of the monitored system.

In the per-sample/batch detection approach, the comparative analysis between the
CR and the MCVR demonstrated the latter’s effectiveness as this provides more
flexibility. The proposed localization algorithms showed that the heuristic methods
can provide satisfactory results (especially in the MCBA case) and significantly
lower the localization task’s computational complexity.

The quickest detection approach introduced two architectures, the 3LA and the 2L A,
leveraging diverse network structures for quickest fault detection in industrial plants.
These architectures demonstrated the benefits of employing a Bayesian approach
when information regarding the reliability of the monitored items is available. The
2LA, in particular, showcased the potential of spatio-temporal aggregation to reduce
the detection time and improve the faulty components’ localization accuracy.

The sequential detection approach proposed a WSN where sensors perform local
sequential detection and transmit decisions to the FC. The DTSA and the CSA
were introduced, and the evaluation in a CO; dispersion scenario in an industrial
facility highlighted the effectiveness of these algorithms in addressing sequential
detection challenges with respect to a batch approach. In particular, the CSA
showed promising results in both detection performances and communication costs.
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This research makes significant contributions to the field of WSNs for industrial
monitoring. The proposed approaches and associated localization methods provide
robust frameworks for timely and accurate event detection.

The findings have practical implications for designing and implementing WSNs
in industrial settings. The developed strategies enhance monitoring systems’ over-
all efficiency and reliability, facilitating quicker responses to adverse events and
potentially minimizing the impact on industrial processes.

Future works include: (a) considering more complex failure models when em-
ploying Bayesian strategies; (b) the reduction of complexity via more efficient
techniques for the calculation of high-complexity tasks (e.g., threshold selection,
exact calculation of FC performances, and likelihood maximization); (c) modeling
errors in communication channels between the sensors and the FC; (d) a more accu-
rate statistical representation of the signal measured by the sensors; (¢) development
of algorithms that account for noisy dispersion models; (f) integration of hybrid
machine learning approaches for improved detection and localization.
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The use of Wireless Sensor Networks (WSNs) in support of Dynamic Risk Assessment regarding oil spills still
lacks a proper integration. WSNs enable prompt responses to such emergencies through an appropriate
inspection, thus avoiding possible larger disasters. This work proposes a methodology for the setup of a WSN
as a Leak Detection System in which a Fusion Center collects sensors’ binary decisions and provides a more
reliable decision about the presence/absence of a leak. The detection rules are based on statistical signal
processing techniques, and the choice of the optimal thresholds is made through the optimization of three
objective functions tailored to the Oil&Gas industry. Detection performances are assessed in terms of the
Receiver Operating Characteristic (ROC) curve. The case study is the Goliat FPSO, a production platform
located in the Barents Sea, and related requirements dictated by Norwegian authorities to prevent oil spills.
The considered WSN monitors the subsea manifolds through passive acoustic sensors.

1. Introduction

Oil spills are known to cause a highly negative impact on the safety of offshore workers, the environment, and
productivity. The early detection of a spill is crucial to limit its potential consequences. A Leak Detection
System (LDS) is reliable if it can provide a high rate of correct detections ensuring a limited rate of false
alarms, thus avoiding unnecessary production shutdowns and costly Remotely Operated Vehicles (ROV)
inspections. Different technologies, among which the use of passive acoustic sensors, are nowadays available
and are used to monitor the external underwater environment and the process conditions (Adegboye et al.,
2019; Baroudi et al., 2019). Passive acoustic sensors have shown a high level of accuracy enabling the
possibility to localize the spill source. This can be done without the need to install the sensors near the leaking
component (which is a limitation of many other LDSs). Also, this technology can detect all hydrocarbon fluids.
Acoustic sensors are easy to install and are appropriate for retrofitting. These properties make this LDS
among the most used. The importance of a reliable LDS creates the need for a framework that integrates it
into the Dynamic Risk Assessment (DRA). This is possible as the use of a distributed Wireless Sensor
Network (WSN) can provide real-time monitoring of the subsea environment increasing the level of knowledge
on the system allowing a more accurate DRA (Paltrinieri et al., 2014, 2019a). So far, the application of WSNs
in the Oil&Gas industry has only been introduced (Paltrinieri et al., 2019b). This work gives a methodology for
the setup of passive acoustic sensors in a WSN used for monitoring subsea templates and discusses its
performances.

2. Signal Model

The WSN aims at detecting possible oil spills, so the problem is formalized as a binary hypothesis testing with
the null hypothesis H, corresponding to a non-spill scenario, and the alternative hypothesis H, corresponding
to a spill scenario. For the generic kth sensor, the two following different signal models are assumed for each
hypothesis:



{H1: Yie=§ AAF (X xr) +we {Hl: Vi~N(0, AAF?(xy, xX7) - 02 + 02)
Ho:  yr = wg Hy:  y~N(0, o)

where:

[l yy, is the signal (sound pressure) received at the kth sensor where k = 1,2, ..., K;

1 &~N(0, a2) is a Gaussian random variable representing the emitted signal caused by the spill;

0 we~N(0, 62) is Additive White Gaussian Noise having the same power o2 for any sensor;

[l AAF (xy, x7) is the Amplitude Attenuation Function (AAF) which only depends on the distance between the

position x; (kth sensor position) and x; (leak position).

The AAF is treated deterministically and represents the loss of the acoustic intensity level and accounts for
seawater absorption and geometrical spreading (Stojanovic, 2006):
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From which, the AAF can be obtained:
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where «a is the seawater absorption coefficient in dB/km, ||x; — x7|| and £, (reference length) are in meters,
and k. is the spreading coefficient. The absorption coefficient « is obtained using the Francois & Garrison
equation (Francois and Garrison, 1982a, 1982b). The speed of sound (required by Francois & Garrison) is
obtained using the updated Chen & Millero equation (Wong and Zhu, 1995).

3. Wireless Sensor Network Model

The modeled WSN is made of K passive acoustic sensors monitoring the external environment (as shown in
Figure 1). The kth sensor, with a given sampling frequency, senses the received signal amplitude y, and
sends to a Fusion Center (FC) its binary local decision d; on whether the sensed amplitude is caused by a
spill. The choice of local binary decision is due to the energy constraints imposed by the use of a WSN (Shoari
et al., 2016), such constraint will also reduce operating costs as only one bit is transmitted when a spill is
detected. Finally, the FC takes a global decision A on the occurrence of the spill based on the received d;'s.

Y1 d;

Fusion
Center

Figure 1: Wireless Sensor Network Model

4. Detection Rules

Each sensor performs an Energy Test, which is Uniformly Most Powerful for this application, where the signal
energy yZ is compared to a threshold 4, to assess its decision (Ciuonzo and Salvo Rossi, 2017):

dy = {1' Vi = X

4
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As the statistics of the received signal is known, the Local Probability of Detection (P, ) and Local Probability
of False Alarm (P ) for the kth sensor can be defined as follows:
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where Q(x) is the complementary cumulative distribution function of the standard normal random variable:

o 2
9(x) = %f exp <— %) dt (7)

The proposed method assumes the Signal-to-Noise Ratio SNRy = 02/ at £, from the source to be known.
The Counting Rule is used as Fusion Rule by the FC because of its simplicity which suits the constraint of low
processing costs. This rule uses the local decisions d, as an input and has the following form:

K
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This indicates that the FC counts the number of sensors detecting the spill and compares it to a threshold A. In
case the sum is equal or higher than the threshold, the FC sends an alarm.
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5. Threshold Selection

Three different optimality criteria based on the Receiver Operating Characteristic (ROC) curve will be
analyzed (Liu, 2012):

[1 Youden Index (J):
A =arg max J(A) = arg max HAGEIAC] 9)

1 Closest-to-(0,1) (ER):

A* = arg min ER(A) = arg min /(1 - Pd(A))Z + Pr(2)? (10)
2 2

[ Concordance Probability (CZ):

A" =arg ;nax CZ(A) = arg /rlnax {Pd(/l) . (1 - Pf(/l))} (11)
These definitions are applicable both for the sensors and the FC with the appropriate substitutions (1 is 4, and
A; Py is Pgy and Qq; Pris Pry and Qf; A" is Aj and A”). The selection of the optimal threshold 2;, for the kth
sensor is carried out through a grid search where one optimal value is found for each one of the criteria. More
specifically, the metrics in the optimality criteria are computed referring to average performances with respect
to the hotspot positions h,,, where m = 1,2, ..., M. This is necessary as the Probabilities of Detection (both
local and global) depend on the leak position. The hotspots are those components of the subsea production
system that, in case of failure, would be the source of a spill. Also, it is assumed that the selected hotspots
have the same failure rate and their spills cause signals having the same power 2. Therefore:

M
— 1
Pay = i Z Pyrm  Optimize objective function

m=1

A (12)
m = Pri
where, for the kth sensor, 4; is the chosen local threshold (using one of the criteria), P, and Py are its

average performances and Py ., is Py when the leak source is the mth hotspot by using AAF (x, h,,).
The choice of the optimal threshold at the FC follows the local threshold choice and uses the same procedure:

M
— 1
Q= u Z Qam Optimize objective function
. m=1
Qf = Qf
where A* is the chosen global threshold. Q; = Pr(H = H,|H,) and Q; = Pr(H = H,|H,) are the values of
Global Probability of Detection and Global Probability of False Alarm, where m means that the mth hotspot is

(13)



modeled as the leak source, and the bar denotes the average probability. Q, ., and @ are obtained via Monte
Carlo Simulation requiring the simulation of the local decisions using the previously chosen local thresholds.

6. Case Study — Goliat FPSO

The Goliat FPSO is an offshore platform located in the Norwegian Barents Sea equipped with a multi-template
Subsea Production System. Each template can host up to four wellheads and the manifold. The latter is
monitored by three passive acoustic sensors to detect the presence of an oil spill (Bjgrnbom, 2011; Rasby,
2011). For an overview of the subsea equipment, the reader could refer to the specific literature (Bai and Bai,
2012).

00 |~
(11}

1P
a-—:z:r--ﬁ

000
(1]

S

Figure 2: Scheme of Goliat’s subsea template: the grey elements are the structure and the Christmas Trees,
the blue lines are the main streamlines, the green dots are the sensors, and the red dots are the hotspots

20 hotspots (connections and valves) were recognized in the manifold. Hotspots and sensors are assumed to
be at the same height. The following parameters are used for this case study:

Table 1: Parameters used to simulate the spill’s sound emission and its Amplitude Attenuation Function

Parameter Value Note

SNR; = 02 /02 13 dB fref=1m

Noise Variance g2 1 Normalized

Reference Frequency 2.5 kHz (Eckert et al., 1993), used for AAF

Temperature 3.8°C (Institute of Marine Research, 2020), used for AAF
Salinity 3.5% (Institute of Marine Research, 2020), used for AAF
Depth 350 m (Bjgrnbom, 2011), used for AAF

pH 8 (Vetrov and Romankevich, 2004), used for AAF
Spreading Coefficient k. 1.5 (Stojanovic, 2006)

7. Results

The values of SNR, = AAF?(xy, h,,) - 62/02 averaged among all hotspots show a mean attenuation of
90.28 % and are the following:

Table 2: Averaged Signal-to-Noise Ratio at the sensors

Sensor 1 Sensor 2 Sensor 3
2.4 dB 3.4dB 1.4dB

At sensor-level (Table 3 and Figure 3), the optimization of J results in local thresholds with values distant from
those obtained optimizing ER or CZ which tend to be similar. When ] is used, in fact, the thresholds are
oriented towards smaller values of P, and Py . The values of Area Under the Curve (AUC) of the averaged
ROC curves among the three sensors have a standard deviation equal to 4 - 1073, this justifies the similar
average performances among the sensors when tuned using the same objective function.



Table 3: Local threshold selection’s results

Sensor Value of Optimized Function Threshold Par Py

1 J =0.1896 1.6380 0.3902 0.2006
ER = 0.5886 0.7919 0.5451 0.3735
CZ =0.3417 0.8427 0.5328 0.3586

2 J =0.2064 1.7268 0.3952 0.1888
ER = 0.5785 0.8271 0.5496 0.3631
CZ = 0.3504 0.8896 0.5354 0.3456

3 J =0.1923 1.5169 0.4104 0.2181
ER = 0.5845 0.7947 0.5497 0.3727
CZ = 0.3450 0.8435 0.5378 0.3584
Sensor 1 Sensor 2 Sensor 3

AUC=0.6225 AUC=0.6327 AUC=0.6247

3

) max

g

#ER min

2

#CZ max

Average Probability of Detection
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Figure 3: Averaged local ROC curves displaying the optimal points according to the different applied criteria

At FC-level, results were obtained with 108 Monte Carlo runs (Table 4 and Figure 4). The performance at a
given threshold varies according to the objective function used for the sensors. When sensors are tuned using
J, the optimal global threshold is divided between the value 1 if ER and CZ are optimized, and 2 if J is
optimized. When sensors are tuned using ER or CZ, the optimal global threshold is always 2 using any
optimization criterion. The highest value of AUC at the FC is obtained when sensors are tuned using J.

Table 4: Global threshold selection’s results

Function used for Sensors Value of Optimized Function Threshold @, Qs
Youden Index (/) J = 0.2546 2 0.3608  0.1062
ER = 0.5553; CZ = 0.3774 1 0.7442 0.4928
Closest-to-(0,1) (ER) J =0.2562; ER = 0.5334; CZ = 0.3905 2 0.5652 0.3090
Concordance Probability (CZ) J = 0.2598; ER = 0.5363; CZ = 0.3899 2 0.5472  0.2875
Fusion Center Fusion Center Fusion Center
sensors tuned maximizing / sensors tuned minimizing £R sensors tuned maximizing €Z

AUC=06784 AUC=0.6586 AUC=0.6608

Average Probability of Detection
Average Probability of Detection
Average Probability of Detection

0 4 0 0
b 02 04 06 08 10 b 02 04 06 08 10 b 0z 04 06 08 10

Average Probability of False Alarm Average Probability of False Alarm Average Probability of False Alarm

0,

Figure 4: Averaged global ROC curves displaying the optimal points according to the different applied criteria



8. Conclusions

It is clear how the choice of the objective function at sensor-level is fundamental to determine the
performances at FC-level for a given global threshold. The case study showed how tuning the sensors using
the Youden Index increases the global AUC and orients the performances towards lower values of false alarm
rate of the LDS, which may be preferable to avoid shutdowns. The optimal global thresholds show a similar
behavior on the ROC space if compared to the results obtained when computing the optimal local thresholds.
However, the tendency of the Youden Index to generate thresholds having a lower probability of detection and
false alarm with respect to those generated by the other two indexes is less evident at FC-level since only K +
2 points can be placed on the ROC space. The three objective functions can also be adapted and corrected
using coefficients to fit specific applications and requirements. The proposed methodology shows how
important the number of sensors and their positioning can be and how the network performances heavily rely
on the signal model. For this reason, more information regarding the statistical properties of the signal and
other contributions that influence the AAF should be integrated if available. These factors can be signal
perturbations, interferences, ambient noise, and oceanic phenomena (currents, tides, internal waves, etc.).
This work is a step towards the integration of subsea monitoring using WSNs with Risk Assessment
techniques necessary to localize the hotspots and to select the most appropriate objective function.
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Abstract—This work studies the impact of Wireless Sensor
Networks (WSNs) for oil spill detection in subsea Oil&Gas
applications. The case study is the Goliat FPSO where one
WSN with passive acoustic sensors is assumed to be installed
on each subsea template to monitor the manifold. Sensors
take local binary decisions regarding the presence/absence of
a spill by performing an energy test. A Fusion Center (FC)
collects such local decisions and provides a more reliable global
binary decision. The Counting Rule (CR) and a modified Chair-
Varshney Rule (MCVR) are compared. An objective function
derived from the Receiver Operating Characteristic (ROC) is
used for threshold design. The considered methodology requires
the knowledge of the involved subsea production system, in
particular of its hotspots whose failure could cause an oil spill.

Index Terms—Data fusion, leak detection, oil spill, subsea
production system, wireless sensor network

I. INTRODUCTION

The Oil&Gas industry over the last few decades has de-
veloped new technologies for the exploitation of offshore
resources that were once technologically inaccessible or eco-
nomically unfeasible. One of these is the use of Subsea
Production Systems (SPS) which can be connected to a close
fixed platform, a floating system, or directly to the shore. This
allows the oil extraction in deep waters which are normally
out of range of standard fixed platforms, as well as exploiting
fields more efficiently due to the versatility of such systems
[1]. On the other hand, one of the disadvantages related to this
technology is that the presence of a SPS in deep water makes
the detection of oil spills less effective resulting in delayed
production shutdowns with a consequent risk for workers’
safety and the environment. For this reason, the presence of a
Leak Detection System (LDS) able to quickly detect oil spills
is of critical importance.

Current technologies rely on both internal methods (based
on measurements of process variables) and external methods
(monitoring the SPS’s surrounding environment). More specif-
ically, an underwater oil spill is known to cause an acoustic
signal that can be sensed via passive acoustic sensors [2],
[3]. Although the use of WSNs for leak detection has been
considered mainly in the monitoring of Oil&Gas pipelines [4],
[5], recent works have focused on monitoring of a SPS through
a WSN [6]-[8]. This work investigates the use of Wireless
Sensor Networks (WSNs) as an external method for leakage
detection and illustrates results on a realistic case-study based
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Fig. 1. Wireless Sensor Network

on the Goliat FPSO. This approach has the advantage of being
able to detect (and eventually localize) oil spills with a small
number of sensors and limited power consumption.

The remainder of the paper is organized as follows. Sec. II
provides a system overview, including assumptions related to
signals characterizations. Data processing for leak detection
is described in Sec. III, which includes local detection at
sensor location and global detection at the Fusion Center (FC).
Numerical results on the considered case study are presented in
Sec. IV in terms of Receiver Operating Characteristic (ROC).
Finally, conclusions and further works are addressed in Sec. V.

II. SYSTEM MODEL

A. Wireless Sensor Network Model

The proposed WSN architecture (see Fig. 1) is made of K
acoustic sensors' used to detect the presence () or absence
(Ho) of an oil spill. The kth sensor (where £ = 1,..., K)
individually performs a test on the received amplitude y; and
takes a local decision d, = i € {0,1} if 7, is declared.
The local decisions are collected and combined at the FC
for a global decision H € {Ho,H1}. Such a system is
extremely energy efficient when On-Off Keying is considered
for decision reporting from the sensors to the FC.

Sound pressure is sensed. Analysis concerning the sampling frequency is
not treated in the present work.



B. Signal Model

The model of the received signal at the kth sensor, depend-
ing on the corresponding hypothesis (presence/absence of a
leakage), is the following:

Ho :
Hli

where & ~ N(0, 02) and wi ~ N(0, 02 ;) are independent
Gaussian random variables representing the emitted sound
pressure produced by the leakage at a reference length ({rr)
and the Additive White Gaussian Noise (AWGN) at the kth
sensor, respectively. Also, g(x, ) is the Amplitude Atten-
uation Function (AAF) depending on the distance between the
kth sensor and the leakage, whose positions are denoted xj,
and @, respectively. The signal power o2 and the noise power
(712” ,, are assumed to be known (for all K sensors). The AAF,
here treated as the contribution of the sea-water absorption
and the geometrical spreading, has the following form:
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where fr and ||@p — @p| are measured in meters, the
seawater absorption coefficient « is measured in dB/km, and
ks is the spreading coefficient. It can be noticed that if
bt = || — 7], then g(zy, zr) = 1.

III. LEAK DETECTION
A. Local Detection

Given Eq. (1), the uniformly most powerful test [9] to be
performed by the kth sensor is the energy test [10]:

0, y? <
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where 7y, is a local threshold. The local performances, in terms
of probability of detection and probability of false alarm, of
this test are defined and computed as follows:
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where Q(-) is the complementary cumulative distribution
function of the standard normal random variable. However,
since the leakage position is unknown, Eq. (4) cannot be used
directly. One possibility to overcome the issue is to refer to
average performances with respect to the SPS’s hotspots® and

their positions h,, (where m =1,..., M), i.e.
1M
Py = i ;Pd.k.m , Prp=Pry, 6)

2The hotspots are those components within the SPS that could be the source
of a spill in case of failure.

where Py i, is obtained replacing 1 with h,,, in Eq. (4). By
using the arithmetic mean, Eq. (6) assumes that the hotspots
have equal failure rates and that their leakages would cause
signals having equal power o2.

We define the reference Signal-to-Noise ratio (SNR) and the
sensing SNR at the kth sensor respectively as
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B. Global Detection

The FC assesses the presence of a leakage based on a test
statistic (A) depending on the local decisions dy:

~ Ho,
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where 7T is a global threshold.

Two different fusion rules are considered for computing
the test statistic at the FC: (i) the Counting Rule (CR), and
(ii) a modified version of the Chair-Varshney Rule (MCVR).
MCVR is adapted to work using the mean performances in
Eq. (6). More specifically, the corresponding test statistics are
computed as follows:
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Global system performances for each fusion rule are ex-
pressed in terms of Global Probability of Detection and
Global Probability of False Alarm at the FC, defined as
Q4 =Pr(A >T|H;) and Q5 = Pr(A > T|H,), respectively.
It is worth noticing that ()4 will depend on the position of the
leakage, then the same approach used in the previous section
for local performances is considered:
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C. Threshold Selection

Local thresholds 7, are hyper-parameters that ideally should
be optimized based on the global performance. Such a task
does not exhibit an easy solution, then sub-optimal solutions
are usually considered. Here we consider to select the thresh-
olds based on the optimization of the Youden Index (J) [11]:

7" = argmax J(7) = argmax {P;(7) — P¢(7)} . (12)
T T
In Eq. (12), the variables 7, Py, and Py are replaced with 7y,
Py 1, and Py, (respectively T', Qq,x, and Qs ) when tuning
the sensors (respectively the FC).
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Fig. 2. Goliat’s subsea template: the grey elements are the structure and the
Christmas Trees, the blue lines are the main streamlines, the green dots are
the sensors, and the red dots are the hotspots

IV. CASE STUDY (GOLIAT FPSO)

The Goliat FPSO is a production platform located in the
Norwegian Barents Sea relying on eight subsea templates.
Each template has its manifold monitored by three passive
acoustic sensors as part of the external LDS [12], [13]. Twenty
hotspots (corresponding to the main valves and connections)
have been highlighted in Fig. 2. Hotspots and sensors are
assumed to be at the same height.

Numerical performances have been obtained via simulation
with 108 Monte Carlo runs using the software MATLAB. The
parameters used for the case study can be found in Table I. The
seawater absorption coefficient v in Eq. (2) has been computed
using Francois & Garrison equation [14], [15], where the
underwater speed of sound was obtained using the updated
Chen & Millero equation [16]. Table II shows the average SNR
for each sensor in case of I'ef = 13.0 dB and I'\ef = 14.8 dB.

Fig. 3 shows the ROC curves of the LDS in the two SNR
cases comparing the two fusion rules. It is apparent how both
CR and MCVR perform almost similar in the considered case.
The reason is the symmetrical topology of the considered
case study. Asymmetrical setups would show the advantage of
MCVR over CR. Also, it is worth noticing that the ROC of the
MCVR exhibits more flexibility than the CR in terms of global
performance since a larger number of possible thresholds is
admitted (7 vs. 3 in the specific case study). Also, Table III
shows the maximum Youden Index and the corresponding
global probabilities of detection and false alarm, to highlights
the incremental improvement of MCVR with respect to CR.

V. CONCLUSIONS

This work investigated the use of Wireless Sensor Networks
(WSNs) for subsea oil spill detection, using Goliat FPSO as
a case study. Local sensors’ decisions are collected at the FC,
where CR and MCVR are considered for data fusion. ROC
performances have been obtained through realistic numerical
simulations, showing the potential benefit of the considered
approach. Future works will include a more extended analysis
on the local and global threshold selection as well as the

TABLE I
PARAMETERS USED TO SIMULATE A LEAK SCENARIO

Parameter Value Note / Reference
Reference Frequency 2.5 kHz [17]
Temperature 3.8 °C [18]
Salinity 3.5% [18]
Depth 350 m [12]
pH 8 [19]
Spreading Coeff. (ksc) 1.5 [20]
Ref. Length (¢yf) 1m -
Noise Variance (02) 1 o2 =02, Vk
Tt 13.0 dB; 14.8 dB | Tt = Lper,e Yk
TABLE II
AVERAGE SNR AT THE DIFFERENT SENSORS
Tret 1N T2 I's
13.0dB | 24dB | 34dB | 1.4dB
14.8dB | 4.1dB | 5.2dB | 3.2dB

1
0.8+
0.6 -
3
S
0.4+
0sl —6-CR (Tu¢ = 13.0dB) ||
27 —%—MCVR (It = 13.0 dB)
-&-CR (Tyf = 14.8 dB)
—%-MCVR (Tt = 14.8 dB)
0.2 0.4 0.6 0.8 1
Qs
Fig. 3. ROC curves at the Fusion Center
TABLE III
LEAK DETECTION SYSTEM PERFORMANCES
Tret Fusion Rule | J(A*) | Qq(A*) Qr(A*)
E MCVR 0.269 0.493 0.224
13.0dB CR 0255 | 0361 0.106
MCVR 0.328 0.530 0.202
14.8 dB CR 0.314 0.403 0.089

localization of the subsea component responsible for the spill
which is crucial for quicker and more efficient maintenance.
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Wireless Sensor Networks for Detection and
Localization of Subsea Oil Leakages
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Abstract— This work studies the impact of Wireless Sensor Net-
works (WSNs) for oil spill detection and localization in Subsea
Production Systems. The case study is the Goliat FPSO, with a
realistic assumption about the presence of a WSN built upon the
existing passive acoustic sensors installed on each subsea tem-
plate to monitor the manifold. The sensors take local binary deci-
sions regarding the presence/absence of a spill by performing an
energy test. A Fusion Center (FC) collects such local decisions and
provides a more reliable global binary decision. The Counting Rule
(CR) and a modified Chair-Varshney Rule (MCVR) are compared. An
objective function based on the Receiver Operating Characteristic
(ROC) is used for threshold design. The FC, in case of a spill
detection, provides an estimated position of the leak source. Four
localization algorithms are explored: Maximum A-Posteriori (MAP)
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estimation, Minimum Mean Square Error (MMSE) estimation, and two heuristic centroid-based algorithms. Detection and
localization performances are assessed in comparison to the (position) Clairvoyant Chair-Varshney Rule (CVR) and to the
Cramér-Rao Lower Bound (CRLB), respectively. The considered framework requires the prior knowledge of the involved
subsea production system in terms of components that in case of failure would cause a leakage and their corresponding

failure rates.

Index Terms— Data Fusion, leak detection, leak localization, oil spill, subsea production system, wireless sensor network

|. INTRODUCTION

HE Oil&Gas industry over the last few decades has de-

veloped new technologies for the exploitation of offshore
resources previously technologically inaccessible or econom-
ically unfeasible. A relevant example is the use of Subsea
Production Systems (SPS) connected to a close fixed platform,
a floating system such as Floating Production Storage and Of-
floading (FPSO) Unit, Single Point Anchor Reservoir (SPAR)
platform, Tension-Leg Platform (TLP), a Semi-submersible
platform, or directly to the shore (less common option) [1].
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SPSs are solutions that move part of the equipment on the
seabed, in particular they transfer the Christmas trees (which
are named subsea trees in this specific configuration in op-
position to the surface trees present on traditional production
platforms). A SPS allows a single platform to be equipped
with several subsea trees. Usually the outlet streams of a
group of neighboring subsea trees are connected to a manifold
using pipes called jumpers. Manifolds are used to mix flows
in a single stream before being transferred topside through
production risers (some preliminary treatment like separation
can be occasionally performed subsea). Sometimes multiple
components of the SPS are gathered together in a single
structure called femplate. The topside operators can control
the SPS using umbilicals, which are bundles of flexible tubes
and electrical conductors necessary for the transfer of the
control fluid (necessary for the hydraulic control system), the
transfer of chemicals (e.g. corrosion inhibitors, wax inhibitors,
etc.), the powering of the subsea electrical components, and
the collection of the information coming from the sensors. A
description of a SPS has been given by Bai Y. and Bai Q. [2].

This solution allows for oil extraction in deep waters, which
is normally out of range for fixed platforms, and provides
more effective field exploitation due to its versatility [3]. On
the other hand, having a SPS means to have a greater number
of components located on the seabed that can be subject to
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failure. In case a spill occurs, in fact, there is an increased
difficulty to detect it as this will be happening in deep
waters, which results in delayed production shutdowns with
a consequent risk for workers’ safety and the environment.
Furthermore, having a spill originated on the seabed makes
its localization more complex as a visual inspection is clearly
not possible forcing costly inspections performed by Remotely
Operated Vehicles (ROVs) [4]. Reducing the inspection time
by having an estimated leak position can be vital to reduce
the economic loss. For this reason, the presence of a Leak
Detection System (LDS) capable to quickly detect and localize
oil leakages is of paramount importance.

It is important to mention that the effectiveness of a LDS lies
also in the quality of its integration into a risk management
framework so that the increased level of knowledge on the
SPS can be fully exploited. A proper integration can be
obtained when the Dynamic Risk Management Framework
(DRMF) is employed. The DRMF is a process open to external
experience and early warnings allowing the integration of
unknown information. Increased awareness of risks related to
unknown events may lead to a learning and understanding
phase (based on monitoring and review of accumulated infor-
mation). Horizon screening, hazard identification, assessment,
and final decision/action are the steps required by the DRMF
to exhaustively evaluate the risks associated with known
potential accident scenarios. Iterative updates are necessary to
employ the DRMF as an adaptive process [S]-[8]. From this
perspective, a LDS represents an early warning subsystem,
part of a decision-support system related to actions such as
plant shutdown and maintenance.

A. Related Work

Current technologies for leak detection rely on both internal
methods based on measurements of process variables (e.g. flow
rate and pressure) and external methods where sensors monitor
the SPS’s surrounding environment. Their characteristics have
been extensively studied and most of these sensors are already
in place in several offshore fields [9], [10] and their use
is subject to strict quality standards [11]. A key feature
of leakages is their associated acoustic signal that can be
sensed via passive acoustic sensors [12], [13]. Unlike other
technologies (e.g. capacitive sensors) that need to be in direct
contact with the leaking fluid, passive acoustic sensors exhibit
a much broader detection range. Also, their installation is easy
and cost-effective as opposed to fiber optic cables. However,
passive acoustic sensors are extremely sensitive to measure-
ment noise with consequent difficulty in detecting smaller
leaks [9]-[11]. The above-mentioned characteristics suggest
the use of LDS based on acoustic sensors working as nodes of
a WSN. Although the use of WSNs for leak detection purposes
has been considered mainly in the monitoring of Oil&Gas
pipelines [14]-[16], some recent works have focused on the
monitoring of a SPS through WSNs showing its benefits,
especially from the point of view of the DRMF [17]-[19].

The field of data fusion in distributed WSN for event
detection has its first big contribution from the initial work in
[20]. Overtime, there has been a growing interest in distributed

WSN where the sensors transmit binary decisions to a Fusion
Center (FC) as this lowers communications and processing
costs [21]. The following is a list of the main contributions
for such kind of detection problem. In [22], [23] some fusion
rules such as the Chair-Varshney Rule (CVR) and the Counting
Rule (CR) have been proposed addressing also the problem
of the detection performed locally by the sensors. In [24]
a sub-optimal and a heuristic fusion rule, respectively called
Maximum Ratio Combining Fusion Statistic and Equal Gain
Combining Fusion Statistic, are proposed. [25] shows, in the
case of weak signal, a comparison between a WSN with
a FC receiving binary decisions that performs a Locally
Most Powerful Test (LMPT) and the same network where
the FC performs the LMPT after receiving the raw local
measurements. In [26], [27] the Rao Test is proposed showing
the asymptotically equivalent performances of this CR with
respect to the Generalized Likelihood Ratio Test (GLRT). In
[28] a set of fusion rules based on the GLRT, the Bayesian
frameworks and hybrid approaches are shown; the work then
proposes some fusion rules based on the Locally-Optimum
Detection (LOD) framework; the paper also gives a basis
for the localization of the target. The detection problem in
WSN has also been approached proposing Multiple-Input
Multiple-Output (MIMO) architectures with sensors sending
local binary decisions to a FC where the focus is on the
performance of the communication channel between sensors
and FC [29]-[31].

The target localization problem in WSN with one FC and
1-bit local decisions has been studied in various works and
several localization algorithms have been proposed. Many
methods having a statistical basis can be found in [28]. Un-
fortunately, many of these methods have high computational
complexity and have not been adapted or simplified to work
in specific conditions like the one examined in this work.
Statistical-based methods often require precise information on
the statistical model of the signal which in many cases may
not be available. As a consequence, several heuristic strategies
have been developed that have the advantage of often having
low computational complexity and easy implementation and
requiring little knowledge on the statistical model of the signal.
The most popular heuristic models are here reported. In [32]
the centroid method is introduced showing great simplicity;
this method has been subject to many variations to improve
its performances reducing the ease of implementation and
increasing the required knowledge on the statistical model
of the signal turning it into range-based methods as in [33],
[34], where the additional knowledge is used to create weights
for the centroid calculation. Other popular range-free heuristic
localization methods are the Center of the Minimum Enclosing
Rectangle (CMER) [32] including its extension where the
Steiner center is introduced to remove the dependency on the
chosen coordinate system of the CMER [35], and the Center
of the Minimum Enclosing Circle (CMEC) [36]. Moreover,
[32] shows the validity of the CMEC when sensors operate in
noise-free settings with a unitary probability of detection in
the proximity of the target.

An important aspect regarding WSNs with FC receiving
1-bit local decisions is the quantizer design. In [37] the
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local quantization problem is addressed for the problem of
Bayesian estimation of location parameter in the case of a
conditionally unbiased and efficient estimator with condition-
ally independent observations. The study is also extended to
a scenario when the WSN is under a bit rate constraint and
when the observations are conditionally dependent. In [38] the
quantization task is treated for the problem of tracking moving
targets showing a method for updating dynamically the local
thresholds via Multiobjective Optimization Problem resulting
in a trade-off solution between maximum Fisher Information
and minimum sum of sensor transmission probabilities. The
problem has also been treated for the detection task: in [39] the
quantizers have been designed for a WSN performing a Gen-
eralized LOD (from Davies’ framework) test for detection of
a target whose position and emitted power is unknown; in this
scenario the quantizers are designed using a semi-theoretical
asymptotically optimal approach. In [40] it is shown the
optimal quantizer in case of a deterministic signal and a
WSN with imperfect reporting channel and a FC performing
a GLRT concluding that the optimal threshold should be set
to zero at all nodes. In [25] the case resulting quantizer was
obtained through maximization of the Fisher Information. In
[41] the binary asymmetric quantizer is obtained minimizing
the maximum Cramér-Rao Lower Bound (CRLB) quantizer.

In general, the problem of the quantizer design has been
mainly treated separately for the detection and estimation
problem so that no optimal quantization strategy has been
proposed so far to jointly maximize detection and parameter
estimation performances.

B. Contribution and Paper Organization

This work investigates the use of a WSN made of passive
acoustic sensors as an external LDS proposing two different
methodologies for leak detection and four algorithms for leak
localization and illustrates results on a realistic case-study
based on the Goliat FPSO and represents a continuation and
extension of the previous work on this topic [42], [43]. The
underwater sensors transmit to the FC their decision regarding
the presence or absence of a leakage assuming an On-Off
Keying (OOK) modulation. The FC fuses the local decision
and takes a global decision and, in the case that a leak is
detected, estimates its position.

The detection is treated at sensor level showing the opti-
mal test statistics to be performed locally, and at a global
level, showing two fusion rules: the well-known CR, and a
newly proposed modified version of the CVR (MCVR). The
threshold selection is based on the optimization of an objective
function and exploits the knowledge of the failure rates of the
components of the SPS.

The analyzed localization methods can be divided into
heuristic and Bayesian methods. The heuristic methods consist
of a centroid-based algorithm, and a newly proposed modified
centroid-based algorithm representing an alteration of the first
methods which extends the localization area without altering
the complexity of the algorithm. The two proposed Bayesian
algorithms are a Maximum A-Posteriori (MAP) estimator and
a Minimum Mean Square Error (MMSE) estimator which

are adapted to work in the current framework: they use the
information of the failure rates of the components of the SPS
to build the prior probabilities for these components being the
leak source.

The present work shows some new advances in the field of
process monitoring:

o The entire work is based on the knowledge and integra-
tion of reliability data of the SPS into the design and
configuration of the LDS;

o The proposed algorithms are built keeping low computa-

tional complexity, and ease of implementation;

The newly proposed MCVR offers, without altering the

computational complexity of the CR, more flexibility and

the possibility of better results;

¢ The modified centroid-based method for localization,
without altering the computational complexity of the
centroid-based method, removes the limitation imposed
by a centroid of being located inside the smallest convex
volume inscribing all the sensors;

o The proposed Bayesian localization algorithms are de-
signed for increased performances keeping contained
their complexity and can further exploit the knowledge
of some reliability data of the SPS.

The remainder of the paper is organized as follows. Sec. II
provides a system overview, focusing on the network archi-
tecture, the signal model (including assumptions related to
signals characterizations), and the necessary knowledge on
the SPS. Data processing for leak detection is described in
Sec. III, which includes local detection at sensor location
and global detection at the FC, plus a description of the
methodology for the selection of the thresholds. Sec. IV
shows the necessary steps of four proposed algorithms for
leak localization. Numerical results on the considered case
study are presented in Sec. V in terms of Receiver Operating
Characteristic (ROC) for the detection and Root Mean Square
Error (RMSE) for the localization. Finally, conclusions and
further works are addressed in Sec. VI.

C. Notation

Upper-case bold letters denote matrices and lower-case
bold letters denote column vectors; (-)7, and || - || denote
transpose and Euclidean norm operators, respectively; @ and
E(a) denote an estimate and the expectation of the random
variable a, respectively; Pr(-) and p(-) denote probability
mass functions (pmfs) and probability density functions (pdfs),
while Pr(-|-) and p(-|-) their corresponding conditional coun-
terparts; N (11, 0%) denotes a Gaussian distribution with mean
u and variance o2; Q(-) is the complementary cumulative
distribution function (ccdf) of the standard normal distribution;
B(p) denotes a Bernoulli distribution with mean p and variance
p(1 — p); the symbol ~ means “distributed as™; (-) is the
Dirac delta function; (,’:) = #Lk), denotes the binomial
coefficient; finally O(-) denotes the big O notation.

Il. SYSTEM MODEL
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A. Distributed Wireless Sensor Network Architecture

The proposed distributed WSN architecture (see Fig. 1) is
made of K passive acoustic sensors and one FC. The sensors
sense sound pressure to detect the presence (#;) or absence
(Ho) of an oil spill'. The kth sensor (where k = 1,2, ..., K)
individually performs a test on the received signal y; and
takes a local decision dy, =4 € {0, 1} if H; is declared. The
vector of local decisions d = [(11 d K] T is collected and
processed at the FC for a global decision H e {Ho, Hy}. I
H = H1, the FC executes a localization algorithm to estimate
the leak position. In addition to be spectrally-efficient, as
only 1-bit communication is required on the reporting channel
between the sensor and the FC, such a system is extremely
energy efficient when OOK is employed for communicating
the local decisions.

B. Signal Model

The model of the received sound pressure yi[n] at the
kth sensor during the nth discrete time, depending on the
corresponding hypothesis (absence/presence of a leakage), is
the following:

Ho :
Hy

where £ ~ N(0, 07) and wi[n] ~ N(0, 07,) represent
the emitted sound pressure produced by the leakage at a
reference length (¢r) and the Additive White Gaussian Noise
(AWGN), respectively. wy[n] and £ are assumed both statisti-
cally independent due to the spatial separation of the sensors.
The signal power 0’2 and the noise power o2 are assumed
to be known, where Ui is assumed equal for all sensors.
Also, g(sk, 0) represents the Amplitude Attenuation Function
(AAF) depending on the distance between the kth sensor and
the leak, whose positions are denoted s; and 6, respectively.
Here the AAF is treated as the contribution of the seawater
absorption and the geometrical spreading and has the following
form:

yi[n] = wi[n]

) ()]
yr[n] = € g(sk, 0) + wi[n]

gref P -
) — el ) ((tui—llsu—6l)alo— 2
g(skwe) \/<|Sk _0H 0 f k ) ( )

where (e and ||si — 0| are measured in meters, the seawater
absorption coefficient « is measured in [dB/km], and k. is the

IThe analysis related to the sampling frequency is not considered in the
present work.

spreading coefficient. It can be noticed that if ||s; — 8| = lf,
then g(sk,0) = 1. Any additional phenomenon influencing
the attenuation can only be modeled if the environmental
conditions and the design of the SPS are precisely known.
The seawater absorption coefficient o can be computed using
several methods, e.g. Thorp equation [44], Schulkin & Marsh
equation [45], Fisher & Simmons equation [46], Ainslie &
McColm equation [47], and Francois & Garrison equation
[48], [49]. The Francois & Garrison equation, reported in
Appendix I is chosen in this work as it is one of the most
performing equations available with one of the highest range
of validity [50]. This equation depends on several variables
such as salinity, reference frequency, temperature, depth, pH,
and speed of sound. The underwater speed of sound, unlike the
other variables, is often not available in form of experimental
data, therefore it needs to be calculated numerically using one
of the several equations available, e.g. Medwin equation [51],
Mackenzie equation [52], Del Grosso equation [53], and Chen
& Millero equation [54], [55]. In this work we choose to
use the Chen & Millero equation with updated coefficients
[56] due to its wide range of applicability [50]. This equation
depends on variables such as salinity, temperature, and pres-
sure (which can be obtained when depth and average seawater
density are known) and is reported in Appendix IL

C. Subsea Production System

The SPS, as any plant, presents pieces of equipment and
mechanical parts having higher failure rates which makes them
more likely to cause a leakage. In this work, such components
will be referred to as hotspots, and the position of the mth
hotspot will be denoted h,, (where m = 1,2,...,M). We
assume that the component failures are statistically indepen-
dent and we denote ¢,, the conditional probability (given
the hypothesis ;) that a failure happens at the mth hotspot,
which can be expressed as

Om = Pr(G = hm‘lHl) = % ) (3)
Z fm

m=1

where f,,, is the failure rate of the mth hotspot.

Ill. LEAK DETECTION

A. Local Detection

Given Eq. (1), the uniformly most powerful test [57] to be
performed by the kth sensor at the generic nth instant is the
energy test [28]:

_Jo, y2n] < 7
dk[n] - {1’ yg[n] > 7 ) (4)

where 7y, is a local threshold. The local performances, in terms
of probability of detection and probability of false alarm, of
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this test are defined and computed as follows:

Pr(2ln] > — . S
Pp e =Pr(yi[n] = m|#H1) QQ( 02g%(sk,0) + 02 |’

(&)
4%¢:H@%ﬂ2%md:29< %)' ©®

w
However, since the leakage position is unknown, Eq. (5)
cannot be used directly. One possibility to overcome this issue
is to refer to average performances with respect to the SPS’s
hotspots, i.e.
M
PDA,k' = Z 997nPD,k',m 3 (7)
m=1
where Pp 1, is obtained replacing @ with h,, in Eq. (5),
with the implicit assumption that leakages generated in the
different hotspots produce signals with equal power a'?.
We define the reference Signal-to-Noise ratio (SNR) and the
average sensing SNR at the kth sensor respectively as

0_2 M
¢ ) Fk = 1_‘raf Z meg2(sk~, hm) . (8)

2
T

Trer =

m=1

B. Global Detection

The FC assesses the presence of a leakage based on a
test statistic (A) depending on the local decisions dj. (in this
subsection we omit the dependence on n to keep notation
short):

-~ Ho, A<,
H= , 9
{Hh AETO ( )

where 7, is a global threshold.

Three different fusion rules are considered for computing
the test statistic at the FC: (i) the CR, (ii) the CVR, and (iii)
the MCVR.

More specifically, the corresponding test statistics are com-
puted as follows:

K
ACR :de s (10)
k=1
. P 1-P
Acve = In (225} 4 (1 —dy)ln | —2F
CVR kzﬂ{dk H<PF,k>+( dy) n<1—PF,k ,
(11)
X P 1-P
Aveve =Y |dyIn ’”>+ 1—dy 1n<_7’“’>} ‘
MCVR g { k (PF,k ( k) 1— Pry
(12)

The CVR, obtained as the result of Log-Likelihood Ratio
Test, is the optimal test statistics at the FC and results in the
CR in the particular case where the sensors have equal local
probabilities of detection and false alarm [20]. Unfortunately,
the CVR cannot be used in its form as it requires knowledge
of the Pp’s. For this reason the MCVR here proposed
replaces Ppj with Ppj, via Eq. (7), for all k& which are
available. The computational complexity of both fusion rules

(CR and MCVR) is O(K). Global system performances for
each fusion rule are expressed in terms of Global Probability
of Detection and Global Probability of False Alarm at the
FC, defined respectively as Qp = Pr(A > 7,|H;) and
Qr = Pr(A > 7,|Ho). It is worth noticing that Qp will
depend on the leak position, then the same approach used in
Sec. III-A for local performances is considered here, i.e.

- M
QD = Z (PmQD,m . (13)

m=1

C. Threshold Selection

Local thresholds 74, are hyper-parameters that ideally should
be optimized based on the global performance. Such a task
does not exhibit an easy solution, then sub-optimal approaches
are usually considered. In this work, thresholds selection is
based on the maximization of the Youden’s Index (J) [58]:

™ = argmax J(1) = argmax { Pp(7) — Pp(7)} . (14)
T T

In Eq. (14), the variables 7, Pp, and Pp are replaced with
Tk, Pp.i, and Py, when tuning the sensors, while they are
replaced with 7, @, and Qr when tuning the FC.

When tuning the FC, from a practical point of view, the
number of thresholds is finite and their values can be obtained
as follows (due to d in Eqgs. (10) and (12) being binary):

e CR case — The CR exhibits a simple behavior; the set of
possible thresholds is {0, 1,..., K} as these are the pos-
sible outcomes of Acgr. The number of possible thresholds
is the number of K -combinations with repetitions of 2
elements (since the local decisions are binary):

Cox = ((2+§)71> —Ki1

e MCVR case — Being each sensor decision weighted with
coefficients depending on the local performance, the
number of possible thresholds is larger (unless all the
coefficients happen to be equal). These thresholds can
be obtained by computing all the possible outcomes of
Amcvr, given that the coefficients are known. The number
of possible thresholds is the number of K-permutations
with repetitions of 2 elements :

Ry =2% .

as)

(16)

Note that the number of possible thresholds in the two cases
includes also the threshold corresponding to the case in which
dp=0forall k=1,2,..., K resulting in Qp = Qr = 1.

IV. LEAK LOCALIZATION

Consequently to the detection of a leak, the FC provides
an estimate of its position. In practical scenarios, a leakage
happens at a certain (unknown) time denoted ny and remains
in place for n > ng until maintenance is operated. Without loss
of generality for the analysis of localization performance”, we

21t is worth repeating that our focus here is to assess the performance of the
localization accuracy, while the assessment of early response of the system to
a leakage usually analyzed within the framework of quickest detection [59]
is beyond the scope of this work.
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assume no = 1 with the leakage present all the time. In this
work, four different algorithms are considered: (i) centroid-
based localization, (ii) modified-centroid-based localization,
(iii) MAP localization, and (iv) MMSE localization.

A. Centroid-Based Localization
This algorithm is based on the following steps:

1) Calculate the centroid of the sensors detecting a leakage
at time n:

M=

di[n]sk
z©[n) =& : amn

=~
II

1

2) Calculate the cumulative moving average (CMA) of the
centroid positions based on Eq. (18) at the top of the
next page;

3) Estimate the leak position via distance minimization
between the positions of the hotspots and the CMA of
the centroid:

me[n] = argmin Hm[n] - hm‘ , (19)
m=1,....M

B. Modified Centroid-Based Localization

This algorithm is proposed as the centroid-based algorithm
does not allow the localization of those leakages happening in
hotspots located outside the smallest convex volume inscribing
all K sensors. This can be overcome through the modification
of Eq. (17). The heuristic is to have, for each sensor not
detecting the spill, the antipodal point (sf) [n]) with respect
to a point reflection with the centroid = [n] being the point
of inversion. Hence, for the kth sensor such that dj[n] = 0:

si[n] = 22 [n] — s, . @n

Let us define z as the centroid of all sensors present in the
WSN:

S

z= X Z Sk - (22)
k=1

This operation is necessary to obtain a modified centroid that

accounts for both the active sensors (via actual position) and

inactive sensors (via antipodal position):

K

2] = 2> (dinlsy + (1 — dyln)siln])
k=1
=22%n] -z . (23)

The presence of the antipodal position makes it possible for
the FC to localize leakages outside the sensor’s perimeter.
Although it is possible to perform this algorithm by substi-
tuting Eq. (17) in Step 1 of the centroid-based algorithm with
Eq. (23), the next steps show a way to present the algorithm
that highlights the relationship with the final result of the
centroid-based algorithm:

1) Calculate z using Eq. (22) — Since this term is constant
over time, this step does not need to be repeated;

2) Calculate £©[n] as in Eq. (17);

3) Calculate a modified version of Eq. (18) using Eq. (24)
at the top of the next page, which consists of the CMA
of the modified centroid from Eq. (23);

4) Estimate the leak position via distance minimization
between the positions of the hotspots and the CMA of
the modified centroid:

m,[n] = argmin Hw(mc)[n] —hn| (25)
m=1,....M
G[TL] = hmo[n] . (26)

C. Maximum A-Posteriori Localization

The following Bayesian estimator is proposed in order to
exploit the prior knowledge of ¢,,. This algorithm makes
the simplification that Pr(6 = hy|d[n],H1) = Pr(6 =
hp,|d[n], H = Hi):

1) For each hotspot, calculate of the log-likelihood of the
decision vector at the nth discrete time d[n] given that
the leak is located in the mth hotspot using Eq. (27) at
the top of the next page;

2) For each hotspot, compute the joint probability of the
decision vectors up to the current discrete time via the
updating formula in Eq. (28) at the top of the next page,
where we have exploited conditional independence of
sensors decision both in space and time;

3) Estimate the leak position chosen among the M hotspots
through joint probability maximization:

mo[n] = argmax InPr(d[1],...,d[n],0 = h,,, H1) ,
m=1,....M
(29

é\[n] = hm,,[n] . (30)

D. Minimum Mean Square Error Localization

Also this Bayesian estimator is proposed to exploit the
knowledge of ¢, still relying on the simplification that
Pr(@ = h,|d[n],H1) = Pr(0 = h,,|d[n],H = H1). For
compactness, let us introduce the following definition:

O‘m.[n] éPr(d[n]w-wd[l]ya:hnuHh) . (31)

1) For each hotspot, calculate the likelihood of the decision
vector at the nth discrete time d[n] given that the leak
is located at the mth hotspot where we have exploited
conditional independence of sensors decision in space;

Pr(d[n]|0 = hp,, H1)
K

=TT (Posen™1 = Ppje) =0} 5 (32)
k=1

2) Compute the geometric mean of all the probabilities
Pr(d[n]|0 = hy,, H1) with m=1,..., M:

M 1/M
cﬂ,—(HPx~<d[n]e—hmﬂ1>> e

m=1
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o] =f], n=1 18
C — _ PR
2] w@mfﬂ+%(ﬁﬂﬂfm@mfﬂ>,n>l (18
— 229[1] — z, n=1 -
mc, — . -
] Zﬁﬁnfﬂ+%(ﬁﬂm7w@mfﬂ)fz n>1 @9
K
InPr(d[n]|0 = by, Hi) = Z (di[n]In Pp gm + (1 — di[n]) In (1 — Pp km)) 27
k=1
In Pr(d[1]|6 = h,,, In @y, =1
I Pr(dfn], ... d[1],8 = hy, 1) — 4 PEEEL] ) +ng " (28)
InPr(dn]|@ = h,,, H1) + InPr(djn — 1],...,d[1],0 = h,,, H1), n>1
3) For each hotspot, compute the scaled version of the joint TABLE I: Computational complexity of the proposed leak

probability a,,[n] via the updating formula in Eq. (34)
at the top of the next page;

4) Calculate the expected value of the posterior probability
of the leak position given the decisions vectors up to the
current discrete time (proof is reported in Appendix III):

2™ (] — E (8dln), .., d[1], H,)
S Gonlln

m=1 .
=ml (35)

> am(n]

m=1

5) Estimate the leak position via distance minimization
between the positions of the hotspots and the result of

Eq. (35):
Mo[n] = argmin H;L'(mmsc)[n] —hl| (36)
m=1,....M
O[n] = hyy ) - (37)

A normalization procedure like that reported in Steps 2 and
3 is required to avoid arithmetic underflow for sufficiently
large values of n. A proper normalization coefficient can be
found computing a log-average of the values (by averaging
their natural logarithms and then performing the exponential
to return to the original scale), which is equivalent to their
geometric mean. This has the benefit to properly scale all
likelihoods of the observations of the sensors at each instant
avoiding an unwanted underflow.

Table I compares the computational complexity of the
proposed leak localization algorithms.

V. CASE STubY — GOLIAT FPSO

The Goliat FPSO is an oil production platform located in
the Norwegian Barents Sea and it is currently the world’s
northernmost offshore platform. Because of its location in an
environmentally sensitive area, the platform is subject to strict
regulations, especially regarding oil spills. The Goliat FPSO
employs a SPS which relies on 8 subsea templates for a total

localization algorithms

Localization Algorithm Complexity

Centroid-Based O(K + M)

Modified Centroid-Based O(K + M)
Maximum A-Posteriori O(KM)
Minimum Mean Square Error O(KM)

of 22 wells (12 production wells, 7 water injectors, and 3
gas injectors). Each template is equipped with a manifold and
four well slots as shown in Fig. 2. The LDS monitoring each
template is a combination of internal and external sensors,
although the main usage of the internal sensors is process
monitoring. Regarding the external LDS, one capacitive sensor
is positioned above each subsea tree, while K = 3 passive
acoustic sensors are installed to monitor the manifold [60],
[61]. It is important to mention that the installed LDS is mainly
designed to carry out the detection task, not the localization
task being this one less critical. M = 20 hotspots have
been recognized after a reliability analysis on the SPS. Such
components correspond to 14 valves (8 branch valves and 6
isolation valves) and 6 connectors (4 connecting production
lines and 2 connecting gas lift lines). Sensors and hotspots are
highlighted in Fig. 2 where it can be seen that 6 (resp. 14)
hotspots being inside (resp. outside) the sensors’ perimeter.
According to the OREDA (Offshore and Onshore Reliability
Data) Handbook, the failure rates of connectors and isolation
valves (in subsea manifolds) have the same order of magnitude
(10~%h™1) giving no specific values based on the different di-
ameters or other design specifications [62]. As a consequence,
we can assume the hotspots to have the same value of f,,. In
the case study, hotspots and sensors are assumed to be at the
same height.

The methodologies for detection and localization described
in the previous sections are applied here assuming that the
sensors are part of a WSN as described in Sec. II.

In order to better analyze the results, two different cases are
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Fig. 2: Goliat’s subsea template: the grey elements are the
structure and the subsea trees, the blue lines constitutes the
manifold, the green dots are the passive acoustic sensors, and
the red dots are the hotspots

TABLE II: Parameters used to simulate a leak scenario

Parameter Value Note / Reference
Reference Frequency 2.5 kHz [13]
Temperature 3.8 °C [63]
Salinity 35 %o [63]
Depth 350 m [60]
pH 8 [64]
Spreading Coefficient (k) 1.5 [65]
Reference Length (4ef) 1m _
Noise Variance (o2 1 -
om 1/M h=fa=...=fu
Trer 10 dB; 15 dB -

simulated: I'er € {10dB, 15dB}.

The values of @p and Qp have been computed via nu-
merical simulation with 108 Monte Carlo runs equally divided
between H and #;. The localization performances have been
produced via numerical simulation with 10* Monte Carlo runs
where the H; scenario is simulated. The simulation is carried
out with the FC performing both the CR and the MCVR
operating at the thresholds obtained via maximization of the
Youden’s Index. The performances are assessed in terms of
variation of the RMSE with respect to the number of instants
(N) since the leakage started occurring. All the simulations
have been carried out using the software MATLAB. The
parameters used for the case study are found in Table II.

A. Local Detection Results

Table III shows the average SNR for each sensor in the case
of I'tef = 10 dB and I';ef = 15 dB obtained via Eq. (8).

Table IV shows the tuning result after the maximization of
the local Youden’s Index which highlights how a higher value
of I';, allows a higher resulting threshold 7. In this specific
scenario sensor 2 has the highest value of 'y, for both .

TABLE Ill: Average Sensing SNR at the different sensors

Trer I T2 I's
10dB  —-0.63dB 0.39dB —1.61dB
15 dB 4.37 dB 5.39 dB 3.39dB

TABLE IV: Leak Detection Performances at the sensors

Tref Sensor (k) T PD,k<T]:) Pp (‘r,:) J(‘r,:)
1 1.4402 0.3540 0.2301 0.1238
10 dB 2 1.5204 0.3563 0.2176 0.1388
3 1.3189 0.3701 0.2508 0.1193
1 1.7916 0.4230 0.1807 0.2422
15 dB 2 1.8820 0.4293 0.1701 0.2592
3 1.6887 0.4460 0.1938 0.2522
1 : : : :
0.8+ |
It =15 dB
-
0.6 - / \ ]
~ \ — /
& _y
9 / )
\ /
04} — 1
Tt =10 dB
0.2 1 |
——Sensor 1
——Sensor 2
——Sensor 3
0 L L L L
0 0.2 0.4 0.6 0.8 1
Pry,

Fig. 3: Local ROC curves highlighting the operating points
selected via Youden’s Index maximization

The location of the operating points in the ROC space can
be seen in Fig. 3 where it can be noticed that the averaging
procedure in Eq. (7) provides 3 similar ROC curves, leading
to similar operating points.

This behavior is not surprising as this case study shows
sufficiently similar values of I';,. The impact of efficient sensor
placement, possible through the maximization of I'j, for each
sensor, is not investigated in this work.
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TABLE V: Leak Detection Performances at the FC

Tref Fusion Rule T Qp(re) Qr(rE) J(12)
CR 1 0.7183 0.5487 0.1696

10dB  Clairvoyant CVR  0.0849 0.5435 0.3081 0.2354
MCVR 0.0650 0.5823 0.3977 0.1846

CR 2 0.4093 0.0868 0.3225

15dB  Clairvoyant CVR  0.1411 0.6411 0.2328 0.4083
MCVR 1.3584 0.4092 0.0869 0.3224

B. Global Detection Results

Fig. 4 shows the ROC curves of the LDS in the two
cases comparing the the CR and the MCVR using the (po-
sition) Clairvoyant CVR as upper bound (enabling the use of
Eq. (11)). The impact of I'es on the global performance is
apparent. The ROC curves of the two different fusion rules
are largely similar, thus each operation point of the CR might
be achieved also with the MCVR via appropriate threshold
selection. Excluding the useless cases with Qp = Qp = 0
and Qp = Qp = 1, based on Eq. (15) and Eq. (16) the
CR (resp. the MCVR) provides 3 (resp. 7) possible operation
points, thus the large flexibility of the MCVR allows to take
into account for more design needs with respect to the CR.
On the other hand, the Clairvoyant CVR shows a different
behavior since its points do not overlap with those generated
by the two fusion rules. Note that in Fig. 4 the curves of the
MCVR and the CR cross the curve of the Clairvoyant CVR
in certain areas of the plot. This should not surprise as the
lines are simple linking segments between points representing
two consecutive thresholds and must not be interpreted as a
continuous locus of possible operation points.

Table V shows the operation points from the threshold
optimization procedures. Both CR and MCVR show lower
values of maximum Youden’s Index when compared to the
Clairoyant CVR. It is interesting to notice that in the case
of high SNR (e.g. I'ref = 15dB), the optimal operation points
from the two considered fusion rules are very similar, while for
lower SNR values (e.g. I'ref = 10dB) the optimization points
are different and the one from the MCVR has no counterpart
with the CR, moreover, the optimization point from the MCVR
in such scenario tends to be closer (in terms of Qp and Q)
to the one from the Clairvoyant CVR. This shows how the
MCVR, maintaining the same complexity of the CR, gives
more flexibility to the LDS and may enable better results.

C. Localization Results

Fig. 5, 6, 7, and 8 show the result of the four proposed
localization techniques for both fusion rules (CR and MCVR)
and both reference SNR values (I'ef = 10dB and I'\es =
15dB). In addition, the Cramér-Rao Lower Bound (CRLB)
is displayed for an estimator that follows a perfect detector
(Qp = 1, QF = 0). The derivation of the CRLB can be found
in Appendix IV. As a consequence, such CRLB is independent
of the evaluated fusion rule and only depends on the value of
I'et. Clearly, such lower bound is purely theoretical and cannot
be attained as a perfect detection cannot be achieved even in
the case of the (position) Clairvoyant CVR (see Fig. 4). The

T = 15 dB
0.8+

0.6 1
| Q
<
0.4 1
0.2 CR 1
—— Clairvoyant CVR
——MCVR
0.2 0.4 0.6 0.8 1
Qr

Fig. 4: Global ROC curves

different performance related to the case of a leakage located
inside or outside the sensor perimeter is also highlighted. For
the simulations, local and global thresholds in Table IV and
Table V were considered.

Again, the figures show that even from the localization
perspective, at high SNR (i.e. I',ef = 15 dB) the corresponding
localization procedures perform similarly independently of
the considered fusion rule (CR or MCVR). Apparently, the
centroid-based method is the least performing, as it fails in
localizing leakages outside the sensor perimeter. The newly
proposed modified-centroid-based method tackles this limi-
tation through the reflection of the positions of the inactive
sensors and the numerical simulations confirm the effective-
ness of such approach, which does not require additional
computational resources. It is worth highlighting that the
centroid-based method is extremely well performing when
leakages are located inside the sensor perimeter, but extremely
bad-performing in the other cases.

Both the considered statistical approaches exhibit better
performance than the previous heuristic ones, with a price in
terms of computational complexity. More specifically, MAP
and MMSE behave similarly, with the latter slightly outper-
forming the former when few samples are available.

The CRLB shows little variation when the target is inside
the sensor perimeter compared to when it is located outside.
Not surprisingly the CRLB, despite showing better perfor-
mances in case I',ef = 15 dB for small values of NV (the RMSE
is around 1 meter smaller), converges to zero in both case
as N — oo. This convergence is fast enough to make the
difference in RMSE look imperceptible in the two cases at
sufficiently high values of V.

Finally, it is worth mentioning that the trade-off between
the probabilities of detection and false alarm at the detection
stage is handled in this work through the Youden’s Index
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maximization. However, from localization perspective, it is the
detection probability that matters as localization performance
increases with it. This must be considered when comparing
performance related to different reference SNR which might
correspond to different operation points of the ROC. The
design of the overall parameters configuration taking into
account both detection and localization performance is not
considered in this work.

VI. CONCLUSIONS

This work investigated the use of WSNs for subsea oil spill
detection and localization, using Goliat FPSO as a case study.
Local sensors’ binary decisions are collected at the FC, where
CR and MCVR are considered for data fusion. ROC per-
formances, obtained through realistic numerical simulations,
showed the potential benefit of the considered approach. Two
heuristic and two Bayesian estimation algorithms have been
considered for localization, with the second pair exhibiting
better performance but higher computational complexity.

The proposed methodologies were developed taking into
account a possible integration of the LDS with the DRMF,
exploiting the results of a risk analysis carried out on the
SPS. The detection and localization results show the benefit
of designing a LDS exploiting the knowledge of the hotspots
of the SPS and their failure rates as these help us computing
prior probabilities to be used in the algorithms. A key element
for a performing LDS is the integration of the results of the
risk analysis into the LDS design in an iterative exchange
of information to increase the system capability of predict-
ing and handling unwanted events. Thresholds selection has
been based on detection performance only, while future work
would include localization performance into hyperparameters
optimization and exploring the impact of system design on
risk management.

APPENDIX |
FRANCOIS & GARRISON EQUATION

The following equation can be found in [48], [49]. This
method requires that the input values are in the exact mea-
surement units reported at the end of the Appendix.

Absorption Coefficient [dB km™]:

ALPLf1f? AyPafof?
o 12 1f1]2” 22 2f2]2‘ 4 AgPyf?
f +f 1 f +f2 ~——
—_—— N—— Hy0
H3BO3 MgSO, Contribution
Contribution Contribution
H3BO3 Contribution:
8.86 dB
A = 1 (0.78 pH—5)
! c 0 km kHz
Pi=1

fl —9238 (5/35)0.5 10[4—1245/(T+273)] [kHZ}

TABLE VI: Coefficients of the HyO contribution

Temperature  ag - 10* a1 -10°  ag-107 as - 108
T<20°C  4.397 —2.59 9.11 —1.50
T > 20 °C 3.964  —1.146 1.45 —6.5-1072
MgSO, Contribution:
S dB
Ay =21.44 < (140.0257) {km kHz}
P,=1-137-100*D+6.2-107° D?
8.17 . 10[8—1990/(T+273)]
f2= [kHz]
1+ 0.0018 (S — 35)
H>0O Contribution:
3
dB
Az = T —_—
=2 {km kHzQ}

m=0

P;=1-383-10°D+4.9-1071 D2

In the above-reported method f is the frequency [kHz], ¢
is the speed of sound [m s~!], S is the salinity [%o], T is the
temperature [°C], and D is the depth [m]. The temperature-
dependent values of the coefficients a,, (m = 0,1,2,3) are
reported in Tab. VI.

APPENDIX Il
CHEN & MILLERO EQUATION

The following equation can be found in [54]. Table VII
uses the updated coefficient present in [56] after the adoption
of the International Temperature Scale of 1990. This method
requires that the input values are in the exact measurement
units reported at the end of the Appendix.

Speed of Sound:
c=C+AS+BS*? + DS?

3 5
C=>"Y CpPm1

m=0n=0
3 4
A= Z Z AmanTn
m=0n=0
1 1
B=>"%" By, P"T"
m=0n=0

D = Dy + D1oP

where c is the speed of sound [m s~1], S is the salinity [%o], T
is the temperature [°C], and P is the pressure [kPa]. The values
of the coefficients Cy,1, Apns Bmn, and D, are reported in
Tab. VIIL
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TABLE VII: Updated coefficients of Chen & Millero Equation

Coefficient Value Coefficient Value

Coo 1402.388 Ao1 —1.262- 1072
Co1 5.03830 Apa 7.166 - 1075
Co2 —5.81090 - 10—2 Aos 2.008 - 10~
Cos 3.3432-10~4 Aoa —3.21-108
Coa —1.47797 - 1076 A1p 9.4742-107°
Cos 3.1419- 1077 Aqy —1.2583 - 10~°
Cio 0.153563 Aqa —6.4928 - 10—8
Cn 6.8999 - 10~* Ais 1.0515-10~8
Ci2 —8.1829 - 106 Ay —2.0142 - 10~ 10
C13 1.3632-10~7 Az —3.9064 - 107
C1y —6.1260 - 1010 Aoy 9.1061 - 10~°
Cis 0 Az —1.6009 - 10— 10
Cao 3.1260 - 10~° Ao 7.994 10712
Co1 —1.7111-106 Aso 1.100- 1010
Cao 2.5986 - 10~8 Az 6.651-10~12
Cas —2.5353 - 1010 Ass —3.931-10713
Cay 1.0415 - 10~ 12 Ass 0

Cas 0 Aszg 0

C30 —9.7729 - 10~° Aoy 0

Cs1 3.8513- 1010 Boo —1.922-10~2
C32 —2.3654 - 10~12 Bo1 —4.42-107°
Cs3 0 Bio 7.3637-10~°
C34 0 By 1.7950 - 10~7
Css 0 Doo 1.727 1073
Ago 1.389 Dio —7.9836 - 10—6

APPENDIX 11

PROOF OF MMSE ALGORITHM

Here we show the validity of Eq. (35) exploiting the
conditional independence of sensors decision in time:

(™) [n] = E (0|d[n],. .., d[1],H1)
- /p(0|d[n],‘..,d[l],%l)gd"

:/p(d["],~~-7d[1]|9,7%1)10(9\%1)
p(d[n],...,d[1]|H1)

_ Jpdln],....d[1]|6, H1)p(6]H1)6 d6
T ol ... d11]/6, 32 )p(6]H:) 46

0do

Azj Pr(d[n],. .., d[1]|0 = b, H1) Pr(0 = b [H1)hm,

’211 Pr(d[n],...,d[1]|0 = by, H1) Pr(0 = hy,|Hy)
n M n
_ (l];[l c; > mZ:1 (iZIPr(d[zHO = hm,”Hl)> Omhm
n 1 M n .
(fet) £ (1 prailo = nom) o
=1 m=1 \i=1
gé c; L Pr(dn]|0 = by, Hi)@m[n — Ly,

M
S et Pr(d[n]|0 = hup, Hi)ém[n — 1]
m=1
M
m=1
T
Y. am[n]

m=1

where

p(d[n],...,d[1]|0,H1)

M
= Z Pr(d[n],...,d[1]|0 = Ry, H1)d(0 — hyy,) ,

m=1
and
M
p(OIH1) =Y Pr(0 = hyn[H1)6(0 — hy) -
m=1

APPENDIX IV
DERIVATION OF THE CRAMER-RAO LOWER BOUND

We derive the CRLB of an estimator 8 that follows a perfect
detector (Qp = 1, Qr = 0). In agreement with the case
study, we consider 0, sy, h,, € R2 Vk = 1,...,K and
Vm =1,..., M, although the procedure is analogous for the
case of vectors belonging to R3.

[~ T
The CRLB, for each component of = {61 62] , is based

on the Fisher Information Matrix (FIM) I(0):

crLB (8;) = (10" (38)

The FIM is obtained exploiting its additive property for
independent observations in space and time, i.e.

K

I0) =N I,(0) (39)
k=1

where I},(0) is the FIM with respect to the local decisions of

the kth sensor at the generic instant n, and N is the number of

instants since the spill occurred (i.e. the number of performed

estimations). The expression of I; () is obtained as follows:

1(0) =Eqy i, KW)
Ol p(di[n][H1:6)\ "
X(im)},
where

_ Y di[n]1 _ 1—dj[n]
26 5 (P01 = P, =)

_ dk[n} —IDDJC BPD,;‘.
PD,k(lfpp,k) 00 '’

and, using the definition of Pp ; in Eq. (5),

(‘}PD,k . Tk
o9 PNOD 0292(u) + o2,
L oA (W)
00 ’

3/2
[0202(u) + 02
with u = ||s;, — 0]|. Also, the chain rule provides
9 (a2 9 (a2(:
() _0(g?() ou _ .y
00 ou 00
where, using the definition of g(u) in Eq. (2),

0 (qz(u)) _ Lyeg™ (ksc 10* + auln 10)
plu) = ou  10M+a(u—le) 1079 et

B—Sk
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Combining the previous expressions, we get

Ol p(dg[n][H1;0)

dk[n] — PD,k

00 " Ppi(l—Ppy)

and then

I(0) =

3 Erameres 2 4
N(0,1) ozg®(u)+o3, i (U)UETk

2 _ 2 3
Pp (1~ Pp ) u? [aggz(u) +012U]

x (0 — s1)(0 — s)T, (40)

where the expectation has been calculated with the knowledge
that di[n]|H1 ~ B(Pp,). Finally, replacing Eq. (40) into
Eq. (39), we get the CRLB via Eq. (38).
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Abstract—In this work, we present a spatio-temporal decision
fusion approach aimed at performing quickest detection of faults
within an Oil and Gas subsea production system. Specifically,
a sensor network collectively monitors the state of different
pieces of equipment and reports the collected decisions to a
fusion center. Therein, a spatial aggregation is performed and
a global decision is taken. Such decisions are then aggregated
in time by a post-processing center, which performs quickest
detection of system fault according to a Bayesian criterion which
exploits change-time statistical distributions originated by system
components’ datasheets. The performance of our approach is
analyzed in terms of both detection- and reliability-focused
metrics, with a focus on (fast & inspection-cost-limited) leak
detection in a real-world oil platform located in the Barents Sea.

Index Terms—data fusion, distributed detection, maintenance,
monitoring, reliability, wireless sensor network.

I. INTRODUCTION

HE last decade has seen the growth of Wireless Sensor
Networks (WSNs) and their use in monitoring applica-
tions. In particular, the task of event detection and localization
has received large attention, especially in relation to the
design of barriers for safety-critical systems. WSNs are usually
made of low-cost devices having the task of monitoring the
surrounding environment. In order to lower communication
and processing costs, the sensors are often designed to transmit
binary decisions to a Fusion Center (FC), which has the task to
collect the local decisions and formulate a global decision on
whether the event of interest is occurring. When an adverse
event is detected, the FC produces an alarm so that proper
actions can be taken to mitigate the event’s consequences.
This scenario particularly applies to the process, energy,
and manufacturing industry, where the failure of a piece of
equipment could compromise the safety of the workers and
the environment. Indeed, this may result in high costs as well
as missed revenues due to unplanned shutdowns [1].

This research is a part of BRU21 — NTNU Research and Innovation
Program on Digital and Automation Solutions for the Oil and Gas Industry
(www.ntnu.edu/bru21).

Event detection via WSNs for industrial applications has
been an object of study and many architectures have been
analyzed and proposed, lately with a focus on underwater
environments [2], [3]. One of the vital issues of the industry is
the detection of equipment failures that can lead to dangerous
losses of containment, especially in those environments where
inspections are highly costly.

Various algorithms for detection of non-cooperative targets
via distributed WSNs are presented in [4], where the Gener-
alized Likelihood Ratio Test (GLRT), the Bayesian approach,
and a hybrid GLRT/Bayesian detector are used to approach
the problem. In [5] the sub-optimal Counting Rule (CR) is
extended with an ordering-based where highly-informative
sensors have a higher priority in the transmission to the FC,
showing the same performances as the classical CR with
fewer transmissions. In [6], the CR is applied to the case
of radiation detection, while in [7], [8] the same rule is
employed for subsea oil spill detection. In [9], [10] the work is
extended including a modified version of the Chair-Varshney
Rule incorporating in the design of the WSN the positions and
the failure rates of those items susceptible to failure.

Nevertheless, no approach has been provided that suc-
cessfully incorporates information on the reliability of the
monitored system in the design of the detection algorithm.
Such information is often available and regards critical items
whose failure is to be detected exploiting their emitted signal.
Data such as positions, failure rates, and failure models con-
stitute prior information that can be embodied in a Bayesian
framework.

Accordingly, the main contributions of this work are sum-
marized as follows. We propose a spatio-temporal decision
fusion approach aimed at performing quickest detection of
faults within a critical system. More specifically, a sensor
network collectively monitors the state of different pieces of
equipment and reports their decisions to a FC. Herein, a spatial
aggregation is performed and an optimal per-sample decision
is performed. Such decisions are then aggregated in time by
a Post-Processing Center (PPC), which performs quickest de-
tection of faulty system according to a Bayesian criterion and



exploits change-time statistical distributions driven by system
components’ datasheets. The separation between the FC and
PPC allows for system modularity and implementation of the
two components via appealing edge-cloud architectures [11].
The results of the proposed approach are analyzed focusing
on a real Oil and Gas setup, namely the Goliat FPSO oil
production system. Results, both in terms of (i) detection
and (73) reliability-focused metrics, highlight the appeal of
the proposed approach and the additional benefit of temporal
aggregation (as opposed to the sole spatial aggregation).

The rest of the manuscript is organized as follows. Sec. 1I
describes the system model considered, whereas Sec. III
introduces the proposed decision fusion approach for quickest
fault detection. Our approach is then numerically validated on
a real case study in Sec. IV. Finally, Sec. V ends the paper
with some pointers to future directions of research.

Notation — vectors are denoted with bold letters; ()7,
and || - || denote transpose and Euclidean norm operators,
respectively; a, E{a}, and E{a|b} denote an estimate of
the random variable a, its expectation, and its conditional
expectation given the random variable b, respectively; Pr(-)
and p(-) denote probability mass functions (pmfs) and prob-
ability density functions (pdfs), while Pr(-|-) and p(-|-) their
corresponding conditional counterparts; N (i1, 02) denotes a
Gaussian distribution with mean 1 and variance o'2; Q(-) is the
complementary cumulative distribution function (ccdf) of the
standard normal distribution; Exp(\) denotes an exponential
distribution with rate \; Gamma(c, 8) denotes a Gamma
distribution with shape « and rate 3; the symbol ~ means
“distributed as”.

II. SYSTEM MODEL
A. Failure Model

The monitored system consists of m = 1,2,..., M points,
with mth point located at position h,,. These points are items
(pieces of equipment at locations of interest) and their indi-
vidual state at time ¢ is described via the following variable:

0, mth item in active state at time ¢
Hin(t) = S . ey
1, mth item in failed state at time ¢
where active means that the item is working the way it
was intended and no action should be taken, whereas failed
means that the item is in a condition requiring maintenance.
Moreover, we define the state variable for the entire system:

_ )0, system in active state at time ¢ @
1, system in failed state at time ¢

meaning that the system is considered in failed state when at
least one of its items is in such state and that the failures are
independent. An item in failed state maintains its condition
until maintenance is performed. While in failed state, the item
generates a signal (any significant change in a measurable
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Fig. 1. Failure model (inspection and maintenance time are neglected).

variable caused by the failed state). Once the signal is detected,
an inspection is performed to assess the condition of the whole
system, and maintenance is eventually performed on all items
in failed state.

The failure of the mth item is modeled as a homogeneous
Poisson process with failure rate A, (see Fig. 1). Let us define
Tom,; as the time spent by the mth item between the (j — 1)th
and the jth failure, then T3, ; ~ Exp (A,) Vj € N. In addition,
we define T,’;L ;i £ Ton,j + €m,j» Where €y, ; is the time spent
before the failed state is acknowledged by an inspection. At
time ¢, we can also define 7(¢) as the amount of time since
the last inspection. Because of the memoryless property of the
homogeneous Poisson process, maintenance can be seen either
as component repair or substitution. As a consequence of the
failure model we can obtain its failure function:

Fo(t) = Pr(Hp(t) =1)=1— e ™0 3

Next, we can obtain the failure function of the whole system
at a given time ¢:
M

Ft)y=Pr(H({t)=1)=1- [J (1 -

m=1

Ea(). @4

Moreover, for sufficiently small A.,’s, we can simplify the
model:

M
F(t)= Y Fult) . ®)
m=1
Such approximation implies disjoint failures, meaning that at
any time ¢, at most one item is in failed state and will be
exploited in the design of the detectors.



The exact failure rate of an item A, is typically unknown,
however, estimates (average values and their variances) are
usually available for categories of items. Therefore, the pro-
posed method will treat the failure rate of each item as a
random variable whose realization must be estimated within a
Bayesian framework during the item lifetime.

Finally, as the system monitoring is performed at constant
intervals of length At (except during inspection and mainte-
nance), we generically consider the processing at nth discrete
time, where n = 1 corresponds to the first algorithm instance
since the last inspection.

B. Signal Model

When an item is in failed state, a signal is generated. Such
signal is sensed by K sensors deployed in the environment.
The model of the received signal yy[n] at the kth sensor during
the nth discrete time is the following:

yln] = Z Sm.k[n] + wi[n] , 6)

m=1

where 8.,k [n] and wy[n] ~ N(0, 02 , ) represent the received
signal from the mth item and the Additive White Gaussian
Noise (AWGN), respectively. Sy, x[n] and wg[n] are assumed
statistically independent due to the spatial separation of the
sensors. More specifically, s, x[n] is assumed to have the
following shape:

if Hynn] =0

if Hyn[n] =1~ D

ol = 1°
ol = ] o)

where &,[n] ~ N(0, U?,m) represents the emitted signal by
the mth item in failed state at a reference length (). The
values of 0§,m and ”i,k are assumed to be known. Finally,
g(xg, hy,) represents the Amplitude Attenuation Function
(AAF), depending on the distance between the kth sensor
position (z;) and the mth item position (k).

It is worth noticing that the considered model can be
reduced to a binary hypothesis as a consequence of the sim-
plification introduced in Eq. (5) which excludes the possibility
of more than one item to be in failed state at a given moment.
Accordingly, it holds:

Hn] =0: yxn] =wgn] ®
Hin] =1: yk[n] = &nln] g(@r, ki) +win]
Consequently, we can write the statistics of the signal:
yelH=0 ~ N (0, Uﬁ;,k
) )

ylH=1 ~ N (0, 0Z,, 9*(@k hm) + Ufu,k)

In both Egs. (8) and (9), only the failure of the generic mth
item can be the cause of the system being in failed state.
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Fig. 2. Distributed Wireless Sensor Network.

C. Wireless Sensor Network Model

The proposed distributed WSN architecture (see Fig. 2)
is made of K sensors, one FC, and a PPC. The sensors
sense the environment at fixed time intervals of length At
to detect whether the system is in active (#[n] = 0) or failed
(H[n] = 1) state!. The kth sensor measures the signal yy[n]
and individually computes a (time-dependent) decision statistic
A.n(yx[n]), which is then compared to a threshold ~y;[n]. The
sensor takes a local decision dy[n] =i € {0,1} if H[n] =1
is declared.

The vector of local decisions d[n] = [d1[n] dic[n]] 4
is collected and processed at the FC for a global decision
Din] =i € {0,1} if H[n] = i is declared. In addition to being
spectrally efficient, as only 1-bit communication is required on
the reporting channel between the sensor and the FC, such a
system is highly energy-efficient when On-Off Keying (OOK)
is employed for communicating the local decisions.

Both sensors and the FC perform a Maximum Likelihood
(ML) Detection on the simplified binary hypothesis of Eq. (8),
assuming no prior knowledge on the probability of the events
H[n] =0 and H[n] = 1, and considering every measurement
statistically independent.

The PPC collects D[1],...,D[n| and integrates the knowl-
edge of the failure model accounting for the signal model
of Eq. (6) and (7), and takes a final decision H[nl through
a Maximum A-Posteriori (MAP) Detection, with H[n] = 1
triggering inspection operations. The PPC has also the task to
continuously communicate to the sensors an updated value of
their respective 7, and a list of parameters necessary for the
FC to perform the global detection task. Moreover, at each
confirmed failure of the mth item, the PPC will generate a
new estimate of \,, forall m=1,..., M.

III. PROPOSED RELIABILITY-BASED FUSION APPROACH

This section describes the three functional blocks constitut-
ing the proposed approach. Specifically, Sec. III-A provides
details for the local detection approach at each sensor, while
Sec. III-B describes the fusion rule implemented at the FC,

IThe analysis related to the sampling frequency is not considered in the
present work.



implementing spatial processing. Finally, Sec. III-C describes
the (a) temporal integration of FC decisions and (b) online
item failure rate estimation made by the PPC.

A. Local Detection

At local and sample level, the optimal test is a Likelihood
Ratio Test (LRT) associated with the binary hypothesis of
Eq. (8) and based on yj[n], where the position of the failed
item is marginalized by using its prior distribution. Specifi-
cally, for kth sensor at time n, it holds:

p(y[n] | Hn] = 1)
p(yk[n]| H[n] = 0)
M

3 (0l Poulo] = 1) Pr(He o] = 1 Hfo] = 1)
- p(yx[n] | Hin] = 0) ’
where Pr(,,[n] = 1|H[n] = 1) is estimated exploiting the
approximation in Eq. (5). Such estimate is denoted as ¢, [n]:

Om[n] £ Pr(Hpm[n] = 1|H[n] = 1)
Pr(Ho,[n] = 1) 1- e*X"’ [ {n)

T P(Hp = 1) Z il

Ak,n(yk‘ [n]) = (]O)

an

where Xm[n] denotes the latest available estimate of ), at
the nth instant. Therefore, exploiting Eq. (9), we obtain the
following ML Detector:

M

b 2 di[n]=1
An(eln)) = 3 (mlnlamp e+ 9200) 21, 12)
m=1 di[n]=0

where

2
U = . ) (13)
" \/UngZ(wk,hm) +o-12ﬂ,k

1 1 1
5| = .14
2 ( wk Ug,mQZ(wlﬂhm) +o’12v7k>

Since Ay ,(yk[n]) in Eq. (12) is monotonically increasing in
the variable y?[n], there exists a unique value v;[n] such that:

Ak ( Wk[n]) =1.

As a consequence, by the Karlin-Rubin Theorem, the test
in Eq. (12) can be substituted with the following equivalent
energy test [12]:

bm,k
1s)

=1

5 di[n
yilnl 2 o]
di[n]=0

(16)

The task of numerically finding the value of ~x[n] that
satisfies Eq. (15) is carried out by the PPC that continuously
communicates the value of v [n] to the sensors.

For the kth sensor, the probability of detection (Pp . m[n])
when the mth item is in failed state and probability of false
alarm (Pp[n]) with respect to the energy test in Eq. (16),

at the nth instant, can be easily found as a consequence of
Eq. (9) and are the following [13]:

PD,k,m[n] £ Pr(dk[’ll] = 1|'Hm[n} = 1)

Wi

Prxln] 2 Pr(di[n] = 1[#[n] = 0) o
= QQ( ’Yk[n] /Uﬁl,k) .

an

B. Fusion Center Detection

The FC, at the nth instant, receives d[n] and, similarly to
all sensors, performs a ML Detection as a consequence of the
LRT based on Egs. (8) and (9) [4]:

Pr(d[n]|H[n] =1)
r( [n] |H[n] =0)

- Z {gpm [n] H <P;:an?]> di[n] .

1 —Pka[n]>1 dx[n] [">]:1
ks 1,
(

1- P F’k[’n]
where the values of ¢,,[n], Ppkm[n|’s, and Ppy[n|’s are
transmitted to the FC by the PPC.
Also for the FC it is possible to obtain the (FC) probability
of detection (Qp ,[n]) when the mth item is in failed state
and the probability of false alarm (Qp[n]) at the nth instant:

Asf(d[n]) =

(19)

Qp.m[n] £ Pr(D[n] = 1[H[n] = 1)

{ﬁ [pD,,m],[n,]"’c (1- PD.k.m[”])lidk} } ’

k=1

(20)

d:ATC(d)>1
Qr[n]

K
= Z {H I:PF,k[n]dk (1 _ PF,k[n])l_dk]} .

d: AEC(d)>1 \k=1

£ Pr(Dln] = 1|H[n] = 0) 2n

C. Post-Processing Center Elaboration

1) Post-Processing Detection: The PPC has the main task
of collecting D[n| and establishing whether an alarm should
be raised. Unlike the local and global detection, the PPC
integrates the knowledge of the failure model. Moreover, it
takes advantage of all the values of D[j] where j =1,...,n
(with j = 1 is the first algorithm instance after the last
inspection) to implement an effective quickest fault detec-
tion approach. For compactness, we define the (accumulated)
vector Dln] £ [DI[1] D[nHT. In this case, the PPC
performs a test equivalent to the following MAP Detector:

Pr(Dn]|H[n] =1) H["] 1 Pr(H[n] = 0)
Br(DlHI = 0) 5=y PO =)
(22)

ALC(Dln]) =



which is equivalent to the following test:

R[n] £ Pr(H[n] = 1|D[n] Z Pr(Hm[n] = 1/D[n])

m=1
>] 1
S02)

Hin

—ZR [n]

m=1 Hn)=

(23)

where we exploited Eq. (5). By looking at the test in Eq. (23),
it can be recognized that our approach is optimal from a
Bayesian viewpoint (i.e. assuming the change point is a
random variable, whose pdf originates from the reliability as-
sumptions made in Sec. II-A) and corresponds to the Shiryaev
decision statistic [14] with a threshold (1/2) ensuring the
minimization of a uniform Bayesian risk.

In the following, we detail how the expression of R,,[n]
(for each m) can be updated in a recursive form based on the
previous value R, [n — 1]. First, capitalizing Bayes’ Theorem
and the conditional (i.e. given H,,[n] = 1) independence of
FC decisions” D[1],...,D[n] in time, we obtain Eq. (27) for
the mth item at the bottom of the page.

The latter expression depends on (z) the FC decision like-
lihood at time n (Pr(D[n]|Hm,[n] = 1)) and (i4) the one-
step prediction of the mth fault probability (Pr(H,,[n] =
1|D[n — 1])). The former likelihood is obtained as follows:

Pr(D[n] | Hm[n] =1) =Qp m[TL] (1-Qpm [,L])(lfD[n])
(24)
Pr(D[n] | Hinln] = 0) =Qp[n]P (1 — Qpln]) P
(25)

Conversely, the term Pr(#,,,[n] = 1|/D[n—1]) can be rewritten
as Eq. (28) at the bottom of the page. Such expression is
obtained leveraging: (i) the independence of H,,[n] from
D[n —1] given H,,[n — 1], and (i7) the inability of an item to
self-repair (i.e. Pr(Hm[n] = 1|Hm[n — 1] = 1) = 1). Further-
more, in Eq. (28) the term Pr(#,,[n] = 1|H,,[n — 1] = 0)
can be estimated explicitly using Eq. (3):

Pr(Hm[n] = 1[Hmln — 1] =0) = 1 — e At (26)

Combining the previous results, we obtain Eq. (29) at the
bottom of the page as the final expression for R,,[n]. Eq. (29)
has been obtained in sequential form so that the PPC, at the nth
instant, needs to store only the M values of R,,[n—1] and the

value of D[n], instead of the n values present in D|n]. Eq. (29)
requires initialization: still, it can be easily demonstrated that
Rm[0] =0.

2) Failure Rate Estimation: The exact failure rate of the
generic mth item is unknown, however, literature can often
provide an unbiased estimate (A, ), as well as the corre-
sponding variance (v,,). However, literature data is typically
obtained with a finite number of experiments on items that
are not necessarily equal to those present in the system (or in
the same operating conditions). Therefore, each \,, is treated
herein by the PPC as a random variable.

In detail, when an alarm is raised by the PPC, the system
is shut down and an inspection is carried out to verify the
condition of the system. If the mth item’s ith failure is
acknowledged, it is possible to compute an updated estimate
of A, using T}, 5. As T}y, ; is not directly available, the as-
sumption here is that T, ; ~ T}, D which holds if €,,, ; < Ap,
for all j = 1,...,4 (i.e. the expected item lifetime is much
higher than the delay accumulated by the system to detect the
fault). By defining the vector T}, [i] £ [ ml Tmﬂ-]T
the PPC computes the following Minimum Mean Square Error
Estimator (MMSE) for the mth item:

In order to evaluate such expectation, the PPC needs to com-
pute the (posterior) pdf of A, | Ty, [i]. Since T, ; ~ Exp(An,)
for all j = 1,...,7, we embody the prior knowledge about
the mth item lifetime via \,,, ~ Gamma(a, 0, Bm,0), Where
o 2 (A2 0/ vm) and Bmo £ (Ao /vm) are obtained
based on the available literature values. Our choice leverages
the Gamma pdf since it is known to be the conjugate prior of
the Exponential pdf [15]. Capitalizing the advantages of using
a conjugate prior, it is not difficult to show that A, | T}y, [i] ~
Gamma(ay, i, Bm,i), where the Gamma parameters can be
computed recursively by the PPC as oy, ; = (-1 + 1)
and B'rmi = (ﬁ'm,i—l + Tm,i)’ respectively.

Once the (Gamma) posterior pdf of A, | T}, [¢] is calculated,
the corresponding MMSE estimator after <th failure is obtained
by exploiting standard properties of Gamma distribution:

Xmi = ami/ﬁmi (31)

Clearly, at generic time n, the latest available estimate of A,
is obtained as A, s,, — )\m [n], assuming S,, failures for mth
item have been reported up to time (n—1).

B

Pr(D[n]|Hm[n] = 1) Pr(H.m[n] = 1|Dn — 1))

Rl = B Dl [Hon ] = 1) Pr(Filn] = 1D — 1]) + Pr(D[n][ o] = 0) [1 ~ Pr(Ha] = Dl 1]
Pr(Hm[n] = 1|Dn —1]) = Rin[n — 1] + Pr(Hum[n] = 1|Hpmn — 1] = 0)(1 — Rpu[n — 1)) (28)
Pr(Dn]|Hm[n] = 1) [1 —e Al (] R — 1])]
Rmln] =

Pr(D[n][Hm[n] = 1) |1 — e~ A (1 — R [n —

1])] + Pr(D[n][Hy[n] = 0) {e% MIAL(] — Ry — 1])]
(29)



3) Parameters Calculation and Communication: At the
beginning of a next (n + 1) step, the PPC updates (if needed)
the estimates of the failure rates of the appropriate items to
obtain A, [n+ 1], and then calculates the values of ¢,,[n+1]’s
via Eq. (11). Next, it computes and transmits the values of
~k[n + 1]’s to the respective sensors to be used for the next
energy test (see Eq. (16)). This consists of finding the v [n+1]
that solves Eq. (15) for the (n 4 1)th instant for all sensors:

M
Z (me n+1]amk ebmok Tk ["“]) =1. (32)

m=1
The left-hand side of Eq. (32) is a smooth, convex, and increas-
ing function in the variable ~;[n+ 1], therefore convergence is
guaranteed from any starting point i [n + 1](0) when solving

it using the Newton-Raphson method [16]:
e [n + 1)@ (33)

(Wm[n + 1] Am k ebm'k Ve [n+1](<1)) -1

M
>
= yfn + 1)@ — m=L
Z (‘Pm[“ + 1] Am,k bm,k ebm.k 7k[n+1](q>)

m=1
where ¢ denotes the iteration index.

Once obtained the thresholds, the PPC computes the values
of Pp km[n+ 1]’s and Ppy[n + 1]’s via Egs. (17) and (18)
and transmits them to the FC together with the values of
@m[n + 1]’s. This allows the FC to evaluate ALS, (d[n + 1])
via Eq. (19). As a last step, the PPC computes the values
of Qpm[n + 1]’s and Qp[n + 1] via Eqgs. (20) and (21)
to be used by the PPC itself in the (recursive) computa-
tion of ARG (D[n + 1]) via Egs. (24) and (25). Note that
Eqgs. (20) and (21) can be calculated exactly with a finite

number of operations since the number of possible outcomes
of AFS(d) is 2K.

IV. CASE STUDY — GOLIAT FPSO

The Goliat FPSO is an oil production platform located in
the Barents Sea. Such platform relies on a Subsea Production
System made of eight templates installed on the seabed®. As
a consequence, oil leaks happen in deep waters making the
detection even more challenging. Moreover, because of the
high depths, the inspections must be performed by remotely
operated vehicles with high costs making the reduction of
false alarms of great importance [18]. On the other hand,
strict environmental regulations are enforced on companies
operating offshore, asking for quick detection of the spills
[19]. A characteristic of oil leaks is their related acoustic
signal that can be sensed via passive acoustic sensors [20],
[21]. Therefore, each template has its manifold monitored by
K = 3 passive acoustic sensors measuring the sound pressure
as part of the leak detection system [22], [23]. An analysis
recognized M = 20 critical items assumed to be at the same
height as the sensors, as shown in Fig. 3. The previously
described algorithm is assumed to be implemented over the

2For further details on subsea production systems, please see [17].

)

TABLE I
PARAMETERS USED FOR THE SIMULATION

Parameter Value Note / Reference
Ref. Frequency 2.5 kHz [27]
Temperature 3.8 °C [28]
Salinity 35 %o 28]
Depth 350 m [22]
pH 8 [29]
ksc 1.5 [30]
Lret 1m -
Simulated time 15 yr [31]
At 15 min -
SNR i 10/15/20/25 dB Vm, k

0 ®

'L

Q

Fig. 3. Goliat’s subsea template: the gray elements are the structure, the blue
lines are the manifold, the green dots are the passive acoustic sensors, the red
dots are the valves, and the orange dots are the connectors.

=

system in place to verify the performance. The AAF used for
this case study is the following:

o(1,0) = ¢ (

where (e and ||s — 0| are in meters, the seawater absorption
coefficient « is in [dB/km)], and k. is the spreading coefficient.
The value of a has been computed using Francois & Garrison
equation [24], [25], with the underwater speed of sound
obtained via the Chen & Millero equation [26] with parameters
in Tab. L

The proposed algorithm is compared with a WSN without
the PPC, meaning that the sensors will perform the energy test
in Eq. (16), and the FC, after collecting d[n], will provide the
final decision on whether an oil spill is occurring at time n
via Eq. (19), i.e. without exploiting the temporal dimension. It
can be shown that the latter approach corresponds to a quickest
oil spill detection based on the classical Shewhart chart [14].
However, the absence of a PPC removes the possibility to
update parameters and transmit them to the sensors and the
FC. Therefore, the values of ¢,,’s are taken as constants:

m[)/ Z/\mOa

m=1

4 ref

Kse
_— 1()(Eref*”wk79|\)al[)*4 , 34
s — eu> (34)

Om =Pr(Hm =1H =1) 35)



TABLE II
LITERATURE VALUES OF FAILURE RATES OF SUBSEA ITEMS

TABLE III
SIMULATION RESULTS

Item Category Am,o [yr=1] U [yr™2)
Valve, process isolation (manifold) ~ 7.3000 x 10~3  7.0715 x 10~°
Connector (manifold) 9.5812 x 107%  2.4649 x 10~6

where the literature values of the failure rates \,, ¢’s are used
as parameter estimates. Eq. (35) was obtained exploiting the
properties of a merged Poisson process. The time-independent
property of the values of ¢,,’s also reflects on the values of
Y%’S, Pp k,m’s, and Pp ;;’s which no longer need to be updated.

Numerical results have been obtained via simulations with
200 Monte Carlo runs using the software MATLAB. In detail,
each run simulates the life of the Goliat FPSO (assuming
negligible inspection time and not accounting for maintenance
time). The simulated time, the value of At, and the different
values of SNR,, i 4 ag m /012“  are in Tab. I. At each run,
for each item, a new realization of the M Poisson processes
and their corresponding failure rates is generated, where the
Am’s are originated from a Gamma distribution with moments
from Tab. II which reports the literature values retrieved from
OREDA Handbook [32].

The main results are in Tab. III where the aggregated
average of the values of ¢, ; (and the corresponding number
of collected samples), the Fault Rate P, = Pr (#H[n| = 1), and
the False Positive Rate Pig = Pr (’;Q[n] =1/H[n] =0) are

displayed. Also, the True Positive Rate is defined as Pliv ) =

Pr (Uf’;ol {ﬁ[nﬂ'] = 1} | H[n] = 1), where (N — 1)At
is the allowed detection delay, with NV > 1 as the number
of collected samples. Fig. 4 shows the True Positive Rate
as a function of N for different relevant SNR spill values.
Moreover, the Error Rate (P.) as a function of N is reported
in Fig. 5 and is calculated as follows:
PN = po(1— P+ (1 - Pf{“) P . (36)
From Tab. III we notice the significant difference in be-
havior between the two architectures. When the Reliability-
Based Fusion is implemented, the WSN performs a temporal
integration with a consequent higher number of measurements
needed by the PPC to declare the presence of a leak as it can
be seen from the values of &, ; which, on average, are higher
when the PPC is implemented. This originates two opposing
effects: on one hand, without the PPC, the WSN reaches a
higher value of True Positive Rate for a given value of N as
shown in Fig. 4, on the other hand, the temporal integration of
the PPC allows the WSN to dramatically decrease the value
of False Positive Rate of five orders of magnitude. It is also
important to notice that Fault Rate will be higher in case the
PPC is implemented as a consequence of the tendency of
showing higher values of &, ;. Thus, it is evident the need
to use the Error Rate as a metric in order to better evaluate

SNRy 1

[dB] With PPC Without PPC
Average - 1.5350 1.5350
no. failures
10 32 hr 23 min (130.56) 5 min 46 s (1.38)
Average e, j 15 11 hr 40 min (47.69) 4 min 50 s (1.32)
(no. samples) 20 5 hr 13 min (21.85) 2 min 59 s (1.20)
25 2 hr 30 min (11) 4 min 3 s (1.27)
10 3.8104 x 10~% 4.0402 x 10~6
15 1.3918 x 104 3.8596 x 106
Fault Rae 20 6.3779 x 10~5 3.4984 x 106
25 3.2103 x 107 3.7075 x 106
10 5.0405 x 10~6 5.4641 x 10—t
False Positive 15 4.9821 x 10—6 4.4817 x 1071
Rate 20 3.3560 x 106 3.3096 x 101
25 2.1866 x 10~6 1.4331 x 10!
1 e
08 //, g

Without
PPC

o
=Y
T

True Positive Rate (Pl(ivJ

04L i
SNR 1.
e 10 dB
02l With 15 dB
PPC o 20 dB
e 25dB

0
10° 10! 10?
No. Samples (N)

Fig. 4. True Positive Rate as a function of the number of collected samples N.

the trade-off between quick detection (fast spill detection) and
a high number of false alarms (high inspection costs).
Finally, Fig. 5 shows the Error Rate versus N. In absence
of PPC, the Error Rate is found to be greater than 0.1 without
significant changes with IV, whereas such value decreases as
SNR,, . increases. Indeed, a fault detection mechanism not
capitalizing time integration incurs in a high False Positive
Rate (see Tab. III), which represents the dominating term in
Eq. (36). On the contrary, when the PPC is implemented, the
Error Rate starts from a value € [107%, 107%] and, as N
increases, decreases by settling around a value € [1076, 10°].
Such decrease in the Error Rate with N (when the PPC is
present) is due to the corresponding increase of True Positive
Rate made possible by the temporal integration performed by
the PPC. Clearly, a higher value of SNR,, ;. lowers the Error
Rate regardless of the employed architecture. Hence, using the
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Fig. 5. Error Rate as a function of the number of collected samples N.

Error Rate as a metric, our Reliability-Based Fusion algorithm
evidently outperforms the same architecture lacking the PPC.

V. CONCLUSIONS AND FUTURE DIRECTIONS

In this work, we tackled quickest detection of faults within
an Oil and Gas subsea production system, by means of
spatio-temporal decision fusion approach. The sensor network
collectively monitors the state of different pieces of equipment
and reports their decisions to a FC based on individual LRTs.
Herein, a spatial aggregation is performed, based on a global
(per-sample) LRT and a global decision is performed. Such
decisions are then aggregated in time by a PPC, which
performs quickest detection of the system state according
to a Bayesian criterion and exploits statistical distributions
about the change time driven by datasheet reliability metrics.
Results have highlighted the benefit in terms of Error Rate of a
reliability-based algorithm with respect to an architecture that
does not include the knowledge of the reliability features of the
monitored system in its design. Future directions of research
will include: (a) reliability-aided quickest fault detection in the
presence of unknown parameters, (b) lossy reporting channels
and (c) considering more complex reliability models.
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Abstract—This work proposes a data fusion approach for
quickest fault detection and localization within industrial plants
via wireless sensor networks. Two approaches are proposed, each
exploiting different network architectures. In the first approach,
multiple sensors monitor a plant section and individually report
their local decisions to a fusion center. The fusion center provides
a global decision after spatial aggregation of the local decisions.
A post-processing center subsequently processes these global
decisions in time, which performs quick detection and localization.
Alternatively, the fusion center directly performs a spatio-temporal
aggregation directed at quickest detection, together with a possible
estimation of the faulty item. Both architectures are provided
with a feedback system where the network’s highest hierarchical
level transmits parameters to the lower levels. The two proposed
approaches model the faults according to a Bayesian criterion and
exploit the knowledge of the reliability model of the plant under
monitoring. Moreover, adaptations of the well-known Shewhart
and CUSUM charts are provided to fit the different architectures
and are used for comparison purposes. Finally, the algorithms are
tested via simulation on an active Oil and Gas subsea production
system, and performances are provided.

Index Terms—Data fusion, fault detection, Industry 4.0, local-
ization, monitoring, quickest detection, reliability, wireless sensor
network.

I. INTRODUCTION

VER the last decades, Wireless Sensor Networks (WSNs)

have surged in growth, harnessing low-cost “green”
devices for monitoring applications [2]. Fueled by the advances
in sensor technology, wireless communication protocols, and
the popularization of the Internet of Things (IoT) [3], this
expansion has ushered in a new era of data acquisition and
situation awareness. WSNs, as the sensing arm of the IoT,
play a pivotal role in this paradigm, seamlessly merging the
physical and digital realms through real-time data for diverse
inference tasks [4].

Part of this work has been presented at the 2021 24th International
Conference on Information Fusion (FUSION) [1].
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Specifically, there has been a considerable focus on the
detection and localization of adverse events, with a particular
emphasis on their application in developing safeguards for
safety-critical systems. This situation holds considerable impor-
tance in sectors like the process industry, energy production, and
manufacturing, where the malfunction of a single component
(the event under scrutiny) could jeopardize the well-being of
both employees and the environment. Consequently, this could
lead to significant environmental and societal expenses, as
well as substantial financial losses resulting from unexpected
shutdowns [5]. For that reason, the global critical infrastructure
protection market currently commands a valuation of USD 132
billion, and forecasts indicate a steady 3.4% compound annual
growth rate through 2030. In this context, IoT technologies
will play a dominant role [6]. In light of those reasons, the
exploration of event detection using Wireless Sensor Networks
(WSNs) for industrial purposes has garnered significant atten-
tion. Various architectural designs have been scrutinized and
put forth, with a specific focus on underwater applications, as
referenced in previous literature [7], [8].

A pivotal concern in this context revolves around identifying
equipment malfunctions that could potentially result in loss
of containment. This concern is particularly pronounced in
settings where inspections come at a substantial cost, such as
subsea facilities, as indicated by prior research [9], [10].

On top of that, to lower communication and processing costs
(thus prolonging the WSN lifetime and reducing monitoring
costs), the sensors are typically engineered to communicate 1-
bit decisions to a Fusion Center (FC), which gathers such
decisions and formulates a global decision regarding the
presence of the event of interest (in our case a fault on the
monitored plant) [11], [12]. Upon detecting a hostile event, the
FC generates an alarm, enabling appropriate measures (e.g.,
emergency plant maintenance) to be implemented in order to
mitigate the event’s repercussions.

It is important to highlight that the efficacy of a system for
detecting and localizing faults also depends on how well it is
integrated into a risk management framework. This integration
allows full exploitation of the amount of information available
about the surveilled system during the design stage of the fault
detection and localization system. A suitable integration can be
achieved by using the Dynamic Risk Management Framework
(DRMF), which is designed to incorporate external experiences
and early warnings, thereby allowing the assimilation of un-
known variables [13]-[16]. Enhanced risk awareness associated
with unforeseen events enables learning and understanding,
which is based on the continuous monitoring and review of
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accumulated information. DRMF involves several steps, such as
(@) horizon screening, (i1) hazard identification, (iit) assessment,
and finally (7v) decision/action. These steps are necessary for
a comprehensive evaluation of the risks connected to known
potential accident scenarios. To make the DRMF an adaptive
process, iterative updates are essential. In this context, the
fault detection and localization system serves as a warning
subsystem within a decision-support system by playing a role
in actions like plant shutdown and maintenance.

In this context, peculiar characteristics and challenges
for the problem are: (¢) the finite spatial extent of the event
being monitored (i.e., some sensors may be out-of-range for
detecting a certain fault), (i7) the fault location is unknown
(viz. it may have originated from different items of interest
within the plant), (i) each fault may be more or less probable
depending on the reliability of the item responsible for it,
(iv) efficient detection algorithms should be conceived to
detect such events as quickly as possible (viz. minimize the
permanence in a risky condition) while keeping false-alarms
under control (viz. avoid unnecessary maintenance/shutdowns),
(v) detection approaches should be coupled with (or better,
include) localization procedures to identify the faulty item (viz.
minimize the plant maintenance time/costs).

In the context of challenges (¢) and (¢%), various algorithms
have been proposed in the literature for detecting spatially lo-
calized events at unknown locations (such as radiation releases,
anomalous parameter fields, or non-cooperative targets) via
distributed WSNSs. Initial attempts involve the straightforward
application [17], [18] or adaptations/extensions [19] (e.g., by
using ordering schemes according to most informative sensors)
of the sub-optimal Counting Rule (CR). Notably, the plain CR
has recently found application in the specific domain of subsea
oil spill detection [20], [21]. An alternative approach is explored
in [10], [22], where a modified version of the Chair-Varshney
Rule is devised. This rule is designed to partially incorporate
critical items’ locations and failure rates. Additionally, it is
coupled with localization techniques to address challenge (v).
Regrettably, these rules do not take into account the limited
extent and unknown location of the detected phenomenon by
design. This results in diminished detection performance.

Conversely, recent years have witnessed the emergence of
a range of fusion rules designed for the explicit detection
of spatially localized events with unknown locations through
distributed WSNs [12], [23], [24]. To tackle this challenge,
these approaches have harnessed methodologies such as the
Generalized Likelihood Ratio Test (GLRT), Bayesian tech-
niques, generalized score tests, or hybrid variations. While
primarily focused on detecting non-cooperative targets, these
algorithms can be adapted to address challenges (), (i¢), and
(v). However, it is essential to note that the fusion methods
mentioned are fundamentally designed in a batch fashion
(or overlook temporal dependencies) and fail to target the
rapid onset of faults, thus not fully addressing challenge (iv).
Recent advancements in this domain have made strides in
mitigating the constraints associated with batch design [25],
[26]. Nevertheless, these proposals are not able to promptly
detect events as they occur, which is crucial in addressing the
quickest detection problem.

Furthermore, to the best of our understanding, no approach
has effectively integrated data regarding the dependability of
the system being monitored when developing the detection
algorithm, i.e., challenge (¢i7). Vital data, encompassing the
positions, failure rates, and failure models of critical items,
represent valuable a-priori information that may be seamlessly
substantiated within a Bayesian approach. Hence, the main
contributions of this work are the following:

« We present two spatio-temporal sensor fusion approaches
designed to carry out quickest detection and localization
of faults within a system. To elaborate, a WSN collectively
observes the status of various equipment components and
communicates their decisions to two different classes of
architectures.

o The first architecture (aligning to an edge-fog-cloud
paradigm [27]) is composed of a FC which performs
spatial aggregation and an optimal per-sample decision.
These decisions are subsequently processed over time by
a Post-Processing Center (PPC). The PPC is responsible
for swiftly identifying system faults based on a Bayesian
approach and takes advantage of time-varying statistical
distributions influenced by the reliability data of system
components. Differently, the second architecture (aligning
to an edge-cloud paradigm) is composed of a FC only,
which performs a joint spatio-temporal aggregation in a
Bayesian quickest detection fashion. These architectures
are compared with baselines represented by the Shewhart
and CUSUM charts, respectively, as well as in terms of
their computational complexity.

« The outcomes of the suggested methods are examined with
a specific focus on a practical Oil and Gas configuration,
specifically the subsea production system of the Goliat
FPSO [28]. The results, encompassing both (7) detection
and localization as well as (¢7) metrics emphasizing
reliability, underscore the attractiveness of the proposed
methods and the added advantage of temporal aggregation
compared to relying solely on spatial aggregation.

This study delves deeper into the application of WSNs
for fault detection and localization, incorporating reliability-
related item data into the same detection algorithm(s) as
previously introduced in [1]. Indeed, this earlier conference
work: (7) analyzed a Three-Layer architecture; (i7) provided a
comparison with a Shewhart chart; (i77) reported a preliminary
numerical analysis using only one threshold value; (v) focused
on the detection task without providing a localization algorithm.
Conversely, this work investigates and compares two relevant
fusion architectures (i.e., two- vs. three-layer) to accommodate
a larger spectrum of designer requirements using a wide number
of detection thresholds. Secondly, additional baselines are
included in the comparison (i.e., the CUSUM chart). Thirdly,
the proposed design includes fault-localization capabilities.

The paper’s remaining sections are arranged as follows.
Sec. II provides a description of the system model considered
(including failure and corresponding sensing models), whereas
Sec. III presents the design of the local detectors that is common
to all the architectures discussed in this work. Then, Sec. IV
recalls the state-of-the-art in industrial fault identification,
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whereas Secs. V and VI are devoted to introducing the
considered Three-Layer and Two-Layer fusion approaches,
respectively. Sec. VIII analyzes the proposed approaches’ pros
and cons in relation to a relevant case study concerning oil
spills in a production platform and discusses the results. Finally,
Sec. IX ends the paper with concluding remarks and a brief
prospect of future avenues of research.

Notation — vectors are indicated with bold letters; the norm
and transpose operators are represented as || - || and []|7;
probability mass functions (PMFs) and probability density
functions (PDFs) are denoted as P(-) and p(-), respectively;
conditional counterparts are represented by P(-|-) and p(:|-); a
Gaussian distribution with mean y and variance o2 is labeled as
N (u7 02); the complementary cumulative distribution function
(CCDF) of the standard normal distribution is denoted by
Q(+); an exponential distribution with rate A is expressed
as Exp(\); a Bernoulli distribution with parameter p is
symbolized as B(p); a Gamma distribution with shape o and
rate (3 is indicated by Gamma(a, 3); a Poisson distribution
with parameter p is represented as Poisson(p); G,(z) expresses
the probability-generating function of the discrete random
variable a; a* £ max{a, 0} defines the positive component of
the real number «; @, E(a), and E(a|b) stand for an estimate
of the random variable a, its expected value, and conditional
expectation given the random variable b, respectively; the big
O notation is denoted by O(-).

II. SYSTEM MODEL

This work has the objective of detecting and localizing faults
within a given set of critical items associated with an industrial
plant (e.g., the subsea production system of an offshore oil
platform). The failure model associated with each of these items
is described and motivated in Sec. II-A. Possible faults are
monitored by a group of inexpensive sensor nodes (arranged in
a WSN), whose measurement model is detailed in Sec. II-B. At
each instant, the sensor computes a one-bit compression based
on a local detection logic, which is then reported for (time
and spatial) aggregation according to the considered fusion
architectures, as described in Sec. II-C.

A. Failure Model

The monitored portion of the plant is conceptualized as a
system comprising M individual items. Each item’s state at
time ¢ is represented by the following variable:

Hon(t) = {0’

mth item is operational

N ) @
1, mth item is faulty
where operational indicates that the item is functioning as
intended with no immediate action required, while faulty
signifies that the item needs maintenance. Moreover, we define
the state variable at time ¢ for the whole system as:

M 0
Ht)=1- J[ (1 =Hum(t) = { ’

el 1, faulty system

operational system

)

(@)

implying independent failures and that the system is regarded
as faulty when at least one of its items is in such state (i.e.,

Tm+1,1 Em+1,1 Tm+1,2
—_—— B
s
1+ H H
Hms1 : :
0 : time
T Em,1 Tonz

o N
0 - L time
Tm—l,l Em-1,1 Tm71,2
s * ~— -
1+ ;
Hm1 :
0 1 time
Inspection : : Inspection :
—  i—
: t : :
—
} : 1‘ time
0 t

Fig. 1: Failure model (excluding inspection and maintenance
durations).

series system). An item retains a faulty state until maintenance
is carried out. In the present work, we assume that, when
an item becomes faulty, the sensors employed to monitor the
system measure a signal with a different statistical distribution.
Upon identifying a shift in the signal distribution, an inspection
is carried out to evaluate the overall state of the system, and
maintenance is subsequently executed on all items that have
malfunctioned.

The occurrence of a failure in the mth item is represented
as a homogeneous Poisson process characterized by a failure
rate A\, (refer to Fig. 1).

Let us define T3, ; as the amount of time the mith item spends
in an operational state between the (j —1)th and the jth failures
and S, (t) as the number of transitions to a faulty state for
the mth item at time ¢. It follows that T, ; ~ Exp(\,,) for
all j € N. Furthermore, we introduce T}, ; L Tj + Emjs
where ¢, ; represents the time elapsed before the failure state
is detected. At time ¢, we define 7; as the time elapsed since
the most recent inspection. Because Poisson processes are
memoryless, maintenance can be considered as either repair
or replacement. A consequence of the failure model is the
derivation of the failure function (or failure probability) for
the mth item, as expressed by Eq. (3):

>

Frn() 2 PH(t) =1) =1 —e T, 3)

Subsequently, the failure function for the entire system at a
given time ¢ is determined by Eq. (4):

M

F)2PH() =1)=1- [[A-Fu®). @

m=1
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This expression of F'(¢) indicates independent failures. More-
over, for sufficiently small values of A\, 7y (i.e., A\,7p < 1),
we simplify the model as:

M M
F(t)ym= Y Fu(t)=M-Y e,
m=1

m=1

(&)

Such approximation (henceforth called rare events approxima-
tion) is widely used when the items forming the monitored
system have sufficiently low values of F,,(¢)’s resulting in
their products becoming negligible [29].

Furthermore, according to Eq. (5), it suggests the occurrence
of disjoint failures. This implies that at any given time ¢, at most
one item will be faulty, a characteristic that will be considered
in the detectors’ design. The rare event approximation allows
us to define a prior probability of item failure for the mth item
labeled as @, (t):

() 2 P (1) = 1H(1) = 1) %
_Fn(t) _ 1-em
CEO ©

Such a probability can also be expressed in a time-independent
fashion. In such case, we can define a stationary prior
probability of item failure for the mth ¢,,:

a _m

M :
2 Am

m=1

Pm (7

A detailed treatment of the mathematical modeling of the
failures as Poisson processes is given in Appendix A.

Throughout the paper, the system monitoring occurs at
regular time intervals of duration At, with the exception of
inspection and maintenance periods. Therefore, in order to ease
the readability of this work, we consider the nth discrete time
instant, with ng indicating the first discrete time instant that
follows the last inspection.

B. Signal Model

The expression for the received signal yy[n] at the kth sensor
during the nth discrete time point is as follows:

M
yr[n] = Z Sm.k[n] + win], 3)

m=1
where s, 1[n] and w[n] ~ N(0, 07, ) represent the received
signal from the mth item and the Additive White Gaussian
Noise (AWGN), respectively, at the kth sensor. More specifi-
cally, s,, x[n] is assumed to have the following shape:

Smok[n] £ 0,
E - gm,k[n] g(mk: hm) )

if Hyn[n] = 0 (active item)

if ,Hm [TL] =1 (faulty item) ’
()

where &, ;[n] ~ N (0, Ug’m) represents the fluctuations in the

received signal strength at the kth sensor. &, x[n] and wg[n)
are assumed statistically independent thanks to the spatial

separation of the sensors with known values of ag"m and aﬁj’ &
forall k =1,...,K and m = 1,..., M. Lastly, g(zx,0n)
denotes the attenuation function, which is a function of the
distance between the location of the kth sensor (xj) and the
position of the mth item (6,,).

This model is suitable for several practical industrial settings
like the acoustic signal generated by an underwater leak sensed
by hydrophones [1], [10].

It is important to note that the rare event approximation
introduced in Eq. (5) hinders the possibility of modeling more
than one item being faulty at a given time. Thus, for any
given time instance denoted as n, we can express the statistical
characteristics of the measured signal as follows (see Eq. (10)):

y ) Hn] =0 ~ N (0,02, )

yp[n]|Hm[n] =1~ /\/(0., 0Z i 9% (T, O) + Uﬁ]'k>
10)

where it is important to state that the failure of the generic
'mth item caused the system to be faulty.

C. Wireless Sensor Network Models

In this work, we design two fusion architectures. The
first uses an edge-fog-cloud approach where the network
can be separated into three hierarchical layers with growing
computational power as we approach the cloud layer, as it can
be seen in Fig. 2a. In contrast, the second uses two hierarchical
layers, i.e., an edge-cloud approach, as shown in Fig. 2b. Both
architectures are proposed with an integrated feedback system
that transmits updated parameters from the cloud layer to the
lower layers.

The integration of an edge-fog-cloud architecture is par-
ticularly justified in scenarios where sensors are required
to operate with minimal energy consumption. This need is
exemplified in the context of underwater WSN, where the
replacement of sensors is impractical, underscoring the critical
importance of preserving their battery life (refer to the case
study in Sec. VIII). By incorporating an underwater fog layer
(FC), energy consumption during data transmission by sensors
can be significantly reduced. Subsequently, this fog layer can
transmit compressed information to a cloud layer (PPC) for
final processing.

The proposed WSN architectures comprise a set of K
sensors responsible for monitoring the area of interest at regular
intervals of time At, aiming to identify if the system is in
an operational (#[n] = 0) or a faulty state (H[n] = 1).!
The generic kth sensor is tasked with capturing and assessing
the signal yi[n]. It does so by comparing a statistic derived
from the measured signal to a threshold value that varies with
time, denoted as 7j[n]. Subsequently, the sensor reaches a
local decision dj[n] = 4 when it declares H[n] = i. Such
a decision is then reported for further analytics. The latter
choice not only offers spectral efficiency, requiring only 1-bit
communication on the reporting channel linking the sensors
to the fusion architecture, but it also exhibits high energy

't is important to note that the present work does not delve into the analysis
of the sampling frequency.
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Fig. 2: Proposed Wireless Sensor Network architectures (the dotted arrow constitutes the feedback system).

efficiency, especially when On-Off Keying (OOK) is utilized
for transmitting the local decisions (see [10] for more details).

1) Three-Layer Fusion Architecture: The first WSN we
propose incorporates an architecture consisting of a fusion
center (FC) and a post-processing center (PPC), performing
spatial and temporal aggregation, respectively. In this setup,
the vector of local decisions d[n] = [d1[n] dr[n]]” is
gathered and processed at the FC for a global decision D[n] = ¢
if H[n] = ¢ is declared.

The FC performs a Maximum Likelihood (ML) detection
based on the binary hypothesis as defined in Eq. (10), without
assuming prior knowledge about the probabilities of events
H[n] = 0 and H[n] = 1. On the other hand, the PPC collects
Dln] = [D[ng] D[n]]T and incorporates information
from the failure model as well as the signal model defined in
Egs. (8) and (10). The PPC makes a final decision ‘H[n] through
a Bayesian posterior detection, with H[n| = 1 triggering
inspection operations. N

Moreover, in the case of H[n| =1, the PPC computes the
estimated position of the faulty item 0[i] = 0y, where i
indicates the number of times an alarm has been raised, up
to instant n. Additionally, the PPC is responsible for ongoing
communication with the sensors, providing them with updated
values for their individual time-dependent thresholds as well as
calculating and transmitting to the FC several time-dependent
parameters necessary to perform the global detection task.

This architecture is compared with an architecture lacking
the PPC and the feedback system where the FC is the highest
hierarchical layer. As the FC computes the final decision
without temporal aggregation of the local decisions, this
solution is here named Shewhart chart [30].

2) Two-Layer Fusion Architecture: In this second archi-
tecture, the FC collects d[ng],...,d[n] and directly performs
a Bayesian posterior detection, therefore incorporating the
(temporal-aggregation) functions of the PPC within the FC
itself. As a consequence, it becomes the FC’s task to provide
the estimated position of the faulty item, as well as to transmit
updated local thresholds to the respective sensors.

This architecture is compared with an architecture without

feedback system performing an adaptation of the CUSUM
chart [30].

The architectures employed for executing the Shewhart and
CUSUM charts can both be depicted as modifications of the
architecture shown in Fig. 2b. In these variations, the feedback
channel is absent, and when executing the Shewhart chart, the
FC exclusively engages in spatial aggregation.

III. LoCAL DETECTION

This section provides the description of the local detector as it
presents the same design strategy among all the presented cases.
For the sake of notation, we outline the design for systems
with no feedback mechanism (as in the architecture using
the Shewhart and CUSUM charts). The changes of notation
necessary when using a feedback mechanism are provided at
the end of the section.

The edge layer of the proposed architectures consists of the
sensors individually taking local decisions. Based on the binary
hypothesis in Eq. (10), the optimal test is a Likelihood Ratio
Test (LRT) on y [n], indicated as A*(yy[n]). Here, the unknown
location of the faulty item is marginalized by employing
the stationary prior probability of item failure from Eq. (7).
Precisely, for the kth sensor at the nth instant, it holds:

Hin] =1)
A ) 2 PO a
) = ] =0)
M
2 m p(ys[n][Hm[n] = 1)
- p(yi[n]|H[n] = 0)
Hence, by leveraging Eq. (10), we get the ML detector:
el = 3 (pmamacbeooii) "
A" Yrn)) = Pm Am,k € ok Ykl 2 1, (12)
m=1 d’“[ﬁzo
where
2
A Ow k
mk = ; , 13
ek \/ o7 @, 0,) + % 9
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1 1 1
b 2 [ 5 — L4
R ( O (4 00) + )

Since A*(yx[n]) in Eq. (12) is monotonically increasing with
y3[n], there exists a unique value of 7, such that A*(,/7;) = 1.
Consequently, by the Karlin-Rubin Theorem, the test in Eq. (12)
is replaced with the following equivalent energy test [31], which
reduces the computational complexity of the local test from
O(M) to O(1):

d[n]=1

2 "2 .
dy[n]=0

(15)

This equals to the determination of the value of ~; that solves

A () =1t
M
D (Omamp el ) =1. (16)
m=1

The left-hand side exhibits smoothness, convexity, and increases
with 7. Consequently, convergence is assured, starting from
any initial value y,gw when employing the Newton-Raphson
method (see [32]):

M (@
Z <W771 Am,k ebm’k’yk ) -1
1 pt
B = - B —. an
> (Sﬁm Qo e bk ebm.k >
m=1

where ¢ denotes the iteration index.

We express the theoretical performance of the energy test
in Eq. (15), necessary when designing the higher hierarchical
layer represented by the FC. Specifically, for the kth sensor,
the probability of detection (ng;j) associated with the failure
of the mth item and probability of false alarm (Pp ) are found
from Eq. (10) as in [33]:

P £ B(difn] = 1[H,u[n] = 1)
=P(yiln] > | Hmln] = 1)

Yk
=20 s
(\/Ugm 9%(xk, Om) + UE;,k)

Pp, £ P(di[n] = 1/H[n] = 0) = P(yz[n] > | H[n] = 0)

In this section, we used the static prior probabilities of
item failure ¢,,’s obtained using Eq. (7). This causes the
local thresholds ~;’s to be time-independent as well. However,
our two proposed systems use a feedback system allowing
the sensors to be designed using the time-dependent prior
probabilities of item failure ¢,,[n]’s calculated via Eq. (6).
Its use results in time-dependent values of ~x[n|’s (as the
values of ¢,,[n]’s are used for its calculation via Eq. (17)),
Pg.';c) [n]’s, and Pp [n]’s. Thus, the iterative procedure shown
in Eq. (17) must be continuously carried out by either the PPC
(in the Three-Layer WSN) or the FC (in the Two-Layer WSN),
transmitting to the kth sensor the correct value of x[n].

There are no energy consumption issues associated with this,
as these transmissions are sent by the highest hierarchical layer

18)

(19)

6

to the sensors, which only require reception without significant
energy expenditure.

IV. STATE OF PRACTICE

This section presents two WSN architectures commonly used
for detection purposes and their related localization algorithms:
(¢) the Shewhart chart where the FC takes per-sample decisions
based on the spatial aggregation of the local decisions in that
instant; (i¢) the CUSUM chart where, instead, the FC aggregates
the sensors’ decisions in space and time.

Unlike the proposed methods, the baseline architectures
shown in this section are not equipped with a feedback
mechanism. Moreover, they treat the failure rates \,,’s as
deterministic parameters that can be obtained via literature.

A. Shewhart Chart

In this architecture, the optimal test for the FC, at the nth
instant, is to perform a LRT on the collected vector d[n] to
take a global decision H[n] [24]:

o P(d[n]|H[n] = 1)
"~ P(d[n]|H[n] = 0)

M
2::1 emP(d[n)|Hm[n] =1)
P(d[n]|H[n] = 0)

M K inle
> <wm I fm‘mk[n])) s

m=1 k=1 H[n]=0

A*(d[n])

(20)

with v* being the decision threshold and ¢, j(dj[n]) repre-
senting the likelihood ratio of a generic local decision dj[n]
with respect to the failure of the mth item:
P(di[n]|Hm[n] = 1)
i (dpn]) & —2t2mil =
) = g, ] = 0)

di[n 1-d
) Pg,,z) k[n] 1_ Pg,;) k[n] o
Pry, 1—Ppy '

Similarly, for the FC, it is feasible to calculate the (FC)
probability of detection (Q']") associated with the failure of
the mith item and the probability of false alarm (Qr):?

Q) & P(ﬁ[n] - 1‘7{,,1 [n] = 1) 22)
K di 1—dy
= > TI|(m) " (-rs)
d:AFC(d)>y* k=1
Qr 2 P(ﬁ[n} - I‘H[n] = 0) 23)

- YOI [(Pra)™ (1 = Pra)=].

d: AFC(d)>~* k=1

The derivation of Qg") and Qr can be found in Appendix B.
We can also express the likelihood ratio at instant n of the

decision D[n] with respect to the mth item, which will be

useful in the next sections:

P(Dn)|Hm[n] =1)

(Pl 2 50Tl = 0)

2The following definitions imply that if ATC(d) = ~*, then ﬁ[n] =1
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It is important to observe that Eqgs. (22) and (23) can be
precisely computed using a finite number of operations because
the number of potential outcomes of A"®(d) amounts to 2%,
If H[n] = 1, the FC runs a localization algorithm to identify
the faulty item. For this algorithm, it is possible to use the
following Maximum A-Posteriori (MAP) estimator:

K
m[i] = arg max (me H Lo 1o (i [n])) , é[z] =0mp)
m=1,....M k1
(25)

with ¢ indicating the number of times an alarm has been raised,
up to instant n.

B. CUSUM Chart
This section describes the CUSUM algorithm to be per-
formed by the FC upon collecting the sensors’ local decisions
in time.
The CUSUM procedure has the following form:
B(dn], .., d[j]|H[] = 1) Fn=1

max B B
no<izn P(dn],..., dj][H[j] = 0) 7m0

Y. (26)
Eq. (26) implicitly estimates the instant corresponding to the
system-state change via ML estimation, with the knowledge
that the system does not self-repair when in a faulty state.
However, Eq. (26) uses the system’s state variable #[n], posing
a problem as the only available likelihoods are with respect to
the failure of the individual items, and have been explicated
in Eq. (18). Due to the finite number of items M, we can use
the Generalized CUSUM (G-CUSUM) algorithm to address
this issue. The following is the G-CUSUM rule:

s B(ln], ... ][] = 1)
P(d[n], ..., d[j]|H[j] = 0)
Pd[n],. ... d[j][Hm[j] = 1)
P(d[n], ..., d[j]|#H[j] = 0)

7-7[71]:1
=maxCp[n] 2
m H[n]=0

max In
no<j<n

Clnl

=max max In
m no<j<n

7, @n

which is equivalent to a joint estimation (via ML) of the failure
instant and the faulty item. C,,[n] can be expressed with a
recursive form starting from its definition and exploiting the
independence of the sensor’s decision in time:

Con] 2 max In oAl AU =1)

no<j<n  P(d[n], ..., d[j][H[j] = 0)
_ . = P(d[i”Hm[ﬂ = 1)
S B =) Y

For n > ng, we can extract the following recursive form:

_ o P(dlil[Hmli] = 1)
Cin[n] =maxq 0, nng}g&ﬁ_l ; In W

I B[] = 0)

K
=max{0,Cpy[n — 1]} +In H Cpn 1 (dg[n])
. k=1
:(Cm [n - 1])+ + Z In émJa(dk’ [TL]) . (29)

k=1

On the other hand, when n = ng, by simple applica-
tion of the definition of Cp,[n], we obtain that Cy,[ng] =
Zle In 4., (di[no]). This results in the following rule:

S (b 4 (di o)),

if n =mng

Cinln] = { #=1 K .
(Coun = 1IDY + 3 (b i (di[n])), if n>mng

. (30)

Also for the case of the CUSUM, if ft[n] =1, a localization
procedure is readily available. Such a procedure is the following
ML estimator:

m[i] = argmaxCp,[n] , g[z] =0 >

(E2))

with ¢ indicating the number of times an alarm has been raised,
up to instant n.

V. THREE-LAYER FUSION ARCHITECTURE

Here, we present the Three-Layer fusion architecture, which
consists of an evolution of the simpler Shewhart chart. In this
approach, we add the PPC layer, whose task is to filter the
FC’s decisions in time using a reliability-based strategy.

A. Fusion Center Detection

In our proposed Three-Layer architecture, the FC, at the nth
instant, performs a ML detection, whose task is to fuse the
components of d[n] into a single decision D[n]:

o D[n]=1
AS(dn]) = 1,
D[n]=0

(32)

where AF(d[n]) differs from the statistic in Eq. (20) due to
the presence of the feedback system that allows the PPC to
transmit parameters to the FC. This feedback allows Eq. (32) to
exploit time-dependent parameters such as ¢, [n]’s, Pg’;,) [n]’s,
Pri[n]’s, and €}, ; (dx[n]). The values of these parameters are
sent to the FC by the PPC.

For this case, the (FC) time-dependent probability of de-
tection (Qg") [n]) associated with the failure of the mth item
and the time-dependent probability of false alarm (Qr[n]) at
the nth instant can be computed. These are calculated using
Egs. (22) and (23) where the values of A*°(d), ng;ﬂ)’s, and
Pr’s are substituted with those of A}°(d), Pg’;c) [n]’s, and
Pr i [n]’s, respectively. Consequently, the decision likelihood
will also be time-dependent (indicated with L}, (D[n])).
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B. Post-Processing Center Detection

The primary responsibility of the PPC is to receive D[n] and
determine if an alarm should be triggered. In contrast to local
and FC detection, the PPC incorporates the understanding
of the failure model and utilizes all D[j] values, where j =
no, ..., N, to enact a robust quickest fault detection strategy.
For this task, the PPC acts as a Posterior Detector performing
a test on P(#H[n] = 1|D[n]), exploiting Eq. (5) which leads to
the following test:

M
A;PC(DIn]) éz (Hm[n] = 1|DIn])

M n] 1
=Y Ry = v (33)
m=1 ’H["] 0

where it can be seen that our approach aligns with an optimal
Bayesian perspective (treating the change point as a random
variable whose pdf derives from the reliability model discussed
in Sec. II-A). This approach corresponds to the Shiryaev
decision rule [30].

The calculation of R}7°[n] can be expressed recursively via
Eq. (34) as shown at the bottom of the page, requiring the
storage of only the M values of R}"“[n—1]’s and the value of
DIn], instead of the (n —ng + 1) values contained in D[n]. Its
derivation is given in Appendix C. Eq. (34) uses \,,[n] since
failure rates are considered random variables whose realization
must be estimated. The description of this task is given below.

C. Post-Processing Center Localization

When 7{[n] = 1, the PPC localizes the faulty item for the
generic ith time by selecting the index m that maximizes the
posterior probability of item failure R}"[n] resulting in the
following MAP estimator:

mli] = argmax R[], O[] = Oz,  (35)
with 4 indicating the number of times an alarm has been raised,

up to instant n.

D. Post-Processing Center Failure Rate Estimation

The precise failure rate of the unspecified mth item often
remains unknown, although literature may frequently offer an
estimate (referred to here as A, o) along with its associated
variance (referred to as v,,). Nonetheless, literature data is
often derived from a limited number of experiments on items
that may not be identical to those within the system (or under
the same operating conditions). Consequently, the PPC treats
each )\, as a random variable in this context. This differs from
the Shewhart and CUSUM charts that see the failure rates
as deterministic parameters and exploit the literature values
Am,o’s for their calculations.

In specific terms, when the PPC raises an alarm, the system
is halted, and an inspection is conducted to assess the system’s
status. If the mth item’s jth failure is confirmed, it becomes
feasible to update the estimate of A, using 7}, ;. Since T}, ;
is not directly accessible, the working assumption here is that
Tpn,; = T}, ;, a condition met when &, ; < /\m (i.e., when
the t1me delay incurred by the system in detecting the fault is
significantly shorter than the mean lifetime of the item).

Utilizing the vector Tp,[j] 2 [T Ty j]". the
PPC calculates the subsequent Minimum Mean Square Error
(MMSE) Estimator for the mth item:

//{m,j = ]E(/\m\Tm[J]) .

To compute this expectation, the PPC is required to acquire
the (posterior) pdf of A, |T,,[7]. Given that T, ; ~ Exp(Ay,),
we incorporate previous knowledge about the lifetime of the
mth item by modeling \,, ~ Gamma(am,o,Sm,0). Here,
o 2 (A2, o/vm) and Bo £ (Am,0/Vm) are computed
based on existing literature values. We opt for the Gamma
distribution because it is the conjugate prior of the Exponential
distribution (see [34]). Leveraging the use of a conjugate prior,
it becomes apparent that A, |Ty,[j] ~ Gamma(am, j, Bm,;),
with the Gamma parameters calculated recursively by the PPC
as ;= (@ j—1 + 1) and B, ; = (Bm,j—1 + Tm,;). Once
the parameters of the (Gamma) posterior pdf of A,,|T,[j]
are determined, the corresponding MMSE estimator following
the jth failure is computed using properties of the Gamma
distribution:

(36)

X j = 2l 37)
Prm.i

At any given time n, the most recent estimate of A, corre-

sponds to A, s, [n—1]» Where Sy, [n — 1] denotes the count of

failures for the mth item reported up to time (n — 1). For

brevity, we will refer to this estimate as A, [n].

E. Post-Processing Center Parameters Calculation and Trans-
mission

The last step of the PPC at instant n, after updating (if
needed) the estimates of the failure rates of the respective
items, consists of obtammg the values of ¢,,[n + 1]’s via
Eq. (6) exploiting Ay, [n + 1]. Next, via Eq. (17), it computes
and delivers the values of the local thresholds v [n + 1]’s to
the respective sensors to be used for the next local detection.

Once produced the thresholds, the PPC proceeds to cal-
culate the values of Pgﬁg [n + 1]’s and Ppgln + 1)’s via
Egs. (18) and (19) and sends them to the FC alongside
the values of ,,[n + 1]’s. This allows the FC to evaluate
A7S 1 (d[n + 1]) via Eq. (20).

In the final step, the PPC computes the values of Qg”) [n+
1]’s and Qp[n + 1] using Egs. (22) and (23) to be used by the

if n =mng

REE[n) £ B(

m

Hm[n] = 1/Dn]) =

—1
1
[” ::9<D[m,1>(1 P ST ‘1” ;

(34)
1

—1
1+ ﬂ:.;(D[n]) (1767%[n]Ar(ka;f’C[nq]) - 1)} » ifn>mno
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PPC itself in the recursive computation of AT5EG (D[n+1]) via
Eqgs. (33) and (34).

VI. TWO-LAYER FUSION ARCHITECTURE

This section presents the Two-Layer fusion approach con-
sisting of an evolution of the Three-Layer approach. Here, the
FC handles both the spatial and temporal fusion using the
same reliability-based strategy as in the PPC. This method is
proposed as an improvement of the CUSUM chart introduced
in Sec. IV-B. In our proposed Two-Layer architecture, the FC
performs three stages of operations that are analogous to those
made by the PPC described in Sec. V.

A. Fusion Center Detection

The FC, upon receiving d[n], establishes whether an alarm
should be raised. As with the PPC, the FC now utilizes
all d[j] values, where j = ng,...,n, to perform a test on
P(H[n] = 1|d[n], ..., d[no)):

M
ArC(dln],...,d[ng]) = Z P(H,[n] = 1|d[n], ..., d[ng])
m=1
M ﬁ[n]:l
=Y Ryl = v, (38)
m=1 ﬁ[n]:()

where it is easy to see the similarity with Eq. (33). However,
in this case, the FC processes the unfused local decisions.

Also here, R}S[n] can be expressed recursively via Eq. (39)
as shown at the bottom of the page allowing the FC, at the nth
instant, to store only the M values of REC[n — 1]’s and the
vector d[n]. The proof of Eq. (39) is analogous to that given
in Appendix C.

B. Fusion Center Localization

Analogously to the Three-Layer architecture, the FC can
provide an estimate of the faulty item by maximizing the
posterior probability of item failure to raise the ith alarm if
‘H[n] = 1, resulting in the following MAP estimator:

i) = argmax RE[n] ,  6li] = O » (40)

m
with ¢ indicating the number of times an alarm has been raised,
up to instant n.

C. Fusion Center Failure Rate Estimation

As in the Three-Layer architecture, the FC provides an
updated estimate of the failure rates \p,’s by treating them as
random variables. At each time n, \A,,[n] indicates the most
recent estimate of )\, obtained by time (n — 1).

TABLE I: Computational complexity of the architectures

Architecture  Layer Task Complexity
Shewhart Detection
chart FC (including localization) O(EM)
G-CUSUM Detection )
chart FC (including localization) O(K M)
FC Detection O(KM)
Detection (incl. loc.) O(M)
Failure Rates Update O(1) per item
Three-Layer ¢m[n + 1]’s Calculation O(M)
Fusion PPC ~k[n + 1]’s Calculation O(K M) per iter.
Architecture Pp i[n + 1]’s Calculation O(K)
PS™ [+ 1)’s Calculation O(KM)
Qr[n + 1] Calculation 0(2K)
ng [n + 1]’s Calculation 02K M)
Detection (incl. loc.) O(KM)
Failure Rates Update O(1) per item
T\x];o-Layer @m[n + 1]’s Calculation O(M)
usion FC ) . y .
Architecture vk [n + 1]’s Calculation O(K M) per iter.
Pp,i[n + 1]’s Calculation O(K)
PE™ [n + 1)’s Calculation O(KM)

D. Fusion Center Parameters Calculation and Transmission

In the final stage of the process, the FC proceeds to update
the estimates of the failure rates and subsequently computes the
values of ¢, [n+1]’s using Eq. (6). Following this, it calculates
and transmits the values of yx[n+1]’s to the respective sensors
for use in the forthcoming energy test, as per Eq. (17).

After obtaining the thresholds, the FC calculates the values
of PY™ [n+1]’s and Prj,[n+1]'s based on Egs. (18) and (19).
These values play a key role in the (recursive) computation of
ArSi(dln+1],...,d[no]) using Eqs. (38) and (39).

VII. COMPUTATIONAL COMPLEXITY

This section is focused on the computational complexity of
the tasks performed in all the architectures previously outlined.

All the architectures share the same edge-layer design in
which each sensor performs an energy test at each discrete
instant. Specifically, we were able to lower the computational
complexity of the local tests from O(M) to O(1), as previously
discussed in Sec. III.

Tab. I shows the computational complexity of each architec-
ture with a subdivision by layer (excluding the edge layer) and
the task performed. We can notice that the detection techniques
relying on the Shewhart and CUSUM charts do not differ in
computational complexity thanks to the recursive form of the
CUSUM chart shown in Eq. (30). The detection rules used by
the FC in both proposed architectures hold the same complexity.

REC[n] £ P(Hm[n] = 1|d[n], ..., d[ng]) =

m

K
1+ (H 60
k=1

if n =mng

(dk[no])> h (m - 1)} 7 ;

K -1 1
vt (1T it (1e;,,,m;lw”1])_1)} it

(39
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An essential difference between the proposed and the baseline
architectures is, however, the existence of the feedback system
present in the proposed algorithms.

In the Three-Layer architecture, the PPC has a low-
complexity detection rule, as this does not perform spatial
aggregation of the local decisions. However, the feedback
system requires the PPC to obtain the parameters to be
transmitted to the sensors and the FC. The calculation of
the thresholds ~x[n + 1]’s is an iterative procedure with a
complexity of O(K M) per iteration. Other calculations such
as @ [n +1)’s, yx[n + 1)’s, Ppi[n + 1]’s, and Pgﬁc) [n+1]s
have an overall computational complexity of O(K M). The
highest complexity resides in the calculation of Qr[n + 1]'s
and Q' [n+1]’s as this is O(2X M), making the Three-Layer
architecture unsuitable when a high number of sensors is used.

On the other hand, the Two-Layer architecture transfers the
spatial aggregation from the PPC to the FC, which now has
to perform a spatio-temporal aggregation as well as the task
of obtaining the parameters to be transmitted to the sensors.
This, although it increases the absolute number of operations,
keeps the computational complexity of the operations to be
performed by the FC constant at O(K M), resulting in an
overall reduction of complexity thanks to the removal of the
operations requiring exponential time.

It is worth noticing that the localization techniques in all four
architectures do not require any extra operation and, therefore,
do not contribute to an increase in computational complexity.
The reason is that such techniques are all based on function
maximization via grid search, which has a complexity of
O(KM) (or O(M) in the Three-Layer architecture). However,
such maximization has already been obtained during the
detection step. Therefore, in order to complete the localization
task, it is simply necessary to store the index generating
the highest among the function’s values obtained during the
detection stage.

VIII. CASE STUDY
A. Simulation Setup

The Goliat FPSO is an offshore oil platform situated in the
Norwegian Barents Sea. This platform uses a subsea production
system composed of various templates placed on the seabed
for its operations.> The challenging aspect of this setup is
that oil leaks occur in deep waters, rendering their detection
even more complex. Additionally, due to the significant depths
involved, inspections necessitate the use of remotely operated
vehicles or autonomous underwater vehicle, incurring high
costs, thus emphasizing the need to minimize false alarms [9].
Simultaneously, offshore operations are subject to stringent
environmental regulations, which demand the rapid detection
of spills to minimize the dispersion of hydrocarbons [36].
Underwater oil leaks exhibit a distinctive feature in the form
of acoustic signals that can be detected using passive acoustic
sensors [37], [38]. In this specific setup, each template is
equipped with a manifold that is under the surveillance of three
passive acoustic sensors. These sensors measure sound pressure

3For further insights into subsea production systems, please refer to [35]
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Fig. 3: Attenuation function vs. distance between sensor and
faulty item.

TABLE II: Simulation input parameters

Parameter Value Note / Reference
Ref. Frequency 2.5 kHz [43]
Temperature 3.8 °C [44]
Salinity 35 %o [44]
Depth 350 m [39]
pH 8 [45]
ksc 1.5 [46]
lyef 1m -
Simulated time 15 yr [47]
At 15 min -
ai_k 1 Vk
SNRyp i 0/5/10 dB Ym, k

as an integral component of the leak detection system [28],
[39].

A reliability analysis recognized M = 20 items of interest
assumed to be positioned at the same height as the sensors, as
shown in Fig. 4. The algorithms described earlier are assumed
to have been integrated into the existing system to assess their
performance. The attenuation function used is as follows [10]:

lret

ksc
0. )= _wet 10Uret—l|Tk—Om [)a10-4
g(:c;w m) \/<wk_0'm,|> f k 5
41

where l.s and |@; — 0,,| are expressed in meters, « is
the seawater absorption coefficient in dB/km, and k. is
the dimensionless spreading coefficient. The value of o was
determined using the Francois & Garrison equation [40], [41].
At the same time, the underwater speed of sound was calculated
based on the Chen & Millero equation [42], utilizing the input
parameters listed in Tab. II. The coefficients of these models
are found in [10]. Fig. 3 shows the attenuation of the signal
emitted by a faulty item with respect to its distance to a generic
sensor using the parameters in Tab. II at varying values of kgc.
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Fig. 4: Goliat’s template: the structural components are repre-
sented in gray, the manifold in blue, the sensors in green, the
valves in red, and the connectors in orange.

TABLE III: Literature failure rates of components in subsea
manifolds

Item Category Am,o0 (in yr_l) VU (in yr_z)

7.0715 x 10~°
2.4649 x 10~6

7.3000 x 1073
9.5812 x 10~4

Valve, process isolation
Connector

The proposed Three-Layer architecture is compared with the
WSN presented in Sec. IV-A. This is because the Three-Layer
WSN is designed to be installed over an existing architecture
where the final decision is taken by a FC via Shewhart chart
by adding a PPC and a feedback system. The Two-Layer
architecture is instead compared with the WSN described in
Sec. IV-B performing detection via the CUSUM chart. As stated
previously, the architectures used for comparison reasons lack
a feedback system. The Shewhart and CUSUM charts use the
stationary prior probabilities of item failure seen in Eq. (7),
where the values of \A;,’s are substituted by A, ’s as the
former are unknown.

The numerical results were derived via simulation consisting
of 200 Monte Carlo runs using Matlab.* In these simulations,
each run emulated the operational lifespan of the platform,
neglecting inspection and maintenance times. The simulated
time, the value of At, and the diverse SNR, x £ 0%, /02,
values can be found in Tab. II. At each run, a new set of
realizations of the M Poisson processes and their corresponding
failure rates was generated, with \,, values drawn from a
Gamma distribution using central moments obtained from
Tab. III, where literature values were sourced from the OREDA
Handbook [48].

In order to summarize the main detection results, it is
necessary to introduce the following metrics:

Py £ P(#ln) = 1[Hln] = 0) . 42)
P2 P(H[n)=1), (43)
ADD £ E(e,, ;) /At , (44)

4Each set of 200 runs was performed for various v* values to generate the
performance curves.

where Pyq is the Probability of False Alarm, P is the Proba-
bility of Faulty State, and ADD is the Average Detection Delay.
The localization performances are instead evaluated using
the Root Mean Square Error (RMSE) between the estimated
position of the leak and its actual location. Figs. 5, 6, and 7 show
the previously introduced metrics as Pjo varies in [1073, 1],
at different values of SNR (see Tab. II). Higher values (resp.
lower values) of Pjy can be obtained by decreasing (resp.
increasing) the threshold v* in the highest architectural layer.
The choice of having Pj to be on the abscissa in all plots is
aimed at improving the readability of the results.

B. Detection Results

By looking at the plots in Figs. 5a, 6a, and 7a, it is
immediately visible how ADD greatly decreases as the SNR
increases regardless of the employed architecture, once Py is
fixed. In particular, the ADD shows a decreasing trend with
respect to P as a consequence of the lowering of threshold ~*,
with ADD — 0 as Pjg — 1, for all the methods. Specifically,
for low values of Pjq, the proposed Two-Layer architecture
shows the lowest values of ADD among the four outlined
in this work. It is worth noticing that the Shewhart chart is
unable to operate at Pyg < 1072 due to the lack of temporal
integration in the FC. Such a limitation is overcome by using
the PPC with our proposed Three-Layer architecture that shows
performances equivalent to the Shewhart chart with the further
benefit of being able to work at Pjy < 10~2. Moreover, at low
SNR, the Three-Layer architecture tends to perform slightly
better than the CUSUM chart, highlighting the benefits of a
Bayesian approach, especially at low SNR.

These trends in the performances are also observed when
evaluating P; representing the fraction of time that the system
spends in a faulty state. Figs. 5b, 6b, and 7b show a similarity
in behavior between the ADD and P;, as we vary Pjg. This
shows the trade-off between a low Pjy and a low P;, which
must be addressed when choosing the proper threshold ~*.
As it is desirable to work at low values of Ppq, it is vital
to select an architecture that can limit the effect of having
a higher threshold on P;. Because of the above-mentioned
similarities, it is easy to see that, also in this case, the Two-
Layer architecture provides the best performances by reaching
the lowest values of Pj, given a fixed Pjg.

It must be mentioned that even in the hypothetical case
of Pjp = 1, we will have that P, > 0 as no architecture
can prevent a leak from happening but can only reduce the
detection delay with the effect of minimizing P;.

C. Localization Results

The localization results displayed in Figs. Sc, 6¢, and 7¢
show that, for the case of the Two-Layer proposed architecture
and the CUSUM chart, as we lower Pjp, we simultaneously
lower the localization RMSE causing a trade-off between
localization accuracy and a quick detection. The explanation
for this behavior is that raising the detection threshold has the
double effect of increasing the ADD, which simultaneously
means that the highest hierarchical layer has collected more
inputs, therefore improving the identification of the faulty
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item. This does not apply to the Shewhart chart and the
Three-Layer architecture: the RMSE observed when employing
the Shewhart chart does not have a monotonic behavior (as
well as not being able to operate at Py < 1072), while the
Three-Layer architecture, as we lower P, has a virtually null
localization improvement.

The behavior associated with the Shewhart chart is given
by the nature of its localization algorithm, which produces
estimates using only the last vector of local decisions as an
input. Such a lack of time aggregation prevents the localization
algorithm from updating its estimate as new local decisions are
collected over time, which would cause the RMSE to decrease
together with P, like in the case of the Two-Layer architecture
and the CUSUM chart. Interestingly, we observe that in the

Shewhart chart, as P;o decreases, the behavior of the RMSE is
hard to predict. Still, in general, it tends to reach its maximum
value when Pj( reaches its minimum. In fact, for a system
performing detection and localization without time aggregation,
a trade-off exists between a low P;y and localization RMSE.
The reason for this is that a lower value of P;y means that the
threshold required to trigger an alarm must be increased with
a consequent effect of triggering alarms only when a higher
number of sensors sends a positive detection. However, a low
threshold can compromise the ability of the system to localize
the faulty item, as there is a loss of correlation between the
position of the faulty item and the location of the activated
sensors. This can be brought to its limit case of a system
detecting a leak via Shewhart chart only when A"¢(d[n]) >
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~v*, with v* = AFC([dl [n]=1 dg|n] = I}T (ie., a
system that triggers an alarm only when all the sensors send
an alarm to the FC). In such a scenario, every alarm would be
accompanied by the same localization result regardless of the
position of the faulty item.

The Three-Layer architecture, as in the case of the Shewhart
chart, does not provide effective results in terms of localization
RMSE, confirming its main purpose of being a way to lower
the probability of false alarm of the Shewhart chart. Unlike the
Shewhart chart, the Three-Layer architecture performs a time
aggregation in its highest hierarchical layer (the PPC), creating
more stability in the behavior of the localization RMSE, as
Py changes. However, such time aggregation is performed on
the FC’s decisions over time that do not contain any spatial
information regarding the sensors that contributed to such
decisions. The consequence is an almost constant value of
localization RMSE since the system tends to identify as faulty
those items that at a generic moment show the highest value
of A\p[n], regardless of the spatial location of the activated
sensors since this information is unknown for the PPC.

This problem is addressed by the Two-Layer architecture
and the CUSUM chart, where the FC performs both time
and spatial aggregation of the sensors’ local decisions over
time. As in the discussion of the detection performances, we
notice how the Two-Layer approach outperforms the rest of
the architectures in terms of localization RMSE.

D. Final Remarks

In conclusion, the Two-Layer architecture provides the
lowest values of ADD, especially at low values of P, where
it guarantees a low Pj;, which is a critical goal for Oil
and Gas applications. On the other hand, the Three-Layer
architecture has proven to be an adequate tool to upgrade an
existing network performing the Shewhart chart, especially
when low SNR are involved where its detection performances
are comparable to those of the CUSUM chart.

As far as the localization task is concerned, it has been
observed that the best-performing architectures are those
where the highest hierarchical layer performs a spatio-temporal
aggregation of the local decisions as in the Two-Layer archi-
tecture and the CUSUM chart. Of these two, the Two-Layer
architecture is the one able to achieve the lowest RMSE.

It is crucial to emphasize that, on the detection side, the
Two-Layer architecture achieves optimality in a Bayesian sense
by relying on a posterior detector for decision-making. While
the Three-Layer detector also attains Bayesian optimality, it is
worth noting that its detection optimality is restricted by the
binary nature of the input received by the PPC from the FC.
In the proposed methods, the localization procedure can be
deemed optimal from a Bayesian perspective, given its reliance
on MAP estimation. However, at the system level, localization
faces challenges due to detection errors. This is attributed to the
fact that the triggering of a localization procedure is conditional
to a positive decision, and this decision is based on a rule that
does not prioritize the minimization of localization errors, as
done in joint detection-localization procedures (see [49], [S0]).

The choice of the appropriate detection threshold in the
proposed architecture should be obtained via simulation based

on a metric to satisfy. Possible strategies for threshold selection
include: (a) selecting the threshold corresponding to the
maximum value of P that is tolerated; (b) select a threshold
able to guarantee a maximum value of ADD; (¢) minimization
of Py; (d) the threshold is chosen using a tailored indicator
that takes into consideration all the previous parameters as well
as operational factors.

IX. CONCLUSIONS AND FUTURE WORKS

We proposed two architectures addressing the detection and
localization task via WSN within industrial plants. Specifically,
we proposed a Three-Layer and a Two-Layer Bayesian fusion
strategy relying on reliability data for improved performances.
In the Three-Layer architecture, we implement a PPC whose
task is to perform quickest detection and localization via
temporal aggregation of the outputs of a FC that carries out a
Shewhart Chart detection rule. Such a temporal aggregation
takes advantage of reliability data regarding the monitored
system. On the other hand, the Two-Layer architecture directly
performs quickest detection and localization at the FC via a
spatio-temporal combination of the local decisions taken by the
sensors capitalizing on reliability data. Both architectures are
equipped with a feedback mechanism necessary for communi-
cating updated parameters from the highest hierarchical layer to
the lowest. Two baseline methods, the Shewhart and CUSUM
charts, have been introduced. The case study of underwater oil
spills in subsea production systems is used to test the proposed
architectures, showing the improvements in terms of detection
and localization accuracy when the proposed architectures are
used. Specifically, the Three-Layer architecture demonstrated
the advantages of being able to operate at a lower Probability
of False Alarm when compared to the Shewhart chart, which
was bound to be higher than 10~2. Meanwhile, the Two-Layer
architecture outperforms the CUSUM chart in terms of both
detection and localization performance, making it the best-
performing architecture among those introduced in the study. In
particular, when fixing Pyo = 1073, the Two-Layer architecture
was able to reduce the ADD from around 10% (SNR = 10
dB) up to around 30% (SNR = 0 dB).

Future works include: (a) considering more complex
failure models; (b) the reduction of complexity via more
efficient techniques for the computation of Qg") and Qp;
(c) modeling erroneous communication channels; (d) a more
accurate statistical representation of the signal measured by
the sensors, including possible correlations between measured
samples in space and time; (e) integration of machine learning
strategies for improved detection and localization performances;
(f) a study on the distribution of the localization errors;
(g) modeling simultaneous faults; (h) development of joint
detection and localization techniques.

APPENDIX A
POISSON PROCESS FOR FAILURE MODELING

With the knowledge that S,,,(¢) ~ Poisson(\,,t), we can
obtain the failure probability for the mth item F),(¢):

Fm(t) = P(Hrn(t) = 1) = P(ﬂn,sm(t_ﬂ)-ﬂ < Tt)
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We can now obtain F'(t). With the knowledge that ,,(t) ~
B(F(t)), we can use the probability-generating function

parameterized by z of the variable >°, | Hp,(t):
M M
M ) = I Grnw(@ = T 1+ Fu()(z - 1)].
mz::l Hm(t) m=1 m=1

Using the last result, we can obtain IP’(ZALI Hi(t) = 1):

M
P(Z Hin(t) = 0) =G
m=1

Thus, we can finally obtain F'():

M

) = [[=Fu@).

M
mzz:l Hom(t) m=1

M
Fit)=P(H(t)=1)=1— P(Z Hon(t) = 0)

m=1

M M
=1-[[a-Fu@)=1-J] e ™.
m=1 m=1

However, at low values of A,,7;’s, low detection delay, and
small At, failures behave as disjoint events (rare events
approximation), therefore:

M M
F(t)=PH{t)=1)~ Y P(Hn(t)=1)= Y Fu(t).

Thanks to the rare event approximation, we can also retrieve
the value of the prior probability of item failure ¢, (t):

em(t) & P(Hi(t) = 1H(t) = 1)
_PHm(H)=1)  Fal(t)
T PHO =1 F()
Moreover, we can obtain the stationary prior probability of
item failure by assuming the failure model as a perfect Poisson
process. This is done by calculating the probability that, at a
certain time ¢, the next fault belongs to the mth process:

Pm £ (Hm(t) = llH(t) =1)

=P(Tn.5, (041 < Trgmsppmt+1) = 5

This result is independent of ¢ and S, (¢).

APPENDIX B
FUSION CENTER PERFORMANCE IN THREE-LAYER WSN

The following is the proof of the performances in
Egs. (22) and (23) of the fusion rule performed by the FC.
Regarding the probability of detection associated with the
failure of the mth item, we obtain:

Q%Y 2 P(Hin] = 1|Honln] =
=P(A™(d[n]) > 7" [Hm[n] = 1)
= Y PHml]=1)

d: AFC(d) >y~

K

Z HIP’(dk\’Hm[n] =1)

d: AFO(d) >~ k=1

I ((CHRGRE

d:AFC(d) >~ k=1

The proof exploited the independence of the local decisions.
The same steps can be used to prove Qp.

Note that, in case the WSN is provided with a feedback
system (i.e., the time-dependent prior probability of item failure
is used), the calculation of the values of Q%"') [n]’s and Qr[n]
are analogous.

APPENDIX C
RECURSIVE FORM OF PROPOSED DETECTOR

In this appendix, we detail how the expression of REFC[n] £
P(Hm[n] = 1|D[n]) can be updated recursively as a function
of Ry7C[n — 1], for each m =1,..., M and n > ny.

To begin, we leverage Bayes” Theorem and the conditional in-
dependence (i.e., given H,,[n]) of FC decisions D[1], ..., D[n]
over time. By doing this, we get Eq. (45) at the bottom of
the next page, in which we further simplified the expression

exploiting the following property:
P(Dn][Hm[n], Dln — 1]) = P(Dn][Hum[n]) ,

which is a consequence of the uninformativeness of D[n — 1]
when inferring D[n], given that H,,[n] is known.

Applying the definition of L (D[n]), and via algebraic
manipulations, we can reformulate Eq. (45) in the following
compact form:

Ry C[n] =

1 1 . -

L7 (Dn]) \P(Hm[n] = 1|Dn — 1)) ’
Next, we need to obtain P(?,,[n] = 1|D[n — 1]). The next

set of equations is defined to facilitate the derivation:
P(Hupm[n]|Hm[n — 1], Din — 1]) = P(Hp [n][Hm[n — 1]),

(46)

47

{1+

PHmln] =1 Hmn—-1]=1)=1,

where Eq. (46) is a consequence of the uninformativeness of
D[n—1] when inferring ,,[n] given that H,,[n— 1] is known,
and Eq. (47) is the impossibility for an item to repair itself.

By applying the Law of Total Probability, we get Eq. (48)
at the bottom of next the page. Eq. (48) can be reduced
by applying Eq. (46) and (47). Furthermore, exploiting the
definition of R}"[n — 1], Eq. (48) can be written as reported
in Eq. (49) at the bottom of the next page.

Moreover, via Eq. (3), it is possible to prove that
Hp[n]|Hm[n—1] = 0 ~ B(1 — e~ *»AY), leading to Eq. (50)
at the bottom of the next page.

Finally, aggregating the previously obtained results, we
obtain the recursive expression of R}°[n], for n > ng:

Rizln) =

{1 * c:;(;)[n]) (1 T Reren—1)) 1”
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When n = ng, the problem reduces to R;F°[no] =
P(Hm[no] = 1|D[no]). By applying Bayes’ Theorem (as we
did for the case of n > ng in Eq. (45)), and knowing that
Hplno] ~ B(1—e*nA) it becomes easy to prove the

following expression:
-1
- 1)} .
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Abstract—This work investigates the distributed detection of
carbon dioxide (CO;) release from storage tanks caused by the
opening of pressure relief devices via inexpensive sensor devices
in an industrial context. A realistic model of the dispersion is put
forward in this paper. Both full-precision and rate-limited setups
for sensors are considered, and fusion rules capitalizing the dis-
persion model are derived. Simulations analyze the performance
trends with relevant system parameters.

Index Terms—Carbon Dioxide, Decision Fusion, Distributed
Detection, Industry 4.0, Internet of Things, Wireless Sensor
Networks.

I. INTRODUCTION

The last decades have seen the growth of Wireless Sensor
Networks (WSNs) due to their collective, cost-effective, and
successful use in monitoring applications. In particular, the
task of harmful-event discovery has received large attention
in the last years. Relevant scenarios include counter-terrorism
and safety in Industry 4.0. The associated inference problems
are related to source localization and “early” detection [1]. In
this context, most of the works only assume a Gaussian plume
point source model based on diffusion/advection processes,
e.g. with application to dispersion of biochemical moving
sources [2], [3], localization of atmospheric pollutants [4] and
release of light gases [S]. On the contrary, carbon dioxide
(CO,) is a (heavy) gas whose density, at atmospheric tem-
perature and pressure, is about 1.5 larger than the air density
and is present in atmosphere at average concentration ~ 400
ppm, as of today. Nowadays, CO, finds several applications at
domestic and industrial levels [6], [7]. Unluckily, when CO,
is stored, it is possible that accidental releases occur with the
main danger of asphyxiation. We remark that CO, does not
adhere to neutral or positively-buoyant dispersion behavior.

For bulk storage, CO, is typically stored as liquid in
insulated tanks' (see Fig. 1), usually equipped with systems
to limit the internal pressure, namely pressure relief devices

This research is a part of BRU21 — NTNU Research and Innovation
Program on Digital and Automation Solutions for the Oil and Gas Industry
(www.ntnu.edu/bru2l).

IStorage temperature is below ambient temperature, typically €
[=30, —20]°C with corresponding pressures of € [14.3,19.7] bar [7], [8].

(PRDs). These can be safety valves, rupture disks, or their
combinations. PRDs are designed in accordance to interna-
tional or national standards to protect the vessel when the
internal pressure exceeds the maximum allowable working
pressure (MAWP). The causes of overpressure may be several,
ranging from process upsets to external fires. In any of these
cases, the PRD must release the flow rate necessary to avoid
dangerous pressure build-up inside the tank. In such cases,
however, the consequences of PRD activation can still be
harmful to human life and accurate detection of these critical
events should be performed leveraging WSNs.

To this end, Industrial IoT, with inexpensive sensors and
the possibility of leveraging collective analytics to obtain im-
proved performance, represents an enabler for this task. How-
ever, due to their stringent bandwidth and energy constraints
toward close-to-perpetual lifetime of IoT devices, sensors are
usually constrained to send extremely-compressed versions of
their measurements to a Fusion Center (FC). For this reason,
the localization of the same diffusive sources via WSNs has
shifted toward the use of binary sensors [9], [10].

Accordingly, the contributions of this work are as follows.
We model the release of CO, from PRDs via a more appropri-
ate Britter & McQuaid (B&M) model and include unavoidable
fluctuations in the concentration. The sensors measure the
concentration and report only one bit to the FC, targeting an
industrial IoT setup with small-battery (low-energy) sensors.
Since the activated PRD is unknown, the FC is in charge of
performing decision fusion by tackling a composite hypothesis
testing. For the mentioned reason, a generalized likelihood
ratio (GLR)-based fusion rule is devised and compared with
a GLR counterpart based on full-precision measurements
and the counting rule. Simulation results highlight the need
for fusion rules weighting sensors’ decisions according to a
practical CO, release model.

The rest of the paper is organized as follows: Sec. II
describes the considered system model, whereas Secs. III and
IV introduce the proposed decision fusion approach for CO,
release detection. Our approach is then numerically validated
on a real case study in Sec. V. Sec. VI ends the paper with



Fig. 1: Scheme of the tank and its PRD with the corresponding
thermodynamic conditions.

some pointers to future directions of research.”

II. SYSTEM MODEL

WSN model: The examined industrial facility consists of M
vessels containing liquefied CO, and their respective PRDs.
The plant is monitored by K concentration sensors individ-
ually assessing the absence () or presence (1) of a gas
dispersion by measuring the local gas concentration y;, and
reporting their local decision dj, = 4, if #H; is declared as
reported in Fig. 2. Binary decisions are spectrally efficient, as
only 1-bit communication is required on the communication
channel between the sensor and the FC, as well as being
energy-efficient when OOK is employed [11], [12]. The vector
of local decisions d = [dl e d K} Tis acquired by the FC
that processes it and takes a global decision He {Ho, H1}
As a comparative tool, the WSN is also examined in the
case in which the FC acquires full-precision measurements
y = [y1 yK]T from the sensors.

Dispersion model: The heavy gas dispersion model used
herein is based on the well-known B&M for continuous release
[13]-[18]. The output of the dispersion model allows the
evaluation of the average molar fraction concentration at
the kth sensor when the mth PRD is open, denoted with
Ck.m- Inside the tank corresponding to the mth valve there
exists a CO; liquid-vapor equilibrium at a certain pressure
P,(,i") > Py, and the corresponding saturation temperature
T,(,i"> = Tour (P,(,’;”)), where atm stands for atmospheric and

2Notation — Bold letters denote vectors; (~)T denotes transpose; @ denote
an estimate of the random variable a; Pr(-) and p(-) denote probability mass
functions (pmfs) and probability density functions (pdfs), while Pr(-|-) and
p(+|-) their corresponding conditional counterparts; Fg(-) is the cumulative
distribution function (cdf) of the random variable a and Fy () is its
conditional counterpart given the random variable b; Gamma («x, 3) denotes
a Gamma distribution with shape « and rate 8; I'(+) is the Gamma function;

approx. P N

the symbol ~ (resp. "~ ') means “distributed as” (resp. “approximately
distributed as™); finally O(-) denotes the big O notation.

dy

et .
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Fig. 2: Wireless Sensor Network Architecture.
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sat for saturation. When P,(,i”) reaches the PRD set pressure,
the device opens, releasing the gas phase in atmosphere. At
this point a Joule-Thompson process occurs with a consequent
(isenthalpic) expansion and cooling of the gas’. At release
condition, the gas will be at a temperature 7}, pressure Py,
and a certain density p,,. T}, and p,, can be obtained through
an appropriate equation of state (EOS) using T\ and P\
as inputs (see Fig. 1). As well as the previous thermodynamic
properties, the B&M model requires the following parameters
for its use: the atmospheric temperature (7,), the density of
air at Ty, (pair), the volumetric flow rate from the mth PRD
(Vm), the wind speed at a height of 10 m (u) and its direction
()*, the mth PRD’s diameter (D,,,), and the concentration at
release condition from the mth PRD (c,,).”

Signal Model: When a PRD opens, the released gas affects
its value of concentration in the surrounding environment. The
following equations describe the concentration (yj) measured
by kth sensor in terms in the case of normal operations (H),
and in the case of an open PRD (#;):

Ho: yr=wg @
Hi: Yk = Ckym - Sk + Wi
2

v2) p2?
atmosphere in normal conditions with b as its mean value and
v as its standard deviation. ¢, is the mean value of concen-
tration contribution where the kth sensor is located due to the
opening of the mth PRD. Finally, & ~ Gamma (w2, w~2)
is the fluctuation around the value of cg ,,, where w is the
relative mean fluctuation [19]. Due to the spatial separation of
the sensors, &x’s and wy’s are both assumed statistically inde-
pendent. Treating p(yx|H1;m) is not trivial, being the sum of
two Gamma random variables: hence, we approximate it with

where wy ~ Gamma (b b ) is the concentration present in

3We neglect possible formation of liquid or solid during this transformation.

4Wind blowing from north: 0° (360°), east: 90°, south: 180°, west: 270°.

SThe B&M model is meant for continuous release of heavy gases meeting
the following criterion:

2 (p — Y2 7/0.5
9” (pm = puir)” Ver” ,""’fz’) m_ > 3375% 1073, )
u?5p2,

where g is the gravitational acceleration. Limitations that can affect the
accuracy of the result are: the release and the calculated concentrations are
assumed to be at ground level; the concentration in the plume’s cross-sectional
area is assumed uniform; the jet due to a high-velocity release is not modeled;
obstacles are not modeled; low distances from the source cause higher errors.



a single Gamma random variable via moment matching [20].
The approximated signal’s distribution then becomes:

Yi|Ho ~ Gamma (a(®), 3() 3
yk\Hl;m prox. Gamma (ai‘lzn7 3(1) > ’ 3)
hers o0 2 15,50 2 8, of) & Leah? ang ) 2

Ck,m+b

w2er vt
III. LoCcAL DETECTION

As a consequence of Eq. (3), we can write the likelihoods
of a sensor measurement as:

La®
ﬁ(‘)a a® 1,0y,
RCOR |
Note that p(yx|H1), oD, and B are always referred to as
p(yx|H1;m), (y,glzn, and ﬁk > respectively. One should also
keep in mind that Eq. (4), for 4 = 1, is an approximated pdf,
and that such approximation will propagate throughout many
of the equations in the rest of the work. At kth sensor, the log-
likelihood ratio test on yy, is uniformly most powerful (UMP)
in local sense leading to the following test:

g = [(B = 8®) / (afh, = a®)] e e

dr=0

p(yklHi) = ie{0,1}. @

( )

Eq. (5) shows that the detector needs the values of « /. and

[3,(“ 7>n to implement a UMP test. Unluckily, these Values are not
available for the sensors as they depend on the current wind
speed and direction (which change over time), as well as the
unknown parameter m. This suggests considering a (simpler)
concentration level test having computational complexity O(1)
in lieu of Eq. (5), namely:

dk 1

Y 2 - 6

dx=0
The performance of this test is obtained thanks to the approx-
imation carried out in Eq. (3):

Pp(m) = Pr(y, > y|Hi;m) =1— Fyom(y), (D
Pr & Pr(y, > 7[Ho) = 1 = Fyy 3, (7) - ®

The Neyman-Pearson approach is here employed to design the
threshold ~ by fixing the desired value of Pp.

IV. FusioN CENTER

Centralized GLRT: In the case where the sensors transmit
the raw measurements to the FC we exploit conditional

H p(yk|H1;m) and Eq. (4) to

obtain likelihood under H;. Slmllarly, one can obtain p(y|Ho)
replacing p(yx|H1;m) with p(yx|Ho). In such a scenario, a
centralized GLRT (C-GLRT) fusion rule can be employed:

N [ st
C—GLRT —

independence p(y|H1;m) =

max
m=1,...M p(y|Ho)
Jk‘,Hhm()} A
B Pk H1;mc) 5, )
Z { (ko) | 754,

where M, is the Maximum Likelihood Estimate (MLE) of m

when #; holds, namely M. = argmax Z Inp(yx|Hi;m).

m=1,....M
This fusion rule has computational complex1ty O(KM).

Distributed GLRT: When the sensors transmit binary de-
cisions, the corresponding likelihood is Pr(d|Hi;m) =

K
11 [PD)k(m)d’”'(l - PD,k(m))l_d‘“]. Similarly, one obtains

k=1
Pr(d|Ho) replacing Pp ;(m) with Pr. In this case, the FC
can perform a Generalized version of the well-known Chair-
Varshney Rule, or Distributed GLRT (D-GLRT):

Pr(d|Ha; r)n/) }

N Pr(d|H,

Ap_ =In
D-GLRT me=l.....M

F

:i di In 7PD’k(mD)
k P
k=1

+(1—di)In

1-— PD,k(ﬁLU)} H=H, (10)

1— Pr
where myp, is the MLE of m when 7, holds, namely m, =

K
argmax y_ InPr(d;|Hy;
m=1,...,M k=1
complexity is O(KM).
Counting Rule (CR): The well-known CR is among the
simplest fusion rules, where the number of sensors detecting
a dispersion is compared to a threshold:

=L

Unlike GLR fusion rules, the CR does not require the likeli-
hood of d and has the lower computational complexity O(K).

m). As before, the computational

fimr, -
2 .
=HL)

an

V. SIMULATION RESULTS

The results are obtained simulating a plant containing
K = 8 sensors and M = 2 PRDs assumed to be identical
to facilitate the discussion of the results. The geometrical
configuration can be seen in Fig. 3. Because of the symmetry
of the monitored area, the simulations always consider the
upper PRD (m = 1) to be open. Simulation parameters are
collected in Tab. I. From Fig. 4, it is immediately noticeable
the superiority of the C-GLRT since directly transmitting y
rather than d to the FC shows its benefits. However, such
a network will likely show higher operating costs than a
distributed network, especially in case of frequent measure-
ments and transmissions to the FC. When considering one-bit
quantization, we notice how in general the D-GLRT rule gives
better performance than the CR. This highlights how a model-
aware design of the FC has its benefits compared to a heuristic
design (remember that the CR can be implemented with no
knowledge of the signal model). It is important to remember
that while the CR allows only K thresholds, the D-GLRT
allows (2K — 1) M thresholds making it more versatile. It is
interesting to notice the high dependency of the ROC curve
with respect to the wind characteristics. Fig. 4a shows the best
performances among the tested directions. This is because in
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Fig. 3: (Mean) concentration map with dispersion from the
upper PRD (m = 1) and wind blowing from north (¢ = 0°).

TABLE I: Parameters used for the simulation

Parameter Value Note
Cm 1 Vm, pure CO,
T 253 K ¥m, [8]
Tm 219 K Vm, Soave-Redlich—-Kwong EOS [21]
Taum 293 K -
P,,({") 19.8 bar vm
Pum 1.0 bar -
Pm 2.48 kg/m®  Vm, Soave-Redlich-Kwong EOS [21]
Pair 1.20 kg/m3 [22]
u 1m/s -
Vin 0.5312 m3/s Vm
D 17.98 mm Vm
b 400 ppm -
v 200 ppm -
w 1 -
¥ 985 ppm from Eq. (8) with Pr = 0.05

such case the CO, plume reaches most of the sensors (see
Fig. 3). In the scenarios in Figs. 4b and 4c, instead, fewer
sensors notice any effect due to H; being true. In these cases
it is even more vital to have a FC that integrates the model.
In such case, in fact, the D-GLRT weighs the different dj’s
integrating the knowledge of the different c,,’s and the signal
distribution to compute the values of the Pp g (m)’s.

VI. CONCLUSIONS AND FUTURE DIRECTIONS

In this work, we addressed the distributed detection (via
a WSN) of CO, release from storage tanks caused by the
opening of PRDs. The sensors individually monitor the facility
and transmit their decisions to a FC based on individual on
a concentration level test. Herein, a spatial aggregation is
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Fig. 4: ROC curves at different wind directions.

performed, based on GLRT and a global decision is performed.
Results have highlighted the benefit in terms of ROC with
respect to the well-known CR that does not include the knowl-
edge of the dispersion model in its design. Future directions
will include: (a) source localization, (b) sequential algorithms,
and (c) more complex dispersion models.
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Abstract—This work tackles the distributed detection & lo-
calization of carbon dioxide (CO;) release from storage tanks
caused by the opening of pressure relief devices via inexpensive
sensor devices in an industrial context. A realistic model of the
dispersion is put forward in this paper. Both full-precision and
rate-limited setups for sensors are considered, and fusion rules
capitalizing the dispersion model are derived. Simulations analyze
the performance trends with realistic system parameters (e.g.
wind direction).

Index Terms—Carbon Dioxide (CO;), Decision Fusion, De-
tection, Industry 4.0, Internet of Things, Localization, Wireless
Sensor Networks.

I. INTRODUCTION

The last decades have seen the growth of Wireless Sensor
Networks (WSNs) due to their collective, cost-effective, and
successful use in industrial & environmental monitoring appli-
cations [1]. This surge has become even more pronounced with
the rise of the Internet of Things (IoT) paradigm. In particular,
the discovery of harmful events has received large attention:
relevant scenarios include () counter-terrorism, (i) safety &
security in Industry 4.0, and (¢4¢) environmental protection [2].

In the above context, the associated inference problems
are “early” detection of an unknown source and its precise
localization [3], [4]. In this context, most of the existing
works only assume a Gaussian plume point source model
based on diffusion/advection processes, e.g. with application to
dispersion of biochemical moving sources [5], [6], localization
of atmospheric pollutants [7] and release of light gases [8]. On
the contrary, carbon dioxide (CO,) is a (heavy) gas whose
density, at atmospheric temperature and pressure, is about
1.5 larger than the air density and is present in atmosphere
at an average concentration around 400 ppm, as of today.
Nowadays, CO, finds several applications at domestic and
industrial levels [9], [10]. Unluckily, when CO; is stored, it is
possible that accidental releases occur with the main danger
of asphyxiation. Being a heavy gas, CO, does not adhere to
neutral or positively-buoyant dispersion behavior.

This research is a part of BRU21 — NTNU Research and Innovation
Program on Digital and Automation Solutions for the Oil and Gas Industry
(www.ntnu.edu/bru21).

For bulk storage, CO, is typically stored as liquid in
insulated tanks' (see Fig. 1), usually equipped with systems
to limit the internal pressure, namely pressure relief devices
(PRDs). These can be safety valves, rupture disks, or their
combinations. PRDs are designed in accordance to interna-
tional or national standards to protect the vessel when the
internal pressure exceeds the maximum allowable working
pressure (MAWP). The causes of overpressure may be several,
ranging from process upsets to external fires. In any of these
cases, the PRD must release the flow rate necessary to avoid
dangerous pressure build-up inside the tank. In such cases,
however, the consequences of PRD activation can still be
harmful to human life and accurate detection of these critical
events should be performed leveraging WSNs.

To this end, an industrial IoT setup with inexpensive sensors
and the possibility of leveraging collective (cloud-based) ana-
Iytics to obtain improved performance (and global awareness
of the monitored plant), represents an enabler for this problem.
However, due to their stringent bandwidth and energy con-
straints needed to ensure long-lasting lifetime of IoT nodes,
sensors are usually constrained to send extremely-compressed
versions of their measurements to a Fusion Center (FC). For
such a reason, the localization of diffusive sources via WSNs
has shifted toward the adoption of binary sensors [12], [13].

Accordingly, the contributions of this work are as follows.
We model the release of CO, from PRDs via a set of
analytical relationships desumed from the well-known Britter
& McQuaid (B&M) empirical model, which overcomes the
usual (manual) nomogram inspection. Also, our formulation
accounts for the unavoidable fluctuations in the concentration.
The sensors measure the concentration at their location and
report only one bit to the FC, targeting an industrial IoT setup
with cheap small-battery sensors. Since the activated PRD is
unknown, the FC is in charge of performing decision fusion
by tackling a composite hypothesis testing. For the mentioned
reason, a generalized likelihood ratio (GLR)-based fusion rule

IStorage temperature is below ambient temperature, typically €
[—30, —20]°C with corresponding pressures of € [14.3,19.7] bar [10], [11].



is devised [14] and compared with a GLR counterpart based on
full-precision measurements and the Counting Rule (CR) for
the detection task. Once a PRD opening is detected, we also
address the localization task to infer its position accurately,
with the aim of speeding up maintenance operations (and thus
diminish associated costs). In such a context, the raw/one-
bit Maximum Likelihood Estimator (MLE), the centroid and
Center of the Minimum Enclosing Circle (CMEC) estimators
are compared. Detection & localization approaches are also
compared in terms of the complexity involved. Simulation
results highlight the need for including a realistic CO; release
model within the design of fusion rules in both tasks.

The rest of the paper is organized as follows. Sec. II de-
scribes the system model considered, whereas Sec. III and IV
introduce the proposed decision fusion approach for detection,
while Sec. V focuses on localization strategies. Sec. VI gives
an overview of the computational complexity of the proposed
algorithms. Our approach is then numerically validated on a
real case study in Sec. VII. Finally, Sec. VIII ends the paper
with some research prospects.

Notation — Bold letters denote vectors; (-)7, and || -|| denote
transpose and Euclidean norm operators, respectively; a, E(a),
Var(a), E(al|b), and Var(a|b) denote an estimate of the random
variable a, its expectation, its variance, its conditional expecta-
tion given the random variable b and conditional variance given
b, respectively; Pr(-) and p(-) denote probability mass func-
tions (pmfs) and probability density functions (pdfs), while
Pr(-|-) and p(-|-) their corresponding conditional counterparts;
F,(-) is the cumulative distribution function (cdf) of the
random variable @ and Fy,(-) is its conditional counterpart
given the random variable b; Gamma (v, 3) denotes a Gamma
distribution with shape « and rate 3; B(p) denotes a Bernoulli
distribution with parameter p; I'(-) is the Gamma function;
the symbol ~ (resp. apl{ox’) means “distributed as” (resp.
“approximately distributed as™); finally O(-) denotes the big
O notation.

II. SYSTEM MODEL
A. Wireless Sensor Network Model

The examined industrial facility consists of M vessels
containing a heavy gas and their respective PRDs, where the
mth PRD is located at (two-dimensional) position h,, =
[hml th}T. The plant is monitored by K concentration
sensors with the kth sensor in position @ = [zx1 xkg}T
The K sensors individually assess the absence () or pres-
ence (1) of a gas dispersion by measuring the local gas
concentration y; and reporting their local decision dj = i,
if H; is declared as reported in Fig. 2. Binary decisions are
spectrally-efficient, as only 1-bit communication is required on
the communication channel between the sensor and the FC,
as well as being energy-efficient when OOK is employed [2],
[15]. The vector of local decisions d = [dl dK}T is
acquired by the FC that processes it and takes a global decision
H € {Ho,H1}. When H = H;, the FC also provides an
estimate m € {1,..., M} of the PRD declared as the source.

Fig. 1: Scheme of the tank and its PRD with the corresponding
thermodynamic conditions.

Sensor k .
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Fig. 2: Wireless Sensor Network Architecture.
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As a comparative tool, the WSN is also examined in the

case in which the FC acquires full-precision measurements
T

y= [yl yK} from the sensors.

B. Dispersion Model

The heavy gas dispersion model here used is based on the
well-known Britter & McQuaid Model (B&M) for continuous
releases [16]-[21]. Such method, however, is based on the
reading of a nomogram which prevents its utilization on a real-
time basis by the FC. To this end, in this work we present a set
of equations substituting the nomogram whose output is the
value of the average molar fraction concentration at the kth
sensor when the mth PRD is open, namely ¢, (0 < ¢ <
1). More specifically, we provide the following map F:

Ck,m = F (wlw hwu va Pms Cm; Vm ) D'm,-, Tarim Pair, U, 9‘7> 5
(eY)
where T,,, pm, Cm, and Vm are the temperature, density,

concentration, and volumetric flow rate (respectively) of CO,
at release condition from the mth PRD, whose diameter is



denoted with D,,,; T}, is the atmospheric temperature; p;, is
the density of air at T,,; finally v and ¢ are the wind speed
at a height of 10 meters” and its direction® (respectively). We
now detail the mapping in Eq. (1) via the constituting set
of relationships (and corresponding assumptions) reported in
what follows.

1) Thermodynamic Properties: Inside the tank correspond-
ing to the mth valve, there exists a CO, liquid-vapor equilib-
rium at a certain pressure P,(,/l") > P and the correspond-
ing saturation temperature T,(,i") = Tyur (Pg,n )P. When Py(,i")
reaches the set pressure, the device opens, releasing the gas
phase in atmosphere. At this point a Joule-Thompson process
occurs with a consequent (isenthalpic) expansion and cooling
of the gas*. At release condition, the gas will be at temperature
T, pressure Py, and density p,,. The values of T, and p,,
can be obtained through an appropriate equation of state (EOS)
using T and P as inputs (see Fig. 1).

2) Applicability Criteria: The B&M model is meant for
continuous release of heavy gases, so it is vital that the
following criterion is met to consider the release “dense
enough”:

/7 2770.5
\%4 )
Im Zm_ > 3375 %107, @
u2-
where ¢/, = g (pm — Pair) /Pair @and g is the gravitational
acceleration.

Some limitations potentially affecting the accuracy of the
model are:

o The release is assumed to be at ground level;

o The calculated concentrations are at ground level;

o The concentration in the cross-sectional area of the gas

plume is assumed uniform;

« Jet due to a high-velocity release is not modeled;

« Obstacles are not modeled;

« Concentrations at low distances from the source have

higher prediction error.

3) Change of Coordinates: All sensor positions must go
through the change of coordinates represented in Fig. 3.
This is because B&M centers the coordinate system at the
source point with the first coordinate pointing downwind. The
following rototranslation assumes that the vectors x and h,,
are obtained from a map following the north-up standard map
orientation. The following equation describes how to obtain
this change when the mth PRD is open:

—cosp

a" = {_ sin g )
—singp

cos

:| (wk - hm) ) (3)
4) Dimensionless Quantities: Two quantities relative to the
mth PRD must be calculated to perform B&M:
Ving, AN
Lm:%7 m_< m5m> . 4)
u u

2If wind speed is available at a different height, several conversion methods
are available [19].

3Wind blowing from north: 0° (360°), east: 90°, south: 180°, west: 270°.

4We neglect possible formation of liquid or solid during this transformation.
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Fig. 3: Representation of the change of coordinates.

5) Concentration Ratio Calculation: The following proce-
dure is intended to provide the concentration ratio in the whole
monitored area:

fkﬂru I](CT) >0A ‘127270‘ < kaﬂ

— =<1 m)

—Zy,, < wgl) <OA ‘IECZ

m

<R

= LWk m

0, otherwise

(6))

where x,, is the upwind distance, Ry, . is the downwind
radius, and Ry, . is the upwind radius:

Do

+2Lm~,

©)
()

®

where Ry, = D,, + 8L,,. Note that Eq. (8) implies an ellip-
tical upwind dispersion. An overview of the main geometrical
dimensions can be seen in Fig 4.

6) Downwind Concentration Ratio: B&M’s nomogram
provides a graphical way to obtain the downwind concen-
tration ratio, fj,,. The following procedure allows us to
analytically approximate such value:

fk,m
o Sm <0.2
= (G = 30m) i+ Gom =) S0 02<0m <1,
2
Ii,7>n7 ¢m 2 1
(©)]
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Fig. 4: Main geometrical dimensions used in B&M model.

where the functions f,gl and f, 2) are defined as follows:

-2 .
(0, 230625 (o) Viu

2 my) 198 ~0.39
0, 240139 (a) VAT, 0 a0)

At low values of mggl), Eq. (9) might result in fg ,,, > 1,
which is a wrong result generated by an excessive extrapola-
tion from the original nomogram. Therefore, we provide the

following correction to be applied to the result of Eq. (9):

fk,m
fk,m +1

7) Isobaric Transformation Correction: Finally, one last
correction is necessary as the gas, once in contact with
the atmosphere, begins a heat exchange (since T, < Tuum)
resulting in a temperature increase and expansion, therefore
decreasing its concentration:

an

— fk.rn .

Ck,m
Ck,m + (1

Tgw '~ Chom > a2

(/km)T

where T,,, and T, are expressed as absolute temperatures.
Eq. (12) implies an ideal gas behavior and a thermal equilib-
rium at any z;"”.

C. Signal Model

When a PRD opens, the released gas affects its value of
concentration in the surrounding environment. The following
equations describe the signal sensed by kth sensor in terms of
concentration (yx) in the case of normal operations (hypothesis
Hop), and in the case of an open PRD (hypothesis H1):

{Ho DYk = wy

) (13)
Hi: Yk = Chm - §k + Wk

where wy ~ Gamma (fj—i, V%) is the concentration present
in the environment in normal conditions with b as its mean
value and v as its standard deviation. cg ,, is the mean
value of concentration contribution where the kth sensor

is located due to the opening of the mth PRD. Finally,

& ~ Gamma (w2, w™?) represents the fluctuation around the

value of ¢y, wWhere w is the relative mean fluctuation [22].
Due to the spatial separation of the sensors, it is assumed that
&,’s and wy,’s are both statistically independent. From Eq. (13),
one can notice the following properties:

E(yr|H1;m) = ceom + b, Var(yg|Hi;m) = wzci,m +12
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However, treating p(yx|H1;m) is not trivial, as it is the sum
of two Gamma distributed random variables. Therefore, to
simplify the the resulting algorithm, the sum of two indepen-
dent Gamma random variables is approximated with a Gamma
random variable with expectation (resp. variance) obtained
as the sum of the expectations (resp. variances) of the two
original variables (proof of validity in [23]). Consequently,
during the development of the detectors, the distribution of
the signal will be approximated with the following:

yi|Ho ~ Gamma (a(®, 3(0) s
ye[Hasm PO (il <alg13n’ 1517)11) ) 15)
where (0 £ ,[:i;, pO & ,,%, aﬁfﬁn 2 %’ and
/3“) £ % Note that such approximated pdf becomes

the actual pdf in case ¢, = 0 when H; is true.

III. LOCAL DETECTION

As a consequence of Eq. (15), we can write the likelihoods
of a sensor measurement:

(e

Note that p(yx|H1), oV, and B are always referred to as

(1) _ ), .
Pl H) =5 e A% e 0,1}, (16)

p(yr|H1;m), aé zn, and ﬁk .+ Tespectively, to emphasize the

dependency on the sensor and the source.

One should also keep in mind that Eq. (16), for ¢ = 1, is an
approximated pdf, and that such approximation will propagate
throughout many of the equations in the rest of the work.

At a local detection level, the log-likelihood ratio test is
uniformly most powerful (UMP) in a local sense having the
following explicit expression for the test statistics:

lnpi(ykml;m) :( ) lnﬂ(l) —a® 1n3(0))

P(yrlHo)
- (111F (a,(cler) —InT <a<0)))

+ (asglfn - (1(0)) Iny, — (ﬂl(cly)n — /3(0)> "

a7
The last equation shows that an equivalent test is the following:

500 5O g
Inye ——fy——w 2 7. (18)
ak’m — a( ) dp=0

Eq. (18) shows that in order to perform a UMP test at local
level, the detector needs to know the values of (1(1) and 5, /. @
Unfortunately, these values are not available for the sensors as



they depend on the current wind speed and direction (which
change over time), as well as the unknown parameter m.
This leads to the conclusion that the test in Eq. (18) can be
substituted with a local concentration test>:

dp=1

U 2 -
dp=0

19)

Thanks to the approximation carried out in Eq. (15), it is
easy to obtain the performance of the concentration test:
Pr £ Pr(ye > y|Ho) =1 — Fy (V)

Pp i(m) £ Pr(yr > v[Hi;m) = 1= Fy5,m(7) -
The Neyman-Pearson approach is here employed to design
the threshold v by fixing the desired value of Pp, making

the choice of the threshold independent of the the unknown
parameter m and the considered sensor.

(20)
2D

IV. FUSION CENTER DETECTION
A. Input’s Likelihoods

According to the typology of input received by the FC
(either d or y), we can define two different expressions of
the likelihoods at the FC.

1) Raw measurements as input: In such case we can
combine Eq. (16) and the independence of the sensor mea-
surements in space:

K

Similarly, one can obtain p(y\'Hg) replacing p(yx|H1; m) with
p(yk|Ho).

2) Binary decisions as input: When the sensors transmit
binary decisions it is clear that dj follows a (conditional)
Bernoulli distribution:

di|Ho ~ B(Pr) , di|H1;m ~ B(Ppx(m)) .

In this case we can exploit the independence of the sensor
decisions in space:

p(y|Hi;m) (22)

(23)

Pr(d|Hi;m

K
H [Po,k(m)™ (1= Pp () ™"] .
- @4
Similarly, one obtains Pr(d|Ho) replacing Pp (m) with Pp.
B. Centralized GLRT

In the case where the sensors transmit the raw measurements
to the FC, a centralized GLRT (C-GLRT) fusion rule can be
employed:

max p( |H1;m)

A —1 m=1,...,
crormr = p(y\Ho)
H=H
_Z { yﬂ?—h 7:[ MLL) A% 1 7, 25)
p(yx|Ho) H=H,

SA local test based on the locally most powerful score test has been
obtained, however computing PDyk(m) and Pp in closed-form is not
possible.

where Me_ye is the Maximum Likelihood Estimate (MLE)
among the possible source points conditioned to #; being
true:

K

Me_vLe = drgmax Zlnp ye|Hi;m) .
m=1,..., M =1

(26)

C. Distributed GLRT

When the sensors send a binary decision, the FC can per-
form a Generalized version of the well-known Chair-Varshney
Rule, here named Distributed GLRT (D-GLRT):

max Pr(d\'Hl;m)
A C—In m=1,.
D—GLRT Pr(d|'H0)
K .
_ PD,k(mD—MLE)
= Z dy In — .
k=1 F
_ i H=M1
+ (1 —dg)ln 1= Po il -sm) Pfl)'k(?mmm)} 2 7,
—4F H=Ho
(27)

where Mp_ye is the MLE among the possible source points
conditioned to H; being true, namely:

K

Mo e = .ngrnax E In Pr(dg|Hi;m) .
m= ]\I

(28)

D. Counting Rule

The well-known Counting Rule (CR) is among the simplest
fusion rules, where the number of sensors detecting a disper-
sion is compared to a threshold:

H=H1

(R_de A> v -

H=Ho

29

V. FUSION CENTER LOCALIZATION

A. Centralized/Distributed GLRT - Maximum Likelihood Es-
timator

In such a case, the source identification is automaticAally
incorporated in the GLRT. Therefore, once obtained that H =
H1, the identified source will be M _yx as defined in Eq. (26)
for the centralized case. Analogously, for distributed GLRT, we
can identify the source with 7,_y.; as defined in Eq. (28).

B. Counting Rule - Heuristic Estimators

Unlike the fusion rules based on the GLRT, the CR does
not require the estimation of the parameter m. Therefore, a
source identification method must be developed separately. A
number of heuristic methods exist that can perform such task
when the sole available information is d and {zy},_; k.
Here we investigate the use of the Centroid Method and the
Center of the Minimum Enclosing Circle (CMEC) due to their
popularity, simplicity, and effectiveness [2], [15], [24].



TABLE I: Computational Complexity of the Proposed Algo-
rithms

Algorithm Complexity
Local Concentration Test O(1)
C-GLRT / D-GLRT O(KM)

CR + Centroid / CMEC ~ O(K) + O(K + M)

1) Centroid Method: The Centroid Method calculates the
centroid of the sensors detecting a release:

K
Z dkwk
k=1
K

> dk
k=1

However, the position . may not correspond to any of the
existing PRDs. Therefore, we infer that source point is the
closest to the calculated position:

(30)

T =

(€29)

Mepnrrom = argmin ||@e — Ay || .
m=1,....M

2) CMEC Algorithm: The CMEC Algorithm calculates the

center of the smallest circle enclosing all the sensors detecting

a dispersion. Such point (zcuec) can be efficiently computed

via Megiddo Algorithm (not reported here) [25]. Analogously

to the Centroid Method, we need to employ the same final

step to enforce the source position estimate to lie in the same
discrete set:

(32)

Menme = arg min HwCMEC - hm“ .
m=1,...,

VI. COMPUTATIONAL COMPLEXITY

Tab. I shows the computational complexity of the proposed
algorithms. It is noticeable how the local detection (when
employed) is obtained with a finite number of operations.
Moreover, we can notice that the detection methods based
on the GLRT have higher complexity than the CR (O(K M)
against O(K)), which has the further advantage of performing
the localization algorithms only when H = ;. Note that
both the Centroid Method and the CMEC Algorithm have the
same complexity O(K + M ). More specifically, obtaining &
and Tcypc (using Megiddo Algorithm) has complexity O(K),
while both Egs. (31) and (32) have complexity O(M).

VII. SIMULATION RESULTS

The results are obtained simulating M = 9 identical sources
placed in a square grid with side equal to 200 m. Such
PRDs are located in a square-shaped plant of side L = 400
m monitored by K = 8 sensors installed on the perimeter
and equally spaced. Such geometrical setup is illustrated in
Fig. 5 while the rest of the simulation parameters are shown
in Tab. II. Because of the symmetry properties of the chosen
geometrical setup, only the wind directions in the interval
© € [po,po + 45°] with ¢y € [0°,360°) can be evaluated,
all other configurations can be mapped into one of those.
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(b) Release from PRD (m = 1) and wind from north-west (¢ =
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Fig. 5: (Mean) concentration maps in a dispersion scenario.

For this reason we only considered ¢ € {0°,315°}. Because
of the presence of M = 9 PRDs, the performances are
averaged among all the release points, both in the detection
and localization stage. From Figs. 6 and 7, it is immedi-
ately observable the superiority of the C-GLRT and its C-
MLE estimator, as a consequence of directly transmitting y
rather than d to the FC. However, a centralized network
will likely show higher operating costs than a distributed
network, especially in case of frequent measurements and
transmissions to the FC. Therefore, the performance of the
centralized network is solely used for benchmarking purposes.
When considering one-bit quantization, we notice how the
D-GLRT gives better performances than the CR in terms of
detection (higher probability of detection given a fixed prob-



1
=
=
=4
/7 /
7 7

0.8} oo i
a $ .,
g
t e 4
£ 06 L7 P
= g //
2 14 ’
£ ! ‘
B 04+ / 7 q
< 1 7
é » 7

7 /7

=9 , A

0.2} ’ ]

-t -7
-
o0~ 7
.
0 -=-@ L L
101 1072 102

Probability of False Alarm

(b) Wind from north-west (¢ = 315°).

Fig. 6: ROC curves at different wind directions.

1 =
»
4
0.8 - /” /' 4
4 4
4
8 A
B 4 ’
< 06] & i
[=) o ’
= ® /
’
P ” o,
= / ’
% 041 ‘I , Bl
= 7
=}
E 4
0.2} - -2
. - 5
s -7
¢ 2 -
- -
0 [*--e
104 1073 102
Probability of False Alarm
(a) Wind from north (¢ = 0°).
0.6
——C-MLE
ST - - o —-¢- D-MLE
0.5+ S~ -o- CMEC |4
S~ —-o- Centroid
e -
0.4} < b
ee-e--—T" "7 7 Te~o
] ~e o __
~ -
51} 0.3 F 4
=
~ 06— - =00 —® 0000 - — -00- 8 600 — — <
02|~ ¢ )
0.1F 4
0 L L - L
1074 1073 102 107! 10°

Probability of False Alarm
(a) Wind from north (¢ = 0°).

0.6
——C-MLE
-¢- D-MLE
0.5+ -o- CMEC |
—-o- Centroid
——--o
—i e AT <l
04l CI=z=zg8I--_g i
e~ ~ -~
- - - >
~ PR -
@ 03L -~ _ —]
= _ _ -
= PURPE 2 i #0- - 40
0.1} |
0 L - L - L
104 1073 102 107! 100

Probability of False Alarm
(b) Wind from north-west (¢ = 315°).

Fig. 7: Localization performances at different wind directions.

ability of false alarm in the whole ROC space), highlighting
how a model-aware design of the FC outperforms a heuristic
design (since the CR can be used with no knowledge of
the signal model). The localization performance follows a
similar behavior showing how the D-MLE, in terms of root
mean square error (RMSE), approaches the C-MLE, while
the Centroid and the CMEC methods give worse results. In
particular, the Centroid method gives typically the highest (i.e.
worst) RMSE values. Nevertheless, an inversion of this trend
can be seen in Fig. 7b: however, this holds only for values
of probability of false-alarm higher than 0.057. From Fig. 7
it is evident how the 1-bit quantization makes it impossible
to obtain a perfectly monotonic behavior of the RMSE as
function of the probability of false alarm. On the contrary,

the centralized configuration shows that lowering the detection
threshold makes the system process less informative measure-
ments, reducing the localization accuracy. While this tendency
is somehow followed also by the D-MLE (some fluctuations of
the RMSE are present among neighboring thresholds), a more
unpredictable behavior is shown by the Centroid and CMEC
methods. Ultimately, it is important to notice that while the CR
allows only K thresholds, the D-GLRT allows (2K — 1) M
thresholds, making it easier to tune the system to a desired
false alarm rate®, unless a randomization procedure is applied.

9The number of thresholds does not include those represented by the upper-
right and lower-left corner points of the ROC curves.



TABLE II: Parameters used for the simulation

Parameter Value Note
Cm 1 Vm, pure CO;
" 253 K Vm, [11]
Tm 219 K Vm, Soave-Redlich—-Kwong EOS [26]
Tutm 293 K -
P,(,'L") 19.8 bar vm
Pam 1.0 bar -
Pm 2.48 kg/m3 Vm, Soave-Redlich—-Kwong EOS [26]
Pair 1.20 kg/m3 [27]
u 1m/s -
Vin 0.5312 m?/s Vm
D 17.98 mm Vm
b 400 ppm -
v 200 ppm -
w 1 -
o' 985 ppm from Eq. (20) with Pr = 0.05

VIII. CONCLUSIONS AND FUTURE DIRECTIONS

In this work, we addressed the distributed detection (via
a WSN) of CO, release from storage tanks caused by the
opening of PRDs and localization of the corresponding ac-
tivated PRD. The sensors individually monitor the facility
and transmit their decisions to a FC based on an individual
concentration level test. Herein, a spatial aggregation is carried
out based on GLRT and a global decision is performed. Results
have highlighted the benefit in terms of ROC with respect
to the well-known CR that does not include the knowledge
of the dispersion model in its design. Similar benefits have
been observed for MLE-based estimators as compared to naive
alternatives based on CMEC and centroid approaches. Future
directions will include: () sequential/quickest detection setups
and corresponding localization techniques, (i) the combined
adoption of quantization with censoring techniques [28], (7%)
more complex dispersion models, and (iv) the use of channel-
aware techniques [29].
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Abstract—This work addresses the problem of detecting gas
dispersions through concentration sensors with wireless trans-
mission capabilities organized as a distributed Wireless Sensor
Network (WSN). The concentration sensors in the WSN perform
local sequential detection (SD) and transmit their individual deci-
sions to the Fusion Center (FC) according to a transmission rule
designed to meet the low-energy requirements of a wireless setup.
The FC receives the transmissions sent by the sensors and makes
a more reliable global decision by employing a SD algorithm.
Two variants of the SD algorithm named Continuous Sampling
Algorithm (CSA) and Decision-Triggered Sampling Algorithm
(DTSA), each with its own transmission rule, are presented and
compared against a fully-batch algorithm named Batch Sampling
Algorithm (BSA). The CSA operates as a time-aware detector
by incorporating the time of each transmission in the detection
rule. The proposed framework encompasses the gas dispersion
model into the FC’s decision rule and leverages real-time weather
measurements. The case study involves an accidental dispersion
of carbon dioxide (CO,). System performances are evaluated in
terms of the receiver operating characteristic (ROC) curve as
well as average decision delay and communication cost.

Index Terms—Wireless Sensor Networks, Sequential Detection,
Distributed Detection, Industry 4.0, Gas Dispersion.

I. INTRODUCTION

IRELESS SENSOR NETWORKS (WSNs) have be-

come increasingly popular for monitoring applications
in the past decade: a trend that was amplified with the
emergence of the Internet of Things (IoT) paradigm [3]. One
area of interest has been the detection of harmful events,
with applications related to (7) security, counter-terrorism, and
defense [4], and (i7) safety and environmental protection in
Industry 4.0 [5], [6].
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More specifically, WSNs are typically composed of low-
cost devices monitoring the surrounding environment. Due
to stringent bandwidth and/or energy constraints (e.g. to
ensure the long-lasting lifetime of IoT nodes), sensors are
usually required to send extremely-compressed versions of
their measurements to a Fusion Center (FC) which collects
and analyzes the data for a final decision. For this reason,
the detection of diffusive sources in safety-critical systems via
WSNs has shifted toward the adoption of binary sensors [7],
[8]. In such scenarios, the FC generates an alarm if an adverse
event is detected, triggering appropriate actions to mitigate the
consequences. This is particularly relevant to manufacturing,
energy, and process industries, where equipment malfunctions
can put workers and the environment in danger, as well as
result in unplanned shutdowns, high costs, and lost revenue [9].

In this context, the associated inference problems involve
the early detection of uncooperative sources, such as the
loss of containment of fluids in the process industry (in
gas and/or liquid form). The detection of heavy gases is
among the most relevant problems, as heavy gases do not
adhere to neutral or positively-buoyant dispersion behavior
and tend to spread along the ground, with the further threat of
asphyxiation induced by the displacement of air, resulting in
low oxygen concentrations. In these industrial scenarios, it is
of utmost importance to accurately detect such critical events
as quickly as possible. An additional source of complexity
must be taken into account in case the gas of interest is
commonly found in the atmosphere: this can sensibly decrease
the detector’s performance. To this end, an industrial IoT
setup with inexpensive sensors and the possibility of exploiting
real-time weather data as well as the integration of the gas
dispersion model represents an enabler for this problem.

This work addresses the sequential detection (SD) of gas
dispersion using a network of wireless concentration sensors,
focusing on gases with a non-null atmospheric concentration
in normal conditions. Performance evaluation is carried out on
a simulated dispersion of heavy gas. More specifically, in this
study, we adopt the SD framework with the aim of achieving
higher accuracy and lower detection time with respect to a
fully batch approach. In SD the observations are processed
one at a time, and a decision is made after each observation
to either declare the presence or absence of the event of interest
or continue with the detection process.
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A. Related Work

Several methods for gas detection have been developed
assuming a Gaussian-plume point-source model based on
diffusion/advection processes (not suitable for heavy gases) or
direct use of Fick’s laws of diffusion (not suitable for complex
systems), e.g. with application to dispersion of biochemical
moving sources [10], [11], atmospheric pollutants [12] and
release of light gases [13]. Also, in order to deal with the
vague prior, importance sampling was implemented using
the progressive correction technique in [14]. The algorithm
showed good performance in terms of both localization and
estimation accuracy. An interesting feature of this approach
is that system-level performance can be controlled by a local
detection threshold. Other novel methods rely on neural net-
works for plume tracking [15]. However, such works neglect
the detection task and directly focus on the characterization of
the dispersion which is facilitated by the use of a centralized
sensor network.

Nevertheless, the current literature lacks studies on the use
of WSNs for the detection of gases with a non-null atmo-
spheric concentration in normal conditions, e.g. carbon dioxide
(CO,) whose current average concentration in the atmosphere
is around 400 ppm. Most of the above-mentioned studies focus
on the detection of gases that are not commonly present in
the atmosphere, leading to amplified signal-to-noise ratios.
Some preliminary investigations have attempted to fill this
gap by demonstrating that the use of a model-based algorithm
implemented through a WSN can improve performances in
contrast to a model-free algorithm (i.e. the implementation of
a counting rule on the received binary decisions) [1], [2]. This
study builds upon these initial inquiries by incorporating the
issue of early detection, achieved through the implementation
of a SD approach.

Event detection can be tackled with multiple approaches.
Distributed detection via WSNs using batch decision rules
is a mature area of research [16]-[20]. SD (also known as
sequential analysis or sequential hypothesis testing) is a well
known framework popularized by Wald with the sequential
probability ratio test (SPRT) [21], [22]. The optimality of
SPRT allows achieving faster online decisions with respect to
traditional barch detectors requiring a fixed sample size before
decisions can be made via the likelihood ratio test (LRT) [23].
A complete overview of SD can be found in [21], [23], [24].

SD via WSNs has been explored in the last decade, but
still remains an open research topic. In [25], an architecture
was proposed where both the sensors and the FC perform
sequential detection with sensors communicating their respec-
tive local decisions to the FC. Such a setup was proven to
have asymptotically equivalent performance to the centralized
counterpart in specific conditions. A higher-performance alter-
native was presented later in [26], grounded on the assumption
that the observed signal is a sampled version of a contin-
uous stochastic process with continuous paths. Other works
(e.g. [27]) applied the distributed SD paradigm to develop
spectrum sensing schemes for cognitive radio networks explor-
ing quantization strategies. Practical aspects such as imperfect
reporting channels (between sensors and FC) and requirements

for reduced energy consumption were considered in [28], [29].
Recent works have focused on alternative tests than the SPRT
to be used in WSNss, as the exact knowledge of the distribution
function of the signal in the alternative hypothesis is often
missing. Therefore, for a composite hypothesis test suitable in
WSNs, a generalized sequential probability ratio test (GSPRT)
was studied in [30].

Truncated versions of sequential tests have been explored in
order to bind the decision time that might otherwise become
undesirably long. When applied to one-sided tests, they are
usually referred to as truncated one-sided (TOS) tests. A solid
overview of truncated tests can be found in [24]. This option
was firstly explored for SPRT and GSPRT in [31], and recently
adopted in combinations with other tests. More specifically,
truncation was applied to the repeated significance test in [32],
to the random distortion test in [33], and finally to a FC
performing the score test in the context of detection of a non-
cooperative moving target in [34], [35].

B. Contribution and Paper Organization

This work investigates the use of a WSN made of con-
centration sensors in an industrial IoT setup with inexpensive
small-battery sensors for gas detection purposes. First, we
introduce a fully-batch algorithm, named Batch Sampling
Algorithm (BSA), characterized by a fixed sample size at
both sensors and FC. Next, with the goal of reducing the
detection time, we propose two fully sequential algorithms.
In the proposed strategies, each sensor measures the local
concentration and takes a local decision via SD regarding the
presence or absence of a gas dispersion. A transmission rule
is present to regulate the communication from the sensors to
the FC. Next, the FC, based on the transmissions received by
the sensors, performs a global decision taking advantage of
updated weather measurements and the integration of the gas
dispersion model in the detection rule.

The first proposed method, named Decision-Triggered Sam-
pling Algorithm (DTSA), has the FC sampling the sensors’
transmission only when local decisions are taken. The second
proposed method, named Continuous Sampling Algorithm
(CSA), requires the FC to continuously monitor the trans-
missions from the sensors (which also encodes the temporary
lack of a local decision). In the CSA, at each instant, the FC
updates a test statistic based on the transmission values and
the time elapsed since the last sensors’ decision, resulting in
a time-aware algorithm.

This work presents new advances in the field of industrial
monitoring as listed in the following:

« The study is based on the integration of the gas dispersion
model into the design of the FC;

o The proposed methods make use of externally-available
measurements from weather stations (e.g. wind measure-
ments);

o The sequential nature of the proposed methods allows
to reduce the detection time and removes the limitation
imposed by a fixed number of samples needed to take a
decision;
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o The introduction of a transmission rule tailored for se-
quential binary local detectors allows for reduced energy
consumption in the case of CSA.

This work further explores the use of WSNs for gas
detection via the integration of the dispersion model within
the detection algorithm previously presented in [1], [2]. In
these earlier works, we compared the well-known model-free
counting fusion rule with a model-aware generalized Chair-
Varshney fusion rule, proving the benefits of such implemen-
tation. The further contribution given by this work is the
extension from a single-sample detection to a SD approach.

The remainder of the paper is organized as follows: Sec. II
provides a system overview, focusing on the WSN archi-
tecture and the signal model (including the gas dispersion
characterizations); the batch approach is described in Sec. III;
the proposed sequential algorithms are described in Sec. IV,
focusing on both sensors and the FC; Sec. V discusses the
performances of the local sequential detectors in terms of
accuracy, and decision delay; the computational complexity
and the communication costs are discussed in Sec. VI; nu-
merical results of the considered case study are presented in
Sec. VII; finally, conclusions and further works are addressed
in Sec. VIIIL

C. Notation

Uppercase (resp. lowercase) bold letters denote matrices
(resp. column vectors); [-|* denotes the transpose operator;
G is an estimate of the variable a; E(-), Var(-), Cov(-,-)
denote expectation, variance, and covariance; P(-) and p(-)
denote probability mass functions (PMFs) and probability
density functions (PDFs), while P(+|-) and p(-|-) their corre-
sponding conditional counterparts; in particular, E;(-), P;(-)
and p;(-) denote the expectation, the PMF, and PDF, respec-
tively, under the hypothesis H;, with j € {0,1}; Ly(a) £
In[P;(a;0)/Po(a)] is the log-likelihood ratio where the de-
pendence on the parameter § is highlighted; ¢/(a,b) denotes
a continuous uniform distribution with minimum value a and
maximum value b; N'(p, X) denotes a multivariate Gaussian
distribution with mean g and covariance matrix 3; Q(-) is
the complementary cumulative distribution function (CCDF)
of the standard normal distribution; J, 5 is the Kronecker delta;
finally O(-) denotes the big O notation.

II. SYSTEM MODEL

What follows is the overview of the distributed WSN under
consideration, followed by the characterization of the signal
measured by the sensors.

A. Wireless Sensor Network Model

The scenario consists of a distributed WSN comprising K
static sensors and its task is to assess the global absence
(Ho) or presence (Hi) of a gas leak within the monitored
environment (a schematic representation is given in Fig. 1)l

I'The possibility of incurring faulty sensors is not taken into account as it
is outside of the scope of the present work. Fault detection and identification
techniques based on data-driven philosophy could be readily incorporated in
the proposed approach [36].

{Ho, H1} ={I=0,1>0}
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Fig. 1: Wireless Sensor Network Architecture.

Such a dispersion is characterized by its position 6 and
intensity /. For the kth sensor (k = 1, ..., K), the location and
the measurement of gas concentration at discrete-time ¢ € N*
are denoted by x, and yF, respectively. Each sensor computes
a test statistic on the above-mentioned signal and assesses
the local absence (Ho) or presence (H;) of an anomalous
excessive gas concentration. For the sake of convenience, we
assumed the sensor to have the same sampling frequency
and to be perfectly synchronized. In the algorithms under
study, when a sensor makes a decision, it immediately starts
a new detection instance until the FC takes a global decision,
allowing the FC to receive multiple decisions from a single
sensor. The global decision exploits the integration of real-time
weather data as well as the dispersion model of the gas.

When the BSA is employed, each sensor takes a decision
after a fixed number of measurements. At each instant, each
sensor sends a transmission value 7F = 1 (resp. 7F = —1)
to the FC if #H; is declared (resp. Hp), or Ttk = 0 if the
sensor has not finished collecting its fixed number of samples.
Specifically, when Tf = 0, the sensor does not transmit a
physical communication to the FC. At a predetermined time,
the FC takes a global decision H € {Ho,H1} computing a
test statistic on the received values { TF |Tf| = 1}]“ .

In the newly proposed methods (DTSA and CSA), both the
sensors and the FC make use of SD, with the aim of reducing
the decision delay obtained in the BSA.

In the DTSA, the sensors send a transmission value to the
FC after completing a sequential test, i.e. not at predetermined
times, unlike in the BSA. Here, at each ¢, the FC performs a
test on {Ttk : |Tf| = 1}k and takes a global decision.

In the CSA, each individual sensor transmits a bit Ttk =1
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(resp. 7'[“ = 0) to the FC if H; is locally declared (resp. if Ho
is locally declared or if the sensor has not reached a decision
yet). In addition to being spectrally efficient, as only one bit is
transmitted on the communication channel between the sensor
and the FC, such a system is highly energy efficient when
OOK modulation is employed for communicating the local de-
cisions [5]. Moreover, at each ¢, the FC sequentially performs a
time-aware test on the transmission values {Tf, af} 4> Where
aF is the number of instants passed since the last decision
made by the kth sensor.

In this work, we assume a perfect communication channel
between sensors and FC.

B. Signal Model

The statistical model of the measured gas concentration yy,
depending on the corresponding hypothesis, is the following:

ck =k
{7—[0. Yy = wy

o . Y
Hi: yf =cp+wf

(€3]

where w} ~ N (ux,02) represents the gas concentration

present in normal operating conditions in the surrounding of
the kth sensor [37], where the values of p and o,% are both
known. The values of {i}, and {07}, can be estimated by
calculating the sample mean and sample variance from a set of
measurements acquired in normal operating conditions (Hg).
Also, ¢, > 0 is the observed excess gas concentration resulting
from dispersion, here assumed constant in time since this work
deals with steady-state dispersions.

In this work, we assume that the measurements collected
by the same sensor {yf} , are i.i.d., while the measurements
collected by different sensors {y} } . are independent, with
distributions that vary depending on {cy},. This assumption
arises from Eq. (1) and the treatment of {w{“}”c as iid.
variables. Although this treatment simplifies reality, assuming
null space and time correlation in the modeling of {wf} o1 can
be justified by ensuring adequate spatial separation between
the sensors and a sufficiently low sampling frequency. A low
sampling frequency results in auto-covariance values domi-
nated by lower-frequency components. Moreover, accurately
predicting these lower-frequency components in the atmo-
spheric fluctuation of the concentration of the gas presents
significant complexities. Therefore, we chose to simplify the
model by excluding them [20], [38]. Hence, the distribution
of yF is:

{Ho: yr ~ N (px,0}) )

Hi: yf ~N (e + ek, 02) ’

where the value of ¢y, is the result of a dispersion phenomenon.
There is extensive literature on how to obtain the value of ¢,
due to its industrial safety applications. We assume:

cx = F(zp, A, B,C) 3)

where A is the set of all unknown variables such as the
release position (@), and the intensity (I); B is the set of
variables whose value is known and constant in time, once
the variables in A are fixed. B includes variables such as

temperature, density, initial concentration of the release, as
well as morphological properties of the area. C is the set
of variables that can be considered independent from the
variables in A and x;, and whose value is known via real-time
measurement. This set includes the meteorological parameters.
The values of the variables in B are set by exploiting the
knowledge of the monitored environment, while those in C
require real-time meteorological data. For the case of a release,
the most important variables belonging to A are 8 and I, hence
once xy, 0, and I are fixed, and the variables in B and C are
available, the value of ¢; can be unequivocally determined.

III. BATCH DETECTION

This section is dedicated to the BSA which relies on
fixed sample size at both sensors and FC levels for the
detection task. This algorithm is designed for a FC that is
able to compute ¢ via the map in Eq. (3) once the unknown
dispersion variables belonging to A have been fixed. ¢ is
written as ¢ (6, ) to emphasize the unknown variables. The
other variables in Eq. (3) are known and constant throughout
the detection procedure. Real-time weather data and, possibly,
physical knowledge of the monitored area are necessary to
determine the variables in 5 and C. The considered archi-
tecture requires solving a maximization problem: we assume
grid-search optimization.

Specifically, the kth sensor will take a local decision after
collecting 7; samples, after which it restarts a new detection
instance. As a consequence, each sensor is characterized by a
deterministic stopping time corresponding to the mth decision
t’fn = mT}. For the model described in Eq. (1), the likelihood
ratio test (LRT) is uniformly most powerful, resulting in each
sensor calculating a statistic AF with the following form?:

A PUR
A7 Z(yi‘—uk)—{m

i=1 (t—1)

t=1
+AE t>1

>

“

where \F £ yF — ;.. This leads to the following decision rule:

: k k
JF 2 Hy, if AmT;C - A(mfl)Tk > Yk
" Ho, otherwise '

(6))

with 7y as a local test threshold. The probability of false alarm
(PL) and detection (P%(cy.)) of the local batch detector are
the following:

Pp & Po(dy, = Hy) =Po(df =H)

—Py(AE > ) =0 — .
o (A% > ) Q(\/W),

Elen) 2Py (@ =) — of e Trck 6
Pp(ck) 1(dy, = Ha) Q(\/W ,  (6)

where we exploited the fact that {A’fnn — A?m—l)Tk }
ii.d., and therefore we chose m = 1.

are

m

t
2The LRT statistic can be simplified into > yf However, we prefer using

i=1
the above-mentioned statistic to ease the comparison with the DTSA and CSA.
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To prove that the above-mentioned elements are i.i.d., it is
sufficient to say that, since {yf}l are i.i.d., the same applies

to the disjoint subsequences yé?m_l)TkH, . ,yf;ln . This
m

means that the set of statistics computed over these subse-
mTr
quences, expressed as > Ak
i=(m—1)Tp+1 m
i.i.d. elements. Finally, by applying the definition of A¥ from
Eq. (4), we can conclude that the elements in the sequence

, also consist of

k k .
A — A(mfl)n}m are i.i.d. as well.

At each instant ¢, the kth sensor sends a transmission value
to the FC according to the following transmission rule:

+1, ifIm:t=mTp A d¥, =H,
—1, if3m:t=mTp AdE,=Ho, ()
0, otherwise

Ty =

with 7 = 0 indicating the absence of physical communication

from the sensor to FC during the sensor’s fixed decision period.
At predetermined time 7, the FC takes a global decision

employing a GLRT statistic A® on the local decisions:

,}’_ié Hl:
Ho,

it AP > 4+

otherwise

®

with v* as a global test threshold. Since the statistic is a func-
tion of the local decisions having known fixed decision delays,
it is recommended to set 7* so that 3k,a € N* : T* = a T}.
In order to calculate A®, the FC has to keep track of the
transmission times t%,:

tho=inf{t >t} _, :|rf| =1}, th=0. )

Specifically, A" is a statistic on the received local deci-
sions, which translates into a test on the transmission values

=1},

AR 2 max{[ng ({Ttk : |Ttk| = 1}1957’*)}
0.1 1<Sk<K
K M.

k
= max .
naxd > D Lo ()

k=1 m=1

(10)

*

where M, £ Y |Ttk| is the number of local decisions taken
=1

by the kth sensor up to time 7 *. In particular, Lg s (Ttﬁ > has
the following form: '

e In ZBEHOID ik = 41 o
0,1 Ttk>: _pk (e, T
In L Pfigés,m . if Tt%:‘” -1

IV. SEQUENTIAL DETECTION

In this section, we explore the CSA and DTSA. First, we
examine the SD algorithm at a sensor level shared by both
architectures. Next, we outline the algorithm at the FC level
in the two different methods.

A. Local Sequential Detection

Each sensor performs SD on the hypotheses in Eq. (1).
Eq. (2) highlights that the test has to be one-sided since
{Ho,H1} correspond to {c; = 0,cx > 0}, respectively. For
this task, we compute the GSPRT statistic, where the parame-
ter ¢y, in the log-likelihood ratio is replaced with its maximum

t
likelihood estimate C, ; = % > y¥ — p. This results in the
i=1

same statistic A¥ already introduced in Eq. (4).

The GSPRT, analogously to the generalized likelihood ratio
test, is asymptotically non-negative for one-sided hypothesis
testing problems, thus the use of a negative threshold is
unfeasible. To overcome this issue, we resort to a TOS test
by establishing the maximum amount of time 7 between two
consecutive local decisions that the kth sensor can take in order
to declare H;, otherwise, Hg is declared. Denoting 7 as a
positive local threshold and the time at which the sensor takes
the mth decision with ¢, the mth stopping time is defined as
the following:
th & min{inf{t > th

“m—1

: Af — Afk

“m—1

> ’Yk}vtlfn—l +77«}
t
=mindinfdt >tk 0 > N>y bk 4 Tg,
i:tvknq‘*'l
(12)

with t§ = 0 and A§ = 0. Next, the decision rule is as follows:

P {’Hl, AR AL

>V
A 1 .
HO?

13)

" otherwise

Remarks — In the process of deriving the local detector, we
employ the Karlin-Rubin theorem to reduce the test statistic
(via monotonic transformations) before substituting c; with
its MLE. This reduction is achieved by exploiting the non-
negative nature of cy.

B. Fusion Center Sequential Detection

Here we describe the two FC detection methods for gas
dispersion: (i) DTSA, a SD algorithm with the FC performing
a test statistic solely based on the received local decisions (the
knowledge of the sampling period is not required); (i7) CSA, a
novel time-aware SD algorithm with the FC performing a test
statistic on those instants where the sensors take decisions as
well as on those instants where the sensors have not reached
a decision yet (the knowledge of the sampling period for each
sensor is required). As in the BSA, both methods rely on the
ability to calculate the values of ¢, via the map in Eq. (3).

1) Decision-Triggered Sampling Algorithm (DTSA): This
algorithm consists of the FC sequentially updating a test
statistic when a local decision is taken. Similarly to the
BSA, the transmission rule encodes the detection status of
the sensors:

+1, ifIm:t =tk
-1, ifIm:t=1tk
0, otherwise

A dfn:?'h
Tfé N dfn:,Ho s

(14)
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where 7/ = 0 indicates the absence of a physical transmission
from the sensor to FC. This transmission rule translates into a
test statistic performed on those transmission values that are
decision-triggered {Ttk : |Tf| = 1} e Similarly to the design
of the local detectors, the presence of the unknown parameters
6 and I in the hypothesis #; requires the use of a GSPRT
statistic here denoted by Ap. Likewise, we use a time limit
T* at which, if the FC has not declared #H; yet, Ho is
automatically reported, leading to the following stopping rule
and decision rule:

t* £ min{inf{t : AP > ~*}, 7%},

’}:[\A Hi, ifA?xZ’y*
| Ho, otherwise

15)
(16)

At each ¢, in order to calculate AP, the FC needs to recover
the stopping times ¥, (using Eq. (9)), as well as (recursively)
calculate the number of local decisions taken by the kth sensor
up to time ¢, for all k:

ME = M5y + ||,
The next step consists of the FC computing the GSPRT

statistic A}:

AP & nlax{lng({Tf : |Tﬂ = 1} 1<i<t >}
0.1 1<k<K

ME=0. an

K M}

= n;ajx Z Z Lo.1 (TZE)

k=1m=1

(18)

where again we exploited the independence of the local
decisions in time and space. The term Lg ; (Tﬁ)
obtained using the overall local performances of the sensors:

can be

k(e
Lo.r(rh) e (19)
0.1\ Tk | = k . " ;
th, R TR T |
ol 25

with P, Pk, P¥;, and PL representing the overall prob-
ability of detection, false alarm, miss detection, and correct
rejection, respectively, of a sequential detector. These metrics
are discussed in Sec. V.

2) Continuous Sampling Algorithm (CSA): In this configu-
ration, the kth sensor transmits a message to the FC only when
H, is declared, so we can state the following transmission rule
at each ¢:

(20)

T =

wa |1, if3mit=tE AdE =M
0, otherwise ’

where 7} is the transmission value, with 7F = 0 indicating
the absence of a physical transmission from the sensor to FC.

Meanwhile, the FC sequentially updates a statistic using
the received transmission values {Ttk} - The knowledge of
the sampling period of each sensor allows such a continuous
sampling although 7F = 0 does not constitute a physical
transmission. The reason behind the use of the same trans-
mission value 7F = 0 to represent the absence of a decision
and a negative decision lies in the deterministic nature of the
time taken by a sensor to declare H, (equal to 7;) which

allows to unequivocally distinguish the two cases. Similarly to
the previously proposed architecture, we employ a truncated
GSPRT, whose statistic is indicated with Af with a time limit
T*, leading to the following stopping rule and decision rule:

t* £ min{inf{t : AY > ~v*},7*},

~ o [He, iEAS >
ne i
b

otherwise
At each ¢, the calculation of Af requires the FC to
sequentially deduce, for each sensor, whether the received
transmission value 7} corresponds to a local decision or not,

and retrieve the current delay af:

@n

ty = min{inf{t > 5, 7f =1}t + T}, (22)
k = gk
Mf: Mi+1, lft_th,l+17 23)
M, otherwise
P —
af: 1, lft_th,1+17 24)
af_; +1, otherwise

where M¥ now counts the number of local decisions taken
by the kth sensor at time ¢ including the one that is currently
being taken, with t(’j =0 and ME = 0. The next step consists
of the FC computing the GSPRT statistic A:

k
max{ﬁg}, ({TZ' Pa<i<t )}
0,1 1<k<K

K Mf

k k
HelaIX § : § :[’91[ (Tmin{t,t’;'"}’amin{t,t’;‘ﬂ}) ’

k=1m=1

Ay

(25)

where we exploited the independence of the local decisions
in time and space. The generic value of Lg ; (7, a}) can be

expressed using the instant local performances of the sensors:

ook
P (e (0.0))

In ok , ifrf=1
E ok Py
Lor(ri'ar) = P(k’“gF)(c (0.1)) 0
In —M———=7=—2 (k,alz‘") = if =0
PC

with Pg’i), I(Jk’“, P](J;'i), and Péjk"i) representing the instant
probability of detection, false alarm, miss detection, and
correct rejection, respectively (see Sec. V).

V. ANALYSIS OF LOCAL SEQUENTIAL DETECTION

The assessment of the local performances of sequential
detectors is now reported. First, we assess the instant and
overall performances. Next, we analyze the local decision
delays. In the rest of the work, to ease the comparison between
the presented architectures, we will assume that the deadlines
Ti’s (resp. T*) used in the DTSA and CSA are set to have
the same values of the sample sizes at sensor level (resp. FC
level) used in the BSA.
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A. Instant Local Performances

We analyze the local performances at the kth sensor in
terms of instant probability of false alarm P;f’i) and instant
probability of detection ch’”(ck) for the generic mth decision

with respect to each time instant {tfﬁ,l + L}Zil
Pt £ Py (dh, = Hath, —th_ =)

= ﬂ”o({Mc <bpep AP > w) ,
P,(gk’i)(ck) £P ({Af < ’Yk}Ki,Af > ’Yk;Ck> )
where, analogously to Eq. (6), we exploited the fact that
{Ak Ak are i.i.d. for any ¢ € [ty—1 + 1,tm—1 + 1],

m -1
and therefore we chose m = 1.
By examining Egs. (2) and (4), we have:

Ho : Af ~ N(O,icr,%)
7‘[1 : A,I: NN(Z'Ck,iU%) '
Therefore Eq. (27) is obtained via computing the CDF of

a multivariate Gaussian random variable in the form of

. H, :
P;(zF <0), with zF ~ N(;ﬂz,‘“ 3.« ), where:

27

(28)

rAF
AT =k — Ck—"Yk
kA : 0 & | 1 s :
2= s Mge = | s Hge = | )
A=k N —Vk ’ (1*}>Ck*7k
L *A:,C‘F’Yk Tk —icr+Yk
[ o2 o2 o of —o?
Ji 2ai 2(7‘3 —202
A . L . .
Ezf = : : - : : . 29)
o 208 - (i—1)of —(i—1)o}
| —of —20% -+ —(i—1)o} io?

Moreover, computing the instant probability of correct
rejection (P(Ck’l)) and the instant probability of miss detection
(P5 (cy)) is needed for the CSA:
3R

j=1

Pl & P (c

Z 'P(ka) Ck
(30)

Hence, the values of P(k ) and P (k%) are obtained from previ-

ously calculated probablhues However, such probabilities are
computed via numerical methods (being CDFs of multivariate
Gaussian random variables). Unless the approximation error is
sufficiently low, we might experience (mainly for high values
of ) an accumulation of errors in the final result, especially
undesirable when leading to negative values in Eq. (30). For
this reason, we also include the direct calculation of ch )
and P%" (c,) which are defined as:

Pt 2 Po({Af < ’Yk}tgf,) ;
,PI(J;l)(ck) S Py ({Af < 71“}1&9; C)C) .

. #,
<0), with vF ~

(€2Y)

These can be obtained computing PP; (vf“
N([L s St ) Specifically:

Al_"“‘" —Vk
kA . 0 .
v = : » My :

Af—"/k

Cl—Vk

[I>

1
k
i

=

(i—1)ex =k
ick—"k

o o of a2
[ 20% 20% 20%
2 | 6% 202 30} - 307
va = k 20k 90 k (32)
O‘Z 202 SGi 'id‘i

3_x and X« are derived in Appendix A.

B. Overall Local Performances

The overall probabilities of false alarm ('P,’?) and detection
(Pg(ck)) at the kth sensor for the mth decision are:

pr(k i) ,

Ph 2Py (dE, = H,y)

n .
Phcr) 2 Py (dh, = Hiser) = > P (er) . (33)
i=1

The results in Eq. (30) do not relate to local decisions except
for i = 7T, in such case, the overall probabilities of correct
rejection (P’é) and miss detection (Pl’f/l(ck)) are readily given:

PELPET) . Pha) 2P ). G4

C. Local Decision Delays

With the local detection algorithm being sequential, one can
evaluate the average time taken to reach a decision. We use
D’fj to represent the expected time taken by the kth sensor
to declare H; when H; is true, while D’gx refers to the
declaration of 7 independently of the true hypothesis:

Diy = Eo(tn, = trus |dy, = 1)
Tk
= iPy(tf =ildf =
i=1

Tk
1 W
DF (¢ 272 i P (),
11(ck) P)f)(ck D (k)

Dy 2E(tF, -

Z P(k ’L>

le

m 1|dm = HO) = 77& . (35)

In particular, given d¥, = H,, then DEy = Tj almost surely.
Moreover, it is possible to express the expected time D’)“( y
taken by the kth sensor to take any decision when #; is true:

DI;{O Eo (tk m 1 Z“PO = ,
Tk
= Dllcopé; + 77@735 =Tr — Z(’E _ Z')'p;?kvi) ,
i=1
Dl (er) 2 Dhy(e)Phl(cr) + TPl (er)
i=1

These expressions explicitly show that the local decision
delay of the kth sensor, in the case of sequential detection, is
always upper-bounded by 7.

VI. COMPUTATIONAL COMPLEXITY

This section assesses the computational complexity and the
communication costs associated with the online FC detection
algorithm in the case of the BSA, DTSA, and CSA.
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A. Offline Preparation

In the three algorithms, the main task of the FC is to sum
the observations’ log-likelihood ratios and find the maximum
with respect to the unknown parameters. Since the online
computation of log-likelihood ratios becomes computationally
intensive as the grids get finer, we assume an offline stage
preceding the online detection where the log-likelihood ratios
are pre-computed for each grid point and uploaded to the FC.
The variables in C are known (thanks to the use of real-time
weather data) but vary with time, thus a grid of possible values
for those variables is required as well.

Such an offline data preparation has the benefit of reducing
the real-time computational toll on the FC, but it suffers from
the mismatch between the measured meteorological data and
its closest value on the grid. However, such a difference can
be arbitrarily reduced using a finer grid for the variables in C
during the offline data computation.

B. Computation Complexity

The three different algorithms contain instructions for the
FC on when and how the decision statistic must be up-
dated. Given an instant where the FC is required to update
the statistic, we have the same computational complexity
O(K - |grid(0)| - |grid(I)]) across the three algorithms. The
main computational difference lies in the rate at which these
updates must be carried out which varies according to the em-
ployed algorithm. Let us assume that our network consists of
a single sensor (K = 1): the BSA calculates the statistic only
once after 7* instants (because of its batch nature); the DTSA,
instead, has a mean update period of D, (c) when H; is true
(resp. Dﬁm when H, is true) with 7; as an upper bound (see
Eq. (36)), while the CSA has an update period equal to 1. We
conclude by saying that: 1 < D}(l < D}(O < T*, which shows
the higher rate of update of the CSA, followed by the DTSA,
both bounded by the BSA. Variations of the CSA might be
proposed where the update of the statistic is carried out with
a period higher than 1 and lower or equal than 7; as long
as no local positive decision is taken (if the update period is
equal to 7; the update frequency would collide with that of
the DTSA). These observations can be extended to networks
having K > 1.

C. Communication Costs

Each architecture is configured with a distinct combination
of decision rule and transmission rule at the sensor level,
resulting in a different average transmission period (ATP)
between physical communications from each sensor to the FC.
The subsequent results show the average transmission periods
for each of the shown architectures:

t
ATPes, 2|ty —th|> rf =2

t=tk

{D’;m Pk if Ho is true

37
D% (c)/PE(ck), if Hy is true ' S

ATPprr 2 E(th —tF )

m—1

10°

o Sensors (K = 16)
= Sensors (K =9)

10!

1072

south-to-north axis [m]|

1073

COs concentration (molar fraction)

@ ( 1074
0 20 40 60 80

west-to-east axis [m]

(a) Low intensity: = 0.05 m? /s (maximum value)

100® S O ) 10°
o Source
o Sensors (K =16
80 = Sensors (K =9)
107!
Q (D
60
1072
40
Q )
10°?
20
(e { 1074

south-to-north axis [m]
CO, concentration (molar fraction)

0 20 40 60 80
west-to-east axis [m)]

(b) High intensity: I = 0.5 m® /s (maximum value)

Fig. 2: (Mean) concentration maps in a dispersion scenario
at different intensities with & = [25m 75m|", ¢ = 315°,
D =0.1m, and u = 5m/s.

D% if Ho i
—{ Pk, Hoistue 38)
D% (ck), if Hy is true
ATPge, 2 tfn — t’fn,l =Ti, almost surely . (39)

The derivation of ATPg, is reported in Appendix B.

We can immediately observe that ATP.s, > ATPprgs.
This is a direct consequence of the absence of physical
communication when a sensor decides Hg in the CSA archi-
tecture. We can further notice, using Eq. (36), that ATPyg, >
ATPprsa. A comparison between ATP.s, and ATPgg, is
less trivial and will be discussed via the case study in Sec. VIIL.

VII. RESULTS

The considered scenario simulates the dispersion of saru-
rated carbon dioxide (CO,), a heavy gas whose density, at
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atmospheric temperature and pressure, is about 1.5 times larger
than the air density. Heavy gases need specialized models
that can predict their behavior like the well-known Britter
& McQuaid (B&M) model for continuous releases [39]-[41].
The B&M model is based on the manual reading of a chart
which prevents its use by the FC, thus a set of analytical
relationships described in [2] is employed to convert it into a
set of equations. The B&M’s output, with respect to the kth
sensor, is cx. The variables belonging to the sets A, B, and C,
for the B&M model are the following:

A= {G,I,D}, B= {T~, P,CO}? C= {Tatm: Pairv“a‘ﬂ}v (40)

where T, p, co, and I are the temperature, density, concen-
tration, and intensity of the gas at release condition; D is the
release diameter; Ty is the atmospheric temperature; pi is
the density of air at Tyyy; finally v and ¢ are the wind speed
at the height of 10 meters® and its direction*. D is a parameter
that, like @ and I, should be estimated as it is unknown.
However, its contribution to the value of c¢; is negligible for
small values of D (which is the case for accidental dispersion),
allowing us to assume it as known and equal to zero reducing
the computational complexity of the algorithms.

Here, we assume that both the dispersion model and the
signal model in Sec. II are accurate so that possible differences
between the assumptions and the actual phenomenon can
be neglected. The evaluation of the consequences of a non-
negligible mismatch is outside the scope of this work.

The results are obtained via simulation of a monitored
square area with sides of 100 meters with equally-spaced
sensors, as shown in Fig. 2. The simulated settings refer to
combinations of network size K € {9,16} each with low
intensity and high intensity dispersions. The corresponding
four combinations allow an exhaustive comparison of the
proposed algorithms. The results of each combination have
been computed via numerical simulation with 10° Monte
Carlo runs equally divided between H, and H; via MATLAB
software. At each run, parameters such as wind direction (i),
wind speed (u), dispersion position (@), intensity (I), and
dispersion diameter (D) are generated according to a uniform
distribution in a predetermined realistic range of values. The
remaining parameters are kept constant across all the runs.
The values or the distribution boundaries of the parameters
are shown in Tab. I, while the specifications of the parameter
grids necessary for the offline preparation of data are reported
in Tab. II. In the present study, the selection of the threshold
of a detector () is done by fixing P}YL and 7. For a batch
local detector, this is done via inversion of Eq. (6). For the
sequential case, this can be achieved via common root-finding
methods applied to Eqs. (27) and (33).

Fig. 3 shows the ROC surfaces of the kth sensor in the
case of a batch detector (Fig. 3a) and a sequential detector
(Figs. 3b and 3c). These plots are obtained using the relations
introduced in Sec. V. It is immediate to notice how the
probability of detection strongly depends on ¢, for a fixed

31f wind speed is available at a different height, several conversion methods
are available [42].
4Wind blowing from north: 0° (360°), east: 90°, south: 180°, west: 270°.

TABLE I: Parameters used for the simulations

Value /
Parameter Distribution Notes
01 and 602 4(0,100) m uniform in monitored area
co 1 molar vapor fraction (1 = 108 ppm)
() 253 K [43])
plop) 19.8 bar saturation pressure at 7°(°P)
T 219 K Soave-Redlich-Kwong EOS [44]
Patm 1.01 bar -
P 2.48 kg/m? Soave-Redlich-Kwong EOS [44]
Tatm 293 K -
i 1.20 kg/m3 -
u U(0,10)m/s -
@ U(0,2m) -
1 U(0,0.05) m3 /s low intensity dispersion
I U(0.4,0.5) m3/s high intensity dispersion
D 4(0,0.2) m -
Mk 400 ppm Vk
ok 200 ppm Vk
T 4 Vk
P 0.05 vk
Vi 693 ppm Vk, DTSA and CSA
Vi 658 ppm Vk, BSA

TABLE II: Parameters used for grid construction

Parameter Grid Limits Grid Interval
01 and 62 [0,100] m 1m
I (low intensity) [0,0.05] m3 /s 1/6om? /s
I (medium intensity) ~ (0.05,0.4)m3/s  60/7m3/s
I (high intensity) [0.4,0.5)m3 /s 1/30m3 /s
u [0.5,10] m/s 0.5m/s
v 0, 27) /s

probability of false alarm. In terms of area under the curve
(AUQ), as ¢, — 0, we have AUC — 0.5 (random detector),
while as ¢, — oo, AUC — 1 (perfect detector), regardless of
the used approach’. Furthermore, the figure highlights the de-
cision delays in the two different approaches as the probability
of false alarm and ¢, change. Fig. 3a shows a constant decision
delay equal to 7, while the remaining surfaces highlight the
changes in Df, and D%,. In particular, when P — 1, we
have (DY, D%,) — (1,1), while when P} — 0, we obtain
(D}1,D%,) = (T, Tk) thanks to the truncation that prevents
the delays to diverge to infinity. Finally, in the sequential case,
the plots show how the delays tend to lower from 7 to 1 at
a faster rate with respect to 731’; as ¢y increases.

The comparison between a batch and a sequential detector
can be facilitated using Fig. 4. In particular, Fig. 4a displays
three sets of ROC curves at different values of c; showing
the negligible difference in performance between the two
approaches. Meanwhile, Fig. 4b shows that once P% has been
fixed, the value of 7j required to achieve a desired value
of 73113 is similar in the case of batch and the sequential
approach. Hence we can say that the differences in terms
of detection accuracy between the batch approach and the
sequential approach are negligible. The main advantage of
a sequential approach can be seen in Fig. 4c where the
decision delay D%, is always smaller than 7 with this

SWe remind that, for a generic detector, AUC £ fol Pp(Pr)dPr, where
Pr and Pp are the probability of false alarm and detection, respectively.
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Fig. 3: ROC surfaces of local detectors using batch and sequential approach (red line indicates performances at P% = 0.05).
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Fig. 4: Detection performances of the sensor.

difference increasing as we allow higher values of 7. This
highlights that, once the probability of false alarm has been
fixed, a sensor can perform detection with a smaller decision
delay when a sequential approach is used rather than a batch
approach at virtually the same probability of detection.

Fig. 5 shows the values of the ATP using the different
architectures once the probability of occurrence of the disper-
sion P; £ P(H;) is marginalized, making it easier to compare
ATP s, and ATPgq,. This is because it is fair to assume that
such an event happens with low frequency, with the desirable
reduction communication in the WSN when H; does not
occur. We can notice that ATP.s, and ATP,s, increase as
‘P1 decreases. However, while ATP g, is upper-bounded by
ATPyg, (as discussed in Sec. VI), the behavior of ATP g,
relative to ATPys, varies according to both P; and c. In the
limit case of P; = 1 (resp. P; = 0), we can see the values of
the ATP’s in the hypothesis H; (resp. Ho): in Hi, ATPcga
tends to increase for lower values of cj eventually leading
to values greater than ATPgg,; in Ho, ATPcs, is sensibly
higher than ATPyq,, regardless of ci. Thus, ATP.g, shows
an improvement in the reduction of communication costs when
the assumption of low P; holds.

Next, we discuss the performances of the FC for each of the
four configurations mentioned above in terms of global prob-

ability of false alarm P} £ P (7—7 = Hl) , global probability
of detection Py, 2P, (’,‘Q = 7—[1), and global decision delay

10? . . . .
CSA DTSA
¢ =0ppm - — ¢ =0ppm
n, cp =125 ppm - — ¢, = 125 ppm
B 10t} ¢ = 250 ppm ¢ = 250 ppm 1
< cr = 500 ppm = = ¢, = 500 ppm
¢ = 1000 ppm — - ¢ = 1000 ppm
——DBSA
RS R Sy St —
~~a L -
100 . . . . o~
0.2 0.4 0.6 0.8 1

Py

Fig. 5: Average Transmission Period vs. Probability of Occur-
rence.

(in H1) defined as D%, = E;(t*) for the CSA and DTSA,
and equal to D%, = 7* for the BSA. The results are reported
at increasing values of 7* for comparison purposes.

Figs. 6 and 7 illustrate the ROC curves and the curves where
Dx is shown as function of Pf. Different points of the curve
are obtained by applying different values of global threshold
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Fig. 7: ROC curves and decision delay curves, K = 16.

TABLE III: AUC in the simulated configurations

TABLE IV: AUC(DY;) in the simulated configurations

T = T* = T =12 T* = T*=8 T =12
Ko Method |y pigh 7 | lowl  highI | lowl  high I Ko Method |\ 07 pigh T | low I high | lowl  high I
CSA | 0.6556 0.8173 | 0.6672 0.8252 | 0.6754  0.8313 CSA | 2.2263 1.6320 | 3.8154 2.4724 | 5.3837 3.2943
9 DTSA | 0.6509 08121 | 0.6593 0.8169 | 0.6654  0.8208 9 DTSA | 24062 17448 | 3.9661  2.5883 | 55021  3.4148
BSA | 0.6307 07710 | 0.6686 0.8251 | 0.6781 0.8343 BSA 4 4 8 8 12 12
CSA | 0.7183 0.8878 | 0.7343 0.8945 | 0.7428  0.8988 CSA | 2.1243  1.4326 | 3.4569 1.0629 | 4.7146  2.4609
16 DISA | 0.7047 0.8786 | 0.7157 0.8822 | 0.7221  0.8848 16 DISA | 23219 15427 | 3.6606 20000 | 4.9415  2.6321
BSA | 0.6724 0.8204 | 0.7320 0.8911 | 0.7444 0.9010 BSA 1 4 8 8 12 12

~* to the FC’s detection rule. The plots report results for 7* €
{4,12} (as these are multiples of 7;)°. The corresponding
values of AUC are reported in Tab. IIT (with the intermediate
scenario with 7 = 8 also present). Analogously to the AUC
of the ROC curve, we define AUC(D%,) = fol D%, (Py) dPx
to facilitate the discussion of Figs. 6¢ and 7c. This metric is
the mean value of D% over the domain of P}, and its values
are reported in Tab. IV.

The ROC curves show that increasing the number of sensors
improves Py, irrespective of the algorithm used. There are
two reasons for this: Firstly, a larger number of sensors
provides more information to the FC, enabling better discrimi-
nation between hypotheses. Secondly, since gas dispersions are
anisotropic, having more sensors increases the chances of more
sensors being in contact with the gas plume, resulting in a
greater number of sensors experiencing c; > 0, which enables

SHigher values of 7* are not reported as they did not show any significant
changes in the ROC curves and in the respective values of AUC.

non-random local detections. Another noticeable behavior is
the higher value of P}, when the intensity I increases. This is
because increasing I (fixing the other parameters) results in a
higher ¢;, for those sensors already in the gas plume, as well
as more sensors experiencing ¢, > 0 (see Fig. 2 for a visual
description of the effect of an increase of I). Such behavior
of P, with respect to K and I are numerically confirmed by
an increase of AUC.

Using Tab. III, one can notice an increase in the AUC
as higher values of 7* are used. Moreover, at 7* = 4, the
reported values show AUCqg, > AUCp1s, > AUCgg,, With
the difference in AUC (averaged among the four configura-
tions) between the CSA and BSA, being 0.0439. This changes
at 7* = 12, showing a convergence trend in the AUC, with
the BSA having the highest values. Nevertheless, the average
difference in AUC between the CSA and BSA is equal to
—0.0024, making this difference negligible.

Further analysis of the results showed the reason behind
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the negligible differences in performance obtained by all the
architectures as higher values of 7* are used. This lies in
the anisotropic behavior of gas dispersions. In the simulated
scenarios, a non-negligible number of Monte Carlo runs re-
sulted in none of the sensors experiencing c; > 0. In such
a scenario all the sensors (and so the FC) acts as a random
detector regardless of the current value of 7*.

Unlike the previous discussion, the benefits in terms of D%,
as K and [ increase, are only experienced by the CSA and
the DTSA and are shown in Figs. 6¢ and 7c. This means that
while, on one hand, we reach converging values of AUC by
increasing 7, on the other hand, we are further amplifying
the difference in AUC(D%) in favor of the sequential algo-
rithms, and in particular the CSA. Tab. IV clearly shows that
AUC(D%)csa > AUC(D%)prsa > AUC(D% )ssa, for all
configurations and values of 7*. This is because, in the CSA
and DTSA, D%, grows slower than 7*, unlike in the BSA
where the growth is identical.

Both Figs. 6 and 7 show how the selection of the threshold
~v* affects performances. It can be seen how lowering v*
simultaneously results in a higher P}, and lower D%, with
the drawback of an increased value of Pr.. Nevertheless, the
curves show how both the CSA and DTSA are able to have
lower P} maintaining a steady level of P}, and D%,. This is
especially visible at low values of 7.

The appropriate value of v* can be found via simulation
after selecting a metric to satisfy. Possible strategies include:
(a) given a fixed number of sensors, the threshold is chosen by
satisfying a desired maximum P%; (b) given a fixed number
of sensors, the threshold is chosen so that a minimum value
of P}, is achieved given a value of I; (c) the threshold is
selected by minimizing the Bayes Risk; (d) the threshold is
chosen, together with the number of sensors, so that both P,
and Py, satisfy the desired requirements, given a value of .

To conclude, the two proposed algorithms present the fol-
lowing differences in terms of performance and complexity:

o The CSA shows superior performances with respect to the
DTSA both in terms of detection accuracy and decision
delay;

o The CSA shows a great advantage in terms of commu-
nication costs, while the DTSA requires more frequent
transmissions from the sensors to the FC;

o The DTSA requires less computations since the FC needs
to update the detection statistic only when a decision
is taken by the sensors. The CSA, on the other hand,
requires the FC to update the detection statistic at each
instant.

Thus, because of its high performance, the CSA is par-
ticularly suitable for highly safety-critical applications like
hazardous gas detection. The DTSA, still maintaining high
performances, shows a lower degree of accuracy and higher
delay with respect to the CSA as well as higher communication
costs. However, the DTSA’s lower requirement in terms of
computations performed by the FC makes it a desirable
solution as long as a higher number of sensors is employed.

VIII. CONCLUSIONS AND FUTURE DIRECTIONS

We proposed two sequential algorithms addressing the task
of distributed gas detection in WSNs, named CSA and DTSA.
The setup consists of sensors taking binary decisions via SD
and transmitting them to a FC which takes a final decision
benefiting from the integration of meteorological data and
the dispersion model. The proposed methods constitute fully
sequential alternatives to the traditional batch approach (BSA),
with the further innovation introduced by the CSA of a time-
aware sequential fusion. This enabled a significant improve-
ment in terms of detection accuracy and delay, especially
desired in such a time-critical application. System performance
was also assessed in terms of communication costs showing
how a time-aware algorithm as the CSA greatly reduces
transmissions from sensors to the FC. The case study of CO,
dispersion confirmed the validity of the proposed architectures.

Future works include (@) the reduction of complexity via
more efficient strategies for the searching of (6, I), including
the estimation of possible variations of I over time; (b) mod-
eling erroneous communication channels; (c) use of Bayesian
methods to improve detection and parameter estimation; (d)
more accurate statistical characterization of the signal mea-
sured by the sensors including possible correlations between
measurements in space and time; (e) development of algo-
rithms accounting for imperfect knowledge of the dispersion
model; (f) use of more comprehensive dispersion models, or
direct use of computational fluid dynamics software; (g) inte-
gration of machine learning strategies for improved detection
performances.

APPENDIX A
COVARIANCE MATRICES

The following is the derivation of the matrices X _» and
Y, forany Kk =1,...,K and ¢ = 1,..., 7. The element
of the matrix 3, located in the rth row and sth column is
defined as the foﬂowing:

[E”f}m £ Cov(Ak — 7, AF — y;) = Cov (A%, AF) .
When r = s < i, we have that:
[Evf]r = Var(Af) =502 =710} .
On the other hand, when r < s < i:

[Evf]r = Cov | AR AR+ Z /\i‘
" j=r+1

—E(ADE(AF+ Y N
Jg=r+1

k k . k
=E{AF[AF+ D0 N
Jg=r+1

= E((A})?) — E2(AF) = Var(A}) = ro} .

= so?. Hence, it is
r,5

Analogously, when s < r <4, [EM]

easy to obtain the following:

{Evk] =min{r,s} 07, Vr<is<i.
tdrs
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For the case of X, the previous holds as long as r < ¢

and s < 7. In fact, when r < s = i:

[EUF} . = (COV(AT — Yk _Aif + 'Yk) = COV(Afv _Af)

=Cov [ AF,—AF— > A

Jg=r+1
i

=E[-AF[AF+ Y N
j=r+1
i

—EADE| -AF - > N
j=r+1

— —E((A5)) + E2(A%) = ~Var(A}) = —rof

Similarly, when s < r = i, [Evk] = —so?7. Lastly, when
tdrs

s

r = s =14, we have:

[ot] 2 Cov(—AL +90, A% +3) = Var(-A¥)
1 = Var(A?) =iop .

These four cases form the following rule:

min{r, s} o7, ifr <iands<i

77“0,%, ifr<s=i1

Ez‘? = 2 i ]
ilrs —50j, ifs<r=i
io?, ifr=s=1

= 0’2 min{r, s} [1 + 205, max{r,s} (6i,min{r,s} — 1)] .

APPENDIX B
AVERAGE TRANSMISSION PERIOD IN THE CSA

We here report the derivation of the ATP g, reported in
Eq. (37). We show the proof for the case where # is true:

Eo tbfthTtIQ =K, t"znzl

t=tk
ZEO thTl =1|Py ZTL =1

(G = DEo (¢F]df = Ho) + Eo(t’ﬂdf =Hi)]

”P”ﬂg T

=1

Xpo(dk:Hl)[l—Po( Hl)]
=3[l VT + Dl PE(L-PE)

=1
= PEY (iT + Dhy) (1~ P’

1=0
_P§<n2¢ 1-PE) + (1-Pp)
i=0 i:O

_ ok 7’1’% Diy \ _ Tu(1—PE) + PEDfy
PF<T'“ (PE)? Pk - Pk

k
_ DX

P

Similarly, we obtain D%, (ct)/P¥(ck) when H; is true.

(1]

[2]

[3]

(41

[5

[6

[7

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

REFERENCES

G. Tabella, Y. Di Martino, D. Ciuonzo, N. Paltrinieri, X. Wang, and
P. Salvo Rossi, “Decision fusion for carbon dioxide release detection
from pressure relief devices,” in IEEE 12th IEEE Sens. Array Multi-
channel Signal Process. Workshop (SAM), 2022, pp. 46-50.

“Sensor fusion for detection and localization of carbon dioxide
releases for Industry 4.0,” in IEEE 25th Int. Conf. Inf. Fusion (FUSION),
2022.

S. Al-Sarawi, M. Anbar, R. Abdullah, and A. B. Al Hawari, “Internet
of Things market analysis forecasts, 2020-2030,” in 4th World Conf. on
Smart Trends in Syst., Security and Sustainability (WorldS4), 2020.

R. Abielmona, R. Falcon, N. Zincir-Heywood, and H. A. Abbass, Eds.,
Recent Adv. in Comp. Intelligence in Defense and Security, ser. (Studies
in Computational Intelligence). Cham, Switzerland: Springer, 2016.
G. Tabella, N. Paltrinieri, V. Cozzani, and P. Salvo Rossi, “Wireless
sensor networks for detection and localization of subsea oil leakages,”
IEEE Sens. J., vol. 21, no. 9, pp. 10890-10904, 2021.

G. Tabella, D. Ciuonzo, N. Paltrinieri, and P. Salvo Rossi, “Spatio-
temporal decision fusion for quickest fault detection within industrial
plants: The oil and gas scenario,” in IEEE 24th Int. Conf. Inf. Fusion
(FUSION), 2021.

B. Ristic, A. Gunatilaka, and R. Gailis, “Localisation of a source of
hazardous substance dispersion using binary measurements,” Atmos.
Environ., vol. 142, pp. 114-119, 2016.

D. D. Selvaratnam, I. Shames, D. V. Dimarogonas, J. H. Manton, and
B. Ristic, “Co-operative estimation for source localisation using binary
sensors,” in 56th IEEE Annu. Conf. Decis. Control (CDC), 2017, pp.
1572-15717.

T. Sahoo, Process Plants - Shutdown and Turnaround Management.
Boca Raton (FL), USA: Taylor & Francis Group, 2014.

T. Zhao and A. Nehorai, “Detecting and estimating biochemical disper-
sion of a moving source in a semi-infinite medium,” /EEE Trans. Signal
Process., vol. 54, no. 6, pp. 2213-2225, 2006.

S. Aldalahmeh, M. Ghogho, and A. Swami, “Fast distributed detection,
localization, and estimation of a diffusive target in wireless sensor
networks,” in 7th IEEE Int. Symp. Wirel. Commun. Syst., 2010, pp. 882—
886.

B. Ristic, A. Gunatilaka, and R. Gailis, “Achievable accuracy in Gaus-
sian plume parameter estimation using a network of binary sensors,” Inf.
Fusion, vol. 25, pp. 4248, 2015.

S. Vijayakumaran, Y. Levinbook, and T. F. Wong, “Maximum likelihood
localization of a diffusive point source using binary observations,” IEEE
Trans. Signal Process., vol. 55, no. 2, pp. 665-676, 2007.

A. Gunatilaka, B. Ristic, A. Skvortsov, and M. Morelande, “Parameter
estimation of a continuous chemical plume source,” in //th IEEE Int.
Conf. Inf. Fusion (FUSION), 2008, pp. 1-8.

J. Shi, W. Xie, J. Li, X. Zhang, X. Huang, A. S. Usmani, F. Khan, and
G. Chen, “Real-time plume tracking using transfer learning approach,”
Comput Chem Eng, vol. 172, p. 108172, 2023.

R. R. Tenney and N. R. Sandell, “Detection with distributed sensors,”
IEEE Trans. Aerosp. Electron. Syst., vol. AES-17, no. 4, pp. 501-510,
1981.

I. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayirci, “A survey
on sensor networks,” IEEE Commun. Mag., vol. 40, no. 8, pp. 102-114,
2002.

J.-F. Chamberland and V. Veeravalli, “Decentralized detection in sensor
networks,” IEEE Trans. Signal Process., vol. 51, no. 2, pp. 407-416,
2003.

B. Chen, L. Tong, and P. Varshney, “Channel-aware distributed detection
in wireless sensor networks,” IEEE Signal Process. Mag., vol. 23, no. 4,
pp. 16-26, 2006.

D. Ciuonzo and P. Salvo Rossi, “Distributed detection of a non-
cooperative target via generalized locally-optimum approaches,” Inf.
Fusion, vol. 36, pp. 261-274, 2017.

A. Wald, Sequential Analysis, ser. (Wiley publication in mathematical
statistics). New York (NY), USA: J. Wiley & sons, Incorporated, 1947.
A. Wald and J. Wolfowitz, “Optimum character of the sequential
probability ratio test,” Ann. Math. Statist., vol. 19, no. 3, pp. 326-339,
1948.



IEEE TRANSACTIONS ON SIGNAL AND INFORMATION PROCESSING OVER NETWORKS, VOL. XX, NO. X, MONTH XXXX 14

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[41]
[42]

[43]
[44]

H. Poor, An Introduction to Signal Detection and Estimation, 2nd ed.,
ser. (Springer Texts in Electrical Engineering). New York (NY), USA:
Springer, 2013.

D. Siegmund, Sequential Analysis: Tests and Confidence Intervals, ser.
(Springer Series in Statistics). New York (NY), USA: Springer, 1985.
Y. Mei, “Asymptotic optimality theory for decentralized sequential
hypothesis testing in sensor networks,” IEEE Trans. Inf. Theory, vol. 54,
no. 5, pp. 2072-2089, 2008.

G. Fellouris and G. V. Moustakides, “Decentralized sequential hypothe-
sis testing using asynchronous communication,” IEEE Trans. Inf. Theory,
vol. 57, no. 1, pp. 534-548, 2011.

Y. Yilmaz, G. V. Moustakides, and X. Wang, “Cooperative sequential
spectrum sensing based on level-triggered sampling,” IEEE Trans. Signal
Process., vol. 60, no. 9, pp. 45094524, 2012.

, “Channel-aware decentralized detection via level-triggered sam-
pling,” IEEE Trans. Signal Process., vol. 61, no. 2, pp. 300-315, 2013.
Y. Yilmaz and X. Wang, “Sequential distributed detection in energy-
constrained wireless sensor networks,” IEEE Trans. Signal Process.,
vol. 62, no. 12, pp. 3180-3193, 2014.

S. Li, X. Li, X. Wang, and J. Liu, “Decentralized sequential composite
hypothesis test based on one-bit communication,” /EEE Trans. Inf.
Theory, vol. 63, no. 6, pp. 3405-3424, 2017.

S. Tantaratana and H. Poor, “Asymptotic efficiencies of truncated se-
quential tests,” IEEE Trans. Inf. Theory, vol. 28, no. 6, pp. 911-923,
1982.

M. Guerriero, V. Pozdnyakov, J. Glaz, and P. Willett, “A repeated
significance test with applications to sequential detection in sensor
networks,” IEEE Trans. Signal Process., vol. 58, no. 7, pp. 3426-3435,
2010.

P. Khanduri, D. Pastor, V. Sharma, and P. K. Varshney, “Truncated
sequential non-parametric hypothesis testing based on random distortion
testing,” IEEE Trans. Signal Process., vol. 67, no. 15, pp. 4027-4042,
2019.

L. Hu, J. Zhang, X. Wang, S. Wang, and E. Zhang, “Decentralized
truncated one-sided sequential detection of a noncooperative moving
target,” IEEE Signal Process. Lett., vol. 25, no. 10, pp. 1490-1494,
2018.

X. Cheng, D. Ciuonzo, P. Salvo Rossi, X. Wang, and W. Wang, “Multi-
bit & sequential decentralized detection of a noncooperative moving
target through a generalized Rao test,” IEEE Trans. Signal Inf. Process.
Netw., vol. 7, pp. 740-753, 2021.

H. Darvishi, D. Ciuonzo, and P. Salvo Rossi, “A machine-learning
architecture for sensor fault detection, isolation, and accommodation in
digital twins,” IEEE Sens. J., vol. 23, no. 3, pp. 2522-2538, 2023.

Y. Liu, Z. Pang, M. Karlsson, and S. Gong, “Anomaly detection based
on machine learning in iot-based vertical plant wall for indoor climate
control,” Build. Environ., vol. 183, p. 107212, 2020.

A. D’Costa, V. Ramachandran, and A. M. Sayeed, “Distributed clas-
sification of gaussian space-time sources in wireless sensor networks,”
IEEE J. Sel. Areas Commun., vol. 22, no. 6, pp. 1026-1036, 2004.

R. E. Britter and J. McQuaid, Workbook on the dispersion of dense
gases. UK: Health and Safety Executive, 1988.
TNO, Yellow Book — Methods for the calculation of physical effects. The

Hague, The Netherlands: The Committee for the Prevention of Disasters
by Hazardous Materials, 2005.

D. A. Crowl and J. F. Louvar, Chemical Process Safety: Fundamentals
with Applications, 4th ed. London, UK: Pearson Education, 2019.

S. Mannan, Lees’ Loss Prevention in the Process Industries, 4th ed.
Oxford, UK: Butterworth-Heinemann, 2012.

NIST, “Thermophysical Properties of Carbon dioxide,” 2023.

J. M. Smith, H. C. Van Ness, M. M. Abbott, and M. T. Swihart,
Introduction to Chemical Engineering Thermodynamics, 8th ed. New
York (NY), USA: McGraw-Hill Education, 2018.

Gianluca Tabella (GS’20) was born in Suzzara,
Italy, in 1993. He received the B.Sc. degree in
chemical and biochemical engineering (with spe-
cialization in process engineering) and the M.Sc.
degree in chemical and process engineering (with
specialization in offshore engineering) from the Uni-
versity of Bologna, Italy, in 2017 and 2019, respec-
tively. Since 2020, he has been working towards the
Ph.D. degree in electronics and telecommunication
‘ at the Department of Electronic Systems, NTNU

Norwegian University of Science and Technology,
Trondheim, Norway. He was a visiting scholar at Columbia University, New
York, NY, USA, in 2022. His research interests are in distributed detection
and localization with a focus on industrial and Oil&Gas applications.

d

Domenico Ciuonzo (S’11-M’14-SM’16) is a
Tenure-track Assistant Professor at University of
Naples “Federico II”. He holds a Ph.D. degree from
the University of Campania “L. Vanvitelli”, Italy.
Since 2011, he has been holding several visiting
researcher appointments (NATO CMRE, UConn,
NTNU, CTTC). He is the recipient of two Best
Paper awards (IEEE ICCCS 2019 and Elsevier Com-
puter Networks 2020), the 2019 Exceptional Service
award from IEEE AESS, the 2020 Early-Career
Technical Achievement award from IEEE SENSORS
COUNCIL for sensor networks/systems and the 2021 Early-Career Award from
IEEE AESS for contributions to decentralized inference and sensor fusion in
networked sensor systems. His research interests include data fusion, statistical
signal processing, wireless sensor networks, the IoT, and machine learning.

Yasin  Yilmaz (S’11-M’14-SM’20) received
the Ph.D. degree in electrical engineering from
Columbia University, New York, NY, USA, in 2014.
He is currently an Associate Professor of electrical
engineering with the University of South Florida,
Tampa, FL, USA. His research interests include
machine learning, statistical signal processing, and
their applications to computer vision, cybersecurity,
biomedical systems, energy systems, transportation
systems, and communication systems.

Xiaodong Wang (S°98-M’98-SM’04-F’08) received
the Ph.D. degree in Electrical Engineering from
Princeton University. He is a Professor of Electrical
Engineering at Columbia University in New York.
Dr. Wang’s research interests fall in the general
areas of computing, signal processing and commu-
nications, and has published extensively in these
areas. Among his publications is a book entitled
Wireless Communication Systems: Advanced Tech-
niques for Signal Reception, published by Prentice
Hall in 2003. His current research interests include
wireless communications, statistical signal processing, and genomic signal
processing. Dr. Wang received the 1999 NSF CAREER Award, the 2001 IEEE
Communications Society and Information Theory Society Joint Paper Award,
and the 2011 IEEE Communication Society Award for Outstanding Paper on
New Communication Topics. He has served as an Associate Editor for the
IEEE TRANSACTIONS ON COMMUNICATIONS, the IEEE TRANSACTIONS
ON WIRELESS COMMUNICATIONS, the IEEE TRANSACTIONS ON SIGNAL
PROCESSING, and the IEEE TRANSACTIONS ON INFORMATION THEORY.
He is a Fellow of the IEEE and listed as an ISI Highly-cited Author.



IEEE TRANSACTIONS ON SIGNAL AND INFORMATION PROCESSING OVER NETWORKS, VOL. XX, NO. X, MONTH XXXX

Pierluigi Salvo Rossi (SM’11) was born in Naples,
Italy, in 1977. He received the Dr.Eng. degree
(summa cum laude) in telecommunications engineer-
ing and the Ph.D. degree in computer engineering
from the University of Naples “Federico II”, Italy,
in 2002 and 2005, respectively. He is currently a
Full Professor and the Deputy Head with the Depart-
ment of Electronic Systems, Norwegian University
of Science and Technology (NTNU), Trondheim,
Norway. He is also a part-time Research Scientist
with the Department of Gas Technology, SINTEF
Energy Research, Norway.

Previously, he worked with the University of Naples “Federico II”, Italy,
with the Second University of Naples, Italy, with NTNU, Norway, and with
Kongsberg Digital AS, Norway. He held visiting appointments with Drexel
University, USA, with Lund University, Sweden, with NTNU, Norway, and
with Uppsala University, Sweden.

His research interests fall within the areas of communication theory, data
fusion, machine learning, and signal processing. Prof. Salvo Rossi was
awarded as an Exemplary Senior Editor of the IEEE COMMUNICATIONS
LETTERS in 2018. He is (or was) in the Editorial Board of the IEEE SENSORS
JOURNAL, the IEEE OPEN JOURNAL OF THE COMMUNICATIONS SOCIETY,
the IEEE TRANSACTIONS ON SIGNAL AND INFORMATION PROCESSING
OVER NETWORKS, the IEEE COMMUNICATIONS LETTERS and the IEEE
TRANSACTIONS ON WIRELESS COMMUNICATIONS.




ISBN 978-82-326-7762-7 (printed ver.)
ISBN 978-82-326-7761-0 (electronic ver.)
ISSN 1503-8181 (printed ver.)

ISSN 2703-8084 (online ver.)

“ NTNU

Norwegian University of
Science and Technology



	Abstract
	Preface
	Acknowledgments
	List of Tables
	List of Figures
	Abbreviations and Symbols
	Introduction
	State of the Art
	Scope and Objective
	Contributions and Publications
	Thesis Contributions
	List of Publications

	Thesis Outline
	Mathematical Notation

	Detection and Localization via Wireless Sensor Networks
	Per-Sample and Batch Detection
	System Model
	Signal Model
	Local Detection
	Counting Rule and Modified Chair Varshney Rule
	Other Fusion Rules
	Localization Algorithms
	Computational Complexity

	Quickest Detection
	System Model
	Signal Model
	Local Detection
	Three-Layer Architecture
	Two-Layer Architecture
	Other Rules: CUSUM
	Computational Complexity

	Sequential Detection
	System Model
	Signal Model
	Local Detection
	Global Detection
	Computational Complexity and Communication Costs


	Use Cases
	Oil Spill in Subsea Production Systems
	Signal Model
	Local Detection
	Simulation Setup
	Per-Sample and Batch Detection and Localization
	Quickest Detection and Localization

	Carbon Dioxide Dispersion in Industrial Plants
	System Model
	Signal Model
	Local Detection
	Results


	Conclusions and Future Directions
	Bibliography
	Paper 1: Subsea Oil Spill Risk Management Based on Sensor Networks
	Paper 2: Data Fusion for Subsea Oil Spill Detection Through Wireless Sensor Networks
	Paper 3: Wireless Sensor Networks for Detection and Localization of Subsea Oil Leakages
	Paper 4: Spatio-Temporal Decision Fusion for Quickest Fault Detection Within Industrial Plants: The Oil and Gas Scenario
	Paper 5: Bayesian Fault Detection and Localization Through Wireless Sensor Networks in Industrial Plants
	Paper 6: Decision Fusion for Carbon Dioxide Release Detection from Pressure Relief Devices
	Paper 7: Sensor Fusion for Detection and Localization of Carbon Dioxide Releases for Industry 4.0
	Paper 8: Time-Aware Distributed Sequential Detection of Gas Dispersion via Wireless Sensor Networks

