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ABSTRACT Biometric data are uniquely suited for connecting individuals to their digital identities. Deriving
cryptographic key exchange from successful biometric authentication therefore gives an additional layer of
trust compared to password-authenticated key exchange. However, biometric data are sensitive personal
data that need to be protected on a long-term basis. Furthermore, efficient feature extraction and comparison
components resulting in high intra-subject tolerance and inter-subject distinguishability, documented with
good biometric performance, need to be applied in order to prevent zero-effort impersonation attacks. In this
work, we present a novel protocol for Biometric Resilient Authenticated Key Exchange that fulfils the above
requirements of biometric information protection compliant with the international ISO/IEC 24745 standard.
In our protocol, we present a novel modification of unlinkable fuzzy vault schemes that allows their
connection with oblivious pseudo-random functions to achieve resilient protection against offline attacks
crucial for the protection of biometric data. Our protocol is independent of the biometric modality and can
be implemented based on the security of discrete logarithms as well as lattices. We provide an open-source
implementation of both instantiations of our protocol which achieve real-time efficiency with transaction
times of less than one second from the image capture to the completed key exchange.

INDEX TERMS Authenticated key exchange, biometric information protection, fuzzy vault, oblivious
pseudo-random function.

I. INTRODUCTION
Biometric characteristics provide accurate and
non-repudiable identification of individuals over several
decades [1]. This makes them suited for bridging the gap
between real and digital identities in a way passwords or
other machine-generated identifiers cannot. At the same
time however, these properties also make them uniquely
vulnerable. In particular, biometric information cannot be
revoked or replaced in the same way a password or
cryptographic token can. Once a digital representation of a
biometric characteristic, further referred to as a biometric
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template, has been leaked, the underlying source (e.g.,
a particular finger or eye), can no longer be used securely
for authentication. In fact, biometric templates provide no
protection of the underlying data, as they can be reversed to
samples sufficient for attacks [2], [3], [4].
Due to this risk, biometric data have been recognised as

sensitive personal data by the European Union’s General
Data Protection Regulation (GDPR) [5] and the ISO/IEC
24745 international standard on biometric information pro-
tection [6]. The latter defines three security requirements for
secure biometric systems: i) unlinkability and renewability,
meaning that an attacker cannot connect two protected
biometric templates stored in different applications, and new
templates from the same source look indistinguishable to a
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previously stored reference, ii) irreversibility, it should be
impossible for an attacker to retrieve original samples given
only protected templates, and iii) performance preservation,
the computational performance and the recognition accuracy
of the system should not be impacted significantly by adding
a layer of protection to the original data.

At first sight, the performance preservation requirement
in ISO/IEC 24745 seems to be a question of convenience
only. However, it details a second and crucial dimension
that determines the security of biometric authentication: the
accuracy of the underlying biometric comparison function.
Contrary to passwords, which can be compared in an exact
manner, captured samples of the same biometric character-
istic are never exactly equal, but fuzzy. They are subject
to noise such as ageing, environmental influence, or image
quality. Comparison of two samples is therefore based on
some measure of similarity. If this measure is too imprecise,
or the feature representation is not discriminative enough,
an authentication system is not capable of accurately dis-
tinguishing between mated comparisons, where the samples
stem from the same subject, and non-mated authentication
attempts, where the samples stem from different subjects.
Trust in the derived authentication would consequently
be low.

Recently, the idea of building authenticated key exchange
on the basis of biometrics has gained interest with the pro-
posal of Biometrics-Authenticated Key Exchange (BAKE)
[7]. Analogously to Password-Authenticated Key Exchange
(PAKE) [8], a client and server negotiate a shared crypto-
graphic key that should be equal if and only if the biometric
authentication was successful.

With their protocol, the authors of [7] achieve security
in terms of the protection of the biometric data with
classical security assumptions. However, their biometric
comparator is vulnerable, as we show by reproducing their
results experimentally. The reason for this imprecision is
a fingerprint comparison algorithm that is specific to their
protocol, but has not been evaluated in terms of biometric
performance (i.e., accuracy). We provide this evaluation
and show that the algorithm is not able to distinguish
between mated comparison trials within the same identity
and non-mated comparison trials between different identities
in a sufficient manner (see Appendix A). More generic
protocols both on symmetric fuzzy PAKE (fPAKE) [9] and
asymmetric fuzzy PAKE (fuzzy aPAKE) [10] have been
proposed. However, with regard to biometrics, they have
the following shortcomings: fPAKE [9] does not achieve
protection of the biometric data, which is shared with the
server in plaintext. Fuzzy aPAKE [10] achieves security in
both dimensions in theory, but is inefficient in practice as
it is based on generic oblivious transfer which is performed
once for each bit in the biometric template. In addition, [9]
and [10] only enable comparison of fixed-length biometric
representations. The most accurate comparison metric for
fingerprints, one of the most popular biometric modalities,
is however based on variable-length representations, the

similarity of which cannot be expressed as a simple distance
function.

A. CONTRIBUTION
In this work, we present a protocol for Biometric Resilient
Authenticated Key Exchange (BRAKE) that addresses the
deficiencies of previous works [7], [9], [10]. Our BRAKE
protocol achieves effective protection of the biometric data
against offline attacks through the application of anOblivious
Pseudo-Random Function (OPRF). Our protocol is efficient
with execution times of under one second on commodity
hardware from the biometric capture to the completed key
exchange, including communication cost. To the best of
our knowledge, our protocol is the first to achieve secure
biometric authenticated key exchange with high biometric
and computational performance, thus fulfilling ISO/IEC
24745. More precisely, we contribute:
• Biometric resilient authenticated key exchange secure
against offline attacks: through a novel modification of
unlinkable fuzzy vault schemes, we build a seamless
integration of biometric authentication into oblivious
pseudo-random functions to achieve resilient protection
against offline attack, which is crucial for the long-term
protection of biometric data according to the ISO/IEC
24745 [6] standard.

• Classical and post-quantum security: Our two-round
protocol can be instantiated both with a discrete loga-
rithm OPRF [8] and Diffie-Hellman key exchange [11]
as well as a lattice-based OPRF [12] and the state-
of-the art post-quantum key encapsulation mechanism
CRYSTALS Kyber [13], which was recently standard-
ized in NIST IR 8413 [14]. Through our protocol’s
compatibility with lattice-based primitives, which are
assumed to be post-quantum secure, we further achieve
long-term protection of the underlying biometric data.

• Interchangeability of biometric modalities: our protocol
can be instantiated with different fuzzy vault schemes
that have been designed for different biometric modal-
ities and feature representations. In particular, it is
compatible with both fixed-length and variable-length
representations of biometric characteristics.

• Open-source implementation: an implementation of our
protocol based on discrete logarithms as well as lattices
is available at https://github.com/dasec/DL-BRAKE
and https://github.com/dasec/PQ-BRAKE, respectively.
We show that our protocol achieves real-time efficiency
with transaction times of under one second from the
fingerprint image capture at the sensor to the completed
key exchange. To support the reproducibility of our
results, we provide automated installation scripts with
all dependencies alongside our implementation.

B. RELATED WORK
We briefly discuss the state-of-the-art to motivate two
principles for secure biometrics-authenticated key exchange:
recognition accuracy and reciprocal interaction.
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TABLE 1. Comparison of our protocol to related work.

The main concern with the protocol proposed in [7] is
the generation of the biometric secret key constructed from
fingerprint representations. The authors use a simplified
version of the well-studied nearest-neighbour approach first
proposed by [18], which they chose due to its anticipated
rotation invariance. However, this algorithm and its flaws
have been studied for two decades, specifically, its inability to
tolerate missing genuine minutiae [19]. It has therefore been
found unusable in practice, and improved rotation-invariant
fingerprint recognition algorithms have been proposed that
mitigate the known shortcomings [19]. Such improved
algorithms require a more complex comparison subsystem
however, and are not compatible with the constructor offered
in [7]. Notably, the authors of [7] fail to state the recognition
accuracy of their iris and fingerprint based protocols, and
do not give an experimental evaluation detailing the security
with regard to the biometric performance.

Their construction for iris is based on the established
fixed-length feature representation IrisCode [20] and can
be assumed to achieve adequate accuracy as long as the
sample quality is high. It is worth noting that the state-of-
the-art in iris recognition is based on samples captured under
near-infrared light, and therefore requires designated capture
devices, i.e., near-infrared sensors. Such specific sensors are
however not part of most personal communications devices
such as smartphones. The use of classical iris recognition
in the Signal [21] protocol as motivated by [7] is therefore
not meaningful. In such a scenario, iris recognition in the
visual spectrum would need to be considered, which is
a more challenging task and provides, as of today, lower
accuracy [22].
Secondly, the public keys derived from the biometric

secret keys in [7] are vulnerable to offline attacks: in their
construction, any adversary can guess a biometric template
and check if it corresponds to the public key in hand,
without interacting with another party. In such an attack,
the adversary does not have to guess an exact biometric
feature representation, but succeeds as soon as she finds
an input that is close enough with regard to the distance
metric used. This probability can be expressed as the
false-match rate of the biometric system, i.e., the proportion
of authentication attempts from non-mated samples falsely

accepted as authentication attempts of an enrolled data
subject. Again, low biometric accuracy leads to a low effort
in an offline search attack.

Evenwith assumed high biometric accuracy, offline attacks
expose biometric data to high risks. Therefore, we construct
our protocol such that interaction is required for every
adversarial guess, which allows for rate-limiting that can
be enforced as long as at least one party remains honest.
The concept of enforcing interaction through a third party
OPRF service in itself is not new [23]. However, the
construction previously presented by [23] is neither trivially
compatible with fuzzy secrets such as biometric features,
nor with lattice-based primitives as our proposed protocol.
In particular, no lattice-based partially OPRF as required
for the protocol given in [23] is known as of today, and its
construction lies outside of the scope of this work.

An overview of how our proposed scheme compares to
related works can be found in Table 1. An efficient solution
to fuzzy PAKE was presented by [9]. However, the solution
is constructed as a symmetric protocol, where the server
learns the biometric reference template. The approach of [9]
does therefore not fulfil the ISO/IEC 24745 [6] requirements.
Building on this line of research, [15] recently proposed
fuzzy PAKE based on Error-Correcting Codes (ECC).
While their protocol is efficient with a small overhead
compared to [9] and improves upon the security of [9], the
symmetric construction remains an obstacle with regard to
ISO/IEC 24745 [6].

A different line of research emerged with the fuzzy
asymmetric PAKE construction of [10]. Here, the asymmetric
protocol does not allow the server to learn the biometric
reference template. However, the expensive computation
of bit-wise Oblivious Transfer (OT) makes the solution
impractical for real-world applications. More recently, [16]
proposed their solution ttPAKE to typo-tolerance PAKE,
which can be considered related to the challenges posed
by biometric authentication with regard to the fuzziness
of input data. Their solution builds on the idea of [10],
but is based on double-layered secret sharing. While their
protocol is asymmetric, the password is shared with the
server in the setup phase for the purpose of constructing
a secret-shared password table, and is deleted by the
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semi-honest server afterwards. If this protocol were applied to
biometric data, this plaintext disclosure of the authentication
secret would violate the ISO/IEC 24745 [6] requirements.
Another recent work presents BAKA [17], a protocol
for biometric authentication and key agreements based on
fuzzy extractors. However, this work applies blockchain to
store biometric data, which is an inherent violation of the
ISO/IEC 24745 [6] renewability requirement. Through the
immutability of blockchain records, compromised reference
templates cannot be renewed. Furthermore, none of the
above works apart from [7] have been instantiated using
post-quantum secure cryptographic primitives.

Further recent works are concerned with authentication
based on fuzzy input data, however, with different aims
to our work. Motivated by more private solutions for TLS
authentication, [24] proposed single message Credential
Hiding Login (CHL). Their one-round protocol allows for
efficient user authentication both for static and fuzzy secrets,
with biometric authentication as a possible application. Their
scheme is based on the security of Learning with Errors
(LWE) problems and can be instantiated with post-quantum
secure parameters. In contrast to our work however, not
session keys are exchanged as a result from the successful
login. Another solution to biometric authentication based
on functional encryption was recently presented by [25].
While their solution is computationally efficient, no key
material is generated from the successful biometric two-
factor authentication. Similarly, [26] presented post-quantum
secure biometric authentication using searchable encryption,
a cryptographic technique related to functional encryption as
applied in [25].
Other related works have been directed on extracting

uniformly distributed cryptographic keys directly from bio-
metric templates without running an interactive protocol [27].
Similar to [9] and [10], only fixed-length representations are
considered that can be compared with some distance metric.
From fuzzy extractors, two-factor authentication protocols
have been built [28]. More recently, [29] proposed a session
key generation protocol specifically for fingerprint based
on so-called cancellable biometrics, which are one-way
transforms on the biometric data that are not based on
well-studied cryptographic problems and can therefore not be
assumed to underlie specific hardness assumptions.

C. STRUCTURE OF PAPER
The rest of this paper is structured as follows: In Section II,
background information and definitions required for the
construction of our protocol are presented. As our main
contribution, Section III presents our BRAKE protocol with
security definitions and proof sketches, before we give
concrete instantiations based on discrete logarithms and
lattices in Section IV. Section V presents the experimen-
tal evaluation of the protocol and practical comparison
with related work, before we outline our conclusions
in Section VI.

II. PRELIMINARIES
The framework for automated and interoperable biometric
recognition has been standardised in ISO/IEC 19794-1 [30],
and subsequent parts of the standard define biometric data
interchange formats for the modalities fingerprint, face, iris,
voice, handwritten signatures, and vascular biometrics. For
the scope of our work, we look at the three most prevalent
modalities fingerprint, face, and iris, for which well-tested
fuzzy vault schemes exist.

A. BIOMETRIC PERFORMANCE METRICS
Biometric performance testing and reporting is standardised
in ISO/IEC 19795-1 [31] and subsequent parts. The evalua-
tion of biometric systems is based on two components: error
rates and throughput rates. For a verification scenario, the
most important error metrics are:

- False Non-Match Rate (FNMR): proportion of mated
comparisons that resulted in a reject decision.

- False Match Rate (FMR): proportion of non-mated
comparisons that resulted in an accept decision.

The FMR can be thought of as the security level of the
biometric system, detailing how many zero-effort impostors
were able to be verified. In most scenarios, systems with a
FMR below 1% are considered secure, while high-security
applications such as automated border control require a FMR
lower than 0.1% [32]. The FNMR on the other hand can be
considered as the convenience level of the system, detailing
how many mated comparison trials were not able to be
verified. A FNMR up to 5% is considered acceptable [32].

Factors impacting the recognition performance of a bio-
metric system are first and foremost the sample quality both
during enrolment and verification, and the robustness of the
feature representation and comparison algorithm with regard
to rotation, translation, and noise of the samples [33], [34].
Furthermore, any feature transformation such as binarisation
may impact the accuracy of the system.

B. ENTROPY OF BIOMETRIC REPRESENTATIONS
The entropy of biometric data is a topic that is often referred
to in works about fuzzy cryptographic primitives [9]. In the
literature, the entropy of a face has been determined at
56 bits [35], a minutiae-based fingerprint representation at
82 bits [36], and an iris at 249 bits [37]. However, these
numbers can only be considered as an upper bound of the
entropy of a certain biometric instance, as the amount of
information in a biometric sample heavily depends on the
capture device used and its fidelity (e.g., its resolution) as well
as the feature extraction algorithm used. Indeed, [38] argues
that it is not in all scenarios appropriate to use the entropy of
a single biometric template as a measure for security, which
is an overestimate when it comes to comparisons between
biometric features. Here, the false-accept security defined
as log2(FMR

−1) gives a more accurate measure, as it is
sufficient for an attacker to guess a template that is close
enough to a reference template.
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FIGURE 1. Fuzzy vault authentication protocol based on [39].

C. FUZZY VAULT
The concept of fuzzy vaults was first introduced by [39], who
propose a scheme that allows to lock a biometric feature secret
set t with a secret polynomial f using a biometric feature
secret set t using a probabilistic algorithm. The output of this
algorithm is a locked fuzzy vault that can be unlocked using
a second biometric feature set t ′, if there are enough points
the intersection of t and t ′. We give a short definition of their
original scheme before we move on to the state-of-the-art for
different biometric modalities.
Definition 1 (Fuzzy Vault Scheme [39]): Let C be an

error-correcting code, H : C → {0, 1}2λ, for security param-
eter λ, be a cryptographic hash function H , and let τ a
biometric comparison threshold. Then, a fuzzy vault scheme
is a set of the following algorithms:
• (f ,H (f ),V ) ← lock(t): On input of a biometric
feature set t , the algorithm samples a random secret
f ∈ C and outputs a locked fuzzy vault V together with
the hash digest H (f ).

• f ′ ← unlock(V ,H (f ), t ′): On input of a locked fuzzy
vault V and a biometric feature set t ′, the algorithm
outputs an opening polynomial f ′ ∈ C. The unlocking
can be verified by comparing H (f ) to H (f ′).

A basic authentication protocol based on the fuzzy vault
scheme is given in Figure 1.

INSTANTIATION FOR FINGERPRINT
The original schemes by [39] and a similar scheme by [40]
have been proven to be insecure due their construction based
on large point clouds to hide the secret f , which are vulnerable
to correlation attacks [41]. Therefore, [38] presented an
improved scheme to mitigate correlation attacks (see [38],
Section 1.2.3), building on the initial proposal by [27]. These
improved fuzzy vault schemes fulfil the requirements of
ISO/IEC 24745 [6].

The improved fuzzy vault scheme has first been con-
structed for minutiae-based fingerprint representations [38].
From the pattern of fingerprint ridge lines, significant points
known as minutiae are extracted as compact and distinguish-
ing features, specifically, ridge endings and bifurcations,
namely the location and orientation where one ridge line
splits into two. In the scheme by [38], minutiae are encoded
into a finite field Fp′ using absolute pre-alignment and
quantisation to account for a certain degree of noise with
regard to the position of the minutiae. The set of minutiae t ⊂
Fp′ is then considered the biometric template. A polynomial
f ∈ Fp′ [x] of degree τ −1 is chosen uniformly at random and
locked as

lock(t) = (f , f (x)+
∏
a∈t

(x − a)) =: (f ,V ).

To unlock the vault, V is evaluated on the probe minutiae
set t ′ and decoded using a Reed-Solomon decoder, yielding

unlock(V , t ′) = decode({(b,V (b)) | b ∈ t ′}) =: f ′.

Lemma 1 (Theorem 1 in [38]): Let (f ,H (f ),V ) ←

lock(t) be a commitment to a polynomial f ∈ Fp′ [x] with
minutiae set t , and f ′ ← unlock(V ,H (f ), t ′) an unlocking
of V using a minutiae set t ′. Then, f = f ′ if and only if
|t ∩ t ′| ≥ τ .

Analogue constructions exist for iris [42] and face [43]
recognition, which we refer the reader to for full details.

D. CRYPTOGRAPHIC PRIMITIVES
Definition 2 (Pseudo-Random Function, [44]): A family

of functions fk : {0, 1}λ × {0, 1}n → {0, 1}n
′

, with key
k ∈ {0, 1}λ, are called Pseudo-Random Functions (PRFs) if
the following holds:

• fk (x) is efficiently computable from k and x.
• It is not efficiently decidable whether one has access to
a computation oracle for fk (·) or to an oracle producing
uniformly random bit-strings of length n.

Definition 3 (Oblivious Pseudo-Random Function, [45]):
A two-party protocol π between a client and a server is an
Oblivious Pseudo-Random Function (OPRF) if there exists
some PRF family fk , such that π privately realizes the
following functionality:

• Client has input x; Server has input k .
• Client outputs fk (x); Server outputs nothing.

Definition 4 (Hashed Diffie-Hellman OPRF, [46]): Let G
be a cyclic group of prime order p, x ∈ {0, 1}∗ the client
input, k ∈ Zp the evaluator’s secret key, HG : {0, 1}∗ → G
and HZp : {0, 1}

∗
→ Zp cryptographic hash functions

that output values in G and Zp, respectively. The protocol
HashDH consists of the following algorithms:

• (B, r)← blind(x): The client samples a random r ←
Zp and outputs r and B← [r]HG(x).

• S ← eval(B, k): On inputB ∈ G, the evaluator outputs
S ← [k]B.
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• U ← unblind(S, r): On input S ∈ G and r ∈ Zp, the
client outputs U ← HZp (x, [r

−1]S).

As a result of this protocol, the client privately obtains
HZp (x, [k]HG(x)) without learning k and without the evalua-
tor learning the input x nor the output U .
Definition 5 (Key Encapsulation Mechanism, [47]): A

Key EncapsulationMechanism (KEM) is a schemewith three
algorithms KeyGen,encap and decap, where

• (pk,sk) ← KeyGen(1λ): takes as input the security
parameter λ and outputs a public key pk and a secret
key sk.

• (ctx, γ ) ← encap(pk): takes as input a public key
pk, samples a session pre-key γ , and outputs γ and an
encapsulation ctx of γ under the public key pk.

• γ ′← decap(ctx,sk): takes as input an encapsulated
session pre-key ctx and a secret key sk and outputs a
decapsulated session pre-key γ ′.

We require that for all (pk,sk) generated from KeyGen
we have that γ = decap(encap(γ,pk),sk), except with
negligible probability, and that the scheme is IND-CCA
secure.

E. LATTICE-BASED CRYPTOGRAPHY
Lattice-based cryptography builds upon certain lattice prob-
lems which are considered hard to solve even for quantum
computers, and these can be used as the basis for designing
a variety of cryptographic systems [48]. The two most
popular lattice problems are the Learning With Errors (LWE)
decision-problem introduced in [49] and the Short Integer
Solution (SIS) search-problem introduced in [50]. In this
work, we use the module variants of these problems, where
we are working over cyclotomic rings Rq = Zq[X ]/⟨XN +
1⟩ where N is a power of two and q a prime. The norm
of elements in Rq is computed on coefficient vectors of
polynomials in Z.
Definition 6: (Module-LWE). Let χ be a bounded distri-

bution over Rdq and let s← χ be a secret vector. Then, sample
Ai ∈ Rd×dq uniformly at random and ei ← χ , and finally
set (Ai, bi = Ai · s + ei) in Rd×dq × Rdq . The M-LWEd,s,χ
decision-problem is to decide with non-negligible advantage
whether m independent samples {(Ai, bi)}mi=1 are computed
as above or sampled from the uniform distribution over
Rd×dq × Rdq .
Definition 7: (Module-SIS). Givenm uniform vectors ai ∈

Rdq , the M-SISd,m,β problem is to find polynomials si ∈ Rq
such that all ||si|| ≤ β and

m∑
i=1

ai · si = 0 ∈ Rq.

III. BIOMETRIC RESILIENT AUTHENTICATED KEY
EXCHANGE
In this Section, we introduce our protocol for Biometric
Resilient Authenticated Key Exchange (BRAKE) built from
a fuzzy vault scheme, an OPRF, and a KEM.

A. SETTING
For our proposed protocol, we assume that a biometric
capture device is linked to a client which performs the prepro-
cessing and feature extraction, and acts as a communicating
party in the protocol. Its communication counterparts are a
server which controls a database of locked fuzzy vaults and
client reference public keys, and an evaluator which is in
possession of a secret OPRF key. In practice, the evaluator
can be instantiated by a trusted execution environment
at the server. For this reason, we do not model direct
communication between the client and the evaluator, but work
under the weaker assumption that all communication between
client and evaluator is seen by the server. This is a common
practice in biometric information protection [51], as it allows
for enhanced network security choices that protect the party
handling secret key material. Furthermore, we assume that
authenticated channels are established between all parties,
e.g., through TLS. Thereby, mutual authentication can be
established between a client and the server.

B. MODIFICATION OF FUZZY VAULT SCHEMES
In the original improved fuzzy vault schemes, the decod-
ing algorithm with highest performance both in terms of
execution times and accuracy is the Guruswami-Sudan
decoder [52]. Thereby, unlocking a fuzzy vault with feature
vector t ′ corresponds to a randomised brute-force decoding
strategy, where subsets of t ′ are chosen uniformly at random
and evaluated as unlocking sets for the reference fuzzy vault.
During this randomised decoding, a candidate polynomial
f ′ is generated for each subset and compared against the
stored hash H (f ) corresponding to the biometric reference
template t . When a candidate polynomial is found for which
H (f ) = H (f ′), the decoding attempts are stopped. If no
candidate polynomial is found within a certain number of
decoding attempts, the underlying comparison of t and t ′ is
classified as a non-mated comparison trial.

In our protocol however, we do not wish to store H (f ) at
the server as it allows for offline brute-force attacks. Instead,
we run the full decoding attempts until the threshold for
non-mated comparison trials is reached, even when we expect
a mated comparison trial. During decoding, we temporarily
store all candidate polynomials and sort them with respect
to their frequency. For a mated comparison, we expect the
correct candidate polynomial f ′ for which H (f ′) = H (f ) to
appear as the most frequently reconstructed polynomial due
to the large overlap of the sets t and t ′. A similar strategy
is applied in [40] and is supported by our experimental
evaluation, showing only a negligible deviation with regard
to the biometric performance.

Notably, the FMR and thereby security of the system is not
affected by the change to highest-frequency decoding. In both
cases, no non-mated comparisons yield matching candidate
polynomials within the list decoder threshold. Therefore, the
polynomial that occurs with the highest frequency is also not
a matching candidate polynomial. Consequently, the FMR is

VOLUME 12, 2024 46601



P. Bauspieß et al.: BRAKE: Biometric Resilient Authenticated Key Exchange

not affected by the change from hash-verified decoding to
highest-frequency decoding.

In addition, the frequency pattern found in a mated
comparison does not give an attacker an advantage in terms of
an offline-brute force attack. Through the additional roots of
the randomly generated secret polynomial f , a number of
seemingly correct polynomials of degree τ − 1 could be
interpolated by an attacker that is not in possession of a mated
feature set. Therefore, a brute-force attack on a locked vault
alone, without the confirmation of H (f ) or a successful key
exchange, corresponds to a non-mated comparison attempt
with no clear frequency pattern.

C. PROTOCOL
In this Section, we give the formal definition of our proposed
protocol for biometric resilient authenticated key exchange.
Definition 8: (Biometric Resilient Authenticated Key

Exchange) A three-party protocol BRAKE between a
client, a server and an evaluator is a Biometric Resilient
Authenticated Key Exchange, if it realizes the following
functionalities:

• Enrolment: A trusted setup party inputs a biometric
reference template t and corresponding identifier id.
The setup party computes a locked vault (f ,V ) based
on t . The evaluator inputs a key k . Then the parties
jointly compute a client public key cpkt derived from f .
The server outputs (V ,cpkt = eval(f , k),id) and the
other parties outputs nothing. The enrolment protocol is
detailed in Figure 2.

• Verification: The client inputs a biometric probe feature
set t ′ and a biometric claim id, the server inputs
(V ,cpkt ,id) and the evaluator inputs k . The client
requests the locked vault V for id and interpolates a
polynomial f ′ from t ′. The parties jointly compute a key
exchange on input f ′. The server outputs a session key ρ

and the client outputs a session key ρ′ and a bit indicating
ifH (ρ) = H (ρ′). The verification is detailed in Figure 3.

Here, the client will output the bit 1 if and only if
|t ∩ t ′| ≥ τ for τ the biometric verification threshold. For the
algorithms defined in Definition 8, we require the following
building blocks:
Definition 9 (Building blocks): We define the following

building blocks for the BAKE protocol:

• pp ← setup(1λ): The setup algorithm defines a
universe P , randomness space R, key space K and
a cryptographic hash function H : {0, 1}∗→ {0, 1}2λ.
Further, the setup algorithm defines an error-correcting
code C with correction capacity τ . These are incor-
porated in the public parameters pp and all following
algorithms implicitly inherit pp.

• (f ,V ) ← lock(t): The algorithm takes as input a
biometric template t , samples a random polynomial f ∈
C, and outputs f and a locked fuzzy vaultV . Note that the
fuzzy vault scheme do not include the hash digest H (f ).

• f ′ ← unlock(V , t ′): The algorithm takes as input a
biometric probe feature vector t ′ and locked fuzzy vault
V , and outputs an opening polynomial f ′.

• (B, r) ← blind(f ): The algorithm samples a random
element r ∈ R and outputs an element B ∈ P .

• S ← eval(B, k): On input B ∈ P and key k ∈ K, the
server outputs an evaluation S ∈ P .

• sk← unblind(S, r): On input S ∈ P and r ∈ R, the
algorithm outputs an evaluation t U that can further be
used as (or to generate) a client secret key csk ∈ K.

• (sk,pk) ← KeyGen(1λ): The algorithm outputs a
secret key sk ∈ K and a public key pk ∈ P .

• pk ← pkGen(sk): The algorithm takes as input a
secret key sk ∈ K and outputs a public key pk ∈ P .

• (ctx, γ ) ← encap(cpk): The algorithm takes as
input a client public key cpk, samples a session pre-key
γ and outputs γ and an encapsulation ctx of γ under
cpk.

• γ ′← decap(ctx,csk): The algorithm takes as input
an encapsulated session pre-key ctx and a client secret
key csk and outputs a decapsulated session pre-key γ ′.

• ρ ← KDF(cpk,spk,cpke,spke, γ ): The key deriva-
tion function KDF takes as input the client and server
static and ephemeral public keyscpk,spk,cpke,spke
as well as a pre-key γ and outputs a session key
ρ ∈ {0, 1}2λ.

The detailed functioning of the BRAKE protocol can be
seen in Figures 2 and 3. We also give a short semantic
description in the following. During enrolment (Figure 2),
a client public key cpkt is derived from a biometric reference
template t and the OPRF key k , and is stored at the server
together with a locked fuzzy vault V of t using a secret
random polynomial f . First, the client generates f and locks
the vault with template t . Note that now, the fuzzy vault
scheme no longer includes the hash digest H (f ) of the secret
polynomial sampled during locking. Then, the client initiates
the OPRF evaluation on input f . The evaluator evaluates the
blinded input B using the OPRF key k , and the client is able
to unblind and obtain its secret key cskt , from which it
computes the corresponding public key cpkt . To conclude
the enrolment step, the client sends the tuple (V ,cpkt ,id)
to the server to be stored for future reference.

For verification and key exchange (Figure 3), the client
requests the fuzzy vault V stored at the server for identity
id, and, using a biometric probe t ′, unlocks the vault to a
polynomial f ′. Then, the OPRF evaluation on f is computed
analogously to the enrolment step. At the same time, the
client and server generate ephemeral key pairs to prepare the
key exchange. Additionally, the server has a static key pair
(ssk,spk) generated during setup that is not derived from
any biometric information. For the key exchange, we assume
that the client has access to the static server public key spk
as discussed above. Once all keys have been generated, the
server encapsulates a session pre-key γ using the client’s
public key cpkt . The client can decapsulate γ if and only if
the secret reconstructed from the fuzzy vault was correct, i.e.,
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FIGURE 2. BRAKE enrolment protocol.

FIGURE 3. BRAKE verification protocol.

in the case where t and t ′ are closer than threshold τ . Finally,
the session key ρ is derived from γ using the client and server
static and ephemeral public keys cpk,spk,cpke,spke in
the key derivation function KDF. We note that the hashed
session key ρ allows for the authentication to be explicit.

D. SECURITY DEFINITIONS
Following the definition of the BRAKE protocol in Figures 2
and 3, we give formal definitions of the security of
the protocol. For simplicity, we implicitly model the use
of identifiers within the enrolment database. In theory,
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an adversary wants to learn a biometric feature vector that is
close to any enrolled template. In practice however, it always
needs to choose a specific identity to attack or run attacks
on multiple specific identities in parallel. The following
definitions and proof sketches model security in the case
where a template t is enrolled in the database held by the
server, and an honest client would use a feature vector t ′ to
authenticate.

Notation.Denote by f −1 = log2(FMR
−1) the false-accept

security of a biometric feature extractor and comparator, let ℓ
be the rate limit enforced by the server and the evaluator, and
let ℓA be the brute-force capacity of the attacker A.
Definition 10: (Correctness) We say that a BRAKE pro-

tocol is correct if a capture subject presenting a biometric
probe feature vector t ′ and identifier id can successfully
authenticate to an honest server if and only if |t ∩ t ′| ≥ τ

for a fixed biometric verification threshold τ , except with
negligible probability.
Definition 11: (Client Privacy) We say that a BRAKE

protocol has client privacy if an adversary A controlling the
client has the following advantage in obtaining a biometric
feature vector t ′ that is close to an enrolled biometric
template t:

Pr

dist(t, t
′) < τ

pp← setup(1λ)
{V ,cpkt } ← enroll(pp, t)

∀i ∈ [ℓ] :


(B′,cpke)← A(pp,V )
(sske,spke)← KeyGen(1λ)
S ′← eval(B′, k)

t ′← A(S ′,spk,spke,ctx)

 ≤ ℓf −1 + negl(λ).

Definition 12: (Server Privacy) We say that a BRAKE
protocol has server privacy if an adversary A controlling the
computation server has the following advantage in obtaining
a biometric feature vector t ′ that is close to an enrolled
biometric template t:

Pr

dist(t, t ′) < τ :

pp← setup(1λ)
{V ,cpkt } ← enroll(pp, t)

∀i ∈ [ℓ] :
{
B′← A(pp, {V ,cpkt })
S ′← eval(B′, k)
t ′← A(S ′)

 ≤ ℓf −1 + negl(λ).

If client and server run the protocol BRAKE honestly,
the evaluator only sees the blinded element, which is
information-theoretically secure, and hence, independent of
the biometric template. We therefore do not model evaluator
privacy.

The advantage of an adversary controlling both the client
and the server effectively reduces to server privacy. In this
scenario, the information the adversary needs to guess is
the evaluated element S ′. However, as discussed above, the
evaluator cannot distinguish between evaluation requests for
different biometric feature vectors corresponding to mated
authentication attempts, or repeated evaluation requests for
a single identity aimed at running a brute-force search.
Therefore, rate-limiting at the evaluator can be enforced by
user-specific OPRF keys. This way, the evaluator will learn
the identifier of the user attempting to authenticate, but is not
able to gain any more knowledge about her biometric data,
while effectively preventing the server from learning it.

The advantage of an adversary controlling both the client
and the evaluator initially reduces to the definition of client
privacy, as the adversary seeks to learn the reference public
key stored during enrolment. However, after running one
(unsuccessful) authentication attempt for a specific identity,
the adversary will receive the encapsulated key derived
from the biometric reference data of the data subject in
question. From that point on, it can guess a biometric feature
vector, issue an evaluation by use of the evaluation key,
and compare the resulting key against the obtained one.
Therefore, we realistically model an adversary controlling
both the client and the evaluator as being able to run an
offline search on the biometric enrolment database. Due to
the architecture considerations, this scenario is somewhat
unlikely in practice, and a more realistic threat is the server
and evaluator colluding.
Definition 13: (Client-Evaluator Privacy) We say that a

BRAKE protocol has client-evaluator privacy if an adversary
A controlling both the client and the authentication server
does not have an advantage in obtaining a biometric feature
vector t ′ that is close to any enrolled biometric template t
above running a brute-force search on V :

Pr


dist(t, t ′) < τ :

pp← setup(1λ)
{V ,cpkt } ← enroll(pp, t)

∀i ∈ [ℓ] :


(B′,cpke)← A(pp,id,V )
(sske,spke)← KeyGen(1λ)
S ′← A(B′, k)
ctx← encap(ρ,cpkt )

t ′← A(S ′,spk,spke,ctx)


≤ ℓAf −1 + negl(λ).

Definition 14: (Server-Evaluator Privacy)We say that a
BRAKE protocol has server-evaluator privacy if an adversary
A controlling both the server and the evaluator does not have
an advantage in obtaining a biometric feature vector t ′ that
is close to any enrolled biometric template t above running a
brute-force search on V :

Pr

dist(t, t
′) < τ :

pp← setup(1λ)
{V ,cpkt } ← enroll(pp, t)

f ′← unlock(V , t ′)
B′← blind(f ′)

(cske,cpke)← KeyGen(1λ)
t ′← A(pp,id,V ,B′, k,cpkt ,cpke)

 ≤ ℓAf −1 + negl(λ).

IV. CONCRETE INSTANTIATIONS
We now give two concrete instantiations of BRAKE, where
the first is based on the hardness of discrete logarithms,
while the second utilises lattice-based cryptography. Thereby,
we show that both classical security and post-quantum
security can be achieved using BRAKE. For both instantia-
tions, the modified improved fuzzy vault scheme described
in Section III-B is used. The detailed description of the
instantiations includes their cryptographic building blocks,
complete instantiated protocols, and security proofs.

A. INSTANTIATION BASED ON DISCRETE LOGARITHMS
In this Section, we give an instantiation of the protocol
defined in Figures 2 and 3 using cryptographic primitives that
build on the security of discrete logarithms (DL). Concretely,
we instantiate the universe P with a cyclic group G, which
can be the group of points on an elliptic curve, and the key
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FIGURE 4. DL-BRAKE enrolment protocol instantiated with discrete-logarithm OPRF and Diffie-Hellman key
exchange.

space K and randomness space R with a scalar field Zp,
where p is the prime order of G. Further, we also define two
hash functions HG : {0, 1}∗→ G and HZp : {0, 1}

∗
→ Zp.

Building on these foundations, the respective algorithms
of Definition 9 are instantiated with the Hash-DH OPRF
defined in Definition 4 and ephemeral Diffie-Hellman key
exchange with a key-derivation function KDF. The detailed
protocols for enrolment and verification are defined in
Figures 4 and 5, respectively. In the following, we refer to
the verification protocol in Figure 5 as DL-BRAKE. We note
that in the setting where the evaluator rate-limits the number
of evaluations per user, the protocol can trivially be updated
to send the identity of the user (or a fixed pseudonym)
together with the blinded value, and the evaluator evaluates
a partially oblivious PRF where the identity is a public
input to the function together with the secret evaluation key.
Implementing the techniques from [53] and [54] allows us to
perform this slightly different evaluation without (noticeable)
increased computation nor communication compared to the
protocol we have described.

B. DL-BRAKE SECURITY PROOFS
In this Section, we provide theorems stating the security of
the DL-BRAKE based on the hardness of discrete logarithms,
and we sketch the security proofs.
Theorem 1 (Correctness): Assume that a probe sample t ′

is within the verification threshold τ compared to a biometric
template tid for some registered identity id. Then the
DL-BRAKE protocol in Figure 5 is correct.

Proof sketch: This follows directly from the construc-
tion. If the comparison result of the probe feature set t ′ to
a biometric template tid is within the verification threshold
τ for some registered identity id, then the client will
successfully reconstruct the correct polynomial f ′ using
interpolation. From the correctness of the OPRF, the KEM,
and the KDF, we then conclude that the client and the
server compute the same values, and the data subject is
correctly authorised. If the distance between probe and
reference feature set is more than τ points, by correctness
of Lagrange interpolation, two different polynomials will be
reconstructed, and, but for a collision in the hash function, the
key exchange will fail. □
Theorem 2 (Client Privacy): Let A0 be an adversary

against client privacy in the DL-BRAKE protocol in Figure 5
with advantage ϵ0. Then there exists an adversaryA1 against
the fuzzy vault V with advantage ϵ1 and an adversary
A2 against the OPRF with advantage ϵ2, such that ϵ0 ≤

ϵ1 + f −1(1 + ϵ2). The runtime of A0 is essentially the same
as of A1 and A2.

Proof sketch: We consider a single log-in attempt by
an adversary A0 controlling the client. If A0 guesses a
biometric probe, the probability that this probe is close to
the reference sample is approximately f −1. Furthermore,
if A0 with probability ϵ0 can output a valid probe sample
t ′ given access to the fuzzy vault V , we can trivially turn
A0 into an adversary A1 against V with the same advantage.
Moreover, if A0 with advantage f −1 can output a valid
probe sample t ′ when having access to values evaluated with
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FIGURE 5. DL-BRAKE verification protocol instantiated with discrete-logarithm OPRF and Diffie-Hellman key
exchange.

key k , then we can turn A0 into an adversary A2 against the
OPRF. Finally, we observe that the KEM are independent of
tid, and hence, an adversary A0 cannot learn anything from
interacting with this protocol. We conclude that the protocol
achieves client privacy. □
Theorem 3 (Server privacy): Let A0 be an adversary

against server privacy in the DL-BRAKE protocol in Figure 5
with advantage ϵ0. Then there exists an adversaryA1 against
the fuzzy vault V with advantage ϵ1 and an adversary
A2 against the OPRF with advantage ϵ2, such that ϵ0 ≤

ϵ1 + f −1(1 + ϵ2). The runtime of A0 is essentially the same
as of A1 and A2.

We omit the proof of Theorem 3 since it is similar to
Theorem 2.
Theorem 4 (Client-Evaluator Privacy): Let A0 be an

adversary against client-evaluator privacy in the DL-BRAKE
protocol in Figure 5 with advantage ϵ0 controlling both the
client and the evaluator. Then ϵ0 ≤ f −1 and A0 has no
advantage in guessing a biometric probe within the threshold
of an enrolled template above a brute-force search.

Proof sketch: We consider a colluding malicious client
and malicious evaluator. Assume that A0 runs the verifi-
cation protocol once on any input probe t ′ and receives
(S ′,spke,H (ρ)) from the server. Then A0 can guess a
biometric probe, interpolate to get a polynomial f ′ and
execute the OPRF on input f ′ using the evaluator’s key k .
For each guess, A0 can check if the KDF output corresponds
to H (ρ). No information about any enrolled template tid is
encoded in the messages from the server. □
Theorem 5 (Server-Evaluator Privacy): Let A0 be an

adversary against server-evaluator privacy in the DL-BRAKE
protocol in Figure 5 with advantage ϵ0 controlling both
the server and the evaluator. Then ϵ0 ≤ f −1 and A0 has
no advantage in guessing a biometric template within the
threshold of an enrolled template above a brute-force search.

Proof sketch:We consider a colluding malicious server
and malicious evaluator. Then A0 can guess a biometric
probe, interpolate to get a polynomial f ′ and execute the
OPRF on input f ′ using the evaluator’s key k . For each guess,
A0 can check if [HZp (B

′)]G = cpkr . No information about
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any enrolled template tid is encoded in the messages from the
client. □

C. INSTANTIATION BASED ON LATTICES
Our BRAKE protocol can also be instantiated with
lattice-based cryptographic primitives, which are assumed
to yield post-quantum security for certain parameter
choices [55]. Two components in the protocol need to be
instantiated: the OPRF and the KEM.

A construction of a lattice-based OPRF has recently been
proposed by [12], which builds on the security of the M-LWE
problem defined in Section II-E for d = 1 (often referred to
as the Ring-Learning With Errors (R-LWE) problem [56]).
Additionally, this specific construction has the additional
property of being verifiable (making it a VOPRF), i.e., the
client has a guarantee that the output received from the OPRF
evaluation is truly correct and calculated with the server’s
publicly committed key k [12], [44].
However, the zero-knowledge proof appended to the

lattice-based PRF for verifiability are not practical for
real-world application due to proof sizes of several giga-
bytes [12]. The authors of [12] give a rough indication
of the amounts in question at approximately 240 bits or
around 128 GB of communication data for realistic parameter
choices of log2(q) ≈ 256 and ring dimension 16384.
Therefore, we only look at the case of passive security
against dishonest clients for the lattice instantiation, which
can be significantly simplified by replacing the PRF with
a hash function. We will give a detailed description of the
modifications applied to the lattice-based VOPRF by [12] in
the following.

1) LATTICE OPRF
An option that is made possible by removing the zero-
knowledge proofs is the ability to heavily reduce the
computation time and communication cost generated by the
PRF. Originally, the PRF is evaluated as

Fk (x) := ⌊ax · k⌉q′ ∈ R
d ′
q′ ,

where ax is a lattice PRF [57]. This evaluation can be replaced
with the PRF F ′k (x) := ⌊ax · k⌉q′ where ax a pseudorandom
ring element output by a hash function evaluated on some
secret input x. This truncation shrinks the calculations from a
vector of polynomials to just single polynomials in Rq′ .

In practical terms, the input ax we wish to evaluate the
OPRF on, is the random polynomial f generated by the fuzzy
vault scheme. Therefore, the element f needs to be mapped
to a ring element in a deterministic fashion. The procedure is
described in the following steps:
1) Concatenate every coefficient of f into a string cf .
2) Create h := H (cf ) using a cryptographic hash function.
3) Produce N coefficients of the polynomial ax by creating

a hash of the form hi := H (i∥h) for i = 0, . . . ,N −
1 using the same hash function as before and converting
hashes into integers. Here, ∥ denotes concatenation.

FIGURE 6. Modified OPRF protocol based on [12] using the truncated PRF.

4) Reduce the coefficients of ax mod q (if needed).
This procedure results in a polynomial ax which is

an element of the ring Rq = Zq[X ]/⟨XN + 1⟩ and can
subsequently be used to compute an M-LWE sample. Using
the truncated PRF described above, the lattice-based OPRF
construction by Albrecht et al. [12] can be modified as
will be described in the following Section. Figure 6 shows
the functioning of the modified OPRF, using the truncated
PRF, in more detail. Here, Dσ is a uniform distribution over
Rq which produces ternary values, and Dσ ′ is a uniform
distribution over Rq which produces values in a range
[−B,B], where B is a large power of two smaller than q.

The final step, rounding, produces the Client’s output,
which is the polynomial yx . If the rounding is implemented
correctly and the protocol has been successfully executed,
this rounded value will be equal to the rounded value
⌊ax · k⌉q′ . This is known as the unblinding operation, which
allows the Client to receive the computation of ax · k without
learning the Evaluator’s key k , while the Evaluator does not
learn the value of ax . Additionally, before rounding, it is
necessary to represent the values that are to be rounded in
(− q−1

2 , . . . ,
q−1
2 ).

The principle behind the validity of the rounding mecha-
nism is shown in the following equations based on [12], which
depict the total amount of noise that is accrued through the
protocol. Firstly, we introduce the M-LWE samples c, dx and
cx , which form the total noise value. These are elements of Rq
and are transmitted between the Client and Evaluator during
the protocol. We recall their definitions as given in Figure 6:

c = a · k + e

dx = cx · k + E

cx = a · s+ e′ + ax .
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FIGURE 7. PQ-BRAKE enrolment protocol instantiated with modified lattice OPRF and Kyber KEM.

Next, we recall the computation of the polynomial y on the
Client’s side, which includes the values dx , c and s before they
are summed and rounded in yx :

y = dx−c · s

= cx · k + E − (a · k + e) · s

= (a · s+ e′ + ax) · k + E−a · k · s+ e · s

= e′ · k + ax · k + E−e · s.

Then, as the polynomial yx can be obtained from y as:

yx =
⌊
q′

q
· (dx−c · s)

⌉
=

⌊
q′

q
· ax · k

⌉
.

In the expanded equation for y, we notice that it contains
the polynomial ax · k and a noise polynomial e′ · k−e ·
s + E . Therefore, the last equation, showing the value of yx ,
is correct with all but a negligible probability if the noise
polynomial

∣∣∣ q′q · (e′ · k−e · s+ E)∣∣∣ is small enough for each
coefficient to achieve acceptable correctness after rounding.
In other words:∣∣∣∣q′q · (e′ · k−e · s+ E)

∣∣∣∣
∞

<
1
2
.

2) CRYSTALS KYBER KEY ENCAPSULATION MECHANISM
We exchange the Diffie-Hellman key exchange with a
lattice-based KEM: the recently standardised CRYSTALS-
Kyber [13]. Kyber is based on theM-LWE problem described
in Section II-E and provides IND-CCA2 security [58]. The
main parameters of Kyber, N = 256 and q = 3329,

were specifically chosen for the ability to use the Number
Theoretic Transform (NTT) providing an efficient way to
performmultiplications inRq [58]. In our work, the parameter
set of Kyber768 was chosen due to its optimal performance
while providing more than 128 bits of security [58]. While
no significant changes were applied to Kyber on a theoretical
basis, we give further details on the integration of Kyber into
the implementation of the BRAKE protocol in Section V.
In particular, we note that the security of the session key
established through BRAKE is given through the security
guarantees of Kyber.

3) PQ-BRAKE
Combining the introduced modified lattice OPRF and the
Kyber KEM, we can define the PQ-BRAKE protocol as
described in Figures 7 and 8.

D. PQ-BRAKE SECURITY PROOFS
The security proofs for PQ-BRAKE follow directly from
the proofs given for the DL-BRAKE instantiation given in
Section IV-B through the hardness of M-LWE and M-SIS.

E. IMPROVED SECURITY USING NIZK
The protocol can be further secured by the addition of
non-interactive zero-knowledge proofs (NIZKs) using the
established construction by Chaum and Pedersen [59]
together with a Fiat-Shamir transform [60]. The NIZK is
added to prove the honest evaluation of the OPRF. Thereby,
a client can verify that the evaluator computed the evaluation
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FIGURE 8. PQ-BRAKE verification protocol instantiated with modified lattice OPRF and Kyber KEM.

honestly. In the case of an unsuccessful authentication
attempt, the client therefore gains more knowledge about
the reason of failure, and can potentially reveal a corrupted
evaluator. We note that above this additional information, the
passively secure protocol already allows for the protection
of the biometric data even in the presence of malicious
adversaries, as long as at least one of the parties remains
honest as given by the security definitions above. However,
in the lattice-based instantiation, a malicious client may be
able to learn the OPRF key, facilitating a similar attack
as in the case of a colluding client and signer. Therefore,
the lattice-based instantiation can only be considered in the
semi-honest adversary model.

V. EXPERIMENTAL EVALUATION
We evaluated our protocol instantiated with elliptic curves
presented in Figure 5 and lattices presented in Figure 8
experimentally and show the results in this Section. Our
experiments were run on a commodity notebook with
Intel Core i7-8565U CPU@1.80GHz and 8GB RAM. Our

code is available at https://github.com/dasec/DL-BRAKE
and https://github.com/dasec/PQ-BRAKE and includes auto-
mated installation scripts with all dependencies in order to
support the reproducibility of our work.

To begin, we give a more detailed comparison of our
work with closely related work in Table 2 by extending
Table 1 in [7] with our protocol. In terms of round
efficiency, our protocol compares well to [9] and [10] with
two rounds of communication. In order to prevent offline
attacks, a minimum number of two rounds of communication
is necessary. Therefore, [9] and [10], and our protocol
can be considered optimal in terms of number of rounds.
As [7] constructed a one-round protocol, this leaves them
open to offline attacks. In terms of the protection of the
biometric data compliant with ISO/IEC 24745 [6], our
protocol is the only compliant one: we inherit unlinkability,
renewability, and irreversibility from the fuzzy vault schemes.
Moreover, we show that our protocol is efficient in terms of
execution times given in Table 3 and as well as in terms of
biometric performance shown in Figure 9. In comparison,
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TABLE 2. Summary of our protocol compared to previous published protocols as described in Table 1 of [7].

fPAKE [9] does not achieve irreversibility as templates
are disclosed to the server in plaintext, fuzzy aPAKE [10]
does not achieve computational efficiency, and [7] does not
achieve an acceptable biometric performance, as we show in
Appendix A.

A. FUZZY VAULT IMPLEMENTATION
For the fingerprint fuzzy vault instantiation, we used
the open-source implementation provided by [38] with
all original parameter settings, in particular, the minutiae
quantisation and encoding into a product of finite field
F218 × F218 which accommodates a unique encoding of at
most tmax = 44 genuine minutiae as described in [38].
Keeping the parameter choices evaluated in the work of [38]
ensures perfect replaceability with other state-of-the-art
fuzzy vault instantiations, such as [42] for iris and [43]
for face. In particular, we run our implementation on the
same fingerprint database MCYT-330 [61] and same feature
extractor, Digital Persona’s FingerJetFX open source edition
minutiae extractor.1 This means that all evaluations of
biometric performance can be compared directly to the
original paper of [38] and papers that compare their workwith
the latter [42], [43].

The only modification applied to the implementation
of [38] is in the unlocking function. Here, [38] use the stored
hash H (f ) of the secret polynomial f corresponding to a
reference template t , which allows for offline brute force
attacks. Our protocol prevents offline attacks by removing the
hash and using highest-frequency decoding in its place (see
Section III-B). As discussed above, this does not impact the
security in terms of the false-match rate of our protocol.

B. DL-BRAKE IMPLEMENTATION
Our implementation of the OPRF and Diffie-Hellman key
exchange is based on OpenSSL. For all cryptographic
operations, we used P-256 [62] as the elliptic curve and
SHA-256 as the hash function.

1http://www.digitalpersona.com/fingerjetfx

TABLE 3. Execution times in milliseconds for the DL-BRAKE and
PQ-BRAKE protocols using the fingerprint fuzzy vault by [38].

TABLE 4. Communication cost for DL-BRAKE and PQ-BRAKE.

Regarding the computational performance and recognition
accuracy of our protocol, we give timings for increasing
polynomial degrees τ −1 in Table 3, where τ is the biometric
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FIGURE 9. Biometric performance for the DL-BRAKE protocol instantiated
with fingerprint fuzzy vault [38].

decision threshold. At the same time, we give the biometric
performance in FMR and FNMR along with the estimated
false-accept security in bits as evaluated in [38]. As these
security levels are derived from the FMR and our modified
unlocking function does not impact the FMR, we are able
to refer to the evaluation performed in [38] directly. For
an acceptable recognition accuracy at τ − 1 = 8, the
execution of the protocol DL-BRAKE given in Figure 5
takes 387.15 milliseconds. To compare, the fastest setting
reported in Table 2 in [7] also achieves 387 milliseconds, but
at significantly lower accuracy (see Appendix A).

The execution times are dominated by the constant
cost of feature extraction (200.59 milliseconds) and the
cost for unlocking, which is dependent on the polynomial
degree. We note that timing for the enrolment part of the
protocol given in Figure 4 is 203.23 milliseconds, where
feature extraction dominates compared to the locking at
2.38 milliseconds. However, the enrolment step is a one-time
effort when setting up the system, and does not affect
verification performance.

Accordingly, Figure 9 shows the trade-off between FMR
and FNMR for our protocol. To conclude the efficiency
evaluation of our protocol, we report that the communication
cost of objects transferred between the parties during the
verification step of the protocol is 32 bytes for any point on
the elliptic curve P-256 [62] (i.e., cpke,spke,B′ and S ′),
99 bytes for a locked fuzzy vault of degree at most 43 and
coefficients in F218 , and 32 bytes for the hash digest.

C. PQ-BRAKE IMPLEMENTATION
For the lattice-based instantiation of our protocol, we utilised
the OpenSSL implementation of the SHA-256 hash function,
Open Quantum Safe’s liboqs C library [63] through its
C++wrapper, liboqscpp, for the CRYSTALSKyber [13]
implementation. To support key generation from a designated
input (i.e., the fuzzy vault secret polynomial f ), we extended
the C++ wrapper to include the functionalities required for
BRAKE. The documentation can be found in our repository
at https://github.com/dasec/PQ-BRAKE.

FIGURE 10. Execution times in milliseconds for the DL-BRAKE and
PQ-BRAKE protocols instantiated with fingerprint fuzzy vault [38].

For the OPRF part of the protocol, parameter choice is
crucial for both communication and computation complexity
along with security, and needs to be carefully evaluated.
We therefore tested our parameter validity using the estab-
lished lwe-estimator [64]. As a result, we chose the
parameters N = 4096, q ≈ 275, and B = 253 with security of
188 bits. In comparison, the Kyber KEM is instantiated with
N = 256 and q = 3329.
Using these parameters, it is also possible to calculate a

probability of the rounding step failing, which would result
in a decryption failure in practice, due to noise wrapping the
value around Z + 1/2 and causing a rounding to the wrong
value. As demonstrated in Section IV-C1, the upper bound
on the noise is given as: 2N + B ≤ q

4 . We consider the
probability of one coefficient of the output polynomial yx
being wrongly decrypted to be: 2N+B

q , and its complement
situation, the probability of no error occurring as 1 − 2N+B

q .
With this in mind, we claim that the probability of at least
one decryption error occurring during the rounding of N
polynomial coefficients and thus the protocol failing in the
OPRF step, to be

1−
(
1−

2N + B
q

)N

. (1)

Applying this formula, we set the parameters so that
the failure rate is significantly smaller than the false-accept
security of the biometric component, i.e., the improved fuzzy
vault scheme. A success rate of 99.9% was chosen for this
benchmark.

The computational performance of the PQ-BRAKE pro-
tocol can be seen in Table 3. Compared to DL-BRAKE,
the most significant change is the lattice-based OPRF,
which has a significantly higher computational workload
of 31.81 milliseconds compared to the classically secure
OPRF at only 0.21 milliseconds. However, compared to the
overwhelming cost of feature extraction, preprocessing, and
the unlocking step of the fuzzy vault, the lattice OPRF cost
can still be considered feasible. A visual comparison of the
execution times for both the Dl-BRAKE and PQ-BRAKE
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protocols as well as the fixed costs of feature extraction and
the individual effort of the fuzzy vault unlocking step is given
in Figure 10.

The communication cost for PQ-BRAKE can be deter-
mined as 99 bytes for a locked fuzzy vault as before, 114KB
for theOPRF, covering a total of three R-LWE samples, a total
of 4672 bytes for the Kyber key exchange, and 32 bytes for
the has digest. A comparison of the communication cost for
DL-BRAKE, PQ-BRAKE, and the original lattice VOPRF by
Albrecht et al. [12] can be seen in Table 4.

VI. CONCLUSION
In this work, we constructed biometric resilient authenticated
key exchange from fuzzy vaults and proved its security in
compliance with ISO/IEC 24745. Our protocol is efficient
both in terms of execution times and biometric performance.

The combination of asymmetric, secure, and efficient
biometric authenticated key exchange has not been achieved
in prior works. Related protocols are either symmetric, and
thus does not provide protection of the biometric data on the
server side, or inefficient in terms of computational speed due
to their generality, or else insufficient in terms of recognition
accuracy, allowing for zero-effort imposter and low-effort
brute-force attacks. The accuracy deficiencies of the latter
cannot be addressed by exchanging the biometric comparison
subsystem, as the construction is specific to the imprecise
comparator used.

In our protocol, we enforce communication for every
adversarial guess through OPRFs. Using established and
interchangeable improved fuzzy vault schemes for different
biometric modalities, the key exchange is only successful if
the two biometric samples were close. Furthermore, we show
that our protocol can be instantiated both with classical
primitives, namely discrete logarithm based OPRFs and
Diffie-Hellman key exchange, as well as with lattice-based
OPRFs and KEMs.

Future works may focus on addressing the necessary
pre-alignment processes of minutiae-based fingerprint rep-
resentations. A promising approach both with regard to
rotation and entropy is the use of four-finger captures,
where four fingerprints are captured within one image.
Through the relative position of the fingers, pre-alignment
can be realised more efficiently than based on minutiae,
and the intra-identity independence of fingerprint patterns
yield the fourfold entropy of the biometric data. Notably, the
implementation of the minutiae fuzzy vault evaluated in our
work includes the option of combining four fingerprints into
one fuzzy vault. However, auxiliary alignment data required
for pre-alignment are not yet discussed in this context.

APPENDIX A BIOMETRIC PERFORMANCE ANALYSIS
In this Appendix, we give the experimental evaluation of
the recent work on biometrics-authenticated key exchange
proposed by [7]. Specifically, we show the biometric
performance of their construction for fingerprint and discuss
its shortcomings.

TABLE 5. Biometric performance of BAKE [7] compared to
state-of-the-art (SOTA) performance.

For this evaluation, we implemented Algorithm 2 in [7]
according to the description available in the paper. According
to the description, we set the number of neighbours for each
minutia at µ = 4 and, iterating through the minutiae in
the template, construct the vectors vj,ρ from the minutia’s
x- and y-coordinates which are given in pixels (i.e., integers)
from the upper left corner. The calculation of the Euclidean
distances dj,1, . . . , dj,4 therefore result in floating point
numbers, whereas the angles φj,ρ,1, . . . , dj,ρ,6 remain as
integer values. In Section 6.2.2 in [7], the authors state that
the number of neighbours µ = 4 originates an encoding of
the values dj,ρ and φj,ρ,ω into µ = 4 bits each. This relation
is not clear to us and we were not able to satisfactorily follow
the reasoning given by the authors of [7] during an email
exchange. Therefore, we give the evaluation of the biometric
performance for the original float and integer values, which
can be considered an upper bound for the performance of a
binary encoding. As comparison function, we determined the
set difference by mapping minutiae based on their minimal
Hamming distance.

We evaluated our implementation of Algorithm 2 in [7]
on the FVC2004 DB-1 [65], which is the least challenging
out of the four databases used in [7] in terms of image
quality and rotation of the fingerprint images. We compare
the performance against a state-of-the art rotation invariant
minutiae comparator, SourceAFIS [66]. From the evaluation,
it becomes evident that the fingerprint comparison algorithm
proposed by [7] does not have an acceptable performance (see
Table 5). For the optimal threshold, the FMR is measured
at 27.8% with a FNMR of 25.4%. Both of these values are
not close to the required FMR of 0.1% [32] and FNMR
below 5%. Compared to the state-of-the-art, the performance
that can be achieved in this dataset lies at a FMR of 1.01%
at FNMR of 17.29% using the SourceAFIS comparison
algorithm.2 This shows the challenging nature of the dataset,
which was collected as a fingerprint verification challenge
with the goal of providing challenging fingerprint samples.
Therefore, we also evaluated both algorithms on the less
challenging CASIA-FPV53 database. However, the result are
similar with a FMR of 27.6% and FNMR of 30.90% for
BAKE-1 compared to a FMR of 1.13% and FNMR of 9.85%
for SourceAFIS.

To conclude, the fingerprint comparison algorithm pro-
posed for the construction in [7] is not able to distinguish

2https://sourceafis.machinezoo.com/
3http://biometrics.idealtest.org
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between mated and non-mated comparison trials to a
satisfactory degree.

APPENDIX B NOTATION

TABLE 6. Overview of parameters.
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