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this practice also introduces new cybersecurity risks and vulnerabilities. This may not be an issue
for large organizations with the resources and mature cybersecurity programs in place; the situation
with small and medium-sized enterprises (SMEs) is different since they often lack the resources,

Keywords: expertise, and incentives to prioritize cybersecurity. In such cases, cybersecurity awareness can be
Cybersecurity awareness a critical component of cyberdefense. However, research studies dealing with cybersecurity awareness
Small and medium-sized enterprises or related domains exclusively for SMEs are rare, indicating a pressing need for research addressing

Systematic literature review
Research and knowledge gaps

the cybersecurity awareness requirements of SMEs.

Prior to that, though, it is crucial to identify which aspects of cybersecurity awareness require
further research in order to adapt or conform to the needs of SMEs. In this study, we conducted a
systematic literature review that focused on cybersecurity awareness, prioritizing those performed
with a particular focus on SMEs. The study seeks to analyze and evaluate such studies primarily to
determine knowledge and research gaps in the cybersecurity awareness field for SMEs, thus providing
a direction for future research.

© 2023 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/).
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1. Introduction

The European Commission [2] has categorized enterprises into
medium-, small-, and micro-sized according to the following
two main criteria: (i) the staff headcount, and (ii) the annual
turnover or balance sheet total. A medium-sized enterprise has
less than 250 employees and an annual turnover of no more
than €50 million, or a balance sheet total of no more than €43
million. Similarly, a small enterprise has less than 50 employees
and at most €10 million in turnover or balance sheet total, and
finally, a micro-enterprise has less than 10 employees and at
most €2 million in turnover or balance sheet total. Based on
these definitions, around 99% of the enterprises in the Euro-
pean Union (EU) represent small and medium-sized enterprises
(SMEs), i.e., approximately 25.1 million SMEs in 2018 [3]. SMEs
are an essential component of Europe’s economic growth, inno-
vation, job creation, and social integration [4]. This could be a
reason why the EU promotes SME development by simplifying
the regulatory and policy environment and facilitating various
critical business development activities, such as access to new
markets and internationalization, finance, key support networks,
and others.

In general, SMEs are characterized by their limited resources,
informal management style with multitasking employees, depen-
dence on an individual decision-maker (i.e., usually the busi-
ness owner), and low adherence to the established procedures
and standards [5]. Despite these challenges, SMEs are evolv-
ing steadily, with some at the productivity frontier and among
the most innovative enterprises, such as start-ups, which have
emerged as key sources of radical and disruptive innovations [6].
They are more adaptable to new technologies or commercial op-
portunities compared to their large counterparts. Many of these
SMEs make extensive use of information and communication
technology (ICT) systems and online services, such as staff email
addresses, company websites, online banking, and others. They
use, produce, and store large amounts of sensitive data and heav-
ily rely on cloud-based platforms and services [7] for their every-
day operations. Indeed, the adoption of ICT systems and online
services has offered significant opportunities to these enterprises;
more importantly, it has improved their operational efficiency
and broadened their business horizons. This, however, also in-
troduces many cybersecurity challenges and exposes them to
continuously evolving cybersecurity threats. It has been found
that enterprises that hold personal data, use cloud-based plat-
forms and services, and whose staff use personal devices for work
(i.e., bring your own device) encounter security breaches more
frequently [8].

While advanced cyberattacks typically target large enterprises
with strategic resources, cybercrimes also pose threats to SMEs
[9]. Nevertheless, this pattern is rapidly changing, and SMEs are
now subject to the same cybersecurity threats as their large
counterparts [7]. Studies have shown that SMEs are hardest hit by
cyber breaches, although they may not make the headlines [10].
Over the years, cybercrimes and attacks targeting SMEs have
steadily increased, and to make matters worse, many SMEs do not
see them as a problem [11]. Even among them, SMEs that have
direct or indirect relationships with large organizations become
more vulnerable to security breaches, mainly because attackers

ultimately plan to reach large organizations by using the smaller
organization as a gateway [11,12]. More importantly, due to their
budgetary constraints, a cyberattack is a more serious concern for
small and micro enterprises, which are less likely to recover from
it [12].

SMEs often plan their cybersecurity defenses inappropriately,
either by underestimating the risks and consequences of cyberat-
tacks or by not being able to keep pace with ever-evolving cyber-
security challenges. Several studies have revealed that the major-
ity of SMEs do not apply adequate security defenses [11,13,14] for
continuous monitoring and analytics (i.e., prevention, detection,
and response) of cyber vulnerabilities and threats. Furthermore,
they generally lack the ability to comply with regulatory stan-
dards, for example, the General Data Protection Regulation [15]
and others, which have been designed to improve organizational
cybersecurity practices and culture. Compounding the problem,
there is a mindset among SME executives and senior managers
that cyberattacks prefer high-profile organizations and not SMEs,
so cybersecurity is less critical to them [7,10,16]. Even when deal-
ing with cybersecurity issues, SMEs only consider the immediate
future scope and focus on provable threats, focusing on costless
mitigations [17]. These all make them an ideal and common
target for cyberattacks, requiring minimal effort to launch but
with a substantial cumulative payoff.

Most businesses today, including SMEs, agree that cyberat-
tacks and cybercrimes are imminent threats that need to be
addressed immediately. Their actions and behavior, however, do
not reflect that; many of them neglect cybersecurity until they
are directly impacted by an incident. Yet, they start to take
an interest in the matter when a cyber-breach occurs and the
consequences become evident. The problem with this reactive
approach is that, if recovery is even conceivable, it necessitates
a significant investment of effort and resources [18]. Hence, it is
the responsibility of every enterprise to comprehend the effects of
cyberattacks, maintain the online safety of its employees, clients,
and stakeholders, and act proactively or on time to do that. While
doing that, it is important to keep in mind that even a single
vulnerability could leave the entire enterprise open to attacks.

Countering a cyberattack demands multiple layers of secu-
rity measures that comprise both technological measures and
consideration of human factors of security. Unquestionably, tech-
nological measures are crucial for every enterprise, but it has also
been widely acknowledged that cybersecurity is not solely a tech-
nological problem but also a socio-technical one. This has been
evident in several security breaches brought on by human error
and negligence. For instance, a recent study found that human
error alone was to blame for 60% of personal data breaches [19].
This is further corroborated by the results of a 2017 Ponemon
Institute study of SMEs, in which 54% of the participants claimed
that negligent employees were to blame for data breaches in
their organizations [20]. Employees make security errors maybe
because they are not naturally equipped with the skills, instincts,
and behavior required to assure proper protection, necessitating
more cybersecurity awareness (CSA) programs to comprehend
what they should do and learn how to do it [21]. Similarly,
negligence may result from employees’ ignorance of the risks
and their failure to know and understand the ‘correct’ security
behavior [22]. On top of that, social engineering has been a
factor in virtually all cyberattacks [23], which, unfortunately,
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cannot be remedied exclusively by technology. The technological
measures will have limited effect if the people using them do
not understand their security responsibilities or are susceptible
to psychological manipulation by social engineering techniques.
After all, it makes no difference how many layers of sophisticated
security measures an enterprise has implemented if its employees
misuse them, deliberately bypass them due to negligence and
recklessness, or continue to be cognitively biased.

In this circumstance, CSA can become a reasonable and critical
countermeasure in the fight against cyberattacks. Enterprises can
organize CSA programs regularly to keep their employees up
to date on the latest cybersecurity threats and technologies, as
well as organizational policies and procedures that are pertinent
to their job function. Raising the CSA level of employees will
encourage them to adopt secure attitudes and behavior, as well
as promote a sense of responsibility for cybersecurity among em-
ployees. Employees aware of cybersecurity in their area of work,
which includes but is not limited to understanding the potential
risks they may encounter, their cybersecurity responsibilities,
and the organizational security policies and procedures, have a
high chance of making informed security decisions and acting
accordingly. Moreover, these informed and aware employees will
presumably lessen human errors, negligence, and vulnerabilities
due to human factors, enhancing the organization’s overall cy-
bersecurity posture. As a result, the primary goal of this study is
to examine CSA explicitly while concentrating on the needs and
constraints of SMEs. We utilized a systematic literature review to
accomplish that.

Initially, we provide a brief overview of CSA, focusing on its
definition and basic taxonomy. This is followed by a detailed
description of the research methodology and objectives of this
research work. Next, a discussion of selected related works was
presented. After that, articles on the CSA and its related aspects,
as well as the problems they address, are scrutinized. Conse-
quently, we present a similar analysis for articles that focused
on SMEs within and outside the EU to complement the pre-
sented findings and support their comparative analysis. Finally,
we present a synthesis of results and discussion across the major
findings, while also outlining future research directions.

2. Overview of cybersecurity awareness

We believe that a consistent definition and coherent under-
standing of the CSA are essential for its investigation. Similar to
the Hanus et al. [24] study, we observed a level of inconsistency in
the definition of CSA. Several past studies have shaped the mean-
ing and definition of CSA in accordance with their understanding,
knowledge, and needs by emphasizing one or multiple deter-
minants of security-related behaviors [24]. Even worse, there
exists a common misunderstanding among some past studies
that have interchangeably used CSA for security education and
training. Indeed, security education and training contribute to
raising the CSA level [25], but they differ significantly from one
another (see [26-29]). Such inconsistency in the definition and
understanding of CSA may be due to its non-technical nature and
a dependency on unspecified boundaries to distinguish it from
cybersecurity education and training.

In general, CSA is used to communicate or disseminate security
requirements and appropriate behavior to people [22] so that
they have a level of skepticism when encountering situations that
are unorthodox or out of the ordinary [21]. It does not equal
in-depth knowledge but is aimed at directing the attention of
individuals to a security issue or set of issues, realizing their
potential implications, and acting accordingly [26]. It is delivered
through a variety of channels, generally using a less formal,
less intensive, and shorter session compared to security training
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and education [30]. Its activities are usually directed at broad
audiences, who are mostly passive recipients of the information.
The learning achieved from CSA is short-term, immediate, and
specific unless the activities are repeatedly exercised [31]. A basic
taxonomy of CSA is given in Fig. 1.

Nonetheless, even within the CSA for enterprises, its intensity
and depth vary depending on the complexity of the security risk
the audience is expected to encounter. An organization could
need CSA for its diversified user groups, for example, top man-
agement, information technology (IT) and information systems
(IS) management, information security staff, computing and IS
professionals, end-users of various kinds (e.g., casual end-users,
parametric end-users, sophisticated end-users, and stand-alone
users), and third parties [18]. Accordingly, there can be a general
or introductory awareness of the general security practices, for
example, password policies, malware protection, data backup and
recovery, email and Internet use, etc., that apply to all users
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within the organization. On the contrary, management and per-
sonnel with specialized roles may require more comprehensive
awareness of contents specific to their roles and responsibilities;
for example, the Human Resources (HR) department must notify
the IT department when an employee has left their employment
to revoke all his or her rights [32]. A more formal categorization of
security awareness depending on its intensity can be general CSA
(i.e., suitable for all personnel), intermediate CSA (i.e., suitable
for management, decision-makers, and some specialized roles),
and in-depth CSA (i.e., suitable for specialized roles and some
management) [28].

As IT has been embedded in every aspect of modern life, so
has the need for and concern for CSA among everyone using IT
services. Based on this assertion, CSA can be categorized into
the following five dimensions: organizational dimension, general
public dimension, socio-political dimension, computer ethical di-
mension, and institutional education dimension (refer to [18]).
Because of the informal nature of the CSA, however, there may
not be a clear or distinct border between these dimensions in
every case. This also implies that CSA for SMEs could involve
other dimensions in addition to the organizational dimension.

In an organization, the audience can be addressed or targeted
at various levels. For example, general CSA can be targeted at
the organizational level; awareness needs specific to a particular
department can be conducted at the departmental level; and
finally, high-level executives and managers responsible for man-
aging other users may need awareness at the individual level [28].
However, if the audience group is homogeneous, for example, in
the case of small and micro enterprises where there may not exist
a clear demarcation of an employee’s role and responsibility, then
conducting CSA at the organizational level will help to minimize
its complexity [30] and presumably cost. Another classification
could be CSA for computer users (i.e., target desktop and laptop
users) and CSA for mobile phone users (i.e., target smartphone
users). Both computers and mobile phones are widely used to ac-
cess the Internet and perform organizational activities; however,
they differ in their usability, situation awareness, mobility [33],
layers of protection [34], and users’ security-related perceptions
and behavior [35].

The reinforcement or enactment of CSA learning is performed
generally through these two approaches: the persuasive or soft
approach (i.e., persuade the users to comply through motivations
or rewards) or the enforcing or hard approach (i.e., compel the
users to comply through threats of sanctions) [36]. In general,
it is often recommended to apply a soft approach for long-term
behavioral change in the CSA [36-38]. However, there exists
a contrary belief that advocates for the hard approach in the
CSA [39]. It is based on the rationale that, although the soft
approach improves persuasion, introducing a level of fear into
CSA will make people care about compliance.

On the Internet, a broad range of CSA resources are available
for purchase or free download [40]. Their content can be in
the prescriptive format (i.e., action-guiding commitment) or the
descriptive format (i.e., providing some level of knowledge of
security) [18]. In the organizational dimension, prescriptiveness
is preferred, maybe because there is a degree of homogeneity in
its users and activity types. In contrast, other dimensions deal
with heterogeneous users and activity types. Thus, it is relatively
difficult to achieve prescriptiveness in them. Moreover, having
prescriptiveness in other dimensions may raise an ethical concern
about indoctrination.

Next, the channel used for the dissemination of CSA con-
tents could be instructor-led (i.e., people listen to the instructor
talk in real-time, and this is generally suitable for a small and
limited group of audience, e.g., workshops and training), paper-
based (i.e., a traditional method used to reach a large mass of
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audience at the organizational level, e.g., leaflets, newsletters,
posters, and pamphlets), or computer-based (i.e., a convenient
way to deliver to a large or widely distributed group of people,
e.g., website posting, video, games, and quizzes) [41,42]. They can
also be classified as promotional (e.g., events, posters, games),
educational/interactive (e.g., presentations, brief sessions, work-
shops), informational (e.g., leaflets, newsletters, website postings,
e-mails), or enforcing (e.g., confidentiality agreements, required
awareness exams or tests) [43]. Each channel has its benefits, and
different users can have different preferences for CSA delivery
channels [30,44], so it is recommended to use multiple chan-
nels [45] to make the CSA suitable for diversified users and expose
them to the same information multiple times in different ways.

Finally, the choice of CSA materials varies depending on the
needs of the organization, its target group, and most importantly,
the expected outcomes, which are perception (i.e., the ability to
sense and detect potential security risks), comprehension (i.e., the
ability to comprehend, understand, and assess the dangers posed
by different threats, integrate information from multiple sources,
and interpret them in the right direction), and projection (i.e., the
ability to project or predict the future course of security attacks
to prevent potential risks from occurring) [46]. The information
richness [47] of the medium selected for CSA dissemination de-
termines the expected outcome and is thus critical for the CSA’s
overall success [46].

3. Research methodology: Systematic literature review

A systematic literature review is particularly suitable in two
situations: (i) to deal with a mature topic where an accumu-
lated body of research exists that needs analysis and synthesis,
and (ii) to tackle an emerging issue that would benefit from
exposure to potential theoretical foundations [48]. In the case of
this study, even though CSA has been a mature topic, at least
from the perspective of accumulated literature, only a few of the
studies exclusively deal with CSA for SMEs. We utilized mainly
the method described by Okoli & Schabram [49] for conducting a
systematic literature review of information systems research for
this research purpose. The method consists of multiple steps, as
shown in Fig. 2 (refer to [49]).

SMEs depend primarily on CSA designs that are produced for
contexts other than their own. However, relevant studies and
tools are available in an extensive range and volume, and select-
ing the most suitable one from them is a difficult and resource-
taxing process [22,50]. Moreover, for a researcher, it is unclear
which aspects of the CSA fit SMEs’ needs and which require fur-
ther investigation to make them appropriate for SMEs. Therefore,
this study analyzes the past studies concerning the current state
of the CSA and mechanisms employed for its enhancement, with
a focus on SMEs, in order to determine knowledge and research
gaps in the CSA. Complementary to this, we seek to investigate
trends, research tracks, and methodologies used in CSA research,
and finally to make recommendations for future research.

Accordingly, the executed tasks seek to satisfy the following
explicit goals:

i. To analyze and evaluate the research papers published on
CSA and related topics and those directed towards SMEs,
and to synthesize the detailed research results in terms of:

a. Which technologies, areas of focus, aspects, and con-
cerns have been specifically addressed by CSA stud-
ies focusing on SMEs in the past?

b. Which research methodologies have they found to
be most effective for their studies?

ii. To make recommendations on CSA that required further
research to make it appropriate for SME purposes.



S. Chaudhary, V. Gkioulos and S. Katsikas

Computer Science Review 50 (2023) 100592

—
Purpose of the literature review ]
Planning | I Explicit
Protocol and traini —  Comprehensive
rotocol and training Reproducible
- Il -
Searching the literature ]
Selection | - Explicit
Practical screening } Comprehensive
I
Quality appraisal
Quantitative J Qualitative
Extraction _J L Explicit
Data extraction ]
Quantitative Qualitative
- . -
Analysis of findings
Execution Quantitative Qualitative L Explicit
Comprehensive
1
[ Writing the review
| _

-

U
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Collecting relevant literature that captures the essence of
these research objectives is of paramount importance in a sys-
tematic literature review. It plays a significant role in augmenting
the researchers’ knowledge and advancing the ultimate outcomes
of the study [48]. In order to determine such published works
of literature, the reviewers have to be clear on the following
fundamental aspects: where and how to locate the relevant liter-
ature and their selection criteria [48,51]. The sources of selected
literature should be those with a reputation for quality. Since
justifying the quality of any individual work may be difficult
and controversial, for this study, we have selected the following
academic research databases: IEEE Xplore, ACM Digital Library,
ScienceDirect, and Scopus.

The identification and extraction of related literature were
finalized on January 15, 2020. This process was executed by the
explicit combination of three keyword groups, namely:

e security + awareness + SME,

e security + awareness + “small and medium-sized enter-
prises” and

e security + awareness

Where ‘+ represents a logical ‘AND’.
We established a number of inclusion and exclusion criteria
for the main review’s paper selection, as follows:

e Articles published in languages other than English were
excluded.

e Except for the first copy found, duplicate articles that ap-
peared across the examined scientific databases were ex-
cluded.

e Reports, presentations, editorials, and posters were excluded.

e Articles that studied topics related to CSA with various types
of users, including SMEs, were excluded since their results
do not solely represent SMEs but are influenced by other
users as well.

e Even those articles that did not mention the type of organi-
zation where the study was conducted were excluded from
the main review; however, the suggestions made by them
that we believed could be equally useful and relevant for
SMEs have been used to enhance our analysis and scrutiny.

e Articles included are directly related to CSA studies, results,
or tools directed toward SMEs.

However, no exclusion criteria were defined following the
year of publication, publisher, or author affiliation. We believe
that these three keyword groups are adequate to retrieve the
relevant literature. The earlier two keyword groups were used for
collecting CSA papers that particularly focus on SMEs, while the
last keyword group was used as a precaution to collect all the
papers that deal with CSA so that we can cross-check and verify
that any relevant literature is not missed. After making queries
to the databases, we were able to download 248 papers. This is
when we conducted the first level of screening and downloaded
only those papers that had the query keyword groups in their
title, keywords, or abstract.
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Among the screened papers, 13 from European SMEs and 7
from non-European SMEs met the inclusion criteria. These 20
papers have been mainly examined and reviewed in our study.
Additionally, we also reviewed 88 papers that deal with CSA and
its related domains in general to acquire a broader perspective
on CSA. It is important to highlight that the other papers being
considered do not cover CSA for SMEs in particular; instead, they
concentrate on topics related to it, such as cybersecurity culture
or management in SMEs. These are pertinent to include, mainly
because CSA is closely related to an organization’s cybersecurity
culture and management processes [52].

4. Related works

There are not many research studies that exclusively focus on
CSA or related topics for SMEs, and among them, those that deal
with SMEs based within the EU are extremely rare. Nonetheless,
there are several studies focusing on CSA and its related topics in
general that use a systematic literature review as their primary
or secondary research method.

Lebek et al. [53] conducted a systematic literature review to
identify the behavioral theories that have widely been imple-
mented to study human behavior for CSA purposes, and their
study resulted in the following four theories: theory of rea-
soned action (TRA) or theory of planned behavior (TPB), general
deterrence theory (GDT), protection motivation theory (PMT),
and technology acceptance model (TAM). Utilizing the earlier
study as the foundation, Mayer et al. [54] performed a system-
atic literature review to determine the behavioral factors that
exhibit reliable effects in the context of information security.
They collected behavioral factors used by the behavioral theories
that are most frequently studied in the context of information
security and then used effect size to measure the effect of those
behavioral factors on information security. They identified only
two factors, “attitude” and “perceived usefulness”, that exhibit a
reliable association with secure IS-related behavior.

Another similar study is by Aldawood & Skinner [55], which
used a literature review to identify various social engineering
threats. Their findings revealed a security budget deficit to be
the major challenge in providing CSA to counteract social en-
gineering. They recommended that an organization should not
be limited to traditional types and techniques for CSA, for ex-
ample, posters and screensavers, for all employees. Instead, they
should choose CSA programs based on the target audiences’ roles,
responsibilities, and preferences. They also noted the possibility
of using a novel technology like simulation to investigate any
flaws or vulnerabilities in the organization’s security system.
Finally, they recommended that organizations adopt techniques
like real-world situations and case studies to increase employ-
ees’ awareness of sophisticated social engineering strategies. Al-
though this paper’s results and recommendations are valuable,
they conflict with one another. The results showed that budget
was a significant constraint, but recommendations call for the
adoption of methods like simulation, personalized content types
and dissemination techniques, and case scenarios and studies.
We believe that these recommendations are time- and budget-
intensive, demand a certain level of technical expertise, and could
be less appealing to a small audience.

Other related studies are by Mayer et al. [56] and Mayer &
Volkamer [57]. They conducted a systematic literature review
in order to design password awareness-raising materials and
elicit misconceptions about password security so that they could
suggest appropriate interventions to address them. Similar to
them, Sherif et al. [52] carried out a systematic literature review
to investigate how security awareness and behavior contribute
to the development of a security culture inside an organization.
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Based on their results, they proposed a framework that shows
how awareness, behavior, and organizational culture are inter-
connected. Such a framework could be useful in cultivating the
information security culture of an organization.

A study that dealt with CSA for SMEs is from Lejaka et al. [58].
They used a systematic literature review to investigate cyber-
security frameworks and components that could be suitable for
South African SMEs. The study indicated that not a single CSA
framework designed for South Africa fulfilled the needs of South
African SMEs; thus, they concluded with a need for security
frameworks that suit the specific needs and circumstances of
SMEs.

Finally, two ongoing research works by the same author group,
Ponsard et al. [5] and Ponsard et al. [59], delivered some insight
into CSA for European SMEs. In their earlier work, the authors
proposed an approach that used the five functions of the Na-
tional Institute of Standards and Technology (NIST) cybersecurity
framework, with each function using a tiered approach. Their
proposition is flexible and adaptable, even for companies with
tight resources and budgets. An accredited monitoring or gov-
ernance body can use its approach to get a clear overview of
SMEs’ cybersecurity situations and their context and accordingly
label them with a tier level. Their main idea is that such labeling
will raise the awareness of SMEs concerning cybersecurity and
help them achieve their cybersecurity defense. The latter work
presents learning derived from various CSA workshop sessions
organized for diverse SMEs. Their main findings were that (i) CSA
campaigns must be able to rely on bigger initiatives with a good
dynamic, and (ii) CSA campaigns should combine both passive
channels (to reach a wide audience) and active events (where
SMEs can actively participate).

All of the studies, except for those focusing on SMEs, con-
ducted a systematic literature review using similar steps to those
used in our study. Despite mentioning the use of a literature
review, the study by Lejaka et al. [58] does not fully and clearly
explain, for example, the criteria, keywords, and screening pro-
cesses for the relevant literature selection. Similar to this, Ponsard
et al.’s study [5] focused primarily on national and international
labels and frameworks that address cybersecurity for SMEs. Fi-
nally, Ponsard et al. [59] used a survey for their study. The latter
two studies were still in progress when this study was conducted.

5. Review of overall past research studies on CSA

In addition to the chosen papers that address CSA for SMEs, we
looked at 88 papers related to CSA in order to determine the types
of research they have covered in the domain of CSA. Among them,
only a few addressed smartphone users, while the majority of
studies focused on computer users or other unspecified IS users.
The topics covered by the reviewed past studies can be broadly
categorized into six types, as shown in Fig. 3.

5.1. Cybersecurity for smartphone users

Almost half of the world’s population uses mobile phones, and
this number is steadily increasing. Above all, smartphones are
now widely used to access the Internet and perform sensitive op-
erations that involve storing, accessing, and sharing information.
This could be a reason why cyber threats targeting mobile phone
users are surging rapidly every day [60]. Yet, only a few of the
papers considered focused on addressing the cybersecurity issues
of smartphone users. These studies attempt to assess the CSA
level of smartphone users [61-64], investigate the role of various
influencing factors on CSA [62,65], make recommendations for
raising CSA [66-69], and assess the effectiveness of the applied
CSA measures [70].
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Fig. 3. Topics covered by past research studies in overall.

Among the chosen papers, several of them [61,62,64] pointed
out a severe lack of CSA among smartphone users. In fact, smart-
phone users are relatively less aware than computer users [64,
71]. They further divulged that people’s security backgrounds
or levels of expertise do not significantly influence their CSA in
the smartphone ecosystem [62,64]. For example, although smart-
phone users are aware of authentication techniques and mobile
screen locks, they disregard several other security practices, such
as turning off Wi-Fi and Bluetooth when not in use [64]. Fur-
thermore, most users trust the app repository and disregard even
basic security during application selection and installation [61].
Such risky behaviors become worth mentioning in the current
situation when cybercriminals have adapted to and are exploiting
the mobile threat landscape. Cyber attackers and criminals are
circumventing the security measures adopted by app repositories
despite their efforts to detect and avoid untrusted and malicious
software from being published on repositories [60,72].

A few studies presumed factors like language, ethnicity, cul-
ture, age, and gender could influence CSA and thus suggested
further investigation to determine their impacts [61,70]. Inter-
estingly, their suggestions were partially pursued by a recent
study by Ameen et al. [65], which implemented PMT, GDT, and
Hofstede’s cultural dimensions to investigate the influence of
gender and national culture on smartphone users’ cybersecurity
behavior. The study revealed a significant impact of gender and
national culture on the security behavior of smartphone users,
regardless of how technologically advanced a country is or the
type of society it has (i.e., a masculine or a feminine society). In
the same way, Parker et al. [70] explored the security awareness
(perception) and behavior of smartphone users. They observed a
rise in CSA among younger smartphone users.

Some studies explored ways in which CSA can be raised in
smartphone users, and they resulted in a comprehensive list of
recommendations for mobile phone user safety [66] and a hierar-
chical taxonomy for mobile phone users’ security awareness [68].
Then, some studies assessed the effectiveness of games in raising
the CSA of smartphone users and found it to be effective [67,69].
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Although the aforementioned studies have made efforts to
cover and address a wide range of mobile phone security and
awareness, they are not as diversified as studies focusing on
computer users’ security. Secondly, no study has adequately ex-
plained why and how CSA for mobile phone users differs from
that for computer users. For example, the mobile phone possesses
a higher risk for theft or loss (thus putting the data stored on it at
risk), is accessed frequently (therefore users tend to choose weak
passwords) [73], and is charged via a USB cable (since power sup-
ply and data stream pass through the same cable, this exposes the
device to juice jacking). No study has succinctly described what
must be done to successfully manage and address the risk posed
by these differences. Finally, there is a need for more studies
that investigate and discuss how enterprises should use mobile
phones for organizational activities, the vulnerabilities they will
introduce to the organization, and how those vulnerabilities could
be mitigated through CSA.

5.2. Situational Awareness (SA) for cybersecurity

In a complex and dynamic system where the situation is
rapidly changing, decision-makers need constant access to timely,
accurate, and comprehensible information about the system and
its environment that can facilitate critical decision-making. This
is where situational awareness (SA) becomes essential. SA is
defined as “the perception of elements in the environment within
a volume of time and space, the comprehension of their meaning,
and the projection of their status in the near future” [74]. In
addition to perception, comprehension, and projection, the fourth
layer of SA could be the resolution of the perceived situation [75].
SA has been recognized as a critical foundation for successful
decision-making across a broad range of situations, including
cybersecurity.

One fundamental aspect of SA is its ability to respond to
new and evolving situations. This dynamic nature of SA makes
it suitable for the cybersecurity domain, where the traditional
(or static) cybersecurity paradigm cannot capture and respond to
continuously and rapidly evolving cyber threats. The new cyber-
security paradigm using SA introduces the ability to respond to
cyber incidents when they occur. This paradigm can apply several
monitoring and analysis techniques and can be useful for both
short-term operational as well as long-term strategic decision-
making [76]. In terms of cybersecurity, perception involves the
evidence gathering of the situations in the cyberinfrastructure;
comprehension involves the analysis of the gathered evidence to
deduce the threat level, type of attack, and associated or indepen-
dent risks; projection involves predictive valuation to address fu-
ture incidents; and resolution involves the countermeasure con-
trols required to treat the risks inherent or interdependent in the
cyberinfrastructure [77].

Most reviewed studies on SA focused on the visualization
or graphical representation of security-relevant events and phe-
nomena to enhance the capability of cybersecurity personnel to
perceive and manage security-related events [78-81]. They came
up with several proposals and recommendations, including

e to visualize the set of security metrics used to evaluate
network security levels and the impact of attacks, as well
as countermeasures implemented by security officers [79];

e to use multiple views, multiple angles, and multiple levels
for the visualization of security situation data for network
security [78];

e to represent the network security metrics in three-
dimensional (3D) visualization [81]; and

e to visualize the attacks on the cloud computing network
environment [30].
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In addition to visualization, other aspects of SA focused on in
past studies include:

e to build a taxonomy of SA in relation to its goals, information
gathering, and analysis aspects, which can be valuable in
understanding the concept and contents of SA and help-
ing select effective SA techniques to be used in a specific
situation awareness implementation [76];

e to propose a theoretical model to enhance SA and make it
suitable for cross-domain working environments in organi-
zations [82], which is relevant to modern-day organizations
that work in various sectors and across many domains; and

e to design and propose approaches that can help identify
malicious traffic efficiently, for example,

- to use a Hidden Markov Model (HMM) for the in-
tent recognition of network traffic in order to predict
concrete network attacks [83];

- to use a near real-time analysis of ongoing events
on controlled networks that can provide situational
awareness in the case of network incidents [84];

- to use an intention-based analysis approach for net-
work security data collection, which includes com-
piling connection-level data (frequency, length, band-
width, data transferred, etc.) and ’'offline data’ with
implications for behavior (i.e., the system’s level of
security, as perceived by a potential attacker) for the
SA [84]; and

- to assess mission-related assets’ criticality to improve
the SA [85].

To sum up, these studies mainly utilized techniques like vi-
sualization, anomaly detection, and intention recognition in net-
work traffic for situation assessment, projection, and visualiza-
tion. Their main objective is to keep users informed about their
environment so that they can identify potential cyber threats on
time and take precautionary measures.

However, most of the studies focused on the visualization of
security events, primarily focusing on network security manage-
ment when, in reality, SA can be much broader than this. Many
other cybersecurity domains that need continuous monitoring
need exploration to investigate the prospects of SA in them. In
reality, the potential of SA has not been realized as much in cyber-
security as it has in other areas, such as aviation, nuclear plants,
automated driving, and interaction with different autonomous
systems [86]. Similarly, their visualizations seem to be primarily
intended for operational-level staff, leaving out other groups like
managers, high-level decision-makers, and non-expert users [87]
who could also greatly benefit from appropriate SA visualiza-
tions in their cybersecurity decision-making. Additionally, the
majority of these studies have used toy examples and demon-
strations to support their proposed visualizations, with only a few
visualizations being used in actual industrial practice [87].

Most importantly, the reviewed studies do not appear to ad-
dress all four SA levels; most visualizations appear to facilitate
perception and, to some extent, comprehension while disregard-
ing projection and response levels. Next, they have considered
one cyberinfrastructure component at a time and not the whole
cyber system; thus, there is a need for research on an integrated
SA framework [77]. Finally, yet importantly, they have focused
exclusively on the design of visualizations, paying little consid-
eration to the assessment and evaluation of the visualizations
to determine, for example, how the visualizations affect the be-
havior or actions of human users and how much cybersecurity
activity performance is improved by the visualizations [86].
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5.3. Behavioral and psychological aspects of cybersecurity

In cybersecurity, certain types of behavior are encouraged
while others are warned against. There is an increasing body of
research that examines the relationship between human behavior
and susceptibility to cyberattacks. They implement theories from
different fields of study, such as social science, economics, psy-
chology, and behavioral science. The main goal of these studies
is to get cybersecurity behavioral insights that may be applied
to the creation of successful CSA programs, or, in other words,
to encourage security behavior or motivate people to adhere
to security guidelines and procedures. In general, these studies
can be divided into two categories: the first category applies
psychological, social, economic, and behavioral modeling theories
to investigate the effects of their recommended factors on cyber-
security behavior, while the second category directly examines
behavioral determinants.

In order to understand how people behave when it comes to
cybersecurity, the first category has utilized modeling theories
like TRA, TPB, GDT, PMT, TAM, the health belief model (HBM),
actor-network theory (ANT), the due process model, psycho-
logical ownership theory, flow theory, cybernetic theory, and
the technological threat avoidance theory (TTAT) [54,88-91]. The
most popular theories for cybersecurity applications among them
are TRA/TBP, TAM, GDT, and PMT [53]. These studies have used
a combination of two or more theories to conduct their in-
vestigation. In some studies, they have adopted and suggested
utilizing the theory as it is [90] or with some modification [88] for
understanding security behavior and ways to promote it among
individuals and employees. While the remaining studies have
attempted to investigate the role of behavioral factors from these
theories in persuading people to embrace or comply with security
policies and guidelines. As a result, the latter studies identified
components like attitude, perceived usefulness [54], and psycho-
logical ownership [91] as exhibiting a reliable association with
security behavior.

The second category then investigated the impact of various
behavioral determinants on cybersecurity and its awareness. They
discovered the following factors have varying degrees of effect on
cybersecurity behavior:

e organizational, social, and personal factors [92],

e socio-demographic factors (e.g., age, gender, persona, educa-
tion level, academic field, national culture, work experience,
security-related training, job hierarchy) [93-98],

e reason and frequency of ICT usage [99],

e previous cyberattack experience [100],

e technical expertise, understanding of the business impact of
a cyberattack [89],

e cognitive factors [101],

e attitude, self-efficacy, normative beliefs, and perceived ex-
pectations [102,103],

e conceptual and procedural knowledge [104], and

e perceived usefulness, user satisfaction, as well as informa-
tion and system quality [105].

Although these studies provide many valuable findings on the
factors that affect the user’s psychology and behavior in cyberse-
curity, there is a need for more coherent and consistent findings
with practical relevance. For example, these studies primarily
relied on quantitative studies (or quantifying the behaviors that
are likely to attract cyberattacks) that specifically could answer
the question of whether there exists a relationship between two
variables. However, this statistical validity cannot provide insight
into the problem and ways to mitigate it. Therefore, there is a
need for studies that can provide internal, external, and construct
validity. In other words, there is a need for more qualitative
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studies that can evaluate the problem in detail and shed light on
aspects that were not initially realized or considered. In addition,
these studies are typically conducted in artificial lab settings
with a small number of mainly homogeneous participants. This
is problematic mainly because people become conscious when
participating in a lab setting and start to behave analytically and
logically. Their response and feedback are unlikely to match that
when interacting with or reacting to a real cyberattack. Thus,
there is a need to conduct experiments on real-world conditions
or organization-specific scenarios (with actual users or heteroge-
neous users) as much as possible to achieve a more realistic and
pragmatic result.

Furthermore, behavioral and psychological aspects of cyberse-
curity are still in their infancy, and many behavioral or persuasion
theories, principles, and processes are yet to be explored from a
cybersecurity perspective. For example, social-psychological tech-
niques like instrumental learning, social learning, conformity,
obedience, reciprocity, and commitment that are used to per-
suade people to behave in a certain way need exploration in
order to determine the possibilities they can offer for CSA and
cybersecurity purposes [ 106]. Then, almost all the existing studies
investigate the behavioral and psychological aspects of the end-
users but fail to explore the perspectives of offenders engaged
in various forms of cyberattacks and cybercrimes, an important
stakeholder in cybersecurity. It is still not known if and how of-
fender characteristics interact with the motives for the execution
of certain cybercrimes [107]. Research to understand the social
and psychological characteristics of offenders that play a role in
the development of offenses can presumably help in producing
better CSA content and cybersecurity mitigation techniques. Fi-
nally, a majority of these studies are carried out in engineering
disciplines, where they have attempted to specify and control
human behavior through a small set of drivers, which social
scientists may consider a misdirection [108]. This brings forth a
need for multidisciplinary collaboration, for example, considering
psychological, economic, social, and other drivers in order to
understand cybersecurity behavior.

5.4. Assessment of CSA competence and perception

Several studies have assessed the cybersecurity competence
and perception of people or employees. These studies measured
the awareness levels on subjects like social engineering, organi-
zational regulations and policies, password etiquette and man-
agement, phishing attacks, sensitive data protection and privacy,
malware, software updates, and Internet and online service us-
age (such as social media, cloud services, email, and e-banking),
among others [96,103,104,109-114]. They performed their re-
search in a variety of organizations, including those involved in
banking, insurance, healthcare, IT, and telecommunications. They
pointed out an exhibit of misconceptions and stereotypical under-
standings of cyberattacks among people and employees. To make
matters worse, these people lack proper awareness of even the
most basic security issues. As a result, people and employees act
irresponsibly and readily reveal private and sensitive information.
Additionally, some technical teams in organizations believe that
employees should be compensated with technological security
solutions since they lack CSA, are incapable of handling security-
related activities, and cannot make acceptable security-related
decisions [110]. Although this proposition from technical teams
may seem promising, in cybersecurity it may not be infeasible to
replace all users’ activities and decisions with automation, at least
with the available technology [115,116]. However, the situations
do strongly indicate a severe need for relevant CSA programs and
training for people and all levels of staff. Furthermore, these CSA
programs should be organized regularly, their impact measured,
and their quality accordingly improved in the future [110].
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Next, some studies classified the users based on their CSA.
For example, Ahmad et al. [97] classified employees’ behavior
based on the knowledge-behavior spectrum into four groups: the
rebel, the discerning, the oblivious, and the obedient. They also
concluded that the rebels are more challenging to change using
CSA. Similarly, OgTiitcii et al. [117] investigated the IS users’ risky
behaviors that might threaten information security. Their inves-
tigation resulted in the following four metrics: the risky behavior
scale (RBS), the conservative behavior scale (CBS), the exposure
to offense scale (EOS), and the risk perception scale (RPS). Finally,
Kirlappos et al. [36] examined employee behavior and identified
a third category of employees apart from those who do and do
not comply with prescribed security policies. This third type of
employee believes that they cannot comply with the prescribed
security policies, so they create a more suitable alternative to the
policies and mechanisms in order to get the job done and manage
the risks. Further, they concluded that the organization should
learn from these employees, who devise ‘workable’ security so-
lutions that offer effective security and fit with the organization’s
business. In addition to these studies, Solic et al. [118] provided
an approach to gauge users’ security awareness. Their suggested
approach uses a cluster analysis method to classify email users
according to their level of security awareness.

The first step in any CSA program is to define its goal (i.e., se-
curity issues) and target (i.e., audiences). Such assessments of
organizations and their employees can be valuable in identifying
the goal and target audience. Moreover, they evaluate the ma-
turity level of security capabilities, identify vulnerable areas, and
provide recommendations on prioritizing areas for remediation.
However, an inherent limitation of such assessments is that their
results can quickly go out of date with the ever-changing cyber
threat landscape and other factors like changing technologies,
business requirements, or compliance standards. Additionally,
there is always a risk that the outcome may not reflect the actual
situation since even highly educated and aware people may not
behave as expected [64]. Hence, such assessments should be
conducted periodically and employ techniques that assess the
participants in as many real-life situations as possible so that
their results remain up-to-date and valid.

Furthermore, such assessments of CSA competence and per-
ception largely depend on self-reported measures, for exam-
ple, surveys and interviews. This preference for the self-reported
measures could be due to the low costs and resources required
to implement them and the flexibility they provide to easily in-
tegrate different aspects of cybersecurity into the measurement.
However, a major problem in many studies is that they use
self-designed questionnaires, which are often non-standardized
(i.e., do not adhere to standard procedures to design the ques-
tionnaire) and only focus on one or a small number of specifically
chosen components of cybersecurity. Because of this, the re-
sults of studies using poorly designed questionnaires may not
accurately reflect actual cybersecurity situations. In order to cre-
ate standardized questionnaires and use them to evaluate CSA
perception and competence, more study is required.

5.5. Design and evaluation of a CSA program

The quality of awareness materials and the effectiveness of
the dissemination methods used are two critical components
that contribute to the success of CSA programs or campaigns.
These components play a significant role in determining how well
the key message will be received, comprehended, and ultimately
applied by the target audiences. If the awareness materials used
have an unclear and confusing message or piece of information,
the chance of people misinterpreting or ignoring it will increase.
Therefore, CSA information should be relevant, timely, and con-
sistent [96]. Similarly, selecting a dissemination method that the
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target audiences do not like or prefer would make them less
interested in CSA programs.

Several studies have proposed, designed, and evaluated differ-
ent awareness materials and delivery methods for CSA purposes.
For example, games [55,119-132], web browser add-ons or plu-
gin tools [133-136], online portals [137], social media [138], on-
line quizzes [139], hacking contests [140], phishing emails [141],
simulations [55], etc., have been suggested as dissemination me-
thods for effective CSA programs. It is interesting to note that
among the papers analyzed, the use of games was the most pop-
ular, followed by browser add-ons or plugin tools. Serious games
that provide a more natural environment for learning and require
users to think about security concepts [126], role-playing quizzes
and games [129,130], humorous decision-making games [132],
ethical hacking simulation games [121,140], and games hosted
on social networking sites [119] were a few types of games used
for CSA purposes. At the same time, their work on web browser
add-ons or plugin tools was associated with security-oriented
design or usable security. Moreover, these studies have targeted
security issues like social engineering, phishing, data security,
misconfiguration and associated risks, password security, social
networking, cloud security, and mobile security for awareness.

In addition to these, some other propositions made by the
considered studies were:

e To use anomalous data for perspective and conceptual chan-
ge in employees [142]. This was based on the assumption
that users will learn or invent new conceptions when they
experience cognitive disequilibrium after failing to explain
the anomaly.

e To apply persuasive technology in the field of CSA to per-
suade users to change their behavior and perception toward
information security practices [38].

e To provide exposure to news stories about corporate secu-
rity breaches to employees [143]. This was based on the
assumption that knowing about cyber breaches would af-
fect employees’ behavior and make them more cautious in
cyberspace.

Almost all the studies have focused primarily on computer-
and online-based learning techniques that are interactive and de-
mand the active participation of the audience during CSA events.
They recommended computer- and online-based techniques for
promoting both introductory CSA for general users as well as
more specific CSA for staff with greater security responsibili-
ties [55,123]. Such methods can be suitable to instill awareness
mainly because they can be accessed on-demand and learning can
be performed in a self-paced manner. Another reason could be
that learners using paper-based CSA materials can perform better
at only the perception level, whereas learners using multimedia-
based CSA materials can perform better at both the comprehen-
sion and projection levels [46]. However, in the end, it has been
recommended to rely on mixed delivery methods, and the selec-
tion of methods should be based on the audience’s preference [55,
144]. Eventually, this is also supported by [45], who evaluated
the appropriateness of delivery methods and found combined
methods (e.g., text-based, game-based, and video-based) to be
better than individual ones for CSA.

Regarding materials used for CSA, organizations often rely on
security reports from security organizations, such as the Verizon
Data Breach Report or the Symantec Internet Security Threat
Report [145]. Such reports contain valuable information for the
enterprise and are useful overall; however, the organization using
them should be able to filter out the information applicable to it
and its employees. A good CSA resource should be relevant to the
organization and, more specifically, to the audiences. Moreover,
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the organization should not limit itself to larger and more com-
mon threats but also cover threats specific to it in CSA programs.
After all, a variety of CSA tools and other resources are accessible
online, and many of them are free, though they might require
some level of customization to suit an organization’s needs [40].

One of the main limitations of the considered studies is their
evaluation process. Firstly, most studies have not evaluated the
effectiveness of their propositions. Even those that have been
evaluated take into account aspects like usability and user sat-
isfaction. These elements are crucial, but they do not account for
all the elements that should be measured. Secondly, their sample
selection method was not bias-free, consequently affecting the
results’ significance. For example, the evaluation process relied
heavily on college or university students as participants, among
whom, for example, games may be more popular. Generalizing
the results of a study conducted on students for other types
of users may not provide the actual scenario and preferences
of those users. Thirdly, the evaluation process does not capture
the main essence of evaluation, which is the effectiveness of
the method in communicating the message and information and
the user’s preference for that method. Fourthly, no research has
examined the applicability and effectiveness of CSA materials and
dissemination strategies based on factors such as:

e Awareness topics; for example, types of material and dis-
semination methods suitable for social engineering aware-
ness may not fit for cloud security awareness;

e Audiences’ job designations and responsibilities; for exam-
ple, types of material and dissemination methods suitable
for the awareness of staff in the accounting department may
not be the same as those in the IT department; and

e Audiences’ age (generation), gender, academic education,
work experience, and cultural aspects; for example, younger
generations may prefer other awareness materials and dis-
semination methods than those preferred by older genera-
tions.

Finally, most past studies depended on evaluating one or a
set of factors like gains in knowledge and competencies; positive
changes in attitude, behavior, belief, and intentions; increases
in interest (of users, organizers, and management/sponsors) to-
wards CSA; and improvements in the usability of CSA materials.
Further, they implement diversified methods to measure those
factors, for example, surveys, interviews, simulated attacks, ob-
servation, etc. However, the problem is that there is no consensus
on what factors to measure and, above all, how to measure them
to evaluate the effectiveness of a CSA program. Equally important
is how a weight can be assigned to each factor measured when
they rely on multiple factors to determine the effectiveness and
what is an acceptable level of CSA (or how to know if it is an
acceptable level of CSA). Interestingly, three recent studies have
attempted to address the problems encountered in these studies
and facilitate the evaluation of CSA programs. First, Chaudhary
et al. [146] have listed a set of properties that could contribute
to improving the effectiveness of awareness materials. Second,
Chaudhary and Gkioulos [116] have proposed a framework for
designing an effective CSA program. Third, Chaudhary et al. [147]
have suggested metrics for the comprehensive evaluation of a CSA
program.

5.6. Model or framework for improving CSA

A model or framework within cybersecurity is essential be-
cause it helps to gain a better understanding of the problem
and thus streamline the implementation of effective cybersecu-
rity measures. It enables an organization to quantify its current
state, which subsequently enables understandable and repeatable
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results to be communicated [ 148]. Moreover, it helps to prioritize
requirements, based on which an organization can optimally align
its capabilities in order to achieve them. The reviewed studies
have proposed conceptual models or frameworks for various pur-
poses, for example, to assess a user’s CSA [112,149], understand
the issues or influencing factors of CSA [88,90,150], design an
effective CSA program [32,151], and assess a CSA program [152].

First, Hassanzadeh et al’s conceptual model [112] employed
seven independent variables to evaluate the user’s CSA, among
which gender, IT awareness, occupation area, and job category
had substantial correlations to CSA. Similar to this, Andrews [149]
proposed a model to analyze data privacy awareness based on
how data is stored and shared on the Internet, which can as-
sist people in making informed decisions before disclosing their
personal information.

Second, some studies have put forth frameworks or models to
comprehend the factors that may have an impact on CSA. For ex-
ample, Tsohou et al. [88] realized that the majority of existing CSA
frameworks lack theoretical justification or explanation of why a
particular choice, such as a security message and dissemination
method, has been made. Furthermore, these frameworks exam-
ined CSA problems and challenges solely based on psychological
or behavioral theories. Therefore, in order to facilitate analy-
sis and understanding of the issues that are intertwined with
awareness activities and the due process model, Tsohou et al. pro-
posed a theoretical and methodological framework. Similarly, Li
et al. [90] believed that influence from peer behavior and an em-
ployee’s action experience with cybersecurity are essential factors
in improving cybersecurity behavior in organizations. Thus, they
proposed a model that extends the PMT and HBM to validate
the relationships among peer behavior, the cue to action, and the
employee’s action experience of cybersecurity, threat perception,
response perception, and the employee’s cybersecurity behavior.

Third, Vroom & von Solms [32] posited the view that CSA
should be specified in the security policies of organizations and
encompass every aspect of security that is worthy as well as
feasible to implement. They further recommended that the fun-
damentals, such as who will develop the program, how the pro-
gram will be structured, and what dissemination strategy will be
adopted, should be established prior to the execution of a CSA
program. On the basis of these recommendations, Vroom & von
Solms proposed an information security awareness model. In this
model, the high management is first made aware of cybersecu-
rity; the management later designs the organizational security
policies using international security standards as guidelines; and
finally, the practice of the International Standard Organization
(ISO) for the review and maintenance of organizational cyberse-
curity, including CSA programs for general and role-specific users,
is implemented. Similarly, Kritzinger & Smith [153] proposed an
Information Security Retrieval and Awareness (ISRA) model that
can be used by the industry to enhance information security
awareness among employees. Their model comprises three parts,
namely, the ISRA dimensions (non-technical information security
issues, IT authority levels, and information security documents),
information security retrieval and awareness, and measuring and
monitoring. Then, Jixing et al. [151] proposed a CSA model based
on connectionism.

Finally, Al-Hamdani [152] proposed an assessment model for
quantifying CSA programs needed for a larger population. This
model is based on two assessments: the first focuses on security
in general, and the second assesses comprehensive awareness of
specialized domains. Moreover, they found out that CSA for a
larger population needs to allocate an instructor per 1,000 people
and should focus on ‘out of class awareness’ programs.

Despite all these propositions, there are still not adequate
frameworks or models, which brings a need for more assessment
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frameworks or models that can overcome all the challenges and
limitations mentioned so far and be more specific to organiza-
tional domains and needs, for example, SMEs, by considering
their institutional constraints during the planning, execution, and
evaluation of CSA. Interestingly, a conceptual framework for CSA
has been proposed by Chaudhary et al. [154], which consoli-
dates the key stages, factors, and recommendations from various
existing frameworks and other important studies. This frame-
work has included many best practices as recommendations,
from which organizations can choose those applicable to their
business domains and situations.

6. Review of past research studies on CSA that focused on SME

Among the 20 selected papers focusing on SMEs, only nine
of them directly relate to CSA [16,54,57,155-160], whereas the
remaining papers discuss the overall security aspects (i.e., both
technical and human aspects of cybersecurity) of SMEs, while
CSA is only a part of their discussion. Similar to this, five papers
proposed a model, framework, or process [157,159,161-163] and
tested their proposition in SMEs, while other papers assessed
either the effect of specific parameters on SMEs’ cybersecurity or
the overall security, status, or culture of SMEs.

It is interesting to note that, except for SA, the CSA chal-
lenges encountered by SMEs and raised by the reviewed papers
were comparable to those discussed in Section 5 (of Fig. 3).
SMEs can be broadly categorized into four categories based on
CSA at the organizational level, as shown in Fig. 4. This clas-
sification takes into account SMEs’ willingness to acknowledge
cybersecurity problems and invest money in effective defenses.

e Type I: The owners and executive management of these
SMEs possess the misconception that cyberattacks target
only large organizations, so SMEs should not worry about
cybersecurity. On the contrary, such a tendency towards
cybersecurity was only noticed in some old studies. The
situation seems to have largely improved now.

e Type II: These SMEs accept cybersecurity as an imminent
threat but, due to their limited budgets, must prioritize
investment in areas that can contribute to their business
growth. Most of the studies found this type to be prominent
in SMEs. Such SMEs mostly rely on security measures that
come inbuilt with other necessary technologies or are avail-
able for free or at a lower price, such as operating system
security and workshops and materials provided for free by
some governmental and non-governmental agencies.

e Type III: These SMEs accept cybersecurity as essential and
allocate some budget to it, but lack the awareness or qual-
ified human resources to implement the budget. They try
to manage their IT security by themselves, and as a result,
not all aspects of IT security are sufficiently covered. They
mostly focus on technical measures. Their policies and reg-
ulations are designed based on their limited understanding
of cybersecurity, and they often do not comply with the
established regulations and standards for cybersecurity.

e Type IV: These SMEs depend on third parties for their
cybersecurity. Studies showed that this group was more
confident about their cybersecurity.

Similarly, the main challenges of CSA that the reviewed papers
have raised are presented in Fig. 5. These are also the research
directions that future research should focus on. They ought to
concentrate on addressing these challenges so that a better CSA
for SMEs can be produced.
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Fig. 5. Challenges of CSA for SMEs.

6.1. Resource constraints

Many studies, both from within and outside the EU [16,114,
158,161,162], have identified resource constraints as one of the
major contributing factors behind the poor CSA of SMEs and
their overall cybersecurity posture. The budget constraint ad-
versely affects their ability to hire qualified and skilled cyberse-
curity professionals, particularly for CSA, to coordinate pertinent
CSA programs, equip themselves with the requisite cybersecurity
technologies, and comply with the established regulations and
standards. Even SMEs that acknowledge security comprehend the
value of cybersecurity policies and regulations, but they still de-
sign and implement those policies and regulations based on their
rudimentary and limited knowledge of cybersecurity and end up
including implausible defense presumptions [164]. Additionally,
there is no individual tasked with increasing the employee’s
awareness of security policies and regulations and enforcing their
compliance. There are a number of causes for CSA’s financial
limitations, but primarily three:

e SMEs are growing companies with modest financial re-
sources. As a result, they do not place a high emphasis on
cybersecurity [7,156]. They prefer to invest in projects and
activities that will bring the company tangible growth or
gains, such as a higher return on investment (ROI) or lower
operating costs [165].

e Some owners, executives, or senior management disregard
the risk of cyberattacks because they believe it only applies
to large corporations [16].

e Even those organizations whose leadership acknowledges
it as a problem, prioritizes it in their budget, and invests
money in technical measures [162,166]. When they invest
in technologies without understanding how effective they
will be in overall security control, this issue gets worse. The
management feels that they are wasting money on security
because, while spending a lot of money on technology,
the organization is also experiencing cyberattacks and data
leaks.
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Ironically, the issue of resource constraints is common even
among other types of organizations [165]. Large organizations
may not have monetary issues, but many still lack dedicated se-
curity professionals assigned to CSA. This is supported by a 2019
SANS Institute survey [167], which found that over 75% of security
awareness professionals work part-time and devote less than
half of their time to security awareness [167]. The same survey
also showed that CSA is an added responsibility to cybersecurity
professionals’ other employment responsibilities. Additionally, it
discovered a significant correlation between full-time employees
dedicated to CSA and the organization’s CSA maturity level.

There are mainly two ways to handle the issue due to resource
constraints for cybersecurity and the CSA program, which are: (i)
lowering or minimizing the cost of cybersecurity; and (ii) allo-
cating enough budget for cybersecurity. Since the second option
directly affects finances and the executive management of the
organization only holds the authority to make it different, this
issue can be handled only with the involvement and commit-
ment of senior management, as discussed later in Section 6.3.
Determining how much is enough is difficult, though, because
cybersecurity is dynamic in nature [165].

Regarding the first option, there are several strategies that can
help lower cybersecurity costs and advance CSA programs.

e It is unfortunate that technical staff frequently try to make
up for the absence of CSA by using technical IT security solu-
tions [110]. These individuals in charge of an organization’s
cybersecurity must be aware that the tendency toward rely-
ing heavily on technological solutions is not only unsuitable
but also costly for the business. It may also hurt the em-
ployee’s productivity and lower morale if the employees are
not trusted and treated as culprits or enemies [110]. So,
tightening security by deploying sophisticated technology
and imposing stringent rules and policies that are difficult
to adhere to may not improve cybersecurity to the level
expected. It is, therefore, suggested to use CSA where nec-
essary, which can be less expensive while still being an
effective security countermeasure.
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e It is becoming more common to advocate for and make use
of expensive, cutting-edge security technology. Obviously, if
the organization can afford the technology, it might not be
an issue, but for SMEs, this might not be a viable option.
Even if the business must use technological solutions, it
is advised against jumping headfirst into everything novel.
Not every cutting-edge technology will be ideal for the
organization. The kinds of businesses an organization has
will significantly affect the types of technology it should
acquire. Therefore, it is suggested to learn from experience
and research more to identify what best fits the organiza-
tion’s needs. This is possible by understanding the organi-
zation’s current business circumstances, risk profiles, and
weaknesses. If the organization is traditional or unchanging,
it is suggested to delay the implementation of enhanced
capabilities and focus on minimal requirements, whereas
for one that is expanding, choices should be based on the
business value of implementing robust capabilities [ 164].

e In SMEs, if the employee size is small, considering them
as a homogeneous target group can help to decrease the
complexity and cost of CSA [30].

e It may not always be necessary for an organization to design
its own resources for cybersecurity and CSA programs. Many
freely available resources can be of great value and are less
expensive to use. Such freely available materials can be of
great use for small businesses, but only if they struggle
with the selection of suitable materials [50]. It is advised
to select materials that align with industry standards and
guidelines [168] and may need little or no tailoring [40].

e Many times, face-to-face instructor-led CSA (that needs
more logistics and is expensive to conduct [43]) can be re-
placed with online learning materials, which can be cheaper
when the target audiences are in mass [46]. Even in face-
to-face instructor-led CSA, a need-to-know basis can be
followed, i.e., staff should know and stay aware of only
those things that are related to them. All staff attending
all CSA events could make the endeavor expensive for the
organization.

6.2. Unusable CSA content and the selection of an inappropriate
dissemination method

Some studies [13,131,155,157] made suggestions to improve
the usability of CSA programs. This is mainly because the exist-
ing CSA programs do not seem to address the needs of SMEs.
As a matter of fact, this issue has been equally encountered
by other types of organizations. Even among the enterprises
that flag cybersecurity as a high priority and have been allo-
cating resources for CSA, they do not see any tangible effect
on their unaware employees [21], and organizations still have
to deal with the risks resulting from people who do not follow
security policies and procedures or fail to understand the aware-
ness materials [169]. This may be attributed to poorly tailored
awareness-raising materials and techniques that are implicitly
based upon the assumption that “one size fits all” [21]. Due to
the ineffectiveness of CSA, some people are frustrated and even
believe that such awareness activities are a waste of money and
should be abandoned [169,170]. This belief in abandoning CSA
may be too harsh, but it is also eye-opening and specifies that
things need to be done differently or need improvement.

There is a need for CSA content and dissemination methods
that support the organization’s business requirements, are per-
tinent to its culture, and take into account its IT infrastructure.
If employees believe the message is explicitly and appropriately
aimed at them rather than generically at everyone, cybersecurity
is more likely to be accepted and acted upon. Currently, any
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tailoring of CSA materials is most frequently done, at best, from
the standpoint of framing the messages to match the type of or-
ganization or sector concerned. Rarely do things reach the degree
that each user might require based on their preferred learning
styles or prior predisposition towards security. The most effective
awareness campaigns are the ones that participants believe are
pertinent to the problems and issues raised. The goal should not
be what the staff needs to know but how we can get them to
know it.

Furthermore, it should preferably be tailored and personalized
to the needs of the recipients. These flaws in the design of
CSA contents and the selection of dissemination methods exist
maybe because the majority of awareness professionals have
technical backgrounds; over 80% of them do [167]. A technical
background is unquestionably advantageous, but such profes-
sionals often lack the soft skills, such as communication skills,
personal attributes, career and collaborative attributes, and peo-
ple skills [171], needed to effectively communicate cyber-risks to
audiences in a way that changes behavior. Besides, they suffer
from a cognitive bias called the “curse of knowledge”, i.e., the
more expertise a person has on a subject, the more difficult it
can be for them to teach or communicate [167].

The CSA contents should be clear, consistent, and relevant to
the target audiences, and more importantly, they should be ac-
tionable [57,155] and meet the mission of the organization [ 166].
Further consideration should also be given to the localization of
security awareness material. That does not mean that terms such
as phishing should be translated, but rather that the concept and
associated risks be presented and explained in the appropriate
languages. In addition, they should meet the mission of the or-
ganization [166]. Chaudhary et al. [146] have presented a more
comprehensive list of properties that should be considered for
CSA content design.

When selecting a dissemination or delivery method, it has
been suggested to consider multiple (i.e., alternative) techniques
that are suitable for diversified users [131,155]. Further, the CSA
contents and dissemination methods need continuous improve-
ment based on their effectiveness with the audiences [13,155,
157]. Finally, learners with text materials perform better at the
perception level, whereas those with multimedia materials per-
form better at the comprehension level and projection level [46],
so these materials should be selected accordingly.

The types of audiences (i.e., learners) also help in deciding
the types of CSA material and dissemination methods that will
be usable or relevant. For example, audiences with experience in
security may become bored and distracted if they are forced to
repeat simple activities meant to improve the knowledge level of
beginners; vice versa, they may find these activities irrelevant and
burdensome. Similarly, if the security processes and procedures
are difficult to comply with or their compliance cost (i.e., inter-
fere with primary tasks or are resource-taxing) exceeds that of
disobeying them, then no matter how aware an individual is,
s/he will find CSA unusable [64]. Therefore, CSA materials must
satisfy end-user needs, be cost- and effort-effective, not necessi-
tate effort-taxing activities that can slow down users’ tasks, be
accessible and appropriate for users’ circumstances, situations, or
conditions, and employ communication strategies and techniques
that align with users’ preferences.

6.3. Lack of senior management interest, involvement, and commit-
ment

CSA is most effective when it is fully supported by the lead-
ership within the organization. If users perceive that leadership
is fully committed, they are more likely to take it seriously.
Therefore, CSA should be a part of any security plan and be seen
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as an integral part of the security program. In fact, the organiza-
tion should include it as part of its organizational policies. One
of the primary causes behind the low priority of cybersecurity
in organizations is a lack of senior management support and
commitment [50]. This has a negative effect on an organization’s
overall cybersecurity, including its CSA. This is especially true
for SMEs, whose management has to prioritize other activities
over cybersecurity due to resource limitations. Additionally, SMEs
lack qualified and experienced personnel who can effectively
communicate with top management to convey the relevance and
significance of cybersecurity.

There are no definite strategies to ensure senior manage-
ment’s involvement in and dedication to cybersecurity and CSA.
However, the following are some potential strategies:

e To show and explain the cost-benefit of CSA to senior man-
agement [ 162] and the need to raise the awareness of senior
management. It is suggested to provide them with evi-
dence on what value CSA would add or explain to them
beyond what they already feel they know. A study like, for
example, Park et al. [25], which measured the impact of
cybersecurity training and education and utilized the fol-
lowing parameters for assessment: educational satisfaction,
academic achievements, job application, and economic ROI,
can be useful. Further, explain to them the cyber risks by
using clear narratives and connecting with areas that the
decision-makers understand and deeply care about [165].

e To design and organize CSA programs that require procure-
ment of the least level of resources, preferably CSA activities
that can be conducted for minimal cost [131] and can uti-
lize cost-effective ways like e-learning and collaborative
platforms [16,159].

e To leverage peer comparisons via benchmarking, i.e., to
show leadership how competitors are spending significantly
on CSA [165,167].

e To demonstrate to them that CSA is effective in reality.
For example, demonstrate that CSA plays a positive role
in effective compliance with security policies and proper
integration of ‘people,” ‘process,’” and ‘technology’ [172].

6.4. Human attributes in the CSA

The majority of research studies focused on determining hu-
man characteristics or factors that may motivate security be-
havior [16,114,155-158,173]. They have suggested factors like
avoiding fear as a way to raise awareness, considering cultural
aspects in CSA, using a promotion or award approach to encour-
age aware people to comply with security policies, a preventive
approach for both aware and unaware people, better usability
design to encourage people to adhere to security procedures, etc.
Similar to this, it has been suggested that many other factors be
taken into account during CSA programs, including self-efficacy,
prior IT skills and knowledge, job category, gender, language, etc.

In fact, the human factor is also the most challenging and
intricate issue in the design and implementation of CSA, since it
involves domains like behavioral psychology, cognitive psychol-
ogy, and neuropsychology [174]. According to a report by the
Information Security Forum [174], CSA initiatives are failing for
the following six reasons:

i. solutions are not aligned to the business risks,
ii. neither progress nor values are measured,
iii. incorrect assumptions are made about people and their
motivations,
iv. unrealistic expectations are set,
v. the correct skills are not deployed, and
vi. awareness is just background noise.
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Further, the same study suggested utilizing behavioral psy-
chology (to understand the history and context that drives be-
haviors and change the consequences in this context to eliminate
unwanted behaviors and promote target behaviors), cognitive
psychology (to deliver solutions in small chunks using a “sim-
ple to complex” principle; to include opportunities to sufficient
practice the target behaviors, and to have an effective evaluation
process that the individual can use to monitor their progress)
and neuropsychology (to challenge the individual sufficiently so
a new mental map can be formed; where possible, help the
individual come to his/her own conclusions and generate insight-
facilitate “key moments” rather than teach; and where possible,
keep the individual focused on their new insights) to mitigate the
six problems mentioned above.

Other reasons behind the failure of CSA initiatives could be

e a lack of time,

e a lack of communication,

e a lack of incentives to study the documentation, and
e a lack of understanding of the instructions [175].

The NIST [27] then advised

correctly planning and structuring CSA initiatives;

defining the CSA initiatives’ coverage priorities;

setting the bar for the complexity of the subject matter that
CSA initiatives should cover; and

e conducting an assessment to measure the effectiveness of
CSA initiatives.

Similarly, Furnell & Vasileiou [21] recommended taking into
account audiences’ prior knowledge, barriers, learning styles, and
security perceptions when designing and conducting CSA pro-
grams. Last but not least, Bada et al. [22] suggested that aware-
ness content should be engaging, appropriate, and ongoing, with a
range of relevant topics that are targeted, actionable, and doable,
and provide feedback to help sustain people’s willingness to
change. However, the art of persuasion rests in simplifying some-
thing down to its essence and making it clear to others what they
truly care about, and while fulfilling this, one must be aware that
every individual has a unique reality.

6.5. Lack of suitable CSA frameworks

Most of the existing CSA frameworks are not designed with
SMEs in mind [58]. The needs and circumstances of SMEs are
different from their larger counterparts; thus, the existing frame-
works do not exactly meet SMEs’ requirements. There are two
potential solutions to this problem: (i) creating a new frame-
work and (ii) modifying the existing frameworks to serve the
needs of SMEs. Some studies [54,56,57,131] have attempted to
develop frameworks and models that could accommodate the
requirements and circumstances of SMEs. The issue with these
frameworks and models is that they primarily try to address
the financial limitations faced by SMEs. Undoubtedly, a major
obstacle for SMEs is a lack of resources, but they also have to
deal with other obstacles, including multi-tasking employees,
centralized decision-making, and so on (see [176]), which may
have an impact on their CSA effectiveness.

7. Preferred research methodology for the CSA study

Among the 108 reviewed papers (i.e., papers considered for
Sections 5 and 6), most studies implemented a survey to in-
vestigate the user’s response. This is followed by a literature
review, primarily using a systematic literature review. Other pop-
ular research methods used were prototype design, interviews,
and case studies organized in descending order, as shown in
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Fig. 6. In addition to these popular research methods, some stud-
ies have also used autoethnography, laboratory experimenta-
tion, user study, observation, simulation, manual analysis and
assessment, focus groups, expert views, metamodels, method
engineering, and mathematical proof.

A survey has widely been utilized either as the sole research
method or as a follow-up method to test a proposition, design,
model, or prototype. It is generally conducted using an online
questionnaire and, in rare cases, an offline questionnaire. Most of
them used a five-point Likert scale approach to specify the level of
response. More importantly, these studies have largely relied on
quantitative data analysis, except for a few that used interviews
to perform qualitative data analysis. Similarly, a literature review
has also been used either as the sole method or in combination
with other methods. When used along with other methods, a lit-
erature review is primarily used to develop research hypotheses
or constructs. The prototype design has been used in studies that
investigated suitable CSA dissemination strategies and situational
awareness systems. It is generally a semi-structured interview
that has been used mostly to investigate human behavior or
its influencing factors. Some studies have used interviews to
measure the perceptual differences among the participants or to
collect participant feedback after laboratory experiments. It is a
case study that has been used in a variety of domains, but with a
focus on investigating the needs of specific cases, such as financial
institutions, telecom industries, and so on.

Most studies relied on quantitative data analysis, which may
be because they were more interested in quantifying the results
in numerical terms. Only a few studies used qualitative data
analysis, with some relying on the sequential mixed method,
which entails collecting one type of data (in this case, always
quantitative using a survey), which serves as a foundation for
collecting another type of data (in this case, always qualitative
using an interview), and the final inference is based on both data.
Since CSA involves convincing people who understand in terms
of numerical figures to realize the magnitude and seriousness
of the problem and its human aspects that demand an in-depth
understanding of human attitude and behavior, a mixed method
can be a better fit for its study. Quantitative research can help
in understanding the gravity of the problem and identifying the
areas that need attention or investigation, whereas qualitative
research can help in exploring and broadening the underlying
knowledge contributing to the phenomenon in the study. An
exploratory method of research also allows flexibility in research
and seeks to establish the boundaries of problems.

In self-reported measurements like surveys and interviews,
the use of high-quality questions and questionnaires is crucial.
Broadly divided, the questionnaires in practice for CSA purposes
fall into three categories:
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i. Questionnaires are prepared based on some standards,
such as ISO, NIST, and others, and cover the subjects or
topics recommended by them.

ii. Questionnaires are designed and validated by adhering to
certain standardized and established processes used for
questionnaire development.

iii. Questionnaires are designed by organizations and researc-
hers to serve their needs.

The first two categories of questionnaires should not have
any significant issues with the subject matter covered. We do,
however, believe that studies using the third category of ques-
tionnaires, in essence, when many studies do not validate their
questionnaires through, for instance, a pilot survey or expert
comments before employing them for the main study, can have
issues. The ultimate objective while using questionnaires should
be to collect as much unbiased, relevant, and complete data
as possible, but not data that supports the proposed or devel-
oped tools, models, or frameworks. This means the questionnaires
should include all pertinent security topics and be tested before
being used.

Furthermore, organizations can only genuinely benefit from
CSA initiatives if staff put the knowledge they have acquired
into practice. This implies that CSA initiatives ought to be stud-
ied and investigated in terms of the actual positive changes
they brought about in staff security behavior and action after
participation. However, contrary to this view, the majority of
CSA studies still employ self-reported methodologies, which can-
not adequately capture the real purpose and essence of CSA.
Many times people state or intend to do one thing, but their
behavior or action conveys something entirely different, also
known as the “intention-behavior gap”. Consequently, there is
a need for more CSA studies that adopt and employ research
methods such as simulated attacks, log data analysis, games, non-
intrusive observation in actual scenarios, and possibly a cyber
range environment. These methods not only assist in producing
realistic scenarios and gathering accurate data, but they also aid
in learning about cybersecurity’s “unknown-unknown”. The term
“unknown-unknown” refers to those sensitive elements that even
security specialists are unsure of, such as what they are and how
human behavior could endanger them.

Finally, when employing any method for CSA research, it is
important to understand that doing so has a cost. As a result,
it is required to determine whether using the method would be
worthwhile from a financial, practical, and realistic standpoint.
For example, it can be expensive to adopt methods like games,
simulations, and cyber range, which many SMEs might not be able
to afford.
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8. Discussion and conclusions

Cybersecurity is a shared responsibility, and every employee of
an enterprise is critical to its cyber defense and countermeasure
efficiency. As a result, all employees must be aware of potential
threats in their area of work and keep up-to-date on organi-
zational policies and procedures relevant to their job function.
Additionally, they should be able to recognize, report, and, if
possible, mitigate suspicious cyber activities. By raising the CSA
of employees, an organization will be able to reduce its exposure
to cyberattacks caused by human error and prevent accidental
data breaches. However, while designing CSA for organizations,
it is important to realize that the needs and circumstances of
different-sized enterprises can vary; that is, we cannot put re-
sourceful enterprises in the same basket as resource-constrained
SMEs. Further, a variety of organizational, societal, environmental,
and individual factors can influence employees’ security behavior,
and thus, CSA.

Many past studies have investigated the issues and concerns of
CSA, but those performed exclusively for SMEs are not adequate.
This means there is a significant need for such studies that focus
on the CSA needs and requirements of SMEs. Prior to that, it is
vital to identify which CSA components will require additional re-
search for SME needs. Therefore, in this study, we have identified
several research and knowledge gaps in CSA for SMEs. In order
to accomplish this, we have conducted a systematic literature
review. We have largely focused on the CSA problems that need
more research to meet the requirements and circumstances of
SMEs. Further, we have also suggested research methods that
could be applied to future CSA studies.

We found out that one of the main challenges in the case
of SMEs is their resource constraints for cybersecurity and CSA.
Moreover, this mainly occurs due to a lack of support and com-
mitment from the executive management, i.e., the difference
between what they say about the importance of CSA and what
they actually do in terms of policies and spending. To some ex-
tent, the technical staff in charge of cybersecurity is to blame for
the management’s attitude toward CSA. They try to compensate
CSA with technological solutions and convey the same message
to them, thus reducing the priority of CSA. Therefore, there is a
need for strong advocacy for the importance of CSA and, more
importantly, for affordable and effective CSA that fulfills the needs
of SMEs. The CSA content should always consider its compliance
costs and benefits (financial or economic costs and benefits, and
intangible costs and benefits), and the CSA delivery technique
should take into consideration the nature of the organization and
its affordability.

The next challenge is the usability of CSA materials and de-
livery methods (the general extent of acceptance), which needs
further investigation. However, regardless of the formats and
types of CSA contents, their message should be simple and easy to
understand (i.e., cognitively friendly), complete, correct, action-
able (or compliant), and, more importantly, relevant and mean-
ingful to the target audience in SMEs. Similarly, their delivery
methods should be interactive and innovative in order to engage
audiences, as well as inclusive in order to ensure that no segment
of the audience feels excluded. To sum up, both CSA materials
and delivery methods should be appropriate to the needs and
constraints of SMEs.

The human attributes of SME employees that can encourage
safe and secure behavior in SME employees equally need fur-
ther investigation. For this, it is necessary to identify the crucial
moments and reasons when people are most likely to fail to
meet these goals in cybersecurity. Furthermore, it is necessary to
investigate various social, psychological, and behavioral theories
that can stimulate, motivate, remind the audience of what is
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expected of them, and teach them the consequences of their
actions in a more effective manner.

Then, there is a severe need for suitable CSA frameworks or
models for SMEs. SMEs should no longer depend on the frame-
works or models that have been designed considering different
needs, contexts, and target groups. These CSA frameworks and
models should be exclusively for SMEs and take into account the
organizational, economic, and other factors of an SME.

Last but not least, the CSA’s coverage of security issues is
quite limited, both in general and for SMEs. The majority of
studies have concentrated on common security issues, which
are certainly crucial. However, many security-related challenges,
particularly those pertaining to emerging technologies and threat
landscapes, have gone largely unnoticed. There is an urgent need
for research on cutting-edge and novel topics, such as security
issues raised by the use of artificial intelligence technology, the
Internet of Things, and related topics.
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