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Abstract

With the advancement of technology and the
development of new tools, games, applications and
social media sites, it is getting difficult every day to
keep up with threats and vulnerabilities associated with
these tools, apps or websites, especially for children.
The goal of this research is to investigate and further
develop new knowledge and tools that will be helpful
and effective to teach the children about cyber security
by performing various gamified actions in a playful,
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engaging and motivating manner. The methodology of
this research would be both qualitative and
quantitative, using interviews, questionnaires, focus
group and observations. Initially, this project will define
the theoretical and existing practices of cyber security
awareness education for children. In the next phase,
this research will design and implement interventions
based on learning activities like workshops and
collaborative tasks; followed by empirical test and
evaluation of the proposed interventions.
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Introduction

Children nowadays play a lot of online games and
browse the internet for several hours every day. On the
internet, they meet several opportunities as well as
risks; but without relevant knowledge, it is difficult for
them to assess the associated risks or threats of using
the internet and digital systems. Sometimes they do
not even realize the danger of the risks. Thus, they can



Game or
application

Anti-
phishing Phil
[15]

CyberCIEGE
[16]

Serious
games
comprising
of reward
systems
[17]

HATCH:
Hack and
Trick
Capricious
Humans
[18]

Cyber
security Lab
[19]

Purpose or
Goal

Training for
links (URL)
safety

Training on all
kinds of social
engineering
threats

Training on
mobile
threats,
phishing, and
cyber-attacks

Training on
hacking,
phishing,
physical

manipulations,
spear phishing

Designed to
teach young
people basic
cyber security
skills

Table 1: Example of some
cyber security-based games
and gaming applications

easily fall victim to cyber security threats like social
engineering, cyber stalking, hacking, viruses, and
malware, etc. through search engines, online
advertisements and social networking websites such as
Facebook, Twitter and lots of other websites [1].

While security practices rely on several factors, one of
them is how well people are aware of the threats and
how well they can assess the risk and apply their
knowledge to mitigate threats [2]. Therefore,
mitigating the human-related errors or vulnerabilities is
a dominant factor for improving security either at a
personal or organizational level; and we can do this by
raising user awareness on cyber security and privacy
issues [3, 4]. Considering the importance of human-
related vulnerabilities, in this research we aim to focus
on the education of children about cyber security
awareness and online etiquette.

Background and Motivation

When education starts becoming fun and attractive,
children also become more motivated and interested in
learning. Using computer games for educational
purposes is now very popular. According to [5], there
are two categories of games that are used to educate
and train users: gamification and serious games.
Gamification’s main goal is to foster more engagement
in people by helping to create more robust experiences
in everyday life events utilizing game mechanics; while
serious games are designed to train and are used for
stimulation and to educate in virtual environments with
previously defined learning objectives [6, 7]. In recent
years, gamification of applications is getting a lot of
attention from various fields including education.
Considering this popularity and momentum, in this

research we will focus on gamification as the technique
to educate children about cybersecurity awareness.

Various studies have been previously carried out and
many cyber security-based gaming applications have
been developed in the last few years to educate users;
some examples are mentioned in Table 1. Most of the
studies have indicated positive results and impact on
the users, in using games and gaming applications as a
tool for education on cyber security. But there are still
many gaps and issues that need to be addressed by the
community. For example, many of the games and
applications are often part of research projects and get
developed systematically or rapidly, after their
evaluation they often disappear and are rarely available
to the public [9]. Other issues that the researchers
mentioned include showing positive feedback but not
evaluating the impact and effects in terms of learning
outcomes or not presenting a conclusive result from the
research, using a small sample size for evaluation, etc.
[9]. Thus, building upon previous research studies on
motivating children about learning and practicing cyber
security knowledge, the purpose of this research is to
address the existing gaps and to investigate and further
develop new knowledge and tools that will help teach
the children about cyber security using gamification.

Research Goals and Method

This research targets 8-10%" grade students (13-16
years old) of secondary schools. We are targeting this
age group because many pieces of research, for
example, [10, 11] show that children of this age are
more prone to engage in risky internet behavior, as
they have easy access to many kinds of digital devices
and almost all possibilities that internet provides [10].
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Figure 1: Design-based
research approach, adapted

from [14]

Research Questions

We can express the problem foundation of this research
by the following research question.

RQ: How can we help children to learn about cyber
security, using gamification?

To investigate this overall question and its parameters,
we have defined the following sub-questions (SQ) that
have been set as a part of this research.

SQ1: What are the trends in gamification of cyber
security education?

SQ2: What type of cyber security knowledge and
education do children need?

S5Q3: How can we make a sustainable solution for cyber
security education?

SQ4: How to measure the effectiveness of the proposed
solution?

SQ5: How do gender, cultural differences, and social
issues influence children's learning on cyber security?

Research Method

Considering the context of this research, we have
chosen Design-Based research (DBR) as our research
methodology. Design-Based research is “A systematic
but flexible methodology aimed to improve educational
practices through iterative analysis, design,
development, and implementation, based on
collaboration among researchers and practitioners in
real-world settings, and leading to contextually-
sensitive design principles and theories” [12].

Following the DBR process, as shown in Figure 1, we
will perform iterative cycles, starting by surveying
existing trends, methods and their limitations for
achieving a high impact in cyber security education. We
are currently conducting an in-depth systematic
literature review based on the original guidelines as

proposed by Kitchenham [13] to answer the first two
sub-questions of this research (SQ1 and SQ2). The
literature review initially resulted in 64 citations, but
after applying some quality criteria, we finally ended up
with 26 papers for in-depth review. In the next phase,
we will design and implement interventions
systematically with multiple iterations to refine and
improve our initial designs, in collaboration with the
participants (SQ3). But before proceeding with the
interventions, we aim to interview and conduct focus
group discussions with experts from the industry and
academia to gather necessary information for designing
or preparing the contents and activities for the
interventions. These interviews and focus group
discussions would also help us to signify our answer
and finding from SQ2. In each intervention, specific
learning outcomes will be addressed, and students will
receive related information about cyber security and
will be asked further to participate in various activities.

Data Collection and Analysis

After each intervention, empirical data will be collected
for further analysis and evaluation regarding the
students' perception and experience about the
activities. Data from this stage will help us to answer
the last two questions of this research (SQ4 and SQ5).
The researcher will be present in all the interventions to
observe the activities and products the participants will
be developing during the interventions. At this stage,
we also aim to collect the data by conducting pre/post
questionnaires and interviews with the participants. The
information obtained from the participants will be
subjected to numerous analyses (both qualitative and
quantitative) and a triangulation among different types
of evaluation will be used to ensure the accuracy of the
findings and reported results.



Conclusion

Multiple gaming applications and platforms are
available and have been already used to support the
teaching of cyber security education for children.
Therefore, there are many opportunities for us to
improve the existing teaching techniques and methods
and also to find out new creative and innovative ways
of teaching. We believe findings from our studies and
measuring learning outcomes as well as the
engagement of the children will help us to extend and
refine our research framework by setting a new starting
point. In our research, we will focus not only on
designing, developing, and evaluating a new tool or
solution but also on the sustainability of the proposed
solution.
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