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Abstract—Reconfigurable intelligent surfaces (RIS) is con-
sidered as a revolutionary technique to improve the wireless
system performance by reconfiguring the radio wave propagation
environment artificially. Motivated by the potential of RIS in
vehicular networks, we analyze the secrecy outage performance of
RIS-aided vehicular communications in this paper. More specifi-
cally, two vehicular communication scenarios are considered, i.e.,
a vehicular-to-vehicular (V2V) communication where the RIS
acts as a relay and a vehicular-to-infrastructure (V2I) scenario
where the RIS functions as the receiver. In both scenarios,
a passive eavesdropper is present attempting to retrieve the
transmitted information. Closed-form expressions for the secrecy
outage probability (SOP) are derived and verified. The results
demonstrate the potential of improving secrecy with the aid of
RIS under both V2V and V2I communications.

Index Terms—Physical layer security, reconfigurable intelligent

surfaces (RIS), vehicular communications, V2V, V2I.
I. INTRODUCTION

ECONFIGURABLE intelligent surfaces (RIS) have re-

cently appeared as a revolutionary technique to enhance
network coverage and overcome the high attenuation of mil-
limeter wave (mmWave) and THz systems [1]. By intelligently
controlling a large number of low-cost passive reflecting
elements, the electromagnetic waves can be adapted to the
propagation environment. Thereby, the RIS functions as a
reconfigurable lens or reconfigurable mirror to beamform the
transmitted signals towards the desired user [1]. It is shown
that RIS can also contribute to better performance in terms of
data rate as well as to mitigate the Doppler effect resulting
from the relatively high mobility of transceivers [2].

Security is an essential pillar of any communications. Physi-
cal layer security (PLS) is widely considered as a complement
to conventional encryption techniques to enhance the commu-
nication secrecy in future (5G and beyond) communication
systems [3]. It has been demonstrated both theoretically and
experimentally that channel fading, which is usually regarded
as an adverse factor in terms of reliability, can be utilized to
enhance communication security against eavesdropping [3]-
[5]. Due to potential of RIS and PLS technologies in future
networks, investigation of the combination of PLS and RIS-
assisted systems has attracted attention from the community
recently [5]-[7]. The optimized beamforming and phase shift
design for secrecy rate of an RIS-assisted mmWave system
is investigated in [5]. In [6], the secrecy outage probability
(SOP) of an RIS-aided system is studied. The expressions, in
integral form, for the average secrecy capacity (ASC) of an
RIS-assisted vehicular network are derived in [7].

The realization of future autonomous vehicles requires
robust connections and high quality-of-service (QoS) be-
tween vehicles (i.e., vehicular-to-vehicular (V2V)) as well
as between vehicle and infrastructure (i.e., vehicular-to-
infrastructure (V2I)) [8]. The aforementioned advantages of
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Fig. 1: Considered PLS scenarios for RIS-aided vehicular networks.

RIS technique make RIS-assisted vehicular communication an
appealing option to enhance vehicular network connectivity
[9]. Motivated by the latest advances in PLS analysis of
RIS-assisted systems as well as the potential of RIS-assisted
communication in vehicular networks, we study herein the se-
crecy performance of RIS-assisted vehicular communications
under passive eavesdropping. More specifically, we consider
the SOP performance under two communication scenarios of
vehicular communication, i.e., V2V and V2I scenarios. In the
V2V scenario, the RIS assists two vehicles that are blocked
by other objects to communicate with high QoS. In the V2I
scenario, the vehicle sends essential information to the RIS
that is close to the receiver to ensure robust transmission of
important messages to the intelligent transport infrastructure.
The main contributions of this paper are: (i) We analyze the
secrecy performance of RIS-assisted vehicular communication
under two realistic cases, where RIS are used as part of dual-
hop system and part of receiver, respectively; (ii) By avoiding
applying the central limit theorem (CLT) and instead adopting
a more versatile approach in the RIS analysis, the obtained
results are also valid when the number of RIS elements is
small; and (iii) We present some accurate or exact statistics
for RIS related signal-to-noise ratios (SNRs) (in Propositions
1, 2 and 3), which can be useful for RIS-related analysis.
Notations: [0,z]* = max(z,0), E[] is the expectation
operator, I'(-) and T'(-,-) are Gamma and incomplete Gamma
functions, respectively [10, Eq. 8.3], K,(-) is the modified
Bessel function of second kind with order v [10, Eq. 8.407],
Jy(+) is the Bessel function of first kind [10, Eq. 8.402],
Gpi'(+) is the Meijer G-function [10, Eq. (9.3)], H}';"(-) is
the Fox H-function [11, Eq. 1.2], and H;n’";s’m’](-) is the
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extended generalized bivariate Fox H-function [1 1, Eq. 2.56].
II. CHANNEL AND SYSTEM MODELS

In this paper, we consider the secrecy outage probability
of RIS-assisted V2V and V2I systems. The considered classic
Wyner’s wiretap model is illustrated in Fig. 1.

A. V2V Communications

In the V2V case, a vehicle S communicates secret informa-
tion with another vehicle D that has blockage between them
with the aid of an RIS with N elements. The signals sent by §
is overheard by an eavesdropper E close to S. All vehicles are
assumed to be equipped with single antennas for simplicity.
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The received signal at the receiver vehicle D via the RIS is

yp = \/Ps - higwhpp - s+ wy, (D

where P, is the transmit power of S, s is the transmit-
ted signal with unit energy, wg is the zero-mean additive
white Gaussian noise (AWGN) with variance Ny, w =
diag(w (¢1)e??®, ..., wn(pn)e?®N) is the diagonal matrix
consisting of the reflection coefficients produced by each
reflection element of the RIS. The vector hggr contains the
channel gains from S to each element of RIS and the vector
hrp includes the channel gains from each element of RIS to
D, which are expressed as [12]

(2a)
(2b)

hsr
hrp = BTy -dp3,

where the column vectors « and 3 contain the amplitudes of
the corresponding channel gains. Each element of « follows
independent Rayleigh distribution resulting from the scattering
around the vehicle. Similarly, every element of [ is also
independent Rayleigh distributed. ® = [e /%1 ... 70N]
and @ = [e79%1 ... ¢79¢N] with §,, and ©,,, n =1,--- , N,
being phase of the corresponding link; d, is the distance
between nodes x and y; and p; is the path loss exponent for
the link from or to the RIS.

From (1) and (2), the instantaneous SNR vp at D becomes

N 2
Py | Y anBrwn(dy) - €/ (@n=0n=¢n)

n=1
. 3
NodZidiis &

D =

We first consider perfect knowledge of the channel state
information (CSI) at RIS as in [5]-[7], which enables ideal
phase shifting (i.e., @, (¢,) = 1 and o2 = ¢,, — (0., + ¢n)
= 0). Then, the maximum instantaneous SNR can be achieved
at D and is expressed as

N 2 N 2
YD =7p " (Z anﬁn) =7p- <Z an) = -A27 4
n=1

where ¥, = Ndp’ﬁ, =B, and A=/~ 2N

When N is large the CLT can be applied and the random
variable (RV) A can be approximated by a Gaussian RV and
the RV +p can be considered to follow noncentral-y? dis-
tribution [13]. Nevertheless, the CLT approximation becomes
inaccurate while N is not large. In [14], an approximation of
~vp is obtained by considering the RV a,, = «,,3,, as Gamma
distributed with a,, and (3,, being independent and identically
distributed (i.i.d.) RVs. However, it is unrealistic to assume that
o, and (3, are identically distributed since they correspond to
two completely different propagation links. Here, we present
in Proposition 1 the statistics of vp under the assumption of
an and (3, being independent but not identically distributed
(i.n.i.d.) RVs by approximating the RV A as a Gamma RV.

Proposition 1: When hgg,, ~ CN(0,vsg) and hgp ., ~
CN(0,vgp) are i.n.i.d. complex Gaussian RVs with |hsg, | =
ay, and |hrp n| = Bn, then the RV vp =7 - (Z:Ll a,L,Bn)Q
under both small and large values of N can be accurately

=14n-
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Fig. 2: Verifications of statistics functions in Eqs. (5) and (7).
described by the following probability density function (PDF)
and cumulative distribution function (CDF):

1 kp—2 T
f'm(x) = or kb ac( 2 ) -exp(—f) , (5)
1 \/;})
F z) =1 - 'k y | 6
() T(kp) ( ZA (6)
where kp = 116V —, and np = VA (167 )m

Proof: Please refer to Appendix A and F1g 2.

Due to the high mobility of vehicles S and D, perfect phase
estimation required for ideal RIS might be challenging. Next,
we consider the worst case of RIS phase shifting, where the
phase errors o2 are uniformly distributed in complex plane to

evaluate the impact of imperfect RIS on secrecy performance.

2

To obtain the statistics of RV vyp =74 - ’25:1 oy fnel o
we interpret the mathematical problem as an isotropic two-
dimensional random Walk where the n-th step size is o, [,
and n-th direction is o that is uniformly distributed.

Proposition 2: When hsgrn ~ CN(0,vsR) and hrDn ~
CN(0,vgp) are i.n.i.d. complex Gaussian RVs with |hgpg | =
an and |hgpn| = B, and o is uniformly distributed
between 0 and 2w, the exact PDF and CDF of the RV

_ N oD |2 .

YD =7p - ’anl Qp Bneln | are given by

N-—1
2-x7z T
= Ky 1|2y /| =——— 7
f'YD(x) B N 1( ’)/DVSRVRD>’ ( )
xN;l x N
2,1
Fante) = O [0 ) ©
where B = F(N) . (WDVSRVRD)¥

Proof: Please refer to Appendix B and Fig. 2.

For the link between vehicles S and E, the double-bounce
scattering components caused by scatterers around both vehi-
cles’ local environments lead to a cascaded Rayleigh fading
process [8]. Therefore, we use the double Rayleigh model to
characterize of the dynamic fading link between S and E. The
PDF and CDF of the instantaneous SNR g are expressed as

2
Foo) = 2 Ko 2/, ©)
Fw(gc)=1—2‘/7 K1(21/72>, (10)

where 7 = N}:f’? , and po is the path loss exponent for the
links between Vefsncles
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B. V2I Communications

Under the V2I scenario, a vehicle S sends essential in-
formation to the intelligent transportation infrastructure D
while an eavesdropper E close to S attempts to eavesdrop the
signals sent by S. The infrastructure D consists of an RIS
and RF receiver, where the RIS is deployed close to the RF
receiver such that the channel attenuation between them can
be ignored [13]. Therefore, the RIS and RF receiver together
are considered as a receiver from the perspective of analytical
analysis.

Under the described V2I scenario with ideal phase shifting,
the instantaneous SNR at D can be written as

N 2
YD =7p - (Z%z) =7p - C?
n=1

(1)

where yp = NUPTS’;D and C = 25:1 oy, To solve the statistics
of C is equivalent to obtain the statistics of the received
signal for the single-input multiple-output (SIMO) system with
equal gain combining, where the exact closed-form solution
is unavailable for N > 2. Next, we present an accurate
approximation of vyp in Proposition 3.

Proposition 3: When hsp, ~ CN(0,vgp) and o, =
|hsD,n|, the PDF and CDF of the RV vp =7, - |20, an}

can be closely approximated by
ZN-1

(Ypvsp)VQAFT(N)

T
To (z) = ‘EXP(—W> , (12)

1 T
F. =1-—— I'\N,—/— 13
YD (‘7") F(N) ( 7'7DVSDQD> ) ( )

where Qp =1+ [F(%)]z (N —1).
Proof: The results follow by employing the result in [15,
Eq. (22)] for the special case of independent Rayleigh RVs.
Under the V2I scenario, the PDF and CDF of the eaves-
dropper’s SNR are given as in (9) and (10).

III. SECRECY PERFORMANCE ANALYSIS

A. Secrecy Outage Probability (SOP)

The secrecy rate indicates the maximum achievable rate
the main channel can achieve in secrecy. The instantaneous
secrecy rate C of the considered wiretap model is [16]

Cs(vp,vE) = (1 +7p) —In(1 +7g),01", (14

where vp and g are the instantaneous SNRs of the main link
from S to D and wiretap channel from S to FE, respectively.

Under passive eavesdropping, the legitimate transmitter S
and receiver D have no channel state information (CSI) of the
eavesdropper E. Then, the node S cannot adapt the coding
scheme to E’s channel state, but resorts to set the secrecy rate
to a constant target rate Rs;. When the instantaneous secrecy
rate is larger than the target rate, i.e., Cs > R, perfect secrecy
can be guaranteed. Otherwise, when the instantaneous secrecy
rate is less than the target rate, i.e., Cs < Rg, secrecy will
be compromised and secrecy outage occurs, the probability of

which is given by the secrecy performance metric SOP [3].
The SOP is mathematically expressed as [16]

Py =Pr[Cs(vp,7E) < Rs] = Pr[yp <Oy + 6 — 1]

(I4+vE)0-1
:/ / fryove (YD VE) dypdyE, (15)

where © = exp(Rs) > 1, and f.,, ~,(:,-) is the joint PDF of
the RVs vp and vg.

Next, we investigate the secrecy outage performance under
V2V and V2I scenarios, respectively.

B. V2V Communications

With the RVs vp and g being independent, and utilizing
the Parseval’s formula for Mellin’s transform, the SOP can be
alternatively evaluated as [17]

0o (14++vg)©-1
r- [ / Fon(30) dvp | - o (1)

M fyp (), 8]
= | MIE,, (©r+6-1),1-5] =22
where £, is the integration path from ¢ — joo to ¢+ joo with
c being some constant, and M[f(x), s| represents the Mellin
transform of the function f(x) [10, Eq. 17.41].

Lemma 1: The SOP of the RIS-assisted vehicular commu-
nication under the V2V scenario as illustrated in Fig. 1 with

perfect RIS phase shifting can be expressed as

ds, (16)

0,1:1,1:1,2( E1 | E2 | & 1D Sl
Pozz)l'l—‘r170:2,2:1,2(1 j’.'i ]:'33 /@_1’@E1) , a7
where Dy = =Sl &1 = (21,1); & = (1-kp, 1), (1, 1);

F2=1(0,1),(1,3); & = (1,1),(1,1); and F5 = (1,1).
Proof: Please refer to Appendix C.
Lemma 2: The SOP of the RIS-assisted vehicular com-
munication under the V2V scenario as shown in Fig. 1 with
uniform distributed phase estimation error can be written as

&4\ & | & | Tpvsr O
P, =D, HOL121.2( &1 ) &5 | Co D B 18
2°411.0 731 ( f5 fﬁ (@ 1) 1 ’6 ] ) ( )
where Dy = (BO)™L(6 — 1)"2", & = (N+°; ) & =
|

(G521, (Y1), (35 1) By o= (gL 1), (B,
& = (1,1), ( 1); and Fg = (1,1).

Proof: The results follow by applying the same rationale as
in Appendix C.

C. V2I Communications

Under the V2I scenario and with the independence between
the RVs vp and g, the SOP can be evaluated as [17]

P, :/OOFWD(@JC—FG)— 1) fyp(x)da.
0

Lemma 3: The SOP of the RIS-aided vehicular network
under the V2I scenario depicted in Fig 1 can be evaluated by

19)

1 Nol S5 1\ ki
iy ()4
" 2 Tl W Z ©

© Ut 2,1 ’VDQD —j
' (WDQD> 'G1,2( Vg ‘0’0> ‘ 20

Proof: Please refer to Appendix D.
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IV. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we numerically evaluate the secrecy outage
performance under the considered V2V and V2I scenarios.
The path loss exponents are set as p; = 2.1 and ps = 2.3 for
simulation purpose.

Figure 3 demonstrates the SOP in terms of the transmit SNR

Yt =
performance improves 51gn1ﬁcantly by even a relatively small

increase in the number of RIS antenna elements. However,
when the SNR is large enough, the SOP performance stagnates
and further increasing the transmit SNR (namely the transmit
power) does not improve the SOP performance any longer.
Instead, increasing the number N can significantly improve
this performance bound that can not be enhanced by increasing
the transmission power. It is obvious that the curves for perfect
IRS shifting and random phase shifting represent the upper and
lower limits of the secrecy outage performance, respectively,
when only phase shifting is considered. The large differences
between the lower and upper limits demonstrate the adverse
effect of imperfect phase shifting for the RIS-aided system
performance.

Figure 4 shows the SOP performance improvement with
the increase of the number of RIS elements N under the V2I
scenario. As expected, when the number of RIS elements N
increases, the SOP performance improves even when the signal
attenuation for the legitimate receiver is much larger than that
to the eavesdropper because of longer signal transmission. It
is also observed that the SOP in the logarithm scale exhibits a
linear relation with respect to the number N when N is large.
The slope of the linear relation is dependent on the distances
between the communicating entities and is irrelevant to the
transmission power.

APPENDIX A: PROOF OF PROPOSITION 1

We assume that the RV A = /7, - S0 a8, in (4) can
be approximated by a Gamma RV Z with shape parameter
kp and scale parameter 7p. It follows immediately that the
first and second moments of the RV Z are E[Z] = kpnp and
E[Z?] = kpn?), respectively. Since hsgr., ~ CN(0,vsg) and
Bn ~ CN(0,vrp), we have that a,, = |hspr.| is a Rayleigh

RV with E[o,] = Y558 and E[a2] = vgp. Similarly, we

o
o]
n
106 [ P/No=0dB, dsp=1m
- = -P,/Ng=10dB, dgp =1m
P,/Ny=0dB, dsp =2 m
----- P,/Ng =10 dB, dgz = 2 m
i ~P,/Ny=0dB, dsg =3 m
107§ P,/Ny =10 dB, dsp = 3 m
P,/No =0 dB, dsp =3 m
P,/Ny =10 dB, dsgp =3 m
o Simulation
10-10 T T T T L L I I I
16 20 25 30 35 40 45 50 55 60 64
N

~. for varying number of RIS elements under V2V. Fig. 4: SOP vs. N for varying number of RIS elements under V2I.

have E[3,] = Y2 and E[32] = vgp. Next, we find the
first and second moments of the RV A as follows:

N
:%.ZE[an] E VT VSRV

4-(VAp - N~V
N 2
E[A] =EK > anﬂn) } =%-ZE[ai] E[57]
N _N
n=1m#£n
7T VSRVRD * N(N — 1):| ) (22)
16
Solving equalities E[A] = E[Z] and E[A%] = E[Z?], we
obtain the values of kp and np, which determines the statistics

of Gamma RV Z. Finally, with change of RV vp = 22, we
obtain the statistic function of RV «p as in Proposition 1.

2

=D '[NVSRVRD +

APPENDIX B: PROOF OF PROPOSITION 2

The RV r = |Zg:1 anﬁnej”r? | can be interpreted as the
distance to origin after N ’random walks’ with the n-th step
of length r, = «a, [, in the direction of a . We first obtain
the statistics of the RV r,,, which is the product of two i.n.i.d
Rayleigh RVs.

2 -2

oo 1 - % gp.¢ 7SR vape?
S, (1) —/0 Efan(x)fﬂn(;) da:—/o TVSRVRD da

4r 2r
~UsrvrD KO() .
VSRVRD VSRVRD
Since the angle density functions of o2 are uniform, the

conditional PDF of RV r is given with the Kluyver’s result in
terms of integral over Bessel functions [18, p. 420]

fr(rlre, - ’TN):/OOOTJO(WE)

o
Then, the PDF of the RV r can be obtained directly from

4 2’/‘1
fr(r) - |:VSRVRD:| / o Tx/ / rifo (VSRVRD>

2
'Jo(TliL‘)dTl ce ’I“NK()(TN> . JQ(T‘NJT)dTNd.’Ii. (25)
VSRVRD

(23)

Jo(?“ll‘) e JQ(’I“NJT)dJZ. (24)
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Next, utilizing the following equalities [18, Chpt. 13] APPENDIX D: PROOF OF LEMMA 2
o 2r, (vsrVRD)? Expressing the incomplete Gamma function in (13) in series
/o Ko VSRVRD Jo(rpzx)drn = (vsrvrpT)2+4 (26) [10, Eq. (8.354)] and then substituting the resulting expression

o0 of CDF and (9) into (19), the SOP can be rewritten as
(VSRVRD)zNJO(m)l’d ANEy- 1(VSRQ;RD) ) ®) (19)
27
0

:L‘ )
[(vsrvRDT)? +4]N ON)(vsrvrpr)' =N o
. . 2 ES <1+m>eH [(1—|—x)@ 1]*
in (25) leads to the PDF of the RV r. With change of RV P,=] —Kyl2 Jl—e" E (27]@' dx
¥p = Ypr?, we obtain the exact PDF of the RV 7p in (7). 0o TE TE — (7p2p)* - k!

The CDF of vp in (8) follows by using its relation with the 9 o1 N-—
PDF. =1—- = .¢ 7% .
TE Zjl DQD k!
APPENDIX C: PROOF OF LEMMA 1 OCK 9 T -9z 1 o_1"d 33
. _ . DD . — .
We first solve the function M[F,,(Oz +© —1),1 — s]. /0 0 V 7& ¢ (A+2) I dz. (33)

Based on the definition of Mellin transform, we have Rewriting [(1 + )0 — 1}1@ in series and relevant terms in

MIF,, (0x+© —1),1— 4 :/Oox—sFyD (©z+0—1)dx Meijer G-functions, the definite integral in (33) becomes
0

© .—s (k) o Or _ T _

& QL VEET YT A ) 71 o (1),1 — o] (2);3 = lo,0

(@) e 11 (VOz+6 -1 g @ G T= Z e o 10)Gon( = [6.0)d=
o T(kp) 12 D kp,0 T'(kp) (1-&)""" Jo Jp$ip YE

kD+§> (—6)[VOzro-1]* k @’“ (1—f)’“ S
e L R

’YDQD
where (a) is obtamed by converting the incomplete Gamma .
Finally, substituting (34) into (33) leads to the closed-f
function in (6) into Meijer G-function; and (b) is derived by inally, substituting (34) into (33) leads (o the closed-form

. .. L. . expression for the SOP under the V2I scenario in Lemma 2.
representing the Meijer G-function in terms of contour integral
and changing the integration order. The inner integral in (28) REFERENCES
can be solved with the help of [10, Eq. (3.194.3)] as
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