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Abstract. Critical infrastructure is an asset or a system that is essential
for the maintenance of vital societal functions. The protection of such
an infrastructure requires more than a technical understanding of the
underlying issues; it also needs an understanding of the organisational
aspects. Although there are several standards and guidelines for the pro-
tection of critical infrastructure, they are usually vague and do not offer
practical solutions. In this paper, we describe a ‘work in progress’ holis-
tic approach for enhancing critical infrastructure protection. First, we
introduce the theoretical background of this study. Then, based on this
theoretical foundation, we propose a holistic approach which takes into
account both organisational and technical measures. In addition, we pro-
vide a synopsis of our research outcomes so far and our ongoing work
towards enhancing critical infrastructure protection.
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1 Introduction

There has been an increasing capability and intent to attack critical infras-
tructure. This is apparent from the growing number of reported attacks against
critical infrastructure in the last few years. For example, it was recently reported
that a ransomware attack was targeted at a critical infrastructure belonging to
a United States (US) based natural-gas compression facility [13]. The situation
is further exacerbated by state actors that have enormous resources for staging
similar or more complex attacks. All these calls for rethinking about how we pro-
tect critical infrastructure considering the devastating effect a successful attack
would have on the society.

Many efforts have been made around the world to address critical infras-
tructure protection (CIP). According to the European Commission, CIP can be
defined as “the ability to prepare for, protect against, mitigate, respond to, and
recover from critical infrastructure disruptions or destruction” [4]. To support
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efforts in that direction, the Commission launched the European Programme for
Critical Infrastructure Protection (EPCIP) [5]. Similar efforts have been made
in North America with the North American Electric Reliability Corporation
Critical Infrastructure Protection (NERC-CIP) program [16]. Even though the
NERC-CIP mainly focuses on electric power, it demonstrates the importance of
having a framework for the protection of critical infrastructure. Further, there
is a consensus among all these efforts about the need for a holistic approach to
enhancing CIP.

Several works in the literature have proposed a holistic approach for enhanc-
ing CIP [11, 12, 27]. The authors in [27] evaluate the risk assessment phase of
critical infrastructure and propose an enhancement to the traditional risk man-
agement methods. They employ the cybernetic construct of the viable system
model towards a holistic view of the risks against critical infrastructure. The
holistic approach in [12] is concerned with critical infrastructure dependencies
and draws on the results of a survey of critical infrastructure experts from several
countries. Also, a holistic framework for building critical infrastructure resilience
is presented in [11]. It consists of three parts: a set of resilience policies; an in-
fluence table that assesses the impact of policies on prevention, absorption and
recovery stages; and an implementation methodology that defines the temporal
order in which the policies should be implemented.

Unlike the works in the preceding paragraph, this study proposes a holistic
approach for enhancing CIP which examines both organisational and technical
measures. First, we introduce the theoretical background of this study. Then,
based on this theoretical foundation, a holistic approach which consists of three
parts is proposed. The first part considers policies, processes and procedures
relating to CIP; the second part investigates the vulnerabilities, threats and
attacks that the critical infrastructure may be exposed to; while the third part
deals with prevention, detection and mitigation. Lastly, we provide a synopsis
of our research outcomes so far and our ongoing work towards enhancing CIP.

The rest of this paper is organised as follows. Section 2 presents the theoret-
ical foundation of this study and concepts related to enhancing CIP. Section 3
describes the proposed holistic approach for enhancing CIP. Section 4 provides
a discussion of our research outcomes thus far and our ongoing work towards
enhancing CIP. Section 5 concludes the paper.

2 Background

Critical infrastructure is an asset or a system that is essential for the maintenance
of vital societal functions. The protection of such an infrastructure has become
a major concern for countries around the world. This is because any successful
attack against a critical infrastructure would have a devastating effect on the
society. For example, the successful attack against a power transmission station,
north of the city of Kiev, Ukraine, blacked out a portion of the Ukrainian capital
equivalent to a fifth of its total power capacity [9]. Consequently, to protect the
individual Member States and the Union as a whole against similar occurrence,
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the European Union (EU) enacted the Network and Information Systems (NIS)
Directive [7]. Even though we use the NIS Directive in this study as the theo-
retical foundation, a similar approach has been introduced in the US with the
creation of NIST (National Institute of Standards and Technology) framework
for improving critical infrastructure cybersecurity [15].

The NIS Directive is the first EU-wide legislation on cybersecurity that came
into effect November 2018. It was designed to facilitate a high common level of
protection for network and information systems across the EU’s critical infras-
tructure. The NIS Directive aims to achieve this by focusing on three top-level
objectives: enhanced cybersecurity capabilities across the EU Member States,
increased level of cooperation between the EU Member States and supervision
of critical sectors. Also, there are two types of organizations that the NIS Di-
rective is applicable to. They are the digital service providers and the operators
of essential services (operators of critical infrastructure). However, this study
focuses on the requirements of NIS Directive that applies to the operators of
critical infrastructure.

Critical infrastructure operators are obliged by the NIS Directive to ensure
the protection of their network and information systems. The NIS Directive
clearly states that the “responsibilities in ensuring the security of network and
information systems lie, to a great extent, with operators of essential services”.
It went further to encourage a culture of risk management, which involves risk
assessment and the implementation of appropriate security measures [7]. These
measures are to include measures to identify any risks of incidents through the
understanding of vulnerabilities, threats and attacks, and countermeasures to
prevent, detect and mitigate their impact.

Furthermore, the NIS Directive observes that the “technical and organisa-
tional measures imposed on the operators of essential services and digital service
providers should not require a particular commercial information and communi-
cations technology product to be designed, developed or manufactured in a partic-
ular manner”. This implies that critical infrastructure operators have the liberty
to adopt any type of technical and organisational measures towards enhancing
the protection of critical infrastructure. Although hardware manufacturers and
software developers are not classified as critical infrastructure by the NIS Direc-
tive, it notes that their products enhance the protection of network and informa-
tion systems within the critical infrastructure. Thus, they have an essential role
in supporting critical infrastructure operators in order to protect their network
and information systems.

Based on the above theoretical background, we propose a holistic approach
for enhancing CIP in Section 3. This holistic approach draws from our experi-
ence in our ongoing research towards enhancing CIP. Similar to the suggestions
made in the NIS Directive, we note that a holistic approach to enhancing CIP
should not only include technical measures, but also, should consider organiza-
tional measures which cover policies, processes and procedures. In addition, we
provide a synopsis of our research outcomes so far and our ongoing work towards
enhancing CIP in Section 4.
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3 The Holistic Approach

In this study, we propose a holistic approach for enhancing CIP which consists of
three parts. The first part considers policies, processes and procedures relating to
CIP. In the second part, the concern is to understand the vulnerabilities, threats
and attacks that the critical infrastructure may be exposed to. And the third
part of the holistic approach deals with prevention, detection and mitigation of
the vulnerabilities, threats and attacks that have been identified in the second
part of the holistic approach. Whilst the first part deals with the organisational
measures of CIP, the second and the third parts are mainly concerned with the
technical measures related to CIP. This holistic approach can be viewed as a
triangular framework as shown in figure 1.

Fig. 1: The Holistic Approach

3.1 Policies, Processes and Procedures

Policies refer to rules, laws, regulations, or set of guidelines. They provide guide-
lines for the implementation of processes and procedures. With regards to en-
hancing CIP, we can define policies as rules, laws, regulations, or set of guidelines
that are related to CIP, which are established to guide the activities of critical
infrastructure operators. Considering the importance of critical infrastructure,
these policies are usually enacted at the national and international levels. For
example, in the EU, either directive or regulation could be used. When a direc-
tive is issued, the individual Member States are required to enact laws using the
directive as the minimum standard and in the case of a regulation, it is usually
binding for all Member States [6].
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Processes can be defined as steps that must be taken to ensure compliance
with a policy. An understanding of processes is an essential prerequisite for
complying with the defined policies. Processes usually include specifying who is
responsible for executing a task, what task should be performed, and when that
task should be performed. For instance, given a critical infrastructure operator
like the healthcare providers, processes are high set of things defined by the
providers in order to ensure compliance with policies defined at the national and
international levels.

Procedures are specific, detailed series of actions that must be performed
and are geared towards implementing a process and complying with a policy. In
the context of CIP, procedures are related to individuals involved in the actual
operations within the critical infrastructure. They are the practical application
of the processes and policies defined at the national or international levels, and
management level of the critical infrastructure operations respectively. For ex-
ample, in the healthcare sector, an understanding of procedures for enhancing
CIP may require the modelling and analysis of healthcare professionals’ security
practices.

In general, policies, processes and procedures are related to the activities of
humans involved in the protection of critical infrastructure. There is a consensus
among security practitioners that humans are usually the weakest link in the
security chain. Hence, technical measures alone are not enough for enhancing
CIP. It is also important that there is a clear understanding of policies, processes
and procedures among all those responsible for protecting critical infrastructure.
This will ensure that with strong technical measures in place, the organisational
measures are also strengthened.

3.2 Vulnerabilities, Threats and Attacks

Vulnerabilities are weaknesses in a system that can be exploited to wreak havoc
on the system. These vulnerabilities could exist not only in the technology being
used, but also in the configurations and the implemented security policies [28].
In the critical infrastructure sector, several technologies are used to support its
operations, and an understanding of the vulnerabilities in such technologies is
an essential step for enhancing their protection. For example, vulnerability dis-
covery models have been used in the literature for predicting future software
vulnerabilities based on their historical behaviour [2, 10]. It is possible to use a
similar approach to understanding and predicting future vulnerabilities of sys-
tems deployed for CIP.

Threats can be viewed as events that are likely to cause harm to the confi-
dentiality, integrity or availability (CIA model [17]) of systems, through unau-
thorized disclosure, misuse, alteration or destruction [14]. They can be malicious
or accidental. Malicious threats are those actions that could exploit the vul-
nerabilities in a system to cause harm to the system while accidental threats
are those unintended insider actions that could cause harm to the system. The
process of understanding the likelihood of those threats being realized is called
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threat modelling. Threat modelling approaches have been employed for enhanc-
ing CIP [1, 3, 25]. However, we have observed that the regular threat modelling
approaches are not able to adequately capture the threats to cyber-physical
system (CPS) which is a major part of critical infrastructure, due to timing, un-
certainty and dependencies that exist between its entities [20]. Therefore, there
is a need for an appropriate threat modelling approach that takes into account
the unique features of CPS.

Attacks are actions that leverage one or more vulnerabilities to realize a
threat. They are usually intentional acts aimed at causing damage to a system.
Like other information systems, attacks against critical infrastructure can be
classified according to the CIA model. The most severe type of attack for critical
infrastructure is the attack that affects availability. A critical infrastructure is
required to be available all the time, even in the face of a natural disaster. This
makes attacks against the availability of a critical infrastructure like the denial
of service (DoS) attack as one of the most extreme types of attack that needs to
be considered for enhancing CIP.

Undeniably, enhancing CIP requires a good understanding of vulnerabilities,
threats and attacks. As one of the technical measures in our proposed holistic
approach, this understanding will provide practitioners with a tool for predict-
ing future vulnerabilities of systems deployed for CIP, better threat modelling
approach to adequately capture the threats to critical infrastructure and a good
insight into the possible attacks against critical infrastructure. All these will pro-
vide the necessary knowledge needed for the third part of our proposed holistic
approach which involves prevention, detection and mitigation.

3.3 Prevention, Detection and Mitigation

Prevention refers to actions that could stop attacks against a system from hap-
pening. It requires an understanding of all possible attacks that could be targeted
against a system and then implementing appropriate measures to prevent them
from occurring in the first place. For example, in CIP, a possible approach for
preventing attacks against availability may involve the use of redundant systems.
Here, two or more systems may be used to provide the same service such that
if one of the systems fails, another system continues to provide the same service
without any interruptions.

Detection is the process of uncovering attacks against a system. The overall
goal of detection mechanisms is to be able to identify attacks and to imple-
ment appropriate countermeasures for minimising the impact of those attacks.
With regards to CIP, there is an increasing complexity in the types of reported
attacks. Thus, the use of traditional detection mechanisms like the intrusion de-
tection systems no longer suffices for the protection critical infrastructure. There
is a need for detection mechanisms that combine more than one approach for
enhancing CIP.

Mitigation is concerned with minimising the severity of attacks against a
system. It requires an understanding of when the system is under attack. This
implies that the mitigation process is activated after the detection process has
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occurred. The mitigation strategies that should be implemented for a system
depend on the functionality and the services provided by the system. For crit-
ical infrastructure, service availability is usually a priority. It follows that the
mitigation strategies for critical infrastructure should ensure the availability of
service even in the midst of an attack or a restoration of service as quickly as
possible.

In summary, a good grasp of the prevention, detection and mitigation tech-
niques is essential for enhancing CIP. The prevention process allows practitioners
to implement the required technical measures for ensuring that attacks against
critical infrastructure never occur. However, the attack landscape is constantly
evolving, and this makes it impossible for practitioners to implement all the nec-
essary measures for preventing future attacks. Hence, detection mechanism is
required to uncover when those attacks occur. With the detection of the attacks,
countermeasures are needed to minimise the impact of those attacks. These coun-
termeasures are implemented using the mitigation process. Therefore, a holistic
approach to enhancing CIP is one that employs appropriate technical measures
in addition to robust organisational measures which cover policies, processes and
procedures implemented towards enhancing the protection of critical infrastruc-
ture.

4 Discussion

Already, we have observed that organisational measures are very essential for
enhancing CIP. To this end, we studied the legal issues related to cyber threat
information (CTI) sharing among private entities for CIP in [19]. This is be-
cause CTI sharing has been proposed as an efficient and effective method for
improving CIP. The work provides guidance and incentives for private entities
willing to participate in CTI sharing, especially for CIP. Also, it has been ob-
served in [8] that practising law involves anticipating how and what a judge
might decide when presented with an issue, but ethics appears as a superior
and stable reference to which laws can refer to. Thus, we presented in [21] the
ethical implications of security vulnerability research for CIP. The result of this
study shows that a security researcher could rely on the three different norma-
tive ethical frameworks to reason about the best course of action during security
vulnerability research for CIP.

Furthermore, other works until now that have considered organisational mea-
sures related to CIP are presented in [24, 29]. There has been an increasing
deployment of attribute-based access control (ABAC) in the healthcare sector,
which is one of the sectors classified as critical infrastructure. This motivates
our paper in [24] where we examined the existing literature on the application
of ABAC in the healthcare sector. The work can serve as a basis for selecting
and further advancing the use of ABAC in e-health systems. We also conducted
a systematic literature review of artificial intelligence strategies and their hybrid
aspects in [29]. The study identified appropriate artificial intelligence strategies
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and their hybrid aspects which can be employed to efficiently detect anomaly
and malicious events in healthcare staff’s security practices using the access logs.

Technical measures are the core aspects of the holistic approach and as such,
they were divided into two parts. Considering the part which examines vulner-
abilities, threats and attacks, we proposed a vulnerability discovery modelling
with vulnerability severity in [26]. As we have already noted from the NIS Di-
rective, hardware and software products enhance the protection of critical in-
frastructure. Hence, the ability to predict the future vulnerabilities of software
deployed in critical infrastructure will ensure that appropriate resources are al-
located for their protection. It is possible to use our proposed approach for pre-
dicting the future vulnerabilities of software deployed in critical infrastructure.
We also conducted a review of asset-centric threat modelling approaches in [20].
The study observed that the existing threat modelling approaches are not able to
capture all the threats to a CPS, which is one of the main components of critical
infrastructure. This is because of the uncertainty, timing and dependencies that
exist between the entities of a CPS. The main objective of the review is to serve
as a foundation for determining the appropriate asset-centric threat modelling
approaches that could be employed for a given scenario.

Moreover, our research outcomes which can be categorized into the second
part of the holistic approach are published in [18, 22, 23]. We remarked in [23]
that software-defined networks (SDN) are widely being adopted and are likely
to be deployed in critical infrastructure. However, there is a need to evaluate the
security and performance guarantees that can be given for the data plane of such
critical systems. To this end, we studied the existing literature on the analysis
of SDN using queueing networks and proposed ways in which models need to
be extended in order to study attacks. We then employed one of the proposed
models to study the effect of adversarial flow in software-defined industrial con-
trol networks using a queueing network model in [22]. This work provides useful
insights for benchmarking and facilitates the identification of factors that could
cause the network to breach the stringent QoS requirements in software-defined
industrial control networks. In addition, we noted in [18] that real-time commu-
nication protocols are among the most commonly used communication protocols
in critical infrastructure and they are used to monitor and control industrial au-
tomation processes deployed in critical infrastructure. Thus, we proposed an
adversary model for attacks against these communication protocols taking into
account their unique properties. This is to facilitate the understanding of how
adversarial actions may influence the communication protocols deployed for CIP.

One of our ongoing work is to develop a legal compliance framework that
will assist private entities within the critical infrastructure sector to share CTI
among themselves for the purpose of improving their overall cyber intelligence
and defence. Other ongoing work is the asset-centric threat modelling of CPS
using a formal technique to address the limitations of the existing approaches
identified in [20]. We are also investigating the prevention, detection and mitiga-
tion strategies (third part of the holistic approach) for the vulnerabilities, threats
and attacks we have identified in the second part of the holistic approach.
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5 Conclusion

Enhancing CIP requires a combination of both organisational and technical mea-
sures in order to be effective. In this paper, we have proposed a holistic approach
for enhancing CIP which consists of three parts. The first part considers policies,
processes and procedures relating to CIP; the second part investigates the vul-
nerabilities, threats and attacks that the critical infrastructure may be exposed
to; while the third part deals with prevention, detection and mitigation. The
holistic approach draws from the NIS Directive and our experience in the ongo-
ing study towards enhancing CIP. Lastly, we have presented a synopsis of our
research outcomes till date and our ongoing work which were grouped according
to the three parts of the holistic approach.
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