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ABSTRACT

Introduction: Today, cyber-security curricula are available across educational types and levels, includ-
ing a vast array of programs and modules tailored to specific sectors of industry and audiences, to allow
more targeted delivery of knowledge. Nonetheless, general agreement on best measures and methods
for cybersecurity training has yet to be reached.
Objective: In this study, we seek to establish the current state-of-the-art in cyber-security training
offerings for critical infrastructure protection and the key performance indicators (KPIs) that allow
evaluating their effectiveness. Particular focus is given in this study on the aviation, energy and nuclear
sectors.
Methodology: Accordingly, the article presents the findings of a systematic literature review that
collected relevant literature produced after 2000. The identified sources have been examined according
to a formal data extraction form, allowing the analysis of relevant training solutions, methodologies,
target groups and focus areas.
Results: The results show that solutions that provide hands-on experience, team skills development,
high level of real-life fidelity are often preferred to other options, with simulation-based solutions
showing the highest amount of research and development. Nonetheless, researchers have not reached
agreements on optimal training delivery methods and design of cybersecurity exercises.
Conclusion: Consequently, research on improving current cybersecurity training offerings should
be conducted, to demonstrate whether integrating advantageous attributes from different delivery
methods could produce more comprehensive and effective solutions.

© 2021 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY license

(http://creativecommons.org/licenses/by/4.0/).
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Abbreviations
CS Cyber-security;
CI Critical Infrastructure;
CIS Critical Infrastructure Security;
cIp Critical Infrastructure Protection;
IDS Intrusion Detection System;
KPI Key performance Indicator;
API Application Programming Interface;
NIST National Institute of Standards and
Technology;
NICE National Initiative for Cybersecurity Ed-
ucation;
ICS Industrial Control System;
CCS Central Control System;
CSS Control and Supervision Substation;
PLC Programmable Logic Controller;
[&C Instrumentation and Control;
DNS Domain Name System;
DDoS Distributed Denial of Service;
LMS Learning Management System;

1. Introduction

In the ongoing digital era, cyber-security threats have be-
come considerable enough to have reached mainstream attention,
with major cyber-attack cases reaching the headlines of multiple
media outlets.

One of the major targets of cyber attacks in recent years have
been critical infrastructures from all sides of the industry. For
example, one of the most infamous cyber-attacks in recent years
was a campaign against industrial control systems, known by
the codename Dragonfly. According to technical reports, attackers
exploited a variety of techniques, including attaching malware
to third-party programs, e-mails and websites to gain access to
numerous computer systems. By doing so, the attackers were able
to mount sabotage operations that could have disrupted energy
supplies across several European countries and the US [1,2].

Often, the success of such attacks was determined by user
unawareness and lack of formal training of staff [3,4]. In a 2015
study, 31% of security breaches in industrial firms during that
year were attributed to human errors [5]. In another study, it
was found that the root cause of 80% of data breaches can be
attributed to stolen data, often obtained through social engineer-
ing attacks such as e-mail phishing [6]. All these studies and
reports show that one of the key factors in the success of many
cyber-attacks is user awareness and training.

Many initiatives have taken place around the world to counter
the issue of human unpreparedness to cyber attacks. The cyberse-
curity framework developed by the US National Institute of Stan-
dards and Technology (NIST) is arguably the most renowned and
has been used as the basis for later national frameworks [7]. NIST
was the main contributor to the development of the National Ini-
tiative for Cybersecurity Education (NICE) and the Cybersecurity
Workforce Framework (NICE Framework). This framework has

been instrumental to the development of many different aware-
ness and training programs, tools and modules for CS person-
nel [8,9]. Nonetheless, criticism regarding the comprehensiveness
and accuracy of the information given in the NICE documentation
was raised by multiple researchers [10-12]. This criticism was
raised due to the frameworks’ inability to cover multiple groups
of interdisciplinary workforce effectively, not providing a mea-
surable outcome or metric [10] and not identifying or correctly
classifying certain CS areas [11,12].

Since the development of the first frameworks for cyberse-
curity workforce education and awareness, significant amount
of research has been conducted to establish training content,
delivery methods and other key aspects of workforce training.
Nonetheless, agreement on an overall best performing solution
is yet to be reached, with most researchers being only able to
identify specific advantages and disadvantages of individual train-
ing offerings [13,14], without being able to conclude on which
are the optimal strategies for CS awareness training. This lack of
agreement and the urgent need for well-prepared CS workforce
was the motivation to conduct more research regarding current
solutions when it comes to CS training for Critical Infrastructure
protection (CIP).

In this work, we try to map and review all relevant findings
regarding the state-of-the-art in training content and methodolo-
gies for CS awareness and training. While solutions for a variety
of sectors of CI have been analyzed, particular focus was given to
the aviation, energy and nuclear sectors.

As a continuation of our previous research in [15], which
focused on reviewing the key competencies and skills to be
acquired for CI CS, in this work more focus will be given to
the understanding and evaluation of training delivery methods
found in the literature. Moreover, we also conduct an analysis
of metrics and key performance indicators (KPIs) necessary to
evaluate CS training solutions suggested in the literature. Finally,
suggestions regarding content and structure of future training
solutions are given, based on the findings and analysis of the
reviewed solutions.

The rest of this work is organized as it follows: in Section 2,
we present relevant review works that have been conducted in
the field of CI security assessment as well as security measures.
In Section 3, we clarify the motivations that brought us to conduct
this research. Following, in Section 4, we provide a thorough
description of the research method utilized to search, screen and
select the literature for this review. Next, in Section 5, we discuss
all the papers that have been selected, focusing on their main
findings and highlighting possible shortcomings. The literature is
divided based on the sector of CI that it is focusing on. In Section 6
we then analyze possible evaluation metrics and KPIs to assess
the performance of the training measures found in Section 5.
In Section 7 we first discuss possible classification methods and
metrics of CS training offerings and later provide a tabular classi-
fication of the training solutions discussed in the articles included
in this review. We later conduct a comparative and quantitative
analysis of the data, based on this classification. Finally, in Sec-
tions 8 and 9, we give our final remarks and summary of the work
conducted in this paper and further discuss future research meant
to overcome the limitations of this research and expand on them
to allow for the development of effective CS training measures.
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2. Related work

To the best of the authors’ knowledge, a systematic literature
review that analyzes and reviews current offerings in terms of
awareness and training solutions for CS CIP has not been con-
ducted yet. Nevertheless, several reviews and surveys have been
conducted focusing on CI security assessment, defensive tools
and measures, etc. These articles have provided useful insight
into the state of the art regarding CI cyber-security, with some
providing comprehensive related work sections and evaluation
methodologies which were partially integrated into this work.

Al-Daeef et al. [16] reviewed users’ training approaches as
a non-technical solution to mitigate security threats. In partic-
ular, they examine training solutions against phishing attacks,
identifying that training is most effective when integrated into
daily activities and routines. Previous studies have also supported
this proposition, with the approach being known as embedded
training [17-19], which can be defined as training provided by
capabilities built into or added onto operational systems or equip-
ment, to enhance and maintain the skill proficiency of personnel.
One of the main advantages of integrating training to daily activi-
ties is that it aids retaining information for longer than traditional
training and that it allows this information to be transferred
into other activities[20]. Other forms of training analyzed by
the authors include classroom training, experiment-based train-
ing, interactive games, material sharing and user knowledge and
intelligent measurement. The authors conclude that interactive
methods have shown a greater degree of success in effectively
training personnel and students. Embedded solutions, in partic-
ular, have shown to allow trainees to retain information for the
longest. One criticism to the research conducted by the authors is
that the data utilized come from different training sessions that
included different material, modules and objectives. Standard-
ization of all these attributes would be necessary to extrapolate
objective conclusions about the advantages and disadvantages of
each solution.

Alotaibi et al. [21] conducted a solution-specific review for CS
awareness and training, focusing on gaming applications and the
effectiveness of their usage in creating cybersecurity awareness.
Among the many listed advantages of gaming applications as so-
lutions for CS training, the authors cite the versatility, the fidelity
of simulations and problem-solving tasks, and the adaptability
of the game to suit almost every training subject possible. The
authors reviewed a total of 12 papers discussing game-based so-
lutions, concluding that although most of these solutions yielded
positive results, the lack of comprehensive evaluation hinders
the arguments for the usability of these solutions in large-scale
applications.

Aldawood and Skinner [14] have conducted a comprehensive
literature review of offerings and methods for raising awareness
against social engineering attacks. The authors firstly discuss
what the challenges in implementing a social engineering aware-
ness program are. Additionally, innovating and traditional edu-
cation and training techniques are discussed in their advantages
and shortcomings. The authors conclude that further research is
needed in user behavior as a factor of social engineering attacks
success, and towards the evaluation of current offerings.

Abd Rahim et al. [22] analyze and survey approaches found in
the literature for assessing cybersecurity awareness, also inves-
tigating which methodologies were applied, who was the target
audience, and whether the coverage of previous assessment of
cybersecurity awareness was comprehensive or not. During their
literature search, the authors found 23 studies that matched the
search criteria and the information about the authors, publication
year, assessment method used, target audiences, coverage of as-
sessment and assessment goals were extracted from each article.
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The authors found that younger audiences were not explored as
a target of assessment as in-depth as it would be required. This
is seen as particularly concerning due to the amount of exposure
and damage that this target could incur into in case of security
incidents. The authors call for both further research in identifying
suitable approaches for this target and for the development of
programs for CS awareness of the younger population.
Tweneboah-Koduah and Buchanan [23] conducted a compar-
ative study of six existing CI security assessment frameworks,
to investigate whether the current solutions are sufficient to
assess the security risks exposure of the complexities associ-
ated with modern CI systems. In their study, they analyze mod-
ern institutional risk assessment standards, including the NIST
risk assessment framework, ISO/IEC 27 005:2008 and Bs-7799-
2006. These standards are compared with three other enterprise
solutions, namely the OCTAVE risk assessment model, the Fair
approach and Microsoft security risk management. The authors
conclude that the analyzed solutions are not as useful to predict
the complexities and dynamic nature of modern CI systems and
their supporting technologies, as system interdependencies make
defining boundaries more difficult. Finally, the authors propose
a tailored solution for modeling and simulation of CI, devel-
oped specifically for assessing the security risks associated with
controlled technologies supporting critical infrastructure systems.

3. Motivation

As digitalization spreads and influences an increasing num-
ber of occupations, the CS skills and knowledge requirements
towards the workforce also evolve continuously and rapidly. Ad-
ditionally, the lack of standardization on which methods and
content should be prioritized when developing a CS training
program suggests the need for more in-depth analysis. As stated
earlier, to the best of the authors’ knowledge, a systematic lit-
erature review that analyzes and reviews current offerings in
terms of awareness and training solutions for CS CIP has not been
conducted yet. These aspects motivated the development of this
work, which is focused on providing a comprehensive systematic
literature review of the current offerings for CS awareness and
training for CIP, according to the research objectives presented
in the following section. Thus, this study aims to provide useful
insights towards a benchmark for the development of effec-
tive training modules and programs to increase cyber-security
awareness and preparedness for CIP. The future development and
methodical evaluation of comprehensive and effective training
programs for CI CS.

4. Research method

The literature review was conducted based on the eight-step
approach presented by Okoli and Schabram [24], which are pre-
sented and discussed in detail below in order to facilitate future
extensions or updates:

e Establishing the purpose of the literature review;

e Protocol and training (for any review that employs more
than one reviewer);

Searching of the literature;

Practical screen;

Quality appraisal;

e Data extraction;

e Synthesis of studies;

e Writing the review.
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4.1. Purpose of the review

The purpose of the review can be summarized as to iden-
tify solutions and offerings for Critical Infrastructure Cyber-Security
awareness and training, and also investigate key performance indi-
cators for the evaluation of these solutions. More specifically, the
objectives of the literature review can be encapsulated in the
following points:

e Research and identify papers reviewing CI CS training solu-
tions. If any relevant paper is identified, analyze its content
and the methodologies adopted. More specifically, the train-
ing solutions focused on the energy, nuclear and aviation
sector.

o Identify the main target groups for training, focus areas and
preferred methodologies within the literature and evaluate
the dependencies or lack thereof between the suggested
solutions.

o Identify the key performance indicators (KPIs) necessary to
evaluate the comprehensiveness and efficacy of the training
solutions reviewed;

e Suggest recommendations for future research.

4.2. Protocol and training

Before commencing the systematic literature review, we ana-
lyzed the most appropriate methodology to be adopted for this
work. Okoli’s approach was selected due to its comprehensive-
ness in research criteria and its standardized screening and data
extraction methodologies. As Okoli’s approach is defined generi-
cally for any SLR, several scientific papers that followed Okoli’s
approach in the field of computer science and information se-
curity had been consulted. It was found that the methodology
adopted by Yamin et al. [25] shared research and methodol-
ogy requirements that were needed in our literature review.
Accordingly, this work’s methodology has been based on the
methodology of their work and adapted to our scope and eval-
uation criteria. There had been no need for training of other
individuals to ensure protocol conformity, as one sole reviewer
conducted the literature review.

4.3. Searching for the literature

To identify and collect scientific articles to be evaluated, the
following databases were consulted for extraction of related lit-
erature: IEEE Xplore, ACM Digital Library, ResearchGate, Google
Scholar, ScienceDirect, Scopus, ProQuest and Semantic Scholar. A
combination of the following keywords was used to maximize the
search output: cyber-security, critical infrastructure, aviation, en-
ergy, nuclear, training. The following conditional logic statement
further describes how the keywords were combined to create
the search combinations: ((Cyber-security OR Cybersecurity) AND
(Critical Infrastructure OR Aviation OR Energy OR Nuclear) AND
(TRAINING)). This produced a total of 8 keywords combinations.
The initial database search produced a total of 106,211 entries.
Although we expected the selected search key to produce a
high amount of results, with a high likeliness of duplicates, or
unrelated articles and, this was necessary to avoid omitting any
relevant article as part of the review. Articles that were found
to be non-valuable to the research were omitted during the next
steps, as described below.
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4.4. Practical screening

A set of inclusion and exclusion rules was put in place to
screen the result of the literature search:

Only articles written in English were selected.

Duplicates found through multiple databases were excluded.
Articles before the year 2000 were excluded, to avoid the
use of antiquated data

Only scientific articles published in peer-reviewed confer-
ences, workshops and journals were selected.

Only articles that followed the complete list of rules were se-
lected. Nevertheless, not all the results of the screening process
are presented in this study, as many were discarded in the next
steps, according to the process described below.

4.5. Quality appraisal

One more exclusion rule was set to facilitate the selection of
papers. Articles that did not include the combination of keywords
in their abstract, title or introduction were discarded. A second
round of exclusion was conducted to eliminate further articles
that did not contribute to the initial goal: “identify solutions and
offerings for CI CS awareness and training or metrics for the
evaluation of these solutions”. For this purpose, any article that
did not focus or extensively describe possible training offerings
for CI CS awareness, or that did not provide a comprehensive
discussion about possible evaluation criteria for these training
offerings was excluded.

4.6. Data extraction

To extract and map the key findings of each paper that was
utilized in this review, a data extraction review form was created.
This form was organized as a table with eight columns represent-
ing key attributes that were deemed necessary and sufficient to
identify and summarize each paper.

- Title and Year: title of the paper and year of publishing;

- Authors: List of contributing authors;

- Target: Group of individuals targeted by the training solu-
tions;

- Areas: fields of study, cyber-security and industry areas that
the research focuses on or identifies;

- Training method: Methods and tools discussed or developed
in the research conducted in each individual paper;

- Evaluation Criteria and KPIs: Methods used for evaluation
purposes of proposed solutions or metrics to evaluate its
effectiveness.

- Description: Brief description of the content of the paper;

- Conclusions: Final conclusions and results discussed by the
authors of the papers and our personal analysis of the re-
sults.

4.7. Synthesis of studies

For the synthesis of the studies, we utilized the qualitative
material collected in the data extraction and the writing of the
reviews. The data was later utilized to map training solutions and
methodologies in Section 5. Observations on each category of this
mapping are then given in the same sections.
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4.8. Writing the review

Writing this systematic literature review has been conducted
in accordance with the standard principles for writing research
articles, utilizing the method described by Okoli and Schabram
[24]. After the initial search, a total of 106,211 articles were found,
using the combination of keywords indicated in Section 4.3. This
significantly elevated number of results was caused by the lack in
many of the database search engines of filters based on the previ-
ously mentioned screening criteria. After two rounds of practical
screening, consisting of removing any articles that did not ful-
fill the requirements indicated in Section 4.4, the selection was
narrowed down to 2,241 articles. The articles were then further
manually checked, to establish their relevancy to the subject of
the review. The manual check consisted of excluding articles that
did not contain specific references to the keywords mentioned
in 4.3. At the same time, articles that did not respect the second
rule of the quality appraisal described in 4.5 were also excluded.
After the quality appraisal, the final selection came down 68
articles as part of the literature review and 5 articles in the related
work section. Many of the articles excluded during screening
focused on CS awareness education or on application sectors that
were not compatible with the focus of this research. Furthermore,
during the quality appraisal, some articles were not considered
exhaustive enough in the discussion of training delivery methods
or evaluation methods to be included in this work.

5. Literature review

As stated in Section 3, the focus of the literature review will
be for articles discussing CS training in the aviation, energy and
nuclear sector. Additional papers discussing CS training solutions
for CIP are also later discussed, as they provide relevant solutions,
adaptable to the sectors mentioned previously.

5.1. Aviation sector

Aircraft manufacturers have integrated into modern aircraft
packet switching devices, wireless interfaces and other technolo-
gies to reduce cost/size/weight/power, and increase connectivity
[26]. These new features have introduced potential CS risks that
may affect aircraft safety. Exploits such as morphing, zombies,
malicious code, and BOTS/BOTNETS have been reported to be
common occurrences both in aviation and other sectors.

De Cerchio and Riley [26] have conducted an analysis of these
new risks and what has been developed as suitable countermea-
sures. Due to the novelty of CS in aviation, FAA (Federal Aircraft
Administration) regulations, standards, and guides do not ad-
dress cybersecurity vulnerabilities. Nonetheless, two CS training
for aircraft security have been developed by the FAA: Aircraft
Systems Cyber Security Designated Engineering Representative
(DER) Seminar, Aircraft Systems Cyber Security Orientation in
the electronic Learning Management System (eLMS). The authors
later discuss the efforts of the Aerospace Network Security Sim-
ulator (ANSS) project to assess and identify network security
threats in airborne network environments by integrating industry
and government aeronautical simulators. The 3 phase approach
of the ANSS project sees the last phase focused on skills devel-
opment for CS personnel. Gaming technologies, scenario-based
training and other solutions have all been discussed and possible
methods to develop skills for the future CS workforce. Particular
attention has been given to team-based training strategies, with
exercises such as red-blue team and capture the flag games being
suggested as being effective for achieving the training goals. The
authors do not go into further details regarding the requirements
of the training modules and the structure of the training.
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Gopalakrishnan et al. [27] also discuss the needs for aviation
cyber-security, with a focus on education and literacy for the se-
curity of U.S. airports. When it comes to CS education, the authors
note how the focus should be shifted from the implementation of
security controls and mechanisms at the application, operating
system, network, or physical technology layers to the ones at the
user-layer. The authors discuss how practical security education
can be made accessible to airport users and airport employees
with minimal technical backgrounds if computer security educa-
tion is abstracted correctly. The authors conclude by stating that
the best solution for airport security is a defense-in-depth or belt-
and-suspenders approach (an approach that is not reliant on just
one security mechanism, but a combination of mechanisms). As
such, CS education should be supported with good CS measures,
industry standards and best practices. The authors do not go into
further detail regarding the content or the type of solution that
would be best suited for CS training.

Kagalwalla and Churi [28] provide a comprehensive review
of challenges and solutions on how to tackle issues in avia-
tion cyber-security. When it comes to solutions, the authors cite
staff training and skill development as one of the most critical
components of aviation CS. It is noted that all personnel should
undergo basic CS training, including employees that are not in
charge of CS tasks. This is to guarantee all-around base-level
security, against prevalent attacks such as phishing attacks. For
CS personnel, training should be differentiated and developed at
a department level, to ensure that personnel is trained specifically
to the tasks they may need to complete. While the authors give a
higher degree of detail in describing approaches for staff training,
it is still not enough to understand how to best develop basic or
specialized CS training programs.

Janisz et al. [29] propose a basic model for cybersecurity
requirements definition based on regulatory international avia-
tion security documents. The authors combine the requirements
found different control aviation security documents (standards,
guidance, and national programs) to form a plurality of all re-
quirements, based on mathematical formulation. Of the seven
sub-pluralities showcased by the authors, three of them (relative
to administrative regulation, security control and organizational
requirements respectively) cited training and retraining as funda-
mental elements for their model. Unfortunately, the authors only
reference the documentation where the data had been extracted
from, without providing further details on the type or content of
the training.

A similar distinction between basic and specialized training
requirements is made by Lykou et al. [30]. In their discussion on
CS measures and best practices to improve airport CS resilience,
the author surveys which methods have been suggested to be
most useful for this specific goal. Providing basic security aware-
ness training to all information system users was indicated to
be one of the most needed and successful first measures against
CS attacks. When it comes to specialized information security
training, the authors indicate that role-based and security-related
training should be required before authorizing access to IT sys-
tems. Training should also be conducted for personnel involved
in incident response roles for the information system. This type
of training should consist of user training in the identification
and reporting of suspicious activities, both from external and
internal sources. Additionally, testing and regular exercises of the
airport incident response capability system should be conducted
to determine their progressive effectiveness. Integrating the re-
search conducted by the authors with some examples of training
solutions would allow determining how to tackle the issue most
effectively.

Schmitt et al. [31] offer a more direct cyber-security solution
for aviation personnel training, in the form of a simulation-
supported CS risk analysis tool. As stated by the authors, sim-
ulation scenarios are very effective withing training programs
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to support and improve the development and implementation
of codes of conduct to face potential cyber-attacks. The tool,
which uses an air traffic simulation software called TrafficSim
from DLR, allows for Separation and conflict detection, airport
slot management, arrival and departure management and devel-
opment of use case scenarios. Two different scenarios, focused on
integrity and availability of flight plan data, have been developed
by the authors. Field flight plans have been manipulated in both
scenarios, to create inconsistencies. The case scenario demon-
strated the usefulness of simulation tools, in aiding in predicting
behavior in case of attacks, although significant simplifications
were used. Further efforts should be taken in progressing the
level of fidelity of simulation tools and integrating them more
cohesively to training programs.

Yardley et al. [32] proposed a modular, hands-on and open
Smart Grid cybersecurity educational training platform. An ini-
tial pedagogical approach is used to give a formal educational
background to participants, which is based on 4 pillars: active
learning, project-based learning, learn-by-doing posture and con-
structivism. Additionally, hands-on SCADA security modules are
offered in lab-based training. Overall assessment of the education
and training program has shown very positive feedback from
participants.

5.2. Energy sector

Within the energy sector, many technological advances have
occurred, especially when it comes to power distribution. Smart
grids are nowadays commonly used for this function. These type
of grids have several advantages over traditional power grids
such as cost-effectiveness, better communication channels and
many additional functionalities. Nonetheless, the digitalization
of the power supply process has introduced a slew of cyber-
vulnerabilities to these systems and the need for a well prepared
CS incident prevention team.

Curtis and Mehravari [33] describe a CS capability maturity
model (C2M2) and two tailored versions of this model for the
energy and oil & natural gas sectors. These models are to be used
to evaluate the overall CS capabilities of these CIs and suggest
possible improvements or actions to be taken. The model archi-
tecture is composed of 10 domains. One of the domains, relative
to workforce management, specifically addresses organizational
training and awareness of staff. The model states that a company
should establish and maintain plans, procedures, technologies
and controls to ensure personnel competence. Evaluation of the
training and of any other security-related activities that are to
take place is measured using the maturity indicator levels. These
levels go from an initial evaluation corresponding to a not per-
formed activity to a fourth and final level of managed. An activity
is considered managed if:

e It is guided by policy and governance;

e Guiding policies include compliance requirements for spec-
ified standards or guidelines;

e It is periodically reviewed for conformance to policy;

e Responsibility and authority for practices are assigned to
personnel;

e Personnel performing the practice have adequate skills and
knowledge.

Rob et al. [34] discuss the need to develop solutions to prevent
cyber-attacks on grids and companies in the oil, gas and energy
sector. The authors agree that to secure any of these systems, one
of the fundamental steps is to create a strong internal policy plan,
guidelines and have well-prepared personnel. When developing
an awareness program, the authors note four main challenges:
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e Selecting the appropriate program;

e Selecting the most effective delivery method;

e Applying an adaptive method to continuously evaluate and
modify the program;

e Selecting the best available technology with the best tools
to get the message across.

Unfortunately, aside from giving recommendations on how to de-
velop effective awareness programs, the authors do not develop
or suggest a tailored solution for their cases.

Strasser et al. [35] do instead develop a training solution for
educating both students and power system professionals in com-
plex smart grid applications. The solution is based on a simulation
platform which divides the grid system into various parts, each
coupled with domain-specific tools to allow for behavior simula-
tion and control. The development of this simulation platform has
been motivated by the authors as necessary for improving the un-
derstanding of power systems, control systems, communication
networks principles, and standards by current and future oper-
ators. While the use of the platform is mostly as an educational
tool for operational tasks, implementation of behavioral changes
and injection of attacks to the simulation system would also allow
for CS training.

Hahn et al. [36] give an overview of a smart grid security
testbed. This includes a set of control, communication, and phys-
ical system components. The testbed under the scrutiny by the
authors is the PowerCyber testbed from Iowa State University.
The authors discuss the multiple applications of this testbed,
which include educational and training purposes, and identifies
how various components support these applications. The testbeds
allow for both vulnerability assessment and evaluation of the
impact of CS attacks. Some of the attacks evaluated are mali-
cious breaker trip, SCADA observability DoS and remedial action
scheme DoS. Future work considered by the authors includes the
evaluation of the impacts from more sophisticated attacks along
with various impact mitigation efforts through both cyber and
physical approaches.

One more cyber-physical system (CPS) smart grid CS testbed
is described by Oyewumi et al. [37]. ISAAC, the Idaho CPS Smart
Grid Cybersecurity testbed, is a cross-domain, distributed, and
reconfigurable testbed, which emulates a realistic power utility.
While the testbed completion is still to be finished, many of
its applications are already fully functional. For training pur-
poses, ISAAC facilitates the use and reproduction of experimental
environments. Examples cited by the authors of experimental
environments include:

e simulation of holistic CPS organizational models

e simulation of real-world attack case studies, such as false
data injection attacks and replay attacks;

e simulation of best-effort damage mitigation models;

e security evaluation of power grid using the RTDS.

The effectiveness of ISAAC as a training tool will only be de-
termined after completion and adoption in educational environ-
ments.

An additional educational training solution utilizing a virtual
security testbed is proposed by Stites et al. [38]. Their cloud-based
solution, namely ThunderCloud, consists of virtual machines con-
nected using a virtual internal network. Remote accessibility to
the platform gives it additional training benefits, as it allows
students to use it from any location. The training attacks and ex-
ercises designed in the platform are based on real and well known
CS vulnerabilities and attacks. During the case study conducted by
the authors, they asked students to perform reconnaissance on
a series of websites created for TLU. Evaluation through surveys
indicated that the vast majority of students reported being more
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knowledgeable after the use of the testbeds and more prepared
against attacks. To confirm the results obtained by the survey,
a secondary evaluation process should be conducted to verify
whether students were really more well-prepared after using the
instrument.

Jauhar et al. [39] developed a model-based process for assess-
ing the security risks from the US National Electric Sector Cyber-
security Organization Resource (NESCOR) failure scenarios. The
NESCOR failure scenarios consist of 111 unique cyber-incidents
that could negatively impact an electric utility. To support the use
of these scenarios, the authors use the CyberSecurity Argument
Graph Evaluation (CyberSAGE) approach and software tool. The
scenarios show usefulness in determining which instances may
require technical intervention as a security measure and which
other instances see personnel training as a more successful solu-
tion. For example, it was determined by the authors that training
personnel on securing networking requirements can reduce the
failure probability for two of the modeled attacker settings, the
hacker and industrial spy. For the third setting, an inept installer,
training was seen as being less useful. This was motivated by
how the installer gains access, which is through physical means
instead of network means. This model, like other similar models
in this domain, can provide useful insight in determining which
scenarios should be used for training purposes and how to use
the scenarios for this purpose effectively.

Another training simulator for CPS security is discussed by
Vellaithurai et al. [40]. Their solution, called SECPSIM, is a user-
friendly framework based on mathematical models of corrective
control actions against various intrusions and failure scenarios.
The two major phases of SECPSIM involve learning from simu-
lation and training operators. One critical feature of SECPSIM is
the capability of learning from expert administrators, although
also a scripted list of suitable control actions in various simulated
cyber-physical intrusion states can be used. The solution was
evaluated to be effective in training operators without using or
damaging real systems.

Holm et al. [41] developed and tested two experiments to
discuss the effects of phishing exercises on smart grid secu-
rity awareness. The experiments were conducted in collaboration
with a business in the electrical power domain industry and
involved sending emails with a hyperlink to the victims, cam-
ouflaged as update notifications for locally installed software.
By observing the results of the attacks, the author noted that
more context-aware phishing attempts generated more traffic to
malicious websites, but also more reporting of the attacks by the
victims. More generic attacks, while generating just a fraction of
the traffic of the other one, was not disclosed to the manage-
ment. This suggests that more efforts should be taken to educate
personnel in reporting suspicious emails and possible security
breaches. The findings of the research provide useful information
in the development of evaluation exercises to be conducted after
training periods.

5.3. Nuclear sector

When it comes to nuclear facilities security, often the attention
and efforts are reserved on securing physical aspects of the plants
Masood [42]. As with the other sectors, the increased digitaliza-
tion of the control and communication systems of these platforms
meant that new efforts should be put on securing the digital
and cyber aspects of these infrastructures, with particular focus
on training personnel in CS awareness Gupta and Bajramovic
[43],Gupta et al. [44].

Masood [42] provides a detailed review of cyber challenges
and security incidents that put nuclear power facilities at CS risk
and follows it with a discussion on initiatives taken by multiple
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governmental and regulatory institutions to mitigate the issue.
The author states that in past recent nuclear plant accidents, one
of the major motives that led to the success of the training could
be reconducted to the lack of CS training and knowledge of the
personnel. Training procedures that are cited as lacking by the
author include internal communication training, CS drills, and
large-scale incident response. The authors cite the International
Atomic Energy Agency (IAEA) and the World Institute for Nu-
clear Security (WINS) as major contributors to the development
of standardized training strategies for nuclear facility security.
The EU has taken similar efforts to aid in the development and
training of nuclear plant personnel. While the authors highlight
areas that should be the focus of CS training, they do not describe
or propose any direct solution.

Kang and Chong [45] develop a methodology for CS assess-
ment for the instrumentation and control (I & C) systems in
nuclear power plants. The methodology has the goal of providing
qualitative assessments useful to formulate recommendations to
bridge the security risk gap. The assessment covers the follow-
ing managerial, technical, organizational and operational areas
of cybersecurity features on I & C systems: cybersecurity pol-
icy and plans, organizational security, asset classification and
control, personnel security, physical and environmental security,
communication and operation management, access control, sys-
tem development and maintenance, compliance. The personnel
or human aspect of CS is assessed through twenty-six ques-
tions, relating to responsibilities, training programs, personnel
screening, etc. Regarding training, the questions focus on the
comprehensiveness and availability training to all personnel and
also 3rd party users. Also, the authors note that training should
be periodic, as additional information may be needed with the
development or adoption of new software, systems, etc. While
the methodology provides a holistic tool for CS assessment, it
would be not suitable for a thorough evaluation of the training
solutions adopted in nuclear facilities, as not enough detail is
put in interrogating the structure and content of the training
programs. Similarly, more information should be gathered to be
given as possible suggestions for the improvement of existing
solutions evaluated by the assessment methodology.

Ahn et al. [46] develop cyber-attack scenarios that reflect the
characteristics of nuclear power plants (NPPs) using a type of
attack model known as scenario graphs. CS regulatory guidelines
for NPP established that attack scenarios should be developed and
used for tests and training regarding contingency plans. These
scenarios are an aid to understand the nature of attacks, poten-
tial venues used by the attack, to develop design basis threats,
countermeasures and implement CS plans for risk management
and penetration testing. The scenarios developed by the authors
are based on directed graphs, where the nodes represent, re-
spectively: attackers, events and goals. The edges of the graph
represent the relationship between an initial node and a terminal
node. Each path must start from an attacker node and end to a
goal node. The authors then develop case studies by adopting
the model to real cyber-attack cases. This type of solution is
an efficient way of providing practical training to CS personnel,
especially if supported by simulation tools and previous technical
training and assessment.

Kim et al. [47] discuss possible ways to establish CS policies
for digital instruments and controls in NPPs. the outlined security
setup involves six steps:

Establishing the organization and system;
Mapping the basic guidelines;

Analyzing the risk;

Formulating the standard of measures;
Deciding the policy;
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Table 1

Abbreviations for assign responsibilities used in RACI charts.
Code Responsibility

R Responsible for the realization of an activity
A Accountable for the realization of an activity
C Consulted during the realization of an activity
I

Informed of the realization of an activity

e Formulating the implementation procedure.

User training should be based on the established security policy,
as part o the operation management and human security. Unfor-
tunately, the authors do not detail further about the requirements
needed to be present in the CS policies to regulate training.

Rice [48] describes measures to be taken in order to ensure
the security of NPPs simulators. When discussing possible entry
points for attacks, the author cites multiple digital instruments,
communication channels and technologies and lack of training of
personnel regarding risks and incident reporting. When it comes
to training, Rice states that it needs not only to be implemented
at the corporate level, but it needs to be conducted for SCADA
or simulation environment as well. Training should be supple-
mented to best practices and policies to mitigate incidents in
the infrastructures effectively. The author does not investigate
deeper regarding the requirements of training for simulation
environments for NPPs.

Khattak et al. [49] provides a review of articles discussing CS
applications in nuclear power plants. In their review, the authors
summarize the history of CS and cyber-attacks against NPPs.
When it comes to policies, the authors discuss the RG. 1.152-
2011 issued by the United States Nuclear Regulatory Commission
(USNRC). The document provides a top-down methodology of
actions to build up multiple layers of CS assurance. 2 main sec-
tions are highlighted: CS program establishment and CS program
maintaining. The training plan that should be implemented for
the training of the NPP personnel should be defined in the first
section, while possible modifications and additions should be
conducted during the maintenance.

Gupta and Bajramovic [43] discuss all aspects relating to se-
curity culture in nuclear facilities. When discussing training, the
authors firstly focus on the necessity for training to ensure proper
reporting of security incidents. When it comes to more focused
CS training, the authors distinguish requirements for technical
staff to be given separately from general CS training. The authors
use the acronym RACI to distinguish four main roles that should
be receiving differentiated and focused training. Two other types
of training described by the authors include security awareness
training and technical security training. The former has the goal
of providing employees with a better understanding of security
risks, while the latter is to be used to extend the skills and
qualifications of the security team. Some of the main areas cited
for technical security training include network defense, prevalent
attack vectors, and advanced security technologies. Annual secu-
rity testing should also be conducted as a method of evaluation
of the training sessions.

In a later work by Gupta et al. [44], the authors provide a more
in-depth justification of occasions and sectors of NPP security
that justified the need for more CS training. During integrated
safety and security training, the authors state that the personnel
should receive both awareness training and technical training.
The motive and result of the first should be to give a general
better understanding of safety and security (S&S) risks, as all
personnel should be responsible to a certain degree for S&S.
Technical training should be used to extend current skills and
qualifications, but also to better identify the roles of individuals.
The main areas that should be impacted by the technical training
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Table 2
CS training types identified by the authors and the training target groups
associated to each training type.

Type of CS training

Trainees

Awareness training
Technical training System engineers and CST
Specialized CS training CST and CSIRT

Incident response and Recovery Training CSIRT and System engineers

All employees

are security testing on safety and the effects on safety by using
security controls. Unfortunately, the authors do not highlight any
specific training program or methods to achieve the identified
goals (see Tables 1 and 2).

Lee et al. [50] conduct a study on nuclear facility CS awareness
and training programs. The authors distinguish 4 types of CS
training and 4 associated targets for the training.

The authors list the items shown in Table 3 for each category
of training as the main content to be taught.

While the authors offer a comprehensive analysis of different
types of training, targets and content of training, one limitation of
their work is the lack of discussion regarding methods for training
and evaluation.

5.4. Critical infrastructure

In this section, we review papers relating to training require-
ments and solutions for CI CS. Although the papers discussed in
this section are not specific to the sectors of aviation, nuclear and
energy, they provided relevant insights on CI CS, with findings
that could be easily incorporated or adapted to the requirements
of the aforementioned sectors.

Pollet and Cummins [51] discussed an all-hazard approach for
assessing the readiness of CI against cyber-attacks and threats.
The motivation for the approach came from what the authors
cited as a lack of effectiveness from previous approaches. This
ineffectiveness was motivated by the tendency of previous ap-
proaches to focus on evaluating single elements of security at
a time, instead of giving a holistic evaluation. Ensuring effec-
tive personnel, by offering structured and comprehensive train-
ing, was considered to be one of the key factors in CIP. The
authors list the following sub-systems as being supportive in
guaranteeing effective training: Health and Safety, Onsite Med-
ical Capabilities, Security Training, Job-related Training, Policy
Framework, Change Management, Governance, Information Clas-
sification, Clear and Repeatable Procedures, Proper Division of
Labor, Internal Morale, Systems Management/Asset Inventory.
Two other cited recommendations are having a strong situational
awareness and verifying the state of emergency management
readiness.

Skarga-Bandurova et al. [52] conducted a report on the im-
plementation of an educational program in risk analysis and
resilience of critical infrastructures. Four main modules were
selected as part of the educational program: foundation of CI
security and resilience, security risk analysis techniques and stan-
dards, enterprise CS and risk management, ICS security and re-
silience. The course combines lectures, seminars, and laboratory
exercises to provide a comprehensive initial understanding of CI
CS awareness. Evaluation of the results from the course showed
positive feedback and concrete improvement of students’ skills
and knowledge. When it comes to challenges, the authors men-
tioned inadequate equipment and the freeware that had to be
used for practical experimentation. Adapting such courses to
major industries would most likely guarantee access to better
equipment and software, solidifying the effectiveness of such
courses.
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Table 3
Types of cyber security training and trainees.
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Awareness training

Technical training

Specialized CS
training

Incident response and
Recovery Training

General cyber threats. Methods, attack
techniques; Cyber attack cases; Meaning of
CIA(confidentiality, integrity, availability)
and potential risks from compromising CIA;
Five attack vectors (network, wireless,
portable media and mobile devices, supply

chain, and physical access); Elements of CSP;

Technical, operational, and management
security controls of RS-015; Organizational
contacts to whom to report; Terminologies;

Identification of critical systems (CS) and
critical digital assets (CDAs); Security level
assignment under the defense-in-depth(DiD)
strategy; Assessment of CDAs’ compliance
with security control requirements in
RS-015; Application of required security
controls; Performing cyber security activities
related to CDAs after the implementation of
security controls; Change control; Supports
for cyber security incident response;

Developed based
on the CDAs of
nuclear facilities

Incident handling, incident
monitoring, recovery, and
reconfiguration

Table 4

Topics for CIS students and engineering students.
CIS students Engineering students
ICS hardware
ICS software
ICS Networks
Industrial Environment

Principles and core concepts of CS
Commercial solutions for network security
Security principles in corporate environments

Jarmakiewicz et al. [53] propose a CI testbed for SCADA CS
evaluation and assessment. The testbed consisted of one control
center CCS and one substation CSS. A communication subsystem
modeled in the form of switch and router is used to provide
communication within the power station. As with many other
testbeds, the authors’ proposal can function as a vulnerability
assessment tool as well as a comprehensive security training
tool. Unfortunately, the authors did not conduct experimentation
involving the use of the testbeds for this latter purpose, although
they indicate that this is part of their future plans.

Foreman et al. [54] develop educational modules with the
objective of providing knowledge both from the CIS and ICS dis-
ciplines as a solution for ICS CS education limitations. The topics
for the courses are divided between students coming from a CIS
background and students from an engineering background. Table
Table 4 summarizes the topics proposed for each category of stu-
dent. Practical exercises in laboratory facilities supported these
training modules. The facilities included ICS components such as
PLCs, Input/Output devices (I/O), network hardware, computing
platforms and software used in industrial settings. The exercises
conducted ranged from preliminary exercises to demonstrate
hardware and software practices, to final exercises consisting of
red team/blue team competitions. The evaluation was conducted
through a survey sent before and after the course presentation,
to understand how the knowledge of participants had changed.
Overall, the solution presented by the author is comprehensive
in its components. Training and evaluation methods are also well
designed, although, for more accurate evaluation, there may be
the need to collect direct reports during the experiments and
possibly also from written tests.

Mishra et al. [55] propose a training framework for integrating
CIP into cybersecurity training. The framework is built upon mul-
tiple, self-contained training modules, with each module having
its distinct target. For each training module, an overview, learning
outcome, training material, sample questions and assignments
component is defined. This modular approach presents multiple
benefits, including the ability to integrate with existing lessons,
the ability for instructors to add new modules and modify or
remove existing ones easily. The authors state that future efforts
will be focused on the development of more advanced modules
and on evaluating the effectiveness of this modular approach.

Dominguez et al. [56] propose a CS training solution in the
mean of a laboratory of ClIs CS (CICLab). The lab allows for the
simulation of different settings and scenarios in four CI sectors:

industry, energy management, building management and smart
cities. The activities at the lab are focused on identifying and
understanding the elements, network architectures, industrial
protocols and field-buses found in automation. Control and mon-
itoring systems, together with network management tools, are
made available to allow users to create and configure realistic
security scenarios in control systems.

Yoon et al. [57] propose evaluation criteria to assess the readi-
ness of cyber first responders for CIP. The evaluation is a scenario-
based series of CS exercises, all with the purpose to assess the
responders’ team ability to defend against a specific cyber attack.
These exercises used a simulated environment of hardware and
physical processes, to maintain high levels of fidelity to real
systems. A total of five scenarios were designed. For evaluation,
a set of criteria derived from the NFPA 1410 concepts was used.

5.5. CS training solutions

In this section, we present an analysis of training solutions
for CS found in the literature. These proposals, while not being
explicitly developed for CI sectors, present relevant examples
of modules, programs and tools developed for the training of
CS skills and abilities. Integration or adaptation of the content
of these proposals to CI sectors would allow them to be easily
incorporated into CS training for CIP. Table Table 5 lists all the
works found in the literature that fell in this category of training
solutions and provide a brief description of each solution.

6. KPIs and metrics for CS training evaluation

Before commencing the classification and analysis of the CS
training solutions discussed in Section 5, we examine evaluation
metrics and KPIs identified in the literature for measuring the
effectiveness of these solutions. Identification of these KPIs is
required to allow the evaluation of the comprehensiveness and
effectiveness of the training programs. Additionally, methods and
other criteria useful for the measurement of the KPIs are also
discussed. The comprehensiveness of a training program can be
evaluated before its application, while effectiveness can only
be evaluated after completion of the training sessions. As such,
the metrics are distinguished based on whether they allow for
evaluation of the former or the latter. Another consideration to
be made before discussing the evaluation metrics and KPIs is
the distinction between effectiveness and efficacy. Effectiveness
can be defined as the measure of the degree of beneficial effects
under “real world” settings, while efficacy is the measure of
results under ideal circumstances [58]. Due to the many factors
that can influence the outcomes of CS training, it is necessary
that evaluation is conducted on real sessions or experimentation
instead of hypothetical, theoretical scenarios.

Unfortunately, there is no formal consensus when it comes to
KPIs for CS training, although a number of articles have tried to
determine methods for evaluation of training programs.
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Table 5

Description of training solutions for CS awareness.
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Work

Proposed solution

Description

Willems et al. [59]

Acosta et al. [60]

Toth and Klein [61]

Le Compte et al. [62]

Cone et al. [63]

Hernidndez-Ardieta et al.

[64]

Martin and Woodward
[65]

Fouché and Mangle [66]

Tioh et al. [67]

Katsantonis et al. [68]

Rajamadki et al. [69]

Adams and Makramalla
[70]

Gonzalez et al. [71]

Hoffman et al. [72]

Tele-lab: system for hands-on IT security
training in a remote virtual lab environment

EmuBox: lightweight CS testbed to
facilitates the creation of heterogeneous
scenarios; ECEL: extensible software package
that enables centralized data acquisition and
management.

CS Learning Continuum (CSLC): progressive
curriculum for CS education and training.

Framework for designing serious games for
CS training

CyberCIEGE: interactive video game for

security training

Indra: Advance Simulator for CS Training

Remote Lab

CodeHunt: Platform for Gamification of CS
training

Serious Games in CS (Survey of different
solutions)

Game-based approaches for CS training
(conceptualization map)

Prosilience EF: Holistic Cyber Resilience and
Security Framework

Attacker-centric Gamified Approach

Cybersecurity Training Resources Taxonomy

Holistic Approach to Workforce
Development

10

Web-based tutoring and training environment built on virtual
machines. Information is presented in the form of text, multimedia and
practice exercises. Each learning unit starts with general information,
followed by a more detailed description of tools and procedures and
culminates in practical exercises.

EmuBox uses multiple tool components to process scenario VMs as
Workshop Units (WU) and Workshop Groups (WG). WU contain the sets
of VMs that make up a single scenario. ECEL is a centralized
management system that uses a plugin to capture and format
evaluator data. The purpose of these two tools is to allow evaluators to
develop training scenarios and save the data from training experiments
for later evaluation.

CSLC is based on the idea that education and training should start out
as more generic as possible, to be suited for all users, and culminate in
specialized education and experience, specific to selected roles.
Important distinction between role-based and topic-based training.

The framework is based on a step-by-step approach: preliminary
analysis, design, development, game assessment, deployment, player
assessment. To integrate CS skills in serious games, the authors
extracted the most relevant competences from online CS frameworks.

CyberCIEGE is composed of a unique simulation engine, a
domain-specific scenario definition language, a scenario development
tool, and a video-enhanced encyclopedia. Each scenario developed is
based on one selected security topic. Certain scenarios may be specific
to one specific IT-related job.

Indra has been designed to enhance 5 skills: prevention,
detection/reaction, forensic analysis and attack. 4 different exercises
are also supported: forensic analysis, cyber-defense, cyber-attack and
cyber-warfare.

Remote labs provide an accessible solution, which also only has an
initial cost overhead and low maintenance costs. The main advantage
over simulators is that it allows to observe non-programmed behavior
from the system.

Interactive educational gaming platform. Initial introductory texts are
used to familiarize participants to the subjects and tools. An
incremental approach that introduces new topics and exercises
one-by-one is selected. Additional support material is suggested to be
integrated to better support participants.

The authors justify the use of serious games for CS training as it
combines the benefits of traditional training (cost-effectiveness, low
risk, standardized assessments) to the ones of hands-on training (high
engagement, tailored learning pace, immediate feedback, skill
transferability, active engagement). 13 different serious games are
analyzed and evaluated. While all games received positive feedback
from the participants of the evaluation experiment, not all produced
significant improvement to awareness.

The authors map the key elements of game-based learning in 78
concepts, organized in 8 segments that share 14 links. The key
concepts included are: adaptability, analysis, architecture, assessment
and feedback, design, game mechanics, learning outcome and
pedagogical considerations.

Framework for education and training of healthcare workers, based on
the principle of interactivity, guidance, and relevancy to users’
operational environment. Training scheme for the proposed framework
can summarized in 5 points: Development of learning concept;
Creation of an online module(s) content and delivery; Piloting: joint
exercises for IT departments, user and manager education); Hospitals
as testbeds/demos; Evaluation on learning achievements;

Gamification approach for CS training. 4 elements must be respected:
progress mechanics, player control, problem solving, story. Additionally,
games can be categorized based on 4 aspects: awareness, defensive
strategy, offensive strategy and attacker centricity.

The presented taxonomy identifies the following resources for CS
training through gamification: content oriented, skills developed, tech.
resources, game format and target audience.

The approach considers both technical and non-technical aspects of CS
compliance. Such an approach needs to include activities defined by
workforce structure, continuous professional development and
educational opportunities.

(continued on next page)
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Work

Proposed solution

Description

Jin et al. [73]

Kim et al. [74]

Urias et al. [75]

Sawyer et al. [76]

Beyer and Brummel [77]

Korpela [78]

Nagarajan et al. [8]

Silva et al. [79]

Amorim et al. [80]

Jin et al. [81]

Antonioli et al. [82]

Patriciu and Furtuna [83]

Salah [84]

McClain et al. [85]

Game-based Learning

CS training Education and Training System

CS training platform

Email testbed for evaluating CS training

Effective CS training implementation

Use of Data Analytic to Improve CS Training

CyberNEXS: CS gaming tool

Tracer FIRE: Competitive CS exercise

Gamification of Training for CS

Game-based CS training

SWaT Security Showdown (S3): ICS security

game

Guide for Designing CS exercises

Cloud-based CS Teaching

Tracer FIRE: Forensic and Incident Response
Exercise. Analysis of Human Performance
during CS Exercises

11

4 different games had been developed for high school students. Topics
selected included social engineering, secure online behavior and 10 CS
principles.

The system developed is composed of multiple parts, each with a
specific purpose. A mail server for education, personal computers,
agent system, web server for monitoring & reporting, web server for
virtual security threat education.

The developed platform is built on the standard criteria evidenced in
previous solutions. The different types of training offered include
appliance training, specific task reinforcement, targeted scenarios,
certification/technique training and team studies. The developed
training was based on simulated scenarios, with high levels of fidelity
and interactivity. One important aspect was the result collection and
data output, for evaluation purposes.

The email testbed experiment was run in 4 variants. An initial variant
that included no training or awareness activity and three variants that
included different forms and levels of awareness and training. A
second experiment was developed using the testbed, which involved
participants having to download certain files, some of which were
malicious. Both experiments showcased the efficacy of training.

Seven requirements are indicated. SMEs must examine the job and
specific cybersecurity functions by level for employees in the
organization. I-O psychologists must conduct analysis and guide SMEs.
Assess through analysis if the personnel is conducting tasks
appropriately. Develop objectives that impart specified knowledge,
skills and attitude levels commensurate with task requirements. SMEs
must determine which methods best support objectives and conduct
training. SMEs must evaluate training effectiveness and determine
whether it has produced anticipated outcomes. Data is used to adapt
training or adopt non-training solutions.

Data sources identified include: LMS, firewall logs, email server audit
and activity logs, surveys, phishing simulators, anti-virus alerts,
awareness campaigns. Benefits cited include cost and resource
efficiency, improved general and targeted training and support to
trainees.

CyberNEXS, offers on-site and remote training. 5 gaming modes are
included to teach about cyber defense and penetration testing.
Increasing flexibility, scalability and adaptability of the system is
suggested to improve the game modes.

Initial series of lectures concerning pertinent topics , followed by a
multi-day competitive event. Multi-topic, Jeopardy-styled questions.

Authors take efforts in understanding whether gamification of training
is the most effective approach to CS training. Approaches based on the
Agile methods that promote continuous change and adaptation of the
model are suggested.

The training targeted high-school students and focused on educating
on the following topics: social engineering and information security,
secure online behavior, cyber-defense.

A water treatment testbed is developed. Two PLCs and a remote
input-output (RIO) are used. A capture-the-flag event is used for
training, based on jeopardy-styled and attack-defense mechanisms.

Guide proposed to homogenize the design of CS training exercises. 7
steps: objectives, approach, topology, scenario, rules, metrics and
lesson learned. Objectives can be split into offensive and defensive
security. Each step determines the design of the following step.

Cloud-based solutions present the advantage of having pre-configured
tools and accessibility Amazon AWS cloud is used. Exercises offered
with the cloud include packet sniffing, network footprinting and port
scanning, vulnerability assessment and pen-testing, backdoor
establishment, firewalls, snort NIDS, Dionaea Honeypot, OpenSSL. One
main limitation of this solution is the high initial overhead of
knowledge needed to use the offerings.

Use of Tracer FIRE for team-based exercises. Performance is later
analyzed through questionnaires and tools available in Tracer FIRE. Due
to the team-based nature of the exercise, the member with highest
experience were reported to be the one taking charge and submitting
the results.

(continued on next page)
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Work

Proposed solution

Description

Beuran et al. [86]

Tang et al. [87]

Proctor [88]

Boopathi et al. [89]

Willems and Meinel [90]

Dodge et al. [91]

Aldawood and Skinner
[92]

Raman et al. [93]

Pastor et al. [94]

Kercher and Rowe [95]

Aoyama et al. [96]

Nicholson et al. [97]

Tunc et al. [98]

Salah et al. [99]

Abawajy [13]

CyTrONE: integrated cybersecurity training
framework

Interactive Cybersecurity Defense Training
Inspired by Web-based Learning Theory

CS Awareness Training Program Efficacy
Evaluation

Gamification for Learning CS

CS Training in Virtual Lab

CDX: Cyber Defense Exercise

Review of CS Social Engineering Programs

Serious Game-based Approach to CS Concept
Learning

Simulation Systems for CS Education,
Training and Awareness. State-of-the-art

Training CS Workforce Using Student Red
Teams

CS Training for Cyber Incident Resilience

(1) 3D gaming environment, a virtual Cyber
Security Instruction Environment (CYSTINE),
Red-team verse blue-team, live simulation,
exercises

CLaaS: Cybersecurity Lab as a Service

Cloud Computing for CS Teaching

CS Awareness Delivery Methods: User
Preferences

Proctor [88] conducted an investigation with the aim of under-

standing the effectiveness of CS training programs. The authors
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Categories of training: attack-oriented, defense-oriented, forensic
analysis. Two goals: easy to manage and modify training content and
automated creation of training environments. Scenarios are based on
the competences and skills previously captured of the participant.
Assessment is based on coverage of relevant NIST guidelines.

Training based on the two modules used by CyTrONE Beuran et al.
[86]. Use of multiple databases for setup: vulnerability, exploit,
instantiation databases. Training over LMS, allows participants to
choose a scenario or attack and train.

Study evidences the need to understands audience needs and
stratification. Additionally, CS training should be integrated to existing
or future installations of other CS measures.

Level-based CS training game. Each level tests students knowledge at a
different knowledge depth. Capture-the-Flag exercises conducted. Case
studies and number of breaches should be used to measure a
program’s effectiveness. User’s response, including emotional
evaluation should be taken in consideration.

Assessment of practical exercises in online lab, based on virtual
machine technology. After parameterizing the scenarios, they are
dynamically imported to the virtual environment.

Well-established educational exercise aimed at students, giving both
education and hands-on training. One particular note is that these
team based exercises promote development of leadership skills in
certain individuals.

Challenges that have been noted in development and installation of a
successful CS training program include business environmental factors,
social, constitutional, organizational, economical and personal factors.

Development of game with multiple scenarios to support CS concept
learning. The assessment was conducted through two control groups,
one which was trained using the game-based approach and one that
was not. The first group showed much higher knowledge and efficacy
in combating CS threats.

13 simulation systems were found and reviewed by the authors. The
systems were categorized by their technical features: remote usability,
virtualization, scalability and license. Additionally, target audience,
teaching objectives and learning curve of each solution was considered.

Offer penetration testing through red teams to local organization.
Teams of up to 5 students and a faculty advisor. Highlighted the
importance of mentoring.

Blue/Red team exercise, with blue team with about double the number
of participants from red team. Exercise showed that lack of
communication and information sharing, distrust of management and
lack of experience led to the blue team to lose against the red team.

The 3D gaming environment is developed and used for insider threat
training. CYSTINE is used for penetration testing with cognitive agent
defenders. Lastly, live simulation and red-team/blue-team exercises are
used as realistic, challenging experiences for computer network
defense.

CLaaS offers virtual CS experiments accessible from remote. The
testbeds available include a DNS attack scenario, network packet
sniffing experiment scenario, DDoS attack scenario.

Use of Cloud (Amazon AWS) to teach two CS courses across two
different campuses. Centralized control is given to one instructor. Eight
labs were used with the cloud: packet sniffing, network footprinting
and port scanning, vulnerability assessment and penetration testing,
backdoor establishment, firewalls-EC2, Dionaea honeypot, OpenSSL.

The authors first identify the different types of awareness delivery
methods, categorizing them as conventional methods, instructor-led
methods, online delivery methods, game-based, video-based and
simulation based delivery methods. From experimentation, the authors
found that many of the methods had their own advantages and should
be integrated to offer an effective and user-approved awareness
training.

(continued on next page)

agreed that finding accurate metrics for determining the perfor-
mance of these programs can be challenging, but have suggested
a few criteria. One first example was statistical data regarding
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Work Proposed solution

Description

Herr and Allen [100] Videogames for CS training

Olano et al. [101] SecurityEmpire: Digital Game for CS

Education and Training

Beuran et al. [102] Evaluation of Practices and Methodologies

for CS Education and Training

The authors cited video games’ ability to reach a larger audience,
comprising also individuals not familiar or interested in CS, as one of
the main appeals in using video games for training. It is an especially
effective tool for the teaching of undergraduate and graduate students.
Highlighted attributes for successful training video games are realism,
ability to reinforce key concepts and skills, complexity scale and clear
ability to identify goals and learning objectives.

Digital game with core narrative to teach IA concepts. It uses central
server to run the game and web-based access to allow students to
join. For evaluation, review of gameplay metrics, player surveys about
their experiences playing the game, observations of research team
during game play sessions, open ended questionnaires, and
semi-structured group interviews were all used.

Training programs were classified based on training content, activities,
target participants, level of complexity, availability and frequency. A
list of criteria is established to correctly analyze the effectiveness of
each training program.

breaches or other CS incidents before and after the implemen-
tation of training programs. Evidence-based on this type of data
can be hard to retrieve due to the secretiveness nature of such
information, usually kept confidential by companies and firms to
avoid the occurrence of more attacks. Furthermore, a decrease in
number of breaches or attacks cannot be directly linked as the
outcome of CS training, as other security implementations may
have also affected the breach and incidents statistics.

An additional method for evaluation described by the author
consists of conducting experiments to assess personnel prepared-
ness and ability to detect and report attacks. An example of
such type of experiment is the West Point Carronade case study
[103], where students had been randomly sent emails contain-
ing malicious links and attachments. A similar experiment was
conducted by Sawyer et al. (2015) [76]. In their experiment,
the authors used an email testbed that was able to automati-
cally generate malicious and non-malicious emails to evaluate
the results of CS training. The evaluation consisted of collecting
data about different populations of students, each trained to a
different extent, on their ability to detect malicious emails. Two
indicators in particular were collected by the authors: the number
of students opening the malicious emails and the number of
students reporting cases of malicious emails. For both instances, it
was noted that students that had received practical training were
more likely to detect the malicious emails and also report them,
with low numbers of false-positive reporting. Bowen et al. [104]
conducted a similar experiment in which participants were also
sent malicious emails. The participants that failed to detect the
malicious emails were informed about their oversight and then
selected to be sent ulterior emails until they would be able to
detect the attack attempts. After four rounds, all 2000 participants
were able to report the malicious mail.

Psychological principles that can influence the outcome of
training should also be considered. Research by Gragg [105]
showed that overloading information, relation with authorita-
tive figures and carelessness in training procedures could all
negatively impact the psyche of participants, decreasing the ef-
fectiveness of training. Gratian et al. [106] discuss how certain
personality traits and predispositions can affect individual’s per-
formance in CS behavior intention, which can also be assumed to
be valid during training procedures. To have a better understand-
ing of personnel’s point of view on CS training, a popular method
is collecting feedback, in the form of surveys, questionnaires and
interviews. The main use of this feedback is to understand both
the perceived improvement of participants in their ability and
their personal evaluation of the training content and delivery
method. This is particularly important as user’s engagement is
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often an indicator or a motivating factor behind the success
of CS training programs [92,107]. Abawajy [13] conducted a
study on user preference for CS awareness delivery methods.
After training participants using different delivery methods, the
authors analyzed the performance of the participants and also
their preferences. The majority of participants declared that their
preferred method of training was the video-based training, al-
though also the other methods were reported to be enjoyed by
most participants. A similar study was conducted later by Ricci
et al. [107]. In their study, the authors focused on finding not
only audience’s fields of interests in CS, but also willingness to
participate in different awareness and training programs. The
study showed that although the majority of respondents was
willing to participate in training sessions, the amount of time they
would like to dedicate to these sessions was often the minimum
option.

Beuran et al. [102] conduct an analysis of the effectiveness of
training programs and offerings at a national level in Japan. After
categorizing each training program, a set of requirements is listed
by the authors to ensure the effectiveness of CS education and
training:

e Training content should be appropriate for the target audi-
ence(in terms of knowledge and ability levels);

e Training content should be in accordance with the skills that
the program aims to develop;

e Training programs should use hands-on activities for de-
veloping practical abilities, to ensure that trainees can deal
with real-life incidents;

e Training programs should reach the largest audiences pos-
sible;

e Training programs should have good cost/performance char-
acteristics, to ensure long-term sustainability.

These requirements are aligned with the findings of Proctor
and can also be translated as requiring training platforms to have
two key features: the ability to modify and add training con-
tent, ability to generate automatically and manage the training
environment.

Establishing data collection procedures and aiding data collec-
tion from training experiments is also crucial in the evaluation
of a training program. This can be achieved with the use of
data acquisition software [60] or data and log analytics [78,108].
Potential data sources for analytics include LMS, firewall logs,
awareness campaigns, anti-virus alerts, phishing simulations, ac-
tivity logs and surveys [78]. In the case of data logs retrieved
directly from CS exercises, metrics for the evaluation of the data
should be carefully established, especially in the case of team-
based experimentation. The risk that could occur is that the
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Metrics categories identified from the literature. Abbreviations: Quant.: quantitative; Qual.: qualitative; Eff.: Effectiveness; Comp: comprehensiveness.

Metrics and KPIs Type Classification Measurement units Data source

cat.

CS incident Quant. Eff. Number of data breaches or other Internal Reports on attacks and

records incidents that occurred before and incidents.
after training.

User Performance Quant. Eff. Outcome of CS exercises and tests; Data analytics from exercises;
Comparison of pre-training and reports from evaluators; analytics
post-training test results; about threat detection and
Evaluation of threats detection, reporting times.
prevention and report rates, from
tests and real-life occurrences

User Feedback Qual. Eff. & Compr. User evaluation of training Surveys; Questionnaires;
program’s content, delivery Interviews.
methods, accessibility, usability;

Improvement suggestions

Compliance to Quant. Compr. Results of maturity models scoring; Standard certification evaluation;

User Needs and Internal evaluation (User feedback Company or National

Roles & user performance evaluation standard/guidelines/ best practices
methods); compliance;

Compliance to Quant. Compr. Results of maturity models scoring; Maturity Models; Company or

Companies’ User Performance evaluation National standard/guidelines/ best

Requirements methods; Standard certification practices compliance;

evaluation;

evaluation of a group of participants could be based on the results
obtained by one or a few selected members of the group [85].

In addition to exercises, maturity models have also been pro-
posed as an evaluation metric, although they are often used for
broader security evaluation. On example is the model described
by Curtis and Mehravari [33], which is developed for evaluating
the security capability of companies in the electricity and oil &
natural gas sectors. The model is used for the evaluation of 10 do-
mains of CS practices, one of which being workforce management
(which includes personnel training). The same evaluation indica-
tors are used for all domains. A domain is considered managed
if all activities and best practices defined are respected. This in-
cludes compliance to policies, periodical revision, role assignment
and personnel adequacy. Another model found in the literature
is the one proposed by Parsons et al. [109]. In their model, the
authors try to evaluate respondents’ knowledge, behavior and
abilities (KBAs) on different focus areas of information secu-
rity awareness by developing the Human Aspects of Information
Security Questionnaire (HAIS-Q). While the overall goal of the
authors was to understand the relationship between knowledge
of policies and procedures and behavior when using computers,
the evaluation classification could be adapted for CS training
evaluation.

An additional metric often taken into consideration when
evaluating the effectiveness of a CS training program or of the
personnel is adherence to national and company standards, poli-
cies and guidelines. Yoon et al. [57] for examples adapt the NFPA
1410 standards used to assess the readiness of firefighter first
responders and develop exercises for evaluating first responders
in CIP. For this purpose, a blend of simulated environments and
physical systems was used to develop an evaluation environ-
ment. Several scenarios, characterized by an objective, a type
of attack and specific evaluation criteria were developed in the
environment. The criteria were based on real-life requirements
in case of attacks, such as specific detection and report time
windows, removal of the threat and recovery of the system. The
team tasked with evaluating the participants had to determine
deficiencies in abilities, provide focused feedback, identify key
indicators used by the participants to respond to attacks and
evaluate the effectiveness of procedures and action plans.

When talking about the comprehensiveness of a CS training
program, a few criteria have been cited. While basic awareness
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courses may be suitable for general staff, more specialized train-
ing should be personalized for target groups, covering certain
roles and tasked to complete similar actions [72]. This can be
translated as the ability of a training program to satisfy the spe-
cific needs of single or groups of users, based on their existence
competencies and knowledge, roles and actions performed and
other individual factors. For firms, alignment should be done
based on previous and existing threats. Additional to personnel
requirements, firm-specific requirements should also be consid-
ered. This means that training should take into consideration both
workforce structure, known vulnerabilities and prior incidents. A
more detailed description of the recommended design consider-
ations for CS training programs is given in the following section.
(See Tables 4 and 5.)

In Table 6, the metrics and KPIs collected from the liter-
ature have been grouped in categories, based on the type of
measurement. For each group, measurement units, possible data
sources and metric type (whether they are quantitative or qual-
itative, measures of comprehensiveness or effectiveness) were
also identified.

The list of KPIs and metrics groups shown in Table 6 is sup-
posed to provide a general instrument for evaluation of CS train-
ing programs. A few considerations should be made before using
these metrics for evaluation purposes. Exact goals, values and
frequency of measurement should be set when determining KPIs.
These values should be based on the desired outcome of each
training program and session. Values or value ranges should cor-
respond to levels of comprehensiveness and effectiveness reached
by the CS training solution. This in turn should be dependent
on the design of the CS exercise. Patriciu and Furtuna [83] have
described in their 7-step design of CS exercises how evalua-
tion of results of the exercises and collecting feedback from the
participants is a fundamental last step in the design of a CS
exercise and should be based on the previous steps. In their
design methodology, the authors distinguish 7 forward chaining
steps.

As it can be seen from Fig. 1, the first step consists on defining
the objectives of the exercise. Based on these objectives, the
appropriate approach will then need to be decided. The infras-
tructure and systems to be used should subsequently be agreed
upon, and the topology should reflect this choice. At this point,
the scenarios to present to the participants must be defined, in a
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Objectives

Security training desired (offensive or defensive)

A 4

Defense oriented, offense oriented or mixed approach

. lopology |
Infrastructure and systems chosen
cenario

Replication of realistic cases

A 4
. _Rules

General rules, scoring engine, eligibility, legal issues, limitations

A 4

Based on learning objectives

. 4
esson Learned

User feedback

Fig. 1. 7 steps identified by Patriciu and Furtuna [83] for designing CS exercises.

Table 7
Examples of learning objectives and possible metrics for effectiveness, as
presented by Patriciu and Furtuna [83].

Learning objective Metric for effectiveness

Implement security
configurations on a
specific system

Systems’ security

Number of successful attacks performed by
the attacker teams on that system

Percentage of detected attacks over the total

monitoring number of attacks performed.

Incident Time taken to recover from a successful
handling/response attack

Log analysis and Number of attacks correctly identified
forensics

Scanning and
enumeration

Percentage of open ports/services detected
over the total number of open ports
(pre-configured)

Downtime of the attacked service compared
to attack duration

DDoS

Cover tracks and
place backdoors

Number of successful accesses to target
systems kept until the end of the exercise

way that is realistic and stimulating to the users. A set of rules,
which should include scoring system, eligibility, legal issues and
limitations should also be put in place, based on the scenario.
Appropriate metrics for the evaluation of the exercise should
then be defined, which should be tightly related to the initial
objectives. Finally, evaluators should try to receive feedback from
users about the lesson learned during the exercises. As noted by
the author, specific metrics should be established based on the
learning objectives and the design of the exercise. Examples of
objective-specific metrics given by Patriciu and Furtuna [83] are
shown in Table 7.

Since training instructors and evaluators are often consulted in
designing and implementing CS training exercises, they should be
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also consulted in determining precise KPIs and desired outcome
values for the evaluation of the training sessions. This would
further allow the alignment of learning objectives and metrics for
effectiveness.

7. Classification & analysis of CS awareness training solutions

To compare CS awareness programs, training awareness pro-
grams must be first classified based on distinguishing attributes.
Various CS training taxonomies have been found in the literature.
Beauran et al. (2016)[102] suggested multiple methodologies for
determining CS training taxonomies. Based on the authors’ ob-
servations, training can be classified based on content, activi-
ties, participants, level, availability or frequency. Gonzalez et al.
[71] propose an upgraded version of the classification by Beuran
et al. [102], by adding resources employed as a criterion and
substituting participants with target audience.

When classifying by content, a popular categorization subdi-
vides training offerings in attack-oriented, defense-oriented and
analysis/forensic-oriented training. Attack-oriented training is fo-
cused on how to reproduce exploits on known vulnerabilities
[86], while defense-oriented training builds skills related to vul-
nerability patching and how to protect the systems [86]. Finally,
forensic analysis training tries to provide a deeper understanding
of the attack and its consequences by identifying targeted attack
campaigns and other information [86,102].

Further attributes to distinguish training methods are acces-
sibility and usability [94]. Accessibility determines whether a
training solution can be accessed remotely or needs physical pres-
ence in the location of the training or the experimentation tools.
Usability is a qualitative criterion that tries to classify training
solutions based on how well users are able to use the material
and tools required to perform the training activities. Due to its
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Classification of CS training methods, with examples found in the literature and associated advantages and disadvantages.

Delivery method

Examples

Advantages

Disadvantages

Conventional
Methods

Online and
Software-based

Game-based

Video-based

Simulation and
virtualization-
based

On-site courses;
Paper-based teaching and
exercises; Presentations &
Conferences; On-site
training sessions;

Online courses;
Cloud-based training;
Web-accessible training
material and software;
E-mail tests;

Serious Games for CS
Awareness and Training

Educational videos

Testbeds, Simulation
platforms, Simulated
Laboratory exercises

Usability; Familiarity of format;
Multiple messages can be conveyed
at once; Ease of communication
between instructor and
participants; Real-time resolution
of issues; (Possible) team skills
development;

Remote and multi-modal
accessibility [13]; Industry-wide
standard use; Cost-effective;
Hands-on exercises; (Possible) team
skills development;

Team skills development, Engaging
to users; Hands-on exercises,
Demonstrated effectiveness
[82,86,86]; Adaptability; (Possible)
Remote Usability; (Possible) High
scalability;

Accessibility, Usability;
Cost-efficient; Time efficient;

Team skill development; Hands-on
experience; Replication of real-life
incidents; Adaptability; (Possible)
Remote Usability; (Possible) High
scalability;

No guarantee of personnel active
participation; Can be perceived as tedious
[110]; Does not always provide hands-on
experience; Provides a static solution for a
fluid problem [111]; High cost and resource
overhead; Time consuming;

Users may undermine the value/pay less
attention; Not always very scalable and
adaptable; High cost and resource overhead,
if personalized solution is needed; Does not
provide instructor assistance;

Older audiences may not be familiar with
mechanics; Time consuming; May not
reflect real-life processes. High initial
development cost and resource overhead;

Limited content. Lack of interactivity with
other trainees or instructors. Lack of
hands-on experience. No guarantee of
personnel active participation; Requires
constant integration and updates for
scalability;

Hard to coordinate [112]; Requires
pre-existing knowledge; Time consuming;
High initial development cost and resource
overhead;

qualitative nature, this attribute is better used as an evaluation
criterion rather than a classification of CS awareness training.

Beuran et al. [102] suggested that training activities should
be chosen based on what type of skills the training is aiming to
develop, be it individual skills, team skills or Computer Security
Incident Response Team (CSIRT) skills.

Based on the research of [113], providing authentic learning
environments allow students to capture knowledge and engage
in activities with many more benefits than traditional theorical
learning. Ten fundamental characteristics [114] are cited for a
learning environment or activity to be considered “authentic”:

e Authentic activities (AA) have real-world relevance;

e AA are ill-defined, requiring students to define the tasks
needed to complete the activity;

e AA comprise complex tasks to be investigated by students
over a sustained period of time;

e AA provide the opportunity for students to examine the task
from different perspective;

e AA provide the opportunity to collaborate;

e AA provide the opportunity to reflect;

e AA can be used in different areas and lead beyond domain-
specific outcomes;

e AA are seamlessly integrated with assessment;

e AA activities create polished products valuable in their own
right;

e AA allow competing solutions and diversity of outcomes.

When it comes to activities, multiple training and teaching
delivery methods have been identified in the literature. The clas-
sification proposed by Abawajy (2014) [13] groups the methods
in 6 categories: Conventional, Instructor-led, online-based, game-
based, video-based and simulation-based methods. In this paper,
we modify the classification proposed by Abawajy [13], to follow
the findings of the literature review. In Table 8, we divide delivery
methods in 5 categories and list their respective advantages and
disadvantages.
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Table 9
Delivery methods used by the solutions identified in the literature, for each
CI sector.

Aviation Nuclear Energy Others Total
Conventional 4 4 1 8 17
Online/ 1 / 3 7 11
Software-based
Game-based / / / 16 16
Video-based / / / / /
Simulation 2 1 4 13 20

Jvirtualization-based

In Table 9, the number of solutions that adopted any of the
previously mentioned categories of delivery methods is reported.
Both the total number and the number for each highlighted sector
of CI are shown.

As it can be seen from Table 9, the majority of solutions
proposed in the literature suggest simulation and virtualization
techniques as the preferred delivery methods. This preference
can be justified by the numerous advantageous attributes that
distinguish simulation and virtualization systems. As mentioned
by Pastor et al. [94], these types of systems can be used both
for educational and training purposes, by providing hands-on
experience to users. As the systems simulate with a high level
of fidelity CI systems, the exercises developed provide realistic CI
threat scenarios. Many of these solutions also allow for remote
usability, by means of custom made clients, APIs and real-world
network connections [94]. High levels of scalability, usability and
detail, adequate learning curves are additional advantages that
simulation systems can offer [94]. Not all simulation systems
provide the same levels of advantageous properties. In fact, to
guarantee completeness of a system, high scalability and usabil-
ity, a great deal of initial cost and resource overhead may be
required.

Conventional methods and game based methods also were
found to be well represented in the literature, but for opposite
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reasons. Conventional teaching and training, consisting of on-
site activities has retained popularity due to the familiarity of
its format and ease of development due to its standardization.
Game based methods are instead a more recent development. As
it can be seen from Table 9, specific serious games have yet to
be developed for individual sectors of CL Instead, the majority
of CS games have been developed for the teaching and training
of generic CS concepts and often target either the general public
or students in academia [93,115]. The main advantages of game
based training is high engagement with users, practical applica-
tion and exercises and the ability to develop team skills [73,80].
Unfortunately, this type of solution is still in is infancy when it
comes to application to aviation, energy, nuclear and other CI
industry sectors. Further development would be needed to render
game-based training solutions more appropriate for personnel
training in specific sectors.

None of the articles analyzed in the literature review devel-
oped video-based CS training offerings. Nonetheless, [13] have
found in their study that video-based teaching has often high
user engagement and as such could find application. Integrat-
ing educational videos to conventional solutions would allow
to increase user engagement. Additionally, educational videos
could be used together with game-based and simulation-based
solutions to provide background knowledge and technical aspects
necessary for completion of the CS exercises offered.

From this analysis, it could be suggested that for offering prac-
tical CS training for CIP, simulation and virtualization platforms
and systems present a higher number of advantages than other
solutions. These types of solution satisfy the criteria for authentic
activity theory developed by Reeves et al. [114], offer highly
scalable and adaptable scenarios and exercises. Depending on
their specific implementation, they can also satisfy the majority if
not all requirements established by Beuran et al. [102], shown in
Section 6. Additionally, this type of solution has already been well
established as a training tool for CS training for different CI sec-
tors, as shown in Table 9. Nonetheless, research on development
and improvement of these types of platform should be continued
to allow for better targeting of CS roles, offering realistic and up-
to-date attack and defense scenarios and to increase scalability
and accessibility for users.

Unfortunately, the financial cost and resources to be allocated
for the establishment of comprehensive training programs is
often an obstacle for most firms. As such, consideration should
be taken in finding well-rounded and cost-efficient solutions.
Challenges do not only come in the form of economic limita-
tions; social, business environmental, organizational and personal
challenges have also been often reported in the literature[92].
Depending on the established business environment and organi-
zation structure of a company, implementing a new solution may
be challenged by personnel unfamiliarity, distrust in effectiveness
or anxiety of failure [92]. A possible solution for these chal-
lenges, especially in the case of simulation-based and game-based
training solutions, is to support participants by siding non-expert
personnel with CS experts or senior personnel.

8. Limitations

Although in this study we tried to conduct a comprehensive
literature review of CS training solutions for CIP and to discuss
the optimal evaluation criteria and methods for these training
solutions, a few limitations have been denoted:

e Evaluation metrics and KPIs value range determination: the
metrics and KPIs identified in this work have been deter-
mined from the literature search and articles discussing the
effectiveness of CS awareness training solutions. What has
been noted during the analysis of these articles was the lack
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of exact values corresponding to different evaluation results
for the metrics and KPIs applied. It is recommended that
in future work, exact values or results corresponding to ef-
fectiveness and comprehensiveness levels of the CS training
solutions are determined, similarly to the 4-level evalua-
tion table used in the maturity model proposed by Curtis
and Mehravari [33]. Additionally, it is important that these
value ranges are determined based on the distinguishing
properties of the training offering that is being evaluated.

e Interdependencies between KPIs and metrics: As stated by,
[88], there is no universally agreed method for evaluating
a CS training solution and determining the effectiveness of
a solution can be challenging. The KPIs and metrics shown
in Table 6 provide a comprehensive list of evaluation cri-
teria found in the literature. Unfortunately, the adequacy
of these criteria has not been formally determined. Addi-
tionally, which combination of evaluation criteria is best
suited for the evaluation of specific training programs has
also not been determined. Future research should focus on
conducting a study on the adequacy and interdependencies
of these criteria when evaluation a CS training solution.

e Interdependencies between CS awareness training and other
security measures for CIP: CS training is only one of the
lines of defense to be used for CS incident preparedness and
CIP. Formulating standards, policies and guidelines [116],
implementing security procedures and defense tools [117]
to protect the systems, the network and any other compo-
nent of CI is also necessary. All these defensive measures
should be implemented to be complementary to each other.
As such, when developing and implementing a CS aware-
ness and training program specific to a firm, other security
measures that have been implemented and future measures
should also be considered.

e Firm-specific limitations: As mentioned in Section 7, there
may be a number of obstacles in the implementation of
an optimal CS training solution inside of a company, due
to budget/resource thresholds or other limitations. Multiple
studies have been conducted to determine these challenges
[92,118,119]. These challenges may obstacle achieving op-
timal training solutions and as such they need to be con-
sidered when developing a CS training program. A direct
consultation with industry personnel should be required to
solidify knowledge on these challenges and which attributes
may need prioritization when developing and implementing
a firm-specific CS training program.

9. Conclusions & future work

The human element has been indicated as one of the greatest
vulnerabilities to CIP [120]. Many of the modern cyber incidents
are caused by the lack of knowledge and preparedness of per-
sonnel in detecting and preventing cyber attacks [3,4]. In our
previous work [15], we conducted a systematic literature review
with the purpose of investigating and analyzing key competencies
and skills required for CS in CI. As stated in [15], there is still
no agreement when it comes to optimal delivery methods for
acquiring the skills and competencies extrapolated and there
is also a lack of studies focusing on identifying and analyzing
training offerings for CI CS. For this reason, in this work, we
conducted a systematic literature review of proposed solutions
for CS training, with a focus on solutions for the aviation, energy
and nuclear sector. In Section 5, methods of delivery, target
audiences, advantages and disadvantages of groups of solutions
have also been discussed. Additionally, in Section 6, we conducted
an analysis of evaluation criteria for these solutions, by reporting
metrics and KPIs that could be used to assess a training program’s
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effectiveness and comprehensiveness. Evaluation methods and
data sources for these metrics have also been discussed. Based
on the findings of the literature review, it was found that delivery
methods that offered hands-on experience, in the form of training
scenarios and team-based exercises were often preferred over
traditional or alternative methods. Simulation and virtualization
platforms and systems in particular were shown to be a popular
CS training tool, both for Cl-sector specific training and gen-
eral CS concept training. The main advantages offered by this
category of solutions are fidelity to real-life CS procedures, hands-
on training, team skills development, scalability and adaptability
[94]. Nonetheless, agreement on which solution should be consid-
ered optimal has not been reached by researchers and all of the
solutions analyzed presented a number of disadvantageous fea-
tures. Further research should be conducted to establish whether
integrating different beneficial attributes found across different
proposals could produce a more effective and comprehensive
solution. A more in-depth study of sector and firm-specific chal-
lenges should also be conducted, to determine which challenges
may hinder the development of effective and comprehensive CS
training solutions and which attributes should be prioritized. Fi-
nally, further studies should focus on analyzing the effectiveness
of the metrics and KPIs highlighted in this work as evaluation
measures for CS training. In future work, we plan on tackling all
these limitations by developing training scenarios and exercises,
and using training delivery methods mentioned in this work for
CI personnel testing. This should also allow further research on
establishing value-specific KPIs and metrics for the evaluation of
the exercises’ output.
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