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Abstract
The direction of computing is affected and lead by several trends. First, we
have the Data Overwhelm from Commercial sources (eg, Amazon), Community
sources (eg, Twitter), and Scientific applications (eg, Genomics). Next, we have
several light-weight clients belong to many devices spanning from smartphones,
tablets to sensors. Then, clouds are getting popular due to their advantages
since they are cheaper, greener, and easy to use compared to traditional systems.
Finally, sensitive data stored as a plain text on a cloud system would be vulner-
able to unauthorized access and the security become an important aspect. We
believe that these advancements steer both research and education, and will put
together as we look at data security in the cloud. We introduce a password-based
encryption (PBE) approach to protect sensitive data, investigate the performance
metrics of the proposed approach, and present the experimental results for the
key generation and the encryption/decryption calculations.
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1 INTRODUCTION

Cloud computing has been rising as one of the most robust and widespread technologies that provide access to shared
resources such as CPUs, hard disks, network devices, and so on that can be automatically assigned and freed with mini-
mum administrative work.1 Clouds offer improved functionality and better cost-performance than traditional approaches
in many areas of scientific research, computational science, and engineering.2 Many of these opportunities have not been
explored in depth as there is currently no viable business model as clouds charged as operating funds (bearing over-
head) must compete with no-cost resources available through universities and federal initiatives. On general principles,
one can expect clouds to be the most economical computing resource as they offer economies of scale (one has around
100 000 servers in a large cloud data-center) and their internet access model can allow cloud-centers to be placed in
optimal locations where operating costs are low and environmental impact is minimal. Of course current national super-
computer resources operate near 100% utilization (whereas clouds typically operate below full utilization allowing an
attractive interactive model) and often are directly or indirectly subsidized by the host organization and this obscures the
comparison of cloud and traditional scientific computing approaches.3

Clouds offer interesting opportunities as both infrastructure (IaaS) and software (PaaS) levels. Their software model
has been designed for the wide-range data-intensive applications in the e-commerce, social media, and search fields.
These have been reinforced by the commercial cloud focus as general next-generation enterprise data-center technology.
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Comparing clouds, grids (distributed systems), and supercomputers, clouds have synchronization and communica-
tion costs that lie between those of distributed systems and supercomputers. Further clouds tend to be optimized for
external access and not for inter-node communication performance. Thus highly parallel large scale simulations are not
likely to move to clouds in the near future and should remain staple of traditional supercomputers. However, there are
two important classes of applications where clouds could perform well and offer attractive cost-performance, interactive
elastic (on demand) use, and powerful new software platforms. These classes are

• Pleasingly parallel applications and with some overlap
• Data-intensive applications

Clouds offer an interesting high throughput computing model for the pleasingly parallel case where there are two
important cases—namely, parallelism over users and usages. The former is illustrated by the many users of a Web 2.0 site
in commercial applications and by support of the “long tail of science” (the many small users with individual jobs) in
scientific case. The success of the European Venus-C project on the Azure cloud is a good example here. Parallelism of
usages could be illustrated by particle physics data analysis (each event set can be analyzed independently) or the support
of Sensor nets or more generally the “Internet of Things” where over 20 billion devices are predicted on the Internet by
2020; each sensor is naturally connected elastically (as individual sensors such as smartphones do not have 100% duty
cycle) to a core in the cloud.3

Cloud computing paradigm is based on sharing resources which offers integration of applications as a web ser-
vices and storage services. There are many well-known cloud computing suppliers such as Microsoft, Yahoo, Amazon,
Google and others. Amazon web services (AWS) is a major architecture provider for services since 2002 and then devel-
opments and new approaches for cloud computing had been proposed and utilized. Data can be store on servers in many
ways. When cloud service providers store data on cloud, they should be careful to preserve the CIA triad (confidentiality,
integrity, and availability) of data. Confidentiality is interested in preserving data private. Privacy is mostly focused on
preventing the disclosure of sensitive data. Confidentiality can be provided by several approaches such as access control,
encryption, authorized protection, and so on. Integrity is the assurance level that what data is expected to be in cloud,
what is really in the cloud, and is restricted from intentional or unintentional access without permission. Availability
represents the level of usable services that are available to spend by cloud users. Cloud computing technologies can be
helpful to increase availability by taking advantage of broad internet-enabled access to resources, however the client is
depending on the solid deployment of computing resources on time. Availability is provided in high ratios by well-defined
architecture by the provider, as well as well-prepared contracts and terms of agreement. Security of data storage in cloud
defines the level of data access supporting users with ability to specify access restrictions and security measures.4 Cloud
storage5 identifies the inexpensive cloud storage and backup options for small businesses. Depend on data importance,
data might be located on a single storage system or might be mirrored on multiple storage systems. An architecture of a
popular cloud computing storage model composed of a master control server with connected clients. The cloud storage
system is formed as four different layers: (a) a storage layer that is responsible for storing the data; (b) a basic manage-
ment layer that is charged with ensuring the security and the stability of cloud storage itself; (c) an application interface
layer that delivers service platform for applications; and (d) an access layer that is focused on the access platform.4

The encryption approach is the most generally used method to secure data in the cloud computing environment. The
client data can be classified into two different categories as private or public data. The public data is accessible from any
trusted clients leading to producing an environment for collaboration. On the other hand, private data is not sharable
data. It is client’s own private data and it must be carried in its encrypted form due to security and privacy reasons.
Latest cryptosystem can be categorized as symmetric and asymmetric cryptosystem based on the key characteristics. An
encryption key and a decryption key are shared between the receiver and the sender in a symmetric cryptosystem where
as a public and a private key pairs are used in asymmetric cryptosystems. These two keys for symmetric system are the
same or easy to deduct from each other. The popular symmetric cryptosystems include DES (Data Encryption Standard),
Blowfish, RC5, 3DES, RC6, Two-Fish, and AES (Advanced Encryption Standard). In asymmetric cryptosystems, the public
key can be revealed but the private key should be hidden. The famous asymmetric cryptosystems are RSA (Rivest Shamir
Adleman) and ECC (Elliptic Curve Cryptosystem).4

Today, different type of data is stored on a cloud environment in an unencrypted form. The stored data might be iso-
lated from others for security reasons but this may not be enough to protect the data. Since unknown vulnerabilities could
be discovered at any time leading to security and privacy issues for the stored data. For example, recent security bugs
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called “Meltdown and Spectre”6-9 affect approximately every two major computer processors made in the last 20 years.
It could lead to compromised servers for cloud platforms resulting in access to even isolated sensitive data. We propose
a password-based encryption approach that stores data in an encrypted state on the cloud to protect the sensitive data
from these types of attacks. In our proposed password-based encryption approach, the registered users with the proposed
system are authenticated through the usage of encryption/decryption keys without storing the users’ passwords. The asso-
ciated encryption/decryption keys are generated automatically whenever users login to the system. This also guarantees
that the attack surface only covers the decreased time of period. Moreover, our system guarantees the privacy of personal
data by storing a user’s credentials for social web tools in an encrypted form on a cloud. So, the user’s credentials can only
be accessed after being decrypted through the decryption key that is generated when the user authenticated. If a user does
not login to the system, then the user’s data cannot be accessed and it is maintained in an encrypted form on the cloud.

This paper contains a Password-based Encryption (PBE) approach that is built on top of AES system and an empirical
evaluation of the proposed approach. Our work aims to protect the user-related sensitive data (username and password
pairs for social web tools) that is located on a cloud. The main goal of this evaluation is to put our abstract research into
practice to analyze and verify its utility in a cloud environment. The literature fails to report on empirical case studies of
a password-based encryption approach that is used by a cloud federation and unification service for enabling privacy and
security of user-related sensitive data. We present our contributions below:

• Our proposed work guarantees the protection of the user-related sensitive data through the usage of password-based
encryption approach. The username and the password credentials for social web tools are maintained on a cloud in an
encrypted form.

• Our proposed system enables any cloud federation and unification service with ability to authenticate its users through
the usage of encryption/decryption keys without storing the users’ password. The keys are generated automatically on
the fly by using a key generating function and the keys are not stored anywhere else on the cloud.

• Our proposed system offers a modular security solution that is based on password-based encryption approach for any
cloud federation and unification service, and it ensures the security of the sensitive data located on a cloud environ-
ment. Our research also includes some calculations regarding the password space and the necessary time to obtain a
user’s password to break into the system.

Along with the description of the architecture, this article also includes the experimental analysis of the proposed
approach, analyzing its usefulness by examining the overhead value due to the added PBE security layer. In our pro-
posed research, we aim to have a system that is easy to use and to provide some level of security (useable security) for
the user-related sensitive data. Our goal is not to have a system, which enforces more complicated rules for ensuring the
security of the sensitive data in all possible ways. We are motivated to have a security module that is not complicated
and it is easy to use. So, we prefer to have a security wrapper that works fast and smooth with some level of secu-
rity without the usage of any type of two-factor authentication mechanism. This work should motivate the research of
other password-based encryption systems for cloud services along with identical security handling of the sensitive data
requirements.

The organization of the rest of the paper is as follows. Section 2 gives an overview about cloud computing and related
security concepts. Section 3 explains the architecture of the proposed system. Section 4 presents evaluation test results for
the prototype system running on Amazon Public Cloud. Finally, we conclude with some final remarks and future work
in Section 5.

2 BACKGROUND AND RELATED WORK

As explained in Reference 1, cloud composed of five major attributes, three service styles, and four deployment types.
Cloud computing is an arising technology one whose main concentration is scalable elastic service, on-demand service,
metered service, broad network access, sharing of resources resulting in saving of scale in performance, and electrical
power (Green IT).10 These related to Infrastructure as a Service but there are also solid new software approaches fitting into
Platform as a Service and Software as a Service that are also important.11 Cloud technology provides solid architectures
to execute complex extensive computing tasks and makes available various IT capabilities from storage and computation
to database and application services. Many organizations have attracted by cloud computing due to economic and usage
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advantages to store, process, and analyze huge amount of datasets.12 A big number of scientific applications and the data
have been migrated to cloud environments due to the lack of resources in local computing environments, higher costs,
and increasing volume of data.13 Also, cloud service providers have started to include parallel data processing frameworks
to allow their users to have related services during the deployment of their programs.14

Based on NISTs definition; “Cloud computing is a model for ubiquitous, convenient, on-demand access to a shared
pool of configurable computing resources that can be rapidly provisioned and released with minimal management effort
or service provider interaction”.1 Cloud computing has several charming features that allow companies to focus on their
major operations rather than worrying about the issues related to infrastructure, various costs, availability of resources,
flexibility, and maintenance.15 Furthermore, elastic environment, resources, and services provided by the cloud are excel-
lent opportunities for scientists to perform their experiments.16,17 Cloud service approaches can be classified into three
groups18:

• Platform as a Service (PaaS): In this service type, cloud providers offer a platform for computing such as operating
system, database, environments for code execution, application server, web server, and so on. Application developers
can easily produce, compile, and run their software solutions on a cloud platform without worrying about the cost and
complexity of the underlying hardware and software layers. Google’s AppsEngine, Salesforce.com, Force platform, and
Microsoft Azure are the popular examples to PaaS for end users.18

• Software as a Service (SaaS): In this service model, cloud providers serve software application that is installed and run
by the cloud provider in the cloud environment so that users can access the software through a cloud client. Cloud users
do not need to worry about handling the cloud infrastructure or platform where the software application is executed.
SaaS model is sometimes called as “on-demand software” due to the nature of pay-per-use or subscription fee-based
pricing policy. GoogleDocs, Gmail, Salesforce.com, and Online Payroll can be accessed through the Internet and can
be given as examples to SaaS category.18,19

• Infrastructure as a Service (IaaS): In this service approach, cloud providers offer actual machines, virtual machines, or
other resources so that users are abstracted from the functional structure of infrastructure such as data partitioning,
physical computing resources, location, load balancing, security, backup, network, and so on. Flexi scale and Amazon’s
EC2 can be consumed by end users upon demand and can be given as examples to IaaS category.18

Benefiting from Cloud computing allows a company to save on software, hardware, and infrastructure costs, how-
ever important business information may be improperly disclosed to others18,20 due to keeping the company’s data on
the service provider’s equipment. Some research works have recommended that users’ data kept on a service-provider’s
hardware should be encrypted.21 Encrypting data before saving to a database is a well-known technic for data protection.
Furthermore, service providers could build firewalls to make sure that the decryption keys associated with encrypted
user data are not revealed to intruders. Moreover, if the decryption key and the encrypted data are kept by the same ser-
vice provider, it increases the chance that administrators who have super admin privileges would have access to both the
decryption key and the encrypted data, hence bringing a risk for the unauthorized disclosure of the users’ data.18

Data encryption, authentication of users before accessing data, and setting up secure channels are well-known meth-
ods to protect users’ data.18 Cryptographic algorithms and digital signature techniques are used for these methods.
Symmetric and asymmetric cryptographic algorithms are used for data encryption in popular methods. Triple Data
Encryption Algorithm (TDEA, also known as Triple-DES or 3DES), Advanced Encryption Standard (AES), and others18

use symmetric cryptography in their implementation. A secret key is used for encryption and decryption processes in
symmetric cryptography, whereas asymmetric cryptography uses a “public key” for encryption, and a “private key” for
decryption purposes such as RSA cryptography22 and Elliptic Curve Cryptography (ECC).23 Symmetric cryptography
is more efficient and more suitable for encrypting huge amount of data. On the other hand, asymmetric cryptography
needs more computation time and is used for providing a mechanism for sharing the decryption keys that are needed for
symmetric cryptography.18

Password-based encryption methods are based on cryptographic hashing mechanisms. Essentially, a password and
a salt, which is only a random data and it can thwart dictionary or precomputation attacks, is fed in some fashion into
a mixing function based around a secure hash and the function is applied several times defined by an iteration count.
The iteration count increases the cost of exhaustive password search attacks by a significant amount. Once the mixing is
complete, the output byte stream is used to create the key for the cipher and possibly initialization vector as well. In our
proposed work, we have used a one way hashing function PBKDF2WithHmacSHA1 defined by NIST in Reference 24 to

http://salesforce.com
http://salesforce.com


MUSTACOGLU et al. 5 of 12

F I G U R E 1 Architecture of the
password-based encryption approach
integrated on a cloud-based federation
and unification service

generate the keys with “AES/CBC/PKCS5Padding” option and applied it to 1000 times. When using the password-based
encryption, there must be a policy on passwords that is appropriate to the security requirements of the application and
that the policy is enforced.

Recently, much of growing interest has been pursued in the context of data storage security on cloud services.25-33

These techniques, which can be useful to ensure the data security and the privacy in cloud computing, are all focus-
ing on using cryptographic and access-based control approaches. These schemes all provide efficient secure storage
and data availability services, where our proposed work enhances these approaches by adding number of capabilities:
(a) authentication of users through an automatic generated encryption keys without storing the users’ password; (b)
no necessity for the encryption/decryption key storage on a cloud environment; (c) storing sensitive data (user cre-
dentials for social web tools) in an encrypted form on a cloud by using an associated encryption key. As a result, our
goal in this study is to construct an efficient protection scheme for sensitive data based on password-based encryp-
tion approach. Furthermore, our proposed system also supports the authentication of the users to the associated
cloud system by using encryption keys and the encrypted data can only be reached after the user login to the system
successfully.

3 THE ARCHITECTURE OF THE PROPOSED APPROACH

Figure 1 shows the overall architecture of a cloud-based system, which utilizes the proposed password-based encryp-
tion approach to secure user-related sensitive, data runs on Amazon Public Cloud. This system consists of three main
component: (a) the cloud clients; (b) the online data sources; and (c) a cloud-based federation and unification system
wrapped with security module operates on Amazon Public Cloud. The cloud clients can be any clients such as smart-
phones, tablets, laptop PCs, and so on that interact with the system over the HTTP protocol. The online resources represent
data sources located on the web such as repositories, scientific databases, social bookmarking, and annotation tools,
and so on.
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This system is a collection of services for managing social data scattered on the internet. During the deployment phase
of the proposed system on the Amazon Cloud, the properties of the Amazon Public Cloud have been utilized and its
properties are described in detail:

1 The hardware layer: This layer is responsible for managing the physical resources of Amazon Public Cloud such as
physical servers, routers, switches, power, and cooling systems. In real life, data-centers are the places where the hard-
ware layer is typically implemented in a data-center generally contains around thousands of servers that are organized
in racks and interconnected through switches, routers, or other components. Hardware configuration, fault tolerance,
traffic management, power, and cooling resource management are the typical issues of the hardware level.34

2 The infrastructure layer: The infrastructure layer is also known as the virtualization layer, this layer generates a pool
of storage and computing resources by partitioning the physical resources by using virtualization technologies such as
Xen,35 KVM,36 and VMware.37 This layer is a crucial component of cloud computing paradigm due to many key fea-
tures are only made available through virtualization technologies such as dynamic resource assignment etc. Amazon
EC2 service has been utilized for the deployment of the cloud-based software services.34

3 The platform layer: The platform layer is built on top of the infrastructure layer and it consists of operating systems and
application frameworks. The main purpose of this layer is to minimize the burden of deploying applications directly
into VM containers. For instance, Google App Engine operates on the platform layer to provide API support for imple-
menting database, storage, and business logic of typical web applications. Amazon Simple DB service has been used
for satisfying the storage needs of the cloud-based software services.34

4 The application layer: The application layer is located at the highest level of the hierarchy and it consists of the actual
cloud applications. Cloud applications can leverage the automatic-scaling feature to achieve better performance, avail-
ability, and lower operating cost when compared to traditional applications.34 The password-based encryption module
wraps the cloud-based software services and they have been deployed as a SaaS model on the Application Layer of
the Amazon Cloud. The security module is used for authenticating the system users and encrypting/decrypting the
user-related sensitive data located on the cloud storage. The proposed approach is composed of two major parts,
namely, the registration phase and the authentication/access to social websites phase. The registration phase is per-
formed only once, and the authentication/access to social web sites phase is executed every time a user logs into the
system. The proposed work does not need to store users’ passwords related to users’ login. In other words, there is not
any password file for managing authentication process. Users are authenticated through the usage of the generated
encryption/decryption keys by comparing the entered usernames with the decrypted one. If the generated keys are
correct which means that the entered password is also correct then the encrypted usernames will be matched. Details
of the authentication process is explained in Section 3.2. The overall process consists of the registration, the authenti-
cation, and the usage of sensitive data and reaching sensitive data requires the cloud services to log in to remote social
web tools by using the related user’s credentials. The whole process is depicted in Figure 2.

3.1 Registration phase

This phase is invoked whenever a user registers with the remote system. The registration phase is provided through the
deployed cloud-based federation and unification service system and works as follow:

• A user who wants to register; enters first name, last name, selects a username, and a password for the cloud-based
system. Also, the user enters the related user credentials for social web tools (sensitive data: usernames and passwords)
that will be used for accessing to the remote annotation sites to retrieve data by the cloud-based services.

• The selected password by the user, automatically system generated unique salt value for each user (randomly generated
number) and the number of iteration count are used through a one-way hash function to generate an encryption key.
The unique salt value is stored in a database on the cloud system.

• The Profile info (sensitive data: usernames and passwords) of the user for the remote annotation sites are encrypted
by the generated encryption key and stored into a database on the cloud system.

• The selected username for the proposed system is also encrypted by the generated encryption key and then stored into
the cloud-based system database in two forms: an encrypted and a plain format.
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F I G U R E 2 Architecture of the password-based encryption approach integrated on a cloud-based federation and unification service

3.2 Authentication phase and access to remote social tools

This phase is invoked whenever a user wants to login to the proposed cloud-based system. After successful verification of
the user, the remote system allows the user to access the system. The login and the verification phase work as follows:

• The entered username for logging into the system is compared with the one that was stored in the proposed sys-
tem database in a plain format during the registration phase. If there is any match then it continues with the step 2,
otherwise:

⚬ Throw an error message stating that username or password is invalid.

• The entered password of the user, unique salt value retrieved from the proposed system database during the reg-
istration phase and the number of iteration count are used through a one-way hash function to generate encryp-
tion/decryption keys. The encrypted username associated with the plain username located in the cloud database
is retrieved and decrypted by using the decryption key. Then, it is compared with the username that is entered
by the user to login:

⚬ If the decrypted username matches with the one that is entered by the user to login, then the user is set into the
session and continue as successful login. Whenever the authenticated user wants to access to remote web tools, the
federation and unification cloud services can access to remote sites by using the associated profile info. To do so,
first, the regarding username and password pairs are decrypted through the decryption key that is automatically
generated after the user authentication. Then the remote social tools can be accessed and targeted metadata can be
retrieved easily via the provided cloud services.
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⚬ If the decrypted username does not match with the one that is entered by the user to login, then throw an error
message stating that username or password is invalid.

4 PROTOCOL ANALYSIS

The client program can be run on several environments such as smartphones, tablets, and PCs to reach the federa-
tion/unification services wrapped by the proposed password-based encryption module. The federation and unification
services are deployed on Amazon Public Cloud and used as a test-bed in this work. We tested the proposed system running
on Amazon Public Cloud through EC2 services. We have also used Amazon Public Cloud Simple DB/S3 for our storage
needs. Before looking at a detailed inspection, let us present the sub-sections of the protocol analysis. First, we performed
extensive series of measurements to evaluate the prototype implementation of the proposed architecture and investigate
its practical usefulness in real-life applications. In our general experiments methodology, we have sent various requests
from a client program to our proposed system implementation to test the performance metrics of our proposed system.
Then, we have investigated the password space of the proposed approach and calculated the necessary time for obtaining
a user’s password. Finally, we have mentioned about the most possible attacks that are prevented by our proposed work
and show the advantages of our work over password-based authentication.

4.1 System registration and authentication experiments

Our main goal in doing this experiment is to measure the baseline performance of the proposed security module wrapped
around the cloud unification/federation prototype services deployed on Amazon Public Cloud. In our experiments,
we have used the “PBKDF2WithHmacSHA1” function to generate the key with “AES/CBC/PKCS5Padding” option to
encrypt the message with 1000 iteration. We also use the similar settings to decrypt the message. In this work, time
for AES and hashing operations are not considered since they are negligible. So, we have measured the total time for
password-based-encryption protocol for key generation, encryption, and decryption operations. We have tested the per-
formance of the proposed system by measuring the time spent to generate encryption/decryption keys, encryption, and
decryption of the sensitive data by using the generated keys. We have also calculated the password space and the mini-
mum required time to break the system through the brute force attacks via the usage of a personal laptop PC with a regular
graphic card and the NVidia GTX 1080 graphic card. The client programs were run on a personal laptop to make a request
to access social web tools from the cloud-based system, while cloud-enabled system was running on Amazon Cloud. In
this experiment, we were exploring the performance metrics of our methodology for “generating encryption/decryption
keys”, “encryption,” and “decryption” services of the proposed password-based encryption approach. In our, each testing
case, the clients send sequential requests for login standard operation resulting in generating an encryption/decryption
key and encryption/decryption functions are executed 1000 times. We recorded the average time for generating an encryp-
tion key, encryption/decryption of the sensitive data, and this experiment was repeated 50 times. Figure 3 shows the
design of these experiments.

4.2 System registration and authentication experiments results

We conduct experiments where we investigate the base performance of the proposed system. We have implemented the
password-based encryption module in Java Language, using Java Standard Edition compiler with version 1.8.0_121-b13.
The configuration of the testing environment where our client code written in java language and is running to communi-
cate the implemented services on Amazon Cloud is given in Table 1. During the generation of the keys, encryption, and
decryption operations; we have set the key length to 128 bits, salt value to 16 bits, and the iteration counter to 65 536. The
test data consist of a password value (10 bytes) that obeys the rules defined in Section 4.3 and a 16-bit salt value added to a
user’s password resulting in a total of 12 bytes. Figure 4 represents the required times for basic key generation, encryption,
and decryption operations of our system. In this experiment we recorded processing times for the generating encryp-
tion/decryption key, the decrypt/encrypt service to measure the processing times of the proposed service. Key generation,
encryption, and decryption operations are also used whenever the proposed system reaches the remote annotation sites
to retrieve users’ data. This experiment shows the necessary time requirements to generate a key and encrypt/decrypt
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F I G U R E 3 Testing case for the key generation and
encryption/decryption experiment

T A B L E 1 Testing environment for client nodes
PC configuration

Processor Intel® Core i5-3317U CPU @ 1.70 GHz

RAM 6 GB

OS Windows 10 (64 Bit)

operations that are necessary for major services that interacts with the online annotation systems (eg, logins with the
proposed system, etc.).

Our test results for security calculations given in Figure 4 show that the key generation, encryption/decryption oper-
ations bounce between 101 005 milliseconds and 101 928 milliseconds for 1000 iterations, and the SD for the given result
is 266.6921. One can easily calculate that one security operation takes approximately 101 milliseconds. Hence, we can
perform around 10 key generations and encryption/decryption operations in 1 second with our testing environment. In
addition to these time requirements for the security calculations of the proposed system, we also need to spend time for
communicating with the remote social web tools and for retrieving a user’s meta-data presented in Table 2.38 The val-
ues in Table 2 are shared to provide better understanding how much time we need in order to retrieve data from remote
social webtools without including any time for security calculations. Finally, we can calculate the total time required for
encrypt/decrypt operations and for reading/saving data to remote social web tools.

4.3 The password space and security calculations

We assume that a password value created by a user during the registration process must be at least eight characters long
and required to consist of the following characters:

• Punctuations: possible 32 characters
• Capital Letters: possible 26 letters (A…Z)
• Small Letters: possible 26 letters (a… z)
• Numbers: possible 10 numbers (0… 9)

Under these assumptions, our whole password space for a minimum eight character long password will be:

(26 + 10 + 26 + 32)8 − (10 + 32)8 − (26 + 26 + 32)8 + (32)8 = 251.68
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F I G U R E 4 The necessary time for the key generation, encryption/decryption operations

T A B L E 2 The necessary time without security calculations for communicating with the remote tools

Repeated test cases 1 2 3 4 5

Metadata retrieval time (milliseconds) 145.44 146.49 145.72 147.77 147.37

Standard deviation of metadata retrieval time 12.74 13.64 13.09 14.54 13.94

On the security perspective, the NVidia GTX 1080 graphic card can perform 51 500 (∼51 × 103) PBKDF2 execution per
second39 whereas we can perform 10 PBKDF2 executions with our testing environment given in Section 4.2. Under the
assumption that one NVidia Titan X graphic card is used with 65 536 (∼65 × 103) iterations for obtaining the password
from out of 251.68 password space, then the necessary time needed to reach the password will be:

251.68

51 × 103 × 60 × 60 × 24 × 365
≅ 2221 years

If instead of one, 1000 of NVidia GTX 1080 graphic cards are used parallel for obtaining the password, then the
necessary time needed to reach the password will be:

2221
1000

≅ 2 years

As a result, our proposed password-based encryption approach can guarantee the security of user-related sensitive
data located on a cloud environment based on the above calculations showing the minimum required time to obtain a
user’s password.

4.4 Benefits of the proposed work over password-based authentication

Our proposed work allows users to login into the cloud system where their login credentials for social web tool can become
available for accessing social web tools. After successful login to the system, encryption/decryption keys are generated for
the logged user and the user’s sensitive data will be accessible for being used by cloud services to communicate with the
associated social web tools. The proposed work does not need to store users’ passwords related to users’ login. In other
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words, there is not any password file for managing authentication process. There exists a number of attacks in literature
for password files that are used in existing password-based authentication systems (eg, brute force, dictionary etc.). It is
easy to use these types of attacks in password-based authentication systems if a user’s password is weak or a weak hashing
algorithm is used for getting has a value of the password. On the other hand, our proposed work ensures the authentication
of the users and the encryption of the user-related sensitive data located on a cloud. To provide these services, our proposed
system does not contain any password file type structures. The users are authenticated when they are successfully login
to the cloud system that integrates our proposed password-based encryption approach. During the authentication of the
users, the encryption/decryption keys that are also used for encrypting/decrypting the users’ credentials for social web
tools are generated.

As a result, our proposed work guarantees the secure storage of the sensitive data in a cloud environment and provides
authentication services. The security of the data stored on a cloud is crucial and users should not be able to access each
other’s data stored in a cloud environment. However, recent Meltdown and Specter attacks6-9 make it possible to access
data, which is stored on a cloud without any encryption, by other cloud users. In general, possible attacks to the sensitive
data located on a cloud could lead to severe consequences. To prevent data from these types of possible threats, our
proposed work defines an approach for maintaining the privacy and the security of the data. Eventually, it is obvious that
storing data in encrypted form on a cloud is becoming more critical and gaining in importance.

5 CONCLUSION

We introduced a novel architecture for a Password-based Encryption approach that stores data in an encrypted form on
the cloud to protect the sensitive data. The Password-based Encryption Service is an add-on architecture that runs one
layer above existing information service implementations.

To achieve data privacy and protection on the cloud, we have introduced and discussed our Password-based Encryp-
tion approach that is based on symmetric cryptosystems and provides the security of the user-related sensitive data stored
on a cloud environment. The proposed work does not need to store users’ passwords related to users’ login. Another say-
ing is that there is not any password file for managing authentication process. Users are authenticated through the various
steps by password-based authentication approach using generated symmetric keys.

We performed a set of experiments to evaluate the performance of the Password-based Encryption Service to under-
stand whether it can achieve information encryption with acceptable costs. We shared our experiment results for required
minimal timing values for security calculations and the least time to obtain a user password.

With this research, we discussed the proposed Password-based Encryption approach for a cloud-based federa-
tion/unification service framework and its ability to handle privacy and security of the user-related sensitive data. We
intend to further improve this approach by focusing on the various techniques to identify the unsuccessful login tries to
prevent the attackers from trying to login to the system. As the development of cloud computing technology and security
issues is still at an early stage, we hope our work will provide a better understanding of the design challenges of cloud
computing and security needs, and pave the way for further research in this area.
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