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Abstract

The thesis explores the physical layer security approaches for securing an in-
body multi-nodal leadless cardiac pacemaker (LCP) communication system. Pace-
makers are implanted medical devices, used to treat different types of cardiac ar-
rhythmias. The widely used version of these pacemakers is implanted with in-
travascular leads. Due to lead related complications, the next generation of pace-
maker systems are becoming wireless i.e., connecting multiple nodes wirelessly
without intravascular leads.

Besides the unquestionable benefits of LCPs such as less invasive surgery, there
are also some concerns associated with it. The wireless nature of these devices
is a significant security risk and could lead to threats like eavesdropping, data
tampering, and device modification.

This thesis deals with the problem of quantifying the severity of risks associated
with the wireless nature of these next generation LCPs and the corresponding
countermeasures by utilizing the physical layer security (PLS) techniques.

To evaluate the system eavesdropping risk without PLS, we use the concept of
communication link outage probability. A link is said to be in an outage if the re-
ceived signal to noise (SNR) ratio falls below the threshold required for error free
decoding. We compute the eavesdropper (Eve) link outage probability for evalu-
ation of eavesdropping risk with respect to the distance around the body. Simil-
arly, for developing the corresponding countermeasures, we explore two different
approaches of PLS for securing LCP. The first approach provides a secure com-
munication strategy via channel modeling and offers data secrecy and reliability
simultaneously, without use of data encryption. The second approach provides
an alternative for symmetric key generation between legitimate nodes and avoids
the use of key management and distribution servers as in the case of conventional
cryptographic methods.

For channel modeling strategy, our hypothesis is on the availability of positive
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1V Abstract

secrecy capacity in the close proximity of the human body. Secrecy capacity is the
performance metric that supports secrecy and reliability at the same time and is the
maximum attainable secure communication rate without leakage of information to
Eve. Secrecy capacity depends on the inherent noise within the wireless chan-
nels. To implement a channel modeling approach, prior knowledge about wireless
channels is required and can only be implemented when the legitimate nodes have
superior channel quality over Eve on the physical layer.

To evaluate the secrecy capacity, the methodology of electromagnetic simulations
and experimental measurements is adopted for modeling the in-body to in-body
(legitimate) and in-body to off-body (Eve) wireless channels. The results show
that the positive secrecy capacity is achievable within the human personal space
of 25 cm, with practical antenna realizations. Furthermore, to examine the effect
of electromagnetic radiations through the human body across different angles in
three dimensional space, the spatial secrecy capacity is also evaluated. The angle
from which the maximum leakage of information takes place is found to the left
from front, just above the heart and is termed as the “Eve sweet spot angle”. Eve’s
sweet spot angle has the least secrecy capacity among all the eavesdropper spatial
positions with the human heart as a reference position. The results proved our hy-
pothesis that the human body as a lossy medium for electromagnetic propagation
inherently provides high attenuation to off-body Eve link, thus offering legitimate
nodes an advantage on the physical layer for implementation of channel modeling
approach.

For solving the issues related to key management and distribution in case of tradi-
tional cryptographic algorithms, the dissertation also explores the source modeling
approach to establish symmetric keys between legitimate nodes. The source mod-
eling approach exploit the correlated information source between legitimate nodes
for key generation. We hypothesized that the electromagnetic reflections experi-
enced due to in-body transmissions provide enough randomness to generate a sym-
metric key from wireless parameters like received signal strength (RSS), phase,
angle of arrival, etc. Therefore, we generated a symmetric key string between the
in-body nodes by utilizing the randomness in the RSS measurements. Similarly,
due to the availability of inherent physiological signals, the feasibility of sym-
metric group key establishment across multiple nodes of the leadless pacemaker
system is also analyzed. Both methods provide viable alternatives with RSS based
key generation method outperforming the other with a bit mismatch rate of ap-
proximately 1%.
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Chapter 1

Introduction

Technological advancements in wireless body area networks have led to the devel-
opment of many implantable and wearable medical devices and systems. These
developments also drove the transformation of decades old cardiac pacemakers
and implantable cardioverter defibrillators (ICDs). Pacemakers are implanted in
patients presenting abnormal heart rhythms.

Traditionally, pacemakers and similar systems consist of a device casing or ‘can’
that is implanted subcutaneously in a pectoral pocket below the left shoulder. The
subcutaneous implantation refers to the placement of a device under the skin into
the interior chest wall. The can is connected to transvenous wires or ‘leads’ that
run down through veins and are fixed to the inner walls of the right atrium or right
ventricle of the heart. Additionally, a third lead can be introduced above the left
ventricle for cardiac resynchronization therapy (CRT). CRT is used to treat heart
failure by coordinating the function of the left and right ventricles via a can [1].
The lead tips are equipped with sensors/electrodes to sense the electrical activity
of the heart and provides actuation if an anomaly is detected.

Though the traditional pacemakers are quite effective, still one in every eight pa-
tients develops early complications. The lead related complications are deemed as
the most critical ones because they may fracture, they may lead to infection and
their explantation carries a significant risk of mortality [2].

To overcome these complications, the next generation of these pacemakers is ex-
pected to be wireless between implanted sensors/electrodes inside the heart cham-
bers and the subcutaneous implant (can). These wireless electrodes/sensors im-
planted without transvenous leads are referred to as leadless cardiac pacemakers
(LCP) [3]. The LCPs can be implanted as a single chamber device or multiple
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chamber device communicating wirelessly between them and with subcutaneous
implant. The project WiBEC![4] aims to introduce the multinodal leadless pace-
maker technology with LCP in the right ventricle, right atrium, above the left vent-
ricle and the wireless subcutaneous implant. This configuration is referred to as
multinodal leadless cardiac pacemaker system and forms a wireless in-body car-
diac sensor network.

Advantages of leadless pacemakers include less invasive surgery, avoidance of lead
related complications and reduction in risk of infections as in the case of traditional
pacemakers. With several advantages, there are also some issues related to lead-
less pacemakers [5]. One of the key issues is to protect a life saving device from
eavesdroppers [6]. Successful eavesdropping may result in retrieval of a patient in-
formation (medical and non-medical) or performing attacks like denial of service
and data altering. In addition, it may enable the modification of implant configur-
ation without knowledge of the patient or physician. Thus, the wireless nature of
these devices could be a significant security risk and must be efficiently secured.

These wireless implanted medical devices can be secured via utilizing traditional
methods used in the case of conventional wireless networks. In conventional net-
works, information security is mainly implemented and studied via traditional
cryptographic algorithms [7]. The cryptographic algorithms ensure security by
encrypting data using secret keys. These keys help, encrypt and decrypt the in-
formation at a sender and a receiver respectively. They work on an assumption
of limited eavesdropper’s computational resources and requires a dedicated in-
frastructure for key management and distribution. However, it is challenging to
implement key based infrastructure in the new emerging paradigms like wireless
in-body sensor networks [8].

Another alternative could be the use of physical layer security (PLS), which relies
on concepts of information theory. Security with information theoretic measures
can be cryptanalytically unbreakable regardless of eavesdropper unlimited com-
putational resources. The information-theoretic approach or PLS methods have
several advantages; they a) solve the key distribution and management problem
for power constrained devices, b) do not assume limited computational resources
of an eavesdropper, c¢) can be stacked with traditional cryptosystems in order to add
additional layer of security d) offers low complexity and resource saving since they
eliminate key management servers [9]. There have been considerable efforts to se-
cure wireless networks based on PLS methods. However, these methods mainly
focus on free space wireless networks and cannot be directly applied to in-body
wireless networks because of the completely different media for communication.

'Wireless In-Body Environment
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Based on the aforementioned advantages of PLS over traditional cryptographic
methods, this thesis explores the PLS techniques to provide information security
for next generation LCPs. The PLS techniques are exploited to provide informa-
tion confidentiality and do not delve into other aspects like data integrity and nodes
authorization. Information confidentiality mainly refers to the protection of in-
formation from un-authorized access whereas data integrity maintains and assures
the accuracy of data. The authorization involves permitted access to the device.

In the following, we formalize our research objectives and questions for utilizing
PLS methods and provide the relevant contributions based on our research meth-
odologies.

1.1 Research Objective and Questions

In this thesis, first, we quantify the risks associated with the wireless nature of
leadless cardiac pacemakers and then provide the countermeasures for informa-
tion confidentiality using PL.S methods. We mainly utilize the channel and source
modeling approach of PLS. The objective is formulated in the following main
question which is further subdivided into multiple research questions (RQ),

How next generation leadless cardiac pacemakers can be secured using PLS
techniques?

RQ 1: What is the eavesdropping risk associated with next generation LCP?

RQ 2: What are the bounds on secure communication rate in case of utilizing
channel modeling approach of PLS?

RQ 3: How source modeling approach of PLS can be utilized for key genera-
tion between legitimate nodes?

In order to answer the posted questions, we adopted the following research meth-
odologies.

1.1.1 Research Methods

For effective implementation of PLS techniques, prior knowledge about wireless
channels is required. In case of cardiac pacemakers, the wireless channels of con-
cern are, in-body to in-body channel for legitimate transmissions and in-body to
off-body for evaluation of Eve channel. To model the in-body and off-body wire-
less channels, the methodology of electromagnetic simulations and experimenta-
tion (phantom and in-vivo) is used. The electromagnetic simulations are performed
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in CST? microwave studio whereas phantom experiments involve experiments on
phantoms. Phantoms are liquid chemical solutions that depict the dielectric proper-
ties of human organs/tissues. In-vivo experiments involve experiments on animals.
In case of experiments either the phantom or in-vivo, the transmit and receive an-
tennas are submerged in a phantom or implanted in an animal for channel model-
ing. The modeling of wireless channels helps in evaluating the secure information
rate in case of channel modeling approach of PLS whereas in case of source mod-
eling approach, the wireless parameters from channel measurements are used to
generate the secret key. The research methods are provided in detail in section 2.4.

1.2 Thesis Contributions

Our contribution to answer RQ 1 lies in the evaluation of eavesdropping risk by
using the concept of link outage probability. The link outage probability is defined
by computing the signal to noise (SNR) ratio at the input of the receiver chain
when it falls below the threshold required for error free decoding. We complement
the Eve link outage probability with the probability of successful eavesdropping.
Lower the Eve link outage probability, higher the chances of successful eavesdrop-
ping. First, we utilized the channel models from literature which then are replaced
with our own channel models developed in the later stage of the project.

Similarly, for answering RQ 2 in case of channel modeling approach, our contri-
bution lies in the evaluation of the bounds on maximum secure transmission rates
between legitimate nodes in the presence of an Eve. The performance parameter
reflecting secure transmission rate is referred to as secrecy capacity. A positive
secrecy capacity provides both data confidentiality and reliability. Our hypothesis
is on the availability of positive secrecy capacity in the close proximity of the
human body reflecting better legitimate channel over Eve on the physical layer.
Simulations and experiments were performed to model the wireless channels for
evaluation of secrecy capacity. In addition, the measurements were also performed
in multiple frequency bands (MICS, WMTS, ISM, and UWB). Furthermore, the
electromagnetic transmissions through human body involves heterogeneous me-
dium that results in variation in electric field intensity across different angles out-
side the body. For the mentioned reason, we also evaluated the three-dimensional
secrecy capacity on the spherical sphere around the body. Once the design limits
in terms of secure transmission rates are known, one can choose among different
wiretap codes for the transmission of confidential information without encryption.

For source modeling approach in case of RQ 3, our contribution lies in the ana-
lysis of key generation methods for in-body implanted leadless pacemakers. An

“Computer Simulation Technology
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encryption key can be generated between legitimate nodes if there is some com-
mon correlated source of randomness available between the nodes. The legitimate
nodes access that common source directly and generate a common key from the
source without sharing any information between them on the wireless link. The
sources which we utilized are, a) received signal strength (RSS), b) physiological
signals. In case of RSS based key generation method, we adopted the methodo-
logy of phantom experiments. The RSS measurements were taken simultaneously
at both ends of the in-body wireless channel between legitimate nodes which are
then used to generate a common key. Similarly, the physiological signals such as
the electrocardiogram (ECG), electromyogram, electroencephalogram, or blood
pressure may vary in morphology and amplitude depending on where they are re-
corded, but certain underlying physiological metrics, such as the heart rate, do
not. The leadless pacemakers record the local physiological signal and use the
underlying common parameter to generate the secret key without sharing of any
information. The major contributions of this dissertation can be summarized as:

e Evaluation of eavesdropping risk for LCP.

e Development of phantoms for different human organs in multiple frequency
bands to perform experiments.

e In-body to In-body and In-body to off-body channel modeling using elec-
tromagnetic simulations, phantom and in-vivo experiments in multiple fre-
quency bands.

e Evaluation of one-dimensional secrecy capacity in multiple frequency bands.
o Evaluation of spatial secrecy capacity in the ISM 2.4 GHz frequency band.

e Evaluation of insecure volume around the body for a certain fixed secrecy
rate.

e Analysis of RSS based key generation method for LCP using phantom ex-
periments.

e Analysis of group key generation between multiple nodes of leadless pace-
maker system using physiological signals.

1.2.1 List of Publications

All the papers listed below are outcomes of the research work carried out by the
author of this dissertation. This includes 7 published and 1 submitted paper. The
interconnection between research questions and publications is shown in Fig. 1.1
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How next generation leadless cardiac pacemakers can be secured using PLS
techniques?

RQ2: What are the RQ3: How can the

RQ1: What is the bounds on secure source modeling
eavesdropping risk communication rate approach of PLS can

associated with next in case of utilizing be utilized for key
generation LCP? channel modeling generation between

approach of PLS? legitimate nodes?

Paper A: Bodynets, Paper B: IEEE PIMRC, Paper G: |EEE
Sept 2017 Sept, 2018 ISMICT, May 2019
Paper E: Bodynets,

Nov 2018 Biomedical
Paper C: Sensors, Dec 2018 Engineering,

Feb, 2020
Paper D: Entropy,

June 2019

Paper F: IEEE

Paper H: Annals of

Transactions on
Biomedical
Engineering, Dec 2019

Journal Paper @ Conference Paper

Figure 1.1: Link between research questions and publications

whereas Fig. 1.2 shows the overview of the activities carried by author during the
Ph.D.

Paper A: [10] Awan, Muhammad Faheem; Kansanen, Kimmo. (2017) Estim-
ating eavesdropping risk for next generation implants. Advances in
Body Area Networks I. Springer, 2019. 387-398.

Paper B: [11] Awan, Muhammad Faheem; Perez-Simbor, Sofia; Garcia-Pardo,
Concepcion; Kansanen, Kimmo; Bose, Pritam; Castell6-Palacios, Ser-
gio and Cardona, Narcis. (2018) Experimental phantom-based evalu-
ation of physical layer security for future leadless cardiac pacemaker.
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2018 IEEE 29" Annual International Symposium on Personal, Indoor,
and Mobile Radio Communications, IEEE PIMRC, (pp. 333-339),
IEEE.

Paper C: [12] Awan, Muhammad Faheem; Perez-Simbor, Sofia; Garcia-Pardo,
Concepcion; Kansanen, Kimmo; Cardona, Narcis. (2018) Experimental
phantom-based security analysis for next-generation leadless cardiac
pacemakers. Sensors. vol. 18 (12), 2018.

Paper D: [13] Awan, Muhammad Faheem; Xiao, Fang; Mehrab, Ramzan; Niels,
Neumann; Kimmo Kansanen; Qiong, Wang and Dirk Plettemeier. (2019)
Evaluating secrecy capacity for in-body wireless channels, Entropy
2019, (21,858).

Paper E: [14] Awan, Muhammad Faheem; Kansanen, Kimmo; Palaksha, Deepak.
(2018) Information theoretic analysis for securing next generation lead-
less cardiac pacemaker. In 13th EAI International Conference on Body
Area Networks, (pp. 407-418). Springer.

Paper F: [15] Awan, Muhammad Faheem; Pritam Bose; Ali Khaleghi; Kimmo
Kansanen; Ilangko balasingham. (2019) Evaluation of secrecy capacity
for next-generation leadless cardiac pacemaker. Accepted for public-
ation in IEEE transactions on Biomedical Engineering 2019 (in press,
preprint version available online).

Paper G: [16] Awan, Muhammad Faheem; Kansanen, Kimmo; Perez-Simbor
S; Garcia-Pardo C; Castell6-Palacios S; Cardona N. (2019) RSS-based
secret key generation in wireless in-body networks. In 2019, 13 IEEE
international symposium on medical information and communication
technology, IEEE ISMICT May 2019, Oslo, Norway.

Paper H: [17] Awan, Muhammad Faheem; Rafael Cordero Alvarez; Kimmo
Kansanen, and Delphine Feuerstein (2019) Securing next generation
multinodal leadless cardiac pacemaker system: A proof of concept in
a single animal. Submitted in Annals of Biomedical Engineering Feb-
ruary 2020.

1.2.2 Papers Not Included in the Thesis

The author of the dissertation has also contributed to the following articles, as a
co-author.
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Figure 1.2: Overview of activities carried out by the author during Ph.D.
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Paper 1:

Paper 2:

[18] Palaksha D; Kansanen K; Awan MF. Feasibility analysis for pulse
based synchronization in a dual chamber leadless pacemaker system.
In 13th EAI International Conference on Body Area Networks, (pp.
419-430). Springer.

[19] Mehrab Ramzan; Xiao Fang; Ali Khaleghi; Muhammad Faheem
Awan; Qiong Wang; Niels Neumann; Dirk Plettemeier. Increasing the
transmission efficiency of the miniaturized Implanted spiral antenna in
the lossy medium in the MICS band. Submitted in IEEE transactions
on antenna and propagation.

1.2.3 Project Deliverables

In project WiBEC, number of deliverables has been submitted to the European
Commission that included inputs from different early stage researchers (ESR’s).
The following list of deliverables also contains author’s contribution which is
mainly doctoral work update, submitted in different phases of the project.

DI1.10:

D23 :

D24 :

D4.1

D4.2 :

D5.1

Midterm review meeting/Final technical report (authors work update
during halfway and end of the project).

Data rates and 50% improved operational time of the transceivers (au-
thor contributed in channel models leading to optimized energy utiliz-
ation).

Ultra low power algorithms, software codes and evaluation of results
(author contributed by reporting Paper G in the deliverable).

: In-vitro test results (author reported performed phantom experiments

from Paper C).

Final report on pre-clinical evaluation (author reported in-vivo experi-
ment results from Paper F)

: Local training activities (Ph.D. course work at NTNU and the train-

ings/workshops during the project)

1.3 Thesis Organization

The dissertation is a collection of eight technical articles. We structure the thesis
in two parts, Part I provides the background and summary of articles and is divided
into multiple chapters. The second chapter presents the background whereas the
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rest of the chapters group together articles addressing similar topics. Each chapter
conveys the basic problem, approach, methodology and descriptive summary of
the research articles under the same theme. Part II provides the set of research art-
icles and are scientific contributions of the dissertation. Part I follows the following
structure.

e Chapter 2 provides background, clinical aspects of the cardiac pacemakers,
and existing security methods for WBAN.

e Chapter 3 covers paper A and evolves from basic concepts to the approach
used. Paper A estimates the eavesdropping risk for cardiac implants by con-
sidering the transmission of unencrypted information. (RQ: 1)

e Chapter 4 provides the channel modeling approach of PLS systems. First, it
covers the basic idea of the approach and then summarizes Paper B, C, D,
E, and F. (RQ: 2)

e Chapter 5 analyzes the PLS key generation approaches and summarizes pa-
per G and H. (RQ: 3)

e Chapter 6 concludes and provides future directions.

Part II contains the research articles provided in the Appendix.
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Chapter 2

Background

2.1 Wireless Body Area Network

A network of wireless wearable computing devices is referred to as wireless body
area network (WBAN) or medical body area network (MBAN) or body sensor
network (BSN) [20-22]. The IEEE 802.15.6 is the latest international standard
that defines short range, low power, and reliable wireless communication in the
vicinity or inside the human body! [23]. The standard defines the approved fre-
quency bands, power limitations, and required data rates for different applications
along with required security measures to preserve the safety of the device. There
are numerous applications of WBAN that are mainly characterized in two broader
groups i.e., medical and non-medical applications. The non-medical applications
include entertainment applications e.g., gaming, social networking, etc. The med-
ical applications are basically classified into three different categories; wearable,
ingestible, and implantable.

The wearable devices are worn, mounted or can be carried in a pocket. These
devices contain sensors to monitor different physiological conditions e.g., glucose
level, heart rate, temperature or biochemical properties [24-27]. Different sensors
including electrocardiogram (ECQG), electroencephalography (EEG), body temper-
ature, pressure sensors, respiratory/heart rate monitors, spirometers, blood SpO2
sensors, and fall detection sensors belong to on-body/wearable devices. The med-
ical devices that can be swallowed are referred to as ingestible capsules and are
mainly used for monitoring and diagnosis of gastro-intestinal tract [28, 29]. The
most recent ingestible medical device is pillcam [30] which provides a thorough
exam of the entire human colon via images. The patient swallows the pillcam

"Not confined to humans only

13
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Figure 2.1: Wireless Body Area Network

capsule which takes images while traveling through the gastro-intestinal tract and
transmit the images to a recorder which the patient wears on a belt. The procedure
is performed under controlled conditions and last for 24 hours or even less.

The third category involves the implantation of medical devices inside the hu-
man body and is referred to as implanted medical devices. These devices are im-
planted using surgical or catheter-based procedures and contain sensors and actuat-
ors. Sensors are used for sensing the physiological conditions whereas the actuator
performs appropriate therapy if needed. Notable among these implanted devices
are neurostimulators, cochlear implants, retinal implants, biosensors with drug de-
livery systems and cardiac implants which include pacemakers and implantable
cardioverter defibrillator (ICD). Moreover, the embedded devices implanted inside
the body form an in-body network whereas the on body devices form an on-body
network.

Fig. 2.1, shows a typical WBAN network, divided into different communication
tiers. The communication of implanted nodes inside the body is referred to as an
in-body network and is the first tier of communication. The second tier connects
in-body nodes with the on-body nodes or can connect directly with the off-body
node/hub. The on-body nodes may also be connected to each other via a central
node which is then connected to the off-body hub. The off-body hub relays the data
via a wide area network (WAN) to the cloud/storage databases. In this dissertation,
the focus is mainly on the wireless in-body sensor network that contains multiple
nodes of leadless cardiac pacemaker system.
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2.2 Cardiac Pacemakers

Cardiovascular diseases are considered to be one of the leading causes of death
worldwide. These diseases include conditions that effect the structure or function
of the heart such as, heart attack, narrowing of arteries, abnormal heart rhythms,
heart failure, heart valve disease, blood vascular disease and many more.

The human heart beats in steady, and even rhythm, about 60-100 beats per minute
(bpm). That makes approximately 100,000 times a day. Due to the malfunction
of the heart’s cardiac function, the heart gets out of rhythm causing the abnormal
heartbeats which are referred to as cardiac arrhythmias. The slow rhythm usu-
ally less than 60 bpm is referred to as bradycardia whereas the fast heart rhythms
are called tachycardia. Cardiac pacemakers are the medically implanted devices
designed to regulate abnormal cardiac rhythms. They monitor electrical activity
regularly and stimulates when required. These cardiac devices are broadly divided
into three categories, 1) pacemakers, used to treat bradycardia, 2) implantable car-
dioverter defibrillators (ICD), used as anti-tachycardia agent and delivers shock
during critical conditions, 3) cardiac re-synchronization therapy devices (CRT), to
synchronize the bi-ventricular contractions. There are approximately one million
pacemaker implantations annually worldwide [31].

2.2.1 Traditional Cardiac Pacemakers

Conventionally, pacemakers and similar devices consist of a device casing or a
‘can’ that is implanted subcutaneously in the pectoral pocket and this exists since
1958 [32]. The ‘can’ is connected to wires or ‘leads’ that pierce into and run down
the subclavian vein where they are ultimately fixed to the inner walls of the heart.
Electrodes on the distal ends of these leads record cardiac electrophysiological
signals known as electrograms (EGMs) and stimulate the heart accordingly. The
electrodes lay in the right atrium, the right ventricle, and above the left ventricle,
depending on the particular cardiopathology in question. Fig. 2.2a shows the tra-
ditional (i.e. transvenous) widely used cardiac re-syncronization therapy (CRT)
system. The can contains a pulse generator, associated circuitry, and a battery.
The conventional pacemakers are quite efficient but still there exist some complic-
ations and limitations. The complications include pocket infection or hematoma
[33], cardiac perforation, pneumothorax, and lead dislodgement. The most critical
complications are due to the system leads — they may fracture, they may lead to
infection and their explantation is a highly morbid process, carrying a significant
risk of mortality [34]. The leadless pacemakers have been seen as an efficient and
reliable alternative to reduce the complications of conventional pacemakers.
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Figure 2.2: Comparison between traditional (a) and a variant (b) of the next-generation
CRT systems. IC-Subc. comm refers to intracardiac to subcutaneous communication and
IC-IC. refers to intracardiac to intracardiac communication.
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2.2.2 Leadless Cardiac Pacemakers

The concept of leadless pacing was first introduced in 1970 [35]. The only lead-
less pacemaker currently available in the market is the single chamber Micra™
pacemaker distributed by Medtronics [36]. The Micra consists of an autonomous
single chamber leadless pacemaker, implanted in the right ventricle and without
a subcutaneous implant or a pocket under the skin. The Micra pacemaker is con-
figured and programmed by placing a programmer head on the chest of a patient,
above the implanted device. This allows establishing a wireless radio frequency
communication between the programmer and the device. Micra only offers single
chamber ventricular excitations which only covers less than 10 % of the patient’s
population. More than 50 % of cardiovascular patient’s require multi-chamber
pacing for which the ultimate solution is the CRT therapy consisting of multiple
leadless pacemakers.

2.2.3 Multinodal Leadless Cardiac Pacemakers

The next generation of cardiac pacemaker system is becoming wireless i.e., con-
necting multiple nodes (electrodes) of the pacemaker system wirelessly without
intravascular leads. Depending on the exact cardiopathology being treated, there
will be different variants of future leadless cardiac pacemaker system and will ex-
ist as a single chamber pacemaker to a triple-chamber cardiac re-synchronization
therapy (CRT) device. One possible configuration could consist of only multi-
chamber leadless electrodes that would communicate with each other wirelessly
and relay the data directly to an external programmer. Another possible config-
uration could also integrate a subcutaneous implant that could relay the data of
leadless intracardiac electrodes to an external programmer (see Fig. 2.2b). Each
intracardiac electrode will contain the sensor, RF communication module, and an
actuation unit. The sensors will sense the physiological signals and proper actu-
ation will be provided, if required. The subcutaneous implant will be considered
as a hub or a master unit that will communicate wirelessly with intracardiac elec-
trodes. It will act as a primarily processing unit that will take decisions and will
store/relay the data to other peripheral devices (on-body or off-body). The sub-
cutaneous implant will offload the burden from intracardiac electrodes to increase
their lifetime.

As the pacemaker and similar systems become leadless, a wireless communica-
tion challenge arises between various nodes of the system. A few key challenges
include power minimization, allocation of the frequency spectrum, data rate re-
quirements and privacy/confidentiality of the implanted wireless devices. This
dissertation focuses on information confidentiality related challenges of next gen-
eration leadless cardiac pacemakers.
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The wireless nature of these pacemakers is a critical security concern as patient
physiological information and therapy-related commands are communicated wire-
lessly. This makes communication more visible and thus facilitating eavesdrop-
ping and potential hacking. Due to the sensitive and often life-critical nature of
these systems, it is essential to protect the communication between multiple car-
diac nodes. Below we discuss the existing, most widely used approaches to provide
information security in case of wireless communication networks along with the
emerging security paradigms.

2.3 Information Security

Security is one of the most important issues in communication and plays a vital
role in device reliability. The vital security concerns that arise in wireless com-
munication network includes data integrity, data confidentiality, and authentica-
tion. Confidentiality ensures the reception of information to the legitimate receiver
without leakage to an eavesdropper. Integrity proves that the received information
is not being modified whereas authentication guarantees that information is sent by
the legitimate source. Similarly, the attacks on communication networks can also
be classified into two categories; active and passive attacks. The active attack in-
volves disruption of the system whereas in the case of passive attacks the intruder
only listens to the communication without any disruption. Usually, the passive at-
tacks are mostly followed by active attacks. These concerns are even more critical
for implanted medical devices because of application sensitivity. This dissertation
mainly focuses on information confidentiality issues related to the next generation
of leadless cardiac pacemakers and considers the passive eavesdropper outside the
body.

Information confidentiality can be provided using traditional cryptographic meth-
ods which are based on data encryption and decryption [37]. In the process of en-
cryption, the sender transforms the plain text into ciphertext using the encryption
key whereas on the receiver side the reverse process is performed. Eavesdropper
with no information about the key cannot decrypt the ciphertext. This process as-
sumes the limited computational resources of an eavesdropper who cannot test the
entire keyspace in a time span during which the information is considered being
critical. The encryption based cryptographic algorithms are divided into symmet-
ric and asymmetric algorithms [38]. The symmetric algorithms use the same key
for encryption and decryption purposes whereas the asymmetric algorithms use
separate keys for encryption and decryption purposes (mainly public and private
key). Both methods put forward different challenges from key management and
distribution to the requirement of high computational resources [39—41] in case of
power constrained devices.



2.3. Information Security 19

Security Mechanisms

[ 1
Computational Cryptography PLS

r—l—\ [ | \

Symmetric Asymmetric ~ Channel Modeling Source Modeling

Figure 2.3: Information security paradigms

An alternative to traditional cryptographic methods is the information theoretic se-
curity or physical layer security (PLS) approach for securing wireless communica-
tion. The information theoretic security approaches the information confidentiality
using the physical layer in a communication paradigm. It was pioneered by Shan-
non [42] in 1949 with an introduction to one-time pad, and was followed by Wyner
[43] and Csiszar & Korner [44] with an introduction to wiretap channels in 1970s.
The basic idea of PLS methods is to secure confidential information by utilizing
physical medium (channel fluctuations, attenuations and noises). PLS methods
provide a lightweight alternative for power constrained devices with several ad-
vantages over traditional methods. These are less complex and save resources by
eliminating the use of key management and distribution servers. In addition, PLS
systems do not assume the limited computational resources of an adversary/Eve
and can also be stacked with traditional methods to provide an extra layer of se-
curity on the physical layer. Fig 2.3 shows the basic security paradigms, including
conventional and PLS methods?. In the following section, different types of threats
are presented along with the existing security solutions in the context of WBAN.

2.3.1 Information Security and WBAN

Security for WBAN devices is considered as a very critical feature in the commu-
nication paradigm because of sensitive medical information [45]. Insecure medical
devices and communication links can lead to severe consequences and could res-
ult in the loss of a patient’s life [46]. To demonstrate the concern, Halperin et
al. [47] performed software-based attacks on implanted cardioverter defibrillators
(ICDs) using off-the-shelf programmer and directional antennas. It was shown that
patient safety and privacy can be compromised due to insecure wireless commu-
nication links. The comprehensive survey on privacy and security issues related to
implanted medical devices (IMDs) is provided in [6]. Similarly, [48] discusses the
challenges, goals, and need for securing IMDs.

WBAN could be exposed to numerous threats like data tampering, jamming or

2PLS approaches used in this dissertation are only provided
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denial of service. If any node in WBAN is compromised, then the availability of an
entire network can be jeopardized. An adversary can also tamper the data, which
can lead to inappropriate therapy. As WBANs are usually small networks, thus the
operating frequencies can be jammed to make nodes unavailable. Similarly, nodes
can be flooded with several broadcast requests to perform the denial of service
attacks. In short, all the threats related to other computing devices are applicable
to WBAN with severe consequences.

Several approaches have been reported in the literature to secure WBAN com-
munication [49-51]. TinySec is a link-layer security solution for wireless sensor
networks which was initially adapted for biomedical sensor networks [52, 53] in a
way that the keys are manually programmed into the devices. Similarly, different
modes of security are defined in IEEE 802.15.6, from no security to multiple levels
of security [54]. In addition, some of the medical devices using Bluetooth or Zig-
bee utilizes the security algorithms implemented in these standards. Lee et al. [55]
proposed a secure key management health care system using the elliptic curve
cryptography (ECC). Likewise using ECC, an identity based authentication sys-
tem was proposed by Zhao [56]. Similarly, [57-61] explores unique biometric
features for identification purposes. A complete framework for anomaly detection
using machine learning algorithms is provided by Saleem et al. [62]. Braua et al.,
Sun et al., and Saleem et al. in [63—65] respectively focus on patient’s data privacy.
The targeted approaches mainly used traditional cryptographic algorithms for se-
curing WBAN communication network and are mostly proposed for on-body to
on-body or on-body to off-body WBAN networks.

2.3.2 Physical Layer Security

PLS methods provide several advantages over traditional methods, from low com-
plexity to cryptanalytically unbreakable [66, 67]. In the following, we discuss the
approaches utilized in this dissertation.

Source Modeling Approach

In the source modeling approach, secret keys can be generated between legitimate
nodes by utilizing a correlated random source. A source could be among different
wireless channel characteristics e.g. RSS, AoA, CIR, and Phase or physiological
signals e.g. ECG, EGM, heart rate or blood pressure in case of WBAN.

Maurer et al. [68] were the first to introduce the methodology of generating secret
keys from a common source. In recent years, extensive literature aims to utilize
this approach for free space wireless networks [69—72]. The comprehensive sur-
vey is provided in [73], in which different techniques to generate secret keys are
presented.
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Similarly, Monrose et al [74], proposed the first biometric-based key generation
method. These techniques were based on behavioral biometrics and are provided
in [75, 76]. Biometric traits for key-generation can be divided into external and
internal traits. The external traits refer to those that remain the same through-
out the subject’s life and include iris, fingerprints, hand geometry, DNA, and fa-
cial morphology [77-79]. The main drawback of external biometrics is that they
can be easily forged (e.g we leave our fingerprints on all the objects we interact
with on a daily basis). Conversely, internal biometrics are those that vary with
time and typically represent internal physiological phenomena. Therefore, they
are more resilient in this respect. These internal biometrics include the ECG, the
photoplethysmogram (PPG), and the electroencephalogram (EEG) [80]. The use
of inter-beat-intervals (IBIs) for a key generation was proposed in [81] where PPG
and ECG were utilized to extract IBIs. Other similar works are also available in
the literature, utilizing heart rate as a random source to generate the cryptographic
keys [82-86].

Channel Modeling Approach

In contrast to the source model approach, the keyless approach or channel model
approach, information theoretically secure the transmissions by utilizing the phys-
ical medium (channel fluctuations, attenuations, and noises). It makes use of the
channel difference between the legitimate receiver and eavesdropper to benefit the
legitimate party [87]. This approach does not require keys to secure the informa-
tion. The channel modeling approach can only be utilized if the legitimate receiver
has an advantage over eavesdropper on the physical layer. Different methods are
proposed in the literature to secure standard wireless network transmissions us-
ing channel model approach with focus to degrade the Eve channel by making
it noisier than legitimate channel. It can be achieved by using cooperative jam-
ming with external helpers/relays, full-duplex receivers with multiple antennas or
adding the artificial noise/jamming signal. Biao et al. in [88] secure the single
antenna systems by introducing artificial noise. Similarly, in [89], different the-
oretical limits for practical design of PLS jamming in standard wireless networks
are presented with introduction to transmit and receive jamming whereas [90, 91]
explores different secrecy rate optimization techniques for multicast networks. A
comprehensive survey on PLS channel model approaches is provided in [92, 93].

2.4 Research Methods and Approaches

In either case, the source model or channel model approach, PLS utilizes the com-
munication channel between legitimate nodes in order to secure the confidential
information. Thus, it necessitates some prior knowledge about wireless channels.
Our application scenario of cardiac pacemaker involves the evaluation of wire-
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Figure 2.4: Multinodal leadless cardiac pacemaker system with an external eavesdropper

less channels inside and through the body. Fig 2.4 shows the considered system
model in the thesis in which the in-body nodes are communicating with each other
whereas Eve outside the body tries to eavesdrop the communication. There are two
legitimate links, intracardiac and subcutaneous and one eavesdropper link. The in-
tracardiac link is the link between intra-cardiac leadless pacemakers whereas the
subcutaneous link is the link between the pacemaker in the right ventricle to the
node (can) in the subcutaneous space. As the distance between intracardiac links
is quite small as compared to the subcutaneous link, so we mainly consider subcu-
taneous link in most of the analysis in this dissertation. If the secrecy parameters
are satisfied for the subcutaneous link, then it can easily be proved for intracardiac
link.

To characterize the channels involving the human body, computational modeling,
phantom, and in-vivo experiments are used. The ITU standard has recommended
MICS (402-405 MHz) [94] frequency band for implant communication whereas
ISM (433 MHz, 868 MHz, 2.4 GHz) [95], WMTS (608-614 MHz) [96], and
UWB (3.1-5.1 GHz) [97] frequency bands are also utilized in implantable tech-
nologies. The choice of frequency band depends on multiple factors that include
path loss to antenna size constraints. In addition, the dielectric properties of human
organs also vary and depend upon the frequency band under observation.

Based on the suitability, availability, and appropriateness, we utilize all three meth-
ods to characterize the channels in the context of leadless cardiac pacemakers.
In addition to different channel characterization methodologies, we also consider
multiple frequency bands. In the following, our setup for each measurement meth-
odology is presented.
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Figure 2.5: A sample computational model

2.4.1 Computational Modeling

Computational modeling is performed using electromagnetic (EM) simulation tools
like CST (Computer Simulation Technology) [98], Ansoft HFSS (High Frequency
Structure Simulator) [99], FEKO [100] and XFDTD [101]. In this dissertation,
computational simulations are performed by using the 3D EM simulation tool CST
that allows simulations both in time and frequency domains. CST evaluates the
path loss for in-body transmissions by solving the Maxwell equations for a com-
plex medium. We utilized the anatomical data set from CST voxel family [102]
and visible human project [103, 104]. The Gustav model is used from a voxel
family whereas Hugo model is used from a visible human project. In comparison
to Gustav model, Hugo model is a highly complex and detailed model, developed
from a dissected male corpse that is segmented into multiple layers. These lay-
ers are then sampled and interpolated to provide a highly efficient computational
model of the human body. In addition, the frequency dependent dielectric prop-
erties of each individual biological tissue have also been considered in the model.
We first utilized Gustav model in paper D, which was then replaced with Hugo
model in paper F for detailed EM simulations.

For reduction in computational cost in our simulation’s scenario, we only consider
the upper torso of the human body, as the full body simulations are not required
for cardiac application. Fig. 2.5 shows the sample computational model utilized
for channel modeling.

2.4.2 Phantom Experiments

Phantoms are chemical solutions that mimic the dielectric properties of human or-
gans/tissues. The phantoms are developed to emulate at room temperature (24 °C),
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Figure 2.6: Measurement setup for phantom experiments

the electromagnetic properties of the human body at 37 °C provided by Gabriel
[105]. In our work, the measurement setup of Fig. 2.6 has been utilized. Our
measurement setup contained an anechoic chamber, a Vector Network Analyzer
(VNA), a 3D spatial positioner, a phantom container, and a magnetic tracker. The
anechoic chamber is used to reduce the surrounding environmental contributions,
the magnetic tracker measures the distance between transmitter and receiver an-
tenna at different measuring points, whereas the positioner is used to precisely
move an antenna to different measuring points. The VNA is controlled via a
laptop with software that performs initial calibration of components before meas-
urement and configures all the devices. It is calibrated with Rosenberger calibra-
tion kit RPC-3.50 to remove the losses due to coaxial cables. After defining the
measurement parameters, including frequency range, measurement grid, resolu-
tion bandwidth, intermediate frequency, power and number of measurements per
position, the measurement setup automatically evaluates the channel transfer func-
tion between in-body to in-body and in-body to off-body antennas at the specified
grid points.

2.4.3 In-vivo Experiments

In-vivo experiments involve experiments on animals that represent an in-body en-
vironment close to that of the human body and are mostly performed to compare
the results with the simulations and phantom experiments. In this dissertation, we
mainly utilize the data from in-vivo experiments that were performed for other
purposes. None of the in-vivo experiment presented in this dissertation was ex-
clusively initiated by this work.
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Eavesdropping Risk

3.1 Introduction

In Paper A, we evaluate the eavesdropping risk, where we consider the transmis-
sion of unencrypted information between legitimate nodes, and measures the sig-
nal to noise ratio (SNR) outside the body to compute whether the SNR is high
enough to decode the information by an eavesdropper (Eve). The eavesdropping
risk is associated with the outage probability of a communication link [106].

3.2 Background

In a simple communication system, the source wants to transmit a message through
a channel that the recipient wants to replicate as shown in Fig. 3.1. If the receiver
signal to noise (SNRg) is higher than the threshold (SNRy;) required, then the re-
ceiver can successfully decode the information with a small probability of error
(PGR). The threshold SNR (SNRy;) required depends on an information rate (R)
with which the source wants to communicate. Shannon in [107], quantified the in-
formation that one can reliably transmit with a relatively small probability of error
and termed it as the capacity of the communication channel [108]. Capacity is the
number of information bits per channel use. There exist coding techniques that
can achieve the rate R equal to or close to the capacity of a communication chan-
nel e.g., LDPC codes, turbo codes. Our approach in Paper A utilizes the channel
capacity as a measure to evaluate the eavesdropping risk. For a given information
rate R < C, if the SNRg is below the threshold required then the receiver (Eve) is
not able to decode the information and we say that the communication link is in
outage as shown in Fig. 3.2.

25
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Figure 3.2: Probability of bit error (P.) vs SNR (legitimate receiver and Eve). Outage
represents the region when Eve received SNR (SN Rg) is less than the threshold required
for error-free communication.

3.3 Eavesdropping Risk

Consider the system model of our cardiac application as shown in Fig. 3.3, where
leadless pacemaker (Alice) is communicating unencrypted information to the sub-
cutaneous implant (Bob) at a fixed distance of 15 cm and Eve outside the body is
trying to eavesdrop. For reliable communication, the transmitter needs to commu-
nicate on a rate R, less than or equal to the capacity of the link which by Shannon’s
capacity formula can be expressed as,

C = B xlogy(1 + SNRpg), 3.1

where B is the channel bandwidth. If we assume the fixed information rate R then
the threshold SNR required to achieve the rate R can be expressed as,

SNRu(R) > 25 — 1, (3.2)
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Figure 3.3: A communication scenario between single leadless pacemaker in right vent-
ricle and subcutaneous implant (Bob) in the presence of Eve.

For our case scenario, we have two links, the legitimate link with received SNR
represented as SNRp and Eve link with SNRg. We assume that the SNRp > SNRy;,
and Bob lies in the reliable region with probability of error P” = 0 (see Fig. 3.2)
whereas the SNRE varies with respect to Eve distance. The Eve link is desired to be
in an outage to minimize the risk of eavesdropping (SNRg < SNRy;,) (see Fig. 3.2).
Based on Eve link outage probability, the eavesdropping risk can be expressed as,

3.3
PSE =1- Pout ( )

If we consider a constant transmit and noise power, the only parameter that effect
the received SNR is the propagation loss. In Paper A, the statistical path loss model
of [109] is utilized for in-body to in-body and in-body to off-body communication
in the MICS frequency band. The path loss model is not for cardiac scenario and
only provides an estimate!. The model is log-normally distributed and can be
expressed as,

d
PL(d)qp = PL(do)ap + 10 x n x logy, (d> + Sp, d>d, (34

In (3.4), PL(d) is the path loss/attenuation at a distance d between source and re-
ceiver, d, is the reference distance and is equal to 5 cm. Path loss exponent is n
and depends on an environment, for deep implant n = 4.26 [109]. Similarly, S}, is
random scattering around the mean and can be represented as N (i, o). Fig. 3.4
shows the eavesdropping risk with respect to Eve distance for different informa-
tion rates. e.g., For ECG rate (R=250 kbps) and a MICS channel bandwidth of

'In the later part of the dissertation, the channels are modeled specifically for cardiac scenario
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Figure 3.4: Probability of successful eavesdropping at varying Eve distance

300 kHz, the threshold SNR (SNR;;,) required is -2.12 dB. For the mentioned rate
(black line with plus mark), we found that the outage probability of Eve link at
a distance of 15 cm is approximately 0%, resulting in an eavesdropping risk of
about 100% (SNRg > SNRy,, reliable region, Fig. 3.2). Thus, an Eve can decode
the unencrypted information with a probability of error (P = 0). As Eve moves
away from the body, SNRg drops (SNRg < SNRy;,, outage region, Fig. 3.2), result-
ing in lower eavesdropping risk, which at a distance of 40 cm is about 50% and
approaches to approximately 0% at a distance of about 100 cm.

3.4 Limitations

The statistical path loss model considered in this work doesn’t correspond to car-
diac scenario and new models need to be developed for the specific application
(cardiac pacemakers). Also, the utilized path loss model is only for in-body to
on-body or in-body to in-body communication. Thus, for modeling Eve link, we
consider the free space path loss model from on-body to off-body device. These
limitations have been addressed by developing our own channel models in the later
phase of the project.

3.5 Summary

From Paper A, we have concluded that Eve can eavesdrop from a distance range
of 1-2 m without any sophisticated setup that could include high gain antennas.
Another important fact that opens the door for securing in-body network with the
channel model approach of PLS methods, is the availability of degraded Eve link
outside the body and will be explored further in the chapter to come.
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The extended paper results including the eavesdropping risk against the outage
probability of a legitimate link or the risk against different information rates with
Eve high gain antenna are provided in Paper A (Appendix A).
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Chapter 4

Physical Layer Security —
Channel Modeling Approach

4.1 Introduction

In virtually all communication systems, the issues related to confidentiality, and
privacy are implemented in upper layers of a protocol stack, utilizing different
variants of public- or private-key cryptosystems. Traditional cryptosystems have
proven effectiveness yet are impractical for emerging wireless paradigms like sensor
or Adhoc networks. In contrast, physical layer security (PLS) or information-
theoretic measures have the potential to address these security problems by taking
an advantage of radio propagation at the physical layer.

4.2 Background

The problem of secure communication from an information theoretic perspective
was pioneered by Shannon [42] in 1949. Shannon considered the noiseless cipher
system which involves the transmission of message M to Bob in the presence of
an Eve and assumes that both Alice and Bob share a common secret key as shown
in Fig. 4.1. Eve doesn’t have any knowledge about the shared key. Alice encrypts
the message M with key K to a codeword X and transmits it to Bob. Bob on
the receiver side utilizes the same Key to transform a codeword X back to M.
The codeword X is also received by an Eve. Shannon showed that the system
can achieve perfect secrecy if the received codeword X at Eve doesn’t convey any
information about the source message M i.e. the mutual information between M

31
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and X is zero (I(M;X)=0)", which could only be possible if entropy of the key is as
large as the entropy of the message. This means that X and M must be statistically
independent. The only thing Eve can do is to make a random guess. Wyner [43]
on the other hand showed that in the presence of a noisy channel, one can transmit
the confidential messages even without the use of the shared keys.

4.3 Wiretap Channel

Recalling from chap. 3, which discussed that good code exists that can achieve the
capacity of the channel with a small probability of error (P,), thus guaranteeing the
reliability. Wyner showed that if the Eve channel is degraded version of the Bob
channel then messages can be encoded with two-fold advantages, one of reliability
and the other of the secrecy as shown in Fig. 4.2.

The message M is encoded by Alice into a codeword X" of length n, which is
received by Bob as Y” and Eve as Z" through respective noisy channels. The
length n code uses the channel for n times. The message is encoded in a way that

'I(M; X) = H(M) — H(M|X), H(M) is the entropy of M, and H(MIX) is the entropy of M
conditioned on X
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Bob should recover M from a codeword Y" with P2 —0 as n—o0 and it also
ensures secrecy.

Wyner introduces secrecy by defining the equivocation rate or the conditional
entropy” where the message received by Eve (Z") doesn’t convey any inform-
ation about the actual message M (I(M;Z") —0) as n —oo and termed it as
strong secrecy condition. I(M; Z™) defines the amount of confidential informa-
tion leaked to the eavesdropper. It has been shown in [110] that strong secrecy
ensures message confidentiality in a way that the decoding error at Eve exponen-
tially approaches to one, no matter what decoding strategy Eve is using.

4.3.1 Secrecy Capacity

The notion of reliability and secrecy contradicts, the reliability requirement asks
for the inclusion of redundancy in the encoder for combating the channel noise
whereas the secrecy requirement necessitates limiting the redundancy for avoid-
ing information leakage. The metric that simultaneously satisfies both conditions
is termed as secrecy capacity which is the maximum transmission rate that can
be achieved without any information leakage to Eve. The secrecy capacity of a
wiretap channel defined by Wyner is expressed as,

Cs = y_pax (VYY) —1(V; Z)) (4.1)

The auxiliary random variable V introduces the artificial noise into the system
and plays a role of making Eve channel noisier. The mutual information between
Alice and Bob is represented by /(V;Y) and depends on Bob’s channel quality.
It also characterizes the maximum transmission rate for reliable communication.
Similarly, the information leaked to Eve is represented by /(V;Z) and is the cost in
terms of information rate one has to pay for introducing secrecy. Secrecy capacity
is zero if Eve and Bob’s channel qualities are identical. For secrecy capacity to be
positive, Alice must have a better channel than Eve.

The codes used for this communication problem are referred to as wiretap codes
[111-115]. In contrast to reliable channel codes, in wiretap codes, Alice instead of
utilizing all resources for message transmission, has to utilize part of it in random-
ization by adding dummy messages. For each confidential message, the central
idea is to select the randomization rate that corresponds to the Eve channel capa-
city/information rate i.e., I(V;Z) also shown in Fig. 4.2 as R’ where M’ are the
messages to confuse Eve. Ultimately Eve will be saturated with useless informa-
tion in the form of dummy messages and will not be able to decode the confidential

PLH(M|Z") ~ L H(M)
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Figure 4.3: Probability of error (PF) at Eve with and without wiretap encoding, S repres-
ents the assumed PF at Eve for confidentiality, R represents the point with no confidenti-
ality, B represents Bob SNR (SN Rp)

information [116]. As mentioned, the reliable transmission between Alice and Bob
can be done on a rate I(V;Y) but due to secrecy constraints, Alice is left with a rate
Cg to transmit the confidential information, as shown in Fig. 4.2 as R with message
M. Bob with superior channel quality can decode both the dummy and confidential
messages.

Fig. 4.3 shows the probability of errors at Eve with and without wiretap encod-
ing. The point S represents the threshold error rate at Eve to achieve confidenti-
ality, whereas R represents the point with no confidentiality. It can be seen from
Fig. 4.3 that the threshold error rate in case of conventional coding is achieved
when SN Rg is almost zero, whereas with wiretap encoding the threshold error
rate can be achieved even when Eve’s SNR is close to the Bob’s SNR. The ad-
vantage of wiretap encoding is that the bit error rates at Eve grow at a much faster
rate with increasing SNR difference between Bob and Eve in comparison to con-
ventional codes. For example, for Eve error probability of 0.4, 0.45, 0.49, the
SNR difference required will be 0.6, 1.8, 4.1 dB by utilizing the wiretap encoding.
However, for same Eve error rates with conventional encoding, the required SNR
difference will be 14, 20, 34 dB respectively”.

Therefore via secure encoding, one can transmit the confidential messages even
when there is low SNR difference but with a cost of compromising the legitimate
transmission rate and accumulating more resources to transmit dummy messages
for augmenting additional noise via dummy messages that leads to a high probab-
ility of errors at Eve.

3the numbers are provided as a reference from [66]
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In the following, we will define our system model for secrecy capacity evaluation,
followed by a brief summary of our articles that address the same problem.

4.4 Evaluation of Secrecy Capacity for Leadless Cardiac Pace-
makers

The system model of our cardiac application is shown in Fig. 3.3 with an in-body
legitimate channel and off-body Eve channel. Leadless pacemaker (Alice) in the
right ventricle transmits a message U and subcutaneous implant (Bob) receives
Y through the in-body channel. Similarly, Eve receives Z via a combination of
in-body and off-body channels. Both the links are corrupted by additive white
Gaussian noise Np and Ng with zero mean p and variance o. Their input-output
relation can be expressed as,

Y; = hpX; + Np;

4.2)
Zi=hpX; + Ng,

where hp and hg are the Bob and Eve channel gains respectively at a channel use
i. The input symbol is represented by X; which is securely encoded using wiretap
codes with two rate parameters, i.e., the codeword transmission rate, C,,, which
is the capacity of a legitimate channel and the confidential information rate Cj.
A length n wiretap code is constructed by generating 2"¢™ codewords X" (u, v),
where u = {1,2,...,2"%} and v = {1, 2, ..., 2(Cm=C)} | For each message index
u, v is randomly selected from {1,2, ..., 2(¢m—C5)} with uniform probability and
transmit the codeword X" (u,v). For average power constraint P and constant
noise power o, the confidential rate or secrecy capacity of a real-valued Gaussian
wiretap channel can be expressed as,

1 1
Cs = 5 logy (14+ SNRp) — 5 log, (1+ SNRg),
4.3)
1 Plhs2\ 1 Plhs|? (
C’s:§log2 <1+ 2 —§log2 1+ 2

The dependence of secrecy capacity on the channel gains necessitates the require-
ment of some prior knowledge about communication channels for PLS systems.
We utilized the methodologies presented in section 2.4 to model the in-body and
off-body channels for evaluating channel gains.

4.41 One-dimensional Secrecy Capacity

A one-dimensional secrecy capacity is the secrecy capacity evaluated with respect
to Eve distance. All the Eve measurement points are modeled as a distance irre-
spective of measuring angle from the body. In Paper C and D, the objective was
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to evaluate the one-dimensional secrecy capacity for next generation leadless car-
diac pacemaker in multiple frequency bands and to observe whether the positive
secrecy capacity can be achievable in the close proximity of the human body or
not.

Paper Cand D

Paper C* utilizes the methodology of phantom experiments with a measurement
setup as shown in Fig. 2.6. The frequency bands under observation were ISM 2.4
GHz and the UWB frequency band (3.1-5.1 GHz). For in-body to in-body and
in-body to off-body channel modeling the propagation channel consists of hetero-
geneous human organs/tissues. Thus, we developed the phantoms that reflect the
dielectric properties of the heart muscle, blood, and fat. As the dielectric prop-
erties of human organs vary with respect to frequencies, different phantoms were
developed for different frequency bands under investigation.

For in-body legitimate link, the transmitter antenna (leadless pacemaker) sub-
merged inside the blood phantom was moved into different positions whereas the
receiver antenna (subcutaneous implant) was mounted inside the fat layer. For Eve
link, the transmitter was fixed inside the phantom with an implant depth of 10 cm
whereas the Eve antenna was moved outside in different positions. The measure-
ments were automatized via computer software that was interfaced with all the
equipments. After defining the measurement points, the anechoic chamber was
closed properly to avoid outside interference. The positioner automatically moved
the antenna to each defined position in a grid and took multiple readings to avoid
errors. In addition, the antennas were properly matched to have the maximum
channel gain both for in-body legitimate link and off-body Eve link.

From measurements campaign, we develop the in-body and off-body channel mod-
els which are later fitted with log-normal distribution as in (3.4). From the de-
veloped channel models, we evaluate the probability of positive secrecy capacity
with respect to eavesdropper distance which can be expressed as,

P(CS > 0) = P(SNRB > SNRE) 4.4)

In Paper D, the same performance metrics as in Paper C were evaluated but for
different frequency bands i.e., (MICS (402-405 MHz), WMTS (608-614 MHz)
and ISM 868 MHz frequency bands). Due to the unavailability of antennas in
these frequency bands, instead of phantom experiments, electromagnetic simula-
tions are performed for channel modeling in CST using Gustav model. Moreover,
we consider three links, two legitimate links (i-e intracardiac (link b/w antenna in

“Paper B is the conference version of Paper C and is provided in Appendix B
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Figure 4.4: Probability of positive secrecy capacity P, .

right ventricle and antenna in the right atrium), subcutaneous link) and the Eve
link (see Fig. 2.4). Here we only consider the subcutaneous link as in Paper C.

Fig. 4.4 shows the probability of positive secrecy capacity for all the frequency
bands under investigation. Though the results are not directly comparable, they
prove our hypothesis of achieving approximately 100% positive secrecy capacity
within the human personal space of 20 cm with exception in case of ISM 2.4 GHz.
This could be attributed to the electrically small size of transmitter antenna® which
results in the flow of currents at the outer surface of the coaxial cable. These
currents result in spurious radiations from the cable, causing lower propagation
loss at this frequency.

The complete papers are provided in Appendix C and Appendix D which along
with providing positive secrecy capacity, also contains, representation of dielectric
properties of phantoms, phantoms preparation, reflection parameters of antennas
in a phantom solution, evaluation and formulas derivation of eavesdropping risk
and secrecy capacity based on computed log-normal channel models, outage prob-
ability of secrecy capacity for certain fixed secrecy rate and the effect of high gain
Eve antenna.

Paper E

In addition to considering a Gaussian wiretap channel model for evaluation of
secrecy capacity in Paper C and Paper D, Paper E utilizes the Gaussian broadcast
channel model in which we consider the transmission of confidential information
along with some common message. The confidential information is intended only
for the legitimate receiver whereas common information is intended for both, the

31 mm in radius, meander shaped, and 6 mm in length
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legitimate receiver inside the body and the receiver/Eve outside the body. A stat-
istical path loss model [109] for MICS frequency band is utilized. The correspond-
ing secrecy rates Ry for common information and R; for confidential information
are evaluated by considering the in-body channel gains. The detailed results are
provided in Paper E (Appendix E).

Summary/Limitations

To summarize the one-dimensional secrecy capacity results, we conclude that the
positive secrecy capacity is achievable within human personal space of 20 cm. The
phantom experiments do provide a good estimate, but coaxial cables also radiate
in case of electrical small size of transmitter antenna. Similarly, the CST simu-
lations consider less accurate in-body model (Gustav Model). Moreover, for the
cases explained above, we only measure the Eve distance, irrespective of direction
and angle from the pacemaker. To overcome these issues, in Paper F, we choose
a single frequency band (ISM 2.4 GHz) based on recommendation in [117] and
perform CST simulations with detailed and accurate Hugo model for heart scen-
ario, Phantom experiments with standalone antenna and transmitter powered by a
button cell battery, and an in-vivo experiment.

4.4.2 Spatial Secrecy Capacity

So far, we have explored the one-dimensional secrecy capacity. However, in-case
of implanted medical devices, the entire human body radiates electromagnetic
waves in three-dimensional space around it with the possibility of Eve at differ-
ent angles in the space. This motivates us to evaluate the spatial secrecy capacity
for examining the effect of electromagnetic radiations across different angles in
three dimensional space.

Paper F evaluates the secrecy capacity of the space around the body, first by de-
fining a spherical grid for Eve at a radius of 1 m, then using the free space path
loss model to extrapolate over three dimensional space for different radial dis-
tances. The channels are modeled using EM simulations, phantom, and in-vivo
experiments to provide a fair comparison between results. The tests and simula-
tions are performed for the ISM frequency band (2.4 GHz). The frequency choice
is based on the easy implementation of a very small antenna, providing sensible
radiation efficiency and matching. Furthermore, in order to avoid EM radiations
from coaxial cables, a small battery powered antenna with a transmitter was util-
ized.

The system model of Fig. 3.3 is considered without any prior assumption on Eve’s
position which can be located at different angles around the body. Fig. 4.5 shows
the in-body positioning of the antennas and the human body torso radiating EM
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waves across different angles outside the body. Fig. 4.6 shows the spherical grid
of Eve positions around the body. The secrecy capacity on the spherical surface
around the body can be expressed as

) 1+"‘<w;y>‘21’ * , ,
s |logy »———%4 h

Cs(r,0,¢) =1 2 082 <1+\g(m%¢)\2p> N x,y| < |9r,9,¢| (4.5)
0, Otherwise

After evaluating the secrecy capacity of all the AB-AE® link channel attenuations
in three dimensional space, we divide the space around the body into secure and
insecure volumes for certain fixed secure communication rate. For fixed AB atten-

®AB is link b/w Alice in RV and Bob in subcutaneous space, whereas AE is b/w Alice and Eve
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uation and communication rate, we solve for all the AE attenuations that lie in the
secure and insecure volumes. The insecure volume defines all the Eve distances
from which LCP can be eavesdropped and is expressed as,

(P—ﬁ—lo log10(2(CB=Cs) _1)) o2 )
10n

A4 ST X 10 (4.6)

v (r,0,9)

For a given power P, AB attenuation and secrecy rate, (4.6) holds for all (,0,¢).
Beyond the in-secure volume, communication is considered to be secure for a
given secrecy rate. In (4.6), d E(.0.4 18 the eavesdropper distance at a specific
angle from Alice, C'p is the capacity of the AB link, Cs is the fixed secrecy rate
for communication, r is the reference eavesdropper distance and is equal to 1 m,
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o? is the noise power and 3 is the Eve channel attenuation at the reference Eve
distance.

Our results from EM simulations show that the angle where Eve has the minimum
channel attenuation is found to the left from front, just above the heart and is
termed as the “Eve sweet spot angle”. Eve’s sweet spot angle has the least secrecy
capacity among all the eavesdropper spatial positions with the human heart as the
reference position as shown in Fig. 4.7 (shaded blue region). Similarly, an insec-
ure volume for a fixed secrecy rate of 250 kbps is shown in Fig. 4.8. The volume
is irregular because of different attenuation values across different angles through
the body. Moreover, we found that by considering an ideal antenna for EM sim-
ulations, the insecure volume has a maximum distance of 2.5 m at an Eve sweet
spot angle whereas the experimental results show the maximum distance of about
14 cm, contradicting with EM results. However, in case of EM simulations, if we
consider a realistic scenario with practical implant antenna effects, the secrecy dis-
tance reduces to 15 cm which is in correlation with the experimental measurements
(phantom and in-vivo).

For extended results, Paper F is provided in Appendix F which contains, evalu-
ation of channel models from EM simulations, phantom, and in-vivo experiments,
evaluation of 3-dimensional secrecy capacity along with a comparison between
different measurement methodologies. Similarly, a comparison is also drawn for
insecure volume by considering the best case scenario for Eve.

Limitations

In case of in-vivo experiment, a single posture was examined and we consider
that the movement of off-body antenna does compensates for animal postures,
but still, different animal postures might have different measurements. Also, the
experimental results correspond to specific utilized antennas and results might vary
with different antennas. In addition, the effect of Eve antenna gain has not be
analyzed in this work, which could also effect the results. The work is also not
applicable to any other in-body medical application except cardiac pacemakers
but however can be utilized as an estimate.

4.5 Summary

For wireless in-body cardiac sensor network, our findings show that the channel
modeling approach of physical layer security methods can be an efficient altern-
ative to secure the implanted medical devices on a physical layer. This is because
the human body being a lossy medium for electromagnetic propagation, inher-
ently provides high channel attenuation to off-body links e.g., the eavesdropper
link, thus naturally assuring a degraded wiretap scenario for off-body links.
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Chapter 5

Physical Layer Security —
Source Modeling Approach

5.1 Introduction

In traditional cryptographic systems, the legitimate nodes share a secret in the
form of a key which is distributed among all the nodes. The sender encrypts the
data with a key and transmits it over a channel, the receiver on the other side
decrypts the information with the same key (see Fig. 4.1). The storing, managing
and distribution of the keys require dedicated infrastructure. It is challenging to
implement key based infrastructure in the new emerging paradigm like wireless
in-body sensor network.

PLS systems provide an alternative for key distribution, solving the key manage-
ment and distribution issues. By using the source model approach, PLS systems
establish the cryptographic keys between legitimate nodes by exploiting correl-
ated information sources. The correlated source could be the wireless channel or
any third-party source. Different wireless channel characteristics e.g. RSS, AoA,
Phase, etc. can be exploited based on channel reciprocity [118]. The channel
serves as a random source for key generation. Similarly, a third-party source like
physiological signals can also be utilized in case of WBAN [119, 120].

In Paper G, we utilize RSS between the legitimate nodes for key generation whereas
Paper H focuses on physiological signals (EGM/S-ECG) for symmetric key gen-
eration.

43
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Figure 5.1: Phantom containers, containing blood, heart muscle and fat

5.2 RSS-Based Key Generation

For key generation, the wireless channel can be exploited by utilizing the three ba-
sic principles i.e., temporal variation, channel reciprocity, and spatial decorrelation
[121]. The movement of a transmitter/receiver/environment introduces temporal
variations because of reflection, scattering, or refraction in the channel path. Sim-
ilarly, multipath and fading is also considered to be the same at both ends of the
link because of the channel reciprocity in the same frequency band. Furthermore,
Eve located outside the body will experience decorrelated channel measurements.

The in-body wireless cardiac channel experience reflections, scattering, or refrac-
tion of electromagnetic waves due to heart movement, change of blood volume and
difference in dielectric properties of organs/tissues along the channel path [122].
We consider a system model of Fig. 3.3, with a pacemaker unit (Alice) in right
ventricle, and a receiver subcutaneously implanted (Bob). These units probe the
wireless channel during the cardiac cycle to extract the RSS measurements for key
generation. Phantom experiments were adapted to emulate the cardiac cycle with
a measurement setup as shown in Fig. 2.6. In the practical application scenario of
a cardiac pacemaker, the transmitter inside the right ventricle will experience back
and forth rotational cardiac displacement along with different proportions of blood
volume during a single cardiac cycle. As it was not possible to mimic the real time
dynamic pumping of the blood, therefore we approximated the dynamics by meas-
uring the two extremes, one with blood phantom and one without blood phantom.
In addition, the movement of a transmitter antenna inside the phantom emulates
the cardiac displacement during a single cycle. Fig. 5.1 shows different phantoms
with transmitter antenna submerged in a blood phantom and subcutaneous antenna
inside the fat layer.

The variations in RSS measurements for the in-body wireless channel during a



5.2. RSS-Based Key Generation 45

-55 T T T T T T

” -
* #l—— Mean 4

60 % %

65 ¢

RSS dB

* ¥ *

0 50 100 150 200 250 300 350 400 450
Measurement Index

Figure 5.2: RSS variations across mean for all the measurement positions during a single
cardiac cycle

Bob-Alice RSS
Alice-Bob RSS
o g 2
*
*
;’”
*

sar, *ooxwd SR o0 T

- #

* * e ™
66 ol
68 *y «*:: o *
-75 -70 -65 -60 -55 770786 -84 -82 -80 -78 -76 -74 72 -70 -68
Alice-Bob RSS Alice-Eve RSS
(a) Legitimate link correlation (b) Eavesdropper link correlation

Figure 5.3: Cross correlation (a) between legitimate nodes (Alice-Bob) (b) between Alice
and Eve outside the body within a distance of 10-27 cm

single cardiac cycle can be seen in Fig. 5.2. The measurements are tested to be
independent identical distributed (i.i.d) in time and can be fitted with log-normal
distribution having the standard deviation of approximately 4.04 dB. The num-
ber of random bits extracted during a single cardiac cycle can be provided by the
entropy of the source which in case of a log-normal i.i.d. source is expressed as,

1
H =144 x 5 x log(2mo?e) ~ 2.7 bits, (5.1)

Equation (5.1) shows that during a single cardiac cycle, 2.7 random bits can be
extracted. We model the quantization algorithm in a way that it extracts only
2 bits from each RSS measurement in order to reduce the bit mismatch at both
ends. Fig. 5.3 shows the correlation between RSS measurements between Alice
and Bob and Alice and Eve. We found a high correlation between AB measure-
ments whereas a strong decorrelation was observed in AE measurements.
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From Paper G, we concluded that for a normal heart rate of 64 bpm, the RSS based
key generation approach takes about 60 seconds to generate a key string of 128-bits
with an average bit mismatch rate of about 1%.

More insights on phantoms, channel measurements, utilized antennas, region se-
gregation based on a log-normal distribution and quantization algorithm is provided
in Paper G (Appendix G).

5.2.1 Limitations

The results from phantom experiments are encouraging, though the method needs
to be tested by an in-vivo experiment. Also, the RSS measurements were an-
tenna dependent and could vary due to the change in antennas. Furthermore, the
approach also needs to be tested in multiple frequency bands. The hardware im-
plementation of the algorithm is also required to completely evaluate the system
complexity.

5.3 Physiological Signals Based Key Generation

In case of WBAN, the inherent physiological signals can also provide an alternat-
ive to generate symmetric keys across multiple nodes, in or on the body. Although
physiological signals such as the electrocardiogram (ECQG), electromyogram, elec-
troencephalogram, or blood pressure vary in morphology and amplitude depending
on where they are recorded, but certain underlying physiological metrics, such as
the heart rate, do not, and can be determined from the ECG, electrogram (EGM)
or even blood pressure signals.

In paper H, we utilize an inter beat interval (IBI) as a random source to generate
the symmetric keys across multiple nodes of a leadless cardiac pacemaker sys-
tem. The IBI is the time elapsed between contiguous heart cycles and varies with
time, depending on different physiological factors. A system model of Fig. 5.4a
is considered which was mimicked by performing an in-vivo experiment using the
conventional cardiac pacing leads in the right atrium, the right ventricle and the
subcutaneous space of the animal (Fig. 5.4b). A metallic dummy pacemaker cas-
ing or ‘can’ was also implanted subcutaneously. The implantation of these sensors
allowed for the acquisition of EGM and subcutaneous ECG (S-ECG) signals in
order to extract IBIs from their respective channels. To extract the IBIs from EGM
signals, we used the Teager Energy Operator (TEO) [123] to detect the local depol-
arization. For IBI extraction from S-ECG, we utilize Pan & Tompkins algorithm
[124]. Fig. 5.5a shows the extracted IBIs from respected signals. The IBI se-
quences across all the nodes of a pacemaker system are highly correlated. The
observed cross correlation is about 0.9937 between the IBI sequences. In order to
generate a completely random sequence of bits from a given source, the correla-
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tion within each of the time series IBI sequence samples should be approximately
zero. Fig. 5.5b shows the autocorrelation between the time series IBI samples gen-
erated from the node in the right atrium. A high correlation is observed between
the adjacent IBI samples, which is not considered as a favorable scenario to gen-
erate completely random bits from each sample. This adjacent sample correlation
is also reflected on the bits generated, specifically on most significant bits (MSBs)

Z =IC.-1.C Comm
= =1C-S.Comm
AEGM
Acquisition 2/ S- Relay
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RA Leadless Pacemaker
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J— ’_‘_/
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VEGM
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(a) Dual-chamber leadless pacemaker system with S-relay.
IC-IC is intracardia-intracardiac communication, IC.-S. is
intracardiac to subcutaneous communications.

' = S-Lead Electrode

= RA Lead Bipolar
Electrode

= RV Lead Bipolar

Electrode

Electrode
Personal
Computer

(b) Dual-chamber leadless pacemaker system with S-relay
using transvenous pacemaker leads and inactive ‘can’ in a
dog. ADC is an analog to digital converter.

Figure 5.4: System model
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as shown in Fig. 5.5c. In order to reduce the autocorrelation between the adjacent
samples, the strategy of difference sequence is applied. The difference sequence
is evaluated by taking the difference between adjacent IBI sample values. The
difference operator doesn’t transform the IBI sequence samples to be completely
independent but reduces the autocorrelation to an extent that it can be treated as an
i.i.d source. Fig. 5.5d and Fig. 5.5e shows the independence achieved within the
IBI time series samples after the difference operation.

The generated IBI sequences are then fitted with a normal distribution. The evalu-
ated fitting parameters are transformed to zero mean with a standard deviation of
0.015 seconds. The number of bits extracted from normally distributed independ-
ent identical (i.i.d.) source can be expressed as

1
H =144 x 5 x log(2mo?e) ~ 4 bits, (5.2)

where o is the standard deviation. Equation (5.2) shows that approximately four
random bits can be generated per IBI sample. In this work, the utilized quantization
algorithm is modeled in a way that it generates only 3 bits per IBI sample. This
is to reduce the potential mismatches between generated bits across the nodes.
Fig. 5.6 shows the block diagram of an entire key generation process.

In Paper H, we concluded that by utilizing the physiological signals, PLS systems
can generate a 128-bit key string between multiple nodes of a leadless pacemaker
system with a key generation rate of 3.56 bits per sec and an average bit mismatch
rate of approximately 3%. The extended results containing experiment procedure,
signals acquisition, quantization algorithm, gray coding, keys reconciliation, Na-
tional Institute of Standards and Technology (NIST) based key randomness tests,
and correlation tests between keys generated from patient history are provided in
Paper H (Appendix H).

5.3.1 Limitations

The results from animal experiment are encouraging and supports the process of
effective cryptographic key generation from IBIs for next-generation multinodal
leadless cardiac pacemaker but there are also some limitations to the current en-
cryption method. The described method fails, if Eve have knowledge about key-
generation method and can collect the IBIs at the same instance as of legitimate
nodes of the system, as the Eve would be able to generate the same symmetric
key. Also, the conditions in which we perform the test were normal, resting si-
nus thythm. The method is not tested on different conditions that could include
elevated heart rate, atrial fibrillation, or desynchronized ventricles.



5.3. Physiological Signals Based Key Generation 49

640
&

IBI (msec)
o
w
g

o

N

<]
T

o
o

+
- -+ - AEGM| |
© VEGM

—%*—SECG
0 5 10 15 20 25 30 35 40 45
Beat Number

(a) IBI at each node

@
=]
S

o
©
=]

Sample Autocorrelation
1N <
2

Sample Autocorrelation
o
2

(b) Sample (Before) (c) MSB (Before)

Sample Autocorrelation
o c <
2

Sample Autocorrelation
o
2

0 TTTR.JTT M ﬂ.ﬂ ‘.Jn.r.m .Lw;«. R oh J._.T..;JWJ.T
ﬂf&lf ll&ll&ll‘ﬂ IJ. %Hl nl VY iff LIJ.ll

0 20 40 60 80 100 120 0 20 40 60 80 100 120
Lag Lag
(d) Sample (After) (e) MSB (After)

Figure 5.5: (a) Evolution tachogram (b)(c)(d)(e) shows the correlation of single sample
with other samples from a single source — before and after the difference operation



50 Physical Layer Security — Source Modeling Approach

B By MNormal Binar
AEMG TEO EEI: DIFF ]‘:LH o H v
BT, wr»_Fitting Encoder
— By Normal Binar
VEMG TEO Eﬂ: DIFF ]*»[ or H Y
i E\_Fitting Encoder

Bly
Normal Binary
Fitting Encoder

1Bl 1Bl
SECG PT —» DIFF ||
P

iy 1Bly

Hamming
Distance
=0

Parity
Check

Check
—__

Keys Matched  Reconciliation

No

Figure 5.6: Block diagram of key generation process, DIFF represents the difference
operator, TEO is Teager energy operator and PT is Pan-Tompkins algorithm

54 Summary

Though the key generation rate by using the physiological signals is almost twice
as that from RSS based key generation method, but with a higher key mismatch
rate. We concluded that the RSS based key generation method has potentially
lower complexity than methods based on physiological signals and can be con-
sidered as a more viable solution for wireless in-body cardiac sensor network.



Chapter 6

Conclusions and Open Problems

The thesis is aimed to analyze and test the physical layer security (PLS) approaches
for securing in-body wireless sensor networks with an application to the next gen-
eration of leadless cardiac pacemakers. It primarily focuses on utilization of chan-
nel and source model approaches for information confidentiality. The core work
can be divided into three parts, namely a) eavesdropping risk analysis, b) channel
modeling or keyless approach for data confidentiality and c) source modeling or
key based approaches for data encryption.

The risk analysis part is covered by using the concept of the outage probability
of the in-body wireless communication link. Initially, the in-body channel models
from the literature are utilized which afterwards are replaced by developing the
channel models for the used case scenario of a leadless cardiac pacemaker. Based
on the Eve link outage probability, it has been observed that for unencrypted in-
formation the eavesdropping risk spans between 1-2 m around the body.

For the data confidentiality part using the channel modeling approach, the meth-
odology of electromagnetic simulations (EM), phantom and in-vivo experiments
is utilized. We investigate multiple frequency bands and evaluates the bound on
maximum secure transmission rate for communicating confidential information.
The performance parameter that defines a secure transmission rate is referred to
as secrecy capacity. Along with evaluation of one-dimensional secrecy capacity,
which is the secrecy capacity with respect to Eve distance, we also evaluate the spa-
tial secrecy capacity which is the secrecy capacity on the spherical surface around
the body. The angle where Eve outside the body has the minimum channel attenu-
ation is found to the left from front, just above the heart and is termed as the “Eve
sweet spot angle”. Eve’s sweet spot angle has the least secrecy capacity among
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all the eavesdropper spatial positions with human heart as the reference position.
Moreover, the insecure volume is also evaluated around the human body for a se-
cure cardiac transmission rate of 250 kbps. The insecure volume reflects all Eve
positions from where the pacemaker can be eavesdropped. The volume is irregu-
lar with a maximum stretch of 15 cm at Eve sweet spot angle after realization of
the practical antennas. The experimental measurements support the EM simula-
tion results and prove that the inherently lossy human body medium provides high
attenuation to off-body links e.g. the eavesdropper link, due to which the pace-
makers can be secured using the channel model approach of PLS on the physical
layer.

For the source modeling approach, two different methods are tested, one based
on channel reciprocity, second based on physiological signals. For channel reci-
procity, received signal strength (RSS) is utilized for symmetric key generation
between in-body legitimate nodes by adapting the methodology of phantom ex-
periments. The automatized measurement setup estimates the bidirectional RSS
measurements, based on which the secret keys are generated. The reflections due
to in-body organs/tissues create enough randomness to generate 2 bits per RSS
measurement with a bit mismatch rate of approximately 1% for a key length of
128-bits.

Similarly, by using the inherent physiological signals, the symmetric keys can
be generated across multiple nodes of a pacemaker system. For our application
scenario, the intra-cardiac pacemaker nodes sense EGM signals, whereas a sub-
cutaneous implant senses ECG signal to extract the interbeat interval (IBI). The
IBI remains same irrespective of sensing locations. The inherent randomness in
IBI’s sequence allows to generate 3 bits per IBI with an average mismatch rate
of approximately 3% for a 128-bit key length. A pre-clinical proof of concept is
provided by performing an in-vivo experiment in a single animal. Both key gen-
eration approaches are considered as a viable solution to overcome the key man-
agement and distribution problem for power constrained medical devices. RSS
approach outperforms the physiological signals approach in-terms of complexity
and bit mismatch rate.

The simulations and experimental measurements prove that the PLS methods for
wireless in-body networks could be tenable and efficient alternative for securing
in-body networks like a multi-nodal leadless cardiac pacemaker system. How-
ever, these approaches still require validity by prototyping the algorithms for pace-
makers and testing the complexity of the entire security paradigm. Moreover, the
off-body communication link between a subcutaneous implant and an external pro-
grammer also needs to be tested using PLS approaches. Integrating the PLS ap-
proaches with conventional cryptographic algorithms could also be a good direc-
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tion in order to provide an extra layer of security for critically sensitive applications
like implanted medical devices.
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Abstract: With technological advancement, implanted medical devices can treat a wide range of
chronic diseases such as cardiac arrhythmia, deafness, diabetes, etc. Cardiac pacemakers are used to
maintain normal heart rhythms. The next generation of these pacemakers is expected to be completely
wireless, providing new security threats. Thus, it is critical to secure pacemaker transmissions between
legitimate nodes from a third party or an eavesdropper. This work estimates the eavesdropping risk
and explores the potential of securing transmissions between leadless capsules inside the heart and
the subcutaneous implant under the skin against external eavesdroppers by using physical-layer
security methods. In this work, we perform phantom experiments to replicate the dielectric properties
of the human heart, blood, and fat for channel modeling between in-body-to-in-body devices and
from in-body-to-off-body scenario. These scenarios reflect the channel between legitimate nodes
and that between a legitimate node and an eavesdropper. In our case, a legitimate node is a leadless
cardiac pacemaker implanted in the right ventricle of a human heart transmitting to a legitimate
receiver, which is a subcutaneous implant beneath the collar bone under the skin. In addition,
a third party outside the body is trying to eavesdrop the communication. The measurements are
performed for ultrawide band (UWB) and industrial, scientific, and medical (ISM) frequency bands.
By using these channel models, we analyzed the risk of using the concept of outage probability and
determine the eavesdropping range in the case of using UWB and ISM frequency bands. Furthermore,
the probability of positive secrecy capacity is also determined, along with outage probability of a
secrecy rate, which are the fundamental parameters in depicting the physical-layer security methods.
Here, we show that path loss follows a log-normal distribution. In addition, for the ISM frequency
band, the probability of successful eavesdropping for a data rate of 600 kbps (Electromyogram (EMG))
is about 97.68% at an eavesdropper distance of 1.3 m and approaches 28.13% at an eavesdropper
distance of 4.2 m, whereas for UWB frequency band the eavesdropping risk approaches 0.2847% at
an eavesdropper distance of 0.22 m. Furthermore, the probability of positive secrecy capacity is about
44.88% at eavesdropper distance of 0.12 m and approaches approximately 97% at an eavesdropper
distance of 0.4 m for ISM frequency band, whereas for UWB, the same statistics are 96.84% at 0.12 m
and 100% at 0.4 m. Moreover, the outage probability of secrecy capacity is also determined by using
a fixed secrecy rate.

Keywords: implanted medical devices; wireless leadless cardiac pacemaker; WBAN; security and
privacy; physical-layer security; phantom experiments; channel modeling

Sensors 2018, 18, 4327; d0i:10.3390/s18124327 www.mdpi.com/journal/sensors
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1. Introduction

Rapid development in personal health systems due to wireless body area networks (WBAN)
has resulted in a number of implantable and wearable medical devices. These on-body and in-body
wireless medical devices continuously monitor different physiological conditions and provide proper
diagnosis and treatment. Notable among these devices are cardiac pacemakers and implanted cardiac
defibrillators (ICDs).

Pacemakers are used to treat different types of cardiac arrhythmias. Annually, there are about
0.7 million pacemaker implantations worldwide [1]. A pacemaker senses irregularities between
heartbeats and provides proper actuation via electrodes, thus facilitating the proper functioning
of human heart. Currently these pacemakers are mostly implanted with wired connection between
subcutaneous implants and electrodes in right ventricle and right atrium of the human heart. The next
generation of these pacemakers is expected to be wireless between subcutaneous implants and
electrodes (EU Horizon 2020 Project WiBEC” Wireless In-Body Environment) [2]. The only currently
available leadless pacemaker on the market is Medtronic’s Micra [3], which is an autonomous
leadless pacemaker implanted in the right ventricle of a human heart, whereas our project focuses on
multi-nodal leadless pacemakers with subcutaneous implant. Our work focuses on the analysis of the
eavesdropping risk and secrecy rate between a node implanted in the right ventricle and another node
as subcutaneous implanted, but it can be applicable to other scenarios for in-body communications.
These scenarios may include communication between nodes within a heart.

The wireless nature of modern implanted medical devices (IMDs) is a significant source of
security risks. It makes an IMD more visible and can allow an eavesdropper to listen. Thus, an insecure
communication channel makes it easier for an eavesdropper to perform attacks on an implant similar
to attacks on other computing devices. Successful eavesdropping may result in the retrieval of
patient information (medical and non-medical) or performing attacks such as data forging or altering.
In addition, it may enable the modification of the implant configuration without the knowledge of the
patient or physician.

The aim of this work is to estimate the channel models for legitimate and eavesdropper links
by phantom experiments. Estimated channel models are then used to determine the eavesdropping
risk in respective bands along with providing information regarding theoretical secrecy analysis i.e.,
the availability of the secure channel based on secrecy capacity, which can be directly applied, without
any leakage of information to the eavesdropper. We focus on the communication between the leadless
cardiac pacemaker (LCP) and subcutaneous implant in frequencies from 1.7-2.5 GHz (ISM band)
and 3.1-5.1 GHz (UWB). We develop path-loss models for an in-body-to-in-body (IB2IB) scenario
(a legitimate link between the leadless pacemaker in the right ventricle of the human heart and the
subcutaneous implant under the skin below the shoulder) and an in-body-to-off-body (IB2OFF)
scenario (eavesdropper link between the leadless pacemaker and the eavesdropper outside the
body). All results are provided for ultrawide band (UWB) and industrial, scientific, and medical
(ISM) frequency bands, and comparison is provided where applicable. Our key contributions in this
paper are:

e Single and multilayer phantoms for heart muscle, fat, and blood are developed for respective
frequency bands.

e  Channel modeling of both legitimate link (IB2IB) and eavesdropper link (IB2OFF).

e  Comparison of channel models obtained from measurements performed with different phantoms.

e  Probability of successful eavesdropping with respect to eavesdropper distance.

e  Secrecy capacity analysis and evaluation of the probability of positive secrecy capacity.

e  Design principles or privacy by design where outage probability of a secure rate is determined.

The rest of the paper is organized as follows. Section 2 provides background and problem
description, followed by measurement setup in Section 3. Section 4 provides channel models based
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on measurements. Secrecy analysis including eavesdropping risk and positive secrecy capacity is
provided in Sections 5 and 6. Section 7 discusses the results and Section 8 concludes the work.

2. Background & Problem Description

2.1. Background

The work of Halperin et al. [4] is considered to be the pioneer work in security analysis of IMDs,
followed by different research activities providing security for IMD devices [5]. Most of the research is
focused on mitigating the security risks via providing different encryption mechanisms to protect data
between a sender and legitimate nodes [6-8]. In conventional wireless networks, security is considered
to be an independent feature with no or little connection to other tasks of a communication network.
State-of-the-art encryption algorithms are developed for such purposes and are implemented and
studied via cryptographic algorithms (e.g., RSA, AES, DES etc.) [9,10]. These methods rely on the
limited computational power of an eavesdropper and require proper key management servers for
implementation, which cannot be the case for tiny IMDs. In addition, the computational complexity is
also higher because of data encryption with the key.

An alternative could be to offer secure communication via information theoretic measures
or physical-layer security. The concept of information theoretic security was first introduced by
Shannon [11], which was further extended by Wyner [12] with introduction to the wiretap channel.
The idea behind information theoretic security is to limit the leakage of information to an eavesdropper.
A secure communication channel by information theoretic measures can be achieved in two different
ways: one is to secure communication without keys, and can be referred to as keyless security,
whereas the other is to secure communication with keys. Keyless security can be achieved using
appropriate coding schemes with the aid of secrecy capacity [13,14]. Secrecy capacity is the maximum
attainable communication rate without leakage of information to an eavesdropper. The second method
uses random channel characteristics, e.g., received signal strength (RSS), phase or channel state
information (CSI), to generate a key on the physical layer for data encryption. The key-generation
methods rely on channel reciprocity. A good deal of research is devoted to key generation using
channel reciprocity [15-19].

The focal point of information theoretic security or physical-layer security is using the
characteristics of wireless channels. If one can estimate the wireless channels between legitimate
nodes and eavesdropper, then the secure rate for communication can be determined. Thus, to provide
physical-layer security using the keyless security method, the essential part is to predict the legitimate
and eavesdropper channels. The channel characteristics can be achieved by measuring the channel
transfer functions of the legitimate and eavesdropper link. In addition, it can help determine the
channel capacities, respectively. If the eavesdropper channel’s signal-to-noise ratio (SNR) is lower
than that of the legitimate channel, then the difference between the link capacities provides the secrecy
capacity for communication. Furthermore, secrecy capacity is the maximum achievable transmission
rate keeping eavesdropper uncertainty about the source message to maximum. To determine the
secrecy capacity of a system, the knowledge about channels between the legitimate link and the
eavesdropper link is required.

Channel characterizations are usually done by software simulations and experimental
measurements that include in vivo and phantom experiments. It is difficult to simulate these channels
in practice using in vivo experiments because of moral, ethical, and physical integrity reasons. Similarly,
software simulations are computationally very costly and requires a good deal of time. A cheap and
better alternative is to characterize human body channels via phantom experiments [20]. Phantoms
are chemical mixtures that can be used to mimic the electromagnetic behavior of different human
body parts provided by Gabriel [21]. From phantom experiments, the amount of data gathered is
of considerable size compared to that of in vivo and software simulations, and can lead to better
estimation of channels.
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In Wireless Body Area Network (WBAN) standard IEEE 802.15.6, Medical Implant Communication
System (MICS) frequency band is allocated for implant-to-implant communication that spans
402-405 MHz. Literature is also available on channel modelling in other frequency bands using
phantom experiments for in-body nodes [22-26]. In [27], the off-body-to-in-body mathematical model
based on software simulations is also provided for the propagation of electromagnetic waves through
various tissues/layers by considering reflections from different layers. In our work, we opt for phantom
experiments to measure the channels because of less complexity and ease of use, considering the
random angles of both the receivers (legitimate receiver and eavesdropper). We focus on ISM and
UWB. These frequency bands are under study for implant communications due to prospects such as
high data rate and smaller antenna dimensions.

2.2. Problem Description

The real-world scenario which we want to replicate using phantom experiments is shown in
Figure 1. Our system includes a LCP inside the right ventricle of a human heart that communicates
with a subcutaneous implant whereas an eavesdropper wants to eavesdrop the communication outside
the body. Thus, for security analysis, first we determine the channel models for legitimate and
eavesdropper links using phantom experiments in both ISM and UWB frequency bands. We consider
a transmission of a sounding signal in the respective bands using vector analyzer (VNA), through
different mediums that constitute heart muscle, blood, and fat, emulated as phantoms. Different
antennas are used to replicate a leadless pacemaker in right ventricle, a subcutaneous implant, and an
eavesdropper. Moreover, the antennas used for ISM and UWB frequency bands are also different.
Afterwards these channel models are used to predict the eavesdropping risk and secrecy capacity
analysis. In this paper, the link between a pacemaker and the subcutaneous implant is referred to
as a legitimate link or in-body-to-in-body (IB2IB) link, whereas the link between pacemaker and
eavesdropper is referred as the eavesdropper link or in-body-to-off-body (IB2OFF) link. In addition,
we assume that the eavesdropper is of a passive nature and the legitimate nodes are authenticated by
some authentication protocol.

o Subcutaneous
' Subcutaneous /) Implant CAN
Implant (Bob) (({ )))
9 & Bob
Qé‘

Eve & l\\&/'

\ 3 g
©° .
] SNV
Leadless Capsule Eve Link

Alice

Pacemaker

Figure 1. System Model.
3. Measurement Setup

The setup used for measuring the legitimate and eavesdropper channel is shown in Figure 2.
It contains an anechoic chamber, a Vector Network Analyzer (VNA), a 3D spatial positioner,
a phantom container, and a magnetic tracker. The anechoic chamber is used to reduce the surrounding
environmental contributions, the magnetic tracker measures the distance between transmitter and
receiver antenna at different measuring points, whereas the positioner is used to precisely move
an antenna to different measuring points. The VNA is controlled via a laptop with software that
performs initial calibration of components before measurement and configures all the devices.
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First, it is calibrated with Rosenberger calibration kit RPC-3.50 to remove the losses due to coaxial
cables. Afterwards, it automatically measures the coupling between antennas at the specified grid
points. The phantom temperature is maintained at 24 °C because of the variation in permittivity
due to temperature change. The phantoms are developed to emulate at room temperature (24 °C),
the electromagnetic properties of the human body at 37 °C provided by Gabriel in [21]. More details
about the anechoic chamber and measurement setup can be found in [26]. Table 1, shows the set of
parameters used for ISM and UWB frequency-band measurements. When everything is in place,
before starting automatic measurements across different grid points, the anechoic chamber is closed
from the front to keep it completely concealed from outdoor surroundings.

Anechoic 3D Cartesian
Chamber Positioner

Phantom
container

Magnetic
Tracker

Figure 2. Measurement Setup.

Table 1. Setup parameters.

Band ISM UWB

Phantom Heart muscle, blood & Fat  Heart muscle, blood & Fat
Frequency range 1.7-2.5 GHz 3.1-5.1 GHz

Resolution points 1601 1601

Resolution Frequency 0.5 MHz 1.25 MHz

Intermediate Frequency 3 KHz 3 KHz

Output power 8 dBm 8 dBm

Snapshots per position =~ Ns=5 Ns=5

3.1. Phantom Composition and Antenna Description

In phantom-based experiments, a container is filled with liquid phantom that mimics the dielectric
properties of a required human tissue/body organ. Considering our real-world scenario, the phantoms
that depict the dielectric properties of a human heart, fat, and blood are developed. The dielectric
properties of a human body vary in frequency, resulting in different compositions of phantoms for
different frequency bands. First, the phantom formation for the ISM frequency band is presented along
with antennas used. Then, the UWB frequency band will follow.

3.1.1. ISM Band

ISM band is a common band to be employed in medical environments due to being license free.
We develop phantoms with dielectric properties of a human heart, fat, and blood. Figure 3 shows the
dielectric properties of a replicated phantom with its counterpart reported in [21], widely used in
literature. A good approximation of dielectric properties of heart muscle, fat, and blood is observed
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around 2 GHz. A single-layer phantom consists of only heart muscle which is composed of 39.2%
sugar with the remainder water [28]. Multilayer phantom includes heart muscle, blood, and fat. The fat
phantom is composed of 86% of oil in water where 1% of TX-100 was used as surfactant [29]. The blood
phantom is composed of 40% acetonitrile and 1.25% NaCl [30] in water.

For ISM band measurements, we used three sets of antennas to perform our measurement
campaign. An in-body antenna (transmitter) that replicates the leadless pacemaker transmission,
a subcutaneous antenna (legitimate receiver) that is used as a subcutaneous implant, and an external
antenna (eve antenna) that replicates an eavesdropper link. Figure 4 shows reflection coefficients of
the antennas. The reflection coefficients show good matching among all the antennas around 2 GHz.
The antennas used are directional and provided in Figure 5. More details on antennas can be found
in [31].
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Figure 3. Dielectric Properties of ISM Phantom.
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Figure 4. Reflection coefficients for Legitimate and Eavesdropper antennas (ISM).
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a) b) c)

Figure 5. ISM band antennas (a) Transmitter (b) Eve antenna (c) legitimate Receiver.
3.1.2. UWB Frequency Band

We develop phantoms that mimic the dielectric properties of human heart muscle, blood, and fat
in the UWB frequency band. Figure 6, shows the dielectric properties of the replicated phantoms.
For the UWB band, the heart phantom is composed of 54.2% acetonitrile and 1.07% salt in water [32].
Similarly, fat and blood phantom is altered to fit for UWB frequency band.
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Heart Phantom
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o
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Figure 6. Dielectric Properties of UWB Phantom.

Three sets of UWB antennas are used, similar to the ISM band, one implanted (Transmitter),
one subcutaneous (legitimate receiver) and one external antenna (eve antenna). Figure 7 shows the
antennas used. Figure 7b is the transmitter antenna and a similar antenna is used as the legitimate
receiver. The transmitter and legitimate receiver have dimensions of 2.3 x 2 cm? whereas the eve
antenna dimensions are 5 x 4.4 cm?. All the antennas have a quasi-omnidirectional radiation pattern.
More details on the antennas are provided in [33,34]. Figure 8 shows the S-parameters of the antennas.
All the antennas have transmission parameters of less than —10 dB, which is considered to be a very
efficient transmission parameter.
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(a) (b)

Figure 7. UWB antennas (a) Eve Antenna (b) Transmitter and Legitimate receiver.

-10 ]
-15 |
m -20 [ |
o
2
[
o 25 A |
3 A ;
Yoo
20 o |
3 "L
5 i !
% =35 y‘fl 4'“‘ |
e L
b
Transmitter 11‘ Ei
45 ——-=- Legitmate Receiver 15‘ 1
Eve Antenna u'
L L L . L ' :
a5 4 45 5 5.5 6
Frequency Hz x10°

Figure 8. S-parameters of UWB antennas.
4. Measured Channel Models

In this section, using the measurement setup, the IB2IB and IB20OFF channel models are
determined for the ISM and UWB frequency bands.

As mentioned earlier, the phantoms prepared are different for different frequency bands.
Therefore, while conducting the experiments for ISM and UWB frequency band, phantoms and
antennas are replaced. First, we used a single-layer phantom that contains only heart muscle for
ISM and perform the IB2IB and IB2OFF measurements. Then we added the fat layer and repeated
the measurements. Once the results are analyzed, a small difference in results with and without
fat is observed. Considering this fact, for UWB frequency band instead of using only heart muscle,
we performed experiments directly with heart muscle and fat layer for IB2IB and IB2OFF measurements
and afterwards the blood layer is added (We wanted to use blood for ISM experiments as well, but the
antenna was broken while performing that experiment due to which the path loss containing blood
phantom for ISM band is not presented).

The measurements for legitimate link (IB2IB) are performed by implanting a transmitter antenna
inside the liquid phantom, whereas the subcutaneous antenna or legitimate receiver is mounted on the
wall of the container (subcutaneous). In the case of the fat layer, the subcutaneous antenna is placed
inside the fat layer as shown in Figure 9. Furthermore, for legitimate link measurements, the implanted
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antenna (transmitter) is moved in different grid points along the x, y and z axis with a step size of
Ax, Ay & Az with total grid points of (Nx, Ny, Nz) as shown in Figure 10. For eavesdropper link
measurement, the implanted antenna (transmitter) is fixed at a certain implant depth and eve antenna
is moved across different grid points outside the phantom container to replicate different eavesdropper
positions. In addition, for each measuring point, five snapshots are taken and then averaged to enhance
the SNR. We would like to highlight the fact that the entire experiment takes around three weeks.

>SN
_
// ‘g, Heart muscle
yc“" ’rr%::f, i phantom
/ - ey g /
p o
In-Body Antenna

Sub s
ubeulaneous o Body Antenna

(Eavesdropper)
" Positions

e

Magnetic
tracker f

7—/; 25cm
/

PET width = 0.15cm

Figure 10. Measurement Grid points.

4.1. Path-Loss Models

From the measurements, we obtain the channel transfer functions, which help in determining
the path loss for single-layer (heart muscle) and multilayer phantoms (fat + heart + blood) in both
frequency bands. We measured the forward transmission coefficient Sy; for N resolution points (see
Table 1); the path loss per spatial position can be expressed as,

N, 2
PL;(dB) = |;|* = 10 x log;, ( Y —lH(If\fl)kl ) ,
B )

ie(r,e)
je(ISM, UWB)
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H(f;) = |Sx e~/ 81 where |S21] and /Sy are module and phase of transmission coefficient.

i” represents legitimate link (r) and eavesdropper link (e). Similarly, “j” represents the frequency band
(j = ISM or UWB).

4.1.1. ISM Band

4.1.1.1. IB2IB or Legitimate Link

For the legitimate link, the receiver antenna is mounted on the inner surface of the container’s
wall for a single-layer phantom that contains only heart muscle, and the transmitting antenna is
moved in different grid points inside the phantom (Figure 10). A leadless pacemaker is considered
to be an implanted antenna whereas an antenna fixed on the wall of a container is considered to
be a subcutaneous implant. The measured frequency band is 1.7 GHz to 2.5 GHz for the ISM band,
but we only take the narrowband part in which the transmitter’s S1; is below —6 dB. Thus, only those
measurements of Sy, for which the Sq; reflection coefficient is below —6 dB, are taken into account.
The resulting measured frequency band is 1.946-2.072 GHz as can be seen in Figure 4. The obtained
path loss can be modeled as a distance-dependent logarithmic function and can be expressed as

d
PLgp = PLgy, +10 x 1 x loglo(%) +N(p,0) ()

where, dy =4 cm, PLy, =22.9284 dB, n = 412 and N (y,0) = (—3.42 x 1071%,7.3002) ~ (0,7.3002).
This model is valid for legitimate link distances from 2.7-12 cm. The observed randomness is because
of measurements at different angles from the transmitting antenna. For a 2-layer phantom, we fill the
portion of the container with a fat layer (Figure 9 except blood layer) and mounted the subcutaneous
antenna in the fat layer. We determined the path-loss model, similar to (2). The parameters are
do=4cm, PLy, =21.85dB, n = 412 and NV (4, 0) = (—4.6 x 10716,4.5) ~ (0,4.5). Figure 11 shows the
path-loss models both for single-layer and multilayer phantoms together, in which dots are path-loss
measurements and the lines are the fitted model. It can be seen that because of the low value of fat
dielectric constant, it does not greatly change the path loss model.

55

PathLoss dB
8

15 B *  PL values (fat+heart muscle) | |
PR PL Model (fat+heart muscle)
10 R *  PLvalues(heart muscle)
: = = = PL Model (heart muscle)

I I

. .
2 4 6 8 10 12 14
distance cm

Figure 11. Path-loss legitimate link (IB2IB, ISM).
4.1.1.2. IB20OFF or Eavesdropper Link

As we noticed a slight difference in path-loss model with and without fat layer for IB2OFF
measurements, we used the single-layer phantom (heart muscle). To find the path loss for the off-body
link, we fixed the implanted antenna inside the heart phantom at an implant depth of 11.5 cm and
moved the external antenna along the grid points as shown in Figure 10. This replicates the scenario
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where the leadless pacemaker is implanted at a depth of 11.5 cm inside the body, transmitting to a
subcutaneous implant and an eavesdropper outside the body trying to eavesdrop the communication.
Similarly to IB2IB, we take S;; measurements for narrowband where matching occurs. The path-loss
model obtained can be expressed in terms of distance-dependent logarithmic function (2) and the
parameters are dg = 17.45 cm, PLy, =46.97 dB, n = 3.352 and NV (,0) = (—1.17 x 10715,4.40235) ~
(0,4.40235). Figure 12 shows the path-loss model for mentioned implant depth. This path-loss model
is valid for a distance range of 17.5-40 cm. After 40 cm, a free-space path-loss model can be applied.
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Figure 12. Path-loss eavesdropper link (IB2OFF, ISM).

4.1.2. UWB Band

4.1.2.1. IB2IB or Legitimate Link

For the UWB frequency band, first, an experiment with a heart muscle and fat layer is performed
which is then followed by the blood phantom. To find the IB2IB path-loss model, we fixed an in-body
antenna (subcutaneous) in the fat layer and move another in-body antenna to different grid points.
Figure 9 shows the placement scenario inside an anechoic chamber. The path-loss model parameters
for the IB2IB scenario containing all three phantom layers (heart muscle, blood, and fat) are dp = 4 cm,
PL4, =59.54dB, n = 3.7284 and N (ji,0) = (—1.445 x 1074,1.9675) ~ (0,1.9675). This path-loss
model is valid for distances of 1 cm—-10 cm. Similarly the parameters for 2-layer phantom (heart muscle
and fat), dg =4 cm, PLy, = 54.1830 dB, n = 3.37 and N (1, 0') = (—2.8442 x 10~1¢,1.5301) ~ (0,1.5301).
Figure 13 shows the path-loss model with and without blood. A difference of about 5 dB is observed
in experiments with and without blood.

4.1.2.2. IB20FF or Eavesdropper Link

For IB20OFF, we measured the channel only by considering fat and heart muscle. This is because
from an eavesdropping perspective the path loss without blood will be the best-case scenario and
worst-case scenario for the leadless capsule. However, if we want to have path loss with blood, at each
measuring point 5 dB of loss must be added.

We fixed an in-body antenna at an implant depth of 7 cm and then moved the off-body antenna
to different points. Figure 14 shows the path-loss model of the off-body scenario. The parameters
in terms of log distance model are dy = 10 cm, PLy, =72.24 dB, n = 2.67 and N (i, 0) = (—1.1627 x
10715,1.6328) =~ (0,1.6328). In the case of UWB, the IB20OFF path-loss model is valid for 10-27 cm,
whereas beyond 27 cm the free-space path-loss model can be applied.
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Figure 13. Path-loss legitimate link with and without blood (IB2IB, UWB).
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Figure 14. Path-loss Eve link without blood (IB2OFF UWB).

12 of 24

Table 2 provides summary and comparison of path-loss models for ISM and UWB frequency band.

Table 2. Summary of path-loss models.

ISM Band UWB Band
L'egitimate L'egitimate Eve Link Lfegitimate L'egitimate Eve Link
Parameters Link Link (IB20FF) Link Link (IB20FF)
(IB21B) (IB21IB) (IB2IB) (IB21B)
Layers 1 2 1 3 2 2
PLyg, (dB) 22.92 21.85 46.97 59.54 54.138 72.24
n 4.12 4.12 3.352 3.7284 3.37 2.67
o 7.3002 45 4.4023 1.9675 1.5301 1.6328
u 0 0 0 0 0 0
dy (cm) 4 4 17.45 4 4 10
Distance Range (cm)  2.7-12 2.7-12 17.5-40 1-10 1-10 10-27

5. Estimating Eavesdropping Risk (Risk Analysis)

This section focuses on estimating eavesdropping risk for next-generation leadless pacemakers
in the case of using ISM and UWB band for RF communication. As mentioned earlier, our system
consists of an eavesdropper, an IMD and a subcutaneous node as shown in Figure 1. We consider
implanted leadless capsules inside the right ventricle of a human heart. This leadless capsule transmits
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un-encrypted data to the subcutaneous implant, where the eavesdropper tries to eavesdrop the
communication. In case of IMDs, Eve can be categorized as

e An eavesdropper, where eavesdropping legitimate transmission can be an active or passive node.

e A possibility of single eavesdropper, or part of a well-organized group.

e An external intruder, but there can be the case where an eavesdropper is from inside the system
e.g., physician, hospital administration, equipment manufacturers etc., because they have the
benefit of being close to patient.

It can be seen that each eavesdropper may have different intentions or goals. There may
be the possibility that one eavesdrops just to get the private information of a patient or there
may be a case where there is competition between manufacturers to obtain information on IMD
equipment. An eavesdropper may have higher capabilities than that of legitimate nodes such as
higher computational power, higher antenna gains, etc. In this work, we consider a single passive
eavesdropper with the same capabilities as the legitimate node trying to eavesdrop the communication.
We also consider a case where the eavesdropper has higher antenna gain.

5.1. Eavesdropper Model

In this section, the probability of successful eavesdropping (Ps.) is provided by considering the
path-loss models depicted during our measurement campaign, both for UWB and the ISM frequency
band. To find Ps., we use an approach of channel capacity as a measure. Using channel capacity
as a basis, for a given information rate (R), there exists a minimum received power to successfully
decode the transmission based on a certain threshold SNR. Using this concept, the channel’s capacity
is expressed by Shannon capacity formula as

C = B x log, (1 +71) 3)

where B is channel bandwidth, C is capacity and <y, is the threshold SNR. To determine the threshold
SNR required to support the information rate (R), (3) can be expressed as

yi(R) > 28 —1 @

Thus, when SNR at the input of a receiver chain falls below certain threshold level [35],
the communication can be termed as in outage and can be expressed as

'Pout(’Yth) = P[7 < ’)’th} ®)

where 7 is received SNR. Thus, we can say that when the link is an outage then the eavesdropper will
not be able to eavesdrop the communication. Thus, an outage probability can be complemented in
terms of probability of successful eavesdropping.

5.2. Probability of Successful Eavesdropping (Pse)

To find the probability of successful eavesdropping, received SNR is required, which can be
achieved at a particular distance using the IB2OFF channel model, both for UWB and ISM frequency
band Sections 4.1.1.2 and 4.1.2.2. The received SNR can be expressed as,

YaB = Pryg, — PL(d)ap — NoBgpm (6)

where, N, B is the noise power, P; is transmit power and PL(d) is the IB2OFF path loss at distance
(d) (Eve distance). For a communication between legitimate nodes, the value of SNR () should be
greater than threshold, otherwise the communication link will be in outage. However, we want an
eavesdropper link to be in outage. Using the concept of outage probability (5), we must take certain
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cutoff thresholds represented by <,. The eavesdropper can eavesdrop communication with certain
probability, when the SNR () between the leadless capsule and eavesdropper is greater than the set
cutoff threshold <yy,. i.e., ¥ > ;. The probability of successful eavesdropping can be expressed as,

Pse =1— Pout(')/th) )

As SNR (7) is log normally distributed (Table 2) with mean i, and standard deviation ¢, we can
express (7) by Q-function as

Pe=1- (1 ~0 (lf’u; - P‘m)) ®)
YdB
7Dse = Q (,nhl;yiyv) ,
_ Yih — By
Pei-g (M), ©)

1 Yth — Py
Pee=1—=[1+ —_1
se 2 ( 61‘f< gyﬁ

The eavesdropper can increase the probability of successful eavesdropping by using high-gain
antennas. An antenna with high gain has a reception from greater distances and has higher
SNR. However, nothing comes without cost, and higher gain results from larger dimensions of
antennas. Different antennas have different antenna gain and aperture relation but in general it can be
expressed as

_ A%Ge

- 10
A, T (10)

From the eavesdropper perspective, Eve wants to eavesdrop without noticing. However,
with large aperture antennas it cannot happen easily. Therefore, the gain of an antenna cannot
be increased above certain limits e.g., if we want to have an antenna gain of 20 dBi then the effective
aperture of an antenna will be around 18 cm? (for frequency of 2 GHz) which cannot go unnoticed
within the short distance of a patient.

5.2.1. P, for ISM and UWB Frequency Band

To find the eavesdropping risk, path loss at different eavesdropper distances is determined
using (1) and the model parameters provided in Table 2 for an eavesdropper link. This helps
determining the received SNR for fixed transmitted power. In addition, we also measured the
receiver sensitivity for a bandwidth of 1 MHz, which is found to be —90 dBm. Furthermore, different
information rates (R) are considered for communication between legitimate nodes, and determine
corresponding cutoff thresholds by using (4). We assume the information rates that reflect the
real-life application rates such as EMG, ECG, and pulse rate, that are listed in Table 3 [36]. Finally,
using (9), we determine the probability of successful eavesdropping risk for a cardiac leadless
pacemaker communicating to a subcutaneous implant. Figure 15 shows the probability of successful
eavesdropping with varying eavesdropper distance for the ISM frequency band. We consider a
channel bandwidth of 1 MHz. The probability of a successful eavesdropping for an information rate
of 600 kbps (EMG) is about 97.68% at an eavesdropper distance of 1.3 m and approaches approx
28.13% at an eavesdropper distance of 4.2 m. Similarly, the eavesdropping risk for heart pulse is about
100% at 1.3 m and 4.2 m, whereas for ECG signal the risk is 99.68% at 1.3 m and 65.93% at 4.2 m.
When the information rate goes up, the requirement for threshold SNR increases, resulting in lower
eavesdropping probability. Similarly, the effect of an eavesdropper antenna is also considered which
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shows that increase in eavesdropping risk occurs when the eavesdropper uses a high-gain antenna as
shown in Figure 15, one without antenna gain and one with antenna gain of 4 dBi for information rate
of medical image and electromyogram (EMG).

Table 3. IMD data traffic.

Sensing Parameter = Required Data Rate

Heart rate 1 sample/s or 600 bps
Medical image 1 Mbps
Blood pressure 1.2 kbps
EMG 600 kbps
EEG 4.2-32 kbps
ECG 250 kbps
10°8—8—2 9
107 F X
&}j
i)
—6— R(Pulse)=600bps
—+— R(ECG)=250kbps N
102 | | —— R(EMG)=600kbps (G_=00Bi) N .
—=— R(Medical image)=1Mbps (Ge=OdBi) \EL\
—— R(EMG)=600kbps (G_=4dBi) H\E
— = R(Medical image)=1Mbps (Ge=4dBi) \\
L L L L L L L L L \\\J
1 2 3 4 5 6 7 8 9

distance (m)

Figure 15. Probability of Successful eavesdropping w.r.t Eve Distance (ISM Band).

Furthermore, for the UWB frequency band, Figure 16 shows the probability of successful
eavesdropping. Here it would be good to notify that we consider the path-loss model without
blood because it would be the best-case scenario for an eavesdropper. Due to high losses in UWB,
the eavesdropping risk is considerably less than the ISM band which is one of the advantages of
using UWB for in-body networks along with high data rate capabilities. Figure 16 shows the P,
on a per-MHZz basis similar to ISM frequency band. Similarly, for an information rate of an EMG,
the eavesdropping risk drops to 0.2847% at an eavesdropping distance of 0.22 m in the case of the
UWB frequency band.
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Figure 16. Probability of successful eavesdropping w.r.t Eve distance (UWB).

6. Secrecy Capacity Analysis

From risk analysis, it is evident to have some secure mechanisms to keep the pacemaker safe from
an eavesdropper. As mentioned earlier, this section focuses on the potential of securing pacemakers
using a physical-layer security method. Our intention is to use the keyless security method by using
the concept of secrecy capacity and secure channel. We deal with exploring the availability of secrecy
capacity by using the channel models obtained in Section 4.

Secrecy capacity is the maximum attainable communication rate between legitimate nodes without
any leakage of information to the eavesdropper. Consider the wireless system depicted in Figure 1,
where a leadless pacemaker communicates with a subcutaneous implant and the eavesdropper
attempts to eavesdrop the communication, by recalling [37] for an additive Gaussian wiretap channel,
where both channels are corrupted by Gaussian noise in a way that the eavesdropper channel is noisier
than legitimate channel i.e., W, > W,. Then, the instantaneous secrecy capacity is given as,

C=C—Ce (11)
where,
1
Cr = 5log(1+7) (12)

is the instantaneous channel capacity of legitimate link and

1
Co = E1og2(1 + Ye) (13)

is the instantaneous channel capacity of eavesdropper link, which follows instantaneous secrecy
capacity as,

+ .
[% log,(1+ ) — 4 log, (1 + 'yg)] ,if e > e

0, otherwise.

G = (14)



Sensors 2018, 18, 4327 17 of 24

r is legitimate channel (IB2IB) SNR and . is eavesdropper channel (IB2OFF) SNR. C; is positive when
Y¥r > e, which means that the legitimate nodes can communicate securely at that positive secrecy rate.
Furthermore, SNR of each link can be expressed as

Py x |hi?

1

, ie(r,e) (15)

=
where, P; is transmitted power, |1, |?, |1 |? are channel gains of respective links and W is noise power.
As we observed, the channel gains follow log-normal distribution. Thus, v, and 1, will also follow
the log-normal distribution at any measuring point with mean and standard deviation (y,0+) and
(e, 0e), respectively. The fundamental parameters in the context of secrecy capacity are probability of
positive secrecy capacity (Ppc,) and outage probability of secrecy capacity (OP,). When the legitimate
link SNR is better than the eavesdropper link, the secrecy capacity is positive and can be referred to
as positive secrecy capacity. The outage probability of secrecy capacity is the probability of outage
for certain fixed secrecy rate (Rs) with respect to eavesdropper distance. As 7, and -y, are mutually
independent and log normally distributed, then for single realization of a legitimate channel and
eavesdropper channel, the probability of positive secrecy capacity can be expressed as,

P(Cs >0) =P(7r > 7e) (16)

To find OP,, and Py, together, if we consider a certain fixed secrecy rate (R;) then the outage
probability can be expressed as

P(Cs < R) =1—P(Cs > Ry) 17)

Thus, by using definitions of probability,

P(Cs>Ry) =P <1og2 Gii) > Rs>
e

=Py, > eBM2(149,) —1)

= /0 f%('Ye) (/L’RSI“Z(l#»’n)fl f“/y('Yr)”l%) dy,

o elna (18)
= [ ) (1= By (B2 1 470 = 1))
1 _ « RsIn2 _
=1 [ hr)F (214 10 ~
= eI [T () f (€21 4 ) — 1),
where,
Inq, —1
Ey (1) =1-Q (%) 19
Fr(ye) =1-Q (2 e 20)
Ye Ye) = 4b

F,, () and F,,(y.) are camulative distribution functions of 7, and .. In addition, where, In E(.)
is the mean SNR of eavesdropper link and In E(y,) is mean SNR for legitimate link (see Equation(15))
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and a = %’610 and b = %%10, where 0, is the channel deviation of eavesdropper link and o; is of
legitimate link provided in Table 2. Substituting in (18)
eRsIn2 0 1 1 Ye
P(Cs > Rs) = x| 1— —In— ] ) x
(>R = Vo @i 1) < Q<4b V%))

21
ex 1 l In GRSIHZ(l + ) — 1 i d =
p 2\ 44 .u')/r Ye

Equation (21) can be evaluated by numerical methods. The preposition obtained is

(22)

4+/a2 + b?

The proof of (22) is provided in [38] and for convenience also in Appendix A. For strictly positive
secrecy capacity R; is set to 0, Thus, (22) can be expressed as [38]

ln% +8(b> —a?) — RsIn2
P(Cs <Rs)=Q e

— 2_ 42
P(C5>0)=1—Q<lny% njiy + 8 ’”) 23)

4+v/a? + b?

Based on legitimate node and eavesdropper location, 'y,a% and 'yeocdiy. Thus, if d, >> d, and
Yr >> 7, then P(C; > 0) ~ 1. In our case scenario, the legitimate nodes are inside the body,
whereas an eavesdropper is outside the body, due to which probability of secrecy capacity is depicted
in near proximity of implanted devices.

6.1. Probability of Positive Secrecy Capacity (Ppc,)

The probability of positive secrecy capacity for ISM and UWB frequency band is depicted in this
section. By using (23), the probability of positive secrecy capacity for different legitimate distance
against eavesdropper distance is plotted in Figure 17 for ISM and UWB frequency band. Two fixed
distances for legitimate links are considered and for each distance, the probability of positive secrecy
capacity is plotted against varying eavesdropping distance. Figure 17, shows that as the eavesdropping
distance increases, probability of positive secrecy capacity approaches to one P(Cs > 0) ~ 1. It also
shows that if the eavesdropper is exactly at the same distance to that of the legitimate node i.e., 120 mm,
there is still about 44.88% probability of positive secrecy capacity and it approaches approximately 97%
at eavesdropping distance of 400 mm for an ISM frequency band whereas for UWB frequency band at
the same legitimate distance i.e., 120 mm, Py, is about 96.84% and similarly approaches to 100% at
eavesdropping distance of 400 mm. Thus, UWB frequency band has a higher probability of positive
secrecy capacity at the same distance in comparison to the ISM frequency band. This is because of
higher attenuation values in the UWB frequency band, which turns out to be a friend and not a foe,
for secrecy purposes.



Sensors 2018, 18, 4327 19 of 24

0.9 uwse

06 ISM

—#— Legitmate link distance = 100mm
—=®— |egitmate link distance = 120mm
I I I

. !
0.1 0.15 0.2 0.25 0.3 035 04
Eveasdropper distance (m)

Figure 17. P, regarding legitimate link SNR.
6.2. Outage Probability of Secrecy Capacity (OPs)

Similarly, if we consider certain fixed secrecy rate for our application, then we can determine
the outage probability for the given secrecy rate. It is observed that by setting a secrecy rate
(Rs) =2bps/Hz and legitimate distance of 120 mm, outage probability is about 80.81% at an
eavesdropping distance of 120 mm, whereas at eavesdropping distance of 400 mm it falls to 11.12% for
ISM frequency band as shown in Figure 18. For UWB frequency band, considering the same statistics,
outage probability at an eavesdropping distance of 120 mm is about 78%, whereas for eavesdropping
distance of 400 mm it falls to about 0.5 x 10~%%, which shows the rapid decay in outage probability of
secrecy rate.

10°

OP..

Legitmate link distance = 100mm
Legitmate link distance = 120mm
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Figure 18. Outage probability of secrecy rate.
7. Discussions

In this section, we discuss the results and compare them for ISM and UWB frequency bands
provided as contributions in Section 1. Our findings show that both IB2IB link and IB2OFF link in either
case (ISM and UWB) follow the log-normal distribution, which can perfectly represent the real scenario
of propagation through different body tissues, e.g., heart muscle, blood, and fat. It is evident that path
loss in case of UWB frequency band is higher compared to the ISM band due to which the outage
probability of link is also high, resulting in lower cases for eavesdropping. The probability of successful
eavesdropping for an information rate of 600 kbps (EMG) is about 97% at an eavesdropping distance
of 1.2 m and approaches to approximately 28% at an eavesdropping distance of 4.2 m. For similar
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rate, the eavesdropping risk drops to 0.2847% at an eavesdropping distance of 0.22 m in case of UWB
frequency band.

Similarly, for secrecy capacity analysis where both the links (IB2IB and IB2OFF) play roles, then in
the case of UWB the probability of positive secrecy capacity is about 100% at an eavesdropping distance
of 200 mm, considering the distance between legitimate nodes to be 120 mm, whereas for a similar
scenario, considering ISM band the probability of positive secrecy capacity is about 76%. In addition,
if we consider a certain fix secrecy rate Rs = 2 bps/Hz, then for UWB band the outage probability is
about 3.4%, whereas for ISM band is about 48.53%, considering the distance between legitimate nodes
to be 120 mm.

In fact, UWB has many advantages, including high bandwidth, high data rate, and continuous
hopping to make it resilient to interference. In addition, UWB is also considered to be more secure.
To eavesdrop in case of UWB is like tracking a person who changes clothes continuously while running
at very high speeds. Considering our application of a cardiac leadless pacemaker, very little bandwidth
and data rate is required, due to which transmission in an ISM band is more feasible. Furthermore,
it is analyzed that the positive secrecy capacity still can be achieved, even when the eavesdropper is as
close as 12 to 15 cm from an implanted node. It is been found that even if the eavesdropper is exactly
the same distance as an implanted node to which the leadless capsule is transmitting, the probability
of positive secrecy capacity is still about 45% and approaches approximately 97% at eavesdropping
distance of 40 cm for the ISM band, whereas for UWB the stats are 96% and 100% at 40 cm. With the
advent of positive secrecy capacity, Gaussian wiretap codes or LDPC codes can be used to achieve this
secrecy rate.

The channel is considered to be secure if the transmissions are done on a secrecy rate. This physical-
layer security (PLS) method can also be used along with conventional encryption algorithms on higher
layers. If the secure channel rate is low, only encryption keys from higher layers can be shared over
available low-rate secure channels, whereas encrypted data communications follows afterwards.

8. Conclusions

This work analyzes the eavesdropping risk and the potential of securing next-generation LCPs
communicating between implanted nodes via PLS methods. The objective is achieved by adopting
the methodology of phantom experiments. In conventional pacemakers, the electrodes in the right
atrium and right ventricle are connected via wires to the subcutaneous implant, whereas in the case of
a leadless pacemaker the electrodes will transmit wirelessly to the subcutaneous implant, due to which
the security is of great concern from an eavesdropper perspective. A three-node model is considered
where two nodes are implanted inside the body and an external node located outside the body acts as
an eavesdropper.

Human heart-, fat-, and blood-like homogeneous and heterogeneous liquid phantoms are
developed to mimic the behavior of electromagnetic wave propagation through the heart. Phantoms
developed closely reflect the dielectric properties of heart, fat, and blood in the respective bands.
Using these phantoms along with an automated channel measurement mechanism, the channel
transfer functions are obtained for a legitimate link and link between implanted node and that of an
eavesdropper. Channel measurements are performed for ISM and UWB frequency bands. Furthermore,
these channel transfer functions are used to develop path-loss models for both IB2IB link (legitimate
link) and IB2OFF link (eavesdropper link) in both bands. Once the path-loss models are depicted,
the probability of successful eavesdropping is determined by using the concept of outage probability
for different cardiac usable information rates. Afterwards, secrecy capacity analysis is applied to
highlight the potential of PLS security methods for wireless cardiac implants.
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IB20OFF  In-Body to Off-Body
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WBAN  Wireless Body Area Network
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Abstract: The next generation of implanted medical devices is expected to be wireless, bringing
along new security threats. Thus, it is critical to secure the communication between legitimate
nodes inside the body from a possible eavesdropper. This work assesses the feasibility of securing
next generation multi-nodal leadless cardiac pacemakers using physical layer security methods.
The secure communication rate without leakage of information to an eavesdropper, referred to as
secrecy capacity, depends on the signal-to-noise ratios (SNRs) of the eavesdropper and legitimate
channels and will be used as a performance metric. Numerical electromagnetic simulations are
utilized to compute the wireless channel models for the respective links. These channel models
can be approximated with a log-normal distribution which can be used to evaluate the probability
of positive secrecy capacity and the outage probability of this secrecy capacity. The channels are
modeled for three different frequency bands and a comparison between their secrecy capacities is
provided with respect to the eavesdropper distance. It has been found that the positive secrecy
capacity is achievable within the personal space of the human body for all the frequency bands, with
the medical implant communication systems (MICS) band outperforming others.

Keywords: implanted medical devices; wireless leadless cardiac pacemaker; in-body wireless
channels; security and privacy; physical layer security; secrecy capacity

1. Introduction

The technological advancements in implanted medical devices have resulted in the rapid growth
of personal health systems which include popular wireless medical devices like cardiac pacemakers,
glucose monitors, and implantable cardioverter defibrillators (ICDs). These wireless medical devices
are less invasive than traditional wired solutions and provide proper diagnosis and treatment.

One of the most important medical device is the cardiac pacemaker, which helps to maintain
cardiac thythms. There are almost one million pacemaker implantations worldwide annually [1].
The current generation of these pacemakers consists of a subcutaneous implant connected to electrodes
in the right atrium and right ventricle by leads, whereas the next generation is expected to be wireless
in all aspects including connectivity between the subcutaneous implant and electrodes. The electrodes
of the so-called leadless cardiac pacemakers in the heart chambers will be wirelessly synchronized
with each other and also with the subcutaneous implant which will be used to configure the leadless
pacemakers and that acts as a relay for external devices.

Besides the unquestionable benefits of leadless pacemakers such as less invasive surgery, also some
disadvantages arise. One of the key issues is to protect the life saving device from intruders and
eavesdroppers. Successful eavesdropping results in fetching of patient’s confidential information
(medical/non-medical) or executing different types of attacks (e.g., forging and data manipulation).

Entropy 2019, 21, 858; doi:10.3390/e21090858 www.mdpi.com/journal/entropy
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Moreover, it may facilitate the modification of implant configuration without knowledge of the patient
or physician [2]. Thus, the wireless nature of these devices could be a safety risk and must be secured
from threats like eavesdropping, data tampering and device modification. This work does not cover
all aspects related to the security of implanted medical devices and focuses only on secrecy capacity
for in-body channels with the assumption of a passive eavesdropper outside the body. The passive
eavesdropper only intercepts the communication without any active attacks. This can lead to future
active attacks like data tampering, man-in-the-middle attack and un-authorized access. For example,
in the case of SNR estimation spoofing, the active eavesdropper can adapt the strategy of reporting
a worse SNR than the legitimate receiver, albeit having the better SNR, reflecting the secrecy capacity
to be positive. Therefore, if the transmitter unit is not able to distinguish that forgery attempt, then
eavesdropper will end up partially decoding the confidential information. On the other way around,
the eavesdropper can report its SNR to be better than legitimate channel, which results in utilizing the
resources from the transmitter unit [3]. Moreover, jamming also directly affects the secrecy metrics,
because it changes the estimated and actual legitimate receiver SNR. A detailed investigation of active
attacks is beyond the scope of this work.

Halperin et al.’s [4] work is believed to be the pioneer study in investigating the security risks
of implanted medical devices and proofs with off the shelf antennas and external programmers
(An external device used for data collection and configuration of a cardiac pacemaker) that the wireless
nature of these devices can be exploited to control them. This work was followed by numerous studies
providing the methodologies and techniques to secure wireless implanted medical devices [5-8].
Most of the work is focused on methods based on computational cryptography. Another alternative
could be utilizing the physical layer to provide secure communication via information theoretic
measures. In addition, risk management and evaluation are part of international standards for
implanted medical devices [9,10]. Therefore, physical layer security (PLS) assessments together with
traditional cryptographic measures should be part of these standards.

The theory of information theoretic security was initially suggested by Shannon [11] in 1949.
Wyner [12] extended Shannon’s work in 1975 and introduced the secrecy capacity of the Gaussian
wiretap channel. Secrecy capacity is a communication rate with which the legitimate nodes can
communicate securely in the presence of an eavesdropper. Secrecy capacity can be achieved if
the legitimate channel signal-to-noise ratio (SNR) is better than the eavesdropper’s (Eve’s) channel.
There have been considerable efforts to secure wireless networks [13] based on the PLS methods.
Jameel et al. in [14] provided a comprehensive survey on cooperative relaying and jamming strategies
for PLS methods whereas [15] proposed the multicasting cooperation strategy to enhance the security
in large networks. Also, Neshenko et al. [16], provided an extensive survey on different types of
vulnerabilities. However, these methods mainly focus on free space wireless networks and cannot be
directly applied to in-body scenarios because of completely different media.

Information theoretic measures or security via PLS depend on wireless channel characteristics for
securing the communication between legitimate nodes. These characteristics may involve received
signal strength, angle of arrival, phase or the inherent noise in the wireless channels that degrades
the signal-to-noise ratio [17-20]. Therefore, channel modeling is the key aspect to evaluating the
possibilities of using the PLS methods for securing the information content between legitimate nodes.

Channel characterizations subject to the human body are commonly carried out in electromagnetic
(EM) computational simulation tools like computer simulation technology (CST) [21] or High frequency
structure simulator (HFSS) [22], phantom or in-vivo experiments. IEEE 802.15.6 is the specified
standard for wireless body area network (WBAN) in which Medical Implant Communication (MICS)
band is specified as the communication standard for the implant to implant communication. The MICS
frequency band covers the frequency range of 402-405 MHz. Literature is also available on channel
modeling in other frequency bands such as Wireless Medical Telemetry Service (WMTS, 608-614 MHz),
ISM 868 MHz, Ultra Wide Band (3.1-5.1 GHz), and ISM 2.4 GHz [23-25]. Similarly, Kadel et al. [26],
provide comparisons between different channel models proposed in the literature for on-body to
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on-body scenarios in WBAN for 900 MHz and 3.1-10 GHz. Their simulation results are derived from
a 2-D human model without considering the impacts of different human organs. Therefore, the results
can be considered as less precise. Moreover, their channel models cannot be utilized for our application
scenario, because the transmitter and receiver are considered on the body surface whereas in our case
the transmitter is located inside the heart and the receiver is positioned in the subcutaneous space.

This work evaluates the secrecy capacity for in-body channels and explores the PLS methods for
privacy and security of multi-nodal leadless cardiac pacemaker (LCP). The in-body to in-body legitimate
channel and in-body to off-body eavesdropper channels are simulated in a computer simulation tool
to derive the path loss models for channel attenuation. In comparison to channel models presented
in [26], we evaluated the application-based channel model that involves propagation through organs in
the cardiac scenario. In addition, the evaluation of channel models is based on a 3-D anatomical human
model with an EM simulation method which is precise and considers all the electric properties of human
organs and propagation characteristics of electromagnetic waves inside the human body. Based on the
cardiac application scenarios, three different channel models, in-body to in-body, in-body to subcutaneous
and in-body to off-body, are developed and lower frequency bands are mainly considered, i.e., MICS,
WMTS and ISM. The channel attenuation is utilized to evaluate the respective link signal-to-noise ratio
(SNR) for determining the probability of positive secrecy capacity along with the outage probability of the
secrecy capacity. The secrecy capacity analysis is carried out in all the frequency bands under investigation.
It has been observed that the MICS band outperforms other bands in terms of achieving secrecy capacity
in near vicinity of the human body. However, if the practical considerations of antenna dimensions are to
be considered, then the ISM 868 MHz is the viable choice.

The rest of the paper is organized as follows. Section 2 provides the system model and
methodology and Section 3 contains the results. The discussions are provided in Section 4 and
conclusions in Section 5.

2. System Model and Methodology

This section provides the system model for a multi-nodal leadless cardiac pacemaker which
consists of a leadless pacemaker in the right ventricle and right atrium of the human heart,
a subcutaneous implant in the pectoral pocket under the shoulder and an eavesdropper outside
the body as shown in Figure 1. The leadless pacemakers, also referred to as capsules, communicate
wirelessly with each other and with the subcutaneous implant. We define three links, two legitimate
and one eavesdropper link—the link between C1 and C2 referred to as L1, the link between C1 and the
subcutaneous implant (L2) and the link between C1 and the eavesdropper (EI).

Figure 1. Multi-nodal leadless cardiac pacemaker scenario with leadless capsules C1 and C2,
subcutaneous implant S and an eavesdropper E.

The legitimate nodes use MICS, WMTS, and ISM 868 MHz frequency bands in order to
communicate with each other. To evaluate the secrecy capacity, the channels for all communication
links between legitimate nodes and with the eavesdropper are modeled in CST. First, the methodology
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to evaluate the secrecy capacity and its dependence on channel models is provided, followed by
channel modeling using electromagnetic simulations.

2.1. Methodology

The wireless in-body network shown in Figure 1 depicts C1 communicating with C2 and
S, whereas the eavesdropper (Eve) in the near vicinity of the body is attempting to spy on the
communication. The legitimate nodes can communicate securely by using the secure transmission
rate which is the maximum achievable confidential communication rate without the disclosure of
information to Eve. All the noise sources are considered to be white and Gaussian e.g., thermal noise,
shot noise of the Rx and Tx and we do not expect any nonlinearities from Rx, Tx and the communication
medium. Therefore, by using [27] for an additive Gaussian wiretap channel, the instantaneous secrecy
capacity is expressed as

Cs=Cr—C, 1)

where C, and C, are the channel capacities of legitimate and eavesdropper link respectively, which can
be expressed as

1
Cr = 5 log,(1+ ) ()

1
C, = 3 log, (14 7.) 3)

Consequently, Equation (1) can be followed from Equation (2) and Equation (3) as

. 4
0, otherwise [27].

C— {%logz(l +7) — %logz(l + %), if v > e
v+ represents the legitimate channel SNR and v, shows the SNR of Eve’s channel. Equation (4)
expresses that Cs is positive when the legitimate channel SNR is greater than Eve’s channel i.e.,
(7r > ve). With positive Cs, the legitimate nodes can communicate securely. Furthermore, the SNR of a
link can be computed as

2
i = % i€ (re) )
where |h.|2, |h,|? represents the channel attenuations of the associated links, P is the transmitted power
which is set to —16 dBm (power restrictions on implanted devices [28]) and W is the constant noise
power. Therefore, channel attenuations are the only source of variations in channel capacities. Thus,
in order to compute the secrecy capacity for in-body implanted legitimate nodes, the channel model
for attenuation between the legitimate nodes and eavesdropper must be analyzed.

2.2. Channel Modeling

The simulation is performed in the anatomical human model provided by the CST family of
voxel models. The transmitting antenna is an electrically small antenna which has a far-field radiation
similar to a Hertzian dipole. Hence, for simplicity, it is represented by a Hertzian dipole source in the
simulation. The ideal Hertzian dipole source does not take the mismatch and structural loss of the real
antenna into consideration, however, in the practical case, these losses cannot be ignored, which will
increase the path loss and deteriorate the channel SNR. Three polarizations of the Hertzian dipole
have been investigated. In order to detect the electric and magnetic fields at different distances from
the transmitting dipole, ideal electric and magnetic probes are utilized. Based on the LCP scenario,
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the transmitting antenna is placed at the vertex of the right ventricle which is the actual pacemaker
placement site.

The intra-cardiac simulation scenario or an intra-cardiac link (LI) is shown in Figure 2, where a
pacemaker is placed in the right ventricle and different receiving probes in the right atrium.
The intra-cardiac to the subcutaneous channel or link between C1 and S (i.e., L2) is illustrated in
Figure 3. The probes are placed 2 cm below the skin surface under the left collar bone of the human
body and is regarded as the actual placement site for the subcutaneous device. Figure 4 shows Eve’s
channel (E1) where the probes are positioned a few centimeters away from the body surface in front
of the chest. The probes are located at a site with maximum received power. This is considered as
the worst case scenario for the pacemaker (best case scenario for Eve) under practical conditions, i.e.,
limited antenna size for Eve. Figure 5 shows the spatial distribution of the strength of EM radiation
outside the body, with maximum received power in front of the body showing the best case scenario
for Eve. The power distribution at each position is evaluated using the Poynting vector which can be
expressed as

S(x,y,z)(t) = E(x,y,z)(t) X H(x,y,z)(t) (6)

where E(,, -y(t) and H(, , -)(t) are the time-domain electric and magnetic field vector. The average
received power at a single position is determined from all three x,y,z polarized electric and magnetic
probes. Finally, the path loss is calculated from the ratio of the averaged received power at the
observation point to the average transmitted power. For computing simplicity of secrecy capacity
and outage probability, a single path loss model is often desirable for both in-body and off-body
links. Under the practical limitation of Eve using an antenna with limited size, this is an acceptable
simplification. However, when exploring the absolute limits of the received power, the different
nature of the loss inside and outside the body should be considered. The power lost inside the body is
dissipated to heat (lossy medium) whereas the path loss outside the body is because of the spatial
distribution of the electromagnetic wave. Using a theoretical antenna/receiver system that is able to
receive all power radiated from the body, this path loss may be compensated completely. Due to the
fact that this kind of system is extremely difficult to implement, especially without disclosure of Eve’s
intends, the practical case of limited antenna size and path loss outside the body will be used for the
calculations. Therefore, the derivation of the path loss model is based on the following equation

d
PL;g = PLy4p + 10nlog (E) + N(0,048) (7)
0

where PL4p is the path loss at the reference distance dy and n is the path loss exponent. The
cumulative distribution function (CDF) can be approximated by a log-normally distributed random
variable N (0, o) with zero mean and standard deviation o.

1
Electric and Magné!tic
Probes

Hertzian Dipole;
Excitation

Figure 2. Cross section view of simulation scenario of Intra-cardiac to Intra-cardiac channel models.
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Figure 3. Cross section view of simulation scenario of Intra-cardiac to Subcutaneous channel models.

Figure 5. Radiation of EM waves outside the body.

The path loss values along with the fitted model for intra-cardiac simulation or L1 link is shown in
Figure 6. It shows that the path loss varies with respect to the frequency band used. The intra-cardiac
to off-body channel models (E1) consist of free space and complex human body tissue medium.
As mentioned before, for the computational simplicity of secrecy capacity and outage probability,
a single path loss model is often desirable. Therefore, a single path loss model curve with average
path loss exponent is extracted as shown in Figure 7. The slope of the fitted curves clearly indicates
that when the receiver is in the near vicinity of the human body, the lossless medium influence can
be neglected and as the receiver is being moved away there is slightly decreasing change in the slope
indicating the influence of the presence of the free space medium. At distance larger than 150 mm,
the path loss at ISM 868 MHz becomes less than that in the WMTS band. The complex nature of
human organs causes reflection and scattering which may cause increased received power at certain
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locations outside the human body due to constructive interference. This effect is more prominent at
higher frequencies (i.e., smaller wavelengths). The intra-cardiac to subcutaneous channel model or
L2 link is shown in Figure 8. The increasing tendency of path loss is similar to that of intra-cardiac
path loss. Table 1 shows the summary of all the nine models depicted using EM simulations for the
corresponding legitimate and eavesdropper links in the frequency bands under investigation.
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Table 1. Summary of the path loss models for intra-cardiac (L1), subcutaneous (L2) and off-body

eavesdropper (E1) link.
MICS WMTS ISM 868 MHz
Parameter (402-405 MHz) (608-614 MHz) (867-869 MHz)
L1 L2 E1 L1 L2 E1 L1 L2 E1
PL(d0) (dB) 42.5 48.5 50 44.9 50 52 47.2 53 56.5
d0 (cm) 6 7 6 6 7 6 6 7 6
n 5.12 4.54 4.465 4.86 5.83 4.970 4.99 6.24 3.773
u 0 0 0 0 0 0 0 0 0
o (dB) 1.26 1.64 1.379 1.83 2.64 1.275 2.14 224 1.143

d (cm) 57-122 6-13 5.6-244 57-122 6-13 5.6-244 57-122 6-13 5.6-244

3. Results

In this section, the secrecy capacity analysis of a multi-nodal leadless cardiac pacemaker is
provided. As enlisted in Table 1, all the path loss models for channel attenuation are modeled with a
log-normal distribution. Thus, the corresponding SNR values 7, and 7, will also follow the log-normal
distribution at any measuring point with mean and standard deviation (y,,07) and (p,0e), respectively.
The fundamental parameters in the context of secrecy capacity are the probability of positive secrecy
capacity (Pp,) and the outage probability of secrecy capacity (OP,,). The secrecy capacity is positive
when Eve’s link SNR is inferior to legitimate link’s SNR and is referred to as positive secrecy capacity.
The outage probability of secrecy capacity can be defined by setting a fixed secrecy rate (R;) and
can be computed with respect to the eavesdropper distance. As 7, and v, are mutually independent
and log-normally distributed, then for a single realization of a legitimate channel and eavesdropper
channel, the probability of positive secrecy capacity can be expressed as

P(Cs >0) =P(rr > 7e) )

Similarly, by setting a fixed secrecy rate (Rs), the outage probability of secrecy capacity can be
expressed as

P(Cs <Rs) =1—P(Cs > Rs) ©)

After simplification (as provided in detail in Appendix A and adapted from [29]), Py, can be
represented in the form of Q-function for log-normal channels [19,29] as

Inpiy, —Inpiy, +8(b* — a%)
P(Cs>0)=1- : 4 10
(C=o=t-e ( VTR 10
whereas the outage probability (OP,,) can be expressed as
ln%—kS(bz—az) —Rsln2 )
P(Cs <Rs) = .
(k=0 Wi

where ji, and i, represents the mean SNR of respective links (legitimate and Eve Link, as expressed
in Equation (5)). In addition, a = %’610 and b = ”“ff(’)w, where a and b is the standard deviation
of the Gaussian distribution which corresponds to a log-normal distribution (if o, is the standard
deviation of v,, then a = %). As shown in Figure 1 and numbers enlisted in Table 1, there are two
legitimate links, one between node C1 and C2 i.e., L1 whereas other between C1 and S i.e., L2—and the
eavesdropper link (E1). Thus, a separate analysis is provided for both the legitimate links considering

the same link for Eve.
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3.1. Probability of Positive Secrecy Capacity (Ppc,)

First, the intra-cardiac link (L1) and the eavesdropper link (E1) are considered. Thus, by using
Equation (10), the Py, for the intra-cardiac link is shown in Figure 9, whereas the P, for the
subcutaneous link (C1 and S or L2) is shown in Figure 10. In case of the intra-cardiac link, a fixed
distance of 8 cm between node CI and C2 is considered and the eavesdropper distance is varied.
By considering Eve at a distance of 6 cm which ultimately means being attached directly to the body of
a patient over the heart on the chest, P, is approximately 68% for WMTS, around 75% for MICS and
about 90% for ISM 868 MHz. When the eavesdropper is moved away just about 2 cm, the positive
secrecy capacity approaches to approx. 100% for all the frequency bands. Normally, in case of lower
frequencies with small in-body distance between nodes the probability of secrecy capacity is high.
As shown in Figure 10, ISM 868 MHz has higher P, than MICS and WMTS, but this is because of
the small path loss exponent “n” and also the smaller standard deviation of path loss than MICS and
WMTS. However, after 7.6 cm MICS and WMTS have higher secrecy capacity than ISM 868 MHz.

P
—p—MICS
—— WMTS
0.95 —+—ISM 868 MHz | -
= 094
g
g
=
S 085
=)
g
g
@ 08
g
&£ 075
0.7
6 6.5 7 7.5 8

Eveasdropper distance (cm)

Figure 9. Probability of positive secrecy capacity of intra-cardiac (C1 and C2 or L1) link for the
frequency bands under investigation.

e o o
N @ ©
T T

o
=)
T

e
IS
T

o
©
T

Positive Secrecy Capacity P,
o
o

o
S
T

—p—MiCcs
—o— WMTS
—+—ISM 868 MHz

e

6 8 10 12 14 16

Eveasdropper distance (cm)
Figure 10. Probability of positive secrecy capacity of Subcutaneous link (L2) for frequency bands under
investigation.

Similarly, in case of the subcutaneous link (L2), the distance between C1 and S is fixed to 12 cm
which is the average distance between the capsule in the right ventricle and subcutaneous implant.
If the eavesdropper is considered to be attached to the human body over the heart, the ppﬂs is about
0%. However, if an eavesdropper moves away from the body Pp, increases and approaches to
approx. 100% at a distance of 15 cm in case of MICS and WMTS band, whereas about 99.97% at a
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distance of 20 cm for ISM 868 MHz. In case of subcutaneous link (L2) as expected the MICS band has
higher P, at close premises to the body than WMTS and ISM 868 MHz.

3.2. Outage Probability of Secrecy Capacity (OPe,)

In order to evaluate the outage probability of secrecy capacity, a secure communication rate
between legitimate nodes is needed to be established. In case of pacemakers, the communication rate
required to transmit different physiological parameters varies, e.g., the required communication rate
for electrocardiography (ECG) is around 2.5-250 kbps, whereas electromyography (EMG) requires
around 650 kbps [30]. If the secrecy rate is set to about 1 bps/Hz which for a bandwidth of 1 MHz is
equivalent to 1 Mbps, the outage probability of secrecy capacity can be provided by using Equation (11).
Figure 11 shows the outage probability of fixed secrecy rate for the legitimate link (L1). The distance of
link L1 is fixed to 8 cm and the eavesdropper distance is varied. The OP, of link L1 at an Eve distance
of 6 cm is about 84% for MICS, 81% for WMTS and 50% for ISM 868 MHz and approaches nearly to 2%
at Eve’s distance of about 8 cm. Similarly for subcutaneous link (L2), the OP, is shown in Figure 12.
In case of the subcutaneous link, the distance between CI and S is about 12 cm. The OP,, at an Eve
distance of 12 cm is about 28% for MICS, 48% for WMTS, and 86% for ISM 868 MHz whereas the OP,
approaches to approximately 0.076%, 3.1% and 21%, respectively, at a distance of Eve of 16 cm in case
of MICS, 18 cm in case of WMTS and 22 cm in case of ISM 868 MHz. However, for a decent level of
safety, lower outage probabilities are desirable.

—p—MicS
—&— WMTS
102k —+—ISM 868 MHz | |
o
S 1ot
’—;: 60
< 10%0F
[
©
&
%
2 10%0r
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Figure 11. Comparison of outage probability of secrecy capacity for intra-Cardiac link for the
investigated frequency bands.
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Figure 12. Comparison of Outage probability of secrecy capacity for subcutaneous link for the
investigated frequency bands.
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4. Discussion

So far, a scenario with an eavesdropper outside the body with a small antenna has been analyzed
where multinodal leadless pacemakers are implanted in the right atrium and right ventricle of the
human heart, along with a subcutaneous implant beneath the shoulder under the skin. Our findings
show that the physical layer security methods with the use of the secrecy capacity is viable and
can be an efficient alternative to secure the implanted medical devices on a physical layer. This is
because the human body is a lossy medium for electromagnetic propagation, inherently providing
high channel attenuation to off-body links e.g., the eavesdropper link E1. Eve being outside the body
has an advantage of compensating the high path loss by use of different types of antennas and thus
can improve the quality of a link with high gain antennas. Higher gain antennas can have a reception
from a greater distance with high SNR, thus reducing the secrecy capacity rate. However, these kind
of outperforming antennas are realized at a cost of larger dimensions of the antenna. The dimension of
an antenna with provided gain can be estimated using

G
A, = W (12)
where A, is the effective aperture, G is the antenna gain, and f is the frequency. Thus, in order to
analyze the effect of antenna gain at the eavesdropper, the outage probability of secrecy capacity is
evaluated by considering Eve having an ideal antenna with 10 dBi gain. As seen in Equation (12),
the effective aperture (i.e., size) of antennas increases with its gain. As a result, 10 dBi was chosen to
balance antenna dimensions and gain. Table 2 enlists the comparison of outage probabilities with and
without antenna gain for both intra-cardiac (L1) and subcutaneous link (L2). The antenna aperture
is given exemplary in quadratic dimensions for better imagination. In addition, a personal space of
50 cm is considered for an individual with a pacemaker. Eve will be noticed when operating within
this space. It can be seen that for the intra-cardiac link, the outage probabilities are extremely low even
with a high gain antenna on Eve’s side. This is because of the low path loss between intra-cardiac
leadless pacemakers. For the subcutaneous link, the MICS band provides the best results with an
outage probability of 107 at Eve’s distance of 25 cm and 10726 at 50 cm. For an individual personal
space of 50 cm, the worst results are for ISM 868 MHz with an antenna gain of 10 dBi at Eve’s side and
have the outage probability of secrecy capacity to be 10~ at 50 cm. But with required dimensions of
e.g., 30 x 30 cm?, it will hardly be possible for an eavesdropper to remain unobserved.

Table 2. Comparison of outage probability (OP) of secrecy capacity for scenarios with and without
antenna gain at the eavesdropper.

Effective Intra-Cardiac Subcutaneous
Frequency 2 Link (L1) Link (L2)
Band Aperture (cm?)
OPat0dBi OPat10dBi OPat0dBi OP at 10 dBi
For0dBi For10dBi 25cm 50cm 25cm 50cm 25cm 50 cm 25 cm 50 cm
MICS 21x21  66x66 107%* 10713 1072 107¢ 10-18 10731 1076 1072
WMTS 19x19  61x61 1074 1079 10-2 107 10-1' 10732 104 10-18

ISM 868 MHz 10 x 10 30x30 10728 107% 10712 10730 10% 1072 18x10"! 10°?

These results prove that there is a good probability to achieve positive secrecy capacity in near
premises of the patient and also a secure communication rate can be achieved for the cardiac application,
even if the eavesdropper is attached to the patient’s body. The cardiac application rates mainly
correspond to heart rate, blood pressure (1.92 kbps), respiratory rate (1 kbps), pulse rate (2.4 kbps) and
ECG with maximum required data rate of 2.5-250 kbps [30,31]. These data rates are well below the
fixed secure communication rate for which Eve’s distances are specified.

In case of achieving positive secrecy capacity and low outage probability, MICS band could be
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the best choice to be used for implanted medical devices. However, it is difficult to develop a small
efficient antenna with good reflection coefficient taking into consideration its practical realization at
lower frequencies. On the other hand, there is a good possibility to develop small efficient antennas at
higher frequencies, but the losses definitely increase as well as the secrecy capacity is achieved at a
greater distance than in the MICS band. Thus, from practical considerations, ISM 868 MHz will be a
good choice for developing small antennas with good efficiency and acceptable outage probabilities of
the secrecy capacity.

5. Conclusions

The secrecy capacity for wireless in-body channels has been evaluated in different frequency
bands that include MICS, WMTS and ISM 868 MHz. With an application for multi-nodal leadless
cardiac pacemakers, the probability of positive secrecy capacity and outage probability of fixed
secure communication rate has been determined for legitimate links, i.e., intra-cardiac link (link
L1 between leadless pacemakers inside the heart) and subcutaneous link (link L2 between leadless
pacemaker inside the heart and subcutaneous implant). By considering an individual personal space
of 50 cm, it has been found that the intra-cardiac link is not critical in terms of outage probability of
secure communication rate of 1 bps/Hz, even with an antenna gain of 10 dBi for the eavesdropper.
The maximum outage probability of the secrecy capacity for a subcutaneous link (L.2) is 10~°, for Eve
at a distance of 50 cm having an antenna gain of 10 dBi. This corresponds to one patient in a billion
which is a very good number considering the application sensitivity and the eavesdropping scenario.

In the future, the impact of active eavesdroppers will be considered on the secrecy metrics of the
system. The channel models will also be developed further and refined using more simulations
and experiments. The experiments could involve development of phantoms used for in-body
experimentation, which is a chemical solution that replicates the dielectric properties of human organs.
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Abbreviations

The following abbreviations are used in this manuscript:

C1 Leadless pacemaker in Right Atrium
C2 Leadless pacemaker in Right Ventricle
Cs Secrecy Capacity

CST Computer Simulation Technology
CDF Cumulative Distributive Function

El Link between C1 and Eve

ECG Electrocardiography

EM Electromagnetic

EMG Electromyogram

1B2IB In-Body to In-Body

IB20OFF  In-Body to Off-Body

ICD Implanted Cardioverter Defibrillator

ISM Industrial Scientific and Medical Frequency Band
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L1 Link between C1 and C2

L2 Link between C1 and subcutaneous implant (S)
LCP Leadless Cardiac Pacemaker

MICS Medical Implant Communication Systems
OP., Outage probability of secrecy capacity

Ppc, Probability of Positive Secrecy Capacity
PL Path Loss

PLS Physical-Layer Security

RF Radio Frequency

Rs Fixed Secure Communication Rate

Rx Receiver

SNR Signal to Noise Ratio

Tx Transmitter

UWB Ultrawide Band

WMTS  Wireless Medical Telemetry Service
WBAN  Wireless Body Area Network
WIBEC  Wireless In-body Environment

Appendix A
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Evaluation of Secrecy Capacity for
Next-Generation Leadless Cardiac Pacemakers
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Abstract— Secure communication can be considered as I. INTRODUCTION

an integral part of the next generation implantable medical
devices. With the advent of physical layer security (PLS)
methods, confidential messages can be transmitted with-
out the use of encryption keys. For analyzing the effec-
tiveness of PLS for next-generation leadless cardiac pace-
makers, we provide secrecy analysis using a performance
metric of secrecy capacity. Secrecy capacity defines the
secure transmission rate between legitimate nodes without
leakage of information to an eavesdropper and depends
on respective channel attenuations. The legitimate and
eavesdropper channel attenuations are evaluated by 3D
numerical electromagnetic simulations using a detailed hu-
man model. We do not assume eavesdropper to be located
in specific directions or positions and considers it to be
located anywhere around the body. We evaluate the secrecy
capacity by defining a spherical grid for eavesdropper po-
sitions around the body with a radius of 1 m. The secrecy
capacity of the entire space is evaluated by extrapolating
the grid to different radial distances using free space path
loss model. Moreover, by fixing application based secure
communication rate, the entire space is divided into secure
and in-secure volumes. The in-secure volume consists of
all the eavesdropper positions from which the pacemaker
can be eavesdropped. We also evaluated the angle from
which the maximum leakage of information takes place and
referred it as “Eve’s sweet spot angle”. Data for channel
attenuations from phantom and in-vivo experiments is also
utilized to validate and observe the differences between
simulations and experiments. This work will help in design
of the communication module of implanted leadless cardiac
pacemakers with enhanced security on the physical layer.

Index Terms— Physical layer security; Secrecy capacity;
Leadless cardiac pacemakers; Privacy and Security, Im-
plantable medical devices
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The technological advancements in personal health sys-
tems have led to the development of different wearable and
implantable medical devices and systems. These develop-
ments also motivate transformation of decades old implantable
medical devices (IMD’s) such as cardiac pacemakers and
implantable cardioverter defibrillators (ICDs).

A. Cardiac Pacemakers

Pacemakers are medical devices that are implanted in pa-
tients with abnormal heart rhythms. About 1 million pace-
makers are implanted annually worldwide [1]. Traditional
pacemakers contain a subcutaneous implant (usually called
“Can”) implanted in the pectoral pocket below the shoulder.
The Can is connected to the transvenous wires or ‘leads’ that
pierce into, and run down, the subclavian vein where they
are fixed to the inner walls of the heart. These leads contain
electrodes to the distal ends that sense irregularities and
provides electric excitation to maintain proper heart rhythm.
Depending on the specific cardio-pathology, the electrodes
can lie in the right ventricle, right atrium or in the coronary
sinus above the left ventricle [2] . The transvenous leads are
considered to be the weak side of a traditional pacemaker
system because they can fracture, they may lead to infection,
and also their explantation carries significant risk of mortality
[3], [4]. Consequently, the next generation of these pacemaker
systems is becoming wireless by getting rid of transvenous
leads. Fig. 1 shows the traditional cardiac re-synchronization
therapy (CRT) management system and one of the variant
of next generation pacemaker system, hosting battery driven,
physically small leadless capsules that may be placed in
multiple heart chambers and being able to communicate with
a subcutaneous implant wirelessly which can relay data to an
external monitor!. These capsules need to be computationally
less complex and consume less power than the traditional pace-
makers. Besides unquestionable benefits, the wireless commu-
nication expose the leadless cardiac pacemaker (LCP) to the
potential eavesdroppers compromising privacy, confidentiality
and most importantly patient safety.

B. Motivation and Background

The comprehensive survey on privacy and security issues
related to IMD’s is provided in [5]. Similarly, [6] discusses

'EU Horizon 2020 Project WiBEC “Wireless In Body Environment.
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Transvenous
Leads

CRT Device

Ring + Tip
Bipolar
Electrodes

(a) Traditional CRT system where electrodes are
connected by leads to the subcutaneous Can

CRT Device

(b) Next generation multi-nodal leadless CRT sys-
tem. IC-IC represents Intra-cardiac to Intra-cardiac
communication, whereas IC-Subc, represents Intra-
cardiac to Subcutaneous communication

Fig. 1: Comparison between traditional (a) and a variant (b)
of the next generation CRT systems.

the challenges, goals, and need of securing IMD’s. In order to
show the security concerns, Halperin et al. in [7] performed
eavesdropping attacks on an insecure communication link of
ICD device to obtain the patient’s data, using an off the shelf
programmer, directional antennas and software defined radio.
This work was followed by a number of scientific publications
[8]-[11] to address the security concerns of IMD’s.

Traditionally, the wireless communication networks are se-
cured by conventional cryptographic methods at the upper
layers of communication paradigm. However numerous chal-
lenges arise in key establishment and distribution for newly
evolved paradigms like wireless in-body networks. Lately,
physical layer security (PLS) has been identified as a feasible
alternative to secure wireless transmissions via exploiting
different characteristics of wireless channels [12]-[14]. The
concept of PLS was first presented by Shannon [15] in 1949
which was further extended by Wyner in [16] with introduction
to wire-tap channel. Csiszar et al. [17] broaden the idea
by presenting the transmission of confidential messages over
broadcast channels. These works demonstrated the benefits
of using different secure transmission techniques at physical
layer.

The approaches to achieve physical layer security can exist

either as keyless or key based usually referred to as channel
model and source model approaches respectively. Using the
source model approach, the legitimate nodes utilize the corre-
lated randomness of different wireless channel characteristics
e.g. received signal strength (RSS), channel impulse response,
phase, angle of arrival (AoA) or human biometrics in case of
wireless body area network (WBAN) [18]-[22]. A compre-
hensive survey is provided in [23].

In contrast to the source model approach, the keyless
approach or channel model approach, information theoretically
secure the transmissions by utilizing the physical medium
(channel fluctuations, attenuations, and noises), and make use
of the channel difference between legitimate receiver and
eavesdropper to benefit the legitimate party. Different methods
are proposed in the literature to secure standard wireless net-
work transmissions using channel model approach with focus
to degrade the Eve channel by making it noisier than legitimate
channel. It can be achieved by using cooperative jamming,
with external helpers, relays, full duplex receiver with multiple
antennas or adding the artificial noise. Biao et al. in [24] secure
the single antenna systems by introducing artificial noise.
Similarly, in [25], different theoretical limits for practical
design of PLS jamming in standard wireless networks are
presented with introduction to transmit and receive jamming
whereas [26], [27] explores different secrecy rate optimization
techniques for multicast networks. A comprehensive survey on
PLS channel model approaches is provided in [28], [29].

The key performance metric in channel model approaches is
secrecy capacity, playing a central role in PLS. It characterizes
the fundamental limit on secure communications over noisy
channels and is mainly associated to a channel model referred
as wire-tap channel. Secrecy capacity captures the maximum
transmission rate (R) that can be achieved ensuring the relia-
bility, and by considering the extreme case of no information
leakage to eavesdropper. In contrast to capacity of a link
which is a communication rate for reliable communication,
secrecy capacity reflects both reliability and confidentiality
with a cost of reduction in communication rate. It is a system
performance metric that characterizes the bound based on the
channel characteristics. Once the design limits are known, one
can choose among different wiretap codes? for transmission of
confidential information without encryption®.

The wireless in-body network e.g. Leadless cardiac pace-
maker, with an eavesdropper outside, motivates a similar
scenario of a wiretap model. This is because the human body
being a lossy medium for electromagnetic propagation can
inherently provide high attenuations to off body links. Thence,
utilizing channel model approach of PLS in context of in-
body networks could have substantial benefits that includes
from avoiding the key management and distribution challenges
to existing along with traditional cryptographic methods to
provide an extra layer of security at the physical layer for sen-
sitive applications like pacemakers. Furthermore, to the best of
authors knowledge, none of the work exist in context of detail

2e.g LDPC, Polar wiretap codes
3We do not delve in detail of encoding and decoding of wiretap coding,
and kept the information theoretic part to as minimum as possible
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evaluation of the secrecy capacity for in-body wireless sensors
network where one can utilize the naturally available wiretap
channel between in-body and off-body nodes (eavesdropper)
to provide secrecy on the physical layer.

To reap the aforementioned benefits of channel model
approach of PLS, the feasibility analysis of securing next
generation leadless cardiac pacemaker has been explored.
This is done by considering the wiretap scenario of Wyner’s
model, and modeling the legitimate and eavesdropper channel,
using electromagnetic (EM) simulations, phantoms and in-
vivo experiments. Considerable literature exists on channel
modeling of WBAN. Sayrafian et. el. in [30] proposes a sta-
tistical path loss model for implant to implant communication,
considering different in-body scenarios. Similarly, Antonietta
et. al in [31] characterizes in-body to off-body link in medical
implant communication systems (MICS) band for upper limb
prostheses using electromagnetic simulations. Concepcion, et
al in [32] discuss different approaches for propagation analysis
in an ultrawide (UWB) frequency band. Similarly, earlier
works [33], [34], based on EM simulations examines different
antennas for implanted and on-body communication systems
in industrial scientific and medical (ISM) and MICS frequency
band. A comprehensive review on different propagation mod-
els, frequency bands, and communication scenarios is provided
in [35] whereas [36] provides a review on human body
communication as an alternative for communication between
body area network nodes.

The channel modeling methods of this work introduces
different forefronts over existing models. The EM simulations
performed in this work considers the highly detail human
model (Hugo model) and are specifically application based
(Cardiac pacemakers). Furthermore, for experiments, a small
battery powered antenna with transmitter is utilized instead of
using conventional coaxial cables and vector network analyzer
(VNA) for generation of sounding signal. This is because,
in case of small dimensions of antenna, the adjoined coaxial
cables also radiate which is being ignored by authors in the
literature [37]. Another aspect of this work is that it evaluates
the in-body to off-body link (Eve link) directly from deep
implant (inside the right ventricle) and computes the channel
attenuation of entire space around the body.

In this work, simulations and tests are performed in the
ISM frequency band (2.4 GHz). The selection of ISM fre-
quency band is done due to smaller antenna dimensions
with good radiation efficacy and matching [38]. In addition,
Federal Communications Commission (FCC) also includes
ISM 2.36-2.40 GHz spectrum in medical device communi-
cation (MedRadio) for body area networks [39].

C. Contributions

To the best of authors knowledge, this work is the first
to explore channel model approach of PLS methods for in-
body wireless networks with an application of next generation
leadless cardiac pacemaker. A popular three-node model is
considered, where the legitimate node, Alice (Leadless pace-
maker/capsule, A) in the right ventricle of a human heart
is communicating with Bob (Subcutaneous implant, B). In

Subcutaneous
Implant Bob(B) Eve
E(r6,0)
(@n)
= Eve Link
= Legitimate

" Link

Leadless Capsule
Alice (A)

Fig. 2: Leadless capsule (Alice) communicating confidential
message “X” through the in-body channel with a subcutaneous
implant (Bob), and Eve, eavesdropping the communication
through a channel which is a combination of in-body and free
space

contrast to considering Eve at a certain specific position as
usually done in literature for free space wireless networks, in
this work Eve is considered to be located anywhere at any
angle in three dimensional space around the body and her
location can be presented using spherical coordinates (7,6, ¢)
— ris the radius, 6 is the elevation angle and ¢ is the azimuth
angle. The key contributions in the paper are:

o Characterization of the Alice-Bob (AB) and Alice-Eve
(AE) channels by numerical electromagnetic (EM) sim-
ulations using a detailed computational human model
(HUGO Model), a phantom and in-vivo experiments.

« EM-Simulation based evaluation of secrecy capacity of
the entire space around the body, first by defining a
spherical grid for Eve at a radius of 1 m, then using
the free space path loss model to extrapolate it over the
entire space for different radial distances.

« EM-Simulation based evaluation of secure and in-secure
volume around the body by considering the cardiac
application based fixed secure transmission rate. The in-
secure volume consists of all Eve’s positions from which
the leadless capsule can be eavesdropped.

« Worst-case analysis of secrecy capacity by considering

eavesdropper at a sweet spot angle — the angle with
maximum information leakage.
For validation and comparison of EM-simulation results,
the phantom and in-vivo experiments are also performed.
The paper is structured as follows. Section II provides System
model and methodology whereas Section III, contains the
results. Section IV discuses the results and finally Section V
concludes the paper.

Il. SYSTEM MODEL AND METHODOLOGY

In Fig. 2, a future LCP is depicted where Alice communi-
cates with a subcutaneous implant Bob and Eve, outside the
body, tries to eavesdrop the communication. Alice is located
in the right ventricle (RV) of the heart whereas Bob is placed
in the subcutaneous space under the shoulder. Eve is not
assumed to be in any specific position and can be located
anywhere, at any angle around the body in three-dimensional
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space presented in the spherical coordinate system.

Alice transmits a confidential message X to Bob. Thus, for
a single channel realization, the input-output relation between
Alice-Bob (AB) and Alice-Eve (AE) can be expressed as

y=hx+n )

Z = gx + no,
where x is the transmitted signal, y is the channel output to
the Bob and z is the channel output to the Eve. The channel
coefficients between Alice and Bob and Alice and Eve are
represented by h and g where n; and no are the complex
Gaussian noises with mean p and variance o2 and can be
represented as CN(0,0%). We assume that x, n1, and ny are
stochastically independent. The signal to noise (SNR) ratio at
Bob and Eve can be expressed as

hiz.|?P
MW = Penl™P ;

= 6)
l9¢r,0.6)|* P
Yo = L, @)

where, |h,,|* and |g(.g.4)|? are the respective channel
attenuations by considering Bob at position (x,y) and Eve at
(r, 0, ¢) respectively. Eve could have higher SNR outside the
body at some respective angles than AB channel, even at larger
distances. This is because the body provides more loss to EM
radiations than free space. Thus, at some specific angles, the
transmission path encounters more non-homogeneous medium
(less in-body than free space) causing the power received
outside the body to be higher. Therefore, our system model can
be considered as a non-degraded version of Gaussian wiretap
channel, in which the AE channel can have better SNR than the
AB channel. In order to transmit securely between Alice and
Bob, the secrecy capacity for non-degraded Gaussian wiretap
channel [17], [40] can be expressed as

CS_{[CB Cgel™, ifv > @

0, otherwise

where Cp and Cg are the channel capacities of AB and
AE link which can be expressed as

Cp = logy(1 + )

Cr =logy(1+ ).

The resultant secrecy capacity by considering eavesdropper
at any direction around the body can be expressed as

(%

: +
h 2p
14 ey
a

logy A——— 4 hay|? 0,02
Cs(r,0,9) = § | %2 (1+\g(r,e,o)\21’) shayl™ < lgr.o.ol
o2

0, Otherwise
(6)
After evaluating the secrecy capacity of all the AB-AE link
channel attenuations in the entire space, we divide the space
around the body into secure and in-secure volumes. For fixed
AB attenuation and communication rate, we solve for all the
AE attenuations that lie in the secure and in-secure volumes.

The in-secure volume defines all the Eve distances from which
LCP can be eavesdropped, and can be expressed as

P—B—101log19(2(B~Cs)_1))—02
10n

dE('rxH‘o) <rx 10

(7
Y (r,0,9)

The derivation of (7) is provided in Appendix I for simplicity.

For a given power, AB attenuation and secrecy rate, (7)
holds for all (r,0,¢). Beyond the in-secure volume, communi-
cation is considered to be secure for a given secrecy rate.
In (7), dg,,,,, Is the eavesdropper distance at a specific
angle from Alice, C'p is the capacity of the AB link, Cg is
the fixed secrecy rate for communication, r is the reference
eavesdropper distance and is equal to 1 m, o2 is the noise
power and (3 is the Eve channel attenuation at the reference
eavesdropper distance.

The secrecy capacity depends on AB and AE channel atten-
uations as shown in (6) and (7).Thus, we simulate the in-body
environment to evaluate the respective channel attenuations. To
validate the EM-simulation results, experimental tests are also
performed. This helps in assessing the differences and similar-
ities between results from simulations and experimentation®.
In addition, the experiments can also help validate whether
the EM simulations in CST can efficiently predict the channel
losses or not. Thus for channel modeling, EM simulations are
presented first, followed by phantom and in-vivo experiments.

A. Electromagnetic (EM) Simulations

For estimating channel attenuations, EM simulations are
performed by using the 3D EM simulation tool CST® [41].
This work utilizes the anatomical data set of the Visible Hu-
man Project [42], [43], from which the developed voxel model
in CST is referred as HUGO model. The HUGO model is
developed from a dissected male corpse that is segmented into
multiple layers. These layers are then sampled and interpolated
to provide a highly efficient computational model of the human
body. The dielectric properties of each individual biological
tissue have been considered in the model. The model offers
different tissues and resolutions (1 mm to 8 mm) to select. Due
to shorter wavelengths in 2.4 GHz, in this work, we opted for
a resolution of 1 x 1 mm?. The communication element, the
capsule (Alice), is modeled as an ideal dipole antenna with
100 % efficiency. The antenna is 5 mm in length and 2 mm in
diameter. The antenna is encapsulated inside a vacuum tube of
1 mm in width to avoid the direct contact with body tissues.

1) Legitimate/AB-link: The AB link is simulated by plac-
ing a capsule (dipole antenna, Alice) in the right ventricle
(RV) of the heart along with the placement of other dipole
antennas (Bobs) in the subcutaneous space as shown in Fig. 3.
The subcutaneous space is the space under the skin beneath
the shoulder. In addition, to observe the effect of antenna
polarization on channel attenuation (|, |?), two set of
experiments are conducted, one by placing the dipole antenna
in the horizontal direction (transverse plane) and the other in

4We concentrate only on antennas, not the entire TX/RX communication
chain
Shttps://www.cst.com/
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Fig. 3: Position of the leadless capsule (Alice) in the right ven-
tricle, transmitting to the antenna (Bob) positioned at different
distances in subcutaneous space. Reference representation of
coronal, sagittal and transverse planes with respect to the
human body

Fig. 4: Radiation of electric field strength, by placing the
dipole antenna inside the right ventricle. The bar shows the
field intensity (V/m), in and around the body. (Side view)

vertical direction (coronal plane). First, all the antennas are
placed in the transverse plane to determine the attenuation
between Alice and Bob. Then, the receiving antenna at one
of the subcutaneous position is changed from transverse to
coronal plane and the difference in the attenuation is observed.
The results with EM simulations contain both the observations.

2) Eavesdropper/AE-link: The electromagnetic radiations
from the Alice radiate in all directions outside the body as
shown in Fig. 4. We place in a total of 100 electric probes
in three-dimensional space around the body with a sphere of
radius 1 m. The entire sphere is partitioned in five elevation
angles (), each of which is further partitioned into twenty
azimuth angles (¢) ( Fig. 5), totaling a spherical grid of 100
Eve positions to observe the field strength. Couple of electric
probes are also positioned at large radial distances in order
to verify the applicability of the free space path loss model.
This helps in extrapolating the spherical grid to different radial
distances. The electric probes are used because by placing
dipole antennas outside the body at the distance of 1 m, results
in a very huge mesh size to resolve. Therefore, due to the
extensive computational cost of using dipole antennas, electric
probes are used to determine the electric field intensity which

Fig. 5: Placement of electric probes around the body to receive
electric field intensity. In total 100 electric probes are placed at
a radius of 1 m, 20 probes along azimuth angle (¢), 18° apart
and 5 elevation angles (¢) with 30° apart. The left arm is
considered as 0° for azimuth angle and then rotated anti-
clockwise. Couple of probes are outside the sphere at a radius
of 2 m

is then transformed to the power density using

11E(r.0,¢)*
2 Z() '

where S is the received power density (W/m?) at each
probe, E is the received electric field and Z, is the intrinsic
impedance of free space. The total power received at each
probe depends upon the effective aperture of an antenna and
can be expressed as

P(Tvev(b):S(Tvev(z))XAeffv (9)

where P(r,0, ) is the total power received, S is the power
density and A, is the effective aperture of the antenna. From
received power, the Eve channel attenuation (|g(.g,4) %) is
evaluated. The AE-link attenuation can be expressed as

B = |g(7',9,¢)|3B =P- P(’I", 07 ¢)’ v (0, ¢)

where r is the reference distance of 1 m, 6 and ¢ are reference
angles in the spherical coordinates, and P is the transmit power
which for simplicity is considered as 0 dBm. In order to
extrapolate the path loss over the entire space for different
radial distances, the free space path loss model is utilized
which can be expressed as

S(r,0,¢) = ®

(10)

d
PLygs(dp) = 410 x n x logg (TE) .oan
where, n is the free space path loss exponent with a value
of 2. dg is the distance to extrapolate beyond 1 m with the

reference (3, evaluated using (10) from the EM simulations.

B. Phantom Experiment

The methodology used in the phantom experiments is
adapted to corroborate the results obtained from simulations.
It also helps to observe the differences by implementing
the setup in practical scenarios using realistic antennas. To
evaluate channel attenuations, the phantom with dielectric
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Fig. 6: Phantom experiment setup (a) Legitimate link antennas
(Alice and Bob) (b) Eve antenna (c) legitimate link setup (d)
Eve link setup

properties of the human heart was developed. The phantom
was prepared using 39.2 % of sucrose in water, provided
in [44]. The transmitter antenna (Alice) was a 1 mm in
radius meander-shaped, connected to voltage control oscillator
(VCO). VCO generates a sinusoidal signal at 2.4 GHz and
operates on a button cell. The antenna, VCO and cell battery
were encapsulated by a small plastic container to avoid direct
contact with the phantom. Subcutaneous antenna (Bob) was a
wideband patch antenna with dimensions of 3x3 cm?. These
two antennas replicate the AB link. Similarly, an off-body
circular polarized spiral antenna is utilized to replicate the
Eve. Fig. 6 shows the container with liquid phantom, antennas
placement and antennas itself. More details on antennas can
be found in [38].

1) Legitimate/AB-link: Fig. 6a shows the AB link antennas
and Fig. 6¢c shows the setup for AB link where the leadless
capsule was implanted inside the phantom filled container with
the help of a ruler and the subcutaneous antenna was mounted
on a wall of the container.

2) Eavesdropper/AE-link: Fig. 6b shows the eavesdropper
antenna whereas Fig. 6d shows the AE link. The leadless car-
diac pacemaker (LCP/capsule) was fixed inside the phantom
with a ruler at a depth of 10 cm, and the Eve antenna attached
with another ruler was moved to different positions outside the
container.

C. In-vivo Experiment

The animal experiment was carried out in an operating room
at the Intervention Center, Oslo University Hospital, Oslo,
Norway, which is qualified to perform such procedures. All
the experiments were performed according to ethical standards
and regulations provided by the responsible agencies. The
experiment was performed on a female pig weighing about
61 Kg. Fig. 7a shows the operating room along with the pig,
which had been given general anesthesia for the experiment.

Spectrum
Analyzer

@ Laptop
‘ @ Animal

Magnetic
Tracker

Monitoring|
tools

Implanted
Alice

Implanted
Bob

e Eve
Antenna

(b) ()

Fig. 7: In-vivo experiment setup (a) Operating room (b)
Legitimate link (c) Eve link

We did not take into account the posture change of the animal
during the experiments that might effect the antenna coupling.
However, we believe that to some extent the coupling effects
have been compensated by changing the antenna positions.
Similar set of antennas were used in in-vivo experiments, as
described in section II-B.

1) Legitimate/AB-Link: An antenna (Alice) within a plastic
container was placed behind the right ventricle of a pig heart
whereas subcutaneous antenna (Bob) was positioned under the
skin below shoulder as shown in Fig. 7b. An electromagnetic
distance measurement system, Medical Aurora by NDI Medi-
cal, Canada, was used to evaluate the distance between trans-
mitting and receiving antenna. We moved the in-body antenna
at different positions (in mm) within the subcutaneous space
and took multiple measurements around the same distance
which was averaged to minimize the measurement errors.

2) Eavesdropper/AE-Link: For AE link, the Alice was
placed at the same position as in case of AB link, and the Eve
antenna was held outside the pig body as shown in Fig. 7c. The
Eve antenna coupling was evaluated across different angles
over the chest of the animal, and later considered the best-
case scenario for an Eve (worst case for a pacemaker).

I1l. RESULTS

This section focuses on results based on the system method-
ology. First, we present the channel measurements using EM
simulations in CST. We evaluate the legitimate link channel
attenuation and the attenuation of each eavesdropper position
on the spherical grid from the leadless capsule in the RV.
Afterwards, the distance of the legitimate link is fixed and
the secrecy capacity of the defined spherical grid at a radial
distance of 1 m is evaluated. In order to cover the entire space
around the body, path loss model for free space is utilized
to extrapolate the secrecy capacity. Moreover, the results for
the in-secure volume are presented by fixing the cardiac
application based secrecy rate. The results are concluded by
presenting the phantom and in-vivo results.
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Fig. 8: Antennas coupling. Alice is in RV whereas Bob is
place at different positions in the subcutaneous space. The
S11 around 2.4 GHz, shows the efficient matching between

Fig. 10: The difference in the coupling between antennas
by changing the direction of the antenna from Transverse to
Coronal plane
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A. EM simulation results

1) Legitimate/AB-link: Fig. 8 shows the channel attenuation
between an antenna in the right ventricle and the antennas in
the subcutaneous space. The antennas (transmitter and receiver
antennas) are matched at 2.42 GHz represented as S7; and is
shown in Fig. 8. Fig. 9 shows the extracted path loss model
where dots represents the attenuation at a respective distance
from Alice and the straight line shows the linear fitted model
which can be expressed as

PL(dB):Pl ><d]3+P2, (12)

where P, = -44.03 dB, P, = -4.231 dB/cm and dp is the
distance in cm between Alice and Bob. This path loss is valid
for the distance between 5 cm < dp < 16 cm. As mentioned
earlier, is the AB link attenuation in linear scale, thus
in dB scale, it can be expressed as

o = |h(zylis = PL(dp). (13)

The extracted path loss model for the AB link is obtained
by placing the antennas (in the right ventricle and the sub-
cutaneous space) in the transverse plane. Aforementioned, to

Sphere with a radius of 1 m. The axis is converted from spheri-
cal coordinates into Cartesian coordinates. Front represents the
frontal side of the human body. The cross (X) represents the
approximate heart position inside the sphere

observe the effects of the antenna polarization, simulation is
also performed by placing the antenna in the coronal plane.
Fig. 10 shows the difference observed in the attenuation
by changing the direction of the antenna at the distance of
9.1 cm from the transverse plane to the coronal plane. It has
been observed that the attenuation is increased by 3 dB due
to polarization mismatch. Thus, placing the antennas in the
transverse plane is efficient and results in less attenuation
between antennas as compared to the coronal plane. The
channel attenuations are comparable to the results presented in
[45], [46] with slightly higher values of attenuation due to the
use of a highly accurate Hugo model for transmission through
heterogeneous medium.

2) Eavesdropper/AE-link: The attenuation determined at
each electric probe after conversion from E-field using (9)
is expressed in three-dimensional space around the body in
Fig. 11. It has been observed that at § = 60°, ¢ =306°, the
eavesdropper has the minimum attenuation with the leadless
capsule and is considered as the Eve sweet spot angle. To
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Secrecy Capacity

Fig. 12: Secrecy capacity across all the spatial positions sur-
rounding the body at a distance of 1 m. The axis is converted
from spherical coordinates into Cartesian coordinates. Front
represents the frontal side of the human body. The cross (X)
represents the approximate heart position inside the sphere

Secrecy Capacity

10

Secrecy Capacity

2
5 1 E A

sance ™ 0

Fig. 13: Secrecy capacity with variation in both AB
and AE distance, for eavesdropper at sweet spot angle
@ = 60°, ¢ =306

observe the difference in the AE link attenuation by changing
the orientation of the antenna from transverse to the coronal
plane, we change the orientation of the leadless capsule
inside the right ventricle. As the transmitting antenna is very
small in size, thus changing the orientation doesn’t effect the
attenuation values at larger distances (1 m).

3) Secrecy Capacity: For evaluation of the secrecy capacity,
AB link distance of 12 c¢m is fixed. Using (6), Fig. 12 shows
the secrecy capacity of a spherical grid at the radial distance
of 1 m around the body. It has been observed that most
of the sphere has positive secrecy capacity except the low
attenuation eavesdropping angles (17 out of 100). Thus, to
find the distance where the secrecy capacity is positive across
all Eve angles, the secrecy capacity of the spherical grid is
computed with the radial distance of 2 m by using (11). It has
been found that at the distance of 2 m, the positive secrecy
capacity is observed over the entire spherical grid.

The variation in secrecy capacity is also viewed by changing
both the AB and AE link distance. For the AE link, Eve
is considered at the “sweet spot angle”. Fig. 13 shows the
resultant secrecy capacity, where x-axis is AE distance and

Distance m

2 Maximum in-secure 16
distance

Fig. 14: Boundary of in-secure volume around the body for
fixed secrecy rate of 0.5 bpcs/Hz

36

Azimuth
X 306 angle ¢

72 288

90

108 252 Elevation

angle 6
126 234

144

162 180 198

Fig. 15: 2-D representation of in-secure volume around body
for fixed secrecy rate of 0.5 bpcs/Hz

varies from 0.12 — 5 m, y-axis is the AB distance and varies
from 5 — 16 cm and z-axis is the resultant secrecy capacity.
The movement of Eve, away from the legitimate nodes results
in higher secrecy capacity.

4) In-Secure Volume: The in-secure volume is the volume
that contains all the Eve positions from which the leadless
pacemaker can be eavesdropped and is expressed in (7). Equa-
tion (7) provides the minimum Eve distance required across
different angles in order to achieve the fixed communication
secrecy rate. The pacemaker usually requires the transmission
rate of approximately 100 kbps in order to transmit the cardiac
parameters (ECG, pulse rate, respiratory rate, blood pressure,
etc.) [47]. Thus, we fix the secrecy rate to 0.5 bpcs/Hz (bits
per complex symbol), which for the bandwidth of 1 MHz
is around 250 kbps. Similarly, the AB distance is fixed to
12 cm and the minimum Eve distance required to support
the secure communication rate is evaluated across all the
angles. Fig. 14 shows the in-secure volume around the body.
The volume is uneven because the attenuation values across
different angles through the body provides different secrecy
capacity. For more visual clarity the same information is
provided in 2-dimensional space in Fig. 15. Thus, to transmit
0.5 bpcs/Hz securely with transmit power of 0 dBm, the Eve at
the “sweet spot angle” (worst case scenario for the pacemaker)
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with receiver © sensitivity of -100 dBm should be at a distance

of 2.5 m or beyond. The boundary of the in-secure volume is
considerably less for other angles e.g at § = 150°, ¢ =306°,
the insecure volume stretches till 1.1 m. Regarding the back
side of the human body, the boundary of the in-secure volume
stretches till 1 m for the worst case representing the distance
from RV of the human heart. The worst case angle to the
back side is 8 = 30°, ¢ = 18°. It is worth mentioning that
the implanted nodes generally transmit with power ranging
between -16 — -27 dBm due to which the in-secure volume
at Eve sweet spot angle will be reduced. e.g for the transmit
power of -16 dBm, the in-secure distance at Eve sweet spot
angle reduces from 2.5 m to 2.1 m.

5) Worst-Case Analysis: In order to observe variation in the
Eve distance with respect to the secrecy rate, we evaluate a
bound on the minimum and the maximum Eve distance for a
certain fixed AB distance. The analysis is done by considering
Eve at the “sweet spot angle” or the worst case scenario for
the pacemaker. When the secrecy rate approaches to zero, the
Eve distance can be expressed as

Pyxdg+Py—8
10xn

lim dg(Cs) =71 x 10 14)
Cs—0
where P; and P, are constants (see (12)), r is the reference
Eve distance (1 m), dg is the AB distance and (3 is the
eavesdropper reference attenuation at the “sweet spot angle”.
As Cg approaches to zero, this means AB and AE link
have the same capacity, which apparently represents the same
distance 7. This could be true for free space wireless channels
with homogeneous loss. But for the in-body networks where
the eavesdropper is outside the body and legitimate receiver
(Bob) is inside the body, we could have less attenuation at
some angles around the body at Eve than that of the Bob.
This is because of higher in-body loss than free space. Thus,
the transmission path to the eavesdropper may encounter less
in-body portion and larger free space portion resulting in a
non-homogeneous loss. The Eve at the “sweet spot angle”,
should be at a distance of 1.872 m for the secrecy capacity to
be positive.
Similarly, when the secrecy rate approaches to the AB link
capacity Cp, then the Eve distance approaches to infinity and
can be expressed as

hm dr(Cs) —

Cs—Cp (15)
Fig. 16 shows the minimum and maximum Eve distance with
variation in secrecy capacity as a fraction of the legitimate

(AB) link capacity.

B. Phantom Experiment Results

This section focuses on providing the secrecy capacity using
path loss models developed from the phantom experiments in
order to evaluate the AB and AE channel attenuations. The
pathloss models has also been reported in earlier work [48].
We use directional antennas as mentioned in section II-B.

%0 dBi antenna gain
7If only the attenuation with distance is considered as a variation parameter
for homogeneous loss

10° | 4

Eve Distance (m)

10" | 4

0 01 02 03 04 05 06 07 08 09
Secure Rate C/Cy

Fig. 16: Minimum and maximum eavesdropper distance at
Eve sweet spot angle for pacemaker worst-case analysis
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Fig. 17: Phantom Experiment: AB link attenuation and path
loss model

For phantom experiments, we didn’t consider different spatial
positions for the eavesdropper. Albeit, we evaluate the secrecy
capacity by considering Eve at the sweet spot angle (worst case
scenario for a pacemaker).

1) legitimate/AB-link: In case of AB link, the implanted
antenna (capsule) was moved in the distance range of 1 cm
to 16 cm from subcutaneous antenna and the corresponding
received power was measured via spectrum analyzer connected
to the subcutaneous antenna. Fig. 17 shows the measured
values along with the fitted model. The AB link path loss
follows a linear model and can be expressed as

PL(dp) (16)

where P, = -3.618 dB/cm, P, = -37.82 dB and dpg is the AB
distance. The path loss model is valid for 1 cm < dg < 16 cm.

=P, xdp+ Ps,

2) Eavesdropper/AE-link: The AE link path loss model is
shown in Fig. 18, where dots represent the measured values
and line shows the fitted model which can be expressed as

4, a7

where PL(d,) = 68.4 dB is the path loss at a reference
distance of 11 cm (10 cm implant depth + 1 cm from the

L(dg) = PL(d,) + 10 x n x logy, (d—E> ,
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TABLE |: Summary of Simulation and experimental measurements for eavesdropper distance

Cg =0 bpcs/Hz Cgs= 0.5 bpcs/Hz
Parameters AB Distance [ AE Distance AE Distance
| In-Body | From Body Surface Total In-Body From Body Surface Total
EM Simulations 12 cm 18 m 25m
(Worst Case, Ideal Antenna) . :
EM Simulations 12 cm 13 cm 15 cm
(Worst Case, Realized Antenna)
Phantom Exp 12 em 12 em 2.5 cm 145cm  12em 3.5 cm 15.5 cm
(Extrapolated)
In-vivo Exp 12 cm 8 cm 4 cm 12 cm 8 cm 5 cm 13 cm

90

@
o

PathLoss dB
©
3

75

10 20 30 40 50 60
AE distance (dE cm)

Fig. 18: Phantom Experiment: Eve link attenuation and path
loss model

Secrecy Capacity

AB distance cm

20 30 40 50 60 70 80 90
AE distance cm

100 110

Fig. 19: Achievable secrecy rate from a phantom experiment

container surface), dg is the Eve distance from the implant
and n is the path loss exponent with a value of 1.411. The
path loss model is validated only for a distance between 11 -
60 cm. After 60 cm free space path loss can be considered
with n = 2.

3) Secrecy Capacity: The secrecy capacity for the phantom
experiment is shown in Fig. 19. Considering the AB distance
of 10 cm, and Eve at a distance of 16 cm from Alice, the
secrecy rate is about 1.4 bpcs/Hz.

C. In-vivo Experiment Results

For AB link, the average attenuation found between an
antenna (Alice) behind the RV and the subcutaneous antenna
(Bob) at 12 cm was about -82.37 dB. Similarly, by holding the
Eve antenna, 6 cm above the body surface (see Fig. 7c) with

the in-body antenna depth of 8 cm, the attenuation measured
was -86.20 dB. The secrecy capacity that can be achieved
is 1.2 bpcs/Hz at the total Eve distance of 14 cm from
Alice. Similarly, path loss model for free space is utilized to
extrapolate the secrecy capacity for different Eve distances.

IV. DISCUSSIONS

So far, the secrecy capacity is evaluated separately by adopt-
ing simulations and experiments, here the inter-correlation
between results from different methodologies is discussed.
Table I lists the summary of the results with corresponding
Eve distance to achieve the secure communication rate by use
of different evaluation methodologies. For EM simulations,
if we consider worst case scenario for the pacemaker or
the angle (0 = 60° ¢ 306°) where the leakage of
information is maximum, the fixed secrecy rate of 0.5 bpcs/Hz
is achievable at a distance of 2.5 m. In case of phantom
and in-vivo experiments the same rate is achieved at 15.5-
and 13 cm respectively. The experimental measurements have
high correlation but differ from simulations. This is due to
the use of different types of antennas for simulations and
experiments. Simulations assume theoretical ideal antenna of
small size with 100 % efficiency whereas in the practical
scenario we can not realize such an ideal small antenna of size
5 mm (i.e. 2—’\5 (A is the wavelength at 2.4 GHz)) due to the
theoretical limitation of small antennas efficiency. Therefore
lower antenna efficiency reduces the radiated power density
in practical implementations compared to ideal simulations.
The typical efficiency for such an antenna is about -10
— -15 dB. Thus the calculated secrecy capacity should be
scaled to include the implant antenna effects. For conducting
experiments, we have designed a meander antenna for the
implant in which a capacitive coupling mechanism is applied
[49] to provide high efficiency and impedance matching at
2.4 GHz. However, the efficiency (about -12 dB) results in
the reception of low power outside the body compared to the
ideal antenna in the simulation. If the ideal antenna is scaled
with respect to a realized antenna, then the Eve distance to
achieve the secrecy capacity of 0.5 bpcs/Hz is reduced from
2.5 m (250 cm) to about 15 cm (10~12 x 250), approximately
same as computed in the experiments. Thus, the simulations
and the experimentation results show similar Eve distance in
order to achieve the same secrecy capacity if the efficiency
drop in case of realized antennas is taken care off. Thus, by
considering a patient personal space of 50 cm with a maximum
leakage angle to the front, it will be difficult for an Eve to enter
into the space without going un-noticed.
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The evaluated secrecy communication rate reflects both con- APPENDIX |
fidentiality and reliability. To draw a theoretical comparison DERIVATION FOR AN IN-SECURE VOLUME

of reliability with the reference provided in IEEE 802.15
standard, the required SNR should be approx. 2 dB [50] for

the BER of 10~ in case of DBPSK® modulation scheme Cs=Cp—Cg
(commonly used for resource constrained devices [7]). The PL,gs(dg)P;
mentioned threshold SNR is achievable for legitimate link logy (1 + 7) =Cp—-Cs
which for R of 250 kbps and bandwidth of 1 MHz is approx. PL,, ¢(dE)Pt (C5—Cs)
5 dB°. For AE link, after considering the realized antenna =20 1
effects, the best case scer}ario of Eve at sweet spot angle has Py — PLygo(dg) — o2 = 10 x loglO(Q(CB*C@ —1)
SNR of approx. 0 dB, which corresponds to BER of 10~ and d
will be further degraded by use of channel coding, based on P, — <[3 + 10nlog;, <£>> —_o? =
evaluated secrecy capacity. r

The results of this work are promising and motivates to 10 x logm(2<c‘g_cS ) —1)
secure the next generation of leadless cardiac pacemaker via (prgfmlogm(g(cB—cs),l)),,z)
PLS methods. The results can also be utilized for other in-body dBg.y,4 <7 x10 o
sensor network applications. Nevertheless, PLS methods can
be stacked with traditional cryptographic methods to provide REFERENCES
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