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Abstract. Learning software security has become a complex and difficult task today than it was even a decade 

ago. With the increased complexity of computer systems and a variety of applications, it is hard for software 

developers to master the expertise required to deal with the variety of security concepts, methods, and technologies 

that are required in software projects. Although a large number of security learning materials are widely available 

in books, open literature or on the Internet, they are difficult for learners to understand the rationale of security 

topics and correlate the concepts with real software scenarios. We argue that the traditional approach, which usually 

organizes knowledge content topically, with security-centric, is not suitable to motivate learners and stimulate 

learners’ interest. To tackle this learning issue, our research is focused on forging a contextualized learning 

environment for software security where learners can explore security knowledge and relate it to the context that 

they are familiar with. This learning system is developed base on our proposed context-based learning approach and 

based on ontological technologies. In this paper, we present our evaluation study in the open source software (OSS) 

development environment. Our results demonstrate that contextualized learning can help OSS developers identify 

their necessary security information, improve learning efficiency and make security knowledge more meaningful 

for their software development tasks 

 

1. INTRODUCTION 

Security has become an important part of today’s software development projects. Improving 

software security requires that software engineers acquire relevant knowledge and skills to 

secure software development such that they can resist attacks and handle security errors 

appropriately [1]. However, learning software security has become a complex and difficult task 

today than it was even a decade ago [2, 3]. Nowadays, with the increased complexity of 

computer systems and a variety of applications, the intricacy of software development projects 

have been grown consistently. Each software product and process is different in terms of goals 

and contexts. It is hard for software developers to master the know-how required to cope with 

the variety of security concepts, methods and technologies that are required in software 

projects. Developers are often exposed to this diversity, which makes the software discipline 

inherently experimental [4, 5]. 

On the other hand, security knowledge can be both dynamic and situation specific [6], and the 

complexity of knowledge usually exceeds the capacity of individuals to solve problems by 

themselves. Learners must not only deal with a variety of security attacks and countermeasures 

but also have to demonstrate the applicability of the knowledge through experience in order to 

understand their practical use. Although much security information is widely available in the 

form of checklists, standards, and best practices in books, open literature or on the Internet [7-

9], it remains difficult for software engineers to correlate relevant pieces of security knowledge 

to apply to their application-specific situations. The traditional learning materials, which 
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usually organize knowledge content topically, with security-centric, are difficult for developers 

to understand the rationale of security topics and correlate the concepts with real software 

scenarios. Developers or security learners often feel that the security knowledge is such 

extensive and software security is so difficult to achieve, that they simply cast it aside.  

Keeping in view of aforementioned facts, our position is that security knowledge should be 

contextualized and placed in a meaningful situation that makes sense to the learners to enhance 

their understanding and make the concepts more relatable. As Gary McGraw points out, the 

domain of software security is rather context-specific, and the real project situation is necessary 

to apply the security concepts within the specific system [6]. Researchers have indicated that 

studying from a context and then abstracting the knowledge gained to be able to use it in a new 

context is a common way of learning programming that has been observed extensively in both 

new and experienced programmers [10, 11]. In computer science education, there is also a 

broad agreement that teaching units should start from a “real-world” context or phenomenon, 

aiming to create connections to prior knowledge, to increase the relevance of the material to 

students or to show application situations of the intended knowledge, thereby increasing 

motivation [12-15].  

To this end, our research is focused on forging a software security learning environment where 

learners can explore security knowledge and relate it to the context that they are familiar with. 

We have proposed a learning system for software security with a context-based learning 

approach, which adaptively places security knowledge in the appropriate context of the 

software development. We have previously carried out two evaluations for the proposed 

learning approach and the learning tool in a university learning environment. The experiments 

showed that both the context-based learning approach and the tool not only yielded significant 

knowledge gain compared to the conventional approach but also gains better learning 

satisfaction of students. As part of an investigation into contextualized learning in the domain 

of software security, we are also interested to discover and examine the impact of the learning 

approach in real software-project environments. In this paper, we present our evaluation study 

in the open source software (OSS) development environment. Our results demonstrate that the 

contextualized learning can help OSS developers  

The paper is organized as follows. After the introduction, in section 2, we introduce the 

theoretical background of this study. Section 3 describes the proposed contextualized learning 

system. In section 4, we describe the method of the evaluation study. Section 5 presents the 

result of the evaluation. In section 6, we discuss the results. Lastly, the conclusion is presented 

in section 7. 

2. CONTEXTUALIZED LEARNING 

Contextualized teaching and learning builds upon a similar concept of putting learning 

activities into perspective to achieve the best teaching and learning outcomes. Researchers 

Berns and Erickson define contextualized learning as a practice that endeavors to link 

theoretical constructs that are taught during learning, to practical, real-world context [16]. The 

underlying theme behind contextual learning activities is simple. It recognizes that by 

embedding instructions in contexts that adult learners are familiar with, learners more readily 

understand and assimilate those instructions. Naidu [17] also points out that learning is most 
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effective when learners work on realistic problems with guidance. Contextualized experience 

helped them develop deeper understanding that positioned them to better comprehend the 

abstract idea, and see how it manifested in actual contexts [18]. 

Contextualized instruction in general, starts with presenting a context from which the concepts 

are developed on a need-to-know basis [19]. This requires teachers to teach in a more 

constructivist way, i.e. to position the concepts of the learning subject in contexts recognizable 

to students and to stimulate active learning of the students [20]. The contextualization of the 

learning on demand can not only be seen from the point of view of an actual problem or 

learning situation but also in a longer lasting process of learning activities that are integrated 

[21]. Therefore, a context for a software security topic includes the circumstances in which its 

technical content exists. To talk about software security in context is to say that knowledge 

would not only include the basic principles and processes of software security but would 

consider how security knowledge is used in one or more particular domains or application 

areas.  

The concept of the learning in context has been widely addressed in education and psychology 

literature over the years, and the effectiveness of contextualized learning has been 

demonstrated in the setting of interactive school classrooms. However, it is still unclear how 

this concept can be synthesized and applied in the domain of software security. Our study aims 

to mitigate this research gap by delivering a tool-based contextualized learning approach to 

facilitate software security learning in a way that can motivate learners.  

3. CONTEXTUALZIED LEARNING SYSTEM FOR SOFTWARE SECURITY 

The basic concept of the contextualized learning system is to facilitate the contextual learning 

process by providing contextualized access to security knowledge through real software 

application scenarios. To develop this kind of learning system, we first proposed a context-

based learning approach to regulate contextualized learning process about software security. 

Following the proposal of the learning approach, we designed the kernel ontology-based 

knowledge repository and the system user interfaces. Figure 1 depicts the design consideration 

of the contextualized learning system. 

 

Figure 1. Design consideration of the learning system 
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3.1 The Proposed Context-Based Learning Approach  

To facilitate contextualized learning about software security and create engaging learning 

experiences for learners, we proposed a contextualized approach for software security learning 

with three strategies. 

3.1.1  Starting with a Meaningful Scenario 

Contextualized learning often takes the form of real-world examples or problems that are 

meaningful to the learners personally [22]. Creating the relevance of the learning knowledge 

before going into the details could provide a stronger foundation for the learning process. 

Therefore, to begin the process of learning, a meaningful situation for learners must first be 

established. In our study, the learning situations are created through the use of contextual 

software scenarios, which refer to different manifestations within an application context. We 

choose a scenario-based approach because scenarios can be easily adapted to the situation of 

the represented applications and can be easily integrated with the contextualized security 

knowledge. In essence, this scenario-based strategy draws on situated knowledge - that is, 

understandings particular to the software problems or situations in which they are generated. 

At the same time, scenarios, inherently possess the dramatic potential to optimize learning 

processes and outcomes. 

3.1.2 Stimulating Mental Models for Learning 

Contextual learning is a learning approach that ties brain actions in creating patterns that have 

meaning [23]. In order to help learners make sense of complex security knowledge and create 

a strong and lasting bond among security concepts while they are engaged through various 

anchoring events, our strategy is to elicit learners’ mental models for the navigation of security 

knowledge. Such mental models allow learners to gain insight regarding their world by 

building a work scheme, which makes it easier for them to access the information needed to 

understand the knowledge domain, make predictions, and decide upon action to take [24]. In 

order to be useful explanatorily, a mental model has to have a similar relation-structure to the 

reality it models. Then the constructed mental model can be used to answer questions or solve 

problems [25]. 

Generally, our intention was to guide learners in answering three questions while dealing with 

each software scenario:  

• What are the possible attacks? 

• Why does it encounter attacks?  

• How can these attacks be prevented? 

The knowledge structure serves as the basis for both knowledge retention and retrieval, as well 

as transfer. Once learners answer what–why–how questions, the relationships between the 

security concepts are revealed in their midst, and thus, their representation of mental models 

expands. 
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3.1.3 Moving from Concrete to Abstract  

To help learners gain a more flexible understanding of the study concept in a range of situations 

with varying levels of abstraction, we organize security knowledge by blending abstract and 

concrete perspectives; presenting it with a sequence from concrete to abstract. The used 

concrete-to-abstract approach in knowledge presentation differs from the traditional, where the 

concepts are of foremost importance and are usually explained first before concrete examples 

and applications are discussed. In such concrete-to-abstract knowledge presentation, learners 

discover meaningful relationships between practical functions and abstract knowledge in the 

context of real applications. Psychologists and educators have indicated that abstract 

understanding is most effectively achieved through experience with perceptually rich, concrete 

representations [26], while concrete materials make concepts real and therefore easily 

internalized [27].  As long as the concrete knowledge and the underlying abstract explanation 

are understood by learners, learning transfers from one context to another will be more 

effective. 

3.2 The Underlying Ontology 

The role of the ontology in this learning system is to provide a vocabulary for representing 

knowledge about the software security domain and for providing linkages with specific 

situations in the application context. Ontologies facilitate capture and construction of domain 

knowledge and enables representation of skeletal knowledge to facilitate the integration of 

knowledge bases irrespective of the heterogeneity of knowledge sources [28]. Figure 2 shows 

the ontology-based knowledge model, which consists three sub-models: application context 

model, security domain model and security contextualization model. With this model, the 

learning system can handle contextualized security knowledge with multiple scenarios in 

different application-specific contexts and integrates security concepts of security domain 

knowledge. 

 

Figure 2. The ontology-based security knowledge model 
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3.2.1 Application Context Model 

The context model represents a definition of what context is in a specific domain. In our 

ontology, the context for software security knowledge is supported by the creation of scenarios 

in different application contexts. The scenario presents a snapshot of possible features and 

corresponding code fragments in the specific functionality that is included in the Instruction 

class. It also draws on situated security knowledge, that is, understandings particular to the 

application context in which they generate. In addition to scenarios, we focus on characteristics 

that are highly relevant for retrieval within a software application, concerning three 

perspectives:  

• The application category that scenario/functionality belongs to, 

• The platforms that the scenario functionality used, and 

• The functional area (and the corresponding functionalities) that the application associated 

with. 

3.2.2 Security Domain Model 

The security domain model describes the knowledge that is an object of teaching through a set 

of concepts (topics to be taught). To design a security knowledge structure (schema) that is 

easier to store in the learners’ memory for learning, the schema should be simplified and kept 

to the point for reducing the content load. Therefore, we identify three security concepts that 

are most widely used throughout the security domain. Ultimately, three classes were 

incorporated into the security domain model: Security Attack, Security Weakness, and Security 

Practice. From a security domain point of view, we only want to indicate which principles or 

abstract ideas are needed, not their practical implementation. Therefore, we describe security 

knowledge in this model at a level of abstraction. The instances of these classes specify only 

the fundamental characteristics of the security concepts, not specific software application 

aspects. The main advantage of this design is to share a common understanding of the 

conceptual security knowledge among different security contexts. 

3.2.3  Security Contextualization Model 

The term contextualization is used here to describe the process of drawing specific connections 

between security domain knowledge being taught and an application context in which the 

domain knowledge can be relevantly applied or illustrated. To this extent, the security 

contextualization modeling manages security knowledge in the context of specific scenarios 

and brings together the conceptual knowledge that is described in the security domain model. 

The including security concepts are aligned with those defined in the security domain model, 

which are Security Attack, Security Weakness, and Security Practice. However, in order to 

clearly state the purposes and distinguish them from the security domain model, we use 

different classes, namely Concrete Security Attack, Concrete Security Weakness, and Concrete 

Security Practice. The abstract class Contextualized Knowledge is used from which these three 

classes inherit common attributes such as tags or external resources. Once the domain 

knowledge model is defined, each security concept in the contextualized model is able to be 

connected to the corresponding classes in the security domain model.    
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3.3 System Prototype 

3.3.1 System Architecture 

A proof-of-concept prototype of the contextualized learning system was implemented as 

described above. A general architecture of the system is presented in Figure 3.To construct the 

ontology, we used Protégé and OWL1 Editor because of its simplicity and popularity [29]. 

When searching the ontology, we use SPARQL protocol to extract information from the RDF 

graph. The front-end was designed as a web-based user interface with PHP and JavaScript 

languages and through it, learners can access the knowledge content. The backend was 

implemented in Java and access to the ontology repository was provided through the Jena API2, 

a Java framework for building semantic web applications. Jena provides extensive Java 

libraries for helping developers develop code that handles RDF, OWL, and SPARQL in line 

with published W3C recommendations3.  

 

Figure 3. System architecture diagram 

3.3.2 Learning Process 

The sysem features are shown in Figure 4, in which a scenario of “Accessing database using 

user input” under Web Application paradigm is demonstrated. Figure 5 illustrates how learners 

are guided by the learning process of the system. The learning process begins with a selected 

contextualized scenario in the application context familiar to learners and then gradually leads 

to an understanding of the abstract part of security knowledge. First of all, the learner defines 

criteria from the application-context menu to scope the learning session based on his (or her) 

desired knowledge. The instructional part of the scenario is made up of practical 

demonstrations of the pre-described application functionality and the code fragments behind 

it.  

To guide learners navigating through the contextualized knowledge efficiently, we outline the 

knowledge contents in a graphical Concept Map, which shows in the left-corner of the screen. 

Concept Map is a visual representation of different concepts and their relationships. The 

contextualized concept map demonstrates how security knowledge can be made more relevant 

with linkage of real-world items by demonstrating their relationships. With the use of concept 

mapping, the learning arena becomes transparent and can be virtualized in a learner’s mind 

[30]. This transformation is essential for learners in order to integrate the semantical impact of 

the knowledge structure into the mental models for efficient learning. 

While a node is clicked on the concept map, the knowledge content correspondent to this 

concept is displayed in the right half of the screen, where the upper part is the contextualized 

 
1 Web Ontology Language (OWL), a markup language based on Resource Description Framework/Extensible Markup Language 

(RDF/XML). 
2 https://jena.apache.org/ 
3 https://www.w3.org/2001/sw/ 
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knowledge and the lower part is the abstract explanation, following the concrete-to-abstract 

presentation strategy. By concrete representations, we include perceptually detailed and rich 

materials, such as demonstrating security attacks with different exploits, identifying mistakes 

in the source code, and showing the secure coding practices to fix the mistakes. With the 

scenario instruction displaying aside, learners can easily recall the demonstrations of the 

software functions without interrupting the learning process. After experiencing the facts, 

learners then move on to the section of abstract knowledge, where the corresponding 

conceptual knowledge is presented. In such an environment, learners discover meaningful 

relationships between the abstract explanation and the practical demonstration in the context 

of real software applications; security concepts are internalized through the process of 

discovering, reinforcing, and relating.  

 

 

 

Figure 4. Snapshot of the contextualized learning system 
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Figure 5. Learning process in the system 

 

4. STUDY METHOD 

4.1 Study Setup 

In preparation for the study, we identified two common software vulnerabilities in web 

applications: SQL Injection (SQLi) and Cross-Site Scripting (XSS) as the learning subjects. 

SQLi and XSS were among the OWASP’s Top 10 [31] most critical web application 

vulnerabilities in the past decade. For preparing ontology of the system, we first set up the 

learning environment in a web application paradigm, an e-Store. For this specified context, the 

author developed two sets of functionalities to operate a web-based e-Store application using 

two different programming languages: PHP and Java, including a login module, data 

input/output features, data processing, database access, and payment functions. Three scenarios 

were manipulated under critical functionalities to demonstrate the two vulnerabilities within 

the scope of the e-Store system, including the corresponding vulnerable code fragments, 

exploits and mitigations. With the readiness of the real software scenarios, we then constructed 

all learning materials and filled the ontology via Protégé application.  

4.2 Data Collection 

This study was designed to examine the potential of adopting the idea of context-based learning 

system for software security for OSS developers. For the purpose, the use of a survey is deemed 

appropriate in this study, as the survey enables clear, direct, and objective answers to the 

questions presented to the respondents [32]. In this study, a self-administered web-based 

questionnaire was used to collect individual-level perception data from participants in OSS 

projects. The purpose of the questionnaire was to validate the learning system by eliciting 

respondents’ perception and opinions of the learning approach and system features that support 

software-security learning in OSS projects. The survey instruments, which consisted of four 

sections, was created and hosted using Google Forms. Section 1 addressed demographics 

information of participants. In section 2, respondents were asked to rate the system features 

(Table 1), ranging from “very impractical” to “very practical”, administered in accordance with 

the 5-point Likert scale. Section 3 dealt with the learning approaches embedded in the system. 

Respondents were required to choose the answer that reflects their own views and stance on 
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the statements which were ranged from “strongly disagree” to “Strongly agree”, with 5-point 

Likert scale (Table 2). In the last section, participants were allowed to share their thoughts or 

suggestions on all aspects of the learning system.  

Table 1. Survey items for learning satisfaction about system features 

Evaluation Item Question 

Software Scenario • The system introduces security subjects using common software functions. 

Concept Map • The system uses a graphical concept map to outline the knowledge content. 

Security Concepts • The system forms the main theme of security learning using three concepts: 
Security Attack, Security Weakness and Security Practice. 

Contextualized Knowledge • The system demonstrates practical security knowledge in connection with 
the scenario. 

Concrete-to-Abstract • The system guides learners studying concrete/practical security knowledge 
first, then the abstraction/theory. 

 

Table 2. Survey items for learning satisfaction about learning approaches 

Evaluation Item Question 

Effectiveness • This system can effectively assist learners in obtaining software security 
knowledge. 

  • The learning approach reduces the difficulty of learning software security. 

Experience correlation • The approach helps me relate security knowledge to what I knew or 
experienced before. 

Interest Promotion • The approach promotes my interest in learning software security. 

Learning Preference • The system guides learners studying concrete/practical security knowledge 
first, then the abstraction/theory. 

 

All data collected through the survey was non-identifiable. Each participant received the 

research invitation and survey link via email. Implied consent was obtained by the 

informational letter sent through the email. Participants were sent two invitation e-mails over 

a period of 4 weeks in April and May 2016. 

4.3 Participants 

For setup of this study, we recruited OSS developers on GitHub by sending out research 

invitation between January 2019 and February 2019. The email invitation included an 

introduction of the research, and links to the learning system and to the survey site. The only 

participation requirement of participants was the experience of web application development. 

Total 21 voluntary participants accepted the invitation, and completed the questionnaire after 

trying out the system.  

5. RESULT  

5.1 Respondent Demographics 

Table 3 describes the general demographic information of the 21 respondents, in terms of 

gender, age and seniority in OSS development. 90% of respondents were male, while there 
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were only 2 female respondents. A large body of participants, that is 85%, was between 20 and 

40 years old, and over 70% of respondents had over 3 years of experience in OSS development. 

As shown in Figure 6, Java, Python and PHP are the top 3 programming languages that most 

respondents are familiar with in this study.   

Table 3. Demographic analysis of the respondents (n= 21) 

Item Category Frequency Percentage 

Gender 
Male 19 90.48% 
Female 2 9.52% 

Age 

<20 1 4.8% 
20–30 12 57.1% 
31–40 6 28.6% 
41–50 2 9.5% 

Seniority in OSS development 

6 months to 1 year 1 4.8% 
1 to 3 years 5 23.8% 
3 to 5 years 9 42.9% 

More than 5 years 6 28.6% 

 

 
Figure 6. The programming languages that respondents are familiar with 

5.2 Satisfaction Analysis for System Features 

The mean scores of the system features are plotted as a radar chart with five axes (Figure 7) 

according to each evaluation item. As can be seen from the chart, the mean scores of the system 

features ranged from 4.00 (for Contextualized knowledge) to 4.67 (for Concept map). The 

highest rating category made by the respondents was “Concept map”. Most of the respondents 

expressed that the design of Concept map was attractive and though it was useful to guide the 

learning process. They commented:  

“I like the color-design concept. Neat and simple. Easy to follow.” 

“Have a node graph that helps me a lot to see stuff not in paragraph form, but to capture the 

cause and effect.” 

“The sense of connecting security problems and solutions, is really good.” 

Respondents also recognized the use real software scenarios in introducing security 

knowledge. One respondent stated: 
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“When I learn [software] security, I have a very fuzzy view to begin with, and then I kind of 

work at it, read about it, and wait for lightbulb to go on. I think [to start with] cases help me 

turn those lightbulbs on immediately.” 

In addition, most also appreciated the arrangement of contextualized and abstract security 

knowledge in the system. Some of the comments were indicated below:  

“[…] clear and concise. Straight to the point, easy to understand”  

“That way the sample code and the description are put together helps me learn the [security] 

concepts.” 

 

Figure 7. The mean score of system features 

5.3 Satisfaction Analysis for the Learning Approach 

We carried out reliability tests using IBM SPSS software by calculating Cronbach’s alpha to 

examine the internal consistency of the five evaluation items within the category of “Learning 

approach”, and determine the scale in questions is unidimensional (Figure 8). The resulting 

alpha value derived 0.834, which were above the acceptable threshold (0.70) suggested by 

Nunnally [33]. Thus, the survey items on the instrument are deemed highly reliable and 

appropriate for such research. 

 

Figure 8. Reliability test 
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To understand respondents’ perception regarding the learning approaches embedded in the 

system, we carried out descriptive statistical analysis for the five survey items. Table 1 shows 

the analysis result, including the frequency of the valid values, means and the standard 

deviation. The result shows that mean scores for the five survey items all reached 4, indicating 

a high overall satisfaction for the learning approach expressed by the respondents. To obtain a 

closer view of the respondents’ perception with our proposal, we depicted the proportion of 

responses of each survey item in Figure 9. From the perspective of simplicity learning, the vast 

majority of respondents (91%) expressed their agreement that the learning approach can reduce 

difficulty of learning software security. In line with this, 85% of respondent agreed that the 

leaning approach create conditions for effective leering about software security. In addition, 

over 80% of respondents thought that the learning approach fits their learning preference and 

promote their interest in learning software security. They expressed their though about the 

advantages of the proposed learning approach. For example: 

“I highly recommend your method. Teaching practice first. Developers can derive 

understanding for the theory easier from the practice instead of doing it the other way round.” 

“Software security needs to be practical; it needs to be related to something, to be given contrast 

to something. So it becomes really interesting when I reach your ideas. But where there is so 

much theory it’s also a bit hard to understand.” 

Last, 71% of respondents agreed that the learning approach helped them relate security 

knowledge to their prior experience. One respondents supporting the statement commented: 

“When I relate the cases to the practical things that I do in my project, the security concepts 

become more applicable and easier to understand.” 

However, we found that the survey item, Experience correlation, got the least satisfaction 

(Mean = 4.05) in the category. Seven respondents, that is one-third, did not hold a positive 

agreement with the statement, and the neutral responses were relatively high (six respondents). 

Probing into this issue, we identified respondents’ comments related to this survey item. They 

reported that their specialties were not within the knowledge scope that the system currently 

provided. For example, a respondent who was familiar with Python stated: 

”I’ve used Python for many years. I expect this [programming language] will be included in 

your code examples.”  

Table 4. Descriptive analysis of satisfaction for the learning approach 

Item 

Frequency 

Mean 

Std. 

Deviation 

Strongly 

Disagree Disagree Neutral Agree 

Strongly 

Agree 

Difficulty reduction 0 0 3 11 7 4.19 0.700 

Effectiveness 0 0 2 14 5 4.14 0.573 

Learning preference 0 0 4 10 7 4.14 0.973 

Interest promotion 0 0 4 8 9 4.24 0.949 

Experience correlation 0 1 5 7 8 4.05 0.928 
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Figure 9. The proportion of responses for survey items of learning approaches 

 

6. DISCUSSION  

The results of this study indicate that our proposed learning system has the potential to be an 

effective learning tool that can motivate OSS developers to learn about software security. First, 

the respondents overall evaluated the practicality of system features with a positive degree.  

They highly recommended the use of software scenarios with the graphical and contextualized 

security knowledge presentation. With a clear and visualized layout, they could sort out the 

desired knowledge quickly. Second, the results also indicated the learning approach kept 

developers interested and engaged. They overwhelmingly expressed their satisfaction with the 

learning sessions. Such benefits of the contextualized approach can be explained by the 

effective mechanism of intrinsic motivation, where a learner is drawn to engage in a task 

because it is perceived as interesting, enjoyable, and/or useful [34-36].  

Based on the findings presented in the study, we deem contextualized learning a suitable 

approach to support developers’ security training and education in software projects. In OSS, 

development and maintenance of qualified and secured software products relies mainly on the 

ability of participants to acquire, refine and use new aspects of secure programming knowledge 

in their projects [37]. With proper contextual guidance, developers can identify their necessary 

security information, improve learning efficiency and make security knowledge more 

meaningful for their software development tasks. The contextualized approach helped the 

developers to see how the various security concepts were inter-related in their works and gave 

them the personalized perspective that they valued. Therefore, their learning experience can be 

related to a similar programming topic that they want to learn about or a problem to be solved 

in their projects. In addition, when developers encounter the security problems within the 

context they are already familiar with, the consequences of exploiting the code’s vulnerabilities 

will be understood with a strong and personal effect, which become more real and less 

theoretical. 

From this study, we also draw some lessons for further improvements to this learning system. 

First, we need to create more contextual scenarios and equip corresponding security knowledge 

in the system to expand the knowledge scope. The learning sessions can then be cast in the 

contexts which are more closed to learners’ working environments. Additionally, the 

respondents also indicated that they cannot grasp abstract explanation of security concepts 

because of the heavy embedded textual descriptions. The abstraction knowledge we built was 
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extracted from the resources on the internet (e.g. OWASP and CWE4). It is suggested that we 

decompose the vast information into smaller knowledge objects to further ease leaners’ 

loading. With the defined relationships in the ontology, these new instances can also be 

illustrated in the concept map to support knowledge navigation. For example, the security 

practice of “Input validation” can be broken down into flat text validation, rich text validation 

and file upload validation, etc. We are proactively working on these improvement in preparing 

for longer-term studies.  

7. CONCLUSION 

In this study, a web-based learning system was conceptualized and developed to support 

contextualized learning about software security. We have presented the design rationale, 

including the embedded learning strategies and underlying ontological knowledge repository. 

Our approach attempts to place security learning in the context of software projects that can 

draw developers’ attention to similar software events and conditions. We aims to help learners 

organize security knowledge by connecting concepts to real software scenarios, to motivate 

learners and stimulate their interest. The contextualization of security knowledge make it 

possible to support developers reflect on their learning to bridge ideas from a familiar concrete 

context so they can recognize their own personal relationship to these concepts.  

The proposed learning system was evaluated through an online survey with 21 developers in 

OSS projects. Overall, the analysis of the survey data yielded positive and promising results, 

in which OSS participants overwhelmingly expressed their satisfaction with our proposal, in 

perspectives of system features and the embedded learning approach. They enjoyed the 

experience, found the subject matter interesting and found the presentation helpful. This 

finding demonstrate that our approach is not only possible but also practical to be adopted by 

software development projects. We are encouraged by the results of the context-based 

approach and believe it provides a formula for increasing the attitude and understanding of 

security subjects for developers without sacrificing rigor or quality of learning. We believe this 

implies a direct effect of the contextualized learning approach on higher overall learning 

satisfaction, which motivates developers to learn. 

Several limitations of this study should be noted. First, this evaluation was based on self-

reported data from voluntary participants about their experience and perceptions for the 

proposed learning system. It is not certain their actual behavior on the system, the span of time 

they practice the system, and for how long the knowledge will be retained. Moreover, the 

number of respondents obtained from the survey was relatively small compared with the 

enormous number of OSS projects and field workers today. We intend to invite more OSS 

participants from various domains joining future sessions, meanwhile, to conduct in-depth 

interviews to collect more detailed information about their thoughts and learning behaviors.  

 
4 Common Weakness Enumeration (CWE) is a universal online dictionary of weaknesses that have been found in 

computer software. https://cwe.mitre.org/ 
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