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Abstract— Secure communication can be considered as
an integral part of the next generation implantable medical
devices. With the advent of physical layer security (PLS)
methods, confidential messages can be transmitted with-
out the use of encryption keys. For analyzing the effec-
tiveness of PLS for next-generation leadless cardiac pace-
makers, we provide secrecy analysis using a performance
metric of secrecy capacity. Secrecy capacity defines the
secure transmission rate between legitimate nodes without
leakage of information to an eavesdropper and depends
on respective channel attenuations. The legitimate and
eavesdropper channel attenuations are evaluated by 3D
numerical electromagnetic simulations using a detailed hu-
man model. We do not assume eavesdropper to be located
in specific directions or positions and considers it to be
located anywhere around the body. We evaluate the secrecy
capacity by defining a spherical grid for eavesdropper po-
sitions around the body with a radius of 1 m. The secrecy
capacity of the entire space is evaluated by extrapolating
the grid to different radial distances using free space path
loss model. Moreover, by fixing application based secure
communication rate, the entire space is divided into secure
and in-secure volumes. The in-secure volume consists of
all the eavesdropper positions from which the pacemaker
can be eavesdropped. We also evaluated the angle from
which the maximum leakage of information takes place and
referred it as “Eve’s sweet spot angle”. Data for channel
attenuations from phantom and in-vivo experiments is also
utilized to validate and observe the differences between
simulations and experiments. This work will help in design
of the communication module of implanted leadless cardiac
pacemakers with enhanced security on the physical layer.
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I. INTRODUCTION

The technological advancements in personal health sys-
tems have led to the development of different wearable and
implantable medical devices and systems. These develop-
ments also motivate transformation of decades old implantable
medical devices (IMD’s) such as cardiac pacemakers and
implantable cardioverter defibrillators (ICDs).

A. Cardiac Pacemakers
Pacemakers are medical devices that are implanted in pa-

tients with abnormal heart rhythms. About 1 million pace-
makers are implanted annually worldwide [1]. Traditional
pacemakers contain a subcutaneous implant (usually called
“Can”) implanted in the pectoral pocket below the shoulder.
The Can is connected to the transvenous wires or ‘leads’ that
pierce into, and run down, the subclavian vein where they
are fixed to the inner walls of the heart. These leads contain
electrodes to the distal ends that sense irregularities and
provides electric excitation to maintain proper heart rhythm.
Depending on the specific cardio-pathology, the electrodes
can lie in the right ventricle, right atrium or in the coronary
sinus above the left ventricle [2] . The transvenous leads are
considered to be the weak side of a traditional pacemaker
system because they can fracture, they may lead to infection,
and also their explantation carries significant risk of mortality
[3], [4]. Consequently, the next generation of these pacemaker
systems is becoming wireless by getting rid of transvenous
leads. Fig. 1 shows the traditional cardiac re-synchronization
therapy (CRT) management system and one of the variant
of next generation pacemaker system, hosting battery driven,
physically small leadless capsules that may be placed in
multiple heart chambers and being able to communicate with
a subcutaneous implant wirelessly which can relay data to an
external monitor1. These capsules need to be computationally
less complex and consume less power than the traditional pace-
makers. Besides unquestionable benefits, the wireless commu-
nication expose the leadless cardiac pacemaker (LCP) to the
potential eavesdroppers compromising privacy, confidentiality
and most importantly patient safety.

B. Motivation and Background
The comprehensive survey on privacy and security issues

related to IMD’s is provided in [5]. Similarly, [6] discusses

1EU Horizon 2020 Project WiBEC ”Wireless In Body Environment.
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(a) Traditional CRT system where electrodes are
connected by leads to the subcutaneous Can

(b) Next generation multi-nodal leadless CRT sys-
tem. IC-IC represents Intra-cardiac to Intra-cardiac
communication, whereas IC-Subc, represents Intra-
cardiac to Subcutaneous communication

Fig. 1: Comparison between traditional (a) and a variant (b)
of the next generation CRT systems.

the challenges, goals, and need of securing IMD’s. In order to
show the security concerns, Halperin et al. in [7] performed
eavesdropping attacks on an insecure communication link of
ICD device to obtain the patient’s data, using an off the shelf
programmer, directional antennas and software defined radio.
This work was followed by a number of scientific publications
[8]–[11] to address the security concerns of IMD’s.

Traditionally, the wireless communication networks are se-
cured by conventional cryptographic methods at the upper
layers of communication paradigm. However numerous chal-
lenges arise in key establishment and distribution for newly
evolved paradigms like wireless in-body networks. Lately,
physical layer security (PLS) has been identified as a feasible
alternative to secure wireless transmissions via exploiting
different characteristics of wireless channels [12]–[14]. The
concept of PLS was first presented by Shannon [15] in 1949
which was further extended by Wyner in [16] with introduction
to wire-tap channel. Csiszar et al. [17] broaden the idea
by presenting the transmission of confidential messages over
broadcast channels. These works demonstrated the benefits
of using different secure transmission techniques at physical
layer.

The approaches to achieve physical layer security can exist

either as keyless or key based usually referred to as channel
model and source model approaches respectively. Using the
source model approach, the legitimate nodes utilize the corre-
lated randomness of different wireless channel characteristics
e.g. received signal strength (RSS), channel impulse response,
phase, angle of arrival (AoA) or human biometrics in case of
wireless body area network (WBAN) [18]–[22]. A compre-
hensive survey is provided in [23].

In contrast to the source model approach, the keyless
approach or channel model approach, information theoretically
secure the transmissions by utilizing the physical medium
(channel fluctuations, attenuations, and noises), and make use
of the channel difference between legitimate receiver and
eavesdropper to benefit the legitimate party. Different methods
are proposed in the literature to secure standard wireless net-
work transmissions using channel model approach with focus
to degrade the Eve channel by making it noisier than legitimate
channel. It can be achieved by using cooperative jamming,
with external helpers, relays, full duplex receiver with multiple
antennas or adding the artificial noise. Biao et al. in [24] secure
the single antenna systems by introducing artificial noise.
Similarly, in [25], different theoretical limits for practical
design of PLS jamming in standard wireless networks are
presented with introduction to transmit and receive jamming
whereas [26], [27] explores different secrecy rate optimization
techniques for multicast networks. A comprehensive survey on
PLS channel model approaches is provided in [28], [29].

The key performance metric in channel model approaches is
secrecy capacity, playing a central role in PLS. It characterizes
the fundamental limit on secure communications over noisy
channels and is mainly associated to a channel model referred
as wire-tap channel. Secrecy capacity captures the maximum
transmission rate (R) that can be achieved ensuring the relia-
bility, and by considering the extreme case of no information
leakage to eavesdropper. In contrast to capacity of a link
which is a communication rate for reliable communication,
secrecy capacity reflects both reliability and confidentiality
with a cost of reduction in communication rate. It is a system
performance metric that characterizes the bound based on the
channel characteristics. Once the design limits are known, one
can choose among different wiretap codes2 for transmission of
confidential information without encryption3.

The wireless in-body network e.g. Leadless cardiac pace-
maker, with an eavesdropper outside, motivates a similar
scenario of a wiretap model. This is because the human body
being a lossy medium for electromagnetic propagation can
inherently provide high attenuations to off body links. Thence,
utilizing channel model approach of PLS in context of in-
body networks could have substantial benefits that includes
from avoiding the key management and distribution challenges
to existing along with traditional cryptographic methods to
provide an extra layer of security at the physical layer for sen-
sitive applications like pacemakers. Furthermore, to the best of
authors knowledge, none of the work exist in context of detail

2e.g LDPC, Polar wiretap codes
3We do not delve in detail of encoding and decoding of wiretap coding,

and kept the information theoretic part to as minimum as possible
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evaluation of the secrecy capacity for in-body wireless sensors
network where one can utilize the naturally available wiretap
channel between in-body and off-body nodes (eavesdropper)
to provide secrecy on the physical layer.

To reap the aforementioned benefits of channel model
approach of PLS, the feasibility analysis of securing next
generation leadless cardiac pacemaker has been explored.
This is done by considering the wiretap scenario of Wyner’s
model, and modeling the legitimate and eavesdropper channel,
using electromagnetic (EM) simulations, phantoms and in-
vivo experiments. Considerable literature exists on channel
modeling of WBAN. Sayrafian et. el. in [30] proposes a sta-
tistical path loss model for implant to implant communication,
considering different in-body scenarios. Similarly, Antonietta
et. al in [31] characterizes in-body to off-body link in medical
implant communication systems (MICS) band for upper limb
prostheses using electromagnetic simulations. Concepcion, et
al in [32] discuss different approaches for propagation analysis
in an ultrawide (UWB) frequency band. Similarly, earlier
works [33], [34], based on EM simulations examines different
antennas for implanted and on-body communication systems
in industrial scientific and medical (ISM) and MICS frequency
band. A comprehensive review on different propagation mod-
els, frequency bands, and communication scenarios is provided
in [35] whereas [36] provides a review on human body
communication as an alternative for communication between
body area network nodes.

The channel modeling methods of this work introduces
different forefronts over existing models. The EM simulations
performed in this work considers the highly detail human
model (Hugo model) and are specifically application based
(Cardiac pacemakers). Furthermore, for experiments, a small
battery powered antenna with transmitter is utilized instead of
using conventional coaxial cables and vector network analyzer
(VNA) for generation of sounding signal. This is because,
in case of small dimensions of antenna, the adjoined coaxial
cables also radiate which is being ignored by authors in the
literature [37]. Another aspect of this work is that it evaluates
the in-body to off-body link (Eve link) directly from deep
implant (inside the right ventricle) and computes the channel
attenuation of entire space around the body.

In this work, simulations and tests are performed in the
ISM frequency band (2.4 GHz). The selection of ISM fre-
quency band is done due to smaller antenna dimensions
with good radiation efficacy and matching [38]. In addition,
Federal Communications Commission (FCC) also includes
ISM 2.36-2.40 GHz spectrum in medical device communi-
cation (MedRadio) for body area networks [39].

C. Contributions

To the best of authors knowledge, this work is the first
to explore channel model approach of PLS methods for in-
body wireless networks with an application of next generation
leadless cardiac pacemaker. A popular three-node model is
considered, where the legitimate node, Alice (Leadless pace-
maker/capsule, A) in the right ventricle of a human heart
is communicating with Bob (Subcutaneous implant, B). In

Fig. 2: Leadless capsule (Alice) communicating confidential
message “X” through the in-body channel with a subcutaneous
implant (Bob), and Eve, eavesdropping the communication
through a channel which is a combination of in-body and free
space

contrast to considering Eve at a certain specific position as
usually done in literature for free space wireless networks, in
this work Eve is considered to be located anywhere at any
angle in three dimensional space around the body and her
location can be presented using spherical coordinates (r, θ, φ)
— r is the radius, θ is the elevation angle and φ is the azimuth
angle. The key contributions in the paper are:
• Characterization of the Alice-Bob (AB) and Alice-Eve

(AE) channels by numerical electromagnetic (EM) sim-
ulations using a detailed computational human model
(HUGO Model), a phantom and in-vivo experiments.

• EM-Simulation based evaluation of secrecy capacity of
the entire space around the body, first by defining a
spherical grid for Eve at a radius of 1 m, then using
the free space path loss model to extrapolate it over the
entire space for different radial distances.

• EM-Simulation based evaluation of secure and in-secure
volume around the body by considering the cardiac
application based fixed secure transmission rate. The in-
secure volume consists of all Eve’s positions from which
the leadless capsule can be eavesdropped.

• Worst-case analysis of secrecy capacity by considering
eavesdropper at a sweet spot angle — the angle with
maximum information leakage.

• For validation and comparison of EM-simulation results,
the phantom and in-vivo experiments are also performed.

The paper is structured as follows. Section II provides System
model and methodology whereas Section III, contains the
results. Section IV discuses the results and finally Section V
concludes the paper.

II. SYSTEM MODEL AND METHODOLOGY

In Fig. 2, a future LCP is depicted where Alice communi-
cates with a subcutaneous implant Bob and Eve, outside the
body, tries to eavesdrop the communication. Alice is located
in the right ventricle (RV) of the heart whereas Bob is placed
in the subcutaneous space under the shoulder. Eve is not
assumed to be in any specific position and can be located
anywhere, at any angle around the body in three-dimensional
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space presented in the spherical coordinate system.
Alice transmits a confidential message X to Bob. Thus, for

a single channel realization, the input-output relation between
Alice-Bob (AB) and Alice-Eve (AE) can be expressed as

y = hx+ n1

z = gx+ n2,
(1)

where x is the transmitted signal, y is the channel output to
the Bob and z is the channel output to the Eve. The channel
coefficients between Alice and Bob and Alice and Eve are
represented by h and g where n1 and n2 are the complex
Gaussian noises with mean µ and variance σ2 and can be
represented as CN (0, σ2). We assume that x, n1, and n2 are
stochastically independent. The signal to noise (SNR) ratio at
Bob and Eve can be expressed as

γb =
|h(x,y)|2P

σ2
, (2)

γe =
|g(r,θ,φ)|2P

σ2
, (3)

where, |h(x,y)|2 and |g(r,θ,φ)|2 are the respective channel
attenuations by considering Bob at position (x,y) and Eve at
(r, θ, φ) respectively. Eve could have higher SNR outside the
body at some respective angles than AB channel, even at larger
distances. This is because the body provides more loss to EM
radiations than free space. Thus, at some specific angles, the
transmission path encounters more non-homogeneous medium
(less in-body than free space) causing the power received
outside the body to be higher. Therefore, our system model can
be considered as a non-degraded version of Gaussian wiretap
channel, in which the AE channel can have better SNR than the
AB channel. In order to transmit securely between Alice and
Bob, the secrecy capacity for non-degraded Gaussian wiretap
channel [17], [40] can be expressed as

CS =

{
[CB − CE ]+ , if γb > γe

0, otherwise
(4)

where CB and CE are the channel capacities of AB and
AE link which can be expressed as

CB = log2(1 + γb)

CE = log2(1 + γe).
(5)

The resultant secrecy capacity by considering eavesdropper
at any direction around the body can be expressed as

CS(r, θ, φ) =



log2
(
1+

|h(x,y)|
2P

σ2

)
(
1+

|g(r,θ,φ)|
2P

σ2

)

+

, |hx,y|2 < |gr,θ,φ|2

0, Otherwise
(6)

After evaluating the secrecy capacity of all the AB-AE link
channel attenuations in the entire space, we divide the space
around the body into secure and in-secure volumes. For fixed
AB attenuation and communication rate, we solve for all the
AE attenuations that lie in the secure and in-secure volumes.

The in-secure volume defines all the Eve distances from which
LCP can be eavesdropped, and can be expressed as

dE(r,θ,φ)
6 r × 10

(
P−β−10 log10(2(CB−CS)−1))−σ2

10n

)
.

∀ (r, θ, φ)
(7)

The derivation of (7) is provided in Appendix I for simplicity.
For a given power, AB attenuation and secrecy rate, (7)

holds for all (r,θ,φ). Beyond the in-secure volume, communi-
cation is considered to be secure for a given secrecy rate.
In (7), dE(r,θ,φ)

is the eavesdropper distance at a specific
angle from Alice, CB is the capacity of the AB link, CS is
the fixed secrecy rate for communication, r is the reference
eavesdropper distance and is equal to 1 m, σ2 is the noise
power and β is the Eve channel attenuation at the reference
eavesdropper distance.

The secrecy capacity depends on AB and AE channel atten-
uations as shown in (6) and (7).Thus, we simulate the in-body
environment to evaluate the respective channel attenuations. To
validate the EM-simulation results, experimental tests are also
performed. This helps in assessing the differences and similar-
ities between results from simulations and experimentation4.
In addition, the experiments can also help validate whether
the EM simulations in CST can efficiently predict the channel
losses or not. Thus for channel modeling, EM simulations are
presented first, followed by phantom and in-vivo experiments.

A. Electromagnetic (EM) Simulations

For estimating channel attenuations, EM simulations are
performed by using the 3D EM simulation tool CST5 [41].
This work utilizes the anatomical data set of the Visible Hu-
man Project [42], [43], from which the developed voxel model
in CST is referred as HUGO model. The HUGO model is
developed from a dissected male corpse that is segmented into
multiple layers. These layers are then sampled and interpolated
to provide a highly efficient computational model of the human
body. The dielectric properties of each individual biological
tissue have been considered in the model. The model offers
different tissues and resolutions (1 mm to 8 mm) to select. Due
to shorter wavelengths in 2.4 GHz, in this work, we opted for
a resolution of 1 × 1 mm2. The communication element, the
capsule (Alice), is modeled as an ideal dipole antenna with
100 % efficiency. The antenna is 5 mm in length and 2 mm in
diameter. The antenna is encapsulated inside a vacuum tube of
1 mm in width to avoid the direct contact with body tissues.

1) Legitimate/AB-link: The AB link is simulated by plac-
ing a capsule (dipole antenna, Alice) in the right ventricle
(RV) of the heart along with the placement of other dipole
antennas (Bobs) in the subcutaneous space as shown in Fig. 3.
The subcutaneous space is the space under the skin beneath
the shoulder. In addition, to observe the effect of antenna
polarization on channel attenuation (|h(x,y)|2), two set of
experiments are conducted, one by placing the dipole antenna
in the horizontal direction (transverse plane) and the other in

4We concentrate only on antennas, not the entire TX/RX communication
chain

5https://www.cst.com/
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Fig. 3: Position of the leadless capsule (Alice) in the right ven-
tricle, transmitting to the antenna (Bob) positioned at different
distances in subcutaneous space. Reference representation of
coronal, sagittal and transverse planes with respect to the
human body

Fig. 4: Radiation of electric field strength, by placing the
dipole antenna inside the right ventricle. The bar shows the
field intensity (V/m), in and around the body. (Side view)

vertical direction (coronal plane). First, all the antennas are
placed in the transverse plane to determine the attenuation
between Alice and Bob. Then, the receiving antenna at one
of the subcutaneous position is changed from transverse to
coronal plane and the difference in the attenuation is observed.
The results with EM simulations contain both the observations.

2) Eavesdropper/AE-link: The electromagnetic radiations
from the Alice radiate in all directions outside the body as
shown in Fig. 4. We place in a total of 100 electric probes
in three-dimensional space around the body with a sphere of
radius 1 m. The entire sphere is partitioned in five elevation
angles (θ), each of which is further partitioned into twenty
azimuth angles (φ) ( Fig. 5), totaling a spherical grid of 100
Eve positions to observe the field strength. Couple of electric
probes are also positioned at large radial distances in order
to verify the applicability of the free space path loss model.
This helps in extrapolating the spherical grid to different radial
distances. The electric probes are used because by placing
dipole antennas outside the body at the distance of 1 m, results
in a very huge mesh size to resolve. Therefore, due to the
extensive computational cost of using dipole antennas, electric
probes are used to determine the electric field intensity which

Fig. 5: Placement of electric probes around the body to receive
electric field intensity. In total 100 electric probes are placed at
a radius of 1 m, 20 probes along azimuth angle (φ), 18° apart
and 5 elevation angles (θ) with 30° apart. The left arm is
considered as 0° for azimuth angle and then rotated anti-
clockwise. Couple of probes are outside the sphere at a radius
of 2 m

is then transformed to the power density using

S(r, θ, φ) =
1

2

|E(r, θ, φ)|2

Zo
, (8)

where S is the received power density (W/m2) at each
probe, E is the received electric field and Zo is the intrinsic
impedance of free space. The total power received at each
probe depends upon the effective aperture of an antenna and
can be expressed as

P (r, θ, φ) = S(r, θ, φ)×Aeff , (9)

where P (r, θ, φ) is the total power received, S is the power
density and Aeff is the effective aperture of the antenna. From
received power, the Eve channel attenuation (|g(r,θ,φ)|2) is
evaluated. The AE-link attenuation can be expressed as

β = |g(r,θ,φ)|2dB = P − P (r, θ, φ), ∀ (θ, φ) (10)

where r is the reference distance of 1 m, θ and φ are reference
angles in the spherical coordinates, and P is the transmit power
which for simplicity is considered as 0 dBm. In order to
extrapolate the path loss over the entire space for different
radial distances, the free space path loss model is utilized
which can be expressed as

PLr,θ,φ(dE) = β + 10× n× log10

(
dE
r

)
, (11)

where, n is the free space path loss exponent with a value
of 2. dE is the distance to extrapolate beyond 1 m with the
reference β, evaluated using (10) from the EM simulations.

B. Phantom Experiment

The methodology used in the phantom experiments is
adapted to corroborate the results obtained from simulations.
It also helps to observe the differences by implementing
the setup in practical scenarios using realistic antennas. To
evaluate channel attenuations, the phantom with dielectric
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Fig. 6: Phantom experiment setup (a) Legitimate link antennas
(Alice and Bob) (b) Eve antenna (c) legitimate link setup (d)
Eve link setup

properties of the human heart was developed. The phantom
was prepared using 39.2 % of sucrose in water, provided
in [44]. The transmitter antenna (Alice) was a 1 mm in
radius meander-shaped, connected to voltage control oscillator
(VCO). VCO generates a sinusoidal signal at 2.4 GHz and
operates on a button cell. The antenna, VCO and cell battery
were encapsulated by a small plastic container to avoid direct
contact with the phantom. Subcutaneous antenna (Bob) was a
wideband patch antenna with dimensions of 3×3 cm2. These
two antennas replicate the AB link. Similarly, an off-body
circular polarized spiral antenna is utilized to replicate the
Eve. Fig. 6 shows the container with liquid phantom, antennas
placement and antennas itself. More details on antennas can
be found in [38].

1) Legitimate/AB-link: Fig. 6a shows the AB link antennas
and Fig. 6c shows the setup for AB link where the leadless
capsule was implanted inside the phantom filled container with
the help of a ruler and the subcutaneous antenna was mounted
on a wall of the container.

2) Eavesdropper/AE-link: Fig. 6b shows the eavesdropper
antenna whereas Fig. 6d shows the AE link. The leadless car-
diac pacemaker (LCP/capsule) was fixed inside the phantom
with a ruler at a depth of 10 cm, and the Eve antenna attached
with another ruler was moved to different positions outside the
container.

C. In-vivo Experiment

The animal experiment was carried out in an operating room
at the Intervention Center, Oslo University Hospital, Oslo,
Norway, which is qualified to perform such procedures. All
the experiments were performed according to ethical standards
and regulations provided by the responsible agencies. The
experiment was performed on a female pig weighing about
61 Kg. Fig. 7a shows the operating room along with the pig,
which had been given general anesthesia for the experiment.

Fig. 7: In-vivo experiment setup (a) Operating room (b)
Legitimate link (c) Eve link

We did not take into account the posture change of the animal
during the experiments that might effect the antenna coupling.
However, we believe that to some extent the coupling effects
have been compensated by changing the antenna positions.
Similar set of antennas were used in in-vivo experiments, as
described in section II-B.

1) Legitimate/AB-Link: An antenna (Alice) within a plastic
container was placed behind the right ventricle of a pig heart
whereas subcutaneous antenna (Bob) was positioned under the
skin below shoulder as shown in Fig. 7b. An electromagnetic
distance measurement system, Medical Aurora by NDI Medi-
cal, Canada, was used to evaluate the distance between trans-
mitting and receiving antenna. We moved the in-body antenna
at different positions (in mm) within the subcutaneous space
and took multiple measurements around the same distance
which was averaged to minimize the measurement errors.

2) Eavesdropper/AE-Link: For AE link, the Alice was
placed at the same position as in case of AB link, and the Eve
antenna was held outside the pig body as shown in Fig. 7c. The
Eve antenna coupling was evaluated across different angles
over the chest of the animal, and later considered the best-
case scenario for an Eve (worst case for a pacemaker).

III. RESULTS

This section focuses on results based on the system method-
ology. First, we present the channel measurements using EM
simulations in CST. We evaluate the legitimate link channel
attenuation and the attenuation of each eavesdropper position
on the spherical grid from the leadless capsule in the RV.
Afterwards, the distance of the legitimate link is fixed and
the secrecy capacity of the defined spherical grid at a radial
distance of 1 m is evaluated. In order to cover the entire space
around the body, path loss model for free space is utilized
to extrapolate the secrecy capacity. Moreover, the results for
the in-secure volume are presented by fixing the cardiac
application based secrecy rate. The results are concluded by
presenting the phantom and in-vivo results.
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A. EM simulation results

1) Legitimate/AB-link: Fig. 8 shows the channel attenuation
between an antenna in the right ventricle and the antennas in
the subcutaneous space. The antennas (transmitter and receiver
antennas) are matched at 2.42 GHz represented as S11 and is
shown in Fig. 8. Fig. 9 shows the extracted path loss model
where dots represents the attenuation at a respective distance
from Alice and the straight line shows the linear fitted model
which can be expressed as

PL(dB) = P1 × dB + P2, (12)

where P2 = -44.03 dB, P1 = -4.231 dB/cm and dB is the
distance in cm between Alice and Bob. This path loss is valid
for the distance between 5 cm ≤ dB ≤ 16 cm. As mentioned
earlier, |h(x,y)|2 is the AB link attenuation in linear scale, thus
in dB scale, it can be expressed as

α = |h(x,y)|2dB = PL(dB). (13)

The extracted path loss model for the AB link is obtained
by placing the antennas (in the right ventricle and the sub-
cutaneous space) in the transverse plane. Aforementioned, to
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observe the effects of the antenna polarization, simulation is
also performed by placing the antenna in the coronal plane.
Fig. 10 shows the difference observed in the attenuation
by changing the direction of the antenna at the distance of
9.1 cm from the transverse plane to the coronal plane. It has
been observed that the attenuation is increased by 3 dB due
to polarization mismatch. Thus, placing the antennas in the
transverse plane is efficient and results in less attenuation
between antennas as compared to the coronal plane. The
channel attenuations are comparable to the results presented in
[45], [46] with slightly higher values of attenuation due to the
use of a highly accurate Hugo model for transmission through
heterogeneous medium.

2) Eavesdropper/AE-link: The attenuation determined at
each electric probe after conversion from E-field using (9)
is expressed in three-dimensional space around the body in
Fig. 11. It has been observed that at θ = 60°, φ =306°, the
eavesdropper has the minimum attenuation with the leadless
capsule and is considered as the Eve sweet spot angle. To
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Fig. 13: Secrecy capacity with variation in both AB
and AE distance, for eavesdropper at sweet spot angle
(θ = 60°, φ =306°)

observe the difference in the AE link attenuation by changing
the orientation of the antenna from transverse to the coronal
plane, we change the orientation of the leadless capsule
inside the right ventricle. As the transmitting antenna is very
small in size, thus changing the orientation doesn’t effect the
attenuation values at larger distances (1 m).

3) Secrecy Capacity: For evaluation of the secrecy capacity,
AB link distance of 12 cm is fixed. Using (6), Fig. 12 shows
the secrecy capacity of a spherical grid at the radial distance
of 1 m around the body. It has been observed that most
of the sphere has positive secrecy capacity except the low
attenuation eavesdropping angles (17 out of 100). Thus, to
find the distance where the secrecy capacity is positive across
all Eve angles, the secrecy capacity of the spherical grid is
computed with the radial distance of 2 m by using (11). It has
been found that at the distance of 2 m, the positive secrecy
capacity is observed over the entire spherical grid.

The variation in secrecy capacity is also viewed by changing
both the AB and AE link distance. For the AE link, Eve
is considered at the “sweet spot angle”. Fig. 13 shows the
resultant secrecy capacity, where x-axis is AE distance and
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varies from 0.12 – 5 m, y-axis is the AB distance and varies
from 5 – 16 cm and z-axis is the resultant secrecy capacity.
The movement of Eve, away from the legitimate nodes results
in higher secrecy capacity.

4) In-Secure Volume: The in-secure volume is the volume
that contains all the Eve positions from which the leadless
pacemaker can be eavesdropped and is expressed in (7). Equa-
tion (7) provides the minimum Eve distance required across
different angles in order to achieve the fixed communication
secrecy rate. The pacemaker usually requires the transmission
rate of approximately 100 kbps in order to transmit the cardiac
parameters (ECG, pulse rate, respiratory rate, blood pressure,
etc.) [47]. Thus, we fix the secrecy rate to 0.5 bpcs/Hz (bits
per complex symbol), which for the bandwidth of 1 MHz
is around 250 kbps. Similarly, the AB distance is fixed to
12 cm and the minimum Eve distance required to support
the secure communication rate is evaluated across all the
angles. Fig. 14 shows the in-secure volume around the body.
The volume is uneven because the attenuation values across
different angles through the body provides different secrecy
capacity. For more visual clarity the same information is
provided in 2-dimensional space in Fig. 15. Thus, to transmit
0.5 bpcs/Hz securely with transmit power of 0 dBm, the Eve at
the “sweet spot angle” (worst case scenario for the pacemaker)
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with receiver 6 sensitivity of -100 dBm should be at a distance
of 2.5 m or beyond. The boundary of the in-secure volume is
considerably less for other angles e.g at θ = 150°, φ =306°,
the insecure volume stretches till 1.1 m. Regarding the back
side of the human body, the boundary of the in-secure volume
stretches till 1 m for the worst case representing the distance
from RV of the human heart. The worst case angle to the
back side is θ = 30°, φ = 18°. It is worth mentioning that
the implanted nodes generally transmit with power ranging
between -16 – -27 dBm due to which the in-secure volume
at Eve sweet spot angle will be reduced. e.g for the transmit
power of -16 dBm, the in-secure distance at Eve sweet spot
angle reduces from 2.5 m to 2.1 m.

5) Worst-Case Analysis: In order to observe variation in the
Eve distance with respect to the secrecy rate, we evaluate a
bound on the minimum and the maximum Eve distance for a
certain fixed AB distance. The analysis is done by considering
Eve at the “sweet spot angle” or the worst case scenario for
the pacemaker. When the secrecy rate approaches to zero, the
Eve distance can be expressed as

lim
CS→0

dE(CS) = r × 10
P1×dB+P2−β

10×n , (14)

where P1 and P2 are constants (see (12)), r is the reference
Eve distance (1 m), dB is the AB distance and β is the
eavesdropper reference attenuation at the “sweet spot angle”.
As CS approaches to zero, this means AB and AE link
have the same capacity, which apparently represents the same
distance 7. This could be true for free space wireless channels
with homogeneous loss. But for the in-body networks where
the eavesdropper is outside the body and legitimate receiver
(Bob) is inside the body, we could have less attenuation at
some angles around the body at Eve than that of the Bob.
This is because of higher in-body loss than free space. Thus,
the transmission path to the eavesdropper may encounter less
in-body portion and larger free space portion resulting in a
non-homogeneous loss. The Eve at the “sweet spot angle”,
should be at a distance of 1.872 m for the secrecy capacity to
be positive.
Similarly, when the secrecy rate approaches to the AB link
capacity CB , then the Eve distance approaches to infinity and
can be expressed as

lim
CS→CB

dE(CS)→∞. (15)

Fig. 16 shows the minimum and maximum Eve distance with
variation in secrecy capacity as a fraction of the legitimate
(AB) link capacity.

B. Phantom Experiment Results

This section focuses on providing the secrecy capacity using
path loss models developed from the phantom experiments in
order to evaluate the AB and AE channel attenuations. The
pathloss models has also been reported in earlier work [48].
We use directional antennas as mentioned in section II-B.

60 dBi antenna gain
7If only the attenuation with distance is considered as a variation parameter

for homogeneous loss
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Fig. 16: Minimum and maximum eavesdropper distance at
Eve sweet spot angle for pacemaker worst-case analysis
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Fig. 17: Phantom Experiment: AB link attenuation and path
loss model

For phantom experiments, we didn’t consider different spatial
positions for the eavesdropper. Albeit, we evaluate the secrecy
capacity by considering Eve at the sweet spot angle (worst case
scenario for a pacemaker).

1) legitimate/AB-link: In case of AB link, the implanted
antenna (capsule) was moved in the distance range of 1 cm
to 16 cm from subcutaneous antenna and the corresponding
received power was measured via spectrum analyzer connected
to the subcutaneous antenna. Fig. 17 shows the measured
values along with the fitted model. The AB link path loss
follows a linear model and can be expressed as

PL(dB) = P1 × dB + P2, (16)

where P1 = -3.618 dB/cm, P2 = -37.82 dB and dB is the AB
distance. The path loss model is valid for 1 cm ≤ dB ≤ 16 cm.

2) Eavesdropper/AE-link: The AE link path loss model is
shown in Fig. 18, where dots represent the measured values
and line shows the fitted model which can be expressed as

PL(dE) = PL(do) + 10× n× log10

(
dE
do

)
, (17)

where PL(do) = 68.4 dB is the path loss at a reference
distance of 11 cm (10 cm implant depth + 1 cm from the
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TABLE I: Summary of Simulation and experimental measurements for eavesdropper distance

Parameters
CS = 0 bpcs/Hz CS= 0.5 bpcs/Hz

AB Distance AE Distance AE Distance
In-Body From Body Surface Total In-Body From Body Surface Total

EM Simulations
(Worst Case, Ideal Antenna) 12 cm 1.8 m 2.5 m

EM Simulations
(Worst Case, Realized Antenna) 12 cm 13 cm 15 cm

Phantom Exp
(Extrapolated) 12 cm 12 cm 2.5 cm 14.5 cm 12 cm 3.5 cm 15.5 cm

In-vivo Exp 12 cm 8 cm 4 cm 12 cm 8 cm 5 cm 13 cm
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Fig. 18: Phantom Experiment: Eve link attenuation and path
loss model
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Fig. 19: Achievable secrecy rate from a phantom experiment

container surface), dE is the Eve distance from the implant
and n is the path loss exponent with a value of 1.411. The
path loss model is validated only for a distance between 11 -
60 cm. After 60 cm free space path loss can be considered
with n = 2.

3) Secrecy Capacity: The secrecy capacity for the phantom
experiment is shown in Fig. 19. Considering the AB distance
of 10 cm, and Eve at a distance of 16 cm from Alice, the
secrecy rate is about 1.4 bpcs/Hz.

C. In-vivo Experiment Results
For AB link, the average attenuation found between an

antenna (Alice) behind the RV and the subcutaneous antenna
(Bob) at 12 cm was about -82.37 dB. Similarly, by holding the
Eve antenna, 6 cm above the body surface (see Fig. 7c) with

the in-body antenna depth of 8 cm, the attenuation measured
was -86.20 dB. The secrecy capacity that can be achieved
is 1.2 bpcs/Hz at the total Eve distance of 14 cm from
Alice. Similarly, path loss model for free space is utilized to
extrapolate the secrecy capacity for different Eve distances.

IV. DISCUSSIONS

So far, the secrecy capacity is evaluated separately by adopt-
ing simulations and experiments, here the inter-correlation
between results from different methodologies is discussed.
Table I lists the summary of the results with corresponding
Eve distance to achieve the secure communication rate by use
of different evaluation methodologies. For EM simulations,
if we consider worst case scenario for the pacemaker or
the angle (θ = 60°, φ = 306°) where the leakage of
information is maximum, the fixed secrecy rate of 0.5 bpcs/Hz
is achievable at a distance of 2.5 m. In case of phantom
and in-vivo experiments the same rate is achieved at 15.5-
and 13 cm respectively. The experimental measurements have
high correlation but differ from simulations. This is due to
the use of different types of antennas for simulations and
experiments. Simulations assume theoretical ideal antenna of
small size with 100 % efficiency whereas in the practical
scenario we can not realize such an ideal small antenna of size
5 mm (i.e. λ

25 (λ is the wavelength at 2.4 GHz)) due to the
theoretical limitation of small antennas efficiency. Therefore
lower antenna efficiency reduces the radiated power density
in practical implementations compared to ideal simulations.
The typical efficiency for such an antenna is about -10
– -15 dB. Thus the calculated secrecy capacity should be
scaled to include the implant antenna effects. For conducting
experiments, we have designed a meander antenna for the
implant in which a capacitive coupling mechanism is applied
[49] to provide high efficiency and impedance matching at
2.4 GHz. However, the efficiency (about -12 dB) results in
the reception of low power outside the body compared to the
ideal antenna in the simulation. If the ideal antenna is scaled
with respect to a realized antenna, then the Eve distance to
achieve the secrecy capacity of 0.5 bpcs/Hz is reduced from
2.5 m (250 cm) to about 15 cm (10−1.2×250), approximately
same as computed in the experiments. Thus, the simulations
and the experimentation results show similar Eve distance in
order to achieve the same secrecy capacity if the efficiency
drop in case of realized antennas is taken care off. Thus, by
considering a patient personal space of 50 cm with a maximum
leakage angle to the front, it will be difficult for an Eve to enter
into the space without going un-noticed.
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The evaluated secrecy communication rate reflects both con-
fidentiality and reliability. To draw a theoretical comparison
of reliability with the reference provided in IEEE 802.15
standard, the required SNR should be approx. 2 dB [50] for
the BER of 10−3 in case of DBPSK8 modulation scheme
(commonly used for resource constrained devices [7]). The
mentioned threshold SNR is achievable for legitimate link
which for R of 250 kbps and bandwidth of 1 MHz is approx.
5 dB9. For AE link, after considering the realized antenna
effects, the best case scenario of Eve at sweet spot angle has
SNR of approx. 0 dB, which corresponds to BER of 10−1 and
will be further degraded by use of channel coding, based on
evaluated secrecy capacity.

The results of this work are promising and motivates to
secure the next generation of leadless cardiac pacemaker via
PLS methods. The results can also be utilized for other in-body
sensor network applications. Nevertheless, PLS methods can
be stacked with traditional cryptographic methods to provide
extra layer of security at the physical layer to secure the
sensitive application of a pacemaker.

V. CONCLUSION

In this work, we analyze the effectiveness of securing
next generation leadless cardiac pacemaker using the chan-
nel model approach of PLS. The is done by evaluating
the performance metric of secrecy capacity for a pacemaker
implant inside the heart. The adopted methodology utilizes
numerical electromagnetic simulations and the results are
validated through measurements in phantom model and in-
vivo experiments. From EM simulations, the angle where Eve
has the minimum channel attenuation is found to the left
from front, just above the heart and is termed as the “Eve
sweet spot angle”. Eve sweet spot angle has the least secrecy
capacity among all the eavesdropper spatial positions with
human heart as the reference position. In addition, by fixing
cardiac application based secrecy rate of 250 kbps, the in-
secure volume is provided across different angles around the
body. By considering an ideal antenna for EM simulations,
the in-secure volume has a maximum distance of 2.5 m at
Eve sweet spot angle for a transmit power of 0 dBm and
receiver sensitivity of -100 dBm. However, by considering
a realistic scenario with implant antenna effects, the secrecy
distance reduces to 15 cm which is in correlation with the
experimental measurements (Phantom and in-vivo).

8Differential binary phase shift keying
9SNR = Eb

No
× R

BW
,(Eb
No

is the energy per bit, R is rate, and BW is
bandwidth)

APPENDIX I
DERIVATION FOR AN IN-SECURE VOLUME

CS = CB − CE

log2(1 +
PLr,θ,φ(dE)Pt

σ2
) = CB − CS

PLr,θ,φ(dE)Pt
σ2

= 2(CB−CS) − 1

Pt − PLr,θ,φ(dE)− σ2 = 10× log10(2
(CB−CS) − 1)

Pt −
(
β + 10n log10

(
dE
r

))
− σ2 =

10× log10(2
(CB−CS) − 1)

dE(r,θ,φ)
≤ r × 10

(
Pt−β−10 log10(2(CB−CS)−1))−σ2

10n

)
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