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Abstract

Managing the different types and the nature of information security incidents
has become a challenging task. However, the use of security incident indicators
can improve the capabilities of the incident management process. Indicators
are not only needed to assess and monitor the quality of incident management
capabilities by quantifying overall processes, but also to provide an early warn-
ing and notification of incident occurrences. Though some research work has
been initiated for development of measurements and indicators in information
security incident management, use of those have been relatively sparse. Also,
varied profiles of organizations, changing nature of threats and frequent update
and advancement in technology have made it difficult to establish a set of com-
mon measurements and indicators. However, there exists significant amount of
research, development and implementation of indicators in the safety field. It
would be of significant interest to investigate whether safety performance indi-
cators could be adapted to the field of security incident management.

In this thesis, a literature study has been performed in the field of safety per-
formance indicators. This study provided us with some results, indicating that
effective safety performance indicators could be adapted to the security incident
management field. Effective indicators have been adapted to different phases
of security incident management through a defined methodology. Those indi-
cators are analysed in detail with their usage, scope, pros and cons in different
phases of the incident management process. This thesis also includes a sce-
nario describing the use and implementation of such indicators. It was found
that safety indicators could be adapted to the plan, prepare and protect phase,
the respond phase and the review phase of an incident management process,
and they have been effective to measure the efficiency as well as the capabilities
of corresponding phases. For the detection phase, however, it was found that
the safety indicators could only be adapted with great difficulties.
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Chapter 1

Introduction

1.1 Background and Problem

Information is created by people. There is also chance that they will loose it.
People loose information because other people want it. The people who are
stealing the others’ information are technically called attackers, hackers or in-
truders. They steal information for various reasons. Some might want to make
money, some might want to disrupt the organizations and their values and some
might want to leak the secret information. To prevent all these information theft
done for any reason, essentially to protect critical information, information secu-
rity comes into play. It has a very long history. Since introduction of digital world,
the need of information security has been increasing more and more. Though
the unambiguous definition information security has been topic of debate, still
accepted explanation of information security is, 'Information security is way of
ensuring Confidentiality, Integrity and Availability (CIA) of an information’. In
an organization, information systems are critical assets supporting the organi-
zational mission [2]. The vulnerabilities in those systems might be exploited by
threat agents or attackers resulting the occurrence of information security inci-
dents. It can compromise the CIA of information as well as disrupt business
process of an organization. The figure 1.1 shows how security incidents are
occurred. It shows that the weaknesses, so called vulnerabilities, in the security
control systems are exploited by threat agents and lunching the attack vectors
they disrupt the security functionality, critical assets which might result in huge
business impacts. ISO/IEC 27035 [4] has documented following categories of
security incidents:
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Figure 1.1: Security Incident Occurrence [3]

—

. Denial of service

An incident that prevents the partial or complete access of networks, sys-
tems, or applications to legitimate users by exhausting resources.

[\

. Malicious code

A virus, worm, Trojan horse, or other code-based malicious entity that are
inserted into other program to modify its original content.

w

. Inappropriate Usage
An incident caused when user violates organization’s information security
policy.

4. Unauthorized access

A incident caused when an unauthorised person gains access to or mis-
uses a system, service or network.

o1

. Information gathering

Activities linked with finding potential targets like vulnerabilities in the sys-
tem or network that could be exploited.

The figure 1.2 shows number of security incidents reported by federal agencies
to the United States Computer Emergency Response Team (US-CERT) during
fiscal years from 2006 to 2011. It shows that the total number of incidents was
5503 in 2006. It has increased to 42887 in 2011. The increase is more than
650% during five years. This proves that how insecure our information systems
have been. However, US-CERT has interpreted this result as improvement in
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Figure 1.2: Incidents reported to US-CERT by federal agencies during fiscal year
2006 to 2011 [5]

detecting and reporting of incidents in addition to the serious information security
risks illustrated by it. [5].

Security Management of Information Systems (SMIS) has been focusing to-
wards patching and fixing breaches rather than implementing dynamic strate-
gies for preventing them [6]. However, the priority must be given to prevent the
security incident first. In case of their occurrence, necessary steps must be
taken to respond and recover from those incidents. Standards like National In-
stitute of Standards and Technology (NIST) [7], International Organization for
Standardization (ISO) [4] have documented the formal steps for handling those
incidents. It includes steps and procedures from protecting against security in-
cidents to detecting and responding to them.

The technologies are advancing, nature of threats are changing, organizational
requirements are growing due to increasing and changing demand of customers
and users, at the same time information security practice is different for different
organizations. Above all of those, organizations have different goals and objec-
tives. They have plan, policies and guidelines to achieve those goals. Every time
numerous and diverse security incidents are occurring. The managing those in-
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cidents is somehow challenging. It is somehow difficult to eliminate threat but it
might be easier to find out degree of vulnerability and risk presented in the sys-
tem which are being exploited. It is also mandatory to monitor the performance
level of your incident management process or implemented information secu-
rity management system. Considering all those factors, the fact regarding the
measurement of security and its processes can not be ignored. If something is
to be improved, it needs to be measured in quantitative term which will indicate
its trend. When the results are quantitative, then it will be easier to compare,
decide, review and communicate.

The direction of measurement in the information security has just started few
years back. After the few research papers [8, 9, 10, 11, 12] on information secu-
rity metrics, the standards NIST and ISO documented the measurement of infor-
mation security process in their publications Performance Measurement Guide
for Information Security [13] and Information technology - Security techniques
- Information security management - Measurement [14] respectively. Then it
was followed by number of research papers [15, 16, 17], research organizations
123 presenting their research papers [18, 19, 20, 21] on information security
measurements, metrics and indicators. Though there are lots of taxonomies,
classification and development of information security metrics and indicators,
standard, formalised and implementable indicators are yet to be discovered and
this is challenging too. A researcher from NIST, Wayne Jansen, presented in
his paper that metrics and indicators developed by Centre for Internet Security
(CIS) [19] have been somehow useful in implementation too.

Organization’s business goals and information security goals are inter related
to each other. The ineffectiveness of implemented information security control
system always impacts the overall business goals. But, to understand the ef-
fectiveness of implemented security control systems, it needs to be measured.
This task is fulfilled through development and implementation of the indicators.
After then, efficient allocation and utilisation of security resources, evaluation of
assets and economy might be achieved [6].

1.2 Purpose and Scope

The thesis, entitled as ’Indicators for Information and Communication Technol-
ogy (ICT) security incident management, is task for fulfilment of partial require-

thttp:/ /www.sans.org/
2h’ctp: / /www.securitymetrics.org/content/Wiki.jsp
Shttp:/ /cis.org/
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ment of Master of science in Telematics in Norwegian University of Science and
Technology. This thesis is performed under the guidance of supervisor for de-
partment of telematics.

The main purpose of this thesis is to perform the theoretical study of the indica-
tors for the ICT security incident management. Numerous security incidents are
occurring day by day. Managing those incidents is a challenging task. But the
introduction of the indicators in field of security have somehow been effective
for management of those incident. Indicator not only measures the performance
of the incident management process but also provides the early notification that
the incident is occurring. This information could be vital for early prevention of
the security incidents. This could also be effective way to manage the changes
occurring in an organization regarding the security process. All in all indicators
can be used for monitoring the performance of the incident management pro-
cess which include preventing incident to detecting and responding to it and also
measures the capability of incident management team. But the problem is that,
within security area there are limited standardised and formalised indicators.

In the safety area, researches on the safety indicators have very long history.
Since establishment of various hazardous industries like chemical industries,
oil and gas industries, number of accidents were increasing and necessity im-
provement of safety performance level was felt. This has led to development of
various indicators for monitoring of the safety performance level in those indus-
tries. Thus, the reuse and adaptation of those indicators in the security incident
management could be of immense interest. This thesis deals with the reuse and
adaptation of safety indicators to security incident management. The task of this
thesis could be summarised as below:

e To study and research the available indicators in the safety area

e To assess what extent safety indicators can be adapted as security incident
management indicators

e To perform high level analysis of those indicators

However, the scope of this thesis is limited to the development of the indicators.
The implementation of the adapted indicators from safety to the security incident
management is out of scope of this thesis. It is also important to remember
that the issues and the indicators from the safety area are analysed in terms of
information security i.e confidentiality, integrity and availability.
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1.3 Research Approach

The research methodology adapted in this thesis is a pure theoretical study.
There are no practical experiments done in this thesis. Though during the study,
meetings with UNINETT and Helsenett, which are leading network provider in
Norway in field of education and health respectively, were conducted to gather
useful information regarding the security incident management process and in-
dicators. It helped to provide some information regarding the challenges as well
as difficulties regarding the implementation of incident management process
and indicators. Similarly, a lot of literature review is done to gather information
of useful indicators that already exited in the safety field as focus of thesis is also
adapting the safety indicators to security incident management.

1.4 Structure

The thesis is mainly focusing on the topic development and reuse of the indi-
cators those already existing on the safety field to the field of security incident
management. The thesis provides theoretical study and development of the se-
curity incident management indicator. It is written in such a way that it flows from
the methodology used to adapt safety indicators as security incident manage-
ment indicators to general assessment of those indicators in a smooth pattern.
The total number of pages in this report is 114 including formal pages (like ti-
tle pages, abstract), references and appendices. The whole thesis is divided
into six chapters excluding references and appendices. The following section
presents the brief introduction of the thesis structure.

Chapter 1: Introduction

This chapter presents the overview of the problem exited in the information se-
curity field focusing on the background and history of the information security
indicators and metrics. This also presents the purpose and scope of this the-
sis including the approach taken for this research generally called as research
methodology. So overall this chapter provides overview of the whole thesis.

Chapter 2: Background and Knowledge Adaptation

This chapter basically provides the literature review on related field. The different
previous works done in the field of indicators (security as well as safety) are
overviewed in this chapter. This chapter provides basic foundation for adapting
safety indicators in the field of security incident management.

Chapter 3: General Method for Incident Management Indicators Develop-



1.4. STRUCTURE

ment Programme

This chapter deals with the general process that can be used to develop the
security performance indicators. Somehow based on this process the method-
ology used in this thesis to reuse the safety indicators as security incident man-
agement indicators are discussed. The methodology discussed here is followed
on the following chapter.

Chapter 4: Security Indicators Development and Assessment

This is the main chapter of the thesis. This chapter provides the detail de-
scription of how security incident management indicators are developed from
the safety part. The detail description of the incident management phases are
also described. Along with this, indicators are developed and described in each
phases of security incident management with their short specification in tabular
form.

Chapter 5: Discussions and Recommendations

This chapter presents the discussions of the indicators developed in the chapter
4. It includes description regarding advantages and disadvantages of those indi-
cators. It also presents the characterization of indicator as leading and lagging
indicator. Finally, a short scenario is presented to show how those indicators
can be used and implemented.

Chapter 6: Limitations, Conclusion and Further Research

This chapter briefly concludes the thesis with limitations of the research work. It
also provides brief description of future works that be carried out further in this
field.






Chapter 2

Background and Knowledge
Adaptation

2.1 The purpose of indicators

Organizations always have some goals. When we set a system, we also set
goals. Sometime it becomes necessary to find out level of progress we have
achieved towards meeting our goals. Those levels can only be discovered by
the help of indicators. Basically indicators measure our progress towards goals.
It is way of quantifying 'things’ for better understanding, comparing, improving
and sustaining. The ’things’ could be in different sectors like financial, health,
communication, engineering, networking, security and safety. Mostly indicators
are useful to evaluate the system change. They track the progress and objec-
tives of the system by providing notification of change. Though indicators mea-
sure system performance, it is also essential not to skip the performance goals
while evaluating indicators. Otherwise indicators become meaningless. Interna-
tional Organization for Standardization/International Electrotechnical Commis-
sion (ISO/IEC) 27004:2009 Information technology - Security techniques - In-
formation security management - Measurement [14] defines, "An indicator is a
measure that provides an estimate or evaluation of specified attributes derived
from an analytical model with respect to defined information needs." It also adds
to the statement that indicators becomes useful when they are used with re-
spect to defined needs and goals. The Institute of Operational Risk describes
in its paper [22] that indicators should be selected based on their characteris-
tics and further mentions, the desired characteristics of indicators as relevance,
measurable, predictive, easy to monitor, auditable and comparability. So, the

9
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organizations should not just only pick the indicators to measure the system
performance but should select the good indicators that provides true reflection
of their system performance.

Indicators evaluate the system performances. Apart from that, indicators also
notify that something is going to happen. In the field of information security,
it is also known as incident precursor. Though there has been lot of research
on indicators in the safety field, information security field still lacks basic and
standard indicators. The reason behind this might be absolute nature of secu-
rity field. Threats keep on changing day by day, as technology is advancing.
The changing nature of threats makes it hard to predict. To identify whether the
security incidents have occurred or not or might be occurring, the notification
regarding incidents must be identified. NIST SP 800- 61 Revision 2, Computer
Security Incident Handling Guide (Draft) [7] has defined those signs as precur-
sors and indicators. Precursors provide signs of incidents that might occur in
future where as indicators provide signs regarding what may have occurred or
may be occurring. These can be viewed as the direct warning indicators rather
than the performance monitoring indicators of the system. Cloppert [23] classi-
fies the indicators based on the attack progression and behaviour of the attacker.
He classifies them as atomic indicator, computed indicator and behavioural indi-
cators. He further states that atomic indicators are pieces of data to indicate the
activities of attacker whereas computed indicators are well computed data like
hashes of malicious files and behaviour indicators are combination of all indica-
tors which creates the profile of the attacker. He also presented the indicator life
cycle as shown in figure 2.1 which explains that indicator regarding occurrence
security incidents could be discovered through analysis, search and tune.

Revelation

Analysis Searching,
Tuning

-+— Discovery Maturation

Figure 2.1: The indicator Lifecycle State Diagram

The analysis of the technical information regarding incidents like samples of
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malware, different vulnerabilities exploited by incidents, hostnames and IP ad-
dresses of adversaries are always helpful to find suitable indicators of incident
occurrence. NIST’s Computer Security Incident Handling Guide (Draft) [7] also
supports the above statement and further clarifies that sharing of internal indi-
cators and external indicators gain form partner organizations also will be useful
in identifying true incidents.

2.1.1 Metric vs. Indicator

Measurement provides the standard value that are specific to time. When two
or more than two measurements are taken and compared, then it becomes met-
ric. Basically, metric is objective as well as subjective analysis of the different
values that are resulted because of the measurement. When those values are
compared against the predefined, standard or baseline value, it will show de-
viation and trend of measured values against the baseline which indicates the
performance level, so called as an indicator. 1SO [14] has also used the term
‘'measures’ to refer to the indicator. José [12] mentions in his paper that in-
dicators might be seen as refined metrics. Furthermore, he indicates that in
addition to be few and stable, indicators always need retrospective view which
are provided by the long running metrics. This expounds that the effectiveness
as well as development of indicators somehow depends upon the past values.
Organization for Economic Co-operation and Development (OECD) [24] states
that "an indicator is designed to collect information about whether an issue of
concern is achieving the desired result. A metric is then the approach by which
indicator data is collected and reported”. It also signifies that metric is way of
collecting data through measurement and indicator reflects how those data are
behaving and representing performance level. It further states,"the metric asso-
ciated with an indicator is focused on the question of how the indicator is being
measured, so it is defined as a system of measurement used to quantify perfor-
mance (safety) for outcome and/or activities indicators". OECD [25] has used
the term 'metric’ basically as a system of measurement that provides data for
indicators.

2.1.2 Safety Indicators

Indicators are something that provides the early warning that something is going
to happen. Indicators can be used in different sectors and areas. In areas like
Petroleum Production, oil and gas exploration, nuclear power plant, necessities
of the safety indicators have been felt since start of those industries. Now it has
been pre-requisite of those industries mentioned above to implement the effec-

11
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tive safety performance management system to identify, eliminate and reduce
the risk and accident. Many accidents have occurred in the past taking human
lives. In Major Accident Reporting System (MARS)!, 111 accidents were regis-
tered by the end of the year 1991 in oil and gas industries [26]. It was followed
by other major accidents in the past. So, the necessity of safety indicators were
felt those could serve as the tool to provide the early indication and warnings to
reduce the accidents. OECD [24] defines "Safety Performance Indicators pro-
vide important tools for any party with responsibilities related to accident (chem-
ical) prevention, preparedness and response and allow organizations to check
whether actions they have taken to address risks (e.g., implementation of poli-
cies, programs, procedures and practices) continue to achieve their desired out-
comes." Safety indicator not only provides an early notification of catastrophic
failure but also leads to improvement in health, safety and environment by in-
creasing awareness among the staffs and facilitates to take effective decision
for safety-related resource allocation [24].

The research on the safety indicators have been done on the two perspectives;
one is by predicting the possibility of the accidents (predictive) and another is by
investigating occurred accidents i.e. finding causes after the occurrence of an
event. OECD has defined this as activities indicators and outcome indicators re-
spectively. According to it, Outcome indicators measure impact of safety actions
whereas activities indicators measure safety performance against a tolerance
level explaining why a result has been achieved or not [24]. Safety is one of the
major attributes to assess the dependability of the system along with availability,
reliability and integrity. Qualitative and quantitative analysis of safety can be per-
formed to find the dependency between the level of system hazards or risk and
system component failure. K. @ien [27] also identifies this as quantitative risk
assessment which is of predictive nature. Techniques like Fault Tree Analysis
(FTA),Event Tree Analysis (ETA) and Human Reliability Analysis (HRA) provide
the predictive assessment to find the potential accidents.

Though the safety indicators resemble risk indicator and are used as inter-
change of each other, K. Jien [27] has made some distinction between those
terms. He states that they are developed with different approaches as risk indi-
cators are developed from risk based approach where as safety indicators are
developed from incident based or safety performance based or resilience based
approach. He introduces term Risk Indicating Factor (RIF), a theoretical vari-

Major Accident Reporting System (MARS) has been established by the Commission of the
European Communities for structured information collection on major accidents in industrial
installation occurring within territory of its member states.
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able whose operational variable is risk indicator, obtained by linking RIF to risk
metric through risk model. Sometime there might be effect on the safety, so the
safety indicators are evaluated based on the assumed effects on safety or by
correlation [27]. The development of research on the safety indicators started in
early 80s with different terms like index, rate, and measurements. Though the
initial research saw some problems like lack of empirical organizational analy-
ses, unavailability of direct measures, lack of exploration to the sub-areas, data
problems or lack of data, problems in linking the safety operational indicators to
risk model for its quantification, problem in evaluation of real effect on the safety
though correlation between indicators and safety were assumed, many of the
safety indicators and their perspectives were developed such as indicators giv-
ing early warnings or indirect indicators, level based indicators, operator specific
indicators, probabilistic safety indicators, PSA based risk indicators, accident
sequence precursors, resilience based indicators. There has been also a lot of
research, debate and discussion on the lagging and leading safety indicators.
Following section provides brief introduction to lagging and leading indicators
and their utilization in the safety performance measurements.

There have been many terms used for defining indicators type by many re-
searchers like direct and indirect indicators, reactive and proactive or active
indicators, outcome-based indicators and activity based indicators, predictive
and retrospective. Somehow it might be relevant to say that they are mainly
talking about the leading and lagging indicators through different perspectives.
The main aim of safety indicators is to monitor and notify the changes in the
level of safety in the system and provide with some necessary information to
take decisions for the concerned authorities regarding the changes. Sometime
indicators are used after the occurrence safety incident like no. of accidents
due to failure of safety instruments. It provides the information regarding the
causes of incidents rather than giving the warning or notification that something
is going to happen. These indicators are called the lagging indicators. Leading
indicators are those that provide the early notification of the warning within the
system. They monitor and evaluate errors and risks so that necessary safety
procedure can be adopted and implemented to prevent the major accidents and
loss of lives and properties. Qien [27] defines lagging indicator as the reactive
monitoring to show the failure of the desired safety outcome and leading indi-
cator as active monitoring used as input to achieve the desired safety outcome.
Leading safety indicators are intended to predict the safety outcomes and those
outcomes are provided by the lagging indicators. It can be said that the lagging
indicators are the base for implementation of the leading indicators. But still
differences between the lagging and leading indicators have been interest of re-

13
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Indicators Areas

Number of separate human Management commitment
performance (HP) meetings

Percentage of HP issues getting root Awrareness

cause analysis

Ratio of unplanned to planned work Preparedness

orders

Average time to close a Smart Form Flexibility

Number and duration of temporary Just culture
modifications

Ratio of corrective actions involving Leaming culture
discipline/counseling/retrain or

change procedure/systematic changes

Number of quality management Opacity

observations

Table 2.1: Leading indicators by EPRI

search. Sometimes indicators that have been selected can be interpreted as a
leading and lagging indicators both and the misinterpreting lead as lag or lag as
lead might result serious incidents. Hopkins [28] criticizes the differences that
are provided by the some papers and safety research organizations like HSE .
Hopkins [28] as well as other researchers believes that focus should be on the
development and utilization of meaningful safety indicators rather than the dif-
ferentiation between lead and lag. The table 2 below shows some of the leading
indicators by EPRI? [27].

In the report by Helene Cecilie Blakstad [29], she presented number a of safety
indicators used in petroleum industry of United Kingdom (UK), United States Of
America (USA) and Norway. Though she has not differentiated whether used in-
dicators are lead or lag indicators, number of issues like purposes, approaches,
aspects, nature (predictive or retrospective), effects, generalization and uses of
the indicators within the national context have been discussed.

The research organizations like Health and Safety Executive (HSE), OECD,
SINTEF have been actively involved in the safety performance indicators de-
velopment. They have published number of research papers and standards on

2 Electric Power Research Institute http:/ /my.epri.com/portal /server.pt?
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safety performance indicators development. The research papers by OECD, Guidance
on Developing Safety Performance Indicators related to Chemical Accident Pre-
vention, Preparedness and Response [25, 30], have been effective in devel-
oping as well as implementing the safety performance indicators. It provided
safety performance indicators development guidance to different targeted audi-

ence like industry, public authorities and communities. It has documented step

by step approach to develop an effective Safety Performance Indicators (SPI)
program for targeted audiences with some scenarios providing guidance for im-
plementation. It also provides benchmark to assess existing SPI programme

and discover worthful improvements.

Similarly, HSE paper, Developing process safety indicators: A step-by-step guide
for chemical and major hazard industries [31], provides development and im-
plementation of safety performance indicators for managing process safety risk.
The OECD guidance on safety performance indicator development is also based
on the HSE guidance. According to HSE, the companies implementing those
safety performance indicator programmes have reported that they have:

1. increased their risk management and protection assurance.

2. saved their cost by avoiding collection and reporting of irrelevant perfor-
mance information.

3. demonstrated suitability in their risk control systems.

4. enhanced their quality management by utilising the information collected
for other purposes.

5. managed to minimise costly incidents.

This shows that the process safety indicators developed by them have influ-
enced greatly in implementation too. In the same way, SINTEF technology and
society under safety research, number of research papers and guidance on
safety performance indicators have been documented for different hazardous
industries like oil and gas, chemical. @ien has documented the research paper
on the safety performance indicators, where he has developed the number of
early warning safety indicators based on the resilience engineering® with their
implementation guide. The implementation guide [32] provides guidelines on

3Resilience Engineering refers to capability of recognizing, adapting to, and coping with
unexpected. Resilience based indicators might be useful in situation of incomplete knowledge
about what may go wrong as in hazardous industries like oil and gas, chemical, we might not
be aware of accidents that might happen
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how those indicators can be implemented. It provides basis for proactively mon-
itoring and evaluating safety critical activities. Thus, we have also adopted the
issues, and developed safety indicators from these papers, Guidance on Devel-
oping Safety Performance Indicators related to Chemical Accident Prevention,
Preparedness and Response [25, 30], Developing process safety indicators: A
step-by-step guide for chemical and major hazard industries [31], Development
of Early Warning Indicators based on Resilience Engineering [33] and Guide-
line for implementing the REWI method [32], to be used in information security
incident management.

2.1.3 Security Indicators

Leading and lagging indicators are also called proactive and reactive indica-
tors respectively in the safety field. In security incident management, leading,
lagging and coincident indicators have been used. Leading indicators repre-
sent the security state of the system before the security incident. It provides
the notification of what will be the security state of system in near future. Ba-
sically it predicts the outcomes. Lagging indicators represent the security state
of the system after the security event. It normally analyses the historical perfor-
mances. Coincident indicators indicate the concurrent security condition of the
system [17]. Though the lagging indicators are used frequently as they are easy
to identify and describe, the significance of leading indicators have been notified
by many researchers. Leading indicators provide time and reason to adjust the
information system and their components from being compromised. In security
incident management, if there is early notification of increase in threat because
of identified vulnerability in the system, risk of the information leaking can be
minimized. But, misinterpreting the leading and lagging indicators may result
in serious security consequences. Wayne [17] describes some of the indicators
that can be interpreted as either leading or lagging. For example, while scanning
the system by antivirus, if there is increase in the number of virus detected, as
lagging indicator, it can be interpreted as the effectiveness of the implemented
antivirus but as leading indicator, it shows the increase in threat level as there is
increase in number of detected viruses.

Leading indicators detect implemented ineffective controls as early as possible
before an incident occurs. This is only possible through implementation of a set
of performance goals, so that security performance can be measured, monitored
and analyzed, and corrective actions can be taken.

In Fig 2.2, Performance indicators act as tool that monitors the system. The
result indicated by the performance indicators can be compared against the im-
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Figure 2.2: Indicators used as monitoring tool [1]

plemented or set performance goals of the system or organization. After then
necessary corrective actions can be taken if there is any deviation [1]. The indi-
cators used in this controlled loop can be viewed as a leading indicator. The per-
formance indicator used here analyses and notifies that system’s implemented
control mechanism is ineffective and needs to be corrected. The behaviour of
indicator is outcome based and predictive.

Jose et al. [6] identified 12 sets of Critical Success Factors (CSFs) for effective
information security management. He divided all 12 sets of CSFs among three
component. He argued that these 12 sets of CSFs are most demanded by in-
formation security technology, processes and people. These CFSs, as shown
in table 2.2 are also essential to improve the organization’s critical asset pro-
tection [6]. He identified total 76 sets of indicators for all 12 sets of CSFs. He
also argued that these indicators are easy to calculate and provide valuable in-
formations to the organization. Though the identified indicators seem easy to
understand and use, the number of indicators seems too many and it might not
be feasible to use and manage all of those by an organization.

2.2 The relevance of safety indicators to security

Systems have certain qualities called as attributes of the system. Those at-
tributes of the system need to be measured qualitatively or quantitatively to
find the overall performance of the system. Those attributes are also called
as dependability attributes as availability, reliability, safety, integrity and main-

17
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Component CSFs

Technical IS Security Architecture
Business Connections
Formal IS Secunty Strategy
Dynamic Ewaluation of Infosec Effectiveness
Risk Assessment
Infosec Integration
Law Enforcement and Compliance
Project Accomplishment
Security Budget
Informal Infosec Awareness
Management Commitment

Staff Competence

Table 2.2: Identified Infosec CSFs [6]

tainability. Fig 2.3 shows that dependable system consists of attributes of the
security without considering confidentiality but it can be said that security is also
the one of the attribute of the dependable system. All of those attributes have
also dependencies on each other. When we think about the safety and security,
they have also dependencies on each other. For example, when the system has
been infected by the number of infected viruses, system becomes unreliable and
unsafe as well. Safe systems are those generally being available and reliable.
When there is risk in the system, it could be made sure that system’s safety has
been compromised. Safety can be defined as absence of risk in the system that
potentially can harm. Risks are those which lead to the adverse impact upon
operation of system due to compromise of CIA which are the attributes of se-
curity. So, it is fair enough to say that security is essential for safety. Oxford
dictionary* defines safety as "the condition of being protected from or unlikely to
cause danger, risk, or injury" and security as "the state of being free from danger
or threat". It shows that the primary definitions of the both terms are similar and
weakness in security creates increased risk resulting decrease in safety. So,
safety and security are directly proportional, but both are inversely proportional
to risk [34].

The life cycle model of both security and safety starts from initial identification
and assessment of risk. It provides likelihood of an occurrence of an incident
and its consequences. It is hard to estimate the likelihood of occurrence of an

4http:/ /oxforddictionaries.com/
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Figure 2.3: Relationship between Dependability and security

incident especially in security system as it depends on the skill and determi-
nation of an attacker [34]. This suggests that security incidents occur due to
planned actions where as safety incidents are accidental. There exits threat in
both safety and security but its nature is somehow different. The threats are
not always observable and approximate in the security whereas in the safety
those can be observed and are proximal. Here, we mean by ’security’ is 'infor-
mation security’. Though the methodology of both obtaining safety and security
are same, the contents are different. Content refers to systems, processes and
way of performing and following the methodology. In information security, we are
protecting information and organizational assets, and in safety, we are protecting
environment, human lives, health and whole physical system which gives clear
idea that though the methodology are same, the way of executing the method-
ology is different. But, some systems require security as well as safety, for ex-
ample, Supervisory Control and Data Acquisition (SCADA) system in chemical
industry might require safety as its reliability and operational hazards needs to
be maintained as well as security as attacker can hack it to get data through
network.

19
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2.3 Security Incident Management and Indicators

This thesis is extension of the project titled 'Metrics for Information Security -
Incident Response’, done in the previous semester [35]. The project presented
the state of the art of information security measurement, metrics and indica-
tors. It also included the discussion and analysis of some of important incident
management metrics and indicators that were already developed by some of
research organizations like CIS, NIST in their papers 'The CIS Security Met-
rics’ [18] and 'Performance Measurement Guide for Information Security’ [13]
respectively.



Chapter 3

Method for Incident Management
Indicators Development

This chapter presents the processes involved in developing as well as imple-
menting the incident management indicators. The main objective of developing
incident management indicator is to monitor performance of an organization re-
garding its plans, policies, procedures, incident management capability, system
and security practices to protect and respond against malicious incidents. The
performance monitoring insures either an organization is meeting its security
goals or not. Based on the results, required corrective actions could be iden-
tified and implemented to assure its security objectives. The following section
describes the six steps to develop and implement the incident management indi-
cators. Though the scope of this thesis is limited to indicators development, this
section also presents steps in implementation methodology combined with indi-
cators development methods with their short description. After that, the method-
ology to adapt safety indicators to the security indicators are presented and de-
scribed based on the general methodology. This is also the methodology of this
thesis. The general step by step methods presented here for incident manage-
ment indicators development are inspired from papers by OECD [24] and HSE
[31] on safety indicator development.

3.1 Security Performance Indicator Development Steps

The following steps are for development as well as implementation of the secu-
rity incident management indicators.

21
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1. Establishment
of incident
management team

2. Identification of key
issues in managing
incident

e N

3. Identifying and
defining related
indicators and

associated metrics

7. Evaluation and
refinement of
developed indicators

6. Interpretation and 5. Data collection,
action on findings calculation and
from results of reporting of indicator
indicators results
P

Figure 3.1: Indicators Development Process
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1. Establishment of incident management team

Now a days in an organization, the establishment of the security incident
response team has been in practice to facilitate protection and responding
against different kinds of security incidents. It is also required to establish
the incident management team that specifically works in the performance
indicators development and implementation. So, the first step involves
establishment of the security incident management team whose one of
the task is indicator development and implementation.

The team will be effective if the people from different department and ar-
eas are involved like management department, Information Technology
(IT) department (Computer Security Incident Response Team (CSIRT), IT
staff). While developing the security indicators programmes, it is important
to have team with knowledge regarding the organizational plans, policies,
goals and objectives, information security goals and objectives, security
incident and its management, critical information system and resources. It
is only possible through the involvement of people in a team from different
department. As a first work of a team, they should really understand what
they are going to do and how. This needs planning, preparation and study
within the areas and also, setting time table and allocation of budget [25].
Establishing the separate incident management team might be infeasible
for small organizations where different roles are handled by the single per-
son. The resources and budget might not be enough to establish the team
in small scale organizations.

2. ldentification of key issues in managing incident

The next step that has to be performed by the team is to identify the issues
in the area of security incident management. Issues! are the plans, pro-
cedures and security practices that are necessary to prevent, protect and
respond against security incidents. As defined by standards and research
papers like NIST [7], SysAdmin, Audit, Network, Security (SANS) [36],
ISO [4], the incident management involves different phases and different
security practices in each phases.

This paper has defined the incident management phases in chapter 4. It
also includes the issues in each phases and their descriptions that are

!In the safety area, the word ‘issue’ is defined as subjects to be addressed or actions that
manages the risks, hazards, failure, operation. For example risk identification, system knowl-
edge could be issues for managing risks. In the security area, the word ’security practices” have
been used for same purpose as issues have been used in the safety field. So, in the rest part of
thesis, the word "issue’ has been used explicitly that beholds same meaning as security practices.

23
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necessary to handle an incident. This step is not only about identifying the
issues but it is also about identifying issues which are of great importance.
It also focuses on prioritising them based on their impacts on the managing
incidents. The issues which might affect the incident management process
greatly should be taken into consideration first. It will also significant to
have discussion regarding what to monitor rather than how to monitor [30].

3. ldentifying and defining related indicators and associated metrics

Identifying and defining indicators depend upon the identified important is-
sues in the previous step. For each issues of concern, lagging indicators
as well as leading indicators are identified and defined. The two indicators
could be identified and defined by combining. The description of both in-
dicators are presented in chapter 2. Leading indicators predict outcomes
which are measured by lagging indicators. So, the leading indicators might
become useful in providing reason to the results of the lagging indicators.
The combination of the two indicators increases the credibility of the moni-
toring incident response management as well as increases understanding
of how it functions [1]. It also makes easier to insight into organizational
plans, policies and security practices.

The selection of the best indicator always depends on selection of the best
metrics firstly as metric is system of measurement that provides data for
the security performance indicators. OECD [25] has also defined that met-
ric defines how the indicator is being measured and is the way in which
data is collected and reported for an indicator. Choosing best metric al-
ways depends upon the indicator subject that is being measured. After
then suitable data types and its collection methods, metric categories,
must be selected. Analysing historical data is also important for indica-
tor selection.

4. Data collection and calculation of indicator results

After defining the lagging as well as leading indicators, the next step will
be data collection and the calculation based on the data. The method and
approach for the data collection should be chosen appropriately according
to the defined indicators. Based on the collected data, result should be
calculated and documented. The calculation and documentation should
be repeated regularly in predefined interval to track down the changes.
Historical data might also be used for benchmarking.

5. Interpretation and action on findings from results of indicators
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The documented indicator results might be interpreted that will notify the
deviation in results. It confirms that necessary action should be taken to
correct that result. So, necessary actions must be taken in time. It should
be maintained that, for each issues, the result for both lagging as well as
leading indicators must be suitable and satisfactory otherwise necessary
amendment should be made.

6. Evaluation and refinement of developed indicators

The developed indicators must be evaluated and refined. There might be
some indicators and measurements that are not contributing to the orga-
nization. Those should be refined. The evaluation is based on periodic
review and update of the results shown by indicators, and their effects
upon the organizational security goals.

3.2 Adapting Safety indicators as Security indicators

As discussed in chapter 2, much of research has been performed on safety
performance indicators. Consequently there have been development of large
number of safety performance indicators. We have adopted following process
to adapt the safety indicators to the field of security incident management. The
process is also somehow based on the incident management indicator develop-
ment steps as described above in section 3.1.

1. Review of issues of security incident management

This step involves the identification of different security issues that are vital
to each phase of security incident management. These issues are identi-
fied through review of standards, research papers and general knowledge.
It does not include the development of new issues but existing issues are
presented. The description of activities and processes under each issues
are also presented.

2. Review of issues in the safety field

After reviewing and presenting the security issues in each phase, the
safety issues are identified through literature review of standards and pa-
pers related to safety performance indicators. All the identified safety is-
sues are checked with its significance in each phases of the security inci-
dent management.

3. Selection of relevant issues from safety to security
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Review of issues of security
incident management

Review of issues in safety
field

Selection of relevantissues
from safety to security

Review and selection of
corresponding indicators

Analysis of indicators

Figure 3.2: Process for adapting safety indicators as security

The relevancy checking and comparison of all of identified safety issues
with the identified and described security issues is performed in each
phase of incident management. The relevancy checking is based on the
common understanding and knowledge on whether safety issues can be
adapted and have significance in information security incident manage-
ment. After then it involves selection of relevant set of safety issues that
can be adapted to the security incident management.

4. Review and selection of corresponding indicators

This step involves the review of corresponding indicators of selected issues
of previous step. It includes the high level analysis of the indicators for their
selection and reuse in the information security field. This analysis is based
on understanding and significance of indicators in each phases of security
incident management. The questions related to security practices of each
phases (presented as a table in each phases) have also provided baseline
for indicator analysis.

After then manageable set of indicators are selected to reuse in the secu-
rity incident management. The attached table in appendix A shows list of
selected issues and indicators in each phase of security incident manage-
ment.

5. Analysis of indicators
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The selected indicators are now analysed in a detail in information secu-
rity field. The detail analysis of the indicators are also based on some
attributes. The attributes are taken from different standards [13, 14], re-
search papers [21, 37, 11], knowledge and experience. The selected in-
dicators are judged on basis of values of attributes. The following are the
attributes with their description:

a)

Definable

This attribute denotes whether an indicator is clearly explainable. This
is used to identify the nature and qualities of an indicator. ’'High’,
'Medium’ and 'Low’ values have been used here respectively for ‘clearly
definable’, 'somehow definable’ and 'hardly definable’ respectively.
Availability

This attribute denotes whether the measurement data are easily avail-
able and accessible. ’High’, ’Medium’ and 'Low’ are used here to
define availability of data of different indicators. 'High’, 'Medium’ and
"Low’ are for data are ’highly available’, 'somehow available’ and rarely
available’ respectively.

Relevance

This attribute denotes whether selected indicators are suitable and
appropriate for the field of study. It also provides an information if in-
dicator measures the aspect of the selected system and if it is signifi-
cant to the system. 'High’, '"Medium’ and 'Low’ are used here to show
the relevancy of indicators in security incident management. "High’ is
for relevant, 'Medium’ is for somehow relevant and 'Low’ is for not so
relevant

Objective and reliable

It assesses reliability of data and decision making. Since it needs
implementation of indicators, it is not considered here.

Cost effectiveness

It shows if the measurement data can be easily collected without bear-
ing too much of cost. 'High’, 'Medium’ and ’'Low’ are used for high
cost, medium cost and low cost required for data collection respec-
tively.

Interpretability

This provides if the indicators are clear and can be easily understood
and use. ’Easy’ and 'Difficult’ are used here for representing ’highly
interpretable’ and ’hardly interpretable’ respectively.
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g) Comparable

This assesses if the indicators can be compared with past values as
well as with the performance goals. This also requires real data and
implementation of indicators for assessment.

h) Effectiveness

It assesses if the indicators measure the exact point of corresponding
security issues. 'High’, 'Medium’ and 'Low’ are used to show ’highly
effective’, 'somehow effective’ and ‘rarely effective’ respectively

The attributes values described above are assigned to the indicators based on
general knowledge on specific topic.



Chapter 4

Security Indicators Development
and Assessment

Security incident management is about preparing, protecting, detecting, respond-
ing and sustaining against security incidents. Sometime the ineffective and in-
sufficient implemented security controls provides an ample of opportunities to
the attackers to initiate attack vectors and to get into the system. The weak
security control causes the increase in volumes of incidents. This leads to the
disruption of secure information, property, data and system itself. Thus, there
must be systematic approach to prevent the occurrence of security incidents.
Both qualitative and quantitative mechanisms should be in place to detect and
respond even though incidents occur. Based on the guidelines from the NIST
[7] and ISO [4], the four functions are selected for overall incident management
(response) as shown in the figure 4.1.

In the following section, description of the four phases of incident management
and the related indicators in each phases are presented. The indicators pre-
sented that are adapted from the safety field according to the described general
process in chapter 3 section 3.2. Each of the indicators correspond to suitable
phases where they are described and analysed in a detail. The table specifying
the short details of indicators, their attributes and values, and sources of data
are also presented.
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Plan, Prepare and
Protect

Respond

h 4

Review and Sustamm

Figure 4.1: Incident Management functions and Process

4.1 Plan, Prepare and Protect

The main aim of incident management is to prevent the occurrence of secu-
rity incidents. To prevent the incident, the plan and preparations are necessary.
This phase focuses on stopping the potential exploitation of the critical security
resources. It is possible only through performing the assessments like risk as-
sessments, vulnerability assessments that helps in identifying the level of risk,
vulnerabilities, threats of the system. Similarly, strengthening the overall system
security through secure host and network configuration, antimalware software
installation, personnel support and training are done in this phase. The best
security practices can then be helpful for ensuring the security of designed and
implemented system. The following are the essential security practices to en-
sure the protection against the incidents.

1. Risk assessments and awareness

Risk assessment is means of identifying the security weaknesses and
problems in organization’s security infrastructure. It is also proactive way
of protecting the system against incidents. It provides quantitative or quali-
tative value to risks. These values are necessary to understand, prioritize,
mitigate security risk in a proper way. The awareness about threats and
vulnerabilities also helps in predicting the nature of incidents. Periodic risk
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assessments are helpful in understanding and determining system specific
threats and vulnerabilities [7] and development of the security specification
and requirements for a system.

2. Personal awareness and trainings

The understanding of organization’s security plans, policies and proce-
dures, critical assets, system and data is necessary for every personnel
working in an organization. It can only be possible through personal aware-
ness and trainings. Every personnel should be aware and trained of the
network components and its use, configuration information, software in-
formation, operating system. The knowledge sharing of previous incident
experience among the personnels also adds to gain awareness so as to
control frequency of incident occurrence [7].

3. System security

This involves the securing of the host as well as the network. Network
security is maintained through proper network configuration and manage-
ment, use of secure communication channel as well as connection points.
Host also should be configured in a standard way like proper file permis-
sion configuration, password management configuration, firewall configu-
ration and proper handling of privileges.

4. Vulnerability assessments

These are necessary to find out the vulnerability in the system which might
be exploited by the attacker to get into the system. Vulnerability in the sys-
tem could be identified using the vulnerability scanning tool. The process
involved in the vulnerability assessment is somehow similar with the risk
assessment. This process not only identifies vulnerabilities but also quan-
tifies and prioritizes them.

5. Control system update

New threats are evolving day by day. System and its constituents need
to be updated in a regular interval to prevent and minimize the impact
of those risks and threats. Control system update involves updating of
tools like Intrusion Detection and Prevention Systems (IDPSs) and an-
tivirus software, installation of patches for vulnerable software, necessary
amendment in firewall and network devices to prevent new malicious code
from entering the system.

6. System evaluation
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SECURITY PRACTICES QUESTIONS
Risk Assessments and awareness s  Are Risk Assessments performed on systems
regularly?

s Are comrective actions taken when problems are
identified by Risk Assessment activities?

Personal awareness and trainings s Arepersonals aware of critical svstems, data,
and information?

s Isnecessary guidance provided to personal for
protecting their systems, information and data?

* Are security education, training, and awareness
provided to the users?

wvulnerability assessments ¢ Is proactive vulnerability scanning performed
on networks and svstem’s infrastructure?

s Are corrective actions taken when problems are
identified by proactive vulnerability scanning?

System security and protection s Arenetwork and host perimeters configured
securely?

e Isthere use of standard antivirus and malware
protection software?

Control system update o Isthere regular update of IDPS. other control
systems and software?

System evaluation e Areregular evaluations performed based on
different assessments?

s [sthereimplementation of infrastructure
improvements based on previous results?

Table 4.1: Some questions for indicators development

The system is evaluated based on the result of different assessments like
vulnerability assessments, risk assessments. As result of system evalua-
tion, the better decision making regarding changes to system to cope up
with the new threats could be possible. System evaluation also serves as
a basis for assessing the security controls implemented in the system.

Different questions regarding above security practices might provide some ben-
efit to develop indicators in this phase. The table 4.1 presents corresponding
questions related to security practices listed above [38].

For the indicator development in this phase three papers [33, 25, 30] related
to safety performance indicators are selected. The review of papers and the
reason behind how they are relevant for adapting in this phase of the incident
management are discussed in chapter 2.

With continuous literature review and relevancy checking of issues regarding
safety performance indicators from papers [33, 25, 30], the following sets of
the issues are considered to be adapted in this phase of the security incident
management. |t is felt that the following sets of issues might contribute greatly
for plan, prepare and prevention of security incidents and development of the
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related indicators in the same field. The table 4.2 shows the selected issues

with their description.

Selected Issues

Description

Risk understanding and identification

It is way of gaining knowledge about risk through
courses, information and analysis which might pro-
vide information regarding the critical security sys-
tems and possibility of their exploitation.

Learn from experiences

Sharing and learning own and other’s experience re-
garding the incidents might help in preventing the
repetition of occurrence of incidents as most of the se-
curity incidents are repeating time to time.

Emergency preparedness planning

The emergency planning based on identification of
possible incident scenarios with internal resources
and manpower is necessary. Sometime it might be
necessary to take help from external authorities and
resources when internal resources are inadequate.

Personal training and education

The training and education regarding the possible
threats, dealing with possible incidents, proper use of
system resources, securing of network and application
affects greatly on incident prevention.

Internal and external communication

Communication serves as basis for providing aware-
ness and respond to the given situation. Internal com-
munication in all levels of organization regarding po-
tential incidents, risk, threats and vulnerability in the
system is necessary. External communications among
organizations, concerned authorities like Internet Ser-
vice Providers (ISPs), external incident response team
are also meaningful.

Adequate resource allocation

Adequate numbers of security personnel, incident re-
sponse teams as well as sufficient amount of security
system resources and back up team in case of unavail-
ability are needed.

Security Process disturbances control

It is always necessary to look thoroughly and pay at-
tention to any security process disturbances like sig-
nals from detection systems, changes in log files of
host or server, entering of unknown packets through
network, changes in traffic flow. Those signals should
be acknowledged in time.

Timely procedure and updating of infor-
mation and system

Nature of threats are changing day by day, it is also
needed to update and change the system infrastruc-
ture like IDPSs, antimalware software, application
software. Information and its procedure also should
be updated to all levels of organization.

Table 4.2: Selected issues for development of indicators in plan, prepare

protect phase

and

After the selection of relevant issues, the high level analysis of the correspond-
ing indicators from the papers [33, 25] is done. The following sets of indicators
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are selected to be adopted in this phase of information security incident man-
agement.

¢ Risk understanding and identification

1. Number of incidents related to unforeseen risks

Incidents are likely to occur when there is presence of risk in the sys-
tem. Risks in the system are identified and mitigated through the risk
assessment. It leads to reduction in likelihood of the occurrence of
security incidents. In critical system, there might be some risks which
are not identified and mitigated through the assessment. When risks
are not identified and mitigated, likelihood of occurrence of incidents
and its impact increases. This indicator indicates the capacity of or-
ganization and security team to identify new risks. It is easier to get
number about the occurred incidents related to seen risks but it might
be difficult for unforeseen risks. This indicator also indicates the level
of risk control system implemented in an organization. It might lead
to the organization to have strong risk control mechanism. When the
number of security incidents due to unforeseen risk increases, rather
than ignoring those risks, team should motivate themselves to identify
and mitigate those previously unforeseen risks. Though this indicator
is highly relevant to this field and also highly effective, but the data for
this indicator might be hard to gather as identifying unforeseen risk is
difficult.
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Number of incidents related to unforeseen risks

This indicator indicates the capacity of organization and security team to identify
new risks and alsoindicates the level of risk control system implemented in an

organization
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Table 4.3: Indicator Specification: Number of incidents related to unforeseen

risks

2. Fraction of operational procedure that have been risk assessed

It is always necessary to have each operational procedure of an or-
ganization to be assessed for risk. The security attackers are always
looking for some loopholes in the system operation. When each sys-
tem operations are risk assessed, there is less chance of finding loop-
holes for the attackers. This means less likelihood of occurrence of
security events like denial of service attacks, malicious code. This
indicator indicates the status of the system operational procedure i.e.
whether the system operations are secure or not. This indicator is
highly effective and clearly definable. It measures the exact point of
general issue i.e risk understanding and identification. Data availabil-
ity is also high as it is easy to put in number of procedure that are not
risk assessed and collection cost might be low.*
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Fraction of operational procedure that have been risk assessed

This indicator indicates the status of the system operational procedure whether they
are secured or not.
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Table 4.4: Indicator Specification: Fraction of operational procedure that have
been risk assessed

3. Portion of staffing and operating personnel taking risk courses
last 12 months

The risk understanding is based on knowledge and experience on the
same field. The staffing and the operating personal must maintain
their knowledge and understanding on the risk to prevent the occur-
rence of incidents. The knowledge regarding new threats and vulner-
abilities could be obtained through participating in risk courses. This
indicator can be seen as early warning indicator for system monitor-
ing. It indicates the efficiency of personnels based on the risk knowl-
edge which could be first thing for incident prevention. This indicators
is highly definable, easy to interprate, highly relevant and effective.
Data availability is also high and might require low cost to collect it.
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Portion of staffing and operating personnel taking risk courses last 12 months

Itindicates the efficiency of personnel based on the risk knowledge

5w Risk Training Reports
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Table 4.5: Indicator Specification: Portion of staffing and operating personnel
taking risk courses last 12 months

4. No. of violations to authorized entrance of systems

The system users, staffs, operating personnel and other people in-
volved in an organization must authorise themselves before entering
to the system. There might be chance that some users might have
violated the rules, may be due to unawareness and lack of risk under-
standing. This indicator is measure of user’s (staffs, operating person-
nel) knowledge and understanding on risk and system security, lack
of which leads to the severe incidents. More the violations are made,
less the people are aware of risk and system security. This is also one
of the early warning and important indicator for system monitoring. It
might be hard to know who has violated the authorized entrance of
system but reviewing system logs might provide some clue. This in-
dicator is highly relevant, effective and clearly explainable but, data
availability might not be high.
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No. of violations to authorized entrance of systems

This indicator is measure of user's (staffs, operating personnel) knowledge and
understanding on risk and system security lack of whichleads to the severe
incidents.

R de e System Logs
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Table 4.6: Indicator Specification: No. of violations to authorized entrance of
systems

e Emergency preparedness planning

1. Number of elements in the plan which work correctly when tested

The organization must be prepared for what to do in the emergency
case. For example, some incidents like denial of service attack can
compromise a system within a short time. There must be prepared
plan for a such case. The emergency plan is related to the whole
incident management like protection, prevention, detection, reporting,
containment, elimination and recovery from malicious incidents. This
indicator measures the effectiveness of emergency incident response
plan. When the prepared plan is tested and process is working, it
shows its effectiveness and increase in value represents increase in
its efficiency. This indicator is highly effective as it measures exact
issue of concern but it might not be so easy to collect data. This
indicator is clearly definable and also very easy to interprate.
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Number of elements in the plan which work correctly when tested

This indicator measures the effectiveness of emergencyincident response plan.
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Table 4.7: Indicator Specification: Number of elements in the plan which work
correctly when tested

2. Increase in number of incidents with effective emergency plan in
place

This indicator also measures the efficiency of the adopted emergency
plan. Incidents might occur despite of emergency planning and pre-
paredness. This might be because of the absolute nature of the in-
formation security and changing nature of the attack vectors. Despite
of that, increase in incidents even after implementing emergency plan
shows the ineffectiveness of that plan. It suggests that improvement
should be made to existing plan in place. This indicator is highly rel-
evant, clearly explainable and highly effective. Though data can be
easily available, it might cost more to collect those data.
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Increase in number of incidents with effective emergency plan in place

This indicator measures the efficiency of the adopted emergency plan

fsniee = Emergency Plan Reports, IDPSs Logs, Network Device Logs
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Table 4.8: Indicator Specification: Increase in number of incidents with effective
emergency plan in place

e Personnel training and education

1. No of emergency preparedness exercise last three months

The one way of enhancing knowledge and education regarding se-
curity incidents, security system resources, threats and vulnerabilities
is through training and exercises. More training and exercises are
always beneficial to understand the processes. This indicator is mea-
sure of the capability of concerned people (staff, security response
team, IT officers) working in an organization to manage the incidents.
The increase in value of this indicator shows the increase in com-
petencies of the personnel to manage incidents. The data for this
indicator might be easy to get as there might be availability of report
of emergency exercises conducted. This indicator is clearly definable
and highly effective as it directly affects the corresponding issue of
concern which is personal training and education in this case.
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No. of emergency preparedness exercise last three months

This indicator is measure of the capability of concerned personnelworking inan
organization regarding incident management
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Table 4.9: Indicator Specification: No of emergency preparedness exercise last
three months

2. No. of different incident scenarios included in exercises last
month
Information security incidents exist in different forms like denial of
service, unauthorized access, malicious code, inappropriate usage,
information gathering to identify potential targets [4]. Exercise re-
garding management of different types of incidents and scenarios al-
ways help in enhancing the personal competencies and experience.
It helps in building up knowledge and confidence for concerned per-
sonal to deal with security incidents (in case of sudden security at-
tacks). This indicator is measure of the effectiveness and competen-
cies of people working in an organization regarding their knowledge
and experience in managing different kinds of information security in-
cidents. This also shows the capacity of an organization to deal with
different kinds of incidents. This indicator is highly effective indicator
as it measures exact point of issue which is personal education and
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training. It is also highly relevant to the field of incident management
and interpretable as well. The data sources could be training reports,
emergency planning reports which are easily available, and also are

less costly to collect it.

No. of different incident scenarios incloded in exercises last month

This indicator is measure of the effectiveness and competencies of people worling
in an organization regarding their knowledge and experience in managing different
kinds of information security incidents
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Table 4.10: Indicator Specification: No. of different incident scenarios included

in exercises last month

3. No. of security proposals per employee
Security proposals by concerned people in an organization also re-
flect the competencies of each person. Security proposals here mean
the report (proposal) prepared by each concerned people to prevent,
detect and respond against information security incidents. This in-
dicator is a measure of skill and competency of concerned person
working in an organization. The different ideas regarding incident
management will always be beneficial to an organization and can be
applied in real case scenarios. The increase in proposals per person
shows increase in efficiency of manpower as well as incident handling
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capability of an organization. This is highly relevant and effective indi-
cator. It requires less cost to collect data as they are easily available
too. It is clearly explainable and interpretable.

Indicator No. of securify proposals per employee
name:

This indicator is a measure of skill and competency of concemed person working
in an organization.
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Table 4.11: Indicator Specification: No. of security proposals per employee

e Internal and external communication

1. No. of risk issues communicated to the entire organization each

month

This indicator measures the effectiveness of the internal communi-
cation of an organization. The identification of risks only would not
help to prevent the incidents, it should also be communicated to en-
tire departments and people in an organization so that they can look
for their mitigation and be prepared to handle them. Most of the inci-
dents are also occurring due to lack of communication among people
and different departments in an organization. Risk can be identified
only after identification of threat and vulnerability of the system [39].
Those things need to be communicated to protect against security at-
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tacks. More the risks are communicated, better will be the security
posture of an organization. This indicator is highly effective as it mea-
sures exact point of issue i.e. internal and external communication.
The data can be collected by interviews and surveys but it might cost
more to collect them. It is highly relevant, definable and interpretable.

No. of risk issues communicated to the entire organization each month

This indicator measures the effectiveness of the internal communication of an
organization.
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Table 4.12: Indicator Specification: No. of risk issues communicated to the entire
organization each month

2. No. of cases in which communication among personals have
been inadequate
The inadequacy in communication among employee regarding threats,
vulnerabilities, critical system resources and data, security incidents,
organization’s security plans, policies and procedures, might affect
the organization in great deal. The open and direct communication
should be one of the vision of an organization when it comes to
securing against various security attacks. Communication could be
in forms of reporting, email, information broadcasting, notices, tele-
phony, meetings and conferences. Though it is hard to figure out that
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current increase in security incidents (cases of security incidents) is
due to lack of communication, timely (weekly or monthly) surveys and
interview could be helpful to find the causes. This indicator also mea-
sures the efficiency as well as adequacy of implemented communica-
tion mechanism in an organization to spread critical information. This
indicator is effective and highly definable but it might be hard to collect
data and also costs more.

Mo. of cases in which communication among personals have been inadequate

This indicator measures the efficiency as well as adequacy of implemented
communication mechanism in an organization to spread critical information.
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Table 4.13: Indicator Specification: No. of cases in which communication among

personals have been inadequate

e Security process disturbances control

1. Average no. of persons monitoring the security control system
continuously
Detection systems like IDPSs are monitoring and looking for the ma-
licious activities in the network or system. If malicious activities are
found, it will signal warning message to the concerned station (peo-
ple). The concerned station should react to the signal as soon as
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possible. They should also analyse the traffic pattern to find out the
abnormal behaviour. This indicator indicates if there are availability
of enough people to respond to the warning by the monitoring sys-
tem and measures effectiveness of organizations staffing policy. Un-
availability of people for monitoring the security process disturbances
might lead to serious damage to system data later on. Data for this
indicator are easy to collect and requires less cost to collect as they
are easily available on staffing plan report.

Average no. of persons monitoring the security control system continuoushy

This indicator measures the effectiveness of staffing plan allocated for monitoring
the security system
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Table 4.14: Indicator Specification: Average no. of persons monitoring the secu-
rity control system continuously

2. No. of alarms not acknowledged during last month
Alarm here is the signal that is generated by the detection and mon-
itoring system to inform the malicious activities in the system. The
acknowledge to an alarm is done by the people monitoring the those
systems. Lack of acknowledgement implies that there might be un-
availability of the person or people are not aware of the alarm. This in-
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dicator indicates the efficiency and adequacy of the authorised people
(monitoring the detection system) in an organization. The increase in
number of unacknowledged signals from detection system implies in-
efficiency of the responsible people. It might be hard to collect data
for this indicator. Logs of IDPSs, Security Information and Event Man-
agement (SIEM) might provide some data for this indicator calcula-
tion, though Care should be also taken for identifying the false positive
alarms.

No. of alarms not acknowledged during last month

This indicator indicates the efficiency and adequacy of the authorized people
(monitoring the detection system)in an organization
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Table 4.15: Indicator Specification: No. of alarms not acknowledged during last

month

e Adequate resource allocation

1. No. of cases in which resources/staffing have been inadequate
last three months
The resource allocation and number staffing in an organization de-
pends upon the size and reputation of the organization. Organizations
having good status and reputation among the customers as well as
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those having high financial value are on the eyes of security attack-
ers. Enough system resources and staffing should be allocated to
prevent the security incidents in those organizations. The inadequacy
of system resources like IDPSs, SIEM, network devices, antimalware
software and staffing to monitor as well as handle the security inci-
dents leads to increase in security incidents. It leads to disruption of
critical resources as well as company value. This indicator measures
the adequacy of the resources and staffing in an organization. It might
be hard to determine increase in number of cases of incidents due to
inadequate resources. The analysis of incident nature, time and date
might provide some data to validate it. The incident analysis report,
incident reporting form might provide some data for this indicator. But,
generally it might be difficult and costly to collect exact data for this
indicator.

No. of cases in which resources/staffing have been inadequate last three
months

This indicator measures the adequacy of theresources and staffingin an
organization
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Table 4.16: Indicator Specification: No. of cases in which resources/staffing
have been inadequate last three months

2. No. of cases in which response has been initiated too late last
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three months

The response time to an incident should be as minimum as possible
to protect the damage of critical system data and organization value.
The late initiation of response to an incident indicates that there might
be inadequate number of staffs like incident response team, informa-
tion security officer and other concerned people. This indicator is an
lagging indicator measuring the effectiveness of resource (staffing)
allocation plan of an organization. Though it is effective indicator but,
data availability is medium. Some sources of data could be incident
analysis report, incident reporting form.

No. of cases in which response has been initiated too late last three months

This indicator indicates that there might be inadequate number of staffs like
incident response team, information security officer and other concemed people to
respond to an incident
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Table 4.17: Indicator Specification: No. of cases in which response has been
initiated too late last three months

e Timely procedure and updating of information and system

1. (on hold)!

?on hold’ represents there are no specific indicators under this category in the safety papers.
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e Learn from experience

1. (on hold)

4.2 Detect

Incident detection phase is the primary as well as the most difficult phase of
security incident management. Intrusion detecting systems, antivirus mecha-
nisms, antispyware, network and traffic analysis systems, deep packet inspec-
tion, anomaly detection systems, are used to detect an incident now days. In
fact, it has been hard to accurately detect an incident because detectors may
give the false negative detection of incidents. Though there are many indicators
that can notify the incidents that may have occurred or may be occurring, the
incident precursors are rare which will notify the occurrence of the indicators in
the future. Obtaining information about incidents, vulnerabilities and other infor-
mation related to the potential incidents requires monitoring of the system and
network. The monitoring of the system and network to detect the incident can
be done in two ways.

1. Reactive monitoring

This monitoring includes notification of spreading of incidents like malware,
viruses, worms from different internal and external sources and parties.
The reporting of the malicious activities within the system’s infrastructure
to the designated authorities like CSIRT is also a part of reactive monitor-
ing. Itis based on monitoring of the system after occurrence of an incident.
The knowledge about the incidents can be gathered from external and in-
ternal sources, publicly available information regarding new alerts, viruses,
worms and vulnerabilities.

2. Proactive monitoring

It is way of detecting incidents that are likely to occur. It is done to find the
malicious activities going on on the system and network by reviewing the
logs of network devices, by analysing the the flow of traffic. Every busi-
ness organization has unique network traffic pattern under normal opera-
tion. The understanding of the traffic pattern under normal operation leads

Though issue, timely procedure and updating of information and system, is highly relevant to
security. So, it has been adopted from safety papers. The description of this issue can be found
in table 4.2
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to detect the pattern beyond normal condition. It could be an early indica-
tor of security attack. The content of the different sources IDPSs, SIEM,
antimalware and antivirus softwares are important for detecting the poten-
tial incidents. Different people are allocated for the proactive monitoring of
the security systems like network operator, IT personnel, CSIRT team, IT
administrator. It is also important to review and be updated to technology
regarding new attacks, worms, vulnerabilities, threats, to correctly analyse
and detect the potential incidents.

The other important factors that motivate security attackers to break down an
organization are the nature and status of its business activities, and also the po-
sition of organization in terms of financial value and reputation. Depending upon
the reputation and value of an organization, it might be necessary to lure the
potential attackers to identify their attack vectors and methodologies (for early
detection). It might be accomplish by using Honeypot 2. The status of security
control system and incident detecting instruments like SIEM, IDPSs, Network
devices also directly affects incident detection. It might give false positive detec-
tion and sometime no detection as well. The failure and error in those systems
might affect the timely and accurate detection of incidents. But, the failure of
those devices will lead its analysis to reliability rather than CIA.

The table 4.18 shows the security practices for detection of incidents with their
corresponding questions that might help in indicator development for this phase
[38].

The systems that are used for detection of incidents in the safety and the se-
curity systems are totally different as nature and type of incidents as well as
operations are different. The common part is that in both the systems, an inci-
dent might occur due to failure of those systems (process disturbances). In case
of security, systems like SIEM, IDPSs and network devices are used for incident
detection. The failure of those systems could be due to design fault or error or
due to attack in those system by security attackers. SANS [18] states, incidents
that should not be considered "security incidents" include disruption of service
due to equipment failures. So, we are considering the malfunctioning of those
systems due to security attack on them. Though security attackers might directly
attack the system rather than attacking the detection systems, they might do it
to prevent the issuing of warning signal to the management station. Though the
issue, security process disturbances and failure from safety papers [33, 31], is

2Honeypot is a system which looks and acts like real that is set to trap the security attackers
to collect the information regarding their attack vectors and methodologies
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Security Practices Questions

Proactive Monitoring Are svstems and networks monitored
proactively at a regular interval?

Arelogs of IDPSs, SIEMs_ antivirus, network
devices analvzed regularlv?

Reactive Monitoring Is there provision of obtaining report or
notification of incidents from extemnal and
internal sources?

Information update and awareness Are all concemed authorities are updated about
recent security incidents?

Table 4.18: Security practices in an incident detection and corresponding ques-
tions

Selected Issues Description

Security process disturbances and failure | It states that if there is any failure in the security inci-
dents detecting devices, it might increase the security
incident rate. The timely as well as accurate detection
of various could be affected. The failure of such de-
vices is due to security attack to malfunction those de-
vices rather than design fault or error. It might some-
how be effective to monitor the detection systems and
devices not only their logs and flows.

Table 4.19: Selected issues for development of indicators in detect phase

considered to be adapted in the detection phase of incident management. The
description of this issue is presented in the table 4.19

After the selection of relevant issues, the high level analysis of the corresponding
indicators from the papers [33, 31] is done. The following sets of indicators
are selected to be adopted in this phase of the information security incident
management.

e Security process disturbances and failure

1. Number of security critical instruments and detection systems
that fail to operate due to security attacks on them
The purpose of attacking detection system is to prevent the relay of
signal regarding attack to the monitoring station. It would be benefit
to the attacker to stop the relay of signal so that they can penetrate
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the system more easily. Some of the attacks like evasion attack and

mimicry attack have been identified in host- based as well as network
based intrusion detection system [40, 41]. If the detection systems
are compromised, the responsible people might not get any warn-
ing regarding potential attack and the disruption of the system assets
could be severe. This indicator shows the effectiveness of the detec-
tion systems. Though it might be difficult to find out reason of failure of
those systems, careful monitoring and analysis might help to find out
vulnerabilities in those systems which are exploited by the attackers.

Indicator Number of security critical instruments and detection systems that fail to
operate doe to security attacks on them

This indicator measures the effectiveness of detection svstems
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Table 4.20: Indicator Specification: Number of security critical instruments and
detection systems that fail to operate due to security attacks on them

2.

Number of incidents due to failure in security critical instruments
and detection system

Intrusion detection systems might account actions of attackers and
also act as a deterrent to future attacks [41]. The number of incidents
might increase if detection systems are attacked and malfunctioned.
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This indicator can be viewed as measure of efficiency of the intrusion
detection system which directly affect the security posture of an or-
ganization. Increase in number of security incidents due to detection
system failure shows the bad security system of an organisation.

Number of incidents due to failure in security critical instruments and
detection system

This indicator measures the efficiency of the intrusion detection system which
might affect the detection capabilities of an organization

1 -= e e+ Detection System Analysis Report, Incident Analvsis Report
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Table 4.21: Indicator Specification: Number of incidents due to failure in secu-
rity critical instruments and detection system

4.3 Respond

It is always essential to determine the nature and scope of an incident after it has
been detected. In fact determining if an occurrence of event indicated by indica-
tor is an incident, is also hard [7]. It requires technical as well as expert’s help.
The responding process involves the analysis of the incident to accurately define
and find its trend and scope. It also involves the developing plan and strategy
to recover from incidents. Varying upon the scale of organizations, responding
process are handled either internally or by trusted third party or combination of
both internal and external party. First of all, the incidents are reported to the
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concerned authorities like CSIRT team, IT security personnel. Then, the anal-
ysis is done to find the nature of incidents and then after necessary mitigation
and recovery strategies are developed. The responding process also includes
the containment of incidents to stop it from damaging other resources and data
within a system. It is done by shutting down the system, disabling the network
and other functions [7]. The technical as well as management help and cooper-
ation are important for recovery from an incident. The effective coordination and
communication of information across all areas is essential for responding to an
incident. After successful development of the strategy and its implementation,
the malicious vectors causing incidents are eradicated and system is recovered
to its normal working state. The following security practices are necessary to
respond to an incident.

1. Documentation and reporting

After detection of an incident, it should be assessed to find out whether it is
the security incident or not. The assessment and analysis of the detected
incident starts when the incident is documented and reported to the cor-
responding authorities including incident response team. The timely doc-
umentation and reporting of an incident is always encouraged as it affects
the overall response process. Every organizations might have their own
policies and procedure or guidelines for the documentation and reporting
of an incident. They might have standard documenting and reporting form.
Standards and research papers [4, 7, 36] also suggest to have predefined
guidelines for documenting and reporting of an incident. The standard re-
porting forms mentioning time and date of detection, nature, possibly type,
observer of an incident might help to make timely reporting of an incident.
The reporting of the incident could be done through various means like
emails, telephone, fax or direct communication. The documented incident
should be reported to the concerned authorities like head of department,
IT security officer, and possibly to the incident response team.

2. Analysis and validation

After the reporting of an incident, analysis of incident should be done to
validate that it is an incident. The incident analysis is performed by the
information security officers and CSIRT. First of all, initial analysis is done
to validate an incident. Once the incident is validated, detailed analysis
should be done to find the nature, impact and scope of the incident. It might
include the forensic investigation, other technical analysis of the attack
vectors. It is necessary to do the detailed analysis of the incident as it will
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show the what are the assets, system, information and data affected and
still affecting by the incident, to what extent it will damage the system, what
are the things that needs to be contained to avoid the further disruption. It
will not only give information about the incident scope, it will also provide
strong basis for developing the plan and strategy to mitigate and recover
from that incident. Depending upon the nature and scope of an incident,
it is also mandatory to release the alerts, bulletins across the organization
to make all the people and staff aware of the situation.

. Response

The response process is generally includes containment, eradication and
recovery from an incident. The coordination among various parties like
management (executive or human resource), technical officers, adminis-
trator, legal authorities, public relations, law enforcements, software and
hardware product developers, external and internal CSIRT and other se-
curity teams inside and outside of an organization, is necessary to eradi-
cate and recover from incident. The first step to response is to contain the
incident. It involves the different activities like disconnecting the network,
shutting down the system, implementing firewall, changing the security
configuration so that the further damage to the system and assets could
be stopped. It is done only after finding the scope and impact of an in-
cident. ISO [4] also describes that primary goal of incident management
is to minimize the incident impact and identifying attacker is secondary.
The eradicating and recovering plans and strategies are then developed
based upon previous step’s analysis result. It is major duty of CSIRT to
develop the recovery plans in collaboration with other parties and people
mentioned above. It might be effective to collect information about the at-
tacker and his motive behind the attack as much as possible. It might be
achieved by network surveillance [14]. After finding the malicious attack
vectors or codes, it should be eradicated. The repairing of the system
should be done to recover to normal condition. It might be useful to vali-
date the respond process just to check the condition of security system.

The paper [30] is selected for indicator development in this phase. The literature
review of the paper and reason behind its selection to develop security incident
management indicator in this phase is presented in chapter 2.

The safety issues presented in the paper [30] regarding the safety incident re-
sponse might be relevant to security practices in respond phase of security in-
cident management. With continuous literature review and relevancy checking
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of issues regarding safety performance indicators from papers [30] in response
part, the following sets of the issues are considered to be adapted in this phase
of the security incident management. It is felt that the following sets of issues
might contribute greatly for respond phase of security incidents and develop-
ment of the related indicators as well. The table 4.22 shows the selected issues
with their description.

Selected Issues Description

Incident reporting The incidents and near incidents must be reported to
the concerned authorities like information security of-
ficer, CSIRT according to organization’s policies and
rules for that have been set for incident reporting

Investigations It includes the analysis and investigations of an in-
cident after it has been reported. It requires skills
and knowledge, policies and procedures, collabora-
tion with other parties, technical processes. The pur-
pose of an investigation is to find the root cause of an
incident and develop plans and strategies for its miti-
gation

Table 4.22: Selected issues for development of indicators in respond phase

After the selection of relevant issues, the high level analysis of the correspond-
ing indicators from the papers [25] is done. The following sets of indicators are
selected to be adopted in this phase of information security incident manage-
ment.

¢ Incident reporting

1. Extent relevant incidents are reported

The reporting of the incidents always play significant role in incident
management. Various people and staffs working in an organization
could be the source of incident detection. The incidents could not be
contained, eradicated and recovered unless it is reported to the con-
cerned authorities. The papers [4, 7, 36] define CSIRT, Information
Security Incident Response Team (ISIRT), Security Officer, Point of
Contact (PoC) as concerned authorities. Once the incidents are re-
ported to them, they could look for remediation. More the incidents
are reported, more timely and quick recovery from incidents could
be expected. It means less damage to the system and assets. This
indicator indicates how effective is incident reporting system in an or-
ganization. This is also an indicator of the personal awareness and

57



CHAPTER 4. SECURITY INDICATORS DEVELOPMENT AND ASSESSMENT

competency regarding the reporting system because people working
in an organization might not be aware or trained or informed about
the formal incident reporting system of an organization. This indicator
also could be used to reflect the overall security posture of an organi-
zation. It might be hard to collect the data for this indicator as it might
be hard to find out unreported incident. It is highly effective to issue
of concern which is incident reporting. Similarly, it is relevant as well
as requires less cost to collect the data (if data are available).

Extent relevant incidents are reported

This indicator indicates how effective is incident reporting svstemin an
organization

Eist e Incident Documentation Report, Incident Reporting Form

Attributes
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Cost effectiveness
interpretability
Effectiveness
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Table 4.23: Indicator Specification: Extent relevant incidents are reported

2. Number of days since last recordable incidents
The increase in value of this indicator shows the good security posture
of an organization since incidents have not been recorded since long
time. It can also be interpreted differently as there might be a case
that incidents might not have been detected and reported which is the
shows ineffectiveness of detection and reporting system. It indicates
decrease in the people’s awareness regarding the incident reporting
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which might be level of risk in itself. So care should be taken during its
interpretation as well as decision making. It might be easy to find data
for this indicator if incidents are reported and documented in standard
format mentioning their date, nature and other necessary properties.
This indicator somehow addresses the issue of concern and is also
highly definable and less costly to collect data.

Number of days since last recordable incidents

This indicator indicates effectiveness of the reporting system as well as
effectiveness of the security control system (based on howitis interpreted)

e ee | Ineident Logs, Incident Reporting Form
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Table 4.24: Indicator Specification: Number of days since last recordable inci-

dents

¢ Investigations

1. Extent that incidents are investigated in accordance with estab-
lished procedure
Investigation here means process of eradicating and recovering against
incidents. It involves different steps. The investigations procedures
might be different for different organizations. The investigation pro-
cedures should be according to provided standard. For example, it
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would not make sense to start looking for attackers without contain-
ing the incident, the impact will be adverse. The established pro-
cedures are formal, effective and suitable to the organizations. The
investigations might be effective if standard procedure are followed.
All the documents can be also easy to track and review later. The
investigations procedure also will fast as well as understood by every
concerned authorities. It reflects the good policies as well as inves-
tigation procedure. The increase in value of this indicator reflects
the good incident response policy and capacity which has direct im-
pact on the overall security system. Though it is hard to find data for
this indicator, reviewing the procedures, documentation process, re-
sult of the investigation might help to find the data. This indicator is
highly definable and also somehow corresponds to the issue of con-
cern (i.e.investigations). It not so costly to gather data for this indicator
and easily interpretable as well.

Indicator Extent that incidents are investigated in accordance with established
procedure

This indicator indicates effectiveness of incident response policy and capacity of
an organization which has direct impact on the overall security svstem

s e e Incident Documentations Report, Incident Management Procedure Documentation
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Table 4.25: Indicator Specification: Extent that incidents are investigated in ac-
cordance with established procedure
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1. Extent of events where the investigators identify root and con-
tributing causes

The main purpose of security incident response is to find the root and
main cause of the incident and eradicate as well as recover it as soon
as possible. The cause might be the vulnerabilities in the system,
malicious code, lack of risk assessment of security systems. This
indicator indicates the effectiveness of the incident response team
and their investigation plans and strategies. More the causes of the
incidents are identified, more will the effectiveness of their strategies.
This will also help to make corrective action to prevent the occurrence
of same incident next time. The indicator data is easy to collect, not
so costly and highly relevant to the incident management.

Extent of events where the investigators identify root and contributing causes

This indicator indicates the effectiveness of the incident response team and their
investigation plans and strategies

s e Incident Analysis Report
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Table 4.26: Indicator Specification: Extent of events where the investigators
identify root and contributing causes
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4.4 Review

This is also considered as important phase of security incident management as
all the works done in other phases are reviewed and corrective actions are taken
to avoid the recurrence of incidents. This phase focuses on the identification and
implementation of the strong security system, improving the incident manage-
ment capability, review of current security plans and policies that fail to operate
as intended, revisit to the security goals and objectives, its processes and ef-
fectiveness, identifying and updating the information regarding the security inci-
dents, vulnerabilities, threats, risk assessments [4], ensuring the effectiveness
of incident response team, infrastructure and guidelines. These processes are
based on the current results, documentation, report of the incident management
processes. The involvement of senior executive management team, information
security team, Incident management team, system administration team, public
authorities, law enforcements are expected in this phase. The main aim is to
identify the security system weaknesses and implement better security control
system. The following are the security practices done in this phase.

1. System evaluation, implementation and management

The system is evaluated based on the current security incident manage-
ment processes. All the reports, documentation, records, forms regarding
security processes like risk assessments, incident response, vulnerabil-
ity assessments, incident detection, incident prevention plans and policies
are reviewed and weaknesses are identified. It is followed by the correction
and implementation of the better system and strategies to overcome those
weaknesses. For example, based on the impact of incidents, it might be
necessary to review and alter the risk assessment processes so that new
vulnerabilities and threats are identified [4]. It also includes evaluation of
the staffs and operating personnels based on skills, knowledge and ca-
pacity so that changes made in the system processes can be achieved.
It also includes the assessment of security control system plans, policies
and guidelines. The necessary changes are made after evaluation and
implemented. Similarly, the incident data collected during the prevention,
detection and response of incidents are analysed and possible metrics
and indicators are calculated. It provides ample of opportunities to find
the weaknesses in the system and also to measure the capability of the
incident response team [7].
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For the indicator development in this phase, papers [30, 42] are selected. The
literature review of the paper and reason behind its selection to develop se-
curity incident management indicator in this phase of incident management is
presented in chapter 2.

The safety issues presented in the papers [30, 42] might be relevant to security
practices in respond phase of security incident management. With continuous
literature review and relevancy checking of issues regarding safety performance
indicators from papers [30, 42] in review part, the following sets of the issues are
considered to be adapted in this phase of the security incident management. It
is felt that the following sets of issues might contribute greatly for this phase of
security incidents and development of the related indicators as well. The table
4.27 shows the selected issues with their description.

Selected Issues Description

Follow up, sharing of information and ap- | This is applied to prevent the occurrence of same inci-
plication of lessons learned dent next time, and also to improve and validate the
security system after recovery of an incident . This in-
cludes the sharing of the informations, application of
corrective actions.

Management systems It describes how the management systems (informa-
tion security as well as executive)are involved in re-
viewing the security incident management processes
in an organization. The involvement of the manage-
ment has direct effect on the incident management

Table 4.27: Selected issues for development of indicators in review phase

e Follow up, sharing of information and application of lessons learned

1. Amount of time needed for implementation of recommendations
from investigations
An investigation is the incident response process which includes anal-
ysis of incident to find the root cause of an incident and eradicate it
to recover system to normal operation. Investigation might ensure
that there are weaknesses in the systems. The result of investiga-
tion might provide feedback and suggestions regarding the corrective
action that needs to be taken. Once an incident is eradicated and
system is recovered to normal operation, the main thing is to do the
timely review of the results of investigations and implement it so that
recurrence of incident can be prevented. This indicator measures the
effectiveness of the overall organizational team to take timely correc-
tive action. The higher value of this indicator reflects poor security
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posture as well as ineffectiveness of the review team. If more time
is taken to make corrective actions, more will be the chances of in-
cident occurrence and disruption of system assets could be severe.
The data for this indicator might somehow be difficult to get. The time
between reported investigation suggestions to implementation should
be documented.

Amount of time needed for implementation of recommendations from
investigations

This indicator measures the effectiveness of the overall organizational team to take
timelv corrective action

U E s e N/A (manually documenting time between)
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Table 4.28: Indicator Specification: Amount of time needed for implementation
of recommendations from investigations

e Management systems

1. Number of relevant process/procedures reviewed
Incidents might be of different kinds like denial of service, malicious
code, unauthorised access. Incident management processes will be
different for different types of incidents. During review phase, inci-
dent data, report, documented plans and steps, investigation results
should be reviewed by management committee. The overall proce-
dures and strategies should also be reviewed. This indicator indicates
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the efficiency of the management (review) team to review each pro-
cesses and procedures in effective manner. The more the processes
and procedures are reviewed, the effective will be the security sys-
tem understanding, and mandatory corrective implementation could
be made. The data for this indicator might be easily available from
the documented report of the review team. This is effective indica-
tor that correctly measures the point of issue (management system in
this case) and requires less cost to collect data.

Number of relevant process/procedures reviewed

This indicator indicates the efficiency of the management (review) team to review
each processes and procedures in effective manner

e ee o Management(Review) Report

Attributes

Table 4.29: Indicator Specification: Number of relevant process/procedures re-
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Chapter 5

Discussions and Recommendations

This chapter presents the discussion of incident management indicators that
are developed in the previous chapters. The discussion is mainly about the
advantages and disadvantages of those indicators. The indicators are also dif-
ferentiated as leading and lagging indicators. It also includes one scenario that
shows how these indicators could be developed and implemented.

5.1 Overview

The following figure 5.1 presents the overview of the developed incident man-
agement indicators. There are three levels. First level shows the phases of the
incident management. Second Level shows the issues of respective phases that
are necessary to perform during each phase of incident management. These
are also adopted from the safety part. Third level shows the corresponding indi-
cators that are adopted from the safety indicators. The figure shows that there
are all together twenty three indicators have been suitable to use in security inci-
dent management. Among twenty three indicators, first fifteen indicators assess
the effectiveness of planning, preparation and protection state of incident man-
agement. Similarly, next two indicators measure incident detection capabilities,
next four indicators measure incident responding capabilities and remaining two
measure overall reviewing and decision making capabilities of concerned au-
thorities within an organization.
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No of emergency preparedness exercise last three

Incident
Management

months
Personal No. of different incident scenarios included in exercises
trainingand last month
education
No. of security proposals per employee
Number of incidents related to unforeseen
risks
Risk Fraction of operational procedure that have
understanding been risk assessed
. and Portion of staffing and operating personnel taking risk
identification courses last 12 months
No. of violations to authorized entrance of
systems
Learn from
experiences on hold
Number of elements in the plan which work
Plan, Emergency correctly when tested
Prepare preparedness . — = :
and planning Increase in number of incidents with effective
Protect emergency plan in place
No. of cases in which resources/staffing have been
Adequate inadequate last three months
resource = = —
allocation No. of cases in which response has been initiated
too late last three months
No. of risk issues communicated to the entire
Internal and organization each month
external = = ——
communication No. of cases in which communication among
personals have been inadequate
- Average no. of persons monitoring the security
Security process control system continuously
disturbances
control No. of alarms not acknowledged
during last month
Timely procedure
and updating of
information and on hold
system
- Number of security critical instruments and detection
Security process systems that fail to operate
Detect disturbancesand — - - -
failure Number of incidents due to failure in security
critical instruments and detection system
Extent relevant
Incident incidents are reported
reporting Number of days since last
recordable incidents
Respond — - - -
Extent that incidents are investigated in
N accordance with established procedure
Investigations - - ——
Extent of events where the investigators identify
- root and contributing causes
Follow up, sharing
of information and Amount of time needed for implementation of
- application of recommendations from investigations
Review lessons learned
Management :
systems Number of relevant process/procedures reviewed

Figure 5.1: Overview of developed indicators
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5.2 Indicator Characterization

The effectiveness of the indicators depends upon how they are identifying weak-
nesses, how they are indicating trend of security resource utilization and how
they are measuring the failure and success of the overall system. Many re-
searchers have argued that indicators should be few, stable and relevant to the
process as well as business model that are being measured, but it is also true
that there will be various security processes and controls in an organization.
Those security processes might not be able to measure using only one or few
indicators. In those cases, different number of indicators might have to be used
which will measure the success as a whole. The selection of number of indi-
cators (either few or many) also depends upon the size of an organization. For
small and medium scale organizations, it might be hard to handle too much of
data. Similarly, it also depends upon how specifically you want to measure the
system performance. For example, if general indicators are used, few indicators
might measure the overall system performance, whereas, many specific indica-
tors might have to be used to measure overall system performance. But, specific
indicators might be effective than general as they measure the effectiveness of
each issues which are responsible for overall system performance. Most of the
indicators developed in this thesis are specific indicators.

Managing, analysing and implementing indicators need time as well as resources.
In most of the organizations, whether small, medium or large scale, the inci-
dent management indicators have not been used and implemented. One of the
important reason behind it is lack of resources which is mainly organization’s
budget. The development and implementation of appropriate incident indicators
need special team and special resources which is possible only if an organiza-
tion has enough budget, and is ready to invest in it. The another important rea-
son for lack of implementation of indicators in an organization might be thought
of organization’s management team on why to invest money on measuring se-
curity rather than doing it. This thought needs to be changed and is possible
only if they are aware and familiar to the term return on security investment.

The developed indicators, as shown in figure 5.1, consist of both leading as well
as lagging indicators. Wayne [17] suggests indicators should be differentiated as
lead and lag otherwise misinterpretation may lead to the serious consequences.
The table 5.1 shows the differentiation of developed indicators as lead and lag.
Combining leading and lagging indicators also might sometime be useful. It is
also necessary to know how the outcome will be achieved and how early warn-
ings are notifying the current track for achieving goals. It is only possible when
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lagging indicators are used with leading Indicators . Similarly, using leading in-
dicators without lagging might disable the focus on long-term performance, and
sometime it might not provide enough information regarding whether outcomes
have been achieved or not.

Phases Leading Indicators Lagging Indicators
Plan, e Number of incidents related to e Portion of staffing and operating
Prepare unforeseen risks personnel taking risk courses last 12
and e Fraction of operational procedure months
Protect that have been risk assessed e Number of elements in the plan which
e No. of violations to authorized work correctly when tested
entrance of systems e Increase in number of incidents with
e No. of security proposals per effective emergency plan in place
employee o No of emergency preparedness
e No. of risk issues communicated exercise last three months
to the entire organization each e No. of different incident scenarios
month included in exercises last month
e Auverage no. of persons e No. of cases in which communication
monitoring the security control among personals have been inadequate
system continuously e No. of alarms not acknowledged
during last month
e No. of cases in which
resources/staffing have been
inadequate last three months
e No. of cases in which response has
been initiated too late last three months
Detect o Number of incidents due to
failure in security critical
instruments and detection system
e Number of security critical
instruments and detection systems
that fail to operate due to security
attacks on them
Respond Extent relevant incidents are reported
Number of days since last recordable
incidents
e Extent that incidents are investigated in
accordance with established procedure
e Extent of events where the
investigators identify root and
contributing causes
Review e Amount of time needed for

implementation of recommendations
from investigations

Number of relevant process/procedures
reviewed

Table 5.1: Characterizing Indicators as Leading and Lagging
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For example, lagging indicator, 'No. of emergency preparedness exercise last
three months’(let us say indicator 1) might affect the leading indicator, 'No. of
security proposals per employee’ (let us say indicator 2). In this case, if the value
of indicator 1 has increased, it might be relevant that value of indicator 2 might
increase. It does not necessary that it must increase but as a trend it should
increase. It shows that the leading and lagging indicators should be considered
side by side, to track down the progress of effectiveness.

5.3 Pros and Cons

Indicators can be used for benchmarking within an organization. They produce
the trend of performance which could be use for self comparison. However, cre-
ating performance targets might lead to downfall if their progresses are not fol-
lowed. Lack of participation of management team in developing and implement-
ing indicators will decrease the effectiveness of the indicator value. The table 5.2
shows formulae for calculating the indicator value. It shows that there are some
indicators which are easy to calculate like indicator 3 (portion of staffing and
operating personnel taking risk courses last 12 months), indicator 6 (increase
in number of incidents with effective plan in place), indicator 7 (no. of emer-
gency preparedness exercise last three months), indicator 8 (no. of different
incident scenarios included in exercises last month), indicator 12 (average no.
of persons monitoring the security control system), indicator 18 (extent relevant
incidents are reported), indicator 19 (number of days since last recordable in-
cidents), indicator 21 (extent of events where the investigators identify root and
contributing causes)and indicator 24 (number of relevant process/procedures
reviewed). Other indicators might be some how difficult to calculate. In the rest
of the paragraph in this section, indicator numbers from table 5.2 are used to
denote the name of indicators.

The indicators 1, 2, 3 and 4 are related to the risk assessment. Risk assess-
ment is the process of understanding, identifying, prioritizing vulnerabilities and
threats. Risk assessment process identifies the probability of occurrences of se-
curity incidents and their level of impact. It is affected by number of factors like
knowledge of personal involved in risk assessment, number of risk assessed
areas, level of identifying new threats and vulnerabilities. The indicators 2 and
3 are more relevant as they specify exact point of issue. The indicator 1 is
somehow hard to calculate, if succeeded, will be effective than other indicators.
Though one of the main reason for the failure of projects related to Information
Security Management System (ISMS) has been a poor risk assessments [43],
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many organizations, ranging from small to large scale, have not taken it more

Indicators

Formula

10

11

12

13

14

15

16

17

18
19

20

21

22

23

Number of incidents related to unforeseen
risks

Fraction of operational procedure that have
been risk assessed

Portion of staffing and operating personnel
taking risk courses last 12 months

No. of violations to authorized entrance of
systems

Number of elements in the plan which
work correctly when tested

Increase in number of incidents with
effective emergency plan in place

No of emergency preparedness exercise
last three months

No. of different incident scenarios included
in exercises last month

No. of security proposals per employee

No. of risk issues communicated to the
entire organization each month

No. of cases in which communication
among personals have been inadequate

Average no. of persons monitoring the
security control system continuously

No. of alarms not acknowledged during
last month

No. of cases in which resources/staffing
have been inadequate last three months

No. of cases in which response has been
initiated too late last three months
Number of security critical instruments
and detection systems that fail to operate
Number of incidents due to failure in
security critical instruments and detection
system

Extent relevant incidents are reported

Number of days since last recordable
incidents

Extent that incidents are investigated in
accordance with established procedure

Extent of events where the investigators
identify root and contributing causes
Amount of time needed for
implementation of recommendations from
investigations

Number of relevant process/procedures
reviewed

(Total no. of incidents) — (No. of incidents with identified
risks)

( No. of risk assessed operational procedure)/(Total no. of
procedure)

(No. of staffs taking risk courses last 12 months)/(Total
no. of staffs)

Total no. of violations to authorized entrance of system in
a month

Total no. of elements in plan working during test
(Total no. of incidents before emergency plan in place) —
(No. of incidents after emergency plan in place)

Total no. of emergency prepared exercises performed last
three months

Total no. of incident scenarios in exercises last month

Total no. of security proposals by one employee

Total no. of risks communicated in one month

Total no. of cases with inadequate communication
(Total no. of persons monitoring security control system

in a day)/(No. of shifts in a day)

(Total no. of alarms during last month) — (No. of
acknowledged alarms)

Total no. of cases with inadequate resources/staffs last
month

Total no. of cases with slow initiation of response

Total no. of instruments not working due to security
attack on them

Total no. of incidents not detected as instruments were
failed due to security breaches on them

(No. of reported incidents)/(Total no. of incidents)

(Last reported incident date) — (Current date)

(No. of investigated incident with standard procedure)
/(Total no. of investigated incidents)

(No. of responded incidents)/(Total no. of incidents)

(Date of recommendations given from investigation) -
(Date of implementation of recommendations)

Total no. of procedures reviewed

Table 5.2: Indicators and calculations

seriously than it should be. They are depending upon other trusted sources to
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gain information about new threats and vulnerabilities. It is effective as well as
efficient to get information regarding new threats and vulnerabilities from other
sources but it would not be enough as system within your organization might
have other vulnerabilities than those in trusted sources. This will give opportunity
to new threat. Though the indicator 4 has been interpreted as lack of knowledge
of users regarding system, risk and procedure, but there is also chance that
they have violated the rule knowingly by misusing critical informations. They are
technically called insiders. Though many companies are focusing on controlling
the external attack, it has also become mandatory to protect the critical assets
from insider attack. A report ! says that insider attack has been more costlier to
the organization in comparison to external attack. The indicator 4 might provide
numbers regarding authorised people who has violated the rule by leaking criti-
cal informations, or maybe by trying some activities like checking for errors and
vulnerabilities [44], intentionally causing harm for fame, greed.

After then, appropriate protection mechanism can be implemented for further
protection against insiders. Though it is hard to collect the data for this indicator,
appropriate implementation of control mechanisms and tracking their changes
might be helpful to reduce the value of this indicator. There are different methods
that can be adopted for risk assessments. Within an organization, there might
have to adopt different risk assessment methods depending upon the scope and
scale of systems and processes. This leads to inconsistencies in the value of
these indicators.

The indicators 5 and 6 correspond to the emergency planning and prepared-
ness. The emergency planning might be done for responding against incidents
having wide scope and impacts the system within short period of time like dis-
tributed denial of service attack. This attack can compromise the availability
of the information to the intended users by blocking the service. It leads to
high business impact to the organization within short period. To measure effec-
tiveness of emergency planning, procedure for the emergency planning can be
tested by creating real case scenario and working elements can be observed,
as denoted by indicator 5. It might be difficult to create the real case scenario. If
created then attack vectors used in the scenario and that of real attackers might
not be same. In that case, whole planning procedure would not work or need
to be changed if actual attack occurs. But the indicator 6 might be effective one
that can measure the efficiency of the emergency planning as data are easily
available and more relevant and definable than indicator 5.

thttp:/ /www.csoonline.com/article /661719 /report-insider-attacks-expensive-but-there-s-
a-silver-lining
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The information security awareness through training and education has great
influence on controlling security breaches [45]. It can be argued that lack of
training and education regarding security incident management has been one
of the causes for security breaches in an organization. Many inside threats are
also increasing due to improper information security awareness. Similarly, effec-
tive security decision can only be achieved if the security personnels are capable
to do it. Their capability depends upon awareness, training and education. The
indicators 7, 8 and 9 measure the effectiveness of the training and education re-
garding the risk, security breaches, security incident management. During train-
ing and education, if more number of emergency preparedness exercises and
incident scenarios are included, the effectiveness will increase, as represented
by indicators 7 and 8. The effectiveness of the personal the personal taking
training will be evaluated through indicator 9 i.e output of the indicators 7 and 8
can be measured through indicator 9. Many researchers have proved that de-
spite of the training and education provided to the employee by an organization,
the transfer of skills gained through training programmes to the work environ-
ment has been negligible [45]. It shows lack of commitment of the employees
to sustain the awareness gained through training and education. Somehow the
indicator 9 presented here could be the effective one to evaluate the efficiency
of employees and their learned skills after training programmes.

The indicators 1, 2, 3 and 4 measure the effectiveness of risk assessment pro-
cess in an organization. But, the risk assessment becomes effective when the
results of the assessments are communicated to the entire organization. The
internal communications regarding new threats, vulnerabilities, change of plans
and policies among the departments, employees, users are very important to im-
prove the efficiency of the incident management system. The indicators 10 and
11 measures the effectiveness of the communication within an organization. The
systematic approach is necessary to develop the organizational communication
model that might influence greatly in emergency response [46]. Though some
large scale organizations have formal communication model, medium and small
scale organizations still lack proper systematic internal communication model.
The results of indicators 10 and 11 might provide reason to implement the sys-
tematic internal communication. In case of emergency response, indicator 11
might be useful to measure how effective was the communication during that
period. The organizational structure also affects internal communication within
an organization. So, the comparison of indicators 10 and 11 might be hardly
done among organizations.

Some of large scale organizations have established 24/7 monitoring team to
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monitor the security process disturbances. They are analysing the traffic pattern
to see abnormal behaviour as well as tracking the malicious packets through
analysis process like anomaly detection, deep packet inspection. The indica-
tors 12 and 13 might be seen as indicators for measuring the effectiveness of
the security monitoring personal as well as the staffing allocation plan of an or-
ganization which has direct effect on the security process disturbances control.
Based on the value indicator 12 (lagging), the value of indicator 11 (leading)
could be adjusted. For example, if value of indicator 12 is low, it might be inter-
preted as inadequacy of persons monitoring the security system, and the value
of indicator should be increased to see if that was the case. These indicators
are highly definable and relevant indicators. They are not highly effective as
they somehow measure the efficiency of security process disturbances control
mechanism which is issue of concern for these indicators. But, they might mea-
sure the effectiveness as well as efficiency of resource(staffing) allocation plan
of an organization.

The effective and adequate resource allocation has been one of the problem in
an organization. The security vulnerabilities are changing frequently and threat
agents are looking for exploitation of those vulnerabilities. So, the challenges
are; to minimise the vulnerabilities using suitable technologies with minimal cost.
Lotfi Hajjem et al. describes this as bi-objective problem [47]. In addition to this,
response has to be initiated too fast in case of occurrence of security incidents
which requires adequate technologies as well as staffing. To address this prob-
lem, adequacy of the resource has to be measured frequently. This allows to
make decision regarding allocation of required resource effectively with minimal
cost in an organization. The indicators 14 and 15 provides results if there has
been inadequacy of resources. These two indicators are effective and highly
relevant to measure the effectiveness as well as adequacy of the allocated re-
sources and staffing in an organization.

The indicators 16 and 17 will not be able to measure overall the effectiveness of
the incident detection capability of an organization. The indicator developed in
this thesis are from safety indicator related research papers and standards. In
the safety field, the failure of the safety critical instruments also lead to the safety
incidents while in security field, incidents due to the failure of the security critical
instruments are not considered as incidents. The analysis of the failure of criti-
cal instruments corresponds to the reliability analysis rather than CIA. However,
failure considered here is due to security attacks on those security critical instru-
ment like IDPSs which makes it more relevant to the information security. There
are more indicators for monitoring of the incident detection capability like "mean
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time to incident detection" and also the indicators and precursors that indicates
the signs of security incidents. As we are adopting indicators from the safety
part which are totally different in nature and type in the detect part of the secu-
rity incident management process, we have only managed to adopt these two
indicators, 16 and 17. The indicators 16 and 17 are somehow definable but they
might not be effective and relevant. Though the security attacks have been suc-
cessful in the IDPSs, it can be assumed that threat agent might not waste time
on attacking the those detection systems rather than targeted main system. The
indicators 16 and 17 might be useful in the large organization which are dealing
with the sensitive data and information and have good security control system.
In this case, threat agent might target the detection system first to stop the relay
of signals to the concerned station.

The indicators 18 and 19 measure the effectiveness of the incident reporting
system of an organization. The indicator 18 is highly appropriate in the field
of security incident management because the ability to timely and accurately
record and report the occurrence of security incidents will always affect the out-
come of incident management process. Though indicator 19 is suitable for in-
cident management, but it might be somehow hard to interprate it. The result
of this indicator might not provide singular meaning. It should be carefully inter-
preted to discover the exact issue indicated by it because decrease in value of
this indicator indicates improvement in detection as well as reporting capabili-
ties in one hand and in other hand, it indicates ineffectiveness of security control
system.

Many organizations still lack formalised incident investigation i.e containment,
eradication and recovery process. Though they are handling the incidents, but
they lack formalised established procedure. This makes hard to track and trace
the process to see if there are any errors. This also makes difficult to measure
the overall performance of the process. However, despite of having formal in-
vestigations procedure, sometime they are still not followed. The indicator 20
provides results regarding the established investigation procedure. If the indi-
cator value is low, it might provide some information to the management why
established procedure are not followed. There might be difficulties in following
procedure or people are not aware or they are neglecting. The value of this indi-
cator might affect the outcome of investigation i.e indicator 21. The indicator 21
is very much appropriate for the field of incident management. It is highly valid
and measures the effectiveness of investigation process.

The review phase of the incident management must have direct involvement of
the management. The indicator 22 measures the timely decision making capa-
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bility of the review team. Most of the top level management of the organizations
are looking for measuring the effectiveness of the system, technical team, em-
ployees but decision has to be taken by them for further correction and modifi-
cation in process and system. They have to review the relevant processes and
procedures too. The most important part will be timely decision making and im-
plementation of the correction. The indicators 22 and 23 are important as well
as effective to measure the efficiency of the management team. These indica-
tors are also easily understood by the top level management. From the result
of the indicator, they might be able to quantify their efficiency and strength, and
correct themselves in case of failure.

The main disadvantage of most of the indicators in all phases of the incident
management is that they might not be directly compared among organizations.
Organizations have different sizes, scales and profile. Threat agents might use
different attack vectors to get into the system depending on security control sys-
tem implemented in organizations [18]. Similarly, the nature of attack vectors
might be different according to the value of organizations. This makes difficult to
set the common indicators for different organizations and comparison of indica-
tors among organizations would not be effective. In the same way, challenges
will also be identifying data sources, collecting and updating data over time for
indicator calculations. In order to regularly measure the effectiveness of incident
management process and constantly improve it, infrastructure (data sources,
method, system, process and people) are needed to collect and update data
over time. These need to be frequent and accurate as well. It might be costly
to implement new systems and infrastructure for data collection. So, empha-
sis should be given to use existing mechanisms for maintaining data. Similarly,
the accuracy of indicator result increases when the data are collected through
automated means rather than through manual collection. In those cases, care
should be taken while doing manual collection of data. The frequency of data
collection as well as the indicators visualization method also affect the overall
management process.
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5.4 Scenario
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Figure 5.2: Scenario

"World link Network’ is one of the leading network operator in the state. It pro-
vides network service to the most of the health care units, municipality and pri-
vate health practitioners in the state. It also provides network service to third
party service providers and through them to other users. It also has two data
centres as shown in figure 5.2. The most important objective of this company is
to interconnect all the parties and users of health system through secure network
to exchange the patient information. It shows that all the critical information,
data and resources are interconnected through this network. It historically expe-
rienced some security breaches that compromised critical informations of some
of the health care unit and other users. Because of those security breaches,
organization began to lose its reputation. Users complained showing no trust on
their services. As a result some of the users disconnected their services. The
management described this situation as opportunity to improve their security
system as well as incident management capability. So they decided to estab-
lish the incident management team whose one of the task was to develop and
implement the incident management indicators so that they could monitor and
evaluate the effectiveness of their security control system and incident response
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program. The other objective was also to find the weaknesses in their incident
management procedure and take suitable corrective actions.

The incident management team was established. The team consisted of four
members, one from management, two from CSIRT team and one senior IT se-
curity officer. The enough resources and budget were allocated for this team.
They developed the timetable and all members agreed upon the performing pe-
riodic review of the work they have conducted.

The incident management team started their work by reviewing the recent secu-
rity incidents and their reports. They also reviewed the organizational security
plans, policies and procedures for security incident management. They went
through the detail procedures and phases, the plan prepare and protect phase,
the detect phase, the respond phase and the review phase, of the incident man-
agement. The main purpose of this was to find the main issue that has lead to
the recent security breaches in the organization. They also increased the num-
ber of intrusion detection sensors to the starting edge of their every branch net-
work to users as shown in figure 5.2. They also decided to monitor the network
24/7 where it was half a day previously. For this reason, they asked manage-
ment for additional number of team members and other resources. Four more
member joined the team, two network analysers and two more CSIRT mem-
bers. They began to monitor the system and gather the data. The important
part of monitoring was the traffic analysis to find the trend of their normal traf-
fic behaviour and to do deep analysis in case of abnormal one. The relevant
and current processes and procedures were also analysed. With all those re-
views, analysis and monitoring, they concluded that the main issues that led to
the recent security breaches were risk understanding and identification, secu-
rity process disturbances control(described in chapter 4 table 4.2). This stated
that they had their weaknesses in the early phase of the incident management.
There was not effective planning and preparation to prevent the occurrence of
potential security incidents.

To address these issues, they decided to develop a indicator and implement it to
evaluate the level of risk understanding and identification, and security process
disturbances control. The purpose was also to measure their level of weak-
nesses in the identified issues above and come with suitable corrective action to
avoid further breaches. They identified four lagging as well as leading indicators
for issue risk assessment and identification where as two lagging indicators for
issue security process disturbances control. They are as:

1. Risk understanding and identification
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e Number of incidents related to unforeseen risks (leading indicator)

e Fraction of operational procedure that have been risk assessed (lead-
ing indicator)

e Portion of staffing and operating personnel taking risk courses last 12
months (lagging indicator)

¢ No. of violations to authorized entrance of systems (leading indicator)
2. Security process disturbances control

e Average no. of persons monitoring the security control system con-
tinuously (lagging indicator)

¢ No. of alarms not acknowledged during last month (lagging indicator)

After identification of the suitable indicators, team decided to collect the data
for all the above indicators. They identified the important data sources for the
all of above indicators. For the indicators related to issue risk understanding
and identification, the possible identified data sources were incident reports,
risk assessment reports, incident analysis reports, risk management training
reports, system logs. Similarly for issue security process disturbances control,
the identified possible data sources were IDPSs, SIEM, staffing plan report. The
team decided to collect the data on weekly basis. They notified all concerned
authorities to update the data on weekly basis and report to them. With the
collected data, they calculated the value of all the indicators on weekly basis.
The team identified that trend analysis is necessary to see the changes in data
and indicator values and they decided to have graphical representation of the
indicator values. For all of the leading indicators they had also estimated the
target.

After a each weekly collection of data and calculation of indicator value, the
team also had an meeting with management to act upon the result of the indica-
tor value. For example, the value of indicator 'Portion of staffing and operating
personnel taking risk courses last 12 months’ was very low initially, after meet-
ing, management decided that the risk courses should be taken by all the staffs
working and they also increased the number of risk courses to be taken at a
time. After one month, the value went on increasing to good number. With all
those indicators values and action upon them, initially, the number of incidents
did not decrease sufficiently. Though it was decreased to some amount later
on but not up to target the team has estimated. So, they began to review the
other issues that might have lead to frequent occurrence of the security inci-
dents. After review and analysis they found that, though the risk were identified
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and assessed, identified vulnerabilities and threats were not communicated to
entire organization sufficiently. So, the weakness was in their internal commu-
nication. They identified the indicator, 'No. of cases in which communication
among the personals have been inadequate’, to assess this issue of concern.
They collected the data through interviews and survey. Initially they found that
the communication mechanism in an organization to share critical information
was very poor. They along with the management decided to change the pro-
cedure regarding the communication. They implemented the open and direct
communication as one of the values of an organization. Direct communication
was encouraged throughout the organization. They also decided to conduct the
general meeting of an organization in every week to spread the critical informa-
tion regarding threats and vulnerabilities. It was monthly previously.

After a certain time, all of those used indicators were reviewed and evaluated
based on their effectiveness in achieving the organizational goal which was to
monitor the performance of the incident management team and decrease the
number of security breaches to the acceptable level. They decide to drop the
indicator 'Portion of staffing and operating personnel taking risk courses last 12
months’ as risk training was made mandatory to all of the staffs and person-
als. Similarly they also decided to discontinue with the indicator, ’Average no.
of persons monitoring the security control system continuously’, as there were
enough personnels allocated to monitor the network 24*7. Other than those,
they planned to continue with all other indicators. In addition to that, with con-
tinuous review and analysis, two other issues were to be addressed and related
indicators were also identified for the plan , prepare and protect phase.

The scenario above presents how the security indicators of the previous chap-
ters could be developed and implemented. It is also to show that other indicators
developed here might be useful for the organization according to their needs and
requirements. It is also obvious that all the indicators might not be able to use
at a time. The basic way to develop and implement the indicators would be
identifying the best issue of concern. In finding the true issue of concern, one
way to start might be finding the loophole in whole system and weaknesses in
organizational plans and policies.

It is also suggested that establishing separate team for performance indicator
development and implementation might not be feasible and cost effective for
any organizations. Instead of that, letting incident management team to work on
indicator development and implementation will be beneficial technically and fi-
nancially (as in the scenario). However, establishing incident management team
itself might be difficult for small and medium scale organizations due to budget
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issue. There will also be another issue of forming incident management team as
different roles are handled by single person in those organizations. In small and
medium scale organizations, available data and resources should be utilised and
analysed by top management to see if they indicate the system performance as
any fragment of data can be seen as indicator of something. The analysis of
available data might indicate the performance of the overall security system as
a general indicator or measure relevant issues within the system as a specific
indicator.



Chapter 6

Conclusion and Further Work

6.1 Conclusion

A theoretical study of safety performance indicators has been performed. The
study showed that there are some good and effective safety performance indi-
cators that can be adapted to the field of security incident management. The
effective safety indicators were adapted to the incident management field using
the defined methodology described earlier in the thesis. An analysis and discus-
sion of the indicators have also been performed. The analysis and discussions
included nature, usage, pros and cons of the adapted indicators. This activity
also included one scenario to describe how these indicators could be used and
implemented within an organization. So, the presented issues and indicators are
the result of the literature review, knowledge and expert’'s opinions from some
of the leading network operators like Uninett and Helsenett within the field of in-
formation security incident management, and the safety performance indicators
found relevant as a basis for development of security incident indicators.

It is found that though there are large number of developed and implemented
safety indicators in the safety area, only limited number of them could be used
effectively in different phases of security incident management. In the plan,
prepare and protect phase of incident management, effective indicators have
been adopted from the safety part. Similarly, we have been able to adopt more
indicators for the plan, prepare and protect phase of the security incident man-
agement than for the other phases. This shows that in the safety area, emphasis
has often been placed on preparing and preventing the safety incidents, rather
than detecting and responding to them. This may be the case because safety
threats are better observable and predictable. On the other hand, in information
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security, more emphasis has been placed responding to the incidents rather
than protecting against them. Though it is hard to prevent incident occurrence,
the use of indicators developed in the plan, prepare and protect phase of in-
cident management might provide support to monitor effectiveness of security
practices performed in the same phase. It might well help to reduce frequent
occurrence of security incidents in the organization.

However, the detection phase of incident management still lacks effective indica-
tors to measure its performance. In the safety field, occurrence of incidents due
to failure of safety critical instruments are also considered, where as in a secu-
rity field incident occurrence due to failure of security critical instruments are not
considered, as we are analysing CIA rather than the reliability. Similarly another
reason for difficulties in adopting safety indicators in the detection phase of the
incident management is nature and type of incidents as well as critical systems
that are used in detecting the incidents. Nature and type of incidents are totally
different from each other in the safety and information security field. The critical
systems that are used in detecting incidents are also different.

It was not possible to analyse and evaluate each of the indicators as there are
large number of developed and implemented safety performance indicators. The
methodology used in adapting the safety indicators to the field of security is pure
theoretical study and only deals with the development of the indicators. The
developed indicators were not implemented to check their usability. To further
evaluate quality of developed indicators, its performance needs to be measured
in intended operating environment.

6.2 Further Work

One of the future work of this thesis might be implementation of the indicators to
see how they measure performance of security incident management process
within an organization. It will give us option to observe how reliable collected
data are and how they affect the decision making process in the organization.

This thesis only includes security incident indicators adapted from the safety
field. So, it lacks good indicators specially developed for the detection phase of
the incident management. There are some effective incident management indi-
cators developed by some research organizations like SANS !. The indicators
developed here may be combined with existing indicators in the field to see the
completeness. It might become effective and efficient and overall performance

1http: //www.sans.org/
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of incident management process might be measured.
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Appendix A

Figures and Tables

Phases | Issues Indicators

Plan, Risk understand-

Prepare | ing and identifica- e Number of incidents related to unforeseen risks
and tion . .

Protect e Fraction of operational procedure that have been

risk assessed

¢ Portion of staffing and operating personnel taking
risk courses last 12 months

e No. of violations to authorized entrance of sys-
tems

Emergency pre-
paredness plan-
ning

e Number of elements in the plan which work cor-
rectly when tested

e Increase in number of incidents with effective
emergency plan in place
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Table A.1 — continued from previous page

Phases

Issues

Indicators

Personnel training
and education

e No of emergency preparedness exercise last
three months

e No. of different incident scenarios included in ex-
ercises last month

e No. of security proposals per employee

Internal and
external commu-
nication

e No. of risk issues communicated to the entire or-
ganization each month

¢ No. of cases in which communication among per-
sonals have been inadequate

Security process
disturbances con-
trol

e Average no. of persons monitoring the security
control system continuously

e No. of alarms not acknowledged during last
month

Adequate re-
source allocation

e No. of cases in which resources/staffing have
been inadequate last three months

e No. of cases in which response has been initiated
too late last three months

Learn from experi-
ences

(On hold)




Table A.1 — continued from previous page
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Phases | Issues Indicators
Timely procedure | (On hold)
and updating of
information and
system
Detect Security process
disturbances and , o
failure e Number of security critical instruments and detec-
tion systems that fail to operate
e Number of incidents due to failure in security crit-
ical instruments and detection system
Respond | Incident reporting
e Extent relevant incidents are reported
e Number of days since last recordable incidents
Investigations
e Extent that incidents are investigated in accor-
dance with established procedure
e Extent of events where the investigators identify
root and contributing causes
Review Follow up, shar-

ing of information
and application of
lessons learned

e Amount of time needed for implementation of rec-
ommendations from investigations

Management sys-
tems

e Number of relevant process/procedures reviewed
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Table A.1 — continued from previous page

Phases

Issues

Indicators

Table A.1: Phases, Issues and Developed Indicators
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