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Summary

Note

Numerous papers have been written on the topic of IEEE 802.11 security for wireless LANs (WLANS).
The major vulnerabilities of 802.11 security can be summarized as follows:

» Weak device-only authentication: Client devices are authenticated, not users.

»  Weak data encryption: Wired equivalent privacy (WEP) has been proven ineffective as a means to
encrypt data.

« No message integrity: The integrity check value (ICV) has been proven ineffective as a means to
ensure message integrity.

Cisco Systems recognizes that 802.11 security vulnerabilities can be a barrier to wireless LAN
deployment. To address these vulnerabilities, Cisco has devel oped the Cisco Wireless Security Suite to
provide robust enhancements to WEP encryption and centralized user-based authentication. This paper
discusses the following Cisco Wireless Security Suite features and configurations:;

« 802.1X authentication with Cisco LEAP
» Media access control (MAC) address authentication

- Temporal Key Integrity Protocol (TKIP) (per-packet key hashing and message integrity check
[MIC]) encryption enhancements: Cisco TKIP and Wi-Fi Protected Access (WPA) TKIP

Although this paper focuses on deployment of the Cisco Wireless Security Suite and Cisco LEAP, the
majority of the topics—including access point configuration, Remote Authentication Dial-In User
Service (RADIUS) server setup, and encryption/key integrity mechanisms—are applicable to other
Extensible A uthentication Protocol (EAP) types such as EAP-Transport Layer Security (EAP-TLS) and
Protected Extensible Authentication Protocol (PEAP).

Refer to the following URL if you need additional information on the Cisco Wireless Security Suite:
http://www.cisco.com/go/aironet/security.
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M Prerequisites

Prerequisites

The following software rel eases are the minimum requirements for each of the deployment
configurations noted.

Cisco Aironet Access Point and Wireless Bridge Requirements

» Cisco Aironet 340 and 350 series access points and Cisco Aironet 350 series wireless bridges:
— Access point firmware version 11.05afor Cisco LEAP
— Access point firmware version 11.06a for MAC authentication
— Access point firmware version 11.10T1 for TKIP MIC and per-packet keying
— Wireless bridge firmware version 11.10T1 for Cisco LEAP

— Access point or wireless bridge firmware version 11.21 for joint EAP/MAC authentication for
public space deployments

» Cisco Aironet 350, 1100, and 1200 series access points:
— Cisco 10S Software Release 12.2(4)JA for Cisco LEAP and Cisco TKIP

— Cisco 10S Software Release 12.2(11)JA for WPA TKIP and Cisco Centralized Key
Management (CCKM) for fast secure roaming support

Wireless LAN Client Adapter Requirements

» Cisco Aironet 340, 350, and CB20A wireless LAN client adapters with Windows platform:
— Firmware version 4.25.23 for per-packet keying
— Network Driver Interface Specification (NDIS) driver version 6.97 for Cisco LEAP
— NDISdriver version 8.01.06 for MIC
— Firmware version 5.20.17 for Cisco CCKM
— Firmware version 5.30.17 for WPA TKIP

— Cisco Aironet Client Utility (ACU) version 6.0 is recommended, but version 6.2 isrequired for
WPA

» Cisco Aironet 340 and 350 series wireless LAN client adapters with Windows CE platform:

— Windows CE driver version 1.5, but version 2.3 is recommended

Note At the time of thiswriting, software and encryption enhancements (TKIP) from Cisco are available for
Windows 95, 98, 2000, Millennium (Me), XP, and NT; Windows CE 2.11 and 3.0; Macintosh 9.x and
10.x; and Linux kernel version 2.2 and 2.4 and the above-based clients. WPA TKIP support is available
only for 350 and CB20A client adapters on computers running Windows 2000 or XP.

Deployment Guide: Configuring the Cisco Wireless Security Suite
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» Non-Cisco wireless LAN client adapters:
— 802.1X-capable network interface cards (NICs)
— Third-party supplicant:
a. Funk Software Odyssey Client version 2.2
b. Meetinghouse Data Communications AEGIS Client version 2.1
— WHPA-capable NIC card (drivers/firmware) required for WPA:
http://www.wi-fialliance.com/OpenSection/certified_products.asp

Cisco Aironet Workgroup Bridge Requirements

» Cisco Aironet 340 and 350 series workgroup bridges:
— Firmware version 8.65, but version 8.84 is recommended

Cisco Secure Access Control Server Requirements

» Cisco Secure Access Control Server (ACS):
— Version 3.2 isrecommended
— Version 2.6 or 3.0 isrequired to process Cisco LEAP/MAC authentication requests

« |If the Cisco Secure ACS is authenticating users with a Windows NT/2000 domain, it should be
configured for external database support.

« If the Cisco Secure ACSis authenticating users with its own local user database, this database must
be populated with the appropriate user IDs.

Instructions for Upgrading Components

« Instructions for upgrading Cisco Aironet access point firmware:

http://www.cisco.com/univercd/cc/td/doc/product/wirel ess/airo1200/accsspts/ap120scg/bkscgel0.
htm

« Instructions for upgrading Cisco Aironet wireless LAN client adapter drivers and firmware:

http://www.cisco.com/univercd/cc/td/doc/product/wirel ess/airo_350/350cards/windows/incfgé/win
5 ch3.htm

« Instructions for installing Cisco Secure ACS version 3.2:
http://www.cisco.com/univercd/cc/td/doc/product/access/acs soft/csacs4nt/acs32/win32sig.htm

« Instructions for configuring Cisco Secure ACS internal and external user databases (version 3.2):
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_soft/csacsdnt/acs32/user/d.htm

« Instructions for adding users to the local Cisco Secure ACS database (version 3.2):
http://www.cisco.com/univercd/cc/td/doc/product/access/acs soft/csacs4nt/acs32/user/u.htm

- Release Notes for Cisco Secure ACS Version 3.2:

http://www.cisco.com/univercd/cc/td/doc/product/access/acs_soft/csacs4nt/acs32/rnwin321.htm

Deployment Guide: Configuring the Cisco Wireless Security Suite
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M Configuring Cisco LEAP

» Release Notesfor Cisco Aironet 1200 series access points (Cisco | OS Software Release 12.2(4) and
later and VxWorks revisions):

http://www.cisco.com/univercd/cc/td/doc/product/wirel ess/airo1200/accsspts/index.htm

» Release Notesfor Cisco Aironet 1100 series access points (Cisco | OS Software Release 12.2(4) and
later):

http://www.cisco.com/univercd/cc/td/doc/product/wirel ess/airo1100/accsspts/index.htm
« Documentation for Cisco Aironet 340, 350, and CB20A wireless LAN client adapters:

http://www.cisco.com/univercd/cc/td/doc/product/wirel ess/airo_350/350cards/index.htm
- Cisco Aironet wireless software (Cisco.com Software Center):

http://www.cisco.com/public/sw-center/sw-wirel ess.shtml

Configuring Cisco LEAP

This section covers the basic configuration of Cisco LEAP on the Cisco Secure ACS, the access point,
and various clients, including access point repeaters, non-root bridges, and workgroup bridges.

Adding the Access Point to the Cisco Secure ACS

Stepl  Onthe Cisco Secure ACS main menu, click Network Configuration.
Step2  Under AAA Clients, click Add Entry.

Step3  Configure the domain name server (DNS) name of the access point, the |P address of the access point,
the RADIUS shared secret, and the authentication method as shown in Figure 1.

~

Note  Be sureto choose RADIUS (Cisco Aironet) from the Authenticate Using drop-down menu.

Step4  Click Submit + Restart to finish.
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Figure 1 Adding an Access Point to the Cisco Secure ACS
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Configuring the Master Encryption Key/Session Timeout

The IEEE 802.1X standard specifies a reauthentication option. The Cisco LEAP algorithm uses this
option to expire the current master encryption key for the user and issue a new master key. Although
reauthentication is an option, it is disabled by default. This procedure enables the 802.1X WEP master
encryption key timeout.

Stepl  Onthe Cisco Secure ACS main menu, click Group Setup (see Figure 2).

Step2  Choose the group for which the master encryption key/session timeout is to be modified. In most cases,
the default group is the one to modify. Click Edit Settings.

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Figure 2 Cisco Secure ACS Group Setup
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Step3  Usethe Cisco Aironet RADIUS attribute value [5842\001] Cisco-Aironet-Session-Timeout to set the
master encryption key timeout (see Figure 3). This timeout value is configured in seconds for per-user
EAP keys, which should be set depending on the encryption modes used. Refer to the Cisco Wireless
Security Suite documentation for guidelines on setting the session key timeout.

http://www.cisco.com/en/US/netsol/ns339/ns395/ns176/ns178/networking_solutions_white paper0918
6a00800b469f.shtml

N,

Note  You may also set the Cisco Aironet RADIUS attribute for the Cisco Aironet session timeout if
the Cisco Secure ACS is configured for per-user TACACS+/RADIUS attributes. Thisis
configured under I nterface Configuration > Advanced Options.

Figure 3 Cisco Aironet RADIUS Session Timeout (Group Setup)
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Step 5

Step 6
Step 7

Step 8
Step 9
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2

Note  Thesessiontimeout may be controlled with the [IETF RADIUS Attributes or value [027] Session
Timeout. This may be useful for non-Cisco access points that do not support Cisco RADIUS
Vendor Specific Attributes (VSA). This setting affects all sessions (for example, virtual private
network [VPN], dial, and so on) that are authenticated by the Cisco Secure ACS. Make sure that
using this parameter will not negatively impact other authentication mechanisms.

Click Submit + Restart to finish.

To use an external Microsoft database to authenticate users, add the external database to Cisco Secure
ACS.

Click External User Databases and Database Configuration.
From the External User Database Configuration options list, choose Windows Database (see Figure 4).

Figure 4 External User Database Configuration
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On the Edit Database page, click Configure to access the Windows User Database Configuration page.

Scroll to the Configure Domain List section and choose the appropriate Microsoft domain to check for
user authentication (see Figure 5).
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Step 10
Step 11

Step 12
Step 13
Step 14
Step 15

Figure 5 Configure Domain for External Windows Database
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Scroll to the bottom of the Windows User Database Configuration page and click Submit.

An “unknown user policy” must be configured to permit Cisco L EAP authentication requests that are
not reconciled on the local Aironet Client Utility (ACU) database to be checked with an external
database. To authenticate Cisco LEAP users to the previously configured external Windows database,
add the Windows database to the unknown user policy.

Click External User Databases again and choose Unknown User Policy.

On the Configure Unknown User Policy page, choose Check the following external user databases.
From the External Databases list, add the Windows database to Selected Databases (see Figure 6).
Scroll to the bottom of the Configure Unknown User Policy page and click Submit.
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Figure 6 Configure Unknown User Policy for Windows Database
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Configuring the Access Point for Local/Fallback RADIUS Server Functionality

Starting with Cisco 10S Software Release 12.2(11)JA, the 1100 and 1200 series access points have a
feature that enables them to function as local or fallback RADIUS servers. This permits client devices
to authenticate and receive dynamic encryption keys, even with failure of aWAN link between the access
point and the centralized RADIUS server. The following steps describe how to configure local
authentication and establish the local user database in the access point.

Note  User Datagram Protocol (UDP) port 1812 is used for authentication messaging to the access point local
authenticator (as opposed to the default of port 1645), and as many as 50 users are supported in the access
point’s local authentication database. The order in which the access point attempts to authenticate a user
with the serversin the list matches the order in which the operator entered them in the configuration. For
example, the secondary RADIUS server should be entered last, and the primary RADIUS server should
be entered first. (From Server Manager, refer to the “ Configuring Access Points Running Cisco |0S
Software Release 12.2(4)JA or Later for Cisco LEAP” section on page 12.) The local/fallback server is
automatically the last server attempted. The Dead RADIUS Server List should be enabled in order to
permit reattempting primary server and failover to the local server.

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Configure the access point for Cisco LEAP authentication by following the steps outlined in the
“Configuring Access Points Running Cisco |OS Software Release 12.2(4)JA or Later for Cisco LEAP”
section on page 12 or the “Configuring Access Points Running VxWorks Software Release 12.03T or
Earlier for Cisco LEAP” section on page 15. If the access point will be used without a centralized
RADIUS server, configure the local authentication service first.

Browse to the access point.

Click Security.

From the Security submenu, click Local RADIUS Server.
Click the General Set-Up tab (see Figure 7).

Enter the access point’s | P address in the Network Access Server field and the desired RADIUS shared
secret in the Shared Secret field.

Click Apply to activate the changes.

Figure 7 Local RADIUS Server Configuration - General Setup
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These CLI commands approximate the GUI steps above:

ap(config)# radius local
ap(config-rad-svr)# nas <ip address of NAS>

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Step8  RADIUS user groups may be configured to permit differentiation between groups for different access
requirements. Add a new group in the Group Name field under the User Groups section of the General
Set-Up page (see Figure 8).

Step9  If necessary, configure the session timeout, failed authentication attempts, lockout timer, assigned
virtual LAN (VLAN), and assigned service set identifier (SSID) RADIUS parameters for each user
group.

Step10  Click Apply to activate the changes and create the user group.

Figure 8 RADIUS User Group Configuration
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These CLI commands approximate the GUI steps above:

ap(config-rad-svr)# group <groupname>
ap(config-rad-svr-group)# ssid <allowed SSID>
ap(config-rad-svr-group)# vlan <allowed vlan id>
ap(config-rad-svr-group)# reauthentication time <session timer>

ap(config-rad-svr-group)# block count <number attempts> time <lockout time>

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Step 11

Step 12
Step 13

Step 14

Enter the user credentials for local authentication under the Individual User section of the Local
RADIUS Server page (see Figure 9).

Enter the Cisco LEAP username in the Username field. Spaces are not permitted.

Enter the Cisco LEAP user password (up to 32 characters) in the Password field. You may enter the
password in text (displayed as NT hash after entry) or directly as NT hash (see Figure 9).

Click Apply to activate the changes and create a user in the local database.

Figure 9 Individual RADIUS User Configuration
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This CLI command approximates the GUI steps above:

ap(config-rad-svr)# user <username> password <pass> group <groupname>

Configuring Access Points Running Cisco I0S Software Release 12.2(4)JA or
Later for Cisco LEAP

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Browse to the access point.

Click Security.

From the Security submenu, click Server Manager.

Configure the |P address of the Cisco Secure ACS in the Server field.

Choose RADIUS from the Server Type drop-down box and enter the shared secret in the Shared Secret
field (see Figure 10).

Check the EAP Authentication check box and specify an authentication port if you are not using the
default value (1645).

Click Apply to save the server configuration settings.

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Figure 10 = Server Manager Configuration for Cisco 10S Software Release 12.2(4)JA or Later
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These CLI commands approximate the GUI steps above:

ap(config)# radius-server host <ip address> auth-port 1645 acct-port 1646 key <shared secret>
ap(config)# radius-server retransmit <number retries>

ap(config)# radius-server timeout <seconds>

ap(config)# aaa group server radius <server groupname for EAP>

ap(config-sg-radius)# server <ip address> auth-port 1645 acct-port 1646

ap(config-sg-radius)# deadtime <minutes>

ap(config)# aaa authentication login <auth list for EAP> group <server groupname>

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Step 8

Step 9
Step 10
Step 11

Step 12

In the Global Server Properties section of the Server Manager page, configure the non-default RADIUS
Server Timeout (the default is 5 seconds), RADIUS Server Retransmit Retries (the default is three
attempts), and Dead RADIUS Server List (the default is Disabled). The Dead RADIUS Server function
controls the period of time that the access point stays on a secondary or backup before attempting to
again authenticate users with the primary server.

N

Note If the Dead RADIUS Server Listisnot enabled, all authentication attemptsto the primary server
must time out before the access point tries authentication with the backup server. Therefore, the
Dead RADIUS Server List should be enabled for all deployments of backup RADIUS servers.

Choose SSID Manager from the Security submenu.
Choose SSID from the Current SSID List (see Figure 11) to configure Cisco LEAP for the active SSID.

Check the Network EAP check box. If you are using non-Cisco client cards, specify Open
Authentication, check the Add check box, and specify EAP Authentication in the drop-down box.

Click Apply to activate changes to the appropriate radio interface (RadioO for an internal radio, Radiol
for a modular radio).

Figure 11  SSID Manager Configuration for Cisco IOS Software Release 12.2(4)JA or Later
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This CLI command approximates the GUI steps above:

ap(config-if-ssid)# authentication network-eap <auth list>
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Step 13
Step 14

Step 15
Step 16
Step 17
Step 18

Configuring Cisco LEAP W

Choose WEP Key Manager from the Security submenu.

Choose Optional or Mandatory encryption from the WEP Encryption drop-down box under the
Encryption Modes section. Choosing Optional encryption permits non-WEP clients to associate to the
access point.

Click Apply to activate changes for the appropriate radio interface.
Choose Advanced Security from the Security submenu.
Click the Timers tab.

Under Global Client Properties, set the client holdoff time, the period of time that a client is disabled
from reauthenticating after unsuccessful EAP retries. In addition, you can configure client EAP settings
for (re)authentication and the EAP request interval. The EAP reauthentication interval setting enables
the access point to force client reauthentication at a specified interval if not specified by the RADIUS
server. The EAP client timeout controls the amount of time that the access point waits for an EAP
response from the client before considering an EAP request failed.

These CLI commands approximate the GUI steps above:

ap(config-if)# encryption mode wep mandatory (or optional)
ap(config-if)# dotlx client-timeout (seconds that AP waits for client EAP response)
ap(config-if)# dotlx reauth-period (seconds, reauth interval)

ap(config)# dot11 holdoff-time (seconds, client lockout after unsuccessful EAP)

Configuring Access Points Running VxWorks Software Release 12.03T or
Earlier for Cisco LEAP

Step 1
Step 2
Step 3
Step 4
Step 5

Browse to the access point or wireless bridge.
From the Summary Status page, click Setup.
From the Services menu, click Security.
Click Authentication Server.

From the 802.1X Protocol Version drop-down box, select the version of 802.1X to run on this access
point (see Figure 12). Note that IEEE 802.1X Draft 7 is no longer supported.

N,
Note  All clients using Cisco LEAP with these access points must be Draft 8 (4.25.x or earlier) to
function with Draft 8 firmware on access points running VxWorks software (11.06 or earlier).

[ oL-5820-01
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Step 6
Step 7
Step 8
Step 9
Step 10
Step 11

Step 12

Step 13
Step 14
Step 15
Step 16

Figure 12  RADIUS Server Configuration for VxWorks Access Points
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Configure the IP address of the Cisco Secure ACS in the Server Name/IP field.

Make sure that the Server Type drop-down box is set to RADIUS.

Change the Port field to 1645. This is the correct IP port number to use with the Cisco Secure ACS.
Configure the Shared Secret field with the value configured on the Cisco Secure ACS.

Check the EAP Authentication check box.

Modify the Retran Int (retransmission interval) and Max Retran (maximum number of retransmissions)
fieldsif desired. These aretheinterval and number of attempts for which authentication requests are sent
by the access point to the Cisco Secure ACS. If the Cisco Secure ACS in use exceeds this value, the
access point will attempt to communicate with the next configured Cisco Secure ACS in sequence. As
shown in Figure 12, the access point supports up to four RADIUS servers or Cisco Secure ACSs.

If necessary, set the Primary Server Reattempt Period to the interval upon which the access point will
reattempt to authenticate using the primary (first listed AAA) server.

Click OK when finished.
The access point GUI returns to the Security Set-Up page.
Click Radio Data Encryption (WEP).

Configure aWEP key by entering a40- or 128-bit key valueinthe WEP Key 1 field (see Figure 13). This
key is used as the broadcast WEP key if specified.
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Step 17

Step 18

Step 19

Step 20

Configuring Cisco LEAP W

Figure 13  Encryption Configuration for VxWorks Access Points
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If only dynamic WEP client devices use this device, configure the access point for broadcast key
rotation, which generates a dynamic broadcast key. See the “ Configuring a Root Bridge or Access Point
Running VxWorks for Cisco TKIP Enhancements” section on page 49.

Choose the authentication types to use. Check the Networ k-EAP, Open, and Require EAP check boxes
if applicable.

Make sure that the Use of Data Encryption by Stations drop-down box is set to Optional or Full
Encryption. Optional allows the simultaneous use of non-WEP and WEP clients on the same access
point. Using non-WEP and WEP clients on the same access point may compromise the security of the
access point because this configuration allows unencrypted client associations to the access point. Use
Full Encryption if possible.

Click OK to finish.
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Configuring Cisco LEAP Clients

Configuring Windows Clients for Cisco LEAP

Stepl  Open Aironet Client Utility version 6.2.

N

Note  Refer to Appendix A: Verifying the Firmware and Driver Versions for client requirements.

Step2  Choose Profile Manager from the Commands drop-down menu or click the Profile M anager icon.
Step3  Click Add and enter a name for the profile (see Figure 14).
Step4  Click Apply.

Figure 14  Profile Management for Aironet Client Utility Version 6.2
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Step5  On the Profile Properties screen, configure the client name, SSIDs, and power save mode and set the
network type to I nfrastructure (see Figure 15).
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Figure 15  System Parameters for Aironet Client Utility Profile
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Step6  Configuretheradio frequency (RF) Network and Advanced settings as necessary for the WLAN network
and the device.

Step7  Click the Network Security tab (see Figure 16).
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Figure 16  Security Configuration for Aironet Client Utility Profile
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Step8  Choose LEAP.

N

Note Dynamic WEP under Data Encryption is enabled by default when you choose LEAP.

Step9  If applicable, check the Wi-Fi Protected Access (WPA) and Allow Fast Roaming (CCKM) check
boxes.

N

Note  Refer to the “Configuring Wi-Fi Protected Access (WPA) Security” section on page 54 and the
“Configuring Cisco Centralized Key Management for Fast Secure Roaming” section on page 51.

Step10  Click Configure LEAP. The LEAP Setting screen appears (see Figure 17).
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Step 12

Step 13

Step 14

Configuring Cisco LEAP W

Figure 17  LEAP Settings Screen
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Choose the desired user prompt mode for the Cisco L EAP authentication process (Windows credentials,
automatic prompt, or manual prompt).

N

Note  The Use Saved User Name and Password mode is not required for transparent reauthentication.

Check the Include Windows L ogon Domain with User Name check box if single sign-on to a
Microsoft domain is desired.

Make sure that the No Network Connection Unless User Is L ogged In check box is checked in order
to automatically disassociate a client when a user logs off to prevent other users on a shared machine
from using someone else’s credentials.

Configure the LEAP Authentication Timeout Value to extend the time permitted to authenticate the user
to adomain controller. (The default is 90 seconds; the minimum is 10 seconds.)
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Configuring Windows CE Clients for Cisco LEAP

Stepl  Launch Aironet Client Utility version 2.3 on the Windows CE device (see Figure 18).
Figure 18  Windows CE Aironet Client Utility Version 2.3
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Step2  Click Add to add a profile.

Step3  Tap Edit to access profile properties.

Step4  Choose Network Security Type from the Property box.

Step5  Choose L EAP from the Value drop-down box (see Figure 19).
Step6  Tap OK.

Step7  To enable your client adapter to automatically connect to a Cisco LEAP network upon card insertion or
device resume, enter your username, password, and optional domain name in the User Name, User
Password, and User Domain fields.
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Figure 19  Profile Configuration for Windows CE Aironet Client Utility Version 2.3

¥ |aironet Client Utility ¢ 5:32 B

‘LEAP' Propetties
Property: Walue:
LEAF

551D A
Client Mame ]
Infrastructure Mode
Power Save Mode

Hosk Based EAP
—

Mebwiork, Security Ty
WEP

Authentication Tyvpe
User Mame —

User Password ok
User Domain ||
Mixed Mode - Cancel

117200

Configuring a Repeater Access Point for Cisco LEAP

Configure an access point repeater for Cisco LEAP in the same manner as you would aroot access point,
as detailed in the “Configuring Access Points Running Cisco |OS Software Release 12.2(4)JA or Later
for Cisco LEAP” section on page 12. Then perform the following additional steps.

Configuring Access Points Running Cisco 10S Software Release 12.2(4)JA or Later for Cisco LEAP

Stepl  Browse to the access point repeater.

Step2  Click Security.

Step3  From the Security submenu, click SSID Manager to access the authentication options.
Step4  Make sure that the access point is configured for Network EAP authentication.

Step5  Under EAP Client, configure the Username and Password to be used by the repeater in Cisco LEAP
authentication to the root access point (see Figure 20).

Step6  Click Apply to activate the changes.
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JE

Figure 20  10S Repeater Access Point Configured as EAP Client
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This CLI command approximates the GUI steps above:

ap(config-if-ssid)# authentication client username <user> password <pass>

Configuring Access Points Running VxWorks Software Release 12.03T or Earlier for Cisco LEAP

Stepl  Browse to the access point or wireless bridge.

Step2  Click Setup.

Step3  Under Repeater Radio > Network Ports, choose | dentification.

Step4  Enter the correct Cisco LEAP username and password (see Figure 21).

Step5  Click OK.

~

Note It isalso possible to configure the repeater access point to serve as a network access server
(NAS) or as an 802.1X EAP authenticator to clients or other repeaters. The repeater must be
configured in the Cisco Secure ACS as a AAA client and must have the Cisco Secure ACS
defined in its security configuration, as with a root access point.
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Figure 21  VxWorks Repeater Access Point Configured as EAP Client
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Configuring a Non-Root Cisco Aironet 350 Series Wireless Bridge for Cisco LEAP

Configure anon-root wireless bridge for Cisco LEAP in the same manner as you would aroot bridge, as
detailed in the “ Configuring Access Points Running VxWorks Software Release 12.03T or Earlier for
Cisco LEAP” section on page 15. Then perform the following additional steps.

Note  Refer to the “Configuring Cisco LEAP” section on page 4 for additional guidance on Cisco LEAP
configuration.

Stepl  Browse to the wireless bridge.

Step2  Click Setup.

Step3  Under Network Ports, under Bridge Radio, choose | dentification.

Step4  Configure the correct Cisco LEAP username and password (see Figure 22).
Step5  Click OK.

Figure 22  VxWorks Non-Root Bridge Configured as EAP Client
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Configuring the Cisco Aironet 350 Series Workgroup Bridge for Cisco LEAP

Stepl  Browse to the workgroup bridge.

Step 2 Make sure that the SSID is correct.

Step3  Click Allow Config Changes.

Step4  Inthe Configuration box, click Security.

Step5  IntheLogin User Name field, configure the username for Cisco L EAP authentication (see Figure 23).
Step6  Click Save.

Step7  Inthe Login Password field, configure the appropriate password.

Step8  Click Save.

Step 9 For the Authentication Mode, click EAP.

Step 10  Verify association to the access point by clicking Association in the Statistics field.

Figure 23  Workgroup Bridge Security Configuration
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Configuring Non-Cisco Client Devices for Cisco LEAP

It is possibleto configure other client devices for use with the Cisco Wireless Security Suite. The advent
of the Cisco Compatible Extensions program for client devices and the availability of third-party
supplicants have madeit possibleto share acommon secureinfrastructure with variousvendors’ devices.
This section shows the basic configuration for Funk Software Odyssey and Meetinghouse Data
Communications AEGI S supplicants.

If you are using the Funk or M eetinghouse supplicant for WPA authenticated key management, you must
use a NIC card that has WPA-compliant firmware and drivers. Refer to the Wi-Fi Alliance website for
details on WPA-certified NIC cards:

http://www.wifialliance.org

Configuring the Funk Software Supplicant for Cisco LEAP
This section describes how to configure the Funk Software Odyssey Client supplicant version 2.2 for
Cisco LEAP authentication. If you are using non-Cisco client cards with Cisco Aironet access points

running Cisco |0S Software Release 12.2(4)JA or later, the access point must be configured for Open
authentication with EAP under SSID Manager.

Stepl  Onthe Connection screen (see Figure 24), choose the adapter to which the networks and profiles settings
will be applied.

Figure 24  Funk Odyssey Connection Screen
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Step2  Onthe Add Profile screen, enter a profile name (see Figure 25). The first tab on the Add Profile screen
is User Info. On thistab, enter your login name, including Microsoft domain if applicable. Specify the
password entry method (Windows credentials or user-prompt mode).

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Step 3
Step 4

Configuring Cisco LEAP W

Figure 25  Funk Odyssey Add Profile Screen - User Info Tab
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Click OK to save your user information.

Click the Authentication tab, choose the authentication protocol to be used in the profile (see Figure 26),
and click OK.

N,
Note  Click Add to access selections. For Cisco LEAP authentication, choose the EAP/LEAP option
and click OK (see Figure 27).

[ oL-5820-01
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Figure 26  Funk Odyssey Add Profile Screen - Authentication Tab
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Figure 27  Funk Odyssey Add EAP Protocol Screen
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Step5  After you configure a profile for Cisco LEAP, you can configure a network to use the authentication
profile. On the Add Network screen (see Figure 28), configure a network name, description, network
type, association mode, encryption method, and authentication mechanism. The configuration shown in
Figure 28 is for use with Cisco LEAP authentication and dynamic WEP encryption.

N,
Note  Set the Association Mode field to WPA and the Encryption Method field to TKIP if you are
using WPA -authenticated key management.

Figure 28  Funk Odyssey Add Network Screen

— Mebwork,

Hetwark name (551D [<S51D>

[T Connect bo any available netwark Scan ...

Dezcription [optional]: |<F'rn:|file |dentifiers

Led Led Led Ll L

M etwork, bype: I.-’-'-.cu:ess point [infraztucture mode]
Channel: I default channel
Azzociation mode: I-:upen

E ncryption method: IWEF‘

— Authentication

v authenticate using profile: ~

¥ Eeps will be generated autamatically for data privacy

— Pre-configured kevs MWER]

Earmat far entenng keys; I.-“-‘-.S Cll characters j

Foey [ I
Fey 1 I
fen 2 I

|

foen 3

| k. I Cancel

17210

Deployment Guide: Configuring the Cisco Wireless Security Suite
I oL-5820-01 .“



M Configuring Cisco LEAP

Configuring the Meetinghouse AEGIS Supplicant for Cisco LEAP

This section describes how to configure the M eetinghouse Data Communications AEGIS Client
supplicant version 2.1 for Cisco LEAP authentication for client devices authenticating to Cisco Aironet
access points running Cisco |OS Software Release 12.2(4) or later. The access point must be configured
for Open authentication with EAP under SSID Manager for use with third-party supplicants.

Stepl  Onthe AEGIS Client main screen (see Figure 29), choose the adapter to configure for Cisco LEAP

authentication. Right-click the adapter or click the Networ k Profiles icon to access the 802.11 network
screen.

Figure 29  AEGIS Client Main Screen

e
futhentication  Wiew  Help

QOO HE

| Autheriicatan State | wieless Metwork |
M inteliR) PROTIO0 VE Netwark Connection Started N
) Started Mot Bssocisted

Wirgless card not associated to any netwark

1nv2in

Step2  Onthe Wireless Networks screen (see Figure 30), choose the network to configure for Cisco LEAP from

the Available Networks list or click Add to enter it manually.

Jl  Deployment Guide: Configuring the Cisco Wireless Security Suite
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Figure 30  AEGIS Client Wireless Networks Screen
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The Wireless Properties screen appears (see Figure 31).
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Figure 31  AEGIS Client Wireless Properties Screen - Profile Information Tab
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Step3  OntheWireless Properties screen, enter anamein the Network Profilefield, enter the SSID for the Cisco
LEAP network in the Network Name field, uncheck the Associate with any available network check
box, and choose the authentication profile to be used with this network profile.

Step4  Click View to access the AEGIS Client User Settings screen (see Figure 32) or access the screen from
the Authentication Profilesicon on the AEGIS Client main screen.

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Step 6
Step 7
Step 8
Step 9
Step 10

Step 11
Step 12

Configuring Cisco LEAP W

Figure 32  AEGIS Client User Settings Screen
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Click Add to be prompted for an authentication profile name.

Enter the user ID to be used for Cisco LEAP authentication in the Identity field.

Choose L EAP from the Authentication Type drop-down box.

Either check the Use Windows logon credentials check box or enter a password, as appropriate.
Click OK to save the authentication profile.

Return to the Wireless Properties screen and click the WEP Management tab to configure Provide
Encryption Key Dynamically settings. Choose Disabled for WEP.

Click the WPA Settings tab and choose WPA 802.1X for WPA Mode (see Figure 33).
Click OK to save the changes.

[ oL-5820-01
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Figure 33  AEGIS Client Wireless Properties Screen - WPA Settings Tab
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Configuring MAC Authentication

MAC authentication isaway to centrally authenticate devicesthat do not support 802.1X. Because MAC
authentication is an inherently weak form of authentication, the MAC addresses are transmitted
unencrypted across the wireless medium. With MAC authentication, an eavesdropper can easily spoof a
MAC address and gain entry to the network.

Note  If the Cisco Secure ACS used for MAC authentication is also used for Cisco LEAP authentication, MAC
addresses must be stored in clear text (Password Authentication Protocol [PAP] passwords) exclusively.
A strong Challenge Handshake A uthentication Protocol (CHAP)/MS-CHAP password—differing from
the MAC address—isrequired as well. Failure to use adifferent, strong CHAP/MS-CHAP password for
the Cisco Secure ACS enables unauthorized users to use aMAC address as a Cisco L EAP username and
password to gain access to the network.

Adding the Access Point to the Cisco Secure ACS

The process for adding an access point that uses MAC authentication is identical to the process for
adding an access point that uses Cisco LEAP authentication. Refer to the “Adding the Access Point to
the Cisco Secure ACS” section on page 4 for instructions.

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Adding a MAC Address to the Cisco Secure ACS

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

The Cisco Secure ACS can authenticate MAC addresses sent from an access point. A properly

configured access point attempts to authenticate a MAC address using Secure-PAP authentication with

the Cisco Secure ACS. The MAC addresses are entered into the Cisco Secure ACS as users, with the
username and password being the MAC address.

On the Cisco Secure ACS main menu, click User Setup.

In the User field, enter the MAC address to add to the user database. Do not use dashes, periods, or any

other delimiters.
Enter the MAC address in the CiscoSecure PAP Password field (see Figure 34).

Figure 34  Cisco Secure ACS Version 3.2 User Setup for MAC Authentication
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Check the Separate (CHAP/M S-CHAP/ARAP) check box.
Enter a strong password for CHAP/MS-CHAP/ARAP. It should not match the MAC address.
Click Submit.
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Configuring MAC Authentication on the Root Bridge or Access Point

There are two modes for MAC authentication.
- MAC authentication only

This mode allows for MAC address authentication as a way to augment open, shared key, or
network-EAP authentication.

« MAC authentication to coexist with EAP authentication

This mode allows for MAC address authentication or EAP to authenticate the device or user. The
access point first attempts MAC authentication. If that fails, the access point attempts EAP
authentication for open and shared-key clients. It is also possible to sequentially authenticate
users—initially with MAC and subsequently with EAP.

Configuring MAC Authentication Only

Configuring Cisco Aironet Access Points Running Cisco I10S Software Release 12.2(4)JA or Later for MAC Authentication

Stepl  Browse to the access point.
Step2  Click Security.
Step3  From the Security submenu, click Advanced Security.

Step4  Setthe MAC Addresses Authenticated By parameter to Authentication Server Only or Authentication
Server if not found in Local List in order to permit RADIUS-based MAC authentication (see

Figure 35).

N

Note  Inaddition to centralized MAC authentication, it is possible to MAC-authenticate users against
alocally configured databasein the access point if either the Local List Only or Authentication
Server if not found in Local List option is selected.
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Step 5
Step 6
Step 7

Step 8

Step 9

Configuring MAC Authentication

Figure 35 MAC Address Authentication Screen
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Click Apply to activate MAC authentication.
From the Security submenu, click Server Manager.

Add the Cisco Secure ACS to be used for MAC authentication. Configure the server, shared secret, and
authentication port. Then check the Use Server for: MAC Authentication check box (see Figure 36).

~

17218

MAC authentication.

The same Cisco Secure ACS that is used for Cisco LEAP authentication may also be used for

[ oL-5820-01

If you want to use the local MAC database, enter the appropriate client MAC address in the New MAC
Address field under the Local MAC Address List.

Click Apply to activate the server configuration.
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Step 10
Step 11
Step 12

Step 13

Figure 36  Configuring Server Manager for MAC Authentication
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These CLI commands approximate the GUI steps above:

ap(config)# radius-server host <ip address> auth-port 1645 acct-port 1646 key <shared secret>
ap(config)# radius-server retransmit <number retries>

ap(config)# radius-server timeout <seconds>

ap(config)# aaa group server radius <server groupname for MAC>

ap(config-sg-radius)# server <ip address> auth-port 1645 acct-port 1646

ap(config)# aaa authentication login <auth list for MAC> group <server groupname>

ap(config)# username <MAC> password <MAC address>

From the Security submenu, click SSID M anager.
Choose an SSID from the Current SSID List or enter an SSID in the SSID field.

Choose With MAC Authentication from the Open Authentication or Shared Authentication drop-down
box, as applicable (see Figure 37).

Click Apply to enable MAC authentication for the selected SSID.
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Figure 37  Configuring SSID Manager for MAC Authentication
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This CLI command approximates the GUI steps above:

ap(config-if-ssid)# authentication open mac-address <auth list for MAC>

Configuring Cisco Aironet Access Points Running VxWorks Software Release 12.03T or Earlier for MAC Authentication

Stepl  Browse to the access point.
Step2  Onthe Summary Status page, click Setup.
Step3  Inthe Associations box, click Address Filters.

Step4  Click the Yesradio button for the Lookup MAC Address on Authentication Server If Not in Existing
Filter List? parameter (see Figure 38).
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Figure 38  Address Filter Configuration for VxWorks

T hostrve-ag Addchriss Filters - Microsoll Tntermet Explorer =101 x|

| B Edt ew Fagvortes Toos W0 -
| mack - % - D ) 4| Qewch [airavores Prstory | G- 3 B - 2 [ |
_jmﬂ!t]hm:mn.m.u.m?rmms.m =] @ |

=

homeap Address Filters Cisco Systems

Cisce 350 Series AP 1202T1

Mz | Help | 00501 165047
New MAC Address Filver:
Dest MAC Address |

& Allowed © Dizallowed Add |

The default seitings fior multicast and wucest destanation MAC addsesses ransmdtted from sach network
interface are spectfied on the Advenced Setup page for that network interface

Exdsting MAC Address Filters:
Remaove

Lookup MAC Address on Authenticaton Server if not in Esnsting Filter List? % yes Cno
Is MAC Authenfication alone sufficient for a chent to be fully authenticated? Cyes Fno

Apply | OK | Cancel | Remove Al

[l ap][Logn][Help]

Tisto 350 Seres AP 12.04T1 ® Copyright 20013 Cisen Sreans o, credits
— —— g

Step5  Click the No radio button for the Is MAC Authentication Alone Sufficient for a Client to Be Fully
Authenticated? parameter.

Step6  Click the Authentication Server link.

Step7  Add the Cisco Secure ACS for MAC authentication. Configure the server name/IP, server type, port,
shared secret, and timeout (see Figure 39).

N
Note  The same Cisco Secure ACS that is used for Cisco LEAP authentication may also be used for
MAC authentication.
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Step 9
Step 10
Step 11
Step 12
Step 13

Configuring MAC Authentication

Figure 39  RADIUS Server Configuration for VxWorks
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Check the M AC Address Authentication check box.

Click OK. The Address Filters page
Click OK.

Browse to the Setup page.

Choose Service Sets from the menu.

reappears.

Choose the SSID from the Existing SSIDs list. The SSID Configuration page appears (see Figure 40).
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Figure 40
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Step 14

For non-EAP clients, enable MAC for the authentication type used by the clients. Either open

authentication or shared-key authentication can be used. For each desired authentication type that is to
use MAC authentication, choose Disallowed in the Default Unicast Address Filter drop-down box.

Step15 Click OK to finish.

Configuring MAC Authentication to Coexist with EAP Authentication

This access point configuration permits the coexistence of MAC authentication and EAP authentication
using acommon SSID. Thismodeis useful for supporting both Cisco L EAP-capable devices and devices
using static WEP or for sequentially authenticating MAC and Cisco LEAP WLAN clients.

Using MAC authentication and EAP authentication on the same SSID enables a static WEP key to be
used to access the network. Therefore, this mode is less secure than a network that uses exclusively
dynamic encryption (EAP authentication). Refer to the Cisco SAFE: Wireless LAN Security In-Depth

White Paper for appropriate design guidelines.
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Configuring MAC Authentication

Configuring Cisco Aironet Access Points Running Cisco I10S Software Release 12.2(4)JA or Later for MAC and EAP Coexistence

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Verify that MAC authentication is configured as detailed in the “Configuring Cisco Aironet Access
Points Running Cisco 10S Software Release 12.2(4)JA or Later for MAC Authentication” section on
page 38. Make sure that Server Manager is configured for the MAC authentication server and that the
MAC Addresses A uthenticated By parameter is set to Authentication Server if not found in Local List
in Advanced Security.

Browse to the access point.
Click Security.
From the Security submenu, click SSID M anager.

Check the Network EAP check box under Authentication Methods Accepted and choose With MAC
Authentication in the corresponding drop-down box (see Figure 41).

If you want to also permit MAC authentication for non-EAP users through the same access point and
SSID, check the Open Authentication check box under Authentication Methods A ccepted and choose
With MAC Authentication in the corresponding drop-down box.

Click Apply to enable MAC (or MAC + EAP) authentication.

Figure 41  MAC + EAP Authentication for I0S
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M Configuring MAC Authentication

These CLI commands approximate the GUI steps above.
For use with MAC or EAP authentication (optional):

ap(config-if-ssid)# authentication open mac-address <auth list for MAC>
ap(config-if-ssid)# authentication network-eap <auth list for EAP>

For use with MAC and EAP authentication (sequential):

ap(config-if-ssid)# authentication network-eap <auth list for EAP> mac-address <auth list for MAC>

Configuring Cisco Aironet Access Points Running VxWorks Software Release 12.03T or Earlier for MAC and EAP Coexistence

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Verify that the Cisco Secure ACS is configured for both MAC authentication and EAP authentication as
detailed in the “ Configuring MAC Authentication” section on page 36 and the “Configuring Cisco
LEAP” section on page 4.

Browse to the access point or wireless bridge.
Click Setup.
In the Associations field, click Address Filters.

Click the No radio button for the Is MAC Authentication Alone Sufficient for a Client to Be Fully
Authenticated? parameter.

Click OK to finish.

For each authentication type configured on the SSID that is to use MAC authentication, make sure that
the Default Unicast Address Filter parameter is set to Disallowed. The example shown in Figure 42 is
configured for MAC authentication of both static WEP and Cisco LEAP users.
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Configuring MAC Authentication
Figure 42  MAC + EAP Authentication for VxWorks
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Configuring Cisco TKIP Enhancements

This section providesinstructions for configuring the MIC, per-packet keying (encryption key hashing),
and broadcast key rotation features for Cisco Aironet access points. Per-packet keying needs to be
configured only on the access point. Cisco Aironet WLAN client adapters do not require explicit
configuration.

TKIP is designed to improve the security of the standard WEP encryption mechanisms. Refer to the
“Wireless LAN Client Adapter Requirements’ section on page 2 for client firmware requirements to

support MIC and per-packet keying. Learn more about TKIP encryption by reading the Cisco Aironet
Wireless LAN Security Overview.

Configuring Cisco Aironet Access Points Running Cisco I0S Software Release
12.2(4)JA or Later for Cisco TKIP Enhancements

Step 1
Step 2
Step 3
Step 4

Step 5

Browse to the access point or wireless bridge.
Click Security.
From the Security submenu, click Encryption M anager.

Under Encryption Modes, choose WEP Encryption. Then check or uncheck the Enable M1C (Cisco
Message I ntegrity Protocol) and Enable Per Packet Keying (Cisco TKIP) check boxes (see Figure 43).

N

Note  You can also select these Cisco and Cisco Compatible security optionsin the Cipher drop-down
box by choosing CKIP for Cisco per-packet keying and/or CM1C for Cisco Message Integrity
Protocol. The cipher setting should be enabled if these encryption settings will be used with
Cisco Centralized Key Management (CCKM).

Click Apply-RadioO (if so equipped) to enable the changes.

Figure 43  Configuring Cisco TKIP Enhancements for I0S
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Configuring Cisco TKIP Enhancements W

These CLI commands approximate the GUI steps above:

ap(config-if)# encryption mode wep mandatory key-hash
ap(config-if)# encryption mode wep mandatory mic

or

ap(config-if)# encryption mode ciphers ckip
ap(config-if)# encryption mode ciphers cmic

ap(config-if)# encryption mode ciphers ckip-cmic

Configuring a Root Bridge or Access Point Running VxWorks for Cisco TKIP

Enhancements
Stepl  Browse to the access point or wireless bridge.
Step2  Click Setup.
Step 3 In the Network Ports section for the radio, click Advanced.
Step4  To enable MIC, choose MMH in the Enhanced MIC Verification for WEP drop-down box (see
Figure 44).
Step5  To enable per-packet keying, choose Cisco in the Temporal Key Integrity Protocol drop-down box.
Step6  To enable broadcast key rotation, enter the desired timeout for the WEP key used for 802.11 broadcast

packetsin the Broadcast WEP Key Rotation Interval field. Refer to documentation on the Cisco Wireless
Security Suite at Cisco.com for theory and guidelines on broadcast WEP key rotation interval. See the
following URL:

http://www.cisco.com/en/US/partner/netsol/ns339/ns395/ns176/ns178/networking_solutions_package.
html
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M Configuring Cisco TKIP Enhancements

Figure 44  Configuring Cisco TKIP Enhancements for VxWorks
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Configuring a Non-Root Wireless Bridge or Repeater for Cisco TKIP
Enhancements

The configuration process for a non-root wireless bridge is the same as that for aroot wireless bridge or
access point as described in the preceding section.
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Configuring Cisco Centralized Key Management for Fast Secure
Roaming

Step 1
Step 2
Step 3
Step 4

This section provides instructions for configuring Cisco Centralized Key Management (CCKM) as it
applies to the Cisco Wireless Security Suite. Fast secure roaming enables Cisco Aironet wireless LAN
client adapters or Cisco Compatible client devices to roam between access points while maintaining an
encrypted link without typical 802.11 and EAP keying delays. Voice, terminal emulation, and enterprise
resource planning (ERP) applications are examples of applications that may benefit from the
implementation of CCKM.

Cisco supports CCKM in Cisco Aironet access points running Cisco 10S Software Release 12.2(11)JA
or later and in Cisco Aironet WLAN client adapters with firmware version 5.20.17 (or later) and

PCM 350 and CB20A driver version 8.4.9 (or later). CCKM functions only with the Cisco LEAP
authentication protocol (as of 11/2003).

Make sure that the access point and AAA server are configured for Cisco LEAP authentication.
Click Security.
From the Security submenu, click Encryption M anager

Under Encryption Modes, choose Cipher and the CKIP, CMIC, CKIP + CMIC, WEP 128 bit, or
WEP40 bit cipher (see Figure 45).

Figure 45  Encryption Manager - Cipher Settings for CCKM

B0 1T Series AF - Seounity - Drerpption Manages - SSorossl Irtesse! Daplanss

0=
e (0 few Fpodel [el Hep .

Hestnamne ARV 12271 1pARY AR _TE2TY VLAY e i 1 ey, 70 hours, 17 mimfes

Secmiily Frotyplisn Banago
Cnarypiion Mades
7 Mens
Cisco Complisnd 760 Fealues | Enalis MC T Enable P Packm keying

TP « WEP 178 b m 2 ba B
THE « WEP 4] b# | ks

L
117228

& | Dem B Fisw

[ oL-5820-01

Deployment Guide: Configuring the Cisco Wireless Security Suite i


http://www.cisco.com/en/US/partners/pr46/pr147/partners_pgm_concept_home.html
http://www.cisco.com/en/US/products/hw/wireless/ps4555/index.html
http://www.cisco.com/en/US/products/hw/wireless/ps4555/index.html
http://www.cisco.com/en/US/products/hw/wireless/ps4555/index.html

M Configuring Cisco Centralized Key Management for Fast Secure Roaming

Step 5

Step 6
Step 7
Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

These CLI commands approximate the GUI steps above:

ap(config-if)# encryption mode ciphers ckip
ap(config-if)# encryption mode ciphers cmic
ap(config-if)# encryption mode ciphers ckip-cmic
ap(config-if)# encryption mode ciphers wep128
ap(config-if)# encryption mode ciphers wep40

N

Note  Choose either wepl28 or wep40 cipher.

Click SSID Manager to modify an existing SSID to support CCKM or to add a new SSID to support
CCKM.

Enter or choose an SSID and VLAN (if configured).
Under Authentication Methods Accepted, check the Network EAP check box.

Under Authenticated Key Management, check the CCKM check box under Key Management and
choose either Mandatory or Optional from the drop-down box. Optional key management enables the
coexistence of CCKM and WEP clients, as used during the migration of clientsto CCKM.

These CLI commands approximate the GUI steps above:

ap(config-if-ssid)# authentication network-eap eap <auth-list for EAP>
ap(config-if-ssid)# authentication cckm optional

ap(config-if-ssid)# authentication cckm mandatory

Configure Wireless Domain Services (WDS) and backup WDS(s) if required. Click Wireless Services
> WDS from the left menu bar (see Figure 46).

Check the Use ThisAP asWir elessDomain Ser vices check box and assign aWireless Domain Services
priority. (larger number = higher priority).

Configure WDS for Cisco LEAP authentication, for authentication of both infrastructure devices (access
points) and clients.

WDS must be configured (at a minimum) with an authentication server for both infrastructure
authentication and client authentication. For client authentication, all valid authentication types for
clients that are authenticating through this WDS (or access points associated to the WDS) should be
enabled.

Click Wireless Services > AP from the left menu bar. Configure each access point for a username and
password to be used to Cisco L EAP authenticate the access point with the Cisco Secure ACS. The Cisco
Secure ACS must have an entry for each of these access points to be authenticated.
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Figure 46  RADIUS Server Configuration - Wireless Domain Services (WDS)
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These CLI commands approximate the GUI steps above:

ap(config)# aaa group server radius <EAP group for infrastructure>

ap(config-sg-radius)# server <ip address> auth-port 1645 acct-port 1646

ap(config)# aaa authentication login <EAP group for infrastructure> <server groupname>
ap(config)# aaa group server radius <EAP group for clients>

ap(config-sg-radius)# server <ip address> auth-port 1645 acct-port 1646

ap(config)# aaa authentication login <EAP group for clients> <server groupname>
ap(config)# wiccp authentication-server infrastructure <server group>

ap(config)# wiccp authentication-server client <server group>

ap(config)# wiccp ap username <user> password <pass>

Deployment Guide: Configuring the Cisco Wireless Security Suite
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Configuring Wi-Fi Protected Access (WPA) Security

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Thissection providesinstructions for configuring Cisco Aironet access points and Cisco Aironet WLAN
client adapters to support the Wi-Fi Protected Access (WPA) security standard. WPA isa
standards-based, interoperable security solution from the Wi-Fi Alliance industry consortium that is
supported by the Cisco Wireless Security Suite. WPA supports 802.1X authenticated key management
and TKIP encryption. It isderived from and will be compatible with the upcoming IEEE 802.11i WLAN
security standard. The Wi-Fi Alliance verifies 802.11 equipment interoperability between multiple
vendors.

WPA security requires three components:
- Software support in the access point
- Software support in the client devices (commonly referred to as a WPA supplicant)
« Wi-Fi certified client NIC card driver support for WPA key authentication and distribution

WPA key authentication may be used either in 802.1X mode or with a pre-shared key (PSK). WPA
802.1X mode permits the use of the WPA keying mechanism with any 802.1X EAP type, such as Cisco
LEAP, PEAP, or EAP-TLS. The PSK mechanism isintended for usein small office/home office (SOHO)
or other consumer environments that do not have an 802.1X-capable RADIUS server. This document
focuses on the configuration of access points and clients to support Cisco LEAP with WPA.

Cisco supports WPA in Cisco Aironet access points running Cisco 10S Software Release 12.2(11)JA or
later. Cisco also supports WPA in Cisco Aironet 350 and CB20A WLAN client adapters running
firmware version 5.30.17 and driver version 8.4.9. WPA key authentication may coexist with static WEP
and dynamic WEP encryption through WPA migration mode.

Make sure that the access point and AAA server (Cisco Secure ACS) are configured for Cisco LEAP
authentication.

Click Security.

From the Security submenu, click Encryption M anager.

Under Encryption Modes, choose Cipher andthe TKIP, TKIP + WEP128, or TKIP + WEP40 cipher
(see Figure 47).

At
Note  TKIPisnot compatible with either the Cisco TKIP (CKIP) or Cisco MIC (CMIC) security

enhancement option on acommon SSID. If it is necessary to support CKIP/CMIC and TKIP
clients, amultiple VLAN approach is required.

Make sure that there are no static encryption keys defined for Encryption Key 1 or Encryption Key 4.
These key positions are used in the WPA key authentication process.

Click Apply to activate the changes.
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Figure 47  Encryption Manager - Cipher Settings for WPA
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These CLI commands approximate the GUI steps above:
ap(config-if)# encryption mode ciphers tkip

ap(config-if)# encryption mode ciphers tkip wep128

ap(config-if}# encryption mode ciphers tkip wep40

Step7  Click SSID Manager to modify an existing SSID to support WPA or to add anew SSID to support WPA.
Step8  Enter or choose an SSID and VLAN (if configured).

Step9  Under Authentication Methods Accepted, check the Open Authentication and Network EAP check
boxes (see Figure 48).

Step 10  Under Authenticated Key Management, choose W PA and either Mandatory or Optional in the
drop-down box.

N
Note  Optional key management enables WPA migration mode for coexistence of WPA and legacy
WEP clients.

Step11  Click Apply to activate the changes.
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Figure 48  Authenticated Key Management Settings for SSID and WPA
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These CLI commands approximate the GUI steps above:

ap(config-if-ssid)# authentication open eap <auth-list for EAP>
ap(config-if-ssid)# authentication network-eap eap <auth-list for EAP>
ap(config-if-ssid)# authentication wpa optional

ap(config-if-ssid)# authentication wpa mandatory

Step12  To activate WPA on a client device, first make sure that the client is equipped with the appropriate

drivers, firmware, and Aironet Client Utility version. (See the “Wireless LAN Client Adapter
Requirements” section on page 2.)

Step 13 Make sure that the client is configured for Cisco LEAP (or another) authentication, the correct SSID is

entered under System Parameters, and the Cisco LEAP authentication credentials under Configure
LEAP are correct.

Step 14  On the Network Security tab, check the Wi-Fi Protected Access (WPA) check box under Network
Authentication.

N

Note  This selection automatically forces the selection of LEAP (WPA) and Data Encryption >
TKIP (see Figure 49).
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Figure 49  Aironet Client Utility Version 6.2 WPA Configuration
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Step15 Click OK to activate the changes.

Step 16  After client authentication, the use of WPA and the TKIP cipher may be verified by using the Association
table or the show dot11 association <client MAC> command.
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Appendix A: Verifying the Firmware and Driver Versions

Verifying the Access Point Firmware Version

Stepl  Browse, Telnet, or console to the access point.

Step2  Verify the access point’s Cisco |0S Software Rel ease number by using the System Softwar e option (see
Figure 50).
Y

Note  You can aso verify the Cisco |OS Software Release number from the access point’s command
line by using the show ver sion command, as in other Cisco 10S Software products.

Figure 50  Access Point Software Version Verification - Cisco IOS Software
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Step3  Refer to Figure 51 to see where to find the firmware version number for a VxWorks access point using
HTTP.

Figure 51  Access Point Software Version Verification - VxWorks (HTTP)
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Step 4
Telnet or the console port.

Refer to Figure 52 to see where to find the firmware version number for a VxWorks access point using

Figure 52  Access Point Software Version Verification - VxWorks (Telnet/Console)
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Verifying the Workgroup Bridge Firmware Version

Stepl  Browse to the workgroup bridge.

Step2  Referto Figure 53 to see whereto find the firmware version number for aworkgroup bridge using HTTP.

Figure 53  Workgroup Bridge Software Version Verification
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Verifying the Client Driver and Firmware Versions

Windows Verification
Stepl  Open the Aironet Client Utility.
Step2  Click the Statusicon.
Step 3

Refer to Figure 54 to see where to find the client firmware and driver version numbers.

Figure 54  Verification of Client Firmware and Driver Versions - Windows

350 Serdes Stalus

Dpen
FIu->Dnmb TesDiveemty

x|

Charnel Set North Amesica
Cheril Mame
MAL Addvess [Faciony] O 4096 40-2F 15
Cumenl Link Spmed Lrkcriower
Dala Fate Aujio Aabe Selection
Cunenl Powed Level 100 mw
Avalahls Poves Level 1.5, 20, 30, 50, 100 s
Charnel [Freguency] B (2437 MHz)
Statuz = Not Azsocialed
55D =
Mabwaih Typs = |nhathiucine
Powei Save Mode = LCAM
Azgocisbed Access Pomt Name = Not Associated
Aszocisbed Aocers Pomt MAC = Hot Associsled
Ugs Tomes [hcrmen o) = [045
Curent Sigrial Shangth
WSWM Mol Accociated
Dvaral Link Qualiy Not Associated

| [

7238

Step4  Click OK to close the Status window.
Step5  Click the About icon.
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Step6  Refer to Figure 55 to see where to find the Aironet Client Utility version number.

Figure 55  Verification of Aironet Client Utility Version - Windows
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Windows CE Verification

Stepl  Launch the Aironet Client Utility on your Windows CE device.
Step2  Tap About to find the Aironet Client Utility version (see Figure 56).

Figure 56  Verification of Aironet Client Utility Version - Windows CE
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