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Abstract - In this paper, we analytically study the perfor- naiveppp mechanism in noisy environments. We show how
mance of the IEEE 802.11 DCF for infrastructure networks in naiveggp affects the network performance due to its inability
noisy environments. We show that using the standard binaryof differentiating between the causes of unsuccessful packet
exponential backoff (BEB) mechanism in noisy environments transmissions. We verify the analytical model using tiee
results in a poor throughput performance due to its inability 2 simulator. Then, we proposenartpgp that enhances the

of differentiating between the causes of unsuccessful packelEEE 802.11 MAC with a capability of differentiating between
transmissions and verify the analytical model using tise different types of corruptions that cause unsuccessful transmis-
2 simulator. We propose an enhanced BEB mechanism thatsions; collision corruptions and noise corruptions. We study the
enhances the IEEE 802.11 with a capability of differentiating proposed mechanism analytically and verify it usimg2 We
between different types of unsuccessful transmissions. Weshow thatsmartggg enhances the network performance up
study the proposed mechanism analytically and verify it using to order of magnitudes with respect to the network error rates
ns-2and show that the new mechanism enhances the networknoise level).

performance up to order of magnitudes with respect to the

network error rates. Il. IEEE 802.11 DCF BCKGROUND

The IEEE 802.11 DCF access method is based on the
. INTRODUCTION Carrier-Sense Multiple Access with Collision Avoidance
The IEEE 802.11 standard [1] for wireless local-area net- (CSMA/CA) principle. The CSMA/CA mechanism requires
works (WLANs) has been widely used in most commer- a minimum specified gap/space between contiguous frame
cial WLAN products available in the market. The 802.11 transmissions. Before a station starts transmission, it senses
networks could be organized in two different frameworks: the wireless medium to ensure that the medium is idle for a
infrastructure mode and ad hoc mode. In infrastructure modeperiod of time (DIFS Distributed Inter Frame Space), else
stations communicate with each other by first going through the station waits until the end of the in-progress transmission
an Access Point (AP). On the other hand, in ad hoc modebefore waiting for DIFS. In order to reduce the collision
stations communicate directly with each other, without the probability among multiple stations accessing the medium, the
use of an access point (AP). Most corporate wireless LANs station waits for a random backoff interval after the DIFS
operate in infrastructure mode because they require access tdeferral and then transmits if the medium is still free.
the wired LAN. The IEEE 802.11 MAC specifies two different If the packet is correctly received, the receiving host sends
medium access control (MAC) mechanisms in WLANSs: the an ACK frame after another fixed period of time (SIFS Short
contention-based Distributed Coordination Function (DCF) Inter Frame Space) which is smaller than DIFS. After receiving
and the polling-based Point Coordination Function (PCF). an ACK frame correctly, the transmitter assumes successful
At present, only the mandatory DCF is implemented in the delivery of the corresponding data frame. Otherwise, the packet
802.11-compliant products. is assumed to be dropped because of a collision corruption.
In DCF mechanism, the binary exponential backoff (BEB) In addition to suchbasic transmission mechanism, the DCF
mechanism is used for resolving packet collisions that occur asdefines an optiondRTS/CTSnechanism, which requires that
the uncoordinated stations (nodes) contend for the channel. Tahe transmitter and receiver exchange short Request-To-Send
ensure packet transmission reliability, MAC acknowledgment (RTS) and Clear-To-Send (CTS) control frames prior to the
(ACK) frames are used to indicate the correct reception of theactual data frame transmission to eliminate the hidden nodes
data packets. When a station does not receive a correspondingroblem.
ACK frame, it assumes the packet has been dropped due to a The DCF adopts a slotted binary exponential backoff
collision, and invokes the BEB mechanism for retransmission. mechanism to select the random backoff interval (in unit of
We refer to such mechanism in this paper asiveggp. tSlotTime). This random number is drawn from a uniform
Applying naiveggp mechanism in environments that suffers distribution over the interval [0, CW-1], where CW is the
from errors due to the noise in the wireless channels, resultscontention window size and its initial value is aCWmin. In the
in a poor throughput performance becausaeltaysassumes  case of an unsuccessful transmission, indicated by no receiving
that the packet corruptions are due to collisions only. of ACK frame, CW is doubled. Once CW reaches aCWmax,
In this paper, we analytically study the performance of it will remain at this value. After a successful transmission,
the IEEE 802.11 MAC for infrastructure networks using the CW value is reset to aCWmin before the random backoff



Contention Window

o Defer Acosss the value such thatC'W,, .. = 2™W,y whereWy = aCWoin,
B i i WS | s — and let us adopt the notatio; = 2‘W,, wherei € (0,m)
NAV (CTS is called backoff stage. Let(¢) be the stochastic process
B3 representing the backoff stage (.., m) of the station at time
= Ak D B v | t. Similar to paper [2], the key approximation in this model
e - - is that the probabilityp. that a transmitted packet collides is
pestinaion | || [crs x| bm | [os independent of the state s(t) of the station. Unlike paper [2]
which usedp, to calculate the transition probabilities, we use
pqg Which captures the effect of the packet error ratg, in
Fig. 1 the model in addition to the.. In the basic access mode, the

IEEE 802.11 DCF Mechanism transition probability because of packet corruption is:

it

Remaining Backoff

Pd = pe + (1= pe) (pe + pack + (1 — piek)pack) 1)

and in case of using RTS/CTS access mode:
P = pet(1-pe) (pZ“ +pe" + (1= pE') (pE:“ +pgate
+(1 = pdata) (pe + pack + (1 - p?“’“)pic’“))) 2

wherepits, p¢ts, pac* are the frame error probabilities (rates)
of RTS, CTS, ACK respectively, whilgets, pdate, pack are the
colliding probabilities of CTS frame, data packet, ACK frame
respectively. We can simplify such equations by neglecting
the frames error probabilities because RTS, CTS, and ACK
are short frames. Also, the colliding probabilities for CTS and
ACK frames are negligible. Therefore, Equations 1 and 2 are

approximated by:

Fig. 5 Pd = Pe + Pe — DcPe 3)
Markov Chain model f‘?r the backoff window in noisy We model the bi-dimensional process s(t), b(t) as discrete-
environments time Markov chain and show it in Figure 5 using. The

probability = that a station transmits in a randomly chosen
interval is selected. Each station decrements its backoff countes|ot time is:
every tSlotTime interval after the wireless medium is sensed to

be idle for DIFS time. If the counter has not reached zero and T = i=0 Dir0

the medium becomes busy again, the station freezes its counter. = 2(1 = 2pa) (4)

When the counter finally reaches zero, the station starts its (1 = 2pa)(Wo + 1) +paWo(1 — (2pa)™)

transmission. Figure 1 illustrates such mechanism for case ofwhereb; ;. is the stationary probability for state s(t)=i, b(t)=k,

two sources and a destination. i € (0,m) andk € (0, W;—1). In steady statey, is expressed
In noisy environment, the IEEE 802.11 binary exponential as:

backoff mechanism that we refer to agiveggp is forced to pe = 1—(1—p)(1— T)nfl (5)

handle the noise corruptions as packet collision corruptions. _ _ _
Therefore, the network performance is degraded due to theéEquations 4 and 5 represent a nonlinear system in two un-
additional undesired idle tSlotTime intervals because of usingknownsr and p, (p.) which can be solved using numerical

large values of CW, techniques. A time slot will be either idléd) where no station
is transmitting, has transmission of only one statitt) (vith
I1l. PERFORMANCEANALYSIS FORIEEE 802.11 DCHN probability of p. of corrupting the packet, or has a collision
NoISY ENVIRONMENT (cl) because two or more stations are transmitting in the same
A. Markov Chain Model for Noisy Environment time. The probabilities of such states are:
Our model is based on the one proposed by [2] and we Py = (1-7)"
use the same assumption for our analysis. The contending P, = nr(l—7r)" !

stations are supposed to be a fixed numbenrganized in _ n_1
a similar manner to the infrastructure mode. két) be the Pa = 1=(=m)""(1=7+n7)
stochastic process representing the back-off window size for a We define the saturation goodput of the network as:

given station at slot time*. Letm, maximum backoff stage, be o — E[successfully transmitted payload bytes in a slot time]

1The slot time refers to the time interval between two consecutive backoff Eflength of a slot time]

time counter decrements. This value is fixé) ih case of idle medium, or (1 — pe) Per E[S] (6)
variable that includes a packet transmission when medium is busy. Pig6 4+ (1 = pe) PiyTs + pe Per Ty + PoyTe




Parameter| Value | Comments

' e Grmiaion) 1: I e Emitaion | PHY header| 24 octets| PHY layer overhead
og | PelSimbaion - soros |- ] MAC header | 28 octets| MAC layer overhead
o ol sews | ACK | 38 octets| ACK frame length + PHY heade
§ ) “;: 46406 1 RTS | 44 octets| RTS frame length + PHY heade
b seoey ] CTS | 38 octets| CTS frame length + PHY heade
Slot time | 20s | idle slot time )
N N SIFS| 10us | SIFS time
P Y e PN ey DIFS | 50pus | SIFS + 2 *delta
Fig_ 2 Fig_ 3 aCWmin 31 minimum contention window
The p. andpy values in noisy Saturation goodput in noisy m 5 backoff levels
environments. environments. Fig. 4

MAC and PHY system parameter.

whereE|[S] is the average packet length ahib the duration  of transmitted RTS frames, ang;, as the summation of the
of an empty (idle) slot time. Thd, Ty, and T, are the number of missing CTS and the number of missing ACK
average time the channel is sensed busy because of a successftames over the total number of transmitted RTS frames.
transmission, failure (corrupted) transmission, or a collision The saturation goodput of the network using the basic access
respectively. In the case of using basic access mode we havemode is showed in Figure 3. Comparing our approximated
Markov model with the simulation results for runs of different

Ts = PHY MAC, S+ SIFS+ ACK + DIFS . . . .

® har har 5+ + + configuration scenarios, we observe that analysis results match
Ty = PHYyp4 +MACh4r + S+ DIFS the simulation results closely which validates our model in
T. = PHY,q +MAChq.+ S+ DIFS Section IlI-A.

and in the RTS/CTS access mode we have:
IV. ENHANCED IEEE 802.11 MAC émartggg)

The problem of the current IEEE 802.11 standard mecha-
nism is that it does not differentiate between the causes of

T, = RIS+ SIFS+CTS+ SIFS+ PHY}g, + MACh4r
+S+ SIFS + ACK + DIFS

Ty = RTS+SIFS+CTS+SIFS+ PHYhar + MACha, corrupting packets. It assumes thely cause for dropping
+S + DIFS packets is collision corruption.
T. = RTS+ DIFS In this section, we propose themartggp which is a

mechanism to enhance the IEEE 802.11 with a capability to
whereM AChq,, PHYhar, andS are the MAC layer overhead, ifferentiate between different causes for packet corruptions. In
the PHY layer overhead, and data payload respectively. Note.55e g packet is dropped because of collision corruption, the

that all terms are expressed in time units (seconds). IEEE 802.11 standard BEB mechanism is followed and the
contention window ¢'W) is doubled. If the cause of dropping
B. Model Validation a packet is noise (error) corruptiogmartgrp handles the

We validated our model by comparing the analytical results transmission as successful one and reset<te to Wo. In
with the results frooms-2simulator. Each station has enough addition,smart g handles the retransmission of the dropped
data to transmit at any time during the simulation time to obtain Packet as a new packet transmission.
the saturation goodput performance. We vary the channel noise To model smartgrp, we need to replace, of Markov
to see the effect of system under different packet error rategmnodel in Section IlI-A byp; = p. wherep, is the conditional
pe. To simplify the analytical model, we assume all stations collision probability. The probability” in the new model is
experience the same. All the parameters used in analytical estimated by solving Equations 4 and 5, substituipgwith
model and our simulations follow the parameters of DSSS [1], #« and T with 7. The P;q, P, and F; are calculated similar
and are summarized in Figure 4. Note that PHY header,t0 the Equations 6. The goodpdt,for this model is calculated
RTS frame, and CTS frame are sent at the basic access raté!Sing similar equation to Equation 6. We define the percentage
Different scenarios using different number of stations, channelof the goodput enhancement©ofiart e g Overnaivepgp as:
bit rates, payload sizes, and using both basic and RTS/CTS .
access modes were conducted to validate the model. In this VG = G-G % 100 (7)
paper we show the results for the configuration of 20 nodes in
addition to the access point node to model the infrastructureFigure 6 shows analytical results of théG for different
mode using RTS/CTS access mode, 11 Mbps as the channalonfiguration of data rates, number of stations, and access
rate, and data payload is 1000 bytes in addition to IP and UDPmodes in noisy environments. Usingnhartggp mechanism
headers of 20 and 8 bytes respectively. enhances the system goodput significantly because it limits the
Figure 2 plots thep, and py values. Thep, is calculated  contention window size that reduces the number of unneces-
as the number of missing CTS frames over the total numbersary idle time slots.
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V. IMPLEMENTATION OF smartgpg MECHANISM noise corruption with probabilityp, or because of collision
A. RTS/CTS Access Mode corruption with probability { — p). Estimation ofp is based

In RTS/CTS mode, a station starts its transmission sequenc on the observation from Markov model, with the knowledge of
’ q ?he number of active stations, that thealue for each client is

by transmitting RTS frame. When it receives the CTS frame, . . . . ) .
. . . . .. " decreased with the increasingmf in naiveggp mechanism,
it knows that the medium is reserved for its transmission. = ~.". . ) :

. . . while it is constant with different values @f. in smartggp
Then it transmits the data packet and waits for an ACK frame . . :

: e : mechanism. Figure 8 shows thevalues for scenario of 10
to verify a successful transmission. Since RTS and CTS are

short frames, the probability of corrupting those packets due toaCtiVe stations.
) i P Y ptng P: . We propose two methods to estimate the number of active
noise errors is small and the only reason for their corruptions

. g . stations: passive and active methods. In passive method, each
is because of a collision. On the other hand, once a station P P

: . . : station keeps sensing the channel and monitoring the activities
receves CT.S’ the _p_robablllty of a C.O"'S'On corruption _to the on the wireless medium when it is not transmitting to count the
\?V?]tSnp:Csl(tZiifnngggglzlsf ;Lii:i;oraeg?grff:g l:nrr?gginlcsor}?isio number of different active stations. In active mode, the access

' o . r‘bomt of the infrastructure network cooperates by estimating the
and foIIow_s the IEEE 802.11 backoff mechamsm. in doubling number of active stations associated with it and broadcasting
the ?’W siz€. O.” the other hand, when a station does notthis information within the beacon frames or in a separate
receive a ACK, it assumes the loss of the data packet dueControl messages. We summarize our mechanism mode as
to a noise corruption and reset CW . Figure 7 shows follows: '
the goodput enhancement for different configuration using E ' h stati initiall ite t . Il th
the smartgrs mechanism. The simulation parameters are ° ach station, initiatly, Set itp 1o zero assuming ail the

as in Table 4. From Figure 7, the simulation results match 5\2;']( (targéolfr?gvsvlgéesz?tﬁ)e%c:lrftl)oe? cc)?;rcutf\)/téoggtions cach
the analytical results which verifies the correctness of this ° 9 !

implementation mechanism. station calculates the constant goa(r;qc.) whenp. is
zero using the Markov model in Section IlI-A.

o Each station, during its life time, measures its actual

B. Basic Access Mode value (aerua) €achT time slots.
In basic mode, there is no hints similar to the RTS/CTS o If 74ctua iS larger thanr; .4, then the station is transmit-
mode to help in guessing the cause of packet corruption. ting too frequently and needs to slow down by increasing

Therefore, a hypothesis is needed to help identify the cause its idle slots. Thereforep is decreased by to increase
of the packet corruption in the basic access mode. The key the probability of collisions and subsequently increasing
idea of the hypothesis is that when a station doesn't receive the CW more frequently.

the ACK frame, it assumes the packet is dropped because of e If 74441 IS lOwer thanr;..;, then the station seldom tries



to transmit and needs to increase the trials by reducing thethe effect of environment noises of the network performance,
number of idle slots. Hence, the station increasbg d to nor the fairness between stations suffering from different noise
assign more of the dropping packets to noise corruptionsvalues.
that results in decreasing (resetting) CW more frequently.

« The values are assigned with respect to the valu& of VIl. CONCLUSION AND FUTURE WORK
For example, forl" = 1000, we let§ be 0.01, while in
case ofT" = 10000, ¢ is equal t00.05.

« When an ACK frame is missing, the station reset€it§

In this paper, we analyzed the network performance in noisy
environments. We showed how the standard BEB of IEEE
: o 3 802.11 degrades significantly the network performance in such

to Wy with probability p, and increas&’W’ 10 maz(2 + environments analytically and by simulation. We proposed

CW, aCWmazx) with probability (1 — p). an enhanced BEBsmartgrg, that enhances the network
To validate our implementation, we ran ns-2 for different performance by order of magnitudes in noisy environments.
scenario configuration. In this section, we show the results for\ye showed how to implement thenart g5 in basic access

scenario of 10 active stations in addition to the access pointmode and in the RTS/CTS access mode with minimal modifi-
transmitting data packets of size 500 bytes at data rate 22Mbpseation requirement to the IEEE 802.11.

We used the active method to estimate the number of active aAg future work, we will study the effect of the noise on

stations. Figure 9 plots the averagg:..; for a single station  the network fairness and howmartzzp will guarantee the
over the simulation duration for differeft time slots when  npetwork fairness. We will examine different fairness criteria

pe = 0.4, and the goodput enhancement is plotted in Figure 10. pased on pricing and performance models that allow the system
From the figures, the effect &f is not significant. Therefore, g choose the optimum model.

choosing small value fof” would allow smartggp to adapt
to the noise level faster.

Sincep is the percentage of the dropped packet assigned to
the noise corruptions only is expressed as:
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