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1. Innledning

Som det fremkommer | forstudierapporten skal denne oppgaven omhandle Microsoft System Center og
Microsoft Intune. Derfor er det naturlig a kort forklare hva disse to programmene er.

System Center er en systemadministrasjonsprogramvare utviklet av Microsoft for 8 administrere store
grupper av datamaskiner. NerVika AS vil bruke System Center til fjernkontroll, oppdatering av
programvare, utrulling av programvare og utrulling av operativsystem.

Microsoft Intune er en skytjeneste som tilbyr mobilenhetsadministrasjon, administrasjon av
mobilapplikasjoner og PC-styringsfunksjoner. Intunes funksjoner vil hjelpe NerVika AS med a gi sine
ansatte tilgang til bedriftsdata, ressurser og applikasjoner, samtidig som det bidrar til 4 beskytte
bedriftens informasjon.

2. Installasjon av Active Directory

For & installere Active Directory ma vi apne Server Manager. Der velger vi Manage --> Add
Roles and Features.

e Server Manager - X

Server Manager * Dashboard

Add Roles and Features

Remove Roles and Features
B Dashboard WELCOME TO SERVER MANAGER
3 Add Servers

i Local Server

& All Servers

Create Server Group

I Confiaure this local server Server Manager Properties

Her velger vi en rollebasert installasjon.

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual machine, or on an offline virtual hard disk (VHD).

Before You Begin

Installation Type (®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and festures.

©) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based or session-based deskiop deployment.

Pa Server Roles velger vi Active Directory Domain Services

Roles

[] Active Directory Certificate Services
Active Directory Domain Service

Nar AD er ferdig installert ma vi gjgre denne serveren til domenekontroller for domenet til NerVika AS



. Post-deployment Configura... |

—_— Configuration required for Active Directory Domain
Services at FINNMW-SERV-1

Sr Promote this server to a domain controller

Her oppretter vi en skog for domenet

Select the deployment operation

Domain Controller Cptions ] o i
N _ () Add a domain controller to an existing domain

Additional Cpticns () Add a new domain to an existing forest

Paths @ Add a new forest
Review Opfions . o . . .

Specify the domain information for this operation
Prerequisites Check

Root domain name: nervikalocal

Nar installasjonen er ferdig vil serveren automatisk restarte. Nar serveren kommer opp igjen ser vi at
domenet er opprettet. Vi kan da logge inn som NERVIKA/Administrator

NERVIKA\Administrator
_R . ;‘

Nar domenet er opprettet er vi klare for a opprette de forskjellige avdelingene | NerVika AS og legge til
de ansatte. Dette gj@r vi med Active Directory Users and Computers. Vi apner dette ved a velge Tools |
Server Manager.



File Action View Help

] Active Directory Users and Computers

o AT B Edz HE|PeETE%

: Active Directory Users and Com
[T Saved Cueries
3 nervikalocal

Mame
[ Builtin
[ Computers

[2] Domain Con...
] ForeignSecu..,
[ Managed Se...

7] Users

Type
builtinDomain
Container

Organizational...

Container
Container
Container

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...
Default container for up...

For a opprette grupper til de forskjellige avdelingene hgyreklikker vi pa nervika.local og velger New--

>Group.

Mew Object - Group

% Createin:  nervika.localf

Group name:

| Selgere|

Group name (pre-Windows 2000);

| Selgere |
Group scope Group type
() Domain local (®) Security
(®) Global () Distribution
() Universal

Cancel

Her gjentar vi prosessen med alle de seks avdelingene; administrasjon, ledelse, IT-avdeling, produksjon,
selgere og kundeservice.



%Adr‘nini:trasjnn Security Group...
%IT Security Groug..
%Kundesemice Security Group...
%Ledelse Security Group...
E&Pruduksjnn Security Group...
%Selgere Security Group...

Nar alle avdelingene er opprettet | AD ma vi opprette brukerne. For a opprette en bruker hgyreklikker vi
pa Users under nervika.local og velger New-->User.

Mew Object - User x

; Createin:  nervika local/Users
did

First name: |J|::ar | Initials: I:I

Last name: |H'_.re

Full name: |-Joar Fye

User logon name:

|i'3'f‘.-’ | @nervika local w

IUser logon name (pre-Windows 2000):
|NEH‘JIKM | |i|::r'_.r

< Back Meat = Cancel

Velger her at User logon name skal vaere de to f@grste bokstavene | fornavnet og de to fgrste |
etternavnet. Neste punkt er a velge passord til brukeren. Gir alle brukerne passordet Hei!123 med et
krav om at de ma endre passord ved neste innlogging.



Mew Object - User >

; Create in:  nervika local/Users
did

Password: |uu |

Confim password:

|User must change password at next logon
[] User cannat change password

[[] Password never expires
[ Account is disabled

< Back Mext = Cancel

Gjentar denne prosessen med alle brukerne. Kunne alternativt ha brukt et powershell script for a legge
til brukere, men velger a gjgre dette manuelt. Opprettet fgrst alle brukerne | avdelingen Ledelse. Nar

alle brukerne er opprettet legges de til gruppen sin ved & dobbeltklikke pa Ledelse. Her velger vi
“Members” og “Add”.

Ledelze Properties ? >

General Members  Mamber Of  Managed By

Members:

MName Active Directony Domain Services Folder

?_;. Andreas Solh... nervika local/Users
3_:, Caroline Foss... nervika local/Users
3_;. Joar Rye nervila local/Users
3_;. Karin Gjerstad ~ nervika local/Users
3_;. Kim Wuttudal — nervika local/Users
?_3. Lina Rostad nervika local/Users
3_;. Marie Sundli nervika local/Users
?_;. Steffen Henn...  nervika local/Users
?_;. Thomas Berg  nervika local/Users
3_:, Vidar Opphaug  nervika local /Users




Her vises gruppen Ledelse med sine 10 ansatte. Gjentar denne prosessen med de ansatte | alle
avdelingene.

3. Installasjon av Microsoft System Center

For vi begynner med installasjon ma serveren som skal brukes til System Center meldes inn i domenet vi
opprettet. Dette gjgres ved & hgyreklikke pa This PC>Properties. Her ser vi at finnmw-serv-2 ikke er
medlem av noe domene.

Computer name, domain, and workgroup settings
Computer name: finnmw-serv-2 ¥ Change settings
Full computer name: finnmw-serv-2
Computer description:

Woerkgroup: Workgroup

For & melde serveren inn i domenet velger vi Change settings = Change - Skriver inn
nervika.local->Logger inn med domeneadministrator. Nar serveren er meldt inn i domenet far vi en
velkomstmelding.

Computer Name/Domain Changes *

o Welcome to the nervika.local domain.

0K

3.1 Installasjon av SQL 2016 Server

Siden System Center benytter seg av SQL-server for a lagre data, er det ngdvendig a installere SQL-
server fgr vi kommer i gang med installasjon av System Center.

For a installere SQL Server 2016 ma vi mounte installasjonsfilen til serveren via vSphere. Dette gj@res
ved a hgyreklikke pa serveren—>Edit Settings>Add New Device->CD/DVD drive-> Datastore 1SO
File=>Finner SQL Server 2016 Enterprise. Nar dette er gjort skal SQL Server 2016 veere mountet til
serveren som en DVD Drive.



" . DVD Drive (D:) SQL2016_x64_ENU
0 bytes free of 2,05 GB
CDFS

For a starte installasjonen dobbeltklikker vi pa denne DVD-driven. Nar installasjonen startes far vi en
rekke valg. Fgrst hopper vi over planning fgr vi under Installation velger en stand-alone installation.

% Mew S0L Server stand-alone installation or add features to an existing installation

Launch a wizard to install S0L Server 2016 in @ non-clustered environment ar to add
features to an existing S5CL Server 2016 instance.

Fgr installasjonen startes ma produktngkkel skrives inn og lisensen aksepteres. | neste steg huker vi av
for 4 installere oppdateringer. Etter det starter installasjonen.

Operation completed. Passed: 4. Failed 0. Warning 1. Skipped 0.

Hide details <« Be-run

Neste steg i installasjonen er Feature Selection. Her huker vi av Database Engine Services. Under
Instance Configuration velger vi Default instance.

Det er ogsa viktig og huske a endre collation. Velg SQL_Latinl_General_CP1_CI_AS

(® SQL collation, used for backwards compatibility

S0L_lcelandic_Pref_CP1_CI_AS -
S0L_Latin_General_CP1_CI_Al

S0L_Latin1_General_CP1_CI_AS
SOL_Latin1_General_CP1_C5_AS
SOL_Latin1_General_CP1230_CI_AS W

Under valget av authentification mode velger Windows authentification mode. Under specify SQL
Server administrators legger vi til domeneadministratoren.

Specify S0L Server administrators

FINMMW-5ERV-2' Administrator (Administrator) S0 Server
MERVIKANAdministrator (Administrator) administrators have
unrestricted access to
the Database Engine.

Add Current User Add... Eemowve

Installasjonen er da klar for a fullfgres. Nar installasjonen er ferdig far vi opp en oversikt over hva vi har
installert og om disse har blitt installert uten problemer.



A SOL Server 2016 Setup - O =

Complete

Your SQL Server 2016 installation completed successfully with product updates,

Install Rules Information about the Setup operaticn or possible next steps:

Feature Selection

~
Feature Rules Feature Status

. . & Database Engine Services Succeeded

Instance Configuration @ 5L Browser Succeeded
Server Configuration @ SOL Writer Succeeded
Database Engine Configuration (@ SOL Client Connectivity Succeeded
LB s e i "

Feature Configuration Rules
Ready to Install
Installation Progress Details:

Complete

Summary log file has been saved to the following location:

CAProgram Files\Microsoft SOL Servery 1304\ Setup Bootstraphlegh 20181028 233356\ Summany finnmw-
serv-2 20181028 233356.6¢

Close

3.2 Oppdatering av SQL 2016 server

For & oppdatere SQL ma vi laste ned Microsoft SQL Server 2016 Service Pack 2. SP 2 finner vi lett ved &
spke pa microsoft.com. Nar vi har funnet rett fil er det bare a trykke download.

Microsoft® SQL Server® 2016 Service Pack 2 (SP2)

Important! Selecting a language below will dynamically change the complete page content to that language.

Velger bare a kjgre installasjonsfilen med en gang den er nedlastet. Deretter er det en rett frem
installasjon som tar ca 5 minutter. Ved slutt far vi opp informasjon om installasjonen.



5] SOL Server 2016 Service Pack 2 - O X
Complete

Your SQL Server 2016 update operation is complete.

SQL Server 2016 update

License Terms

Informaticn about the Setup operation or possible next steps:

Feature Status

Select Features

Check Files In Use &7 Database Engine Services (MSSQLSERVER) Succeeded

@ S0L Browser (MS50LSERVER) Succeeded
PRI A () SOL Writer (MSSQLSERVER) Succeeded
Update Progress () Setup Support Files (MSSQLSERVER) Succeeded
Complete

Summary log file has been saved to the following location:

CAProgram Files\Microscft SOL Serverd 130\ Setup Bootstrapilogh20181105 204602\ Summary finnmw-
serv-2 20181105 204602 ¢

Cloze

Etter at SP2 er installert ma vi installere SQL Server 2016 SP2 Latest Cumulative Update. Denne finner vi
0gsa pa nettsiden til Microsoft.

Microsoft® SQL Server® 2016 SP2 Latest Cumulative Update

Important! Selecting a language below will dynamically change the complete page content to that language.

select Language: EninSh hd

Som SP2 er dette en rett frem installasjon som tar ca 5 minutter. Far ogsa her opp informasjon om
installasjonen nar den er fullfgrt.



5] Install a SQL Server 2016 update - O *

Complete

Your SQL Server 2016 update operation is complete.

S8R U Information about the Setup operation or possible next steps:

License Terms

Feature Status

Select Features

Check Files In Use &/ Database Engine Services (MS5QLSERVER) Succeeded

@ SQL Browser (MSS0QLSERVER) Succeeded
Ready to update (2 50L Writer (MSSQLSERVER) Succeeded
Update Progress @ Setup Support Files (M550LSERVER) Succeeded
Complete

Summary leg file has been saved to the following location:

CAProgram Files\Microsoft SQL Servert130MSetup Bootstraphlogh20181105 21031 3\Summary finnmw-
serv-2 20181105 210313 .6

Close

Nar alt er up to date, ma vi installere SQL Server Management Tools. Dette gjgr vi ved a apne SQL Server
Installation Center og velger Server Management Tools under Installation.

47  Install SOL Server Management Tools

Launch a download page that provides a link to install 5CL Server Management
Studio, SOL Server command-line utilities (SQLCMD and BCP), SCL Server PowerShell
provider, SOL Server Profiler and Database Tuning Advisor, An internet connection is
required to install these tools,

Her blir vi sendt til microsoft sine hjemmesider, hvor jeg velger 3 laste ned den nyeste versjonen av
Server Management Tools. Installasjonen fullfgres av seg selv og maskinen restartes. Na er alt klart til 3
starte forberedelsene til installasjonen av SCCM.



3.3 Forberedelser til installasjon av System Center

Den fgrste forberedelsen til installasjonen er a opprette en ny domenebruker som skal veere
administrator til SCCM-serveren. For a opprette denne brukeren ma vi inn pa AD-serveren og lage en ny
bruker. Velger a kalle denne brukeren SCCMAdmin.

Mew Object - User et

; Createin:  nervika local/sers
did

First name: |SCCMA|:Imin | Initials: I:I

Last name: | |

Full name: | SCCMAdmin |

User logon name:
[sccmadmin || @nervikalocal v

User logon name (pre-Windows 2000):
| NERVIKAL | | SCCMAdmin |

< Back Nest » Cancel

Na ma vi logge pa SCCM-serveren for a gi denne brukeren administratorrettigheter til SQL-serveren.
Apner da SQL Server Management Studio som vi nettopp har installert. Navigerer oss til Logins under

serveren.



Object Explorer

Connect~ ¥ ¥ A\ v

= @ FINNMW-SERV-2 (SQL Server 13.0.5216.0 - NERVIKA\A

Databases

= Security

B

#M5_PolicyEventProcessinglogings
FEMS5_PolicyTsqlExecutionLoging®
FIMMMW-5ERV-2\Administrator
MERVIKANAdministrator
MT AUTHORITY\SYSTEM
MT Service\MS50LSERVER
MT SERVICENSCLSERVERAGEMT
MT SERVICE\SOLTELEMETRY
MT SERVICENSCLWriter
MT SERVICE\Winmgmt

sd

Hoyreklikker pa Logins og velger New Login. Velger Windows Authentication og sgker etter brukeren
SCCMAdmin pa domenet.

Select User, Service Account, or Group >

Select this object type:
|Llser aor Built4n securty principal | Object Types...

From this location:

| Entire Directony | Locations...

Enterthe object name to select (zamples):
SCCMAdmin (SCCMAdmin@Enervika local)] Check Mames

Advanced... Cancel

I SQL Server Configuration Manager ma vi ogsa endre Log on-bruker i SQL Server, SQL Browser og SQL
Agent. SCCMAdmin skal veere Log on-bruker her. For a endre dette velger vi SQL Server Services og
hayreklikker fgrst pa Server Agent—> Properties>Velger Nervika\SCCMAdmin som log on-bruker via This
account.



SOL Server Agent (MS50LSERVER) Properties ? et

LogOn  Seryice Advanced
Leg on as:

" Builtn account:

| =]

¥ This account:
Account Name: | NERVIKA\SCCMAdmin Browse |
Password: I P —
Confirm password: I P—
Service status: Running
Skart Stop Pause I Restart i

0K Cancel Help

Gjentar denne prosessen med Browser og SQL Server, slik at oppsettet blir sann:

MNarme State Start Mode Log On As Process [D Service Type
EE) S0L Server (MSS...  Running Autemnatic MERVIKANSCCMADmIn 3216 SQL Server
ﬁSQL Server Browser Running Manual MNERVIKANSCCMADmIn 4312

31501 Server Agent... Running Manual MERVIKANSCCMAdmIn 6636 SOL Agent

Denne brukeren ma ogsa vaere lokal administrator pa SCCM-serveren. Dette gj@res via Server Manager.
Apner Server Manager—> Tools—=> Computer Management—>Local Users and
Groups—~>Administrators=>Add—> Nervika\SCCMAdmin—=> 0K



Administrators Properties ? >

General

% Administrators

Description: Administrators have complete and unrestricted access
to the computer/domain

Members:

A Adminiistrator
£ NERVIKA\Domain Admins
Gz_; NERVIKANSCCMAdmin (SCCMAdmin@nervilea local)

Changes to a user’s group membership

Remove are not effective urtil the nexd time the

user logs on.

QK Cancel Anphy Help

Na ma vi tilbake til AD-serveren og apne Adsi.edit. Dette gjgres via Server Manager eller via cmd med
kommadoen adsiedit.msc.

Nar adsi.edit apnes trykker vi More actions—>Connect to—> OK.

Kommer da opp en del valg, vi navigerer oss til CN=System. Hgyreklikker->New->Object-> Container.

Velger her System Management i «Value»-feltet.



Create Object >

Attribute: fuy]
Syntax: Unicode String

Description:  Common-MName

Value: System Management

< Back Cancel Help

Na ma vi delegere rettigheter til denne containeren. Det gjgres i AD Users and computers. Det fgrste vi
ma gj@re | AD er a velge view—>Advanced Features slik at vi ser denne containeren. Den finner vi under
System. Hgyreklikker pa containeren-> Delegate Control->Add—>Object Types—> Velger kun
Computers=>Finner SCCM-Serveren (FINNMW-SERV2)—> OK

P e [ Y

Select Users, Computers, or Groups X

Select this obhject type:
|Cnmputers | Object Types...

From this location:

|neru'1'ka.lncal | Locations...

Enter the object names to select (2xamples):
FIMMMW-SERV-2 Check Mames

Advanced... QK Cancel




Pa neste steg trykker vi Next—>Create a custom task to delegate=>Next—>Huker av General, Property-
specific og Creation og gir den full control

Delegation of Control Wizard et

Select the permissions you want to delegate. “ﬂ' "

Show these permissions:

General
Property-specific
Creation./deletion of specific child objects

Pemissions:
Full Control "
Fead
Wirite
Create Al Child Objects
Delete All Child Objects
Read Al Properties v

< Back Mest = Cancel Help

Trykker next en siste gang og far opp en bekreftelse pa hva vi har gjort



Delegation of Control Wizard >

Completing the Delegation of Control

Wizard
i .1 You have successfulty completed the Delegation of Caontrol
m_ ‘& wizard.

You chose to delegate control of objects s

in the following Active Directory folder:
nervika local /System/System Management

The groups, users, or computers to which you
have given control are:

FINNMW-SERV-2 (NERVIKA\FINNMW-SERV-2)

They have the following permissions:

To close this wizard, click Finish.

< Badk Cancel Help

Nar vi er ferdige med a delegere kontroll til Containeren, ma vi kjgre extadsch.exe. Extadsch.exe finner
vi inne pa den virtuelle DVD-driven til SCCM-manager. Extadesch.exe kjgres for a utvide AD-skjemaet for
Configuration Manager.

Mounter I1SOen til SCCM-manager slik som vi gjorde med SQL-server tidligere i oppgaven. Extadesch.exe
ligger under mappen SMSSETUP/BIN/X64. Nar vi finner filen ma vi velge «Run as administrator»

E extadech 0 NF IMEA
%] extn Open
he] Extra E;‘ Run as administrator
| Fold Troubleshoot compatibility
| Free Pin to Start
&‘fsp Ea Scan with Windows Defender...
2] fspr Send to )
| Heal
| hma Copy
=] 1AB4 Create shortcut
2] A6 .
Properties
= 1ABL




Na ma vi tilbake til Server Manager for a dpne Add Roles and Features. Her skal vi installere Web Server
(I1S). Web Server finner vi under Server Roles

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Insizllation Type Roles

Server Selection || Active Directory Lightweight Directory Services

Server Roles [] Active Directory Rights Management Services
. [ ] Device Health Attestation
Festures [] DHCP Server
Web Server Role (115) [ ] DNS Server
i [ ] Fax Server
Role Services I W File and Storage Services (1 of 12 installed)
Confirmation ] Host Guardian Service
[] Hyper-V

[ 1 MultiPoint Services

[ 1 Metwork Contraller

[] Metwork Policy and Access Services
[ ] Print and Document Services

[ ] Remote Access

[ ] Remote Desktop Services

[ 1 Volume Activation Services

eb Server (IIS)

—i

Nar vi har funnet Web Serveren, ma vi navigere oss til Role Services. Her ma vi huske & huke av fglgende:



Role services

4 Web Server H
F Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
[] WebDAV Publishing
o Health and Diagnostics
HTTP Logging
[] Custom Logging
Logging Tools
[] ODBC Logging
Regquest Monitor
Tracing
F Performance
Static Content Compression
[] Dynamic Content Compression

Role services

4 || Security )
Reqguest Filtering
Basic Authentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
] N5 Client Certificate Mapping Authenticatic
IP and Domain Restrictions
URL Authorization
Windows Authentication
I Application Development
4 [_| FTP Server
[] FTP Service
[] FTP Extensibility
4 Management Tools
15 Managerment Conscle
I 15 & Management Compatibility
15 Management Scripts and Tools
Management Service] e

Nar alt dette er huket av er det bare a trykke install. Nar installasjonen er ferdig kommer det opp en
bekreftelse pa at installasjonen vart vellykket.



F’a Add Roles and Features Wizard

Installation progress

DESTINATIOMN SERVER
finnmw-seny-2 nervika local

View installation progress

o Feature installation

Installation succeeded on finnmw-serv-2.nervika.local.

MET Framework 4.6 Features o
ASP.NET 4.6
Web Server (I15)
Management Tools
115 & Management Compatibility
115 & Metabase Compatibility
115 Management Console
Management Service
115 Management Scripts and Tools

Web Server
Annliratinn Develonment it

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > | Close Cancel

En siste ting vi ma gjgre i Server Manager er a installere BITS og Remote Differential Compression. Her
ma vi huke under for alle undervalg under installasjonen.

Before You Begin
Installation Type
Server Selection
Server Roles

Featurss

Confirmation

DESTINATION SERVER

Confirm installation selections S

To install the following roles, role services, or features on selected server, dlick Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Background Intelligent Transfer Service (BITS) -
IS Server Extension
Remote Differential Compression

Remote Server Administration Tools
Feature Administration Tocls
BITS Server Extensions Tools

SMTP Server Tools




Na skal alt veere klart til & installere SCCM.

3.4 Installasjon av Microsoft System Center

Har allerede mountet ISO-filen til SCCM pa serveren. For 3 starte installasjonen apner vi den virtuelle D-
driven og kjgrer splash.exe. Nar vi starter splash.exe sa vil installasjonsfilen automatisk sjekke om
serveren er klar for installasjon av SCCM. Fikk er en beskjed om at .NET Framework 3.5 SP1 manglet pa
denne serveren.

Systern Center Configuration Manager >

Setup requires MET Framework 3.5 5P1 to continue; however, it was not found on
this cormnputer. (see Ch\Confighgrsetup.log for details)

] 4

Gikk derfor tilbake til Server Manager for a legge til dette via Add Roles and Features.

[ Add Roles and Features Wizard — O W

DESTINATION SERVER

Installation progress e serv-2 nervia oca

View installation progress

“ Feature installation
[

Installation succeeded on finnmw-serv-2.nervika.local.

MET Framework 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

Nar .NET Framework 3.5 er installert kan vi prgve a kjgre splash.exe igjen. Da starter selve installasjonen.
| det f@grste vinduet skal vi velge Install a Configuration Manager primary site.




System Center Configuration Manager Setup Wizard

Getting Started
- | 1 | |

Available Setup Options

Setup has not detected an existing installation of site server, site system, or Configuration Manager console on this
computer,

(®) Install a Configuration Manager primary site
[] Use typical installation options for a stand-alone primary site
- Install a Cenfiguration Manager primary site
- Use default installation path
- Configure local SQL Server with default settings
- Enable a local management point for Configuration Manager
- Enable a local distribution point for Configuration Manager
) Install a Configuration Manager central administration site
Upgrade this Configuration Manager site
) Recover a site
Perform site maintenance or reset this site

Uninstall this Configuration Manager site

| < Previous | | Mext = | | Cancel |

| neste steg skal vi legge inn produktngkkel om vi har det, siden jeg ikke pr. dags dato har produktngkkel
velger jeg Install the evaluation edition of this produckt.



System Center Configuration Manager Setup Wizard

Product Key
- | | | ]

(®); Install the evaluation edition of this product

When you install the Current Branch evaluation edition of this preduct, it is fully functional for 180 days.

) Install the licensed edition of this product

Software Assurance expiration date. This date must be after October 1st, 2016:

Current Branch

| acknowledge that | currently have an active Software Assurance license agreement with Microsoft. | understand
that this version of Configuration Manager will have regular updates that can include new feature offerings.
Long Term Servicing Branch

The Long Term Servicing Branch is intended for customers that had Software Assurance license agreements as of
October 1st, 2016 that have now expired. This version of Configuration Manager only receives critical hotfixes
and does not include new features. There may not be an upgrade to future Long Term Servicing Branches.

Learn more

< Previous ‘ | Mext = | | Cancel

Det neste steget er a godkjenne vilkarene for bruk av programvaren. Godtar alt dette og trykker next. Na
skal vi velge hvor vi vil laste ned ngdvendige filer. Velger her a lagre filene pa C-driven under
C:\SCCMfiler\Oppdateringer.



System Center Configuration Manager Setup Wizard

Prerequisite Downloads

Setup requires prerequisite files, Setup can automatically download the files to a location that you specify, or you can
use files that have been downloaded previoushy.

® Download required files
Example: W\ServerName\ShareName or C\Downloads

Path: C:\SCCMﬁIer\Oppdateringerl Browse...

() Use previously downloaded files

Example: W\ServerName\ShareName or C\Downloads

Path: Browse..

< Previous | | MNext = | | Cancel

Nar dette er unnagjort, skal vi velge hvilket sprak vi skal ha. Velger a ha engelsk pa bade server og
klienter.

Na skal vi velge Site code og Site name. Kan her velge hva vi vil. Velger Site code: NER — Site name:
Nervika AS



System Center Configuration Manager Setup Wizard

Site and Installation Settings

Specify a site code that uniquely identifies this Configuration Manager site in your hierarchy.

Site code; MER

Specify a site name that helps to identify the site. Example: Contoso Headguarters Site

Site name: Mervika AS

Note: The site code must be unique in the Configuration Manager hierarchy and cannot be changed after you install the
site.

Installation folder: ChProgram Files\Microsoft Configuration Manager Browse...

Specify whether to install the Configuration Manager consele to manage the Configuration Manager site from this
computer. You can remotely manage the site when you do not install the Configuration Manager console.

Install the Configuration Manager console

‘ < Previous ‘ | Mext > | | Cancel

| neste steg velger vi Install the primary site as a stand-alone site.



Systern Center Configuration Manager Setup Wizard

Neste steg lar vi std som det er.



System Center Configuration Manager Setup Wizard

Database Information
e 0 |

Configuration Manager primary sites require a Microscft 5QL Server database to store site settings and data.

Specify the site database server details. The instance name that you use for the site database must be configured
with a static TCP port. Dynamic ports are not supported.

SQL Server name (FQDMN): Example: Serverl.contoso.com

|hnnmw- serv-2.nervikalocal

Instance name (leave blank for default): Example: Mylnstance

Database name: Example: CM_XYZ

CM_NER

Specify the TCP port number for SQL Server Service Broker. Configuration Manager uses Service Broker to replicate
data between parent and child site database servers in the hierarchy. This pert is different from the port used by the
SQL Server service, which is automatically detected by Configuration Manager.

Service Broker Port: 4022 -

| < Previous | | MNext = ‘ ‘ Cancel




System Center Configuration Manager Setup Wizard

Database Information

—e—— 0 | |

Specify the locations for the SQL Server data file and transaction log file.

Path to the SOL Server data file

Path to the S0L Server log file

C:\Program Files\Microsoft SQL Server\MS5QL13.MSSQL SERVER\MSSQL\DATA\

Ch\Program Files\Microsoft SOL Server\M55CL13.M5SCLSERVER\MSSOLADATAY Browse...

| < Previous | | Mext > | ‘ Cancel |

Under Client Computer Communication Settings velger vi Configure the communication method on each
site system role.



Systemn Center Configuration Manager Setup Wizard

Client Computer Communication Settings

ee—— |

Configuration Manager site system roles can accept HTTP or HTTPS communication from clients. Specify whether to
require all site system roles to accept only HTTPS communication or allow the communication method to be
configured on each site system role.

() All site system roles accept only HTTPS communication from clients
® Configure the communication method on each site system role

[] Clients will use HTTPS when they have a valid PKI certificate and HTTPS-enabled site roles are available

Note: HTTPS communication requires client computers to have a valid PKl certificate for client authentication.

< Previous ‘ ‘ Mext = | | Cancel

Under Site System Roles gjgr vi ingen endringer



System Center Configuration Manager Setup Wizard

Site System Roles
ee———— |

Specify whether to have Setup install a management point or distribution point.

A management point provides clients with policy and content location information. It also receives configuration
data from clients,

Install 2 management point.

FODM: Client connection:

finnmw-sery-2.nervika.local HTTP

A distribution point contains source files for clients to download and lets you control content distribution by using
bandwidth, throttling, and scheduling controls.

Install a distribution point.

FODM: Client connection:

finnmw-sery-2.nervika.local HTTP

The site server's computer account is used to install the selected site system roles. Ensure that this account is a
member of the local administrators group for the specified servers.

You can install additional site system roles from the Configuration Manager console after Setup finishes.

Site system roles configured to use HTTPS must have a valid PKl server certificate.

| < Previous | ‘ MNext = ‘ | Cancel |

Det siste vi skal gjgre fgr installasjonen kan startes er a velge Service Connection Point Setup. Velger her
Yes, let’s get connected.



System Center Configuration Manager Setup Wizard
Service Connection Point Setup
e ——— 0

Keep Configuration Manager up-to-date by connecting to the Configuration Manager cloud service, Connecting to the
service enables your deployment to download updates and new features.

(®) Yes, let's get connected {recommended)
Select a server to use as the service connection point (requires internet access):
finnmw-serv-2.nervika.local

[] Use a proxy server when synchronizing information from the Internet
Address: Port:
) Skip this for now

To connect to the service after setup completes, install a service connection point site system role.

i ' To use features like Conditional Access, Windows Store for Business or on-premises mobile device management
(MDM), add your Microseft Intune subscnption to Cenfiguration Manager after setup completes.

< Previous ‘ ‘ Mext > | | Cancel

Na er det i bunn og grunn klart for installasjonen, men fgr installasjonen starter vil den igjen ta en sjekk
om serveren er klar for a installere SCCM. Nar vi igjen tar denne sjekken far vi tre feilmeldinger som
skyldes at vi ikke har lastet ned Windows Assessment and Deployment Kit. Vi ma da igjen inne pa
Microsoft sine sider for a finne ADK. https://docs.microsoft.com/en-us/windows-hardware/get-
started/adk-install.

Her er det bare a laste ned filen og starte installasjonen.


https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-install
https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-install

ﬁ! Windows Assessment and Deployment Kit - Windows 10

Click a feature name for more information.
|:| Application Compatibility Tools
Deployment Tocls
Imaging And Configuration Designer (ICD)
Configuration Designer
User State Migration Tool (USMT)
|:| Volume Activation Management Tool (VAMT)
Windows Performance Toolkit
Microseft User Experience Wirtualization (UE-V) Template

|:| Media eXperience Analyzer

Select the features you want to install

Application Compatibility Tools
Size: 7.9 MB

Tools to help mitigate application compatibility issues.
Includes:

* Compatibility Administrater
* Standard User Analyzer (SUA)

Estimated disk space required: 1.0 GB
Disk space available: 50,2 GB
Back ‘ | Q Install ‘ ‘ Cancel

Nar ADK er installert ma vi laste ned en add-on som heter Windows Preinstallation Enviroment

(Windows PE)




Click a feature name for more information.

ﬁ! Windows Assessment and Deployrment Kit Windows Preinstallation Environment Add-ons - Windows 10

Wirdow: Preinstallation Environment (Windows PE)

Select the features you want to install

Windows Preinstallation Environment
(Windows PE)

Size: 57 GB

Minimal operating system designed to prepare a computer
for installation and servicing of Windows.

Includes:

* Windows PE (x86)
* Windows PE (AMD&4)

Estimated disk space required: 57 GB
Disk space available: 49,1 GB
Back ‘ | Gl_nstall ‘ ‘ Cancel

Nar vi igjen kjgrer sjekken fgr installasjonen, finner den ingen feil. Da er det bare a trykke Begin to
install. Nar installasjonen er ferdig vil dette vinduet vises:




System Center Configuration Manager Setup Wizard

Install

Core setup has completed

Elapsed time: 00:00:36:42

& Installing Inbox Manager

&F Installing policy provider

¥ Installing management paint control manager
# Setting up management point

&} Installing boot image package

& Configuring data replication service

€} Installing Configuration Manager console

A e e e e e e e

i You can close the wizard now. For a list of tasks to help you configure your site, see Post-Setup Configuration Tasks
in the Configuration Manager Documentation Library.

< Previous MNext > Close

3.5 Oppdatering av Microsoft System Center

4. WSUS og SUP

4.1 WSUS

Pa SCCM-serveren navigerer vi oss til C-driven og oppretter ei mappe som heter Sources. Oppretter sa
en undermappe om vi kaller WSUS. Sources-mappen skal sa deles. Hgyreklikker pa mappen og velger
Properties> Sharing=> Advanced Sharing=> Permissions. Her gir vi SCCMAdmin full control, mens
Everyone far lese- og endrerettigheter (Read and change).



Permissions for Sources X Permissions for Sources x
Share Permissions Share Pemissions
Group or user names: Group or User names:
82 Everyone
a SCCMAdmin (SCCMAdmin@nervika local) ‘ SCCMAdmin (SCCMAdmin @nervika local)
| Add | | Remave | I Add... | | Remove |

Permissions for Everyone Allow Derry Permissions for SCCMAdmin Alow Deny

Full Cortrol ] ] Full Control O

Change O Change O

Read ] Read O

OK || Cancel || Apply oK || Cancel || Aoy

Na ma vi installere rollen Windows Server Update Services fra Server Manager. Under installasjonen far
vi et undervalg. Her skal vi velge WSUS Services og SQL Server Connectivity som vist pa bildet under.

Role services

[] WID Connectivity
WSUS Services

QL Server Connectivih

I neste valg skal vi velge stien til hvor vi vil lagre oppdateringer. Vi velger da C:\Sources\WSUS som vi
nettopp opprettet.



Fﬁ Add Roles and Features Wizard

Before You Begin
Installation Type
Server selection
Server Roles
Features
WsUSs

Role Services

DB Instance

Content location selection

= d >

DESTINATION SERVER
finnmw-senv-2.nenvika.local

If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store

updates for client computers to download quickly.

If you need to save disk space, clear the check box to store updates on Microsoft Update;

downloads will be slower.

If you choose to store updates lecally, updates are not downloaded to your WSUS server until you
approve them, By default, when updates are approved, they are downloaded for all languages.

[]Store updates in the following lecation (choose a valid lecal path on finnmw-serv-2.nervika.local,

or a remote path) :

|C:\S ources\Wils

< Previous | | Mext >

=3
I

tall Cancel

Nar installasjonen er ferdig, vil det komme en varseltrekant i Server Manager. Her ma vi velge Launch

Post-installation tasks.




Post-deployment Configuration

Configuration required for Windows Server Update
Services at FINMNMW-SERV-2

Launch Post-Installation tasks

o Feature installation
1

Coenfiguration required. |nstallation succeeded on
finnmw-serv-2.nervika.local.

Add Roles and Features

Task Details

4.2 SUP

Nar WSUS er installert ma vi legge inn SUP. Apne System Center Configuration Manager. | SCCM
navigerer vi oss til Administration—=>Site Configuration=> Servers and site system roles. Her hgyreklikker
vi pa serveren og velger Add Site System Roles. Da skal det komme opp en Add Site System Roles-wizard.




> Add Site System Roles Wizard

8; General

Select a server to use as a site system

Proxy

System Role Selection

Summary ﬁh Name {example: server].corp contoso.com):

Progress =

m
=)
o
i

finnmw-serv-2 nervika local
Completion

Site code: MNER - Mervika AS
[] Specify an FQDN forthis site system for use on the Intemet

rtemet FADN (sxample: inter

[] Require the site server to initiste connections to this site system

Installation Account.

Site System Installation Account
(® Use the site server's computer account to install this site system

() Use another account for instaling this site system

Active Directory membership

Aterthe installation of the site system roles, the site server initiates all connections to the site system server by using the Site System

Active Directory forest |nerv1ka.local

Her navigerer vi oss frem til System Role Selection og huker av Software update point.



i Add Site System Roles Wizard

System Role Selection

Ened Specify roles for this server
Prowy
System Role Selection
Software Update Point Available roles:
Proxy and Account Settin [] Application Catalog web service point
Synchrenization Source [ Application Catalog webste point
o [] Asset Inteligence synchronization point
Synchronization Scheduli [] Cerfiicate registration point
Supersedence Rules [ Endpoint Protection point

[ Enrolimert paint

[ Enrcliment proxy point
Products [ Fallback status point

[] Reporting services point

Software update paint

Summary [ State migration poirt

Classifications

Languages

Progress
Completion
Description:
A software update point integrates with Windows Server Update Services (WS5LUS) to provide software updates to Configuration
Manager clients.
| < Previous | | Mext > | Surmmary | Cancel
< > -

| neste punkt skal vi konfigurere WSUS. Her velger vi a bruke port 8530-8531 og Allow intranet-only
client connections.



General

Proxy
Systemn Role Selection

Proxy and Account Settin
Synchronization Source
Synchrenization Schedub
Supersedence Rules
Classifications
Products
Languages

Summary

Progress

Completion

&> Add Site System Roles Wizard

Software Update Point

Specify software update point settings

A software update point integrates with Windows Server Update Services (WSLUS)to provide software updates to Corfiguration
Manager clients.

/1, For Corfiguration Manager to use a software update poirt that is not installed on the site server, you must first install the WSUS
administration consols on the site server.

WS5US Corfiguration
(O) WS5US is corfigured to use ports 80 and 443 for client communications (default settings for WSUS 3.0 5P2)

® WS5US is configured to use ports 8530 and 8531 for client communications (defautt settings for WSUS on Windows
Server 2012)

[ Require SSL communication to the WSUS server

Client Connection Type

® Allow intranet-only client connections

() Bllow Intemet-only client connections

Cancel

< Previous Next »

Nar vi kommer til valget om hvor ofte vi vil synkronisere oppdateringer, velger vi hver 7. dag.




> Add Site System Roles Wizard

g:! Synchronization Schedule

Ened Specify the synchronization schedule

Prowy

System Role Selection
Software Update Point Configure software updates to synchronize automatically.

Proxy and Account Settin

Synchronization Source
= — Enable synchronization on & schedule
Synchronization Schedul

Supersedence Rules Synchronization schedule

Classifications
(® Simple schedule

Products
) 7 -
Languages SonGnEy s s -
ST () Custom schedule
Pragress Mo custom schedule defined. Customize..
Completion
Configuration Manager can create an alert whien synchronization fails on any site. You can check for synchronization failure alerts in
the Software Update Point Synchronization Status node in the Monitoring workspace.
[ Alert when synchronization fails on any site in the hisrarchy
< Previous | Mext > Summary Cancel
” ) .

Vi velger ogsa a umiddelbart slette gamle oppdateringer.



{&> Add Site System Roles Wizard

g;g Supersedence Rules

SEREE Select behavior for software updates that are superseded
Proxy
System Role Selection

Ecttziallpalclioit You can configure a software update to expire as soon as it is superseded by a more recent software update or to expire after a
Proxy and Account Settin specified period of time when it is superseded by a more recent software update.

Synchronization Source Supersedence seftings do not apply to System Center Endpoint Protection definition updates or to software updates that are

Synchronization Schedul: superseded by Service Packs. These software updates never expire when they are superseded.

Supersedence Rules Changing this setting will force a full software update point synchronization.

Classifications

Products
L Supersedence behavior
anguages
Summary ® Immediately expire a superseded software update
Progress
Completion (O) Do not expire a superseded software update until the software update is superseded for a specified period
Months to wait before a superseded software update is expired: 3 =
n leanup wizand.
[] Run WSUS cl rd
< Previous Summary Cancel
€ >

T E T o o =3 oy

Under Classifications skal vi velge hva som skal synkroniseres. Velger her Defination Updates, Security
Updates, Service Packs og Update Rollups.



9! Classifications

General

Prowy

System Role Selection
Software Update Point
Proxy and Account Settin
Synchronization Source
Synchronization Schedul
Supersedence Rules
Products
Languages

Summary

Progress

Completion

[i> Add Site System Roles Wizard

Select the software update classifications that you want to synchronize

Software update classifications:

(=R Al Classfications

[ |Critical Updates
..[#] Definition Updates
-.[]Feature Packs
[ Securty Updates
[ Service Packs
[ Toals

-] Update Rollups
[ JUpdates

[ JUpgrades

< Previous

Summary

Cancel

Forelgpig velger vi ingenting pa Products, og under Languages velger vi engelsk. Vi far da opp en
oppsummering av valgene vi har gjort, og er klar til 3 starte installasjonen.




> Add Site System Roles Wizard

QJ Summary

General
Proxy
System Role Selection

Confirm the settings

Software Update Point Details:
Prowy and Account Settin Cr a site with the follow inas:
Synchronization Source Stte System Name
« finnmw-serv-2.nervika local
Synchronization Schedul Settings
» Public FQDM: Not specified
Supersedence Rules « Installation Account: Computer Account
- Rales
Classifications + Software update point
Products Proxy Settings
» Proogy will not be enabled
Languages
Progress
Completion
< Previous | Next » Summan Cancel
< > ' ) ]

Nar installasjonen er ferdig far vi opp en oversikt hvor vi ser at alt har gatt vellykket.



> Add Site System Roles Wizard

g;g Completion

General

' Proxy

Systemn Rele Selection
Software Update Point
Proxy and Account Settin
Synchronization Source
Synchronization Schedul
Supersedence Rules
Classifications
Products
Languages

W Summary

Progress

[@] The Add Site System Roles Wizard completed successfully

=

Details:

Create a site server with the i i

'@ Success: Site System Name
= finnmw-serv-2 nervika local
0 Success: Settings
« Public FQDN: Not specified
_» Installation Account: Computer Account

# Success: Foles
= Software update point
@ Success: Proxy Settings
« Prooty will not be enabled

To exit the wizard, click Close.

Close

5. Discovery og Boundaries

F@rst ma vi logge inn pa AD-serveren. Her skal vi opprette en ny GPO i Group Policy Management. Denne
skal hete SUP og skal ligge under nervika.local.

Fgrst ma vi dpne Group Policy Management, dette gjgres via Tools i Server Manager. For 8 opprette en
ny GPO navigerer vi oss fra Forest:nervika.local>Domains—> Nervika.local. Hgyreklikker her pa
nervika.local og trykker Create a GPO in this domain, and Link it here. Her velger vi & gi GPOen navnet

SUP.




Mew GPO *

Name:
SUP

Source Starter GPO:

{none} v

Concl

Nar GPOen er oppretter, hgyreklikker vi pa den og velger Edit>Computer
Configuration=>Administrative Templates=>Windows Components=>Windows Update. Nar vi klikker pa
Windows Update far vi opp en rekke valg. Her skal vi finne Specify Intranet Microsoft update service
location.

| Windows Update

Specify intranet Microsoft update Setting State Comment
service location |i=] Enabling Windows Update Power Management to automati... Mot configured Mo

Edit policy settin =] Turn off auto-restart for updates during active hours Mot configured Mo
Always automatically restart at the scheduled time Mot configured Mo

Requirements:
At least Windows XP Professional

Specify deadline before auto-restart for update installation Mot configured Mo

Service Pack 1 or Wind 2000 Cenfigure Automatic Updates Mot configured Mo
ervice Pack 1 or Windows " . - - "
Service Pack 3, excluding pecify intranet Microsoft update service location Mot configured
Windows RT =] Automatic Updates detection frequency Mot configured Mo
=| Do not allow update deferral policies to cause scans against ..  Not configured Mo
Description: Remove access to use all Windows Update features Not configured No
Specifies an intranet server to \i=| Do not connect to any Windows Update Internet locations Mot configured Mo
host updates from Microsoft =] Allow non-administrators to receive update notifications Mot configured Mo
Update. You can then use this =] Do not include drivers with Windows Updates Not configured No
update service to automatically iz| Turn on Software Motifications Mot configured Mo

update computers on your

network. Allow Automatic Updates immediate installation Mot configured Mo

urn on recommended updates via Automatic Updates Mot configured Mo

This setting lets you specify a Mo auto-restart with logged on users for scheduled automat...  Not configured Mo

SEfvVer on your .”Et""mk to || Re-prompt for restart with scheduled installations Mot configured Mo
function as an internal update ) K )

service. The Automatic Updates \iz| Delay Restart for scheduled installations Mot configured Mo

client will search this service for =] Reschedule Autornatic Updates scheduled installations Mot configured Mo

updates that apply to the

nable client-side targeting Mot configured Mo
computers on your network. v

|i=] Allow signed updates from an intranet Microsoft update ser... Mot configured Mo

Her skal vi apne Specify Intranet Microsoft Update Service Location. Inne pa den skal vi sette den til 3
veere Enabled. Vi ma ogsa adressen til SCCM-serveren og porten som SUP bruker. SUP kjgrer port 80
som standard.



W Specify intranet Microsoft update service location

E: Specify intranet Microscft update service location

Previous Setting Mext Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported en: At least Windows XP Profeszional Service Pack 1 or Windows 2000 Service Pack 3,
excluding Windows RT

Opticns:

Help:

Set the intranet update service for detecting
updates:

| http:/finnmw-serv-2.nervika.local:20 |

Set the intranet statistics server:

| httpe/finnmw-serv-2.nervika.local:20 |

Set the alternate download server:

(example: hitp://IntranetUpd01)

Download files with no Url in the metadata
if alternate download server iz zet.

Specifies an intranet server to host updates from Microsoft
Update. You can then use this update service to automatically
update computers on your network,

This setting lets you specify a server on your network to
function as an internal update service, The Automatic Updates
client will search this service for updates that apply to the
computers on your network,

To use this setting, you must set two server name values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics. You can set both values to be the
same server. An optienal server name value can be specified to

configure Windows Update Agent to download updates from an

Na er vi ferdige pa AD-serveren, og ma logge pa SCCM-Serveren som SCCMAdmin. Her skal vi apne
Configuration Manager-konsollen og navigere oss til Administration>Hierarchy
Configuration=>Discovery Methods. Her skal vi sette alle metodene uten Network Discovery som

Enabled.

Starter med Active Directory Forest Discovery Properties. Dobbeltklikker pa den og huker av enabled og

alle undervalg.




D Active Directory Forest Discovery Properties

General

[ h Active Directony Forest Discovery

Corfigure settings to find resounces from Active Directory forests. When you configure the

forests to discover Active Directory sites and subnets, Configuration Manager can automatically
create boundaries from this information.

Enable Active Directory Forest Discovery

Automatically create Active Directory site boundaries when they are discovered

Automatically create |P address range boundaries for [P subnets when they are
i
digcoverad

Schedule

Bun every:

Cancel Bpply

Pa Active Directory Group Discovery huker vi ogsa av enable. Her skal vi ogsa trykke Add = Locations.

Her setter vi Alle ADGrupper som navn, mens vi linker til System Management-containeren vi laget
tidligere under Location.



Add Active Directory Location >

Active Directory location

Enter the location by using a distinguished name (DM) for an Active Directory forest, domain, container, or
arganizational unit (JU). Or, browse to the location.

v, When you specify an Active Directory location that has a large number of groups or groups that

have mamy members, the discovery process can take a long time to finish.

Mame: |}'-.|Ie ADGrupper |
Location: Bxample: LOAP://OU=UserAccounts, DC=contoso, DC=com
|LD;’-‘-.F‘:MCN=S'_.rstem Management CM=5ystem,DC =nen.fika,D| | Browse...

Recursively search Active Directory child cortainers

Active Directony Group Discovery Account
The Active Directary Group Discoveny Account must have Read pemission to the specified location.

(@ Uze the site server's computer account
() Specify an account:

Set..

QK Cancel

Det neste vi ma gjgre er a sjekke at Enable delta discovery er huket av under Polling Schedule. Hvis den
er huket av er det bare a ga til den siste fanen, Options. Under Options skal vi huke av Only discover
computers that have logged on to domain in a given periode of time. Default tid for dette er 90 dager,
som vi bare lar sta. Vi skal ogsa huke av Discover the membership of distribution groups.



D Active Directory Group Discovery Properties x

General Polling Schedule  Options

Corfigure options to exclude distibution groups and computers from discoveny.

Onby discover computers that have logoed on to a domain in a given period of time

Time since last logon (days): 90 =

*

1. This option requires Active Directony domain functional level of Windows Server 2003 or

later.

] Only discover computers that have updated their computer account passwond in a given
period of time

(=]
=

Discover the membership of distibution groups

/1, Your change of discovering distibution group membership will take effect in the nesd full
discovery cycle.

Cancel Aoly

Neste er Active Directory System Discovery Properties. Starter her med a huke av Enable. Nar den er
Enabled trykker vi den gule solen. Her skal vi igjen linke til System Management-containeren.



Active Directory Container >

Specify an Active Directony container to search during the discoveny process.

Location

Specify a location for the Active Directory search. You can browse to a single container and
enter an LOAP guery to find an Active Directory container within a particular domain. Or, you
can enter a Global Catalog (GC) query to find an Active Directory container within multiple
domains.

Path:

LDAP ./ /CN=5ystem Management, CH=System,DC=nervika, DC=oce | Browse. .. I

Search Options

Select options to modify the search behavior.

Recursively search Active Directony child cortainers

[ ] Discover objects within Active Directory groups

Active Directory Discovery Account

The Active Directory Discovery Account must have Read pemission to the specified location.

(@ Usze the computer account of the site server

() Specify an account;

Set...

] 4 Cancel

Trykk OK og naviger til Options-fanen. Her skal vi velge de samme innstillingene som vi gjorde under
Active Directory Group Discovery.



D Active Directory System Discovery Properties *

General Poling Schedule  Active Directory Attibutes  Options

Corfigure options to exclude computers from discovery.

Qnly discover computers that have logged on to a domain in a given period of time

Time since last logon (days): S0 =

-

1. This option reguires Active Directory domain functional level of Windows Server 2003 or
-~ later.

Only discover computers that have updated their computer account password in a given
y disco
period of time

Time since last password update (days): S0 =

Cancel Aply

Under Active Directory User Discovery gjgr vi akkurat det samme som vi gjorde under Active Directory
System Discovery. Na skal alt uten Network Discovery veere enabled.

Discovery Methods 6 items

Search

lcon Mame w Status Site Description

i Active Directory Forest Discovery Enabled NER Configures settings that Configuration Manager uses to find A..
1 Active Directory Group Discovery Enabled  MER Configures settings that Configuration Manager uses to find g...
i Active Directory System Discovery Enabled NER Configures settings that Configuration Manager uses to find c...
1 Active Directory User Discovery Enabled  MER Configures settings that Configuration Manager uses to find u...
1 Heartbeat Discovery Enabled NER Configures interval for Configuration Manager clients to perio...
LY Metwork Discovery Disabled NER Configures settings and polling intervals to discover resources...




Na ma vi konfigurere boundaries. Det fgrste vi gj@r er a opprette en boundaries-gruppe. Fremdeles fra
Configuration Manager-konsollen=>Administration>Boundaries. Hgyreklikker pa Boundary Groups og

velger Create Boundary Group.

lAdministration < H

4 Ff} Overview

4 [ | Hierarchy Configuration

m

& Discovery Methods

| ™ Boundaries

[l Boundary Groups
5 Exchange § (¥ Create Boundary Group

iz Database Replication

é_: Fila Ranliratinn

Kaller denne bare for SCCM Boundary Group.



B Create Boundary Group *

General  References

Name: SCCM boundary group)

Description:

The following boundaries are members of this boundary group.

Boundaries:

Filter...

MName Description

There are no items to show in this view.

oo [y

Under fanen References huker vi av Use this boundary group for site assignment. Trykker add og legger
til SCCM-serveren.



Create Boundary Group
General References
Site assign Add Site Systems X
22 Select the site systems to associate with this boundary group.
The ag it also
deten
Site systems:
Filter... /.;
Assign w
Server Mame Site :I
Select site ¢ “innmw-seny-2 nervilea local NER
Specify th alicy and
content. C bints can
be specifie
You can o M Server
and conng
Site systen
Filter... ;',
Server i
[ ok | canca |
Change Connection Remaove
| OK || Cancel || Aoply
Trykk Apply og OK, sa blir Boundary-gruppen opprettet.
Boundary Groups 1 items
|Search
lcon Mame Member Count Site System Count Read-Cnly
(i) SCCM boundary group 0 1 Mo




6. Application Catalog Web Service Point

Nok en gang skal vi logge inn pa SCCM-serveren som SCCMAdmin. Her dpner vi Configuration Manager-
konsollen og velger Administration—> Site Configuration = Servers and Site System Roles. Her finner vi
serveren var listet. Vi hgyreklikker pa den og trykker Add Site System Roles. Den f@grste siden som mgter
oss lar vi std som den er.

> Add Site System Roles Wizard X

gﬂ General

ST scicct o server to use as a site system

Proxy

System Role Selection

Surmmary o Mame (example: server] corp.contoso .com):
Progress i

finnmw-serv-2 nervika local
Completion

Site code: NER - Mervika AS
[] Specify an FQDM for this site system for use on the Intemet

[[] Require the site server to inftiate connections to this site system

Afterthe installation of the site system roles, the site server initiates all connections to the site system server by using the Site System
Installation Account.

Site System Installation Account
(®) Use the site server's computer account to install this site system

(O) Use another account for installing this site system
Set...

Active Directary membership
Active Directony forest nervika local

Mesd > : Ta Cancel

Velger heller ikke a huke av for Proxy i neste steg. Men pa Specify roles for this server velger vi de to
gverste alternativene, som omhandler Application Catalog.



Specify roles for this server

Awvailable roles:

Application Catalog web service point

[] As=et Inteligence synchronization point
[] Certificate registration point

[] Endpeint Protection poirt

[] Enroliment poirit

] Enrollment prosy paint

[] Fallback status point

[] Reporting services point

[] State migration point

Application Catalog website poirt

Pa de to neste stegene trenger vi bare a dobbeltsjekke at det er HTTP som er valgt, og ikke HTTPS.

Pa den siste siden skal vi bare skrive inn navnet til organisasjonen, og velge en farge som viser at
katalogen er trygg.

> Add Site System Roles Wizard

g’ Application Cataleg Customizations

o= Specify customized settings for the Application Catalog website point

Prowy
System Role Selection
Application Catalog web Use customizations to help users identify the Application Catalog as a trusted source.

Application Catalog web:

Organization name: |Ner‘u"|ka AS
Summary Website theme: |. Magerta
Progress
Completion

Nar installasjonen er ferdig, far vi opp dette bildet:



[0] The Add Site System Roles Wizard completed successfully

Details:

Create a site server with the i il

@' Success: Site System Name
« finnmw-zens-2 nervika.local

ﬂ Success: Settings
+ Public FQDN: Not specified
= Installation Account: Computer Account

@' Success: Roles

« Application Catalog web service point
= Application Catalog website point
@' Success: Proxy Settings

« Proogy will not be enabled

N4& ma vi konfigurere Confirguration Manager-klienten. Apner igjen Configuration Manager-konsollen
- Administration—>Site Configuration—> Default Client Settings—> Hgyreklikk og Properties.

Her trykker vi oss frem til Computer Agent og trykker Set Website. Under Set Application Catalog
Website point velger vi serveren var og Use intranet FQDN.

Configure Client Setting >

Corfigure the setting: Default Application Catalog website point

(® Select Application Catalog website point
Walue:

finnmw-sery-2 nervika localiuse intranet FQDMN) '
() Specify a URL

The URL must contain the netBIOS name or FQDN of the
server. Specifying the IP address of the server is not supparted.

Value: Symtae: hitp[s]://serverport

Cancel




Under Set Website ser vi at Add default Application Catalog Website to Internet Explorer trusted sites
zone valgt som “No”. Sett dette til «Yes».

Default Settings

Background Intelligent Transfer

Default Settings

Cloud Services

pr
. . i—
Client Policy Specify settings that apply to all clients in the hierarchy, and can be modified by custom settings.
Compliance Settings

Computer Agent |

Specify general settings for communication between server and client.
Computer Restart

Endpoint Protection Device Settings ~

Enrollment Deployment deadline greaterthan |48 -

24 hours, remind user every (hours) =
Hardware Inventory

Deployment deadline less than 24 |4 B
Metered Internet Connections hours, remind user every (hours)
Power Management Deployment deadline less than 1 15 B

hour, remind user every {minutes)
Remote Tools

Default Application Catalog website  finnmw-serv-2 nervilia local( Set Wehsite
Software Deployment point use intranet FQDON)
Add default Application Catalog Yes -
Software Inventory website to Itemet Bxplorer trusted
Seftware Metering sites zone
Allow Silverlight applications to Yes -
Software Updates run in elevated trust mode. More
information

State Messaging

User and Device Affinity g;%ﬂ;:ﬂg;;:?e displayed in

Client Cache Settings

Uze new Software Center fes ~

Enable communication with Heath | g -
Aftestation Service

Use on-premises Health Attestation |,
Service v

=

Under Software Updates velger vi a endre intervallet fra hver 7. dag til hver dag.



Default Settings

o
—
Specify settings that apply to all clients in the hierarchy, and can be modified by custom settings.

Specify how client computers deploy software updates.

Device Settings
Enable software updates on clients es w
Software update scan schedule g.'lz %'ﬁg;ﬁﬁ%m effective Schedule ...
Occurs every 1 days effective Cohedule

Schedule deployment re-svaluation 01.02.1570 00.00

When any software update Ma "
deployment deadline is reached,

install all other software update

deployments with deadline coming

within a specified period of time

Period of time for which all pending 1 = Bons
deployments with deadling in this time
will also be installed

Enable management of the Office Not Conbmuer =
365 Cliert Agert e

Til slutter trykker vi oss frem til User and Device Affinity. Her velger vi a sette Allow user to define their

primary devices til Yes.

Default Settings

—
—
Specify settings that apply to all clients in the hierarchy, and can be modified by custom settings.

Specify user and device affinity settings for client computers.

Device Settings
|User device affinty usage threshold {minutes) 2880 =
User device affinity usage threshold {days) 30 =
Automatically configure user device affinity from Ma »
usage data
User Settings

3’ 2 | Allow user to define their primary devices ‘fes




7. Utrulling av Configuration Manager

7.1 Installasjon av klientmaskiner.

For vi kan starte med utrulling, ma vi opprette noen klientmaskiner. Velger her a opprette en Windows
10-maskin og en Windows 8.1-maskin. Nar maskinene er installert ma vi melde begge to inn i domenet
vart. Dette gjgres pa samme mate som vi har gjort tidligere. Hgyreklikk pa This
PC—>Properties—>Change—>nervika.local.

Computer Name/Domain Changes X

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

finmmw-serv-3

Full computer name:
finmmw-sery-3 nervika local

Mare
Member of
(® Domain:
|newika.lncal|
() Workgroup:
QK Cancel

Na ma vi tilbake til AD-serveren og logge inn som domene-administratoren. Her klikker vi oss inn pa
Active Directory Users and Computers. Her oppretter vi en bruker som vi kaller for ClientInstall.



Mew Object - User >

& Createin:  nervika local/Users

First name: |Die.-rrtlnsiall | Initials: I:I

Last name: |

Full name: |Die.-rrtlnsiall

IUzer logon name:
[Clertnstail | | @nervikalocal v

|User logon name (pre-Windows 2000):
|NEHv|m | |C1ierrtlr15tall

< Back Nest > " Cancel

Her skal vi ogsa opprette to sikkerhetsgrupper, en lokal og en global. Den lokale kaller vi
L_lokale_administratorer mens den globale kaller vi G_lokale_administratorer.



Mew Object - Group >

% Createin:  nervika.localUsers

Group name:
| G_lokale_administratorer| |

Group name (pre-Windows 2000):
| G_lokale_administratorer |

Group scope Group type
() Domain local (®) Security
(®) Global () Distribution
() Universal

Mew Object - Group >

% Createin:  nervika.local Users

Group name:

| L_lokale_administratorer |

Group name (pre-Windows 2000):
| L_lokale_administratorer |

Group scope Group type
(®) Domain local (®) Security
() Global i) Distribution
() Universal

' cance

Brukeren ClientInstall som vi nettopp opprettet skal legges inn i den globale gruppen,
G_lokale_administratorer. Dette gjgres ved & hgyreklikke pa brukeren - Add to group.



Select Groups

>
Select this object type:
|Gmups or Buitt4n security principals | Object Types...
From this location:
|ner‘u’1ka.lucal | Locations...
Enterthe object names to select (zamples):
G lokale administratorer Check Mames

Advanced... Cancel

Na skal vi legge G_lokale_administratorer inn i den andre gruppen, L_lokale_administratorer. Dette
gjgres pa samme mate, hgyreklikk pa gruppen—>Add to group.

e [re - care and CarmRnFarc
ACTIvE Lhredtorny Users and Lomputers

Select Groups

*
| Select this object type:
|Gmups or Built-in security principals | Object Types. ..
From this location:
|ner‘u’ika.lucal | Locations. ..
Enter the object names to select (zamples):
L lokale administratorer Check Mames

Advanced... Cancel

- —

Na ma vi opprette en OU. Velger a kalle den OUen for Klienter.



Create in:

s

MName:

Mew Object - Organizaticnal Unit

nervika local/

| Kliented

Protect container from accidental deletion

Cancel

Help

Under denne OUen oppretter vi en ny GPO som vi kaller GPO_lokale_administratorer. Dette gjgres ved a

apne Group Policy Management via Server Manager. Hgyreklikk pa OUen Klienter og Create a new GPO
in this domain, and link it here.

|5l Group Policy Managerment
5L File
= 2@ 6|

Action

View Window Help

5} Group Policy Management
W _\-L'\_ Forest: nervika.local
v |54 Domains
w3 nervika.local
a) Default Domain
] sup
2| Domain Contro
v 3| Klienter
52/ GPO_lokale_
=t Group Policy Ot
+ WMI Filters
3@ Starter GPOs
@ Sites
5 Group Policy Modeling
4 Group Policy Results

Klienter
Linked Group Policy Chjects

Group Policy Inhertance  Delegation

Link E)rder
1

GPO Enforced
,.;J' GPO_lokale_administra... Mo

Link Enabled
fes

GPO Status
Enabled

Na hgyreklikker vi pa denne OUen og trykker edit. Her navigerer vi oss frem til Computer

Configuration=>Policies>Windows Settings—=> Security Settings—> Restricted Groups. Hgyreklikk og trykk
Add Group. Her velger vi browse og finner L_lokale_administratorer.



Add Group .

Group:

Browse ... .

Select Groups *

Select this object type:

|Gmups or Builtin securty principals | Chject Types...

From this location:

|newika local | Locations...

Enter the object names to select (=amples):
L lokale administratorer|

Checlk Mames

Advanced... Cancel

Na skal det komme opp et nytt vindu, der trykker vi «Add» under «This group is a member of». Her
legger vi til gruppen Administrators.

Select Groups

Select this object type:

|Gmups or Builtdn securty principals | Chject Types...

From this location:

|nenrika.lucal | Locations...

Enter the object names to select (examples):
Administrators

Check Mames

Advanced... . Cancel

Da skal Administrators komme opp i listen under This group is a member of.

This group is a member of:
Administrators

Add. ..

Remove




Na ma vi legge klientmaskinene vare inn under OUen Klienter. Dette gj@res ved @ dra maskinene fra
gruppen Computers til Klienter.

7.2 Endring av brannmurinnstillinger pa SCCM-server

Ferst ma vi laste ned rollen Message Queuing Services i Server Manager. Dette gjgres via Add Roles and
Features.

View installation progress

0 Feature installation
|

Installation succeeded on finnmw-sere-2.nemvika.local.

Message Queuing
Message Queuing Services
Message Queuing Server

Na& ma vi apne brannmuren. Her matte vi gjgre to endringer under Allowed apps. Network Discovery og
Virtual Machine Monitoring ble lagt til med full tilgang.

7.3 Installasjon av Configuration Manager Trace Log Tool

For vi starter med utrulling, Ignner det seg a laste ned Trace Log Tool. Om det skulle dukke opp na
problemer underveis er det mye enklere a lese loggen her, enn i Notepad.

Trace Log Tool ligger pa ISO-filen til SCCM. Navigerer oss til ISO-filen og finner mappen
SMSSETUP/TOOLS. Her ligger det en fil som heter CMTrace.exe. Kopier sa denne over til skrivebordet.

Da er det bare a apne filen a velge hvilken logg du vil lese.



_E Open >
Loak in: | Logs V| @' ? ¥ "'
* Mame a Date modified Type *
D adctrl 09.12.2018 21.28 Text Di
Quickaccess = ApForestDisc 091220180000  Text De
D ADService 07.12.201812.43 Text Dt
- D adsgdis 09.12.2018 21.25 Test Dt
Desktop =] adsysdis 08.12.2018 21.25 Text D
. D adusrdis 09.12.2018 21.25 Text Do
| D aikbmgr 09.12.2018 21.13 Tesxt Dt
Libraries D amtproxymgr 09.12.2018 21.24 Text Dv
D awebsctl 09.12.2018 20.44 Text Dt
% D awebsvcMSI 28.11.2018 13.05 Tesxt Di
This.PC D bgbisapilsl 23.11.2012 01.21 Text Dv
D bgbmgr 09.12.2018 21.28 Test Dt
@ = BabServer 09.12.2018 21.24 Text D ¥
Ne;cwork ‘ g
File name: e | | Open
Files of type: Log Files (*log) v Cancel
[ ]Ignore existing lines
[ ]Merge selected files

7.4 Utrulling av Configuration Manager-klienten.

For a installere klienten bruker vi Client Push Installation. Fgrst ma vi sjekke at ClientInstall-brukeren er
lokal administrator pa maskinene som klienten skal rulles ut til.



Administrators Properties ? >

General

% Administrators

Description: Administrators have complete and unrestricted access
to the computer/domain

Members:

A Adminiistrator
&5 NERVIKA Client Instal

- A NERVIKA \Domain Admins

Changes to a user's group membership
Add. . Remove are not effective until the next time the
user logs on.

Cancel Apply Help

Pa klientmaskinene ma vi ogsa tillate noen regler i brannmuren.

File and Printer sharing skal ha tillatt pa inbound og outbound rules, mens Windows Management
Instrumentation skal ha tillatt pa inbound rules. Dette gjgres via Advanced Security i Windows Firewall.

Na ma vi logge pa SCCM-serveren som SCCMAdmin og apne Configuration Manager. Her navigerer vi oss
til Administration—>Site Configuration—=>Sites=>Client Installation Settings = Client Push Installation.

Da kommer det opp et nytt vindu. Under General-fanen skal vi fgrst huke av for Enable automatic site-
wide client push installation. Vi huker ogsa av for de tre valgene under.



D Client Push Installation Properties *
General Accounts  Installation Properties

L Client Push Installation for Corfiguration Manager client
=

Enable automatic site-wide client push installation

This option installs the Configuration Manager client on newly discovered computer
resources and on existing computer resources that do not have the client installed.

System types

Install the Corfiguration Manager client software on the following computers:

Servers
Workstations
Corfiguration Manager site system servers

Specify whether to install the Corfiguration Manager client on domain controllers when you
use site-wide client push installation and the Client Push Installation Wizard.

() Mhways install the Configuration Manager cliert on domain controllers

® Mever install the Configuration Manaaer client on domain controllers unless specified
in the Client Push Installation Wizard

Cancel Apply

Sa trykker vi pa Accounts-fanen og den gule solen>New Account. Her legger vi til Clientinstall-brukeren.

Nar brukeropplysningen er lagt inn, trykk Verify>>. Hvis opplysningene stemmer, kan vi legge til Sources-
mappen under Network share.



Windows User Account X

|ser name: | NERVIEAN lient Install Browse ...

Bxample: Domain*.User

Password: |---------- |

Corfim password: |nunn“ |
Nernfy <<

Data source: Metwars Share i

Metworl: share: |\\FINNMW-SEHV—2’RSDurc:es Browse..

Example: “\server'share

Test connection

| OK Cancel

Trykk Test connection for & se om vi far kontakt med mappen.

Configuration Manager >

o The connection was successfully verified.

QK

8. Utrulling av applikasjoner

Det fgrste vi ma gjgre er pa SCCM-serveren. Her ma vi komme oss inn i mappen C:/Sources. | denne
mappen oppretter vi en undermappe som vi kaller Applikasjoner og i den mappen en mappe som vi
kaller MSI.

« Local Disk (C:) » Sources » Applikasjoner » M5 w | @)

Forst skal vi prgve a rulle ut Firefox. Laster derfor ned MSlI-installasjonsfilen til Firefox. Den finner vi pa
www.frontmotion.com.



http://www.frontmotion.com/

Legger sa denne MSI-filen i MSI-mappen vi nettopp laget.

« Local Disk (C:) » Sources » Applikasjoner » MSI v 0 Search M5l A
Mame Date modified Type Size
- ﬁ'_:jjl Firefox-63.0.1-en-US 30.11.2018 0118 Windows Installer ... 50139 KB

Na ma vi apne Configuration Manager og navigere oss til Software Library—>Application
Management—>Hgyreklikke pa Applications og velg Create Application.

Boftware Library £

- ﬁl Cwerview

4 | [ Application Management

[&2] Applicatj==
[£7] Create Application

'-Ti License
Package
E ﬂ‘pprma Falder [
[¥] Global Conditions

h Import Application

Na ma vi finne nettverksstien til installasjonsfilen til Firefox.

(® Automatically detect information about this application from installation files:

Type: Windows Installer (~ masi file) e

Location: |\\Finnmw-sew-2‘unsi\Firefox—ﬁE.ﬂ.'I-en-LlS.msi| Browse ..
Bxample: “\ServerShare'File

() Manually specify the application information




View imported information

':o:l Application information successfully imported from the Windows Installer (*msi file) file.

Details:

Application name: Moszilla Firefoo {en-US)
Publisher:

Software version:

Deployment type name: Mozilla Firefox (en-US) - Windows Installer {*.msi file)
Product Code: {D40F8420-FB82-46E3-8636-7B07083F6465}
Installation behavior: Install for system

Cortent location: “\Finnmw-seny-2'msi*,
Mumber of files: 1
Cortent files:

Firefoee-63.0.1-en-U5 msi

To modify amy details from the imported information, click Mext. To exit this wizard without creating the application,
click Cancel.

< Previous Mext = Summary Cancel

| neste vindu, General Information, kan vi legge til litt mer informasjon om filen. Her kan vi ogsa velge
om vi vil install for system eller install for user. Vi velger a install for system, siden alle brukere har behov

for en nettleser. Hvis vi har valgt install for user, har vi kunne valgt hvilke brukere som skulle fatt tilgang
til programmet.



[£7 Create Application Wizard x

g’ General Information
[

General Specify information about this application
Import Information

General Information

Summary Name: |I'u'|ozi||a Firefox (en-US) |
e Administrator comments:
Completion
Publisher: [Mozilla |
Software version: |63.D.1 |

Cptional reference: | |

Administrative categories: "Browser” [ Select...

Specify the ingtallation program for this application and the reguired installation rights.

Installation program: msiexec /i "Firefox-63.0.1-en-US msi" /g | Bowse...

[] Run installation program as 32-bit process on G4-bit clients.

Install behavior: Install for system ™,

< Previous Mext = Summary | Cancel

Na er det bare a sette i gang me installasjonen. Nar installasjonen er ferdig far vi opp et vindu som viser
oss at installasjonen var vellykket.



Iﬁoﬁl The Create Application Wizard completed successfully

Details:

& Success: General Information:
+ Application name: Mozilla Firefox (en-US)
« Administrator comments:
+ Publisher: Mozilla
+ Software version: 53.0.1
+ Optional reference:

& Success: Categories:
+ Browssr

& Success: Deployment type name: Mozilla Firefox (en-US) - Windows Installer (*.msi file)

& Suceess: Requiremeant rules: |

@ Success: Content:
« Content location: WFinnmw-serv-2imsil
+ Installation program: msiexec i "Firefox-63.0.7-en-US.msi" /g

To exit the wizard, click Close.

Cloze

Na kan vi se at Firefox ligger under Applications i Configuration Manager.

Applications 1 items
Search

lcon MName Deployment Types Deployments Status

[&7 Mazilla Firefox (en-US) 1 0 Active

Na skal vi sette noen krav for installasjonen. Helt nederst under listen over applikasjoner i Configuration

Manager er det en fane som heter Deployment Types. Trykk her->Hgyreklikk pa Mozilla
Firefox—>Properties



Mozilla Firefox (en-US)

lean Priority  Name Dependencies  Technology Title Superseded  Content ID
[ 1 Mazilla Firefox (en-US) - Windows Installer (*... MNo Windows Installer... No Content)\/.

Summary | Deployment Types Deployments|

Her velger vi Requirements-fanen og trykker Add. Condition—> Operating System—>Velger Windows 8.1
og Windows 10, som vare klientmaskiner kjgrer. Denne regelen vil da komme i listen under
Requirements.

|:| Muozilla Firefox (en-US) - Windows Installer (*.msi file) Properties >

General Contert Programs Detection Method  User E:q:eriencei Retum Codes  Dependencies

Specify any requirements, such as hardware features or the operating system version, that devices must have before
they can install this deployment type. Configuration Manager verfies that these requirements are met before content is

deployed to the device.

Bequirements:

Filter... #
Requirement Type Operator Yalues I
Operating system Onie of {8l Windows RT; &l Windows 8 (54bit); Al Win...

Cancsl

N3 er det pa tide a kjgre ut Firefox. Vi finner installasjonsfilen under Applications=>Hgyreklikk—> Deploy.

Under Collection velger vi All Users.




Specify general information for this deployment

Software: | Mozilla Firefox (en-US) | Erowse...

Collection: |F~|| Users | | Browse...

m

Automatically distibute content for dependencies

Na ma vi velge et Distribution Point. Her velger vi selvsagt SCCM-serveren var.

Additional distribution poirts, distibution point groups, and the distibution point groups that are cumenthy
associated with collections to distibute cortent to:

Filter... - Add ~

MName Description Associations Remaove
FINNMW-SERV-2.NER... Distrbution point

< Previous Mext » Summary Cancel

Under Deployment gjgr vi disse valgene:

Specify settings to control how this software is deployed

Action: Install bl

Purpose: Awvailable e

Require administrator approval if users request this application

Under Scheduling velger vi ingenting, da vi vil at installasjonen skal vaere tilgjengelig med en gang.

User experience lar vi ogsa sta som det er



Specify the user experience for the installation of this software on the selected
devices

Specify user experence setting for this deployment
User notifications: Display in Software Center and show all notifications

When the installation deadline is reached, allow the following activities to be peformed outside the maintenance
window:

White filter handling for Windows Embedded devices

Commit changes at deadline or during a maintenance window {requires restarts)

If this option is not selected, cortent will be applied on the oveday and committed |ater.

Gjgr heller ingen endringer i Alerts, sa da er det bare & fullfgre utkjgringen.

= Deploy Software Wizard

gj Completion

General

Content

» ) The Deploy Software Wizard completed successfully
Deployment Settings

Scheduling Details:
User Experience

-
Alerts & Success: General
« Software: Mozilla Firefox (en-US)
Summary = Collection: All Users (Member Count: 32)
Progress » Use default distnbution point groups associated to this collection: Disabled

« Automatically distnbute content for dependencies: Enabled

m

@ Success: Deployment Settings
» Action: Install
» Purpose: Available
= Allow clients to use a metered Internet connection to download content: Disabled

Q Success: Application Settings (retrieved from application in software library)
« Application Name: Mozilla Firefox (en-US)
« Application Version: 63.0.1
« Application Deployment Types: Windows Installer (*.msi file)

Q Success: Scheduling
= Time based on: UTC

lzhle Time- Az ennn o ihl

To exit the wizard, click Close.

Previous lext > Summar, Close

Vi kan na se i Software Center at Mozilla Firefox er tilgjengelig.




[P software Center = O *

NerVika AS

5w Applications

Al Required A

g |
= Updates Filter: Sortby: | Application name: AtoZ ~ |

[%h Operating Systems

I* Installation status

Ce Device compliance - l\

$¥ Options

Mozilla Firefox
{en-US)

9. Endpoint Protection

Nar vi skal installere Endpoint Protection ma vi fgrst logge inn pa SCCM-serveren som SCCMAdmin.

Pa SCCM-serveren apner vi Configuration Manager og navigerer oss til Assets and Compliance. Her skal
vi opprette en mappestruktur til Endpoint. Her hgyreklikker vi pa Device Collections=> Folder—>Create
New Folder. Denne mappen kaller vi Endpoint Protection.

Configuration Manager >

Folder name:

Endpoint Protection |

[ o

| denne mappen oppretter vi sa to nye mapper som vi kaller «Klienter» og «Servere»

| Klienter

| Servere

Na skal vi lage en Device Collection for arbeidsstasjonene (Klienter). Hgyreklikk pa mappen
Klienter->Create Device Collection.



Her velger vi Endpoint Protection for arbeidsstasjoner som navn og under Limiting collection velger vi All

Systems.

-.:-‘ Create Device Collection Wizard

General

Specify details for this collection

Membership Rules

Surnmary
Progress MName: | Endpoirt Protection for arbeidsstasjoner
Completion Comment:

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Limiting collection: |.NI Systems | | Browse...

Na ma vi gjgre det samme under mappen Servere. Oppretter er en collection for AD-serveren og SCCM-

serveren. Mappen Servere vil da se slik ut:

Servere 2 items

Search Searc Add Criteria *
lcon MName Limiting Collection Member Count | Members Visible on Site Referenced Collections

l'-?g Endpaoint Protection for servere - AD All Systems ] ] ]

l':ﬁ Endpaoint Protection for servere - SCCM All Systems ] ] ]

Na ma vi legge til klientmaskinene i Collectionen for arbeidsstasjoner. Dette gjgres via Devices under
Assets and Compliance. Markerer de to Klientmaskinene—>Hgyreklikk=>Add Selected Items to Existing
Device Collection. Her finner vi Endpoint Protection for arbeidsstasjoner.




Select Collection ot

Device Collections ~ || Fitter. . )
4 ] Root Name Member Court
4 __] Endpoint Protection ﬁ' Endpoint Protection for arbeidsstasjoner 0
j Klienter
] Servers

Carcel

Gjentar samme prosess med serverene, slik at AD-serveren ligger i Endpoint Protection for servere — AD
og SCCM-serveren ligger i Endpoint Protection for servere — SCCM.

Nar det er gjort ma vi legge til Endpoint Protection-rollen i SCCM-manager. Vi ma da navigere oss til
Administration—>Site Configuration—>Servers and Site System Roles. Hgyreklikker pa serveren og velger
Add Site System Roles. Her finner vi Endpoint Protection point.



Specify roles for this server

Auwailable roles:

[] Asset Inteligence synchronization pairt
[] Certfficate registration poirt

[] Enrollmert poirt

[] Enroliment proxy point

[] Fallback status poirt

|:| Reporting services point

[ State migration point

Description:

The Endpoint Protection point provides the default settings for all antimalware policies and installs the Endpoint Protection client
on the site system server to provide a data source from which the Configuration Manager database resolves malware 1Dz to
names. When you install this site system role, you must accept the license terms for System Center Endpoirt Protection.

Nar Endpoint Protection point er valgt, e det bare a godkjenne vilkarene og velge Basic membership.
Kj@r sa installasjonen.

':0' The Add Site System Roles Wizard completed successfully

Details:

Create a site system server with the following settings:
Success: Site System Name

: « finnmw-zens-2 nervika.local
ﬂ' Success: Settings
« Public FQDN: Not specified
+ Inztallation Account: Computer Account
« Microsoft Active Protection Service: Basic membership

ﬂ' Success: Foles
= Endpoint Protection point
Success: Proxy Setfings
+ Prosgy will not be enabled




Na som rollen er lagt til, kan vi ga tilbake til Endpoint Protection-mappen som vi laget under Device
Collections. Fgrst sa gar vi inn i mappen klienter og hgyreklikker pa Endpoint Protection for
arbeidsstasjoner. Her kommer det na opp nye valg som har med Endpoint 3 gjgre. Velger a kjgre en full

scan her.

| #* Show Members
EEQ Add Selected ltems
Install Clhient

] ‘;ﬂ

Manage Affinity Requests

E
&

Clear Required PXE Deployments

P g

Update Membership
Add Resources

P

==

Client Motification

Endpoint Protection

¥ O #

Export
Copy

Move

Member Count Members Visible g

2 2

] E Full Scan
E Quick Scan
E Download Definition

Med Endpoint kan vi ogsa overvake valgte Collections. | dette tilfelle vil vi overvake klientene vare.
Derfor gar vi til Assets and Compliance og finner Collection for arbeidsstasjoner. Hgyreklikker pa denne
og velger properties. | properties velger vi fanen Alerts og huker av for View this collection in the
Endpoint Protection dashboard.

D Endpoint Protection for arbeidsstasjoner Properties et

General Membership Fules Power Management  Deployments  Maintenance Windows
Collection Variables Distribution Point Groups =~ Securty  Merts

View this collection in the Endpoint Protection dashboard

Configure the alert thresholds.

Conditions:

There are no items to show in this view.

Trykker sa pa Add for a velge hva vi vil overvake. Her huker vi av for alle alternativene.




Add Mew Collection Alerts =
Client status:

Client check pass or no results for active clients falls below threshold (%)
Client remediation success falls below the thresheld (%)

Client activity falls below threshold (%)

Endpairt protection:

Malware is detected

The same type of malware is detected on a number of computers

The same type of malware is repeatedly detected within the specified interval on a computer

Multiple types of malware are detected on the same computer with the specified interval

Membership:
Member court exceeds threshold

Cancel

Na kan vi se Collection for arbeidsstasjonene i Endpoint Dashboard under
Monitoring—> Overview—>Security—> Endpoint Protection Status.

System Center Endpoint Protection Status

« Collection:

Collection: Endpoint Protection for arbeidsstasjoner =

Na ma vi konfigurere SUP slik at klientmaskinene var kan fa oppdateringer fra Configuration Manager. Vi
ma legge til en rolle til, som heter ForeFront Endpoint Protection. Vi starter med a navigere oss til
Administration—>Site Configuration—>Sites. Her hgyreklikker vi pd SCCM-serveren og velger Configure
Site Components—>Software Update Point. Trykker pa Products-fanen og blar nedover og velger
Forefront Endpoint Protection 2010.



Nar Forefront er lagt til ma vi synkronisere SUP. Navigerer oss til Software Library—>Software updates.
Her hgyreklikker vi pa All Software Updates og velger Synchronize Software Updates.

Configuration Manager

o Run Synchronization

You can review the synchronization process by checking the
SME_WEUS_SYMNC_MAMAGER component in the Component Status
node of the Monitoring workspace,

Are you sure that you want to initiate a site-wide synchronization of
software updates?

Yes Mo

N3 skal vi opprette en ADR (Automatic Deployment Rule) for Endpoint. Fgrst sa ma vi lage en ny
undermappe i Sources-mappen vi laget tidligere. Denne mappen kaller vi Endpoint Protection. Vi ma
ogsa sjekke om mappen arver dele-innstillingene fra mappen Sources.

Nar mappen er opprettet ma vi ga inn pa Configuration Manager. Her skal vi opprette ADRen. Da ma vi
navigere oss til Software Library—> Software Updates—> Hgyreklikke pa Automatic Deployment
Rule—>Create ADR.

F@rst sa skal vi gi ADRen et navn og en beskrivelse. Velger ogsa at denne regelen skal gjelde for
Collectionen for arbeidsstasjoner.



g:l General

Deployment Settings
Software Updates
Evaluation Schedule
Deployment Schedule
User Experience
Alerts

Download Settings
Deployment Package
Download Location
Language Selection
Summary

Progress

Completion

General

I_’,’ Create Automatic Deployment Rule Wizard

Specify the settings for this automatic deployment rule

Mame: |ADF{ Endpoint Protection

Description: Dette er en Automatic Deployment Rule for Endpoint Protection

Select a previously saved deployment template that defines configuration settings for this deployment. You can save the cument
configuration as a new deployment template on the Summary page of this wizard.

Template: w Manage Templates. ..

Specify the target collection for the software update deployment.

Collection: Endpoint Protection for arbeidsstasjoner | I Browse...

Each time the rule runs and finds new updates.

(® Add to an existing Software Update Group

(O Create a new Software Update Group

Choose whether to enable the deployment after this rule runs for the associated software update group. When this setting is not selected, you
must manually deploy the software update group.

< Previous Mext > Summary Cancel

Under Deployment Settings velger vi Only success and error messages.




Specify the settings for this Automatic Deployment Rule

[J Use Wake-on-LAN to wake up clients for required deployments

Choose how much state detail you want clients to report back for deployments created by this rule.

Detail level: Only success and emor messages ~

Some software updates include a license agreement. Software updates that you choose to deploy automatically will not display any license
agreement to you, regardless of whether those software updates include a license agreement. You can review the Microsoft Software
Licenze Tems in the All Updates list in the Software Updates node of the consale.

O Automatically deploy only software updates found by this rule that do not include a license agreement, or for which the license
agreement has already been approved

(® Autgmatically deploy all software updates found by this rule, and approve any license agreements

Under Software Updates skal vi finne Forefront Endpoint Protection 2010, samt velge Date Released or
Revised. Her skal vi velge Last 1 Day.

Select the property filters and search criteria

The software updates that mest the specified criteria are added to the associated software update group.

Property filters:

] Custom Severity

Date Released or Revised
(] Description

] Language

Product

1 Ramirad W
Search criteria:

Date Released or Revised Last 1 day
Product "Forefront Endpeint Protection 20107

Evalutation schedule lar vi sta som det er




Specify the recurring schedule for this rule

Cument software update poirt synchronization schedule:

Oceurs every 7 days effective 01.02.1970 00.00|

() Do net run this rule automatically
(® Run the rule after any software update point synchronization

() Run the rule on a schedule

m~

Ocours every 7 days effective 10122018 21.12

Under Deployment Schedule setter vi Software Avaliable Time til 5 timer, mens vi setter Installation
Deadline til As soon as possible.

Configure schedule details for this deployment

Schedule evaluation
Specify if the schedule for this deployment is evaluated based upon Universal Coordinated Time (UTC) or the local time of the client.

Time based on: g i

Software available time

Specify when software updates are available. After this rule is run, software updates are distibuted to the content server. Then the
software updates are available to install as soon as possible or scheduled to install at a corfigured period of time after the rule is run.

Mote: You must enable this deployment before software updates are available to install.

() As soon as possible

(@) Specfic time: 5 = T -

Awvailable time:

Installation deadline

Specify a deadline for required software updates. The deadline is determined by adding the deadline time to the installation time. When
the deadline is reached, required software updates are installed on the device and the device is restarted if necessary.

(®) As soon as possible

Y Cranfis tima: = DNan=




Under User Experience sa huker vi av Servers under Suppress the system restart.

Specify the user experience for this deployment

User visual experience
User notifications: Hide in Software Center and all notifications

Deadline behavior

When the installation deadline is reached, allow the following activities to be peformed outside of any defined maintenance windows:

[ Software Update Installation
[] System restart (f necessary)

Device restart behavior

Some software updates require 3 system restart to complete the installation process. You can suppress this restart on servers and
workstations.

Suppress the system restart on the following devices:

Servers
(] Workstations

Write filter handling for Windows Embedded devices

[T Crmmit rhannee =t Aaadline ar dodna 3 maictenanes windmw freaicee reetartel

Under alerts skal det se slik ut:



Specify software update alert options for this deployment

Corfiguration Manager alerts
Specify the criteria for generating a Corfiguration Manager alert.

Generate an alert when this Bule fails

Generate an alert when the following conditions are met

Cliert compliance is below the following percent: 50 =
Cffset from the deadline: 7 = Days L
Alerts are generated after the installation deadline is

reached.

Deadline time:

Operations Manaaer alerts

System Center Operstions Manager might generate alerts when a device installs a software update. To avoid receiving alerts for planned
maintenance, you can disable these alerts during the duration of the software update installation process.

[] Disable Operations Manager alerts while software updates run

T, SOy SRS, SR iy S e e e e e T

Under Download Settings huker vi av Download software updates from distribution point and install.

Specify the software updates download behavior for clients on slow site boundaries.
Select the deployment option to use when a client is within a slow or unreliable network boundary, or when the client uses a fallback source
location for content.

Deployment options:
() Do not install software updates

(® Download software updates from distribution peint and install

When software updates are not available on any prefemed distrbution points, clients can download and install software updates from a
fallback source location for content.

Deployment options:
() Do not install software updates

(® Download and install software updates from the fallback content source location
Allow clients to share content with other clients on the same subnet

[] ¥ software updates are not available on prefemed distribution point or remote distribution point, download content from Microsoft Updates.




Under Deployment Package ma vi opprette en ny Deployment Package. Gir denne navnet Endpoint
Protection definisjonsoppdateringer og finner nettverkstien til Endpoint Protection-mappen vi nettopp
har laget.

g Create Automatic Deployment Rule Wizard

925 Deployment Package

Enel Select deployment package for this automatic deployment rule

Deployment Settings

Software Updates

Evaluation Schedule The deployment package contains the software update files associated with this rule that will be available to clients as part of the deployment.

Deployment Schedule You can select an existing deployment package or create a new one.

User Experience
Alerts
Download Settings

Deployment Package Browss

Distribution Points (@ iCreate a new depioyment package &
Download Location Name:
Language Selection |Endpoint Protection definisjonsoppdateringer
Surmmary Description:
Progress
Completion

Package source (Example):\\<server=‘<folder path>
finnmw-serv-2\Sources \Endpoint Protection Browse...

e S

< Previous MNext » Summar Cancel

Under Distribution Points finner vi SCCM-serveren. Trykker pa Add og legger til serveren.



Specify the distnbution points or distribution point groups to host the content

Distribution points or distribution point groups:

Filter...

MName Description Associations nove

FINNMW-SERV-2.MER... Distibution poirt

Under Download Location velger vi at oppdateringer skal lastes ned fra nettet.

Specify download location for this Automatic Deployment Rule

If your site server does not have an Intemet connection, you can download the software updates from a different computer and save them to
a network location accessible by the site server.

(®) Download software updates from the Intemet

(") Download software updates from a location on my networl:

Bample: ‘\<server=\Hfolder path:

[ =]

Mote:
When the deployment package contains all required software updates, select "Download software updates from the Intemet™. The software
updates files will be validated, but will not be downloaded again.

Velger bare engelsk under sprak.

Under Summary velger vi Save as template, sa vi kan bruke oppsettet her til & opprette nye ADR.



Save As Template *

Name:  |ADR_EndPoint_Mal Browse...

Select the settings to save in the template:

EI-- Al 'S
EI-- General
Update Group

—:I-- Deployment Settings

----- Send wake-up packets

Verbosity Lewvel

ml

=[] Evaluation Schedule

—:I-- Deployment Schedule
-] UTCAClient time

ml

£ >

=

N3 er det bare a fullfgre innstallasjonen.

IIOI The Create Automatic Deployment Rule Wizard completed successfully

\'\.

N3 skal vi opprette en Antimaleware Policy. Dette finner vi under Assets and Compliance>Endpoint
Protection->Hgyreklikke pa Antimalware Policies—> Create new antimalware policy.



[&77 Create Antimalware Policy ' >

| General |

Endpoint Protection Antimalware Policy

Scheduled scans

m Specify the name and a description for this Endpoint Protection antimalware policy. The settings

Scan settings defined in this policy ovemide the defautt settings when this policy is assigned to a collection.

Default actions

Real-time protection Mame: |Antima|ware Palicy - Endpoint Protection - arbeidsstasjoner

Exclusion settings
Advanced

Description:

Threat overrides

Microsoft Active Protection Service

Scheduled scans

Definition updates Sean seftings

Default actions

Realtime protection

BExclusion settings

Advanced

Threat ovenides

Microsoft Active Protection Service
Definition updates

OK | cancel

Til slutt ma vi lage en Custon Client Device Setting. Administration—>Client Settings>Hgyreklikk=> Create
custom Client device setting.



Create Custorn Client Device Settings

|Ger‘|era| |

Custom Device Settings

| Endpoint Protection |
ﬁ Specify the settings for devices. These settings ovemide the default settings when they are assigned
to a collection.

Select whether to manage existing Endpaint Protection clients or to install Endpoint Protection on clients.

ﬁ Manage Endpoint Protection client on client Yes o
computers
Ingtall Endpoint Protection client on client Yos -
computers
Automatically remove previoushy installed Yes o

artimalware software before Endpoint
Protection is installed

Allow Endpoint Protection client installation Mo -
and restarts outside maintenance windows.

Mairtenance windows must be at least 30

minutes long for client installation.

For Windows Embedded devices with write Yas -
filters, commit Endpoint Protection client
installation {requires restarts)

Suppress any required computer restarts after | vyag |
the Endpoint Protection cliert is installed

Allowed period of time users can postpone a 24
required restart to complete the Endpairt
Protection installation (hours)

Dizable atemate sources (such as Microsoft Yes g
Windows Update, Microsoft Windows Server

Update Services, or UNC shares) for the initial

defintion update on client computers

L

Coce

Na skal denne dukke opp under Client Settings. Hgyreklikk pa den—> Deploy.

Her velger vi Collection for arbeidsstasjonene.



Select Collection

| Device Collections ~ | | Filter P
4 | Root Mame: Member Court
o _J Endpoint Protection = § Endpaint Protection for arbeidsstasjioner
] Kiienter
] Servere

[ ok || Ccancel

Det samme ma vi gjgre med Antimaleware Policyen vi nettopp laget. Hvis vi da klikker pa en av
klientmaskinene under Devices vil vi kunne se at de bruker den Antimaleware Policyen vi har satt, samt

de klientinnstillingene vi laget.

KLIENT

lcan Marme Collecticn Mame Pricrity

E Antimalware Policy - Endpeint... Endpoint Protection for arbeidsstasjoner 1
m

KLIENT

Collection Mame Pricrity
10000

lcan Mame

Default Client Settings

ienti illinger - Endpgint Protection - Administrerie 8. Endpoint Protection for arbel. 1
Summary | Client Check Detail | Malware Detail | Antimalware Pull'cies| Client Settings




10. Utrulling av sikkerhetsoppdatering til Windows 8.1

Vi skal opprette en ny ADR for sikkerhetsoppdateringer til Windows 8.1. Men fgrst ma vi opprette en
Collection for Windows 8.1-klienter. Dette gj@r vi via Assets and Compliance—>Device
Collections. Oppretter her en ny mappe som heter Oppdateringer. Hgyreklikker sa pa denne
mappen og velger Create Device Collection. Kaller denne samlingen for Windows 8.1-klienter og

velger All System under Limiting collection.

Specify details for this collection

Windows 8.14dierter

MName:

Comment: Alle Windows 8.14lienter legges i denne samlingen.

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Limiting collection: |F|.II Systems | E Browse .. i

Nar samlingen er opprettet, ma vi klikke oss inn i Devices og finne Windows 8.1-klientene vare. | dette
tilfellet har vi bare en klient med dette operativsystemet, Klient1. Hgyreklikker sa pa Klient1 og velger
Add Selected Items to existing Collection>Her finner vi den nye samlingen vi laget under
Oppdateringer. Vi ser da at samlingen har fatt et medlem.

Oppdateringer 1 items

Search
lcan Mame Limiting Collection Member Count = Members Visible on Site
oy Windows 8.1-klienter All Systems 1 1

Vi navigerer oss til Software Library—>Software Updates—>Hgyreklikker Automatic Deployment
Rules—>Create ADR.

Her gir vi den navnet Sikkerhetsoppdatering for Windows 8.1-klienter, samt velger den nye samlingen vi

laget under Collections.




Specify the settings for this automatic deployment rule

MName: | Sikkeerhetsoppdatering for Windows 8.14dienter

Description:

Select a previously saved deployment template that defines configuration settings for this deployment. ou can save the cument
configuration as a new deployment template on the Summary page of this wizard.

Template: e Manage Templates. ..

Specify the target collection for the software update deployment.

Collection: Windows 8. 14dienter Browse...

Each time the rule runs and finds new updates.

(®) Add to an existing Software Update Group
() Create a new Software Update Group

Choose whether to enable the deployment after this rule runs for the associated software update group. When this setting is not selected, you
must manually deploy the software update group.

| det neste vinduet huker vi av Use Wake-on-LAN. Dette vil si at om klientmaskinene er avskrudd, kan
systemet skru pa klientene for a fullfgre oppdateringene.

Specify the settings for this Automatic Deployment Rule

Use Wake-on-LAN to wake up clients for required deployments
Choose how much state detail you want clients to report back for deployments created by this rule.

Detail level: Only emor messages ~
Some software updates include a license agreement. Software updates that you choose to deploy automatically will not display any license

agreement to you, regardless of whether those software updates include a license agreement. You can review the Microsoft Software
License Terms in the Al Updates list in the Software Updates node of the console.

®) Automatically deploy only software updates found by this rule that do not include a license agreement, or for which the license
agreement has already been approved

(@) Automatically deploy all software updates found by this rule, and approve any license agreements

Under Software Updates ma vi velge noen kriterier. Under Product velger vi Windows 8.1. Under Update
Classification velger vi Security Updates. Vi velger ogsa No under Superseded, slik at oppsettet blir
seende slik ut:



Search criteria:

Product “Windows 8.1°
Superseded No
|Ipdate Classification “Security Updates”

Under Evaluation Schedule velger vi Run the rule after any software update point synchronization. Her
ser vi ogsa at vi ma opprette en plan for Software Update Point Synchronization i miljget vart, men det

gjor vi etterpa.

Specify the recurring schedule for this rule

Curmment software update point synchronization schedule:

Oceurs every 7 days effective 01.02.1970 00.00

() Do nat run this rule automaticalty

(@ Fun the rule after any software update point synchronization

() Run the rule on a schedule

Ocecurs every 7 days effective 12.12 2018 00.04

User Experience og Alerts lar vi sta som det er, mens vi under Download Settings velger Download
software updates form distribution point and Install, samt huker av for If software updates are not
avaliable on preffered distribution point or remote distribution point, download contant from Microsoft

Updates.



Specify the software updates download behavior for clients on slow site boundaries.
Select the deployment option to use when a client is within a slow or unreliable network boundary, or when the client uses a fallback source
location for content.

Deployment options:
(") Do net install software updates

(®) Download software updates from distribution point and install

When software updates are not available on any prefemed distribution peoints, clients can download and install software updates from a
fallback source location for content.

Deployment options:
(7)) Do not install software updates

(® Download and install software updates from the fallback content source location
Alow clierts to share content with other clients on the same subnet

If software updates are not available on prefemed distribution point or remote distribution point, download content from Microsoft Updates.

Under Deployment Package velger vi Create a new deployment package, kaller denne for Windows 8.1
Sikkerhetsoppdateringer. Under Package source ma vi finne frem til Sources-mappen. Her ma vi
opprette en ny mappe som vi kaller Sikkerhetsoppdateringer Windows 8.1. Passer pa sa denne har rette
innstillinger for deling og velger denne.



Select deployment package for this automatic deployment rule

The deployment package containg the software update files associated with this rule that will be available to clients as part of the deployment.
You can select an existing deployment package or create a new one.

() Select a deployment package

Im

(®) Create a new deployment package

Name:
|Windnws 8.1 - Sikkerhetsoppdateringer

Description:

Package source (Bample)\\<servers'\<folder path:
|‘x‘dinnmw-senr-Z’\-,Snurces‘xSikkerI'uetsnppdateﬁnger Windows 8.1 Browse...

Under Distribition point velger vi SCCM-serveren.

Distribution points or distibution point groups:

Fitter...

Mame Description Associations
FINNMW-SERV-2 NER...  Distribution pairt

Velger a laste ned oppdateringene fra internett.

Specify download location for this Automatic Deployment Rule

i your site server does not have an Intemet connection, you can download the software updates from a different computer and save them to
a network location accessible by the site server.

{® Download software updates from the Intemet

Pa sprak sa velger vi bare engelsk, som vi har gjort pa alt tidligere. Da er det bare a fullfgre.



Iﬁaﬁl The Create Automatic Deployment Rule Wizard completed successfully

Details:

General: W
» Automatic Deployment Rule: Sikkerhetzoppdatennger for Windows 8.1-kienter
« Collection: Windows 8 1-klienter
« Action that rule should create: Add to an Update Group
» Enable Deployment on successful execution of rule: Yes
Deployment Settings:
» Send wake-up packets: Yes
« Verbosity Level: Only error messages
» Only deploy software updates that do not require a license agreement: o
Software Updates:
+ Product: "Windows 8.1°
= Superzeded: No
» Update Classification: "Secunty Updates”
Evaluation Schedule:
+ Use a custom schedule to evaluate this rule: No
Deployment Schedule:
» Deployment schedules will be based on: Client local time
» Time between rule run and deployment available: As soon as possible
= Time between deployment available and deadline: 7 Days

ser Expenience:
Il Blmeelim—primmem Bl b Smbgrmem T mpdbme =l =l gofy

To exit the wizard, click Close.

m
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11. Microsoft Intune

| denne oppgaven skal vi ogsa se pa hvordan Microsoft Intune kan brukes sammen med System Center.
Microsoft Intune er en skytjeneste som tilbyr styring av mobilenheter for bedrifter. Microsoft Intune kan
ogsa brukes sammen med System Center, slik at vi kan styre bade PCer og mobilenheter pa samme
plass. | denne oppgaven skal vi sette opp en firmaportal for NerVika AS og koble den til System Center
slik at de her kan distribuere applikasjoner til mobiltelefoner og nettbrett til sine ansatte.

11.1 Opprette en Intune-bruker

Det fgrste vi ma gjgre er a registrere en Intune-bruker. Dette gj@res via portal.office.com, naermere

bestemt denne lenken: https://portal.office.com/Signup/Signup.aspx?Offerld=40BE278A-DFD1-470a-
9EF7-9F2596EA7FF9&dI=INTUNE A&ali=1#0%20

Her er det bare a fylle inn informasjonen som trengs om bedriften, nar brukeren er opprettet kommer vi
til adminportalen, www.portal.office.com/adminportal. Nervika AS sin portal ser slik ut:



https://portal.office.com/Signup/Signup.aspx?OfferId=40BE278A-DFD1-470a-9EF7-9F2596EA7FF9&dl=INTUNE_A&ali=1#0%20
https://portal.office.com/Signup/Signup.aspx?OfferId=40BE278A-DFD1-470a-9EF7-9F2596EA7FF9&dl=INTUNE_A&ali=1#0%20
http://www.portal.office.com/adminportal

Microsoft 365 admin center

Hjem

Nervika

Sak etter brukere, grupper, innstillinger eller oppgaver

bt

Anbefalt for deg

L Ly L0 B [ e

Q. Aktive brukere >

Legqg til en bruker
Slett en bruker

Rediger bruker

£ N B

Tilbakestill passord

B Fakturering >

Total salda: Ingen

Pragveversjon: Kj@p na

Her ser vi at vi blir anbefalt a legge til vart domene, men dette gar ikke siden vi kun har et lokalt
domene. Derfor har vi kjgpt rettigheter til nervika.com via godaddy.co.uk.



GoDaddy :i: Domain Manager

Domains Buy & Sell = DNS « Settings = Help «

My Domains / nervika.com

Build a site on nervika.com

Na kan vi legge til domene i Office Admin Center. Trykker derfor pa anbefalingen og trykker legg til
domene. Her skriver vi inn nervika.com. S& ma vi bekrefte domenet. Velger her det fgrste alternativet.

Bekreft domene

® Logg pa GoDaddy (anbefalt)

Siden GaDaddv er DMS-vertsleverandaeran din, trenaer du bare 3 logge pa. sa opodaterer vi DNS-postene
P L R L B STWET LISV T Al I8 S - e e e e e e R wiloLs i W L } L L

Legg til en TXT-post i stedet

Vi gir deg en TXT-post som ma legges til | GoDaddy i stedet.

11.2 Synkronisere Active Directory

Nar domenet er opprettet, ma vi synkronisere de lokale brukerne og gruppene fra ADen var med Azure
Active Directory. | Microsoft Admin Center trykker vi pa Aktive brukere>Mer—>Katalogsynkronisering.
Her vil vi fa muligheten til 3 laste ned Microsoft Azure Active Directory Connect. Dette verktgyet ma vi
laste ned pa AD-serveren var. Verktgyet finner vi pa linken: https://www.microsoft.com/en-
us/download/details.aspx?id=47594

Her er det bare a trykke pa download og velge Run. Installasjonen av Microsoft Azure Active Directory
Connect vil da starte. Her velger vi Custom Settings. Fyller inn informasjonen som er ngdvendig for
installasjonen:


https://www.microsoft.com/en-us/download/details.aspx?id=47594
https://www.microsoft.com/en-us/download/details.aspx?id=47594

&* Microsoft Azure Active Directory Connect

Install required components
Express Settings

Required Components No existing synchronization service was found on this computer. The Azure AD Connect synchranization

N service will be installed.
User Sign-In

Optional configuration:

Specify a custom installation location

INSTALL LOCATION

|C:\Progran'| Files\Microsoft Azure AD Sync |

[[] Use an existing SQL Server

[ Use an existing service account

[ specify custom sync groups

Previous Install

Pa User Sign-in velger vi Password Hash Synchronization.

User sign-in

Select the Sign On method.

@) Password Hash Synchronization &

() Pass-through authentication ﬂ
() Federation with AD Fs @

() Federation with PingFederate ﬂ
) Do not configure (7]

Select this option to enable single sign-on for your corporate deskiop users:

] Enable single sign-on @@

Under Connect to Azure legger vi inn opplysningene til administratoren pa nervika.com



Connect to Azure AD

Enter your Azure AD global administrator credentials, 2 )

USERMAME

|finr'|r'r'|'.';-@I nenvika.cnmicrosoft.com |

PASSWORD

Velger nervika.local som forest under Sync. Trykker Add og logger pa med domeneadministratoren

&+ AD forest account .

AD forest account

An AD account with sufficient permissions is reguired for periodic synchronization. Azure AD
Connect can create the account for you. Alternatively, you may provide an existing account with the

required permissions, Learn more about managing account permissions.
The first option is recommended and reguires you to enter Enterprise Admin credentials.

Select account option.
) Create new AD account

®) Use existing AD account

DOMAIN USERNAME
NERVIKA\Administrator |

PASSWORD

Velger a synke alt fra Active Directoryen.




Domain and OU filtering
Directory: | nervika.local v 9

@ Sync all domains and OUs

) sync selected domains and OUs

4 | nervikalocal

Builtin

Computers

Domain Controllers
ForeignsecurityPrincipals
Infrastructure

Keys

Klienter

LostAndFound

Managed Service Accounts
MNTDS Quotas

Program Data

System

Users

LN SISA S

LRSS

N3 er det bare 3 trykke Next frem til synkroniseringen starter. Nar synkroniseringen er ferdig kommer
det forhapentligvis opp et vindu som sier at Azure AD Connect configuration succeeded.

Configuration complete

Azure AD Connect configuration succeeded. The synchronization process has been initiated.

The configuration is complete. You can now log in to the Azure or Office 365 portal to verify that
user accounts from your local directory have been created. Then, do a test sign-on to the Azure

portal. Learn more

The Active Directory Recycle Bin is not enabled for your forest (nervika.local) and is strongly
recommended. Learn more

Azure Active Directory is configured to use AD attribute m5-DS-ConsistencyGuid as the source
anchor attribute. Learn more

Vi kan da se i Admin Center at brukerne har blitt synkronisert



Hjem > Aktive brukerdervika AS

Mer ~ Visninger

Visningsnavns

Anders Vold
Andreas Solhaug
Atle Stadsnes
Caroline Fossmo
Christian Nyvold
Clientlnstall
Erling Bratland
Eystein Nerup
Finn Morten Wiggen
Geir Andersen
Halgeir Oshaug

Harald Eriksen

[]
[]
]
L]
L]
[]
L]
]
]
L]
L]
]
[

Alle brukere Sek i brukere

Brukernavn

anvo@nervika.onmicrosoft.com
anso@nervika.onmicrosoft.com
atst@nervika.onmicrosoft.com
cafo@nervika.onmicrosoft.com
chny@nervika.onmicrosoft.com
ClientInstall@nervika.onmicrosoft.com
erbr@nervika.onmicrosoft.com
eyne@nervika.onmicrosoft.com
finnmw@nervika.onmicrosoft.com
gean@nervika.onmicrosoft.com
haos@nervika.onmicrosoft.com

haer@nervika.onmicrosoft.com

11.3 Opprette Collection for Intune.

Na ma vi opprette en User Collection for Intune. Vi navigerer oss til Assets and Compliance
—>Overview—>User Collections. Her hgyreklikker vi og velger Create User Collection.

Kaller den enkelt a greit for Intunebrukere og velger All Users under Limitation.




Specify details for this collection

Mame: | Imtunebnikers

Comment:

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Limiting collection: |AII Users | | Browse... |

Forelgpig trenger vi ikke a sette noen regler, sa vi trykker bare Next og fullfgrer.

':O] The Create User Collection Wizard completed successfully

Details:

& Suceess: General
» Collection Mame: Intunebrukers

« Comment:

Na gar vi tilbake til Users under Assets and Compliance. Velger her brukeren Anders Vold
(Nervika\anvo). Hgyreklikker pa denne brukeren og velger Add Selected Items to Existing Collection. Her

velger vi a legge brukeren anvo til i Intunebrukere.

Intunebrukere 1 items

Search
lcon Mame Ciomain Rescurce Type
? MERVIKA anvo (Anders Vold) MERMIKA ll=er

L ]

11.4 Legge til Microsoft Intune Subscription



For a legge til Microsoft Intune Subscription ma vi navigere oss til Administration=>Cloud

Services—>Microsoft Intune Subscribtions. Her ma vi hgyreklikke og velge Add Microsoft Intune
Subscription. .

Her ma vi klikke Sign in og legge til informasjon om var Intune-bruker.

Microsoft Intune

B® Microsoft

Logg pa

finnmw@nervika.onmicrosoft.com

Ingen konto? Opprett en konto
Far du ikke tilgang til kontoen?

Logg deg pa fra en annen enhet

| General-fanen ma vi legge til Collection som vi nettopp laget, Intunebrukere. Ellers ma vi bare fylle inn
informasjon om bedriften var.



General Configuration

Specify the user collection whose members will be able to enroll their devices for management.

Collection: | Imtunebnikers Browse..

Specify company details and the color scheme for the company portal.

These device and portal settings will replace any values previously configured in Microsaft Intune. Leave
the fields blank i you do nat wart to specify custom values.

Company name: | Nervika AS |
URL to compary privacy documentation: |h1'tp:ffnen.ri|-:a.n:nm |
Color scheme for comparny portal: B Magenta

Specify the ste code for device assignment.

Configuration Manager site code: . NER e

Device Enrollment Limit

Select the madmum number of devices a user can ennoll:

< Previous Mext = Surnman Cancel

N3 er det bare 3 trykke seg videre frem til installasjonen.



I.f"o.l The Create Microsoft Intune Subscription Wizard completed
¥ successfully

Details:

¥ Syccess: Connection Information

= Use Configuration Manager Administration Conscle to manage this subscripion. This is 2 one
time, one way seting.

@ Success: General Information

Only manage devices on premises: Mo

Collection name: Intunebrukere

User devices will enroll using the following site code: NER
Organization name: Menaka AS

Privacy Link: hitp://nenika.com

Theme: Magenta

m

@ Syceess: Company Contact Information
« [T department contact name:
+ [T department phone number:
« |T department email address:
+ Support website URL (not displayed to user):
« \n/ehsite name (displayed to user):
« fAdditional information: i

To exit the wizard, click Close.

11.5 Utrulling av apper med SCCM

Det fgrste vi ma gjgre er a opprette en ny mappestruktur i Configuration Manager. Vi apner Software
Library. Her finner vi Applications. Der ser vi at vi bare har Mozilla Firefox liggende fra tidligere. Men na
skal vi opprette en mappe her. Hgyreklikk pa Applications=>Folder—>Create Folder. Kaller denne
mappen for Mobilenheter. Hgyreklikker pa denne mappen ogsa—>Folder->Create folder. Kaller sa denne
undermappen for iOS, siden jeg har en mobil med iOS. Mappestrukturen skal da se slik ut:

Software Library

4 &l Overview

4 || Application Management

4 [a5] Applications
4 || Mobilenheter
{5 i0s!




Na hgyreklikker vi pa i0S-mappen og velger Create Application. Nar vi rullet ut applikasjoner til
klientmaskiner, valgte vi Windows Installer som Type. Men na skal vi Rulle ut til mobilenheter, sa da
velger vi App Package for iOS from App Store.

Specify settings for this application

Applications contain software that you can deploy to users and devices in your Corfiguration Manager environment .
Applications can contain multiple deployment types that customize the installation behavior of the application.

(@) futomatically detect information about this application from installation files:

Type: App Package foriQS from App Store w

0 Browse...

Location: |

Example: hitp://tunes apple com/us/app/AppMame ideoc fmt =wo=x

() Manually specify the application information

Nar vi da trykker Browse vil vi komme til en side som lar oss bla igjennom appene som finnes i App
Store. Her navigerer vi oss til Productivity og velger Dropbox.

App Store Preview

This app is only available on the App Store for 105 devices.

Trykker sa pa OK.



Specify settings for this application

Applications contain software that you can deploy to users and devices in your Corfiguration Manager environment.
Applications can cortain multiple deployment types that customize the installation behavior of the application.

(@) Automatically detect information about thiz application from installation files:

Type: App Package foriCS from App Store e
Location: |https:ffrtunes apple com/us/app/dropboocid 327630330 mt =8 | | Browse...
Example: http://tunes.apple.com/us/app/ App Name.idoc Pmt =0 =x

i) Manually specify the application information

N3 er det bare 3 trykke Next til vi kommer til General Information. Her kan vi legge til litt informasjon
om appen.

Specify information about this application

Mame: |DmpBox |
Administrator commerts: Alle ansatte hos Mervika AS ma|berytte seg av Drop Box.ropbox
Publisher: |D1'opBox Inc |

Software version: | |

Optional reference: | |

Administrative categories: | Select...

Per-fpp VPN: o

N3 er det bare a fullfgre



'fa] The Create Application Wizard completed successfully

Details:

W Success: General Information:
« Application name: DropBo )
« Administrator comments: Alle ansatte hos Nervika 45 ma benyite seg av DropBox.ropbox
« Publisher: DropBax Inc
= Software version:
+ Ophional reference:

& Syceess: Categories:
@ Success: Deployment type name: dropboux - App Package for i05 from App Store

G Success: Reguirement rules:

To exit the wizard, click Close.

Na ser vi at DropBox ligger i iOS-mappen. Na kan vi hgyreklikke pa DropBox a velge Deploy. Under
General-fanen ma vi velge hvem vi skal rulle ut til. Her velger vi Intunebrukere.

Specify general information for this deployment

Software: |DmpBox | Browse ..

Collection: | Intunebrukers | I Browse...

Automatically distibute content for dependencies

Alt annet kan vi la sta som det er, sa vi bare trykker oss videre til vi kan fullfgre.



If/ \ZI The Deploy Software Wizard completed successfull
\V play p Y

Details:

& Success: General
« Software: DropBox
+ Collection: Intunebrukere (Member Count: 1)
+ sz defzault distnbution point groups associated to this collection: Disabled
« Automatically distnbute content for dependencies: Enabled

m

@ Success: Deployment Settings
« JAction: Install
» Purpose: Available | 4
+ Allow clients to use a meterad Internet connection to download content: Disabled

G Success: Application Settings (retrieved from application in software library)
+ Application Mame: DropBox
« Application Version:
« Application Deployment Types: App Package for i05 from App Store

@ Syccess: Scheduling
» Time based on: UTC

[l J:'.'\u'FlilFlhlpI -I-il'l"lFII ﬂ SN S I'In'Wt’Ql:!thFI

To exit the wizard, click Close.

Hvis vi na trykker oss inn og ser pa Intunebrukere under User Collections kan vi se at DropBox ligger
under Deployments.

Intunebrukere
con Software Feature Type Deployment Start Time Purpose
3’5 CropBox Application 11.12.2018 00.49 Available
............................ T

Na skal vi tilbake til i0S-mappen. Helt nederst er det tre faner, Summary, Deployment Types og
Deployments. Vi skal velge Deployment Types.

DropBox
con Priority  Name Dependencies  Technology Title Superseded | Content ID
[mch 1 dropbox - App Package for 105 from App Sto.. No App Package fori.. No

Her skal vi hyreklikke pa dropbox — App Package—> Properties. Trykke oss frem til Requirements-fanen og

velge Add. Her velger vi Device under Category og Operating System under Condition. Huker av for
iPhone og de tre undervalgene.




Create Requirement *

Category:

Device w

Condition:
Operating system e

Rule type: Walue bl

Operatar:
One of W

[m] Select all

=[] iPhone

: AllDS 7 iPhone oriPod touch devices
AlliD5 iPhone oriPod touch devices
¢ i.[/] AlOS 9iPhone oriPod touch devices
H-[]iPad

Corcs

11.6 Brukeropplevelse

For a teste om dette faktisk fungerer, ma vi gi en bruker lisens til 3 bruke Intune. Logger derfor inn pa
portal.office.com-> Aktive brukere. Her finner vi brukeren Anders Vold(anvo). Trykker pa denne
brukeren. Under produktlisenser ser vi at ingen produkter er tildelt. Trykker her pa Rediger. Velger sa at
anvo befinner seg i Norge og huker av for Intune.



Produktlisenser

Plassering *

Morge v
A Intune mml -
21 av 25 lisenser er tilgjengelige
Microsaft Intune A Direct | EE

Lagre Avbryt

Na kan vi se at anvo har fatt tilgang til Intune, mens en annen bruker, anso, fremdeles ikke har fatt det.

L] Anders Vold

anvo@nervika.onmicrosoft.com Intune
] Andreas Solhaug

anso@nervika.onmicrosoft.com

Synkronisert ...

Ulisensiert Synkronisert ...

Na ma vi bruke en iPhone. Apner AppStore og laster ned appen Firmaportal for Intune. Her velger vi
innloggingsopplysningene til anvo.




02:42

< App Store

Microsoft Intune

B® Microsoft

Logg pa

anvo@nervika.onmicrosoft.com

Far du ikke tilgang til kontoen?

Logg deg pa fra en annen enhet

Nar vi er logget inn vil vi komme til hovedsiden til Nervika AS. Opp til hgyre ser vi at vi er logget inn som
AV — Anders Vold.



Apper

Hent appene dine
Nervika AS har gitt deg apper for &

hjelpe deg med de daglige VIS
oppgavene.
(1] -t i~
m 9 @ M ..
Apper i Kundostatt v )

Trykker vi pa Apper, vil vi forhapentligvis fa opp DropBox.




02:43

Ferdig @& portal.manage.microsoft.cor

Apper

Filtrer etter:

I Alle kat. v ‘
Sorter etter:

I Navn stigende v ‘

DropBox
DropBox Inc




