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Abstract

Privacy policies are commonly used by service providers to notify users what infor-
mation is collected, how it will be used and with whom it will be shared. These
policies are however known to be notoriously long and hard to understand, and
several studies have shown that very few users actually read them. Alternative so-
lutions that accurately communicates the most important parts of the policy in a
way that is more enjoyable to read, is therefore needed to aid the users in making
informed decisions on whether or not to share information with a provider.

By following a design science strategy we first explore current solutions, and based
on an initial evaluation we find the Nutrition Label to be the current approach best
suited to base further work on. Through an assess and refine cycle we first evaluate
the Nutrition Label based on usability literature, and propose a set of design criteria
which is used as a basis for developing an alternative solution, entitled the Privacy
Table. By following an iterative design process, we evaluate the Privacy Table in
terms of accuracy, time-to-response and likeability through a pre-test, a laboratory
experiment with 15 participants, and finally through an Internet experiment with
24 participants, where each iteration results in a re-designed version of the Privacy
Table.

While we don’t find clear evidence for any difference between the formats, we find
indications for that they perform similarly in terms of accuracy and enjoyability. We
discover several issues regarding the Nutrition Label where some are related to the
terminology used, which could indicate that it would need modifications in order to
be usable among non-native English speakers. We also suggest that future research
on the Nutrition Label should focus on its usability rather than further expansion,
and that it should be considered to base it on a more simplified underlying technology
than the P3P language. Finally we find that a merged version of the Privacy Table
and the Nutrition Label could be advantageous to use in relation with current and
future privacy enhancing technologies, as a top layer to communicate the most
important privacy practices.
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CHAPTER 1

Introduction

1.1 Motivation

Privacy online has become increasingly important as the trail of information we
leave behind us is rapidly growing, and the potential misuse of this information is
well recognized. To minimize the intrusion into a person’s privacy caused by the
collection, storage and use of personal data, the field of data protection has emerged.
An important part of data protection is to communicate the rules regarding the use
of this personal data to the user, and the privacy policy serve as communication
channel in this context.

By communicating a providers privacy practices, the privacy policy has the potential
of enabling the user to make more informed decisions on whether or not to share
information with a provider. Research has however shown that the textual policies
have failed to achieve this. As very few people actually read policies, questions
have been raised regarding whether they have any effect of the user at all. There is
also the question whether companies really are interested in further development of
policies to better display their privacy practices, and initiatives from the research
community is therefore of high importance to ensure a further development in the
field. Several technological approaches have also been proposed, but they have often
been criticized and suffer from lack of recognition and adoption.

A new solution for presenting privacy policies is therefore needed. This solution
should capture the parts of the policy which is crucial for the user to understand,
and also the parts which the user is interested in. An important aspect regarding
such a solution is its visual presentation. By presenting the content in a way which
is more enjoyable to read, we believe more people would read the notices, which in
turn would increase the general understanding of online privacy practices. By also
enabling for better comparison of privacy practices across sites, the solution has the
potential of enabling users to make more informed decisions based on their privacy
preferences, in situations where they have the option to choose between different
service providers.
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1.2 Background

The background for this master thesis is two-sided. Its foundation was laid through
an in-depth study conducted in the preceding semester with the purpose of laying
a theoretical platform on the subject, and its problem was derived from the cur-
rent work of the privacy group at Sintef ICT, for whom the thesis was written in
cooperation with.

1.2.1 In-depth study

The in-depth study laid a theoretical platform in terms of knowledge and competence
in areas related to the privacy policy, and should be regarded as a pre-study for this
thesis. Among topics investigated were common issues with today’s textual policies
and a look at the concepts of privacy concerns and trust. The complex structure
of laws and regulations surrounding the content of the policies was also studied, as
well as current approaches in the fields of privacy enhancing technologies (PETS)
and privacy seals.

We concluded the in-depth study with a statement that a new and innovative ap-
proach for presenting privacy policies is severely limited by laws, regulations as well
as other aspects, and that future approaches should focus on the concept of trust
and how the policy content could be better presented in a way that could make the
users more aware of their privacy online. We will refer to the in-depth study as
[Lillebo, 2010] throughout the report.

1.2.2 Sintef ICT

The thesis was written in cooperation with, and as a part of the COPE project
at Sintef ICT. The COPE project has the purpose of enhancing end-users’ privacy
by providing technology to clarify the consequences of information sharing, so that
the gap between privacy concerns and actual behavior can be reduced. This goal
will be achieved by developing a web browser plug-in allowing privacy preference
specification, perform policy compliance assessments and display the result through
an intuitive graphical user interface.

Given the broad field of the COPE project, several possible topics were discussed
through the planning stages of the master thesis. We can roughly divide these
topics in two main categories: the language or technology used in the underlying
system, and the graphical user interface on top. As the underlying system of the
proposed system is based on machine learning to generate privacy preferences, an
area in which the author of this thesis has little or no knowledge in, combined with
a personal interest of design and user interfaces, the latter were chosen as the thesis
topic.
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The choice of developing a user interface in order to better communicate the pol-
icy practices, and therefore closing the gap between privacy concerns and actual
behavior, was also in line with the suggested further work from the in-depth study
mentioned above.

1.3 Problem definition

In accordance to the above presentation of background and motivation for the thesis,
the overarching problem definition of the project was defined to find an alternative
way of presenting a privacy policy, which could be more usable for the users, and
aid in quickly and accurately finding the information they are looking for. To be
useful for the COPE project, this solution should be suitable for use with a privacy
agent, and be able to present important parts of the policy to the user in a simple
but concrete way, based on the users’ preferences.

In order to evaluate the effectiveness of the alternative solution, we proposed the
following evaluation criteria:

The solution should:

1. Make the general policy content more understandable,
2. Make the policy easier and more enjoyable to read

3. Highlight the most important privacy practices, while preserving details and
nuances

4. Enable for easier comparison of privacy practices across sites

5. Be useful for the COPE project as well as current and future Privacy Enhanc-
ing Technologies (PETSs)

The following paragraphs describe each criterion in detail.

1. With making the content more understandable we mean that users should be able
to quickly understand a company’s privacy practices, and be able to make informed
decisions regarding their personal information. It is also important that the users
should understand that they can control or limit the collection and use of personal
information.

2. By presenting the privacy policy in a more attractive format one could also
make the experience of reading and comparing policies more enjoyable, potentially
increasing policy reading rates and thus improving the general comprehensibility of
online privacy practices.

3. As textual policies widely differ across sites, both in length and content, a chal-
lenge for an alternative presentation is how to handle the trade-off between keeping
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a simple design while preserving the details and nuances of different policies. A new
policy design can either serve as a replacement for or as a complimentary solution
to the textual policy.

4. It is also important to make the user understand that privacy practices can
differ across sites. By improving policy comparability, the user could make a more
informed decision in cases where he/she has to choose between similar sites.

5. The solution should also be relevant and useful for the proposed privacy agent in
the COPE project, as well as for other current and future Privacy Enhancing Tech-
nologies (PETSs). Previous PET technologies have suffered from lack of adaption,
and it is therefore important to ensure that the solution is capable of supporting
both current and future privacy agents, while being simple enough to enable easy
implantation on top of a complex underlying system.

1.4 Scope

It is important to make a distinction between the content of the privacy policy, and
its visual presentation. As we found in the in-depth study, the global patchwork of
laws and regulations that defines the privacy policy content, any new solution could
never cover all these details and nuances. The new solution should therefore act as
an additional solution, or an aid in better communicating the content of the entire
policy text to the user.

Based on this, the focus in this master thesis is therefore on how the content is
presented, and not on the content itself. While design criterion 4 stated that the
policy should preserve the details and nuances of different policies, this is only on a
general basis and conducting an analysis of the content in today’s privacy policies
is out of the scope for this paper.

Criterion 5 also stated that the solution should be useful for the COPE project and
current and future PETs. This is also on a general basis, and it is out of the scope
for this project to specifically implement a solution on top of any privacy policy
language or privacy agent.
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1.5 Report structure

Figure 1.1 presents the structure of this master thesis. Following the introduction
in Chapter 1, we elaborate on the methodology in Chapter 2. We then present
current solutions for presenting privacy policies through a pre-study in Chapter
3, before presenting the design process in Chapter 4. The evaluation method is
elaborated in Chapter 5, and the results are presented in Chapter 6. We then
discuss the findings in Chapter 7, before ending the master thesis by concluding
our work and suggesting which areas future research should focus on in Chapter 8.

Chapter 1
Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
Chapter 7
Chapter 8

Figure 1.1: Report structure
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CHAPTER 2

Methodology - design science

In order to answer the problem definition and develop an alternative solution for
presenting privacy policies, we chose a design science research stratgey. The fol-
lowing chapter first give an an introduction to the theory behind the methodology,
before presenting the methodology framework and a set of guidelines for design sci-
ence proposed by Hevner et al. [2004]. Where not referenced, all theory and figures
regarding design science is taken from Hevner et al. [2004], and for a full description
of the concepts we refer to the same paper.

2.1 Design and behavioral science

The overarching research strategy for this thesis is design science. According to
Oates [2006], a design and creation research strategy focuses on developing new IT
products, also called artifacts. An artifact can be a constructs, model, method or an
instantiation, and the explicit intention of design science is improving the functional
performance of the artifact [Oates, 2006].

Hevner et al. [2004] argues that design is both a process (set of activities) and
a product (artifact), and March and Smith [1995] identify two design processes:
build and evaluate. Purposeful artifacts are built to address heretofore unsolved
problems and they are evaluated with respect to the utility provided in solving
those problems. The evaluation of the artifact then provides feedback information
and a better understanding of the problem, in order to improve both the quality
of the product and the design process. This build-and-evaluate loop is typically
iterated a number of times before the final design artifact is generated. According
to March and Smith [1995], progress is achieved in design science when existing
technologies are replaced by ones that are more effective.

An IT artifact, implemented in an organizational context, is often the object of
study in Information System (IS) behavioral-science research. While design-science
is fundamentally a problem solving paradigm, behavioral science seeks to develop
and justify theories (principles and laws) that explain or predicts organizational and
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human phenomena surrounding the analysis, design, implementation, management
and use of information systems [Hevner et al., 2004].

As already mentioned, the object of research in information systems is to acquire
knowledge that enables the development of solutions to heretofore unsolved business
problem [Hevner et al., 2004]. While behavioral-science approaches this goal through
development and justification of theories that predicts the phenomena that occur,
design-science approaches the goal through the construction of innovative artifacts
aimed at changing the phenomena that occurs. This theory challenges design-science
researchers to create artifacts that enable organizations to overcome the acceptance
problems predicted. Hevner et al. [2004] further argues that there is opportunities
for IS research to make significant contributions by engaging the complimentary
research cycle between design-science and behavioral-science to address fundamental
problems faced in the productive application of information technology.

2.2 Conceptual framework

Environment |Relevance IS Research Rigor |Knowledge Base
People - Foundations
*Roles Develop/Build *Theories
-Capab|lltlgs . *Theories *Frameworks
*Characteristics *Artifacts *Instruments

. - *Constructs
Organizations Business Applicable Models
*Strategies Needs Knowledge *Methods

*Structure & Culture Assess Refine ¢Instantiations
*Processes

Methodologies

Technology Justify/Evaluate +Data Analysis
sInfrastructure *Analytical Techniques
Applications *Case Study *Formalisms
*Communications *Experimental sMeasures
Architecture *Field Study *Validation Criteria
*Development *Simulation

Capabilities

1

Figure 2.1: Information Systems Research Framework as proposed by Hevner et
al. Figure reused from Hevner et al (2004).

Application in the Additions to the
Appropriate Environment Knowledge Base

Based on this, Hevner et al. [2004] proposed a conceptual framework for under-
standing information systems research, and a set of guidelines for conducting and
evaluating good design-science research. This framework and guidelines has the pur-
pose of informing researchers how to conduct, evaluate, and present design science
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research, and serves as a basis for the work throughout this report.

Figure 2.1 presents the proposed research framework for combining behavioral and
design-science paradigms. We will discuss the framework through the proposed
design guidelines and relate the various sections to our research.

2.3 Guidelines

An important aspect in the framework is the knowledge base. The knowledge base
provides the raw materials from and through which IS research is accomplished.
The knowledge base consist of foundations such as theories, frameworks, models or
instantiations used in the development and build phase, and methodologies which
provides guideline through the justification and evaluation phase of the research
study [Hevner et al., 2004].

Through the in-depth study on privacy practices leading up to this master thesis
we investigated relevant theories regarding privacy online, the current situation of
privacy related tools and technologies, and also what roles companies and businesses
has in this continuous development. Together with relevant methodologies and an
initial pre-study, these findings formed the knowledge base for both the development
and build phase and the justification/evaluation phase throughout the master thesis.

2.3.1 Guideline 1: Design as an artifact

A key element in design-science is the artifact. These artifacts are rarely full-grown
information systems, but rather innovations that define the ideas or products which
can be accomplished through design and implementation. For such an artifact to be
a significant result, it must be a serious question to whether it is possible to construct
it, and the outcome must be important to the IS community and contribute to the
knowledge base [Hevner et al.; 2004].

A new and innovative approach of presenting a privacy policy serves as the artifact
for our research. As mentioned in the introduction, few approaches have been made
in this area and the ones that excist has suffered from low adoption and lack of
recognition. As the majority of webpages today display a regular textual policy,
which have been found to be read by less than 10% [Govani and Pashley, 2005],
we argue that an innovating approach for presenting the privacy policy would be
worthwhile and contribute knowledge to the IS community.

2.3.2 Guideline 2: Problem relevance

The second guideline states that the objective of design-science research is to develop
solutions to important and relevant business problems. This is demonstrated by
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the left-hand side of figure 2.1. These problems, or business needs, are defined
by the goals, tasks and opportunities as they are perceived by the people in the
organizations, and framing research activities to address these needs assures research
relevance.

The obvious business need for our artifact is its role in the COPE project by Sintef
ICT. The proposed web-based plugin depends on the display of its output through
an intuitive graphical user interface. This graphical interface also defines and sets
the boundaries for which areas of privacy are presented to the user.

We also believe there is be a general business need for an innovative approach of
presenting privacy policies. Through the in-depth study which led to this thesis, we
discovered that companies and businesses might have several interests in systems
to better communicate privacy practices to their customers. Trust is an important
factor in this regard, and small factors could influence whether a customer would feel
secure or not by using the service provided by the company. It has for example been
found that the mere professionalism of a site might contribute more to a consumers
perception of the safety of a site than that the site displays a privacy policy. The
widespread use of privacy seals demonstrates that companies are willing to pay a
premium to demonstrate to its customers that it handles its privacy issues seriously.

2.3.3 Guideline 3: Design evaluation

The third guideline states that the utility, quality and efficacy of the designed arti-
fact must be rigorously demonstrated via well-executed evaluation methods [Hevner
et al., 2004]. The business environment forms the requirements for which the evalu-
ation of the artifact is evaluated by, and the evaluation also includes the integration
of the artifact within the technical infrastructure. IT artifacts can be evaluated
in terms of functionality, accuracy, performance, reliability, usability among other
relevant attributes, and are evaluated by using methods from the knowledge base.

Such evaluation methods can be observational, testing, descriptive, analytical or
experimental. As further described in the evaluation chapter (Chapter 5 on page 55),
the latter were relevant for the evaluation of our artifact. A dynamic analysis can
study artifacts in use for dynamic qualities (such as accuracy and performance), and
a controlled experiment enables the study of an artifact in a controlled environment
(for qualities such as usability).

Hevner et al. [2004] highlights that the design phase is iterative and incremental,
and the evaluation provides feedback to the construction phase. A design is only
complete when it satisfies the requirements of the problem it was meant to solve.
Through three evaluation processes, the pre-test, the laboratory experiment and the
Internet experiment, we iteratively improved the design based on received feedback.
The final design was then evaluated against the initial problem requirements and
validation criteria to investigate whether we had proposed a satisfactory solution.

10
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2.3.4 Guideline 4: Research contributions

Guideline 4 states that effective design research must provide clear contributions in
the areas of the design artifact, design construction knowledge and/or design eval-
uation knowledge [Hevner et al., 2004]. Most often the contribution is the artifact
itself, and exercising the artifact in the appropriate environment produces signifi-
cant value to the IS community. Other contributions can be improving or extending
the existing foundations in the knowledge base, or providing contributions to de-
sign science research in the forms of components such as measures and evaluation
metrics.

Criteria for assessing contribution include that the artifact must be implementable,
and that it demonstrates a clear contribution to the business environment, solving
an important unsolved problem. The contribution of the artifact design is discussed
in section 7.6 on page 151.

2.3.5 Guideline 5: Research rigor

As relevance is relevant for ensuring that the artifact solves a problem addressed
by a business need, rigor is relevant for addressing the way in which research is
conducted. Hevner et al. [2004] argues that it is possible and necessary for all IS
research paradigms to be both relevant and rigorous. Rigorous methods must be
applied in both the construction and evaluation of the design artifact, and rigor
is derived from the effective use of the knowledge base - theoretical foundations
and research methodologies. Success depends on the researcher’s skilled selection of
appropriate technologies to develop an artifact and selection of appropriate means
to evaluate it.

As previously explained, our initial knowledge base consisted of the findings from
an in-depth study of current online privacy practices, from we which together with
relevant methodologies and an initial pre-study formed an initial criterion list for
selecting which current solution best solved the outlined problem definition need
(see Chapter 3 on page 15). A thorough analysis based on usability literature was
then performed on the best solution, in order to evaluate in which areas the design
could be improved (see Chapter 4 on page 35). By using theoretical foundations
outlined in the in-depth study and methodologies derived from usability literature
to evaluate current solutions, and to construct a new artifact, we believe rigor was
ensured throughout the construction phase.

The selection of appropriate evaluation technologies was mainly based on a study
of relevant research where similar variables were tested in similar artifacts. As
explained in the Evaluation chapter (Chapter 5 page 55), recreating previous exper-
iments was an important decision in order to ensure validity and generalizability of
the results. The outcome and success of the evaluation method selection is discussed
in section 7.6 on page 151.

11
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2.3.6 Guideline 6: Design as a search process.

Simon [1996] describes the design process as a generate/test cycle, where alternative
designs are generated and then tested against requirements. This design cycle de-
scribes our iterative process which was mentioned above. We began by testing the
best current privacy policy solution against a requirement list, before generating an
alternative design based on these findings, and then testing the alternative design
in a pre-test, before generating an improved design based on this, and so on.

2.3.7 Guideline 7: Communication of Research

The final guideline suggests that design-science must be presented effectively to both
technology-oriented as well as management-oriented audiences. Technology-oriented
audience need sufficient details to be able to construct the artifact and used within
an organizational context. It is also important for such audiences to understand
how the artifact was created and evaluated, which establishes repeatability of the
research project and builds the knowledge base for further research. For management
-oriented audiences it is also important to focus on the importance of the problem
and the effectiveness of the solution approach realized in the artifact.

We have therefore thoroughly documented the design and evaluation process through-
out the thesis, and included all relevant info regarding both processes, as well as
detailed results, in the appendices.

12
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2.4 Design process

Figures 2.2, 2.3 and 2.4 illustrates the design process throughout the subsequent
chapters.

Following this chapter we first evaluate current solutions for presenting privacy poli-
cies through a pre-study in Chapter 3. Based on an evaluation of these findings,
we find that the Nutrition Label is the current solution which best suits or initial
criteria list outlined in the introduction, and we therefore base further work of the
new solution on its design.

Chapter 3

P e vy parer, - e i e A e R

f Nutrition

Various policy formats label

Chapter 4

Nutrition Privacy
label table
Design Design
- criteria Process 1
s \"4
i i
E !
yi‘s- .................................................................. -Jj

Figure 2.2: Overview of chapter 3 and 4

Through the design phase in Chapter 4 we use usability literature to analyze the
Nutrition Label, which results in a list of design criteria. This list of criteria is
then used to create an alternative solution, entitled the Privacy Table, which is
evaluated through a iterative design cycle as described in guideline 7. In addition
to a pre-test, we conduct a laboratory experiment and a Internet experiment, which
all result in a redesigned version of the Privacy Table (Chapter 5).

The results from the evaluation are presented in Chapter 6, before they are dis-
cusses in Chapter 7. Through the discussion we evaluate whether the proposed
solution has solved the intitial problem, and whether the contribution we have made
is relevant for both the COPE project and to the privacy community as a whole.
Based on this we present a merged solution between the Nutrition Label and the
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Chapter 5
Nutrition Privacy Privacy
label table table

| V= v1 v2

Nutrition Privacy Privacy
label table table

Laboratory

f::s : Vs. v2 Experiment v 3

Nutrition Privacy
label table

Internet

=| Vs. v3 Experiment .

Figure 2.3: Overview of chapter 5

Privacy Table, which we believe captures the best features of both formats. We
end this report by concluding our work and suggesting which areas future research
should focus on in Chapter 8.

Chapter 7

Design Contribution

criteria

Privacy Problem
table definiton

Evaluation
criteria

Figure 2.4: Overview of chapter 7
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CHAPTER 3

Existing solutions

The following chapter presents the findings from the initial pre-study, which served
the purpose of investigating current approaches for presenting privacy policies. The
findings have been categorized into three main sections: layered policies, pictograms
and standardized solutions.

3.1 Layered policies

The issues regarding full text policies was thoroughly elaborated through our in-
depth pre study [Lillebo, 2010], and this section therefore focuses on the alternative
layered solution.

Layered privacy notices first appeared on US business websites in 2003, and com-
panies began to publish multilayered notices in different languages in 2005. The
European Union (EU) provided the following recommendations for layered notices
through Article 29 common position of December 2004 [Hunton and Williams, 2005]:

e Layer 1 - The short notice: the very minimum, e.g. contact details, and the
purposes of processing.

e Layer 2 - The condensed notice: covering the basics in less than a page, ideally
using subheadings, and covering Scope; Personal information collected; Uses
and sharing; Choices (including any access options); Important information;
How to contact us

e Layer 3 - The full notice
According to [Hunton and Williams, 2005], which proposed ten steps for creating
multi-layered notices, these layered notices would be a “win” for organizations, con-

sumers, as well as for regulators. It was elaborated that companies would “win”
because multilayered notices easily built consumer trust, and that it had been found
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3.1. LAYERED POLICIES 3. EXISTING SOLUTIONS

that consumers preferred template-based condensed notices to longer text-based
versions. Among other advantages with multilayered notices was easy translation
for policies in different languages, and that the resulting notice was usable for con-
sumers because they “like information that is clear, graphically appealing, and easy
to compare” [Hunton and Williams, 2005].

Among companies which currently provide a layered notice is Microsoft Corp, as seen
in figure 3.1. Their layered notice consist of five blocks of information, which all
provides links to the corresponding information in the full text policy. The layered
Microsoft policy can therefore be seen on as a interactive table of contents.

Microsoft Online Privacy Notice Highlights

(last updated August 2010)

Personal Information

Additional Details

eWhen you register for certain Microsoft services, we will ask you to provide
personal information.

e The information we collect may be combined with information obtained from
other Microsoft services and other companies.

eWe use cookies and other technologies to keep track of your interactions with
our sites and services to offer a personalized experience.

Uses of Information

Additional Details

eWe use the information we collect to provide the services you request. Our
services may include the display of personalized content and advertising.

eWe use your information to inform you of other products or services offered by
Microsoft and its affiliates, and to send you relevant survey invitations related
to Microsoft services.

eWe do not sell, rent, or lease our customer lists to third parties. In order to

This notice provides highlights of the full Microsoft Online Privacy Statement. This notice and the full privacy statement apply
| to those Microsoft Web sites and services that display or link to this notice.

Your Choices

Additional Details

#You can stop the delivery of promotional e-mail from a Microsoft site or
service by following the instructions in the e-mail you receive.

«To make proactive choices about how we communicate with you by e-mail,
telephone, and postal mail, follow the instructions listed in the
Communication Preferences of the full privacy statement.

o To opt-out of the display of personalized advertisements, go to the Display of
Advertising section of the full privacy statement.

o To view and edit your personal information, go to the access section of the
full privacy statement.

Important Information

e The full Microsoft Online Privacy Statement contains links to supplementary
information about specific Microsoft sites or services.

eThe sign in credentials (e-mail address and password) used to sign in to most
Microsoft sites and services are part of the Windows Live ID.

o For more information on how to help protect your personal computer, your
personal information and your family online, visit our online safety resources.

e Microsoft is a member of the TRUSTe privacy seal program.

help provide our services, we occasionally provide information to other
companies that work on our behalf.

How to Contact Us

For more information about our privacy practices, go to the full Microsoft Online
Privacy Statement. Or write us using our Web form. If you have a technical or
general support question, please visit http://support.microsoft.com to learn

more about Microsoft Support offerings.

© 2009 Microsoft Corporation. All rights reserved. Anti-Spam Policy

4 Top of page

Figure 3.1: Screenshot of the Microsoft layered privacy notice (left) and the cor-
responding full text policy (right)

Another variation for a layered notice is a suggestion from the Privacy Seal provi-
dor TRUSTe [Pinnick, 2011]. According to Pinnick [2011], there had been general
agreement on a Mozilla hosted Privacy Icon Workshop that a short notice needed
to be much simpler than previous attempts in order to be effective. One suggested
way of simplifying the notice was to remove things that the users probably already
knew, such as the types of data collected (i.e. name, age, financial or purchase infor-
mation), and instead focus more on the data practices and uses which were invisible
to users (such as secondary use, data sharing, third party tracking, data retention)
[Pinnick, 2011].

The resulting suggestion for a layered notice can be seen in figure 3.2, where data
using and sharing is in the center of attention. The overall structure is similar to
the Microsoft policy, with links to the corresponding content in the full text-policy.
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3. EXISTING SOLUTIONS 3.1. LAYERED POLICIES

As for the Microsoft notice, the first layer provides an organized view of the most
important content, and has direct links to the corresponding content in the second
layer.

Policy Summary .allam

Effective May 19, 2010
This privacy statement describes how www.homeleisuredirect.com collects and

uses your personal information. The privacy practices of this company have been [ e | TRUSTe.
certified by TRUSTe for compliance with our Privacy Certification Requirements. CERTIFIED PRIVACY:
Info About Your Privacy Your Choices
(@ Data Uses wi Choice » Privacy Concerns
Your data is used to create a profile about you Site Contact Info
based upon your past purchases and/or to send you Home Leisure Direct
marketing communications. You can opt-out by Trym Lodge 1 Henbury Road
emailing sales@homeleisuredirect.com. Bristol,United Kingdom BS83HQ
learn more » sales@homeleisuredirect.com
TRUSTe Dispute Resolution
‘2 Data Shared for Fulfillment » If a TRUSTe client has violated its privacy
agreement you can file a complaint with
Your data is shared with or collected by other TRUSTe Dispute Resolution »
companies only to fulfill your order or provide
services you requested. learn more »

Privacy Tools
Tracking on this Site » Set Your Ad Preferences

Learn about interest-based advertising
and how your information is used-
Ad Preference Manager »

This website uses other companies to collect data
about how you use this site, such as: what pages
you viewed, how long you were on a particular page,
or whether you filled out a form to understand how New tracker protection in IE9-
people use the site. learn more » TRUSTe Tracker Protection List »

© 2011 TRUSTe | About Us | Contact Us | Privacy Policy

Figure 3.2: Screenshot of the suggestion of a layered notice by TRUSTe (left) and
the corresponding full text policy (right) [Pinnick, 2011]

While these layered notices can be categorized as being a standardized format (see
section 3.3 on page 25) Kelley et al. [2010] argues that the only standard components
are a tabular page layout and mandatory text for the section headers. Other design
details and the text of each section are left to the discretion of each company. Kelley
et al. [2010] also adds that the amount of information to include in a layered notice
is left up to each company, with layered notices requiring consumers to click through
to the full text policy.

Kelley et al. [2010] also measured the performance of a layered policy in their study
on online privacy formats, and it was found to be scoring similarly to a textual
policy in terms of accuracy, whilst being more enjoyable to use. It was also found
that only 25 of 78 participants ever clicked through to the full policy text from the
layered overview. The layered notice was however outperformed by the standardized
formats (see section 3.3 on page 25) in terms of accuracy for single information
finding questions, as well as for questions requiring the respondent to compare two
policies.
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3.2 Pictograms and icons

The concept regarding privacy seals was elaborated in the in-
depth study [Lillebo, 2010],and the idea behind privacy seals
is that a retailer can pay a fee to a seal-of-approval program
administrated by seal granting authority, either a indepen-
dent company or a industry group, and in return display a
logo that certifies that the retailer will follow a set of stan-
dards to protect consumer privacy [Jensen and Potts, 2004].
The TRUSTe Privacy Seal icon for communicating that a
website is safe for kids use is seen in figure 3.3.

Trust is an important concept in this regard, and by display-
ing a privacy seal a website or a company sends out a signal
to its users that it values its privacy and that it intends to
abide by its privacy policy [Tang et al., 2005]. The seal au-
thority will provide a set of guidelines with requirements for
what the companies’ privacy policy must address to obtain
the certification. In addition, the seal authority will provide

TRUSTe

M\

TO VERIFY

Figure 3.3: The
Privacy Seal icon for
the TRUSTe grant-
ing authority. Copy-
right TRUSTe

a voluntary enforcement mechanism to assure that the site abides by its privacy
practices, but the authority has no control over whether the site actually follows its

privacy policy or not [Rifon et al., 2005].

We started the presentation of pictograms with the introduction of Privacy Seals
because it is a good example of how privacy practices can be communicated through
a pictogram. In theory, through displaying a single icon, the user is ensured that

the entire privacy policy meets his or hers privacy preferences.

Several different approaches for expressing privacy-related statements through icons
exists, and we can roughly distinguish current solutions in four main categories

[Hansen, 2009]:

1. Pictograms representing a trust indicator or a legal evaluation, e.g. Privacy

Seals as described above

2. Pictograms representing how well a policy statement matches the privacy pref-

erences of a user

3. Multiple pictograms representing the content of a textual policy in terms of
what will be collected, how it will be used and with whom it will be shared

4. Multiple pictograms as a part of a larger or advanced system to automatically

represent a textual policy
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3.2.1 Pictograms for preference matching (2)

An attempt in the second category in the list above is the Privacy Bird, which is
a privacy preference agent based on the P3P language (described in [W3C, 2007]
and introduced in section 3.3.2). The user is given feedback through an icon (see
figure 3.4) for whether a site matches a set of pre-defined privacy settings. While
preference matching and the P3P language is out of the scope of this paper, the
representation of such information through a graphical interface is highly relevant.
While a Privacy Seal only communicates whether a site follows a set of standards
to protect consumer privacy, the Privacy Bird icon communicates whether the sites
privacy practices matches the consumers own privacy preferences.

(78N (e~ 5 (2 5=

Figure 3.4: The Privacy Bird icon shown depending on the match between privacy
preferences and the policy content. Copyright Privacy Bird

While it is no longer regarded as a preference matching policy tool, we also shortly
introduce the Privacy Finder search engine, as it is related to the Privacy Bird
functionality.

The Privacy Finder was originally based on the Privacy Bird, and displayed privacy
bird icons next to regular search results [PrivacyFinder, 2011]. Given the discon-
tinued development of the Privacy Bird (the latest supported operative system is
Windows XP running Internet Explorer 5.01, 5.5, or 6.0. !), the latest version of
the Privacy Finder orders results based on the retrieved sites privacy practices (see
figure 3.5). A icon of four green boxes indicates that the website provides a good
privacy policy, and the number of green boxes that are missing are proportional to
the number of preference conflicts between the website’s privacy policy and a list of
preset privacy preferences [PrivacyFinder, 2011]. The absence of the privacy meter
means that a valid computer-readable privacy policy (the P3P policy) could not be
located.

microsoft

@000_ Microsoft Corporation

privacy Report Microsoft offers a wide range of software, services, and Internet technologies for personal
and business computing. Featuring Microsoft Office, Microsoft Word, ...
www.microsoft.com - Privacy Policy

Figure 3.5: The Privacy Finder search result for “Microsoft”

By hovering over the icon a summarized list of the sites privacy practices is displayed,
and by clicking the “Privacy Report” link below the icon, a standardized policy in
the shape of a Nutrition Label (see section 3.3.3 on page 29) is displayed to the user.

'Ref. http://www.privacybird.org/ May 25th 2011
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3. EXISTING SOLUTIONS

3.2.2 Multiple pictograms for representing the content of a

textual policy (3)

Privacy Seals and the Privacy Bird are
examples of single privacy pictograms.
There have also been several attempts
on multi-icon representations, where the
overall purpose is to present the con-
tent of a textual policy in terms of icons.
In this context, the Creative Commons
icon set regarding copyright law has
been an inspiratory source [Creative-
Commons, 2011].

Figure 3.6 displays a subset of the icon-
set, where a combination of these is
used to describe various degrees of re-
strictions. An example is given in the

®OOEO

Figure 3.6: Subset of the Creative Com-

mons icons, and an example license be-

low. From left to right: Attribution, Non-

commercial (US ), Noncommercial (EU),

Non Derivative, Share Alike and Public

domain. Copyright [Creative-Commons,
2011]

same figure (below), where the combination of symbols indicate an “Attribution-
Noncommercial-ShareAlike” license, which lets “others remix, tweak, and build upon
your work non-commercially, as long as they credit you and license their new cre-
ations under the identical terms” [Creative-Commons, 2011].

As mentioned, the Creative Commons icons has been a inspiratory source for several
other similar attempts, for example the proposal by Mary Rundle in figure 3.8 which
was presented at the United Nations Internet Governance Forum (IGF) in Athens
in October 2006 [Rundle, 2006]. A more sophisticated version of a similar icon-set
was suggested by Matthias Mehldau [Mehldau, 2007], and a small subset of it can

be seen in figure 3.7.

What data? How is my Data handled?

Username / Real Name deleted
[B==| Real Name / Adress @ saved
__

) ©

For what purpose? For how long?

—
o atisti o] ! lnan i+
( :gl Statistics ‘ * end of usage / logout

Advertisement @ end of contract

Figure 3.7: Subset of the proposal for a Iconset for data-privacy declarations, by
Matthias Mehldau. [Mehldau, 2006]
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You agree not to use this data for marketing purposes.

You agree not to trade or sell this data.

O You agree to submit to a third-party audit program on data
use; if government has requested access to my data, you
agree to involve my governmental ombudsman.

You agree to make available to me the data that you have
® on me without my having to pay for it/at a minimal charge.

You allow me to address inaccuracies in the data and
request its removal.

a You agree to take reasonable steps to keep my data

secure.

any disputes we have over your treatment of this data.
[The seal / name of the entity follows.]

y You agree to arrange with X organization to help resolve

Figure 3.8: Proposal for “Creative Commons-like icons” on privacy by [Rundle,

20006
Several other suggestions for similar icon-sets has also been made, for example by

Helton [2009] as seen in figure 3.9, and by Fischer-Hubner et al. [2010] in figure 3.10
as a part of the PrimeLife project 2.

Icons regarding Icons regarding Icons regarding
information collection use of information data ownership
Collects Personal a Full User
Information Ownership
Collects Banking MaleiSFIDSE-’r
Information Won't Disclose g Full Company
Ownership
Collects Aggregate
statistics
Shared Control

May Sell / won't Sell

Figure 3.9: Mockup of the icons suggested by [Helton, 2009]

2PRIME and PrimeLife is two research projects funded by the European Commissions 7th
Framework Programme, with a purpose of resolving core privacy and trust issues and ensuring
that the community at large adopts privacy technologies.
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General usage E-commerce scenario Social network scenario
Sensitive data Personal data Medical data Payment data Public Friends, contacts
- ‘
Data disclosure Selected individuals
Erasure of data
(after 48 hours)
48 h
Storage Purpose of data processing

Shipping

Legal
obligations

Figure 3.10: Icons developed for the FP7 project PrimeLife by Fischer-Hubner
et al. [2010]

3.2.3 Multiple pictograms as a part of a larger system (4)

While the idea behind the privacy icons which is seen in figure 3.11 is similar to
those approaches described above, Gomez et al. [2009] also included a proposal for
matching the icons to the content of a policy. The process of analyzing textual
policies was described as: “Policies were evaluated for Types of Data Collected,
General Data Collection Practices, and Data Sharing Practices. Each policy received
an evaluative code of YES, NO, or UNCLEAR for each category. YES and NO codes
were only assigned if the distinction could clearly be made based on the wording
of the site’s privacy policy. UNCLEAR was given if the given information was not
specified or was to too nuanced or vague to be determined”[Gomez et al., 2009].

Another suggested approach which takes the underlying system in account is a
proposal for “Privacy Commons” by Bickerstaff [2009]. The “Privacy Commons” is
based on the structure of the “Creative Commons” which was mentioned earlier in
this section. The three-layer structure for the Creative Commons copyright licenses
is demonstrated in figure 3.12.
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3.2. PICTOGRAMS AND ICONS

TYPE OF DATA COLLECTED

contact:
name, mailing address,
email, or phone number

computer:

IP address, browser
type, or operating
system

interactive:
browsing behavior or
search history

financial:
accoun! status or activ-

GEMERAL DATA PRACTICES

ad customization:
user data may be used
for the purpose of
customizing advertising

third party tracking:
site allows third parties
lo place advertisements
that may track user
behavior

public display:

service allows users 1o

&?hnjmbule 'ﬁ'?“;m 4
ich may isplaye

pulbilicty

ity, credit information, ar
purchase history

content:

contents of personal
communications, stored
docurnents or media

ICINGICO

user control:

users allowed o access
and comect personal
data collected

data retention:

of retention for personal
data collected

explicitly stated duration

DATA SHARING

affiliates:

affiliates and subsidiar-
ies bound by the same
privacy practices

contractors:

third party contractors
bound by the same
privacy practices

third parties:

third parties not
subject to same data
practices

Figure 3.11: Proposal for privacy pictograms by Gomez et al.[2009] (Part of the

KnowPrivacy project)

According to Creative-Commons [2011], each li-
cense begins as a traditional legal tool, in the
form of a full legal text. The next layer consists
of a human readable part, called the Commons
Deed. The Commons Deed is a handy reference
for licensors and licensees, summarizing and ex-
pressing some of the most important terms and
conditions. The final layer, the machine read-
able layer, is written in a format which enables
search engines or other software to understand
the license.

The basic concept of the proposed “Privacy
Commons” is simply a privacy version with the
full policy text at the bottom layer, a human
readable layer consisting of icon-sets as described
above, and a machine readable version on top to
be used with search engines and other software.
Bickerstaff [2009] argues that such a system must
be simple to use from users perspective, should

Figure 3.12:
structure for the Creative Com-
mons copyright licences.
right [Creative-Commons, 2011]

The three-layer

Copy-

lead to a general acceptance among websites and needs a reasonable level of granu-

larity.
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3.2.4 Related research and evaluation of pictograms

Related research on Privacy Seals and the Privacy Bird was discussed in the in-depth
study|Lillebo, 2010], and the major findings were that while Privacy Seals has seen
some adoption, they suffer from lack of recognition among users, and a general lack
of monitoring and enforcement mechanisms from the seal-providers. Being based
on the P3P language, the Privacy Bird suffers from little adoption, which in turn
results in a majority of sites being classified as unsecure (yellow icon), even if the
websites privacy practices matches the user’s preferences.

The research regarding pictograms are still in the early stages of development, and
the various solutions mentioned in the preceding sections has gained little out-
reach [Holtz et al., 2011]. Most research on privacy icons have been related to
the PrimeLife project, where one test with about 20 students from Sweden and
China was conducted at Karlstad University (KAU) in Sweden. Another evaluation
of the PrimeLife icons an online survey, interviewed a total of 70 participants from
ten different countries [Holtz et al., 2011].

With some exceptions, the findings from these evaluations were indicating that the
development of privacy icons have been well worth the effort. An important finding
was that cultural differences might result in different different interpretation and
understanding of specific icons [Holtz et al., 2011]. It was also found that large icon
sets should be reduced to that extent and complexity that interested users will be
able to understand and to deal with.

Through the presentation of the results from these evaluations, Holtz et al. [2011]
presents the following criteria list for designing icons:

e Privacy icons should allow for quick comprehension by all possible groups of
users regardless of their cultural or social background.

e The different constructions of privacy and individual freedom should not ham-
per grasping the meaning of icons.

e Social factors like education and age must not restrict their user-friendliness.
e It should be possible to understand the icons within different legal frameworks.

e Icons should be understandable by an international target group and not be
limited to a country or region.

e Icons should have a circular shape, as a triangular shape is widely associated
with warning symbols.

e Icons should just be colored black and white, because colors like red, orange or
yellow often have a warning function. This is also relevant due to some users
being color-blind.
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e Icons should be designed in a fashion that enables a thorough depiction of
information.

Holtz et al. [2011] concludes that special attention should be given to the possibilities
of combining the icon approach with machine-readable service policies and user
preferences, as suggested by the “Privacy Commons” approach in section 3.2.3.

3.3 Standardized format

The final category of solutions for presenting privacy policies is standardized formats.
With standardized format we mean a structure with pre-defined sections for content,
i.e. every policy looks the same - only the content differs.

3.3.1 The Kleimann Communication Group prototype

WHAT DOES NEPTUNE BANK DO ITitIe
WITH YOUR PERSONAL INFORMATION?

Key Frame
Financial companies chocse how they share your personal information. Federal law 4
gives consumers the right to restrict some but not all sharing. Federal law also
requires us to tell you how we collect, share, and protect your personal information,
Please read this notice carefully to understand what we do.
The types of personal information we collect and share depend on the product or
service you have with us. This information can include:
= social security number and income
= account balances and payment history
= credit history and credit scores
When you close your account, we continue to share information about you according
to our policies.
Alll financial companies need to share customers’ personal information to run their
averyday business—to process transactions, maintain customer accounts, and report
to credit bureaus. In the section below, we list all the reasons financial companies can
share their customers’ personal information; the reasons Neptune Bank chooses to
share; and whether you can limit this sharing.
Reasons we can share your personal informati Does Neptune Bank share? | Can you limit this sharing? ?I;cllosure
able

For our everyday business purposes—
to process your transactions, maintain your account, Yes No
and report to credit bureaus

For our marketing purposes—

to offer our products and services to you ves No

For joint marketing with other financial companies Yes No

For our affiliates’ everyday business purposes— Yes No

information about your transactions and experiences

e .

o s vy by purpose— Vs Check your hiesp.2
For our affiliates to market to you Yes Yes (Check your choices, p.2)
For nonaffiliates to market to you Yas Yes (Check your choices, p.2)

Contact Us Call 1-800-898-9698 or go to www.neptunebank.com/privacy

Figure 3.13: Page 1 of the Kleimann Communication Gr. prototype [KCG, 2006]
25



3.3. STANDARDIZED FORMAT 3. EXISTING SOLUTIONS

One of the first propiosals for a standardized format, which has been used as a basis
for more recent solutions, is the prototype seen in figure 3.13, 3.14 and 3.15 which
was developed through a study on paper-based financial notices by the Kleimann
Communication Group [KCG, 2006].

FACTS WHAT DOES NEPTUNE BANK DO
WITH YOUR PERSONAL INFORMATION?

Sharing practices

Secondary
How often does Neptune Bank notify Neptune Bank must notify you about its sharing practices when you open Frame
me about their practices? an account and each year while you are a customer.
How is my personal information To protect your personal information from unauthorized access and use,
protected by Neptune Bank? MNeptune Bank uses security measures that comply with federal law. These

measures include computer safeguards and secured files and buildings.

How does Neptune Bank collect my We collect your personal information, for example, when you
personal information? = open an account or deposit money

= pay your bills or apply for a loan

= use your credit or debit card

We also collect your personal information from others, such as credit
bureaus, affiliates, or other companies.

Why can't | limit all sharing? Federal law gives you the right to limit sharing anly for

= affiliates’ everyday business purposes—information about your
creditworthiness

= affiliates to market to you
= nenaffiliates to market to you

State laws and individual companies may give you additional rights to

limit sharing.
Definitions
Everyday business purposes The actiens necessary by financial companies to run their business and

manage customer accounts, such as
= processing transactions, mailing, and auditing services
= providing infermation to credit bureaus

= responding to court orders and legal investigations

Affiliates Companies related by comman ownership or control. They can be
financial and nonfinancial companies.
= Our affiliates include companies with a Neptune name; financial
companies, such as Orion insurance; and nonfinancial companies,
such as Saturn Marketing Agency.

Nonaffiliates Companies not related by common ownership or contral. They can be
financial and nenfinancial companies.
= Nonaffiliates we share with can include mortgage companies, insurance
companies, direct marketing companies, and nonprofit organizations
Joint marketing A formal agreement between nonaffiliated financial companies that
together market financial products or services to you.

= Our joint marketing partners include credit card companies.

Figure 3.14: Page 2 of the Kleimann Communication Group prototype [KCG,
2006]

The Kleimann Communication Group found that a standardized format helped con-
sumers recognize the policy and understand the information in it [KCG, 2006]. By
using a standard table design and subheadings in combination with a simplified con-
tent, readability was dramatically improved compared to full-length text notices. It
was found that consumers recognized the policy and the information in it, and the
proposed design also allowed for easier comparison of sharing practices across finan-
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cial institutions, as the users knew where to look for differences.

Th first page of the prototype can be seen in figure 3.15, and holds a title, a key frame
and a disclosure table, while a secondary frame is placed on page 2 (figure 3.14). The
prototype also has a third page (figure 3.15), which consists of contact informatio,n
and an opt-out form.

Opt-out

FACTS WHAT DOES NEPTUNE BANK DO Form
WITH YOUR PERSONAL INFORMATION?

If you want to limit our sharing

Contact us By telephone: 1-800-898-9698— our menu will prompt you through your choices
On the web: www.neptunebank.com/privacy

By mail: mark your choices below, fill in and send form to:

Neptune Bank
Privacy Department
PO Box 36775
Phoenix, AZ BB709

Unless we hear from you, we can begin sharing your information 30 days from the
date of this letter. However, you can contact us at any time to limit our sharing.

Check any/all you want to limit: (See page 1)

[J Do not share information about my creditworthiness with your affiliates for their
evaryday business purposes.

[J Do not allow your affiliates to use my personal information to market to me.
{I will receive a renewal notice for this use for marketing in 5 years.)

O Do not share my personal information with nonaffiliates to market their products
and services to me

Your name

Your address

Account number

Page 3

Figure 3.15: Page 3 of the Kleimann Communication Group prototype [KCG,
2006]

The heart of the standardized format and the key component in ensuring compara-
bility is the disclosure table. By listing seven basic reasons for why personal infor-
mation can be shared, answered by a simple yes or no, consumers can easily compare
sharing practices across institutions[KCG, 2006]. A second column also identifies
whether the consumer can opt-out of a particular sharing. It was found that this
simple yes/no design increased participants’ understanding of sharing practices in
contrast a more textual approach where the participants became overwhelmed of all
the text[KCG, 2006].

The Kleimann group also found that having a good and simple design was impor-
tant, and underlined the importance of finding a balance between using as few words
as possible and providing enough information so consumers could understand. Being
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a prototype for financial privacy notices, the Kleimann group also had to comply
with a series of requirements regarding content of the policy and solved this by
having the key context information on the front page, while putting more detailed
information not essential to the consumer on the second page. This way, the con-
sumer can understand the basic concepts of financial sharing practices while not
being overwhelmed by too much information [KCG, 2006].

Although intended for paper-based financial policy notices, the findings from the
Kleimann report are also relevant for the design of non-financial internet policies,
and have been used in several subsequent proposals for a standardized format.

3.3.2 P3P Expandable grid

Before presenting the P3P expandable grid, we make a short introduction to the
P3P language. P3P is a platform designed by W3C to enable websites to encode
their data-collection and data-use practices in a machine-readable format, known as
P3P policies [Antén et al., 2007]. The P3P policy itself is written in XML language,
where each policy contains information regarding the legal entity responsible for the
privacy policy, whether the user has access to the stored data. In addition the policy
has at least one statement on what data is collected, how it is used with whom it will
be shared and for how long it will be stored [Wang and Kobsa, 2008|. For further
information regarding P3P we refer to our in-depth study [Lillebo, 2010] and Antén
et al. [2007].

One of the early attempts on creating a table format for online policies was the
P3P expandable grid system, proposed by Reeder et al. in 2008. Based on the
concept of the expandable grid, a visualization technique for displaying a policy, the
P3P Expandable Grid automatically reads and displays policies written in the P3P
language. The policy is presented to the user in a 2-dimensional matrix similar to
the disclosure table proposed by Kleimann, but rather than a simple yes or no, each
square is colored according to the P3P outcome.

Due to the complex nature of P3P policies, the resulting prototype as seen in figure
3.16 did however become too complicated and did not perform well in tests ([Reeder
et al., 2008], [Kelley, 2009]). It was found that it was generally too visually busy
and that users did not understand where to look for information in the P3P data
hierarchy system. Confusing icons and unfamiliar terminology also caused problems
and some users did not understand that the grid was interactive and that it could
be clicked to be expanded [Reeder et al., 2008].

Kelley [2009] pointed out five other major problems through their study of the P3P
Expandable grid. Among them were unclear labels, unfamiliar terminology, too
many symbols and multiple statements that might be related to the same types of
information. They also found that the hide unused information button in the top
right corner only condensed rows, not columns.

28



3. EXISTING SOLUTIONS 3.3. STANDARDIZED FORMAT

i i Hicke Unused
#n{r:t,!ﬁlepnvacv PGIICY WHD may use your information HCIW your information may be used SRR
Informanon mod wsed Companes  Other comparses People who  Provide service | B Pralfiing Markating i

[ iviomasion may be ussd wiha hasdp s . g % e anc mainlain ste E

#® May be used, only { you reguest this jE Em"ﬁ! EE E o
IE0 My be wsed, umisas you cpt-out i = Eg Ta is
s Expand the column for mose mleimason E E g £ % P . ; E .
P S T S W e R 1 D

1. Access log and cookies
Cur'wash serest cellscle acoser oge and coskisr, A cockis ie 8 rmall data fils that we Sandsr 48 vaur computers hard Sdve theaugh paurwesh Srovwess shan you well aurdter, Cackiss snabls o
SIS B TEROgN e Wear com@ubeL 5o thal vt 430 preile you st pesonalized wfomatios and feateres. We diss upe oookies b Tok uper Rafic pathems.  Felertion T me: indeSiniely

B Types of information Collected - — -

2. Ordering Books and Conferences

W cellacl isfaimalion in ciaile proceds yeur parch i, Hped egialar 1o 4n Ao coalfaieton, of Siph up dar & cealainncs amail 1ol v wall said yau e ail anneancamanks and apdibad abed

Heme cent e rwnd #a part conk Hamd Tires: ity

= Types of Information Collecbed — e - — — — - —
El Marme, addess, phons number, ot — e - — — — — —t
Bl Emiai address, rAng Contact i [ 11 B m | N on
B 105 (not government or inancial
FEl Irdarmatan abnutyour purchases - .. - . - - - u u
B Financeal information
HH irfarmatan abouf your compuber
B Pages you visied an this web sile
B acsvilies wou engaged in &l lhis web sile
B Sockal and ecomamic categories — e - — — — - —

-] Mesaages you Sand us or past on Tis site

E Cookes and similar mechsniams

Bl wihich groupes you might be & mamber of

FH Heatin-ralased information

Bl indarmason aboutvourtastes orinterests HRHEH B W [ | . ® o]
B Exact geographe: location

B Social Secunby rumben: and gt 1DE

ACCess to your iInformation
This site ghas vou sccess To your comlact imformation and some of its ofher information idantifed with you

How to reach this site
Figure 3.16: P3P Expandable grid

Reeder et al. [2008] suggested several improvements for handling the usability prob-
lems of the prototype. Among them was including a visual starting point such as a
search bar, using shorter labels and providing plenty of explanation for icons. They
also suggested including a more simplified policy version, summarizing the data
practices only of the highest concerns to the consumers. Finally they suggested ei-
ther emphasizing or removing the interactivity, as several users did not understand
they could interact with the grid.

3.3.3 Nutrition Label

Based on the findings from the study on P3P expandable grids and the findings
from the Kleimann report, Kelley et al. [2009] initiated the work on presenting the
privacy policy in the shape of a Nutrition Label.
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Their work was based on the nutrition facts vy
. i ) Nutrition Facts
label as seen in the figure to the right, which |gnnsee e ez

has become iconic in the US after being man- m Figure 3.17:
dated by the Nutrition Labeling and Edu- —owwe| 1he Food and
cation Act of 1990 [Drichoutis et al., 2006]. TO‘S:I:};FEBE;@% % Drug  Admini-
Research on the food Nutrition Label found |ogm o | strations Nu-
that by reducing the amount of information | sssyemes s e trition Facts
displayed and equalizing labels across prod- |sans - ~ | panel as reg-
ucts, the Nutrition Labels helped consumers e = ulated by the

Calcium

make more informed decisions through al- |&
lowing for comparison between small sets | e
of items ([Seymore et al., 2004], [Drichoutis
et al., 2006]).

NLEA. Source:
www.fda.gov

While several consumers stated they would

prefer more information than given in the

simple notices, studies found that including more information would actually not be
beneficial ([Drichoutis et al., 2006], [Beard et al., 2007]). Other studies found that
the labels were most useful for the consumers already interested in the nutrition
information ([Drichoutis et al., 2006], [Beard et al., 2007], [J.S. et al., 2009]).

Based on these findings and the mentioned problems with the P3P expandable grid,
Kelley et al. [2009] abstracted the following three general design principles:

1. A box around the label identifies the boundaries of the information and defines
the areas that are regulated or should be trusted.

2. Bold rules to separate information and clearly designated sections grouped by
similarity

3. Clear and boldfaced title communicates the content and purpose of the label,
assisting in recognition.

Based on these principles and a intention of making policies more enjoyable and
easier to read, they proposed a prototype for a Simplified Label as seen to the left
in figure 3.18. Together with the implementation of the three main principles listed
above, the biggest change from the P3P Expandable Grid was the reduction of
complexity. The Simplified Label also reintroduced quantifiable fields by including
binary Yes/No statements, which was found to be readily understood by focus groups
in the [KCG, 2006] report.

Through an iterative design process, Kelley et al. [2009] proposed a second version,
called the Simplified Grid as seen to the right in figure 3.18. Given the simplicity
of the Simplified Label, the authors felt it sacrificed too much detail and therefore
reintroduced the grid structure, without adding too much complexity. The Simpli-
fied Grid was considered a “happy medium” between the best aspects of the P3P
Expandable Grid and the initial label[Kelley et al., 2009]. One of the most signifi-
cant changes from the P3P expandable grid was the reduction from 10 to 4 symbols
to represent sharing practices.
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Figure 3.18: The Simplified Label (left) and the Simplified Grid (right)

The third and final version from
the Kelley et al. [2009] report was
the label seen in the figure 3.19.
Among changes were better facili-
tating of comparison between poli-
cies, coloring of the various symbols
and changes to the table structure.
Kelley et al. [2009] highlighted three
important design factors for the de-
velopment of the label: the abil-
ity to find information, the under-
standing that there are differences
between privacy policies and control
over one’s information, and the sim-
ple time-based costs of reading pri-
vacy policies.

Through a laboratory study where
the Nutrition Label was evaluated
against a natural language pol-
icy, the proposed privacy label al-
lowed participants to find informa-
tion more quickly and accurately,
and provided a more enjoyable in-

The Acme Polic

provide
types of servico &

contact
information

purchasing
information

social security
number & govt
D

your activity on
this site

understanding
this privacy
policy

contact us

how we use your information

research &
information maintain site  development marketing

y

who we share your
information with

other public

telemarketing companies  forums

we will use your information in
this way

‘we will not coliect or
we will not use your informaton
in this way

our M will use your information in we will not use your information
CLN s way uniass you optout n this way unless you optin
cal 1 888-888-9888

Wiww.acme.com

Figure 3.19:
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formation seeking experience than
the textual policy.

Further development on the Nutrition Label was done through a later study by
Kelley et al. [2010] which compared the Nutrition Label to several other formats,
including the standardized short text and full text policies. As seen in figure 3.20
(left), minor design changes were done to the symbols in the label, as well as removal
of the “research and development” column. A shortened version of the Nutrition
Label, titled “Standardized Short Table” was also created for the comparison (see
figure 3.20 (right).

information ways we use your information information sharing information ‘ways we use your information information sharing
we collect we collect -
provide provide
service and other public service and other public
maintain site  marketing  telemarketing profiling companies  forums maintain site marketing  telemarketing profiling companies  forums
contact contact
information information
coctes oo - -
demographic demographic
information information
financial
nformation preersnees -mm-
health purchasing
information information

your activity on

preereness -m m- - isste

mc":;::g Information not collected or used by this site: social security
number & government ID, financial, health, location.

social security

number & Access to your Information acme.com
govtiD This site gives you access fo your Gontact data and some 5000 Forbes Avenue
of its other data idenified with you Pittsburgh, PA 15213 United States
your activity on Phone: 800-555-5555
this site How ta resolve privacy-related disputes with this site help@acme.com
Please email our customer service department
your location
we will collect and use your ‘we will not collect and use your
Access 10 your Information aeme.com information in this way information in this way
This site gives you access to your contact data and some 5000 Ferbes Avenus
of its other data identified with you Pittsburgh, PA 15213 United States by default, we will collect and use by defautt, we will not collect and
Phona: 800-555-5555 your information in this way unless use your information in this way
How to resolve privacy-related disputes with this site hels@acme.com you tell us not io by opting out unless you allow us 1o by opting in

Please emai our customer service department

Figure 3.20: The Nutrition Label (left) and the shortened version (right) used in
the evaluation by Kelley et al. [2010]

Definitions

contact information profiling
Contact information may include name, address, Collecting information about you in order to:
phone number, email address, or other online or
physical contact information. * Do research and analysis
* Make decisions that directly affect you, such as to
cookies display ads based on your activity on the site.

Cookies or mechanisms that perform similar
functions. A cookie is a small text file that a website
can place on your computer's hard drive to collect
information about your activities on the site or to allow
the site to remember information about you and your
activities.

Figure 3.21: A subset of the definitions section for the Nutrition Label

Information that the site collects about you may be
linked to an anonymous ID code, or may be linked to
your identity.

Through an online user study of 764 participants, Kelley et al. [2010] found that
standardized privacy policy presentations can have significant positive effects on ac-
curacy and speed of information finding and on reader enjoyment of privacy policies.
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Kelley et al. [2010] suggested that future work should concentrate on facilitating
comparisons and framing the policy with contextual information.

Through a recent presentation, the au-
thors of the Nutrition Label suggestion
how such contextual information could be
implemented with the remaining structure
[Kelley et al., 2011]. A sample of the def-
inition page which has doubled the size of
the Nutrition Label, is seen in 3.21.

The Nutrition Label has also been imple-
mented as a part of the Privacy Finder
search engine which was described in sec-
tion 3.2.1. By clicking the “Privacy Re-
port” link next to the search result, a full
sized Nutrition Label representing the pri-
vacy practices of that site is displayed, as
seen in figure 3.22. This policy is auto-
matically created based on the P3P pol-
icy, and thus only supports websites with
provides such a P3P policy [PrivacyFinder,
2011].

As seen in the same figure, the authors
has also added a section presenting gen-
eral information such as company name
and address, links to opt-out pages and
the textual policy, as well as information
regarding data retention and access to the
information. Privacy Seal (section 3.2) in-
formation has also been incorporated.

According to Kelley [2011], future work
regarding the work on a standardized la-
bel will be to conduct another study where
the various components of the Nutrition
Label is removed to show how much each
of the specific design patterns impacts the
overall usability metrics. For instance,
one version will remove the standardized
terms we used in the label, and replace
them with the different terms the actual
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Definitions

contact information

Contact information may include name, address,
phone number, email address, or oiher online or
physical contact information

cookies

Cookies or mechanisms that perform similar
functions. A cookie is a smalltext file that a website
can place on your computer's hard drive fo collect
information about your activities on the site or to allow
the site to remember information about you and your
activties.

demographic information
Demographic information may include social and
economic categories that apply to you, such as your
gender, age, income, or where you are from.

financial information
Financial information may include your accounts,
balances, and ransactions.

health information

Health information may include data about your
medical condition or your interest in health-related
topics, Sevices, of products.

marketing
Contacting you through means otherthan telephone
(for example, email or postal mail) to market senices
or products.

other companies
Wost companies share data with business partners
who anly use your information to provide the senices
you requested. This cateogory describes sites that
share with other companies thatuse your information
beyond fulfiling your requests.

P3P stands for the Platform for Privacy Preferences
Project Itis standard format for creafing machine-
readable privacy policies. This page is automatically
generated from a P3P policy. More information about
P3P can be found at htp:Jwww w3 org/P3P]

preferences
Preferences may include Information about

* Your tastes or interests

« Which groups you might be a member of such as
religious organizations, tradie unions, and political
parties

profiling
Collecting information about you in order to

« Do research and analysis
o Make decisions that directly afiect you, such as to

display ads based on your actiity on the site

Information that the site collects about you may be
linked to an anonymous ID code, or may be linkedto
your identity.

provide service and maintain site
Callecting information to provide the service you
requested, ta customize the site for your current visit,
to perform web site and system maintenance, orto
enhanice, evaluate, or otherwise review the site, but
without connecting any infarmation to you.

public forums
A public area, such as a bulletin board, chat room, or
directory.

purchasing information
Information about your purchases may include the
payment methods you used.

social security number & govt ID
Includes goverment-issued identiiers such as your
social security number.

telemarketing
Contacting you by telephone to market senices or
products.

your activity on this site
Tracking your activity, includes:

« Which pages you visited on this web site and how

long you stayed at each page

« Actiities you engaged in at this web site, such as

your searches and transactions

Weszages you sentto the company or post on this
site, such as email, bulletin board postings, or chat
room conversations

your location
Collect information about your exact geographic
location, such as data transmitted by your
GPS-enabled device.

policies began with. This work is a part Figure 3.22: The Microsoft Corp. pol-

of the thesis work of Patrick Gage Kelley icy as retrieved from the privacy finder
search engine

[Kelley, 2011], and is due to be conducted
during the summer of 2011.
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CHAPTER 4

Design

The original intention of the pre-study chapter was to
elaborate on current solutions for presenting privacy
policies, and based on this evaluate these against our
list of criteria, in order to choose a solution to base
further work on. The outcome of the pre-study chap-
ter was however somewhat unexpected, and did not
result in a series of candidates which we could com-
pare. In general, we found that while layered notices
has seen some adoption, pictograms are still in the %
early phases of research, and with the exception of
the Nutrition Label which has developed to a imple-
mented solution, little research has been conducted
on standardized solutions.

Figure 4.1: The three-

layer structure for the Cre-
What we did see from the pre-study was that all ative Commons copyright li-

three categories of solutions followed a similar pat- cences.

tern, which closely resembled the three-layer struc-

ture which was proposed by Creative Commons. The concept of the three-layer
structure was elaborated in section 3.2.3 on page 22, and consisted of a machine and
a human readable layer, in addition to the legal code as seen in figure 4.1.

To better present this theory, we have summarized the findings from Chapter 3
in figure 4.2, where each area is represented by a relevant solution: the TRUSTe
layered notice, the KnowPrivacy pictograms with the underlying conversion system,
and finally the standardized Nutrition Label. Based on the theory by Creative
Commons we can separate the three layers, and argue that future research on privacy
notices should focus on developing a single solution for each layer. In other words,
one solution is needed to convert a full text policy to machine readable code, a
second solution is needed to narrow the most important parts of the policy, and a
third solution is needed to visually present this information to the user.

[Holtz et al., 2011] also supported this strategy for future work on the icon approach,
but we are uncertain where a preference based system could fit in the layers. Either
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way it would require a more advanced structure behind the human-readble layer
which is out of the scope for this paper.

Layered notices Pictograms Standardized notices

Human-readable

Evaluation: P3P Policy

( : - Types of Data Collected <ENTITY>

. manual - General Data Practices <ACCESS>
Machine readable convertion) - Data Sharing Practices <DISPUTES>

<STATEMENT> ...

> YES, NO, or UNCLEAR

1 1

1 l

Y

Full text Full text Full text
Legal code . . .

policy policy policy

Figure 4.2: Overview of the findings from Chapter 2, organized in the Creative
Commons three-layer structure [Creative-Commons, 2011]

As the scope of this thesis was on the visual presentation of the policy, the human-
readable layer, we also argue that the further work on such a solution in this report
is relevant for the research communities of both layered notices, pictograms and
standardized notices.

Tracing back to the problem definition for the thesis, we outlined the following
criteria for a new solution:

1. Make the general policy content more understandable,

Make the policy easier and more enjoyable to read

3. Highlight the most important privacy practices, while preserving details and
nuances

4. Enable for easier comparison of privacy practices across sites

5. Be useful for the COPE project as well as current and future Privacy Enhanc-
ing Technologies (PETS)

N

Based on this we developed the following list of questions to guide the evaluation
process.

1. How easy is it to find the information the user is looking for?
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2. How easy and user-friendly is the solution to use?

3. Does the solution require experience or can a novice quickly understand the
format?

4. How well does the solution manage to cover the details of a textual policy?

5. How well does the solution allow for policy comparison?

6. Can the solution be used in current or future Privacy Enhancing Technologies
(PETSs)?

Our planned approach was to evaluate each solution based on these questions, but
given the similarities between the visual solutions, and with little or no research
findings to base our evaluation on, we decided to base our further work on the
Nutrition Label as a result of the following discussion.

Primarily, we observed that while little progress has been made on layered notices
since their introduction in the mid-2000s, the research on pictograms is still in
the early phases. The Nutrition Label on the other hand, has through several
research projects reached a prototype implementation stage and further research and
development is also planned. Kelley et al. [2010] also found that the standardized
solution (the Nutrition Label) performed significantly better compared to a layered
solution in terms of accuracy for single policy information finding and comparison
questions. The same study also found an indication for that the standardized label
was more enjoyable to use than the layered version.

We also believe that a good solution should find a balance between simple icons and
detailed text, and that the Nutrition Label represents such a middle-way. Given
this middle way between text and icons we also believe the Nutrition Label is best
suited for use in current or future Privacy Enhancing Technologies, and as it has
already been implemented on top of the P3P language, a conversion to an alternative
underlying system should be possible.

While we found the Nutrition Label to be the best suited solution to base further
work on, the initial analysis also revealed several issues regarding the presentation of
the label. Primarily, being novice users, we found it generally hard to comprehend
the format. The first impression was that the label lacked a clear visual starting
point for reading the policy, that there was a lot of colors and symbols to keep
control of, and that the matrix system was hard to understand.

Secondly, we observed that while the Nutrition Label was a significant development
from the P3P expandable grid, changes to the label since then has mainly been
minor design changes. In their conclusion on the study of online policy formats,
[Kelley et al., 2010] suggested that future work on standardized solutions should
concentrate on framing the policy with contextual information, and provide better
education to help consumers make better decisions. As a result of this, the latest
version of the Nutrition Label as presented by the Privacy Finder has doubled its size
with contextual information. We therefore question whether the best development
of the Nutrition Label is to expand the label with additional information to solve
evolving issues, or to rather focus on improving the main structure of the design
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itself.

In fact, with one exception (the standardized short table in [Kelley et al., 2010]), the
studies on the Nutrition Label have only measured its performance versus textual
policies or similar textual alternatives. It is therefore hard to know whether the
findings indicate that the Nutrition Label design is the best way of presenting a
privacy policy, or whether the good results are due to it being the only approach of
its kind.

Therefore the further work on a policy format was concentrated on devel-
oping a competitive design, based on usability literature and an in-depth
analysis of the issues regarding the Nutrition Label.

The following sections describes the Nutrition Label analysis in details, starting
with an overview of current real life Nutrition Label policies as retrieved from the
Privacy Finder search engine (see section 3.2.1 on page 19). We then outline a list
of design criteria for an alternative solution, before presenting the design process
and the resulting solution entitled the “Privacy Table”.

4.1 P3P / Nutrition Label enabled sites

To get an understanding of how the average real life nutrition policy looks like, we
initiated a search for Nutrition Labels among the top 100 most visited US websites!,
by using the Privacy Finder search engine (described in section 3.2.1 on page 19).

The results, as presented in table 4.1, showed that only 22 out of 100 sites provided
a P3P policy (and thus a Nutrition Label). Three of these used the same Microsoft
Corp. policy (Microsoft.com, Live.com and Windows.com) and two used the same
Yahoo! Inc. policy (Yahoo.com and Flickr.com). 15 additional sites gave positive
result for a label, but upon clicking the link we received an Internal Server Error for
two sites (marked =**) and a “The Privacy Policy for http://www. WEBSITE.com/
contains errors!” for 13 sites (marked =*). We excluded sub-domain policies such
as http://learn.linkedin.com.

It is important to highlight that the low number of retrieved policies (22 of 100)
is a direct consequence of the low implementation of P3P policies among the top
100 websites. There have been no indications from the creators of the Nutrition
Label on whether they plan to base future implementations on P3P policies, or on
an alternative language. Either way it is out of the scope of this paper, and we will
only use these results to analyze the appearance of the 22 retrieved policies.

It is also worth mentioning that the purpose of the Privacy Finder search engine
is to range websites depending on their privacy practices, and the functionality of
displaying the policies in the Nutrition Label format is an additional feature. Given
it is a prototype, the retrieved policies presented in the following sections might

! As published by http://www.quantcast.com/top-sites (results retrieved February 20th, 2011)
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also be inaccurate or belong to a subdomain of the searched site (e.g. searching for
“LinkedIn” returns a link to a policy for http://learn.linkedin.com, which claims to
just collect cookies and site usage).
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google.com
facebook.com

youtube.com
yahoo.com

twitter.com
msn.com
wikipedia.org
amazon.com

microsoft.com

. live.com

. ebay.com

. answers.com

. blogspot.com
. ask.com

. ehow.com

. blogger.com

. bing.com

. aol.com

. wordpress.com
. craigslist.org

. adobe.com

. about.com

. weather.com

. salesforce.com
. foxnews.com

. huffingtonpost
. linkedin.com

. paypal.com

. mapquest.com
. godaddy.com
. go.com

. reference.com

. walmart.com

Has a P3P policy / Nutrition Label

Errors in the P3P policy
Internal server error while retrieving the label
Does not have a P3P policy / Nutrition Label

- 34.
=* | 35.
- 36.
2 37.
- 38.
=% 1 39.
- 40.
-t | 41,
2 42.
o 43.
o 44.
- 45.
- 46.
- 47.
- 48.
=% | 49.
- | 50,
- ol.
- 92.
- 23.
- o4.
o 29.
- | 56.
- 57.
- 28.
- 29.
- 60.
- 61.
=% 1 62.
=k 63.
- | 64
- 65.
- 66.

windows.com
myspace.com

photobucket
match.com

pandora.com
comecast.net
tumblr.com

att.com

irs.gov
hulu.com
imdb.com
cnn.com
manta.com
whitepages.com
overstock.com
webmd.com
apple.com
flickr.com
cnet.com
chase.com
metrolyrics.com
bankofamerica

target.com
bbc.co.uk
yellowpages
legacy.com
dailymotion
nytimes.com
monster.com
comecast.com
people.com

tmz.com

bizrate.com
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§
-

67.
68.

69.
70.

71.
72.
73.

74.
75.
76.
77.

78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.

98.
99.

wikia.com
netflix.com

hp.com
localpages.com

washingtonpost
mtv.com
yelp.com

drudgereport
wunderground
reddit.com
intuit.com

usps.com
wellsfargo.com
turbotax.com
twitpic.com
careerbuilder
hrblock.com
jcpenney.com
bestbuy.com
simplyhired.com
city-data.com
squidoo.com
nih.gov

ups.com
norton.com
metacafe.com
chacha.com
weatherbug.com
vimeo.com
searchassist.com
evite.com
ancestry.com

time.com

10( coolmath-games
Table 4.1: Sites with Nutrition Label among the to 100 most visited US websites
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While the findings does not say anything
about how the future adoption of Nutri-
ton Labels will be, they do provide an idea
of how the average Nutrition Label based
on real life P3P policies looks like. The re-
trieved Microsoft Corp. policy in its full
length can be seen in figure 4.3.

All 19 retrieved Nutrition Labels for the
22 sites can be found in Appendix A.
Given that all the contextual definitions,
symbols legends and the textual informa-
tion below the label were more or less the
same for all policies, Appendix A only dis-
plays a screenshot of the symbol area it-

self.

Due to the amount of space required to
display the Nutrition Label in its full
length, retrieved policies in the remainder
of this chapter will be presented in a com-
pact format as demonstrated in the eBay
Inc. policy in figure 4.4.

eBay Inc.

ways we use your information
provide

information sharing

) senice and
information maintain ather public
we collect site marketing  telemarketing profiling companies  forums
contact
information
cookies

demographic
information

financial
informatien

healtn
information
preferences
purchasing
information
social securty

number & govt
D

your activity on
this site

your location

we will collect and use your
information in this way

we will not collect and use your
information in this way

by defaut, we will collect and use
‘your information i this way unless
‘you tellus. natto by opting out

by defaut, we will not collect and
use your information i this way
unless you alow us to by opting in

Figure 4.4: The compact eBay Inc. pol-
icy
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Search!

What do these symbols mean?
How to contact this site

Microsoft Corporation
Frequently Asked Questions

ways we use your information information sharing

provide
. . service and
information maintain other public
we collect site marketing  telemarketing _profiling companies  foums
contact
information Gl
cookies

demographic
information

financial
information

health
information

preferences

How to resolve privacy-related
disputes with this site

purchasing
information

social security
number & govt
D

your achity on
this site

your location

Wicrosot Corporation
1 Microsoft Wa:

Redmond WA 98052-6388 USA
homepage@microsoft.com

Retention practices for this site
Your data may be retained indefiniely.
Microsoft Customer Service Access to your information
Access is given to allidentifiable
If for some reason you believe information
microsoft com has not adhered to

Links provided by Microsoft
Corporation

) these principles, please notify us by
Opt-out Page

Privacy Polioy Page. e-mai at homepage@microsoft com
B3P File

TRUSTe Certification

Microsoft is a premier sponsor of
TRUSTe and a member of the TRUSTe
privacy program, an independent,
non-profi initative whose mission is to
buld users' trust and confidence in the
Internet by promoting TRUSTe's
principles of fair information practices.

wewill collect and use your
information in this way

we will not coliect and use your
information in this way’

by defau, we will collect and use
‘your information in this way unless.
‘you tel us ot o by opting out

by defaut, we will not collect and
use your information n this way
unless you alow us fo by opting in

Definitions

contact information

Contact information may include name, address,
phone number, email adaress, or other onling of
physical contact information. « Do research and analysis

Make decisions that directly afect you, such as to
display ads based on your activity on the site.

profiling
Collecting information about you in arder to

cookies

Cookies or mechanisms that perform similar
functions. A cookie is a small text file that a website
can place on your compuler's hard drive to collect
information about your activiies on the site or to allow
the site to remember information about you and your
activities

Information that the site collects about you may be
linked 1o an anonymous ID code, of may be linked to
your idenity

provide service and maintain site
Collecting information to provide he service you
requested, to customize the site for your current visit,
to perform web site and system maintenance, or to
enhance, evaluate, or otherwise review the site, but
without connecting any information to you

demographic information

Demagraphic information may include social and
economic categories that apply to you, such as your
gender, age, income, or where you are from

public forums
A public area, such as a bulletin baard, chat room, or
directory.

financial information
Financial information may include your accounts,
balances, and transactions.

purchasing information
Information about your purehases may include the
payment methods you used

health information

Health information may include data about your
medical condition of your interest in health-related
topics, senices, or products

social security number & govt ID

Includes government-issued identifiers such as your

marketing
° social security number

Contacting you through means otherthan telephone
(for example, email or postal mail) to market services
or products. telemarketing

Contacting you by telephone to market services or
other companies products.
Wost companies share data with business pariners
Who only Use your information to provide the senvices
you requested. This cateogory describes sites that
share with other companies that use your information

your activity on this site
Tracking your aclivity, includes

beyond fulfling your requests « Which pages you visited on this web site and how
long you stayed at sach page
P3P o Actuities you engaged in at this web site, such as

P3P stands for the Platform for Privacy Preferances
Project. Itis standard formatfor creating machine-
readable privacy policies. This page is automatically
generated from a P3P policy. More information about
P3P can be found at http Jwww w3 0rg/P3P!

your searches and transactions

Wessages you sentto the company or post on this
site, such as email, bulletin board postings, or chat
room conversations

your location

Collect information about your exact geographic
location, such as data transmitted by your
GPS-enabled device.

preferences
Preferences may include Information about

* Your tastes or interests

Which groups you might be a member of such as
religious organizations, trade unions, and political
parties

Figure 4.3: The Microsoft Corp. pol-
icy as retrieved from the privacy finder
search engine
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4.2 Analysis of issues regarding the NL

As mentioned in the introduction to this chapter, the main strategy for improving
the Nutrition Label has been to add new parts to label structure. Kelley et al.
[2010] highlighted that the future focus should concentrate on framing the policy
with contextual information, and provide better education to help consumers make
better decisions. While adding new parts acts as contextual aid to the user, it also
clutters up the design, and the latest version of the Nutrition Label has grown to
over triple its original size as seen in the figures on the previous page. This new size
has also disabled the Nutrition Label from being printed on a regular A4 sheet of
paper, and it also not optimized for print-outs across two pages.

Through the next sections we present findings which we believe supports that the
future focus should be on re-evaluating the core design of the label itself, rather
than solving evolving issues by constantly expanding the label.

4.2.1 Too complex and visually busy

eBay Inc.

Our first impression with the Nutrition
Label was that we were presented with
too much information at once, and that
it was hard to understand where and
how one should start reading the notice.
We felt that there was a lack of starting
point in the notice, and that the learning
curve to grasp the different categories
and symbols was too steep.

ways we use your information

information sharing
provide
senvice and
maintain

infoermation
we collect

other

public

marketing  telemarksting profiling companies  forums

contact
information

cookies

demographic
information

financial
information

health
information

preferences

purchasing
information

Consider the eBay policy in figure 4.5.
We have identified 5 zones in the policy,
sorted by the area size:

social security
number & govt
D

your activity on
this ste

otecsten ---- --
eBay Inc. How to resolve privacy-related

Attn: Legal - Global Privacy Practices 2145 disputes with this site
Hamiton Avenue.

Retention practices for this site
Your data may be retained indefintely.

1. The symbol matrix (red) S ey S s
. . . . U provdedtystayoe. TSRS, e s et o
2. The additional information (white) — Zasbe. i
3. The symbol legends (blue) e
privacy statement and practices of
4. The row and column titles (yel- BT o o i
low)
5. The row and column headers oo e
(green) - s
The current implementation of the Nu- Figure 4.5: The eBay Inc. policy re-

trition Label has a strong focus on the
symbol matrix which is very colorful and
eye-catching, while the column and row

trieved from the Privacy
gine
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titles have been made less significant. This might be advantageous for the experi-
enced user who is familiar with the structure, but for a first time user we think the
label would be more readable with a more dominant area for the titles and headers
(green and yellow area), and a clear starting point for reading the label.

We also feel there is too much information to keep control of while reading the
notice. Consider the following user story:

As a prospective user of Acme Inc’s services, John would like to see
whether they will collect his purchasing records, and if so, for which
purposes it will be used

For this task, the user would need to:

Locate ”information we collect”,

Look down to find ”purchasing information”,

Look right for the first row element

Look up to first read the column title, followed by the column header
Scroll to the bottom of the page to find the symbol legend.

Repeat steps 4 and 5 for the remaining row elements

SEERANE ol

The main problem is that one has to relate to two axis with corresponding row and
column headers and titles, while at the same time keeping control of the legends for
the symbols. In the latest version of the Nutrition Label, it also necesarry to scroll
past the additional information field (white zone) to find the symbol legend. An
experienced user would obviously be familiar with the symbols and the structure,
but for an untrained user we believe the number of axes which one needs to keep
control of makes the label challending to read.

It has also found that the use of white space can improve comprehension and make
content more , and according to Lin [2004] the use of white space between paragraphs
can increase comprehension by almost 20%. White space de-clutters a page by giving
the items room to breathe, and together with a good layout it can also influence
user satisfaction and experience [Chaparro et al., 2005]. As seen in the eBay policy
in figure 4.5, there is minimal use of white space in the Nutrition Label. While the
light blue icons which indicate that information is not collected or used in any way
might provide some space, we believe that smaller symbols and more white space
between the cells would improve readability.

We therefore suggest the following changes to improve the usability of the label:

Providing a clear starting point for reading the label

Making the row and column titles and headers more dominant
Making it clearer which titles belongs to which columns and rows
Decreasing the size and the amount of symbols the matrix
Adding more white space

Reducing the number of axis in the label
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4.2.2 Unnecessary ”third dimension”

Figure 4.6: The three axes in the Nutrition

Label

Given the two-dimensional struc-
ture of the Nutrition Label, each
row in the matrix corresponds to
a data type, and each column to a
way of using or sharing this informa-
tion. As illustrated in figure 4.6, the
Nutrition Label also has a third axis
to represent how each data type will
be used under each category. We
will hereafter refer to this as the Nu-
trition Labels “third dimension”.

While using the privacyfinder.org
search engine to retrieve Nutrition

Labels, we noticed that real life labels based on P3P policies differed from the fic-
tive ones commonly used in previous research. While the fictive Acme policy in
figure 4.7 used in the study by Kelley et al. [2010] utilizes the potential of this third
dimension to display different sharing options for different information types within
a column (e.g. contact information is collected and used for marketing by default,
while location data is not used for this purpose.), the real life Microsoft Corp. policy
in figure 5.8 has similar sharing practices for all data types in each column.

Acme Inc.
information ways we use your information
we collect

1o provide
servics and
maintain site  markating

contact
Information
cookies

demographic
Information

financial
Information

health
Information
preferences

purchasing
Information

socal security
number &
gov'tID

‘your activity on
this site

your location

talomarketing  profiling

information sharing

other public
companies forums

we will collect and use your
information in this way

by defaul, we will colect and use
‘your information in this way uness
‘you tell us not to by opting out

we will not collect and use your
information i this way

by defaut, we will not collect and
use your information in this way
unless you allow us to by opting in

information
we collect

information

Microsoft Corporation

ways we use your information
provide
senice and
maintain
site

information sharing

other public
companies  forums

contact

cookies

demaographic
information

financial
information

health
information

preferences
purchasing
information
social security

number & govt
D

‘your activity on
this site

‘your location

Figure 4.7: The fictive Acme policy (left), The Microsoft Corp. policy (right)
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Further examples can be seen in the policies in figure 4.8, where all policies have
in common that every column could be summarized by a single symbol, rather
than individual ones for each information type. Out of the 22 Nutrition Labels we

retrieved in our search, 19 labels had this in common (all policies can be seen in
Appendix A).

Yahoo! Inc.
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Figure 4.8

The only three policies which utilized the “third dimension” functionality can be
seen in figure 4.9. In addition to the AT&T’s policy (figure 4.8), the eBay Inc.
policy(figure 4.9) was also the only policy to make use of all three sharing symbols.

CNET Networks eBay Inc. Target Corporatioon

raam
i
e m— -m- n

e i ikl
e gt e 0

]
g g

1

i

e o

i
[
[

Figure 4.9
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Match.com Overstock.com

It is also worth mentioning Bl — el ——
that the average Nutrition La- -
bel policy in our search had
very few elements, with mini-
mal use of opt-in and opt-out
symbols. Several policies had
almost no symbols, as exampled
by the The Match.com and and
Overstock.com policies in figure
4.10.

Figure 4.10
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Figure 4.11: A summary of symbols Zlged in the 22 retrieved Nutrition Labels
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Figure 4.11 summarizes the symbols used in each of the 22 retrieved policies, where
each column represents a policy. While the Nutrition Label has space for 60 symbols,
the mean amount of symbols among the 22 policies was only 17. By excluding the
two policies with 45 symbols belonging to the Yahoo group (the Yahoo! Inc. and
Flickr policies), and the IRS and HP policies with 2 symbols each, the mean is down
to just 15.

There can be several reasons for why the majority of the Nutrition Labels retrieved
from the Privacy Finder search engine has a very low rate of symbol-use. As men-
tioned several times already, they are automatically created based on a P3P policy,
meaning they might not be accurate representations of the companies’ textual poli-
cies. As the P3P language is significantly more complex than the Nutrition Label,
there might also be issues regarding the conversion between the formats.

Based on these findings we suggest the following change to the Nutrition Label:

e Consider removing the "third dimension” and replace its functionality in an
alternative way.

4.2.3 Lack of a clear statement of what information is col-
lected

Another issue we encountered with the Nutrition Label was the lack of a clear
statement on which types of information is collected. The focus in the label is on
how the information is used and with whom it is shared to, and it is up to the user
to make the connection between used/shared and collected.

Tl.le follow1ng s.ectlon explains this in (.ie— Acme Inc.

tail, starting with a user story to outline formation ways we use your information formation sharng
we collect e R

the problem: =TT

contact
information

User story: As a prospective user of -

Acme Inc’s services, John would like ot [ e |
to see what information they will

collect from him.

financial
information

health
information

Consider the Nutrition Label in fig- prencs
ure 4.12 for the fictive corporation Acme e
Inc. as used in the study by Kelley et al. L

your location

[2010]. The column ”information we col- ~z [ I

lect” is defined, but does not provide any
information regarding whether this infor-
mation is collected or not. An experi-
enced user would most likely look for rows
with red squares, but without training or
knowledge of the label structure or the

we will collect and use your we will not collect and use your
infon inthis way formation in this way

Figure 4.12: The fictive Acme Inc.
policy from Kelley et al. [2010]
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various symbols, a novice user would need to explore each row in detail to acquire
this information.

The first row of the label is given in figure 4.13. The user is presenteted with
four different symbols, four categories of how information might be used, and two
categories of information sharing. As highlighted by the arrows (which indicate how
the user most likely would navigate through the Nutrition Label), two of the four
symbols indicates that the information will be collected by default.

Acme Inc.

information ways we use your information information sharing
we collect to provide

service and other public
\ maintain site marketing telemarkating  profiling companios forums

contact
information
: 8
we will collect an
information in this

your we will not collect use your
informatian in this

by default, we will collect and use by default, we will not collect and
wvour infermatien in this way unless use your information in this way
you tell us not to by opting out unless you allow us to by opting in

Figure 4.13: Demonstration of four different sharing practices for one data type
(contact information)

Given that the first square in this row is red, the user would most likely quickly
conclude that this information is collected by Acme Inc. The nature of the Nutrition
Label does however not require any of the first elements in a row to be colored red
for a information type to be collected. A company might collect information with
the sole purpose of sharing this with another company, as seen in figure 4.14.

Now consider figure 4.14. While the first element in the row (arrow 2) indicates that
“we will not collect and use your information in this way”, the opt-out-symbol under
“information sharing” indicates that Acme Inc. in fact does collect demographic
information. In order to get to this conclusion, the user would need to familiarize
himself with both the concept of “ways we use your information” (arrow 3) and
also “information sharing” (arrow 4) while at the same time keeping control of the
various symbols. In other words, the label does not answer whether information
type A or B is collected, but rather how A and B is used or with whom it is shared.
It is up to the user to make the connection between collected and used for/shared
with.

We therefore suggest the following change to improve the usability of the label:
e Provide a clear statement of what information types are collected
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Acme Inc.

information
we collect

ays we use your information

to provide
sarvice and
gigtain site  marketing

telemarketing  profiling

contact _
information

cookies

demographic
information

2

we will collect and uge your we not collect and use your
information in this way informaticn in this way

by default, we will collect and use by default, we will not collect and
your information in this way unless use your information in this way
you tell us not to by epting out unless you allew us to by opting in

Figure 4.14: Demonstration of a row where the first four symbols indicates that
demographic information will not be collected

4.2.4 Other issues

We also encountered several other possible issues regarding the Nutrition Label.
First and foremost we are unsure whether some of the terms used in the label are
well understood by non-native English speakers. Examples are “opt-in” / “opt-out”,
demographic information, profiling and cookies. While this issue has been addressed
by the latest expansion of the label where an additional page with definitions has
been added, a consideration could be to use more universally understood terms, or
provide examples in the matrix structure itself.

A second, and often mentioned issue in the preceding sections, is the fact that the
Nutrition Label is based on the P3P language. As this is out of the scope for this
paper it will not be discussed in details, but we believe the authors behind the Nu-
trition Label should consider basing it on a different language in future prototypes.
According to Wang and Kobsa [2008], the P3P language has gained little popularity,
as demonstrated through our search for Nutrition Labels using the Privacy Finder
search engine. The complexity of the P3P language is not needed to represent the
Nutrition Label, and we believe a simple XML-based format, with one variable per
symbol could be a useful approach for any further development.

Also, while we did not investigate each Nutriton Label we retrieved in detail, the
content of several policies seemed odd when considered the purpose of the websites
they belonged to. For example, the policy belonging to Match.com, which is a dating
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site, claimed to not use any information for profiling purposes, which again might
be due to a error in converting the P3P policy to the Nutrition Label format.

4.3 Design process

The following section presents the design process of our al-
ternative solution. We first give details regarding our overall
design strategy, before summarizing the main findings from
the preceding sections in forms of a design criteria list. We
end this section and the design chapter by presenting the re-
sulting design of the solution, which was titled the “Privacy
Table”.

4.3.1 Design strategy

An important decision to make before starting the design pro-
cess was to choose between keeping or modifying the original
content of the Nutrition Label. We chose the latter due to
several reasons.

First and foremost, as demonstrated by the currently 5954
word long Facebook.com policy in figure 4.15, compared to
the 39 word long policy in figure 4.16, todays privacy policies
vary from just a few sentences to many pages. Representing
its content in form of a simple label requires knowledge in two
areas: which practices is important and crucial to communi-
cate to the user, and which practices the user is interested
to see. Defining these two areas would require a thorough
analysis which would be out of the scope for this paper. As
the Nutrition Label and the P3P language has been through
several evaluations, we believe that the current content rep-
resents these two areas well.

Privacy Policy
We probably have the shortest privacy policy youll ever see:

We don't share anything. Perod. No vague marketing partners or marketing affiliates -
Jjust no sharing of any kind.

We value your privacy the way we value our own.

Figure 4.16: The privacy policy for “highpressureshower-
heads.com”
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Secondly, by modifying the content of the Nutrition Label we would have made
the evaluation of the two formats more challenging. In a comparison setting, any
questions asked would need to be suitable for both formats. For example, if we
had removed the “information sharing to public forum” category from our new
design (as neither of the 19 retrieved polices in section 4.1 utilized this column), any
question regarding this in the evaluation could only have been answered by using
the Nutrition Label.

Based on this, we chose to keep the original structure of the Nutrition Label with the
various data information types and the collect, use, and share-categories. By doing
this, it also enabled us to directly measure the performance of the proposed design
changes as both formats in the evaluation would contain the same information.

We also chose to exclude the latest contextual additions to Nutrition Label from
the design process. As previously mentioned, we believe future research on a stan-
dardized format should focus on further development of the core label design, rather
than additions. The contextual information would also have been the same for both
formats, resulting in similar results from the evaluation.

4.3.2 Design criteria

The following list summarizes the findings from the previous sections and atcs as a
list of criterias for the design of the Privacy Table:

Providing a clear starting point for reading the label

Making the row and column titles and headers more dominant

Making it clearer which titles belongs to which columns and rows

Decreasing the size and the amount of symbols in the matrix

Adding more white space

Reducing the number of axis in the label

Reducing the amount of scrolling needed to understand symbols

Removing the “third dimension” and replace its functionality in an alternative
way

e Providing a clear statement of what information types are collected

As most of these suggestions were related to either the surrounding structure (e.g.
headers) or the matrix structure (e.g. changes to symbols) of the Nutrition Label,
we grouped the findings into the following two categories:

e The surrounding structure: titles, categories, the row and column headers and
additional information

e The matrix structure: the core structure with the various symbols and corre-
sponding legends
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Table 4.2 shows which finding belongs to which category, where criterion 9 was
relevant for both. We will refer to this list through the following sections describing
the design process, and through the evaluation planning in chapter 5, where these
criteria worked as a basis for developing an evaluation hypothesis.

The surrounding structure The matrix structure
@ Providing a clear statement of @ Removing the “third dimension”
what information types are col- and replace its functionality in an
lected alternative way
@ Making the row and column titles @ Decreasing the size and the
and headers more dominant amount of symbols in the matrix

@ Providing a clear starting point @ Reduce the amount of scrolling
for reading the label needed to understand symbols

@ Making it clearer which titles be- @ Adding more white space

longs to which columns and rows

@ Reducing the number of axis in the policy

Table 4.2: The findings grouped by label area

4.3.3 First version

Our first design proposal can be seen in figure 4.17, with the corresponding Nutrition
Label in figure 4.18. While our newly proposed design might seem significantly
different from the Nutrition Label, it is able to present the exact same content of
the Microsoft Corp. policy.

The data information categories (e.g. contact information or financial information),
and the three groups for collecting, using and sharing has all been kept the same
as in the Nutrition Label. As mentioned in section 4.3.1, we did not include the
definition page nor the additional information area from the Nutrition Label.

The following changes were related to the matrix structure:

The biggest change we did was to eliminate the ”third dimension” (@) and to
reduce the number of axis by splitting the design into three main categories (@)
By removing the use of colored symbols (@) we have also removed the need to
scroll down for symbol-definitions (&®) and at the same time added white space
between the dots to provide breathing space in the label (@)

The following changes were related to the surrounding structure:

By reducing the number of axis in the label (@) and replacing the functionality
of the "third dimension” by three clearly defined categories, where one specifies
what information is collected (@), we have also provided a clear starting point for
reading the label (€). We have increased the size of the headers to make them more
dominant (@) and to clearly separate the three sections from each other (€9).
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The Acme Policy

What information we collect

Yes No
Contact information o
Cookies o
Demographic information .
Financial information .
Health information .
Preferences .
Purchasing information .
Social security number & gov't ID o
Your activity on this site .
Your location .

How we use the information

we collect

Yes Yes, unless No, unless No
you opt out  you optin

To provide service and maintain site .
For marketing .
For telemarketing .
For profiling .

Who we share the information

with
Yes Yes, unless No, unless No
you opt out  you optin
With other companies .
To public forums .

Figure 4.17: The first version of the Privacy Table

The system with black dots was inspired from the Facebook.com’s privacy setting
page, which can be seen in figure 4.19. We believe this system should be easier to
understand than a symbol and legend structure, and by removing the legend-box
we have also freed up space and eliminated the need to scroll up and down in the
label.
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Everyone
Your status, photos, and posts
Bio and favorite quotations
Family and relationships
Photos and videos you're tagged in
Religious and political views
Birthday
Permission to comment on your posts
Places you check in to

Contact information

Friends of
Friends

Friends Only Other

Figure 4.19: Facebook.com privacy settings

The main drawback with this design is that it is
unable to represent a Nutrition Label with variy-
ing elements along a single column as described
in section 4.2.2 on page 43. For example, it is not
able to represent the eBay Inc. policy in figure
4.9 on page 44. This is due to the eBay policy
specifying that one need to opt-in for contact
information to be shared with other companies,
while cookies are shared this way unless opted-
out.

To cover for this we introduced an asterisk with
a corresponding footnote as seen in figure 4.20.
This system is however not very scalable, and
only usable when there are just one or two dif-
ferences within a singe column.

I N e N N N N Y A e WU TN S NIV N A S I e S N e i VNI e S A N N

How we use the information

we collect
Yes

Yes, unless
you opt out

Microsoft Corporation

ways we use your information information sharing

information maintain other public
we collect site marketing  telemarketing _profiing companies  forums

contact
information
cookies

demographic
information

inancial
information

health
information

preferences

your actity on

this ste -mm- -

yourlocation

purchasing
information

social security

D

Figure 4.18: The same policy in
the Nutrition Label format

No, unless No
you opt in

To provide service and maintain site .
For marketing

2 *)

For telemarketing

For profiling .

(*) = Financial information

AW T AP Y R I i A Y Aol

Figure 4.20: Asterisk system in the Privacy Table
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4.3.4 Subsequent versions

As described in the introduction, the design of the Privacy Table was an iterative
process, based on the theory of design science. Guideline 6, proposed by Hevner
et al. [2004] described the design process as a generate/test cycle, where alternative
designs are generated and then tested against requirements.

The version presented in this section is therefore the result of the first iteration.
Further iterations are presented throughout the subsequent chapters, as indicated
by the list below.

e The Second version, following the pre-test (see figure 5.6 on page 76)

e The Third version, following the laboratory experiment (see figure 5.25 on
page 98)

e The Fourth and final version, following the Internet experiment and subsequent
discussion of results (see figure 7.6 on page 150)(this solutions is regarded as
a merged version of the Privacy Table and the Nutrition Label)

o4



CHAPTER 5

Evaluation method

Having proposed an alternative solution based on the findings from the Nutrition
Label analysis, we wanted to evaluate whether our changes would have any effect on
its performance in an experimental setting. Guideline 3 from the paper on design
science by states that the utility, quality and effiacy of the designed artifact must
be rigorously demonstrated via well-executed evaluation methods.

Previous research on the Nutrition Label has shown that it outperforms various
textual alternatives such as full text, summarized or layered policies ([McDonald
et al., 2009], [Kelley et al., 2009], [Kelley et al., 2010]). Through our pre-study we
did however notice that while the Nutrition Label has been thoroughly tested against
textual policies, it has just been tested once to any similar design (the shortened
label version in Kelley et al. [2010]). It is therefore hard to know whether the
Nutrition Label has performed well due to it being the best solution for presenting
a privacy policy, or whether the good results are due to the lack of any similar
competing solutions.

The following chapter first presents the purpose of the evalution, before elaborating
on all related aspects regarding the evaluation methodology. The structure of the
questionnaire is then given, before the pre-test, laboratory experiment and the addi-
tional Internet experiment is presented in details with corresponding questionnaires,
policies, as well as procedure and instructions.

5.1 Purpose

The overall purpose of conducting an evaluation was to measure how our Privacy
Table design would perform compared to the Nutrition Label under similar condi-
tions as used in previous research experiments. Given the similarities between the
Privacy Table and the Nutrition Label, other policy formats were+ excluded from
the study in order to enable a stronger focus on the differences between the two
designs.
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More detailed, we wanted to measure whether the proposed design changes (ta-
ble 5.1) would have any effect on the evaluation criteria that was derived from the
initial problem definition (table 5.2). As the content of Privacy Table was kept the
same as in the Nutrition Label, and considering that both solutions has the same
relation to Privacy Enhancing Technologies (due to both being a visual representa-
tion of any underlying language), only criteria 1-4 in table 5.2 were relevant for the
evaluation.

The surrounding structure The matrix structure

@ Providing a clear statement of
what information types are col-
lected

@ Making the row and column titles
and headers more dominant

Removing the “third dimension”
and replace its functionality in an
alternative way

Decreasing the size and the
amount of symbols in the matrix
Reduce the amount of scrolling
needed to understand symbols

@ Providing a clear starting point
for reading the label

@ Making it clearer which titles be-
longs to which columns and rows

@ Reducing the number of axis in the label
Table 5.1: Criteria list for the design of the Privacy Table

@06 o

Adding more white space

1. How easy is it to find the information the user is looking for?
How easy and user-friendly is the solution to use?

3. Does the solution require experience or can a novice quickly understand
the format?

4.  How well does the solution allow for policy comparison?

5. * How well does the solution manage to cover the details of a textual
policy?

6. * Can the solution be used in current or future Privacy Enhancing Tech-
nologies (PETS)?

Table 5.2: Evaluation criteria derived from the initial problem definition

5.2 Method

According to Oates [2006], an experiment is designed to disprove a hypothesis,
excluding all factors that might affect the result, and is regarded as the most “sci-
entific” and therefore most acceptable research strategy. If the researchers are con-
fident that all other factors are excluded, the hypothesis that factor A causes the
outcome B, is proven. A laboratory experiment also permits a high level in measur-
ing outcomes and analyzing the data, and minimizes the time and cost incurred in
visiting field sites.
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According to Hevner et al. [2004], a controlled experiment enables the study of an
artifact in a controlled environment and is appropriate for measuring usability. A
natural choice of research method was therefore to conduct an experiment to test
whether the design changes (A) in table 5.1 would have any effect on the evaluation
criteria (B) in table 5.2.

5.2.1 Variables and hypothesis

When conducting an experiment it is important to distinguish between indepen-
dent, dependent and controlled variables. By manipulating the independent variable
(cause), we can observe the changes in in the dependent variable(s) (effect), while at
the same time keeping the controlled variables the same throughout the experiment
[Oates, 2006]. By controlling all variables this way, just one factor remains as the
only viable cause for the observed change. Oates [2006] recommends using only one
or maximum two independent variables to ease the statistical analysis.

Related variables for our evaluation can be seen in table 5.3. As we wanted to
compare two different policy formats and see which performed best, the independent
variable was the type of design given to the participant. Half of the participants
used design A to answer the questions, while the other half used design B. Controlled
variables included asking the same questions to both groups, and not telling them
which solution was the Privacy Table and which was the Nutrition Label. For further
information regarding variables and threats to validity we refer to section 5.2.7 on
page 65.

Independent Variable
(What is changed)

Dependent Variables
(What is observed)

Controlled Variables
(What is kept the same)

The policy format
given to the
participants,

- The time spent on
answering the questions
measured in minutes

- The accuracy on an-

swering the questions
measured by  correct
answers

- The enjoyability of us-
ing the format measured
by a series of likert-
questions

Asking the same questions
to both groups

Participants in both groups
has similar previous knowl-
edge and experience of the
topic

Participants unaware of
which solution is our design
and which is the Nutrition
Label

Table 5.3: The research variables

To measure any change in the evaluation criterias in table 5.2, three dependent
variables were relevant: time, accuracy and enjoyability. Time measured in min-
utes it took the participant to complete the various sections, accuracy measured by
amount of correct answers, and enjoyability measured by the response to a series of
likeability-questions.
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Based on this, the nullhypothesis for the experiment was defined as:

e HO: The Privacy Table will perform the same way as the Nutrition Label in
terms of accuracy, response time and likeability.

With the following alternative hypotheses:

e H1: The Privacy Table will perform better than the Nutrition Label in terms
of accuracy.

e H2: The Privacy Table will perform better than the Nutrition Label in terms
of response time.

e H3: The Privacy Table will perform better than the Nutrition Label in terms
of likeability.

5.2.2 Repeatability

With a strong focus on the differences between the two formats, any other policy
format was excluded from the experiment. This allowed us to directly compare
the two formats in order to measure whether our proposed changes would have any
effect, but disallowed us to compare any findings against other policy formats such as
full text or layered notices. As previous research has thoroughly tested the Nutrition
Label versus textual alternatives, a main research strategy was therefore to recreate
the research conditions from these studies as best as possible. By eliminating the
textual solutions from our experiment, but asking the same questions from previous
studies, we were able to get an indication for the performance of the Privacy Table
compared to full text and layered notices.

We therefore initiated the evaluation planning by analyzing the settings for each
related experiment conducted on the Nutrition Label. The findings from this anal-
ysis, which can be found in Appendix B, was used thoroughly through the planning
stages of the evaluation.

Kitchenham and Pfleeger [2008] list two important advantages for reusing existing
research instruments:
e The existing instruments have already been assesed for validity and reliability

(see section 5.2.7 on page 65 for further explanation of validity)

e By using common instruments, it is easy to compare new results with the
results of other studies
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Oates [2006] also highlighs that repeating experiments is important. Even the most
carefully designed experiment might have been contaminated by some unrecognized
other factor, and conclusions should not be drawn until the experiment have been
repeated many times by both themselves, and other researchers. Other researchers
should repeat the experiment to ensure that the same results are achieved and
that they weren’t influenced by faulty equipment or measurements by the original
researcher.

As we were not repeating the previous experiments on the Nutrition Label, but
rather reusing the instruments, we were unable to provide any verification of the
previous conclusions. This is especially true for the findings from the experiments
which utilized a design where each participant answered questions about multiple
formats (a within-participant design as described in section 5.2.5 on page 62). For
the experiments which had separate groups for each policy format, we were however
able to provide some evidence for whether the performance of the Nutrition Label
group in our experiment was similar to the performance of the Nutrition Label
groups in those experiments.

5.2.3 Internet vs. laboratory experiment

An important decision was to choose between conducting an internet or a labora-
tory experiment. According to Cohen et al. [2007], conducting experiments over the
internet is a popular approach for research on IS-systems. It is useful in situations
where a large number of participants are required, and due to the wider sampling it
offers greater generalizability of the findings. It has also been found that as partici-
pating in an Internet experiment is based on a greater degree of voluntariness and
takes place in a familiar environment, more authentic behavior from the participants

can be observed [Cohen et al., 2007].

While conducting an Internet experiment could provide greater generalizability, it
would also require careful planning of the participant recruitment. By randomly dis-
tributing an invitation to participate, there is no control of who actually participates,
resulting in the findings not being generalizable to any population [Kitchenham and
Pfleeger, 2008]. As the Internet is not under control by the researcher, varying net-
work speed, different browsers and platforms and so on might also affect the outcome
of the experiment [Cohen et al., 2007].

Due to the large number of unknown factors which could affect the result, [Oates,
2006] claims that Internet experiments should be considered as a quasi-experiment
approach. It has also been found that Internet-based experiments have a greater
number of dropouts than laboratory experiments, due to motivation or how interest-
ing the experiment was [Reips, 2002]. This could however be improved by offering
incentives such as payments or lottery tickets, which have been found to reduce the
dropout rate by as much as 31% [Reips, 2002].

Participant recruitment plays a vital role in choosing between an internet and a lab-
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oratory experiment. As seen in Appendix B, the laboratory experiments by Kelley
et al. [2009] and Reeder et al. [2008] included 24 and 12 participants respectively,
while the Internet experiments by Reeder et al. [2008], McDonald et al. [2009] and
Kelley et al. [2010] recruited an average of 765 respondents. While the difference in
participants between previously conducted laboratory and Internet experiments can
be explained by the number policy formats tested in the latter (Kelley et al. [2010]
had 152 participants per format while McDonald et al. [2009] had 53 per format)
the length of the experiments did however differ significantly. The laboratory study
by Kelley et al. [2009] required the participants to spend 45 minutes answering the
same questions for both formats (using a within-participant design, see section 5.2.5
on 62), while the Internet study by Kelley et al. [2010] divided the participants
between the formats, resulting in a response time of approximately 15 minutes.

Key factors for choosing between online and internet experiments are therefore:

The number of formats tested

The number of participants needed, how many can be recruited, for how long
they can be expected to participate and which degree of authentic behavior is
needed

To which population the results should be generalizable to

Possible factors affecting the outcome

At first we considered conducting an Internet experiment based on the online study
of the Nutrition Label approach by [Kelley et al., 2010]. This experiment utilized
the Amazon Mechanical Turk which is a crowdsourcing Internet marketplace that
enables computer programmers (known as Requesters) to co-ordinate the use of hu-
man intelligence to perform tasks that computers are unable to do [Amazon, 2011].
Workers can then browse among tasks and complete them for a small monetary
payment. The Amazon Mechanical Turk eliminates the challenge of recruiting par-
ticipants, and also permits setting requirements for who can participate [Amazon,

2011].

Kelley et al. [2010] also developed a custom designed tool called “Surveyors Point”
for use with the Amazon Mechanical Turk. This tool enabled for accurate measuring
of a number of variables, such as time and number of times the participant looked
at a policy. While we acquired permission to use this tool for our experiment, we
were disqualified of using the Amazon Mechanical Turk as it was only available for
American based companies.

Based on the previous analysis, we therefore decided to conduct a laboratory ex-
periment. The main reason for this was to be able to control who participated in
the experiment. As we were unable to use the Amazon Mechanical Turk, the only
recruitment method available for an Internet experiment would have been to ran-
domly distribute an invitation. We did not acquire permission to use any e-mail lists
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for this purpose at the university where this master thesis was written at, further
complicating such a recruitment method.

A laboratory experiment permitted a higher degree of control over the experimental
variables, and unknown factors which could have threatened the validity. We also
expected the participants to be willing to spend more time in a laboratory setting,
and with control over the sample population our findings would be generalizable to
a target population.

5.2.4 Participant recruitment

We were offered to conduct the experiment as a part of a guest lecture on privacy
online, held by Karin Bernsmed from Sintef ICT. The guest lecture was held for stu-
dents taking the course TTM4135 Information Security (slides from the guest lecture
can be found in Appendix D.3). The course was available for students at study level
3 (third-year students), primarily from the study programs Telematics, Industrial
economics and technology management, Communication Technologies and Com-
puter Science. 74 students were enrolled in the course during the spring semester
2011.

Our target population for the experiment would therefore be students from a tech-
nological study program. In other words, our findings would say something about
how a student handled the Privacy Table and Nutrition Label, rather than the av-
erage user as originally intended. This recruitment method was therefore not ideal,
but given the potential access to a large number of participants and a pre-reserved
location, we decided to accept the guest lecture invitation. An overview of the
advantages and disadvantages of this recruitment method is given in table 5.4.

+ Easy access to up to 74 students for 45 minutes
+ Pre-reserved location

+ Participants with similar background and experience - less variations between
the groups.

+ As our experiment would replace a normal lecture, the students would have
available time to participate and they were already present in the experiment
location.

- We did not know how many students would show up for the guest lecture
- The students could choose to leave after the guest lecture

- Using students for the experiment could threaten external validity as the re-
sults are not generalizable to a wider population

- As the experiment would take place in an auditorium we were limited to
conducting a paper-based questionnaire

Table 5.4: Advantages and disadvantages of the participant recruitment method
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Given that the participants could choose to leave after the guest lecture (our exper-
iment was planned for the 2nd lecture hour), we faced the challenge of pursuing as
many students as possible to stay and participate, whilst not forcing or directing
anyone to volunteer. Oates [2006] highlights the importance of volunteer participa-
tion and states that no one should be forced to participate by wheedling or threats.
An important part of the experiment procedure was therefore to make the students
aware of the importance of the experiment, while making it clear that participating
was voluntary and that they could withdraw at any time.

Further details regarding the procedure of the experiment and the instructions given
can be found in section 5.5.3 on page 92.

5.2.5 Between-group vs within-subject design

Experiments can be divided into two different types of design: between-group or
within-subjects. In between-group experiments separate groups of particpants are
used for each conditions, and each participant is tested once only [Field and Hole,
2003]. In between-subject designs each participant is exposed to all of the condi-
tions of the experiment. Advantages and disadvantages of between-participant and
within-subject design can be seen in table 5.5 and table 5.6 respectively [Field and
Hole, 2003].

+ Simple - All you need to do is make sure participants are allocated randomly
to the groups

+ Less chance of practice and fatigue effect - Performance in one condition
can not affect performance in another

+ Useful when it is impossible for an individual to participate in all
experimental conditions - for example if two different methods is used to
learn a language. The participant cannot un-learn the language to try the
alternative method.

- Expense in terms of time, effort and participant numbers

- Insensitivity to experimental manipulations - Differences within the
groups could affect the outcome, rather than the experimental manipulations

Table 5.5: Advantages and disadvantages with between-participant design

As previously mentioned, the laboratory studies by Kelley et al. [2009] and Reeder
et al. [2008] used a within-participant design, and the web-studies by Reeder et al.
[2008], McDonald et al. [2009] and Kelley et al. [2010] used a between-participant
design. Both Kelley et al. [2010] and McDonald et al. [2009] found it unrealistic to
eliminate learning effects by reordering policies, and to expect participants willing to
spend more than 20 minutes on an online questionnaire. Both studies that performed
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+ Economy - Economical to run in terms of time and effort

¢ 799

+ Sensitivity - less ”‘noise”’ from the differences between the participants

- Carry-over effect from one condition to another - Participants might
become tired, bored, better practices at doing things and so on.

- The need for conditions to be reversible - Repeated measure design can
only be used if being in one condition does not have irreversible effects that
prevent the participant being used in another condition.

Table 5.6: Advantages and disadvantages with within-subject design

within-participant studies tested the their newly proposed design (Nutrition Label or
P3P expandable grid) against natural language policies, which might partly explain
the choice of design as learning effects between the two would be reduced.

Given the similarities between the Privacy Table and the Nutrition Label, it was
concluded that the learning effects would have been too big by having the partic-
ipants answering the same questions for both formats. As we also wanted to see
how a novice user handled the format, it was important that the participants were
unfamiliar with the policy structure.

The fact that the students were free to leave before the experiment started, also
played an important role in choice of design. We did not "have the participants
trapped in a dark room where we could test several things on them” [Field and
Hole, 2003], but we rather had to keep the experiment as short as possible to attract
students to remain in the auditorium and participate. As up to 74 students were
expected to the guest lecture, this number of participants would also result in similar
participant-per-format rate (up to 37) as in previous experiments (Appendix B).

5.2.6 Between-participant design alternatives

Field and Hole [2003] and Oates [2006] list four different types of between-participant
designs: Static group comparison, Post-test only/control group design, Pre-test/post-
test control group design and Solomon four-group design. See table 5.7 for an
overview.

While post-test only/control group design often is mistaken for being a static group
comparison, there is one significant difference between the two: randomization (in-
dicated by R in table 5.7). In a post-test only/control group design, participants
are randomly assigned to one of two groups, where one group (O) is given some
treatment which is not given to the other group (treatment is indicated by an X
in table 5.7). The performance of the groups are then measured: if it differs, one
can be reasonably confident that it is attributable to the experimental manipulation
[Field and Hole, 2003].
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Type Description Figure
A group (O) has experienced X
Static group compari- and is compared with one which | x 0
son has not, for purposed of establish- 0
ing the effect of X
Post-test only/control il 2 stg t.ic group compari- X 0
— - som, but partlclpants are random- o
ized (R) into the two groups
Similar to the above, but includes
Pre-test /post-test a pré—test before the treatment is . o y o,
control group design applied to one of the groups to ° o o,
ensure there are no pre-treatment
differences between the groups
A robust combination of a Post- | r 0 X 0
Solomon four- group test only/control group design | R 0 0
design and a Pre-test/post-test control | r X 0
group design R 0
X = treatment
O = observation
R = randomization

Table 5.7: Overview of between-participant designs. The figures in the third
column indicate the procedure in each design type, with each row corresponding to
a single group. For example, the figure for the “Post-test only/control group* design
indicates that: Group 1 was randomized (R), applied some treatment (X) and then
observed (O). Group 2, the control group, was randomized (R) and then observed

(0).

The post-test only/control group design design is commonly used, but has one weak-
ness: if the randomization process of delegating participants to the groups fails to
produce equivalence, there is no way of knowing that it has failed [Field and Hole,
2003]. Oates [2006] highlights the importance of a random assignment of participants
to the two groups to ensure internal validity. If anything else than the manipula-
tion of the independent variable produces systematic variation in performance, we
won’t be able to tell whether this is due to our manipulation or any unknown fac-
tor. For example, when using students as participants in the experiment, we might
unknowingly assign all the best students to one of the groups.

While using a within-subject design would handle the problem of randomization
(as all participants are tested for all conditions), there are also ways of ensuring
randomization in between-participant designs. One way is to use a randomized
number system to delegate participants as they arrive, but a more sophisticated
way is to use a pre-test to make sure the groups are equivalent [Field and Hole,
2003].

In the pre-test/post-test control group design, performance of both groups are mea-
sured both before and after the treatment is applied (to one of the groups), and
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any difference is assumed to be caused by the treatment. The pre-test might how-
ever have affected the participant’s subsequent performance. Solomon four-group
design controls the possibility for learning effects, but as four groups is required, it
is expensive due to the number of participants needed [Oates, 2006].

For our evaluation, we chose a post-test only/control group design for several reasons.
Most importantly, we felt a pre-test was unnecessary as we believed there were little
differences in knowledge about privacy policy solutions among the students. Such
a pre-test would also have been time-consuming and the potential learning effects
could have been significant. To ensure equal knowledge regarding both formats,
research on the Nutrition Label was not mentioned in the initial guest lecture on
privacy online (the slides from the guest lecture can be found in Appendix D.3).

Based on this, we assumed that a random delegation process would be sufficient to
ensure equal groups in the experiment. Several pre-cautions were taken during the
randomization process. As Field and Hole [2003] highlights, delegating students to
one of the groups as they arrive is not a good idea, as the best students are most
likely to show up early. As our experiment took place in an auditorium following
a regular lecture, we were also aware that their seat placement could be a factor:
better students could be more likely to take a seat near the front.

Assuming their horizontal auditorium position were more or less random, our ran-
domization process was therefore to split the auditorium in half by the middle. This
method was also time-saving as we did not have to move the students around. While
this process is as random as possible under the given conditions, internal validity
could still be threatened as we had no control whether all the best students were
seated to the left or right in the auditorium. An alternative to ensure complete
randomization could have been to assign a random number to each student, and
then draw two groups from these numbers.

5.2.7 Validity

When conducting an experiment it is important to control all the variables, to ensure
that no unknown factors affect the outcome. Oates [2006] highlights the importance
of this, but states that it can be difficulty or even impossible to achieve. Participants
in group-experiments can have different previous experience, and their age, gender
and work status might differ, something which could result in unbalanced groups.
To minimize the impact of unforeseen factors, Oates [2006] suggests eliminating
participants with previous experience, choosing random participants, using control
groups, or making the researchers and subjects blind to avoid expectations that
could influence the result.
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5.2.7.1 Internal validity

An experiment has good internal validity if the measured outcomes are indeed due
to the manipulations of the independent variable. According to Oates [2006], a
common threat to internal validity is participants dropping out of the experiment,
which can lead to bias in the remaining sample of participants. Our countermeasure
to this was to clearly inform the participants about the time required to answer the
questions and that participation was voluntary. We also requested that the ones not
wishing to participate had to leave the room before the experiment started.

By not telling the participants which design was our Privacy Table and which was the
established Nutrition Label, we also avoided what Oates [2006] refer to as ”"helping
the researcher getting good data” which could serve as a threat to internal validity
of the research. As experiments are usually performed in an artificial setting such
as a laboratory, participants might also change their behavior as this is an unknown
setting for them.

Faulty instruments are another threat to internal validity. One related instrument
in our setting was the clock needed for the participants to be able to write down the
time in the questionnaire. As we were unsure whether the participants would bring
their own cellular phones or carry a wrist watch, we provided a digital PowerPoint
clock in addition to an analog clock which was present in the experiment location.

The questionnaire itself can also be defined as an instrument in this setting, and it
is important to make sure that it is measuring what we want it to measure. Fink
and Litwin [1995] highlights that it is essential to evaluate a survey in order to check
that the questions are understandable, to address the likely response rate, and to
evaluate the reliability and validity of the instrument. According to Kitchenham
and Pfleeger [2008], the two most common ways to organize an evaluation are focus
groups and pilot studies.

As we were reusing questions and settings from previous experiments on the Nutri-
tion Label, we did not consider the instrument to be of any major threat to internal
validity. Our target group did however differ from the target groups of the previous
experiments, and as we modified some of the reused questions we decided to con-
duct an pre-test which is further described in section 5.4 on page 71. This pre-test
enabled us to see whether the questions and instructions were well-understood, and
also to get an initial opinion of the Privacy Table design, as a part of the iterative
design process.

5.2.7.2 External validity

While internal validity refers to whether the observations are indeed due to the
manipulations of the independent variable, external validity refers to whether the
results obtained are generalizable. With generalizable we mean whether a result that
has been demonstrated in one research setting would be obtained in other settings,

66



5. EVALUATION METHOD 5.3. QUESTIONNAIRE DESIGN

with different research participants and different research procedures [Oates, 2006].
In other words, an experiment has a good external validity if the results are not
unique for the particular circumstances. According to Oates [2006], the best way of
demonstrating generalizability is to repeat the experiment in many situations, but
also a carefully designed experiment could achieve a high external validity.

Threats to external validity include [Oates, 2006]: Over-reliance of special types of
participants, too few participants, non-representative participants for the purpose
of the test and non-representative test cases. Oates [2006] states that students or
volunteers have been found to have characteristics that differentiate them from the
general population. Given our participants were all students from the same univer-
sity level, our results might therefore not be generalizable to a general population,
but rather give an idea of how students with a technological background would use
the formats.

5.3 Questionnaire design

The importance of repeating experiments was described in section 5.2.2 on page 58,
and is particularly important when it comes to questionnaire design. Developing a
new questionnaire from scratch is not only time consuming in terms of the design
process, but it must also be assesed for reliability and validity, and tested through
pilot-tests to ensure it measures what we want it to measure [Kitchenham and
Pfleeger, 2008].

5.3.1 Questionnaire structure

Based on the strategy of recreating previous experiments on the Nutrition Label in
order to compare findings, the starting point for designing the questionnaire was to
retrieve as many questions as possible from the related studies on the label. As our
dependent variables were similar to those measured in the studies by Kelley et al.
[2009] and Kelley et al. [2010] (time, accuracy and enjoyability), these two studies
were used as a basis for outlining the questionnaire.

As all questions from these studies were not published, and those made available
did not necessarily test all the aspects regarding the differences between our Privacy
Table and the Nutrition Label, the final questionnaire was a mix of reused, modified
and additional questions. Having amended the research instrument, we therefore
had to repeat the pilot testing through the pre-test (described in section 5.4).

Table 5.8 and 5.9 provides an overview of the questionnaires used in the studies
by Kelley et al. [2009] and Kelley et al. [2010]. For a detailed overview of retrieved
questions from these the two studies and their subsequent use in the pre-test and
final questionnaire, we refer to table B.2 and B.3 in Appendix B.
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elley et a 009
Part Description
1. Information Finding 8 Yes/No information finding questions regard-

Perceived Privacy Policy Un-
derstanding
Policy Comparison Questions

Policy Comparison Enjoyment

ing a single policy

6 Questions on a 5-point Likert scale, from
Strongly Disagree (1) to Strongly Agree (5).

6 policy comparison questions- Four True/False
statements and two opinion questions

4 Questions on a 5-point Likert scale, from
Strongly Disagree (1) to Strongly Agree (5).

Table 5.8: Question parts in the survey by Kelley et al. [2009]

ey et a 010
Part

Description

Demographic questions

Internet and privacy

Single policy simple tasks

Single policy complex tasks
Single policy Likeability

Policy comparison tasks

Policy comparison likeability

Standard information about the participants: gen-
der, age, and current occupation

4 Questions regarding Internet usage and prior
knowledge of privacy. Answer options: “Yes,”
“No,” or “The policy does not say.” (except ques-
tion 4)

6 Questions which could be answered by looking
at a specific row or column in the table. Answer
options: “Yes,” “No,” “Yes, unless I tell them not
to,” “Only if I allow them to,” or “The policy does
not say.”

6 Questions with interaction between some cate-
gory of data and either data use or data sharing.

6 Likert questions for qualitative feedback on the
format

5 Questions, 3 three information-finding and 2
preference questions. Customized answer options
for each question

3 Likert questions for qualitative feedback on the
task of comparing two policies

Table 5.9: Question parts in the survey by Kelley et al. [2010]

As our participants were students from the same university-level, we chose not to
include any demographic questions. Given they were all enrolled in various tech-
nological study programs, we also assumed that they had similar experience with
technology and privacy, and part 2 from Kelley et al. [2010] was therefore also ex-
cluded from the experiment. The remaining five (3-7) parts from Kelley et al. [2010]
with corresponding questions in part 1-4 in the Kelley et al. [2009] study therefore
became the base structure for our experiment.
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The overarching structure of the exper-
iment is given in figure 5.1. To clearly
separate the tasks of answering singly
policy questions and comparing policies,
the questionnaire was divided into two
parts.

Part 1

1. Single policy simple tasks

2. Single policy complex tasks

3. Single policy Likeability
Part2

4. Policy comparison tasks
5. Policy comparison likeability

5.3.2 Policies used Figure 5.1: Questionnaire structure

When it came to selecting privacy poli-
cies for the experiment, we had two
main design strategies to choose be-
tween:

1. Reusing the fictive policies from the studies by Kelley et al. [2010] and Kelley

et al. [2009].

2. Using a “real-life” company policy

While reusing the fictive policies from the
previous studies would be the most time-
saving strategy, as these were already cus-
tom designed for the questionnaires, this
strategy had some flaws. First of all, the
policies used in these studies are not nec-
essarily a good representation of how a re-
alistic Nutrition Label policy looks like, as
outlined in the design chapter. As seen in
figure 5.2, the Acme policy utilizes all as-
pects of the Nutrition Label format, while
most of the policies we retrieved from the
privacy Finder search engine looked more
like the three policies in figure 5.3. The
Acme policy in figure 5.2 also makes use of
the "third dimension”, a functionality which
only 3 (out of 22) of the policies we retrieved
in our search utilized.

Acme Inc.

Figure 5.2: The Acme policy used
in the study by Kelley et al. [2010]

As the design of the Privacy Table was somewhat based on the more simple "real-
life” Nutrition Labels, reusing the Acme policy could therefore favor the Nutrition

Label design.

Using a “real-life* policy also had some drawbacks. Primarily, it would require us
to modify all the questions in the questionnaire to fit the policy. Secondly, by using
a too simple policy, we could favor the Privacy Table and also make the questions
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Microsoft Corp. IBM Yahoo! Inc.

-y el
wre yosr mcrmasan une yosr

J

Information wharng information
e
binan

s
IPOTBON  Larucs sns I

i
it

ot

P e
iy ey compursen  forumn

-
P o i coliect
o ot
ity ey
oot
seragane el
e wrass
rmow
e

oo ek

H

]

raam raam
s s
e

- . -nn- - " . -n
v ey
et b gt

o et vous mcaton

008 BER

Figure 5.3: The privacy policies of Microsoft Corp., IBM and Yahoo! Inc. as
represented in the Nutrition Label format by the Privacy Finder search engine

less challenging. Thirdly, for the comparison part we would have to find a second
“real-life” policy which differed enough to allow for interesting comparison questions.
These policies would also have to be clearly distinct as one question should only have
one answer, and there should be no room for participants misinterpreting any of the
questions.

Finally, the major changes required to the questionnaire by using a “real-life” policy
would result in our findings not being comparable to the findings from the studies
by Kelley et al. [2010] and Kelley et al. [2009], which was one of the main strategies
for the evaluation.

Based on this, and aware of the possibility of favoring of the Nutrition Label, we
decided to reuse the Acme policy from the Kelley et al. [2009] study for our evalu-
ation. More spesifically, we reused the content of the Kelley et al. [2009] policy and
presented it in the updated design from Kelley et al. [2009] (Note that for the pre-
test we also used the design from the Kelley et al. [2009] study as further explained
in section 5.4.4).

5.3.3 Measuring time

To measure time spent on answering the questions, time boxes as seen in figure 5.4
was added before and after the various parts.

Start time: I:l End time: I:l

Figure 5.4: Time boxes used to measure time

While the accuracy of this method to measure time would not be precise and only
provide results in terms of minutes, it was the only alternative given the question-
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naire was paper-based. A PowerPoint clock was provided during the experiment in
case the participants did not have any clock or the auditorium clock was not visible.

5.4 Pre-test

The following section describes the pre-test in detail, starting with a presentation
of the purpose followed by a short description of the procedure and participants re-
cruited. The questionnaires and policies used are then elaborated, before we analyse
the findings, and present a re-designed version of the Privacy Table based on these.

5.4.1 Purpose

In order to test the structure and get feedback on both the questionnaire and the
Privacy Table, a pre-test was conducted. A “pre-test” is in this setting defined
as an evaluation of the questionnaire prior to the final experiment, and not a pre-
test to measure existing knowledge or ability of the participants as referred to in
section 5.2.6 on page 63. The participants in the pre-test did not take part in the
final experiment.

The main goal of the pre-test was to get oral feedback on the questionnaire structure,
and on to find out whether the questions from the previous studies were understand-
able precise. As correct or wrong answers, and how each format performed was not
important, we only recruied four participants for the pre-test. Three of the partic-
ipants had previous experience with the Nutrition Label, and one participant was
updated on the development of the Privacy Table.

5.4.2 Procedure & participants

The pre-test was carried out in a meeting room with four employees from Sintef
ICT. The participants were instructed to act as they would in a real experiment
and briefed of the background and goal of the experiment. They were not told
which label was the Nutrition Label and which was the Privacy Table, but as three
participants already had previous experience with the Nutrition Label, we assume
this might have affected the outcome of the pre-test.

The participants were divided in two groups, where one group received the Nutrition
Label and the other group the Privacy Table. As there was no clock available in
the meeting room, the participants used their own cellular phones for filling out the
start and end time for the various parts.

Having completed the questionnaire, the participants provided feedback through a
discussion session.
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5.4.3 Questions

The questionnaire used in the pre-test can be found in Appendix C.1, and mainly
consisted of reused questions from the Kelley et al. [2009] and Kelley et al. [2010]
studies. A complete overview of retrieved questions from these studies and their
subsequent use in the pre-test can be found in table B.2 and B.3 in Appendix B.

1.1 Single policy simple tasks
Question 1,2,3,5 and 6 from Part 3 in [Kelley et al., 2010] were reused (see
table B.3 in Appendix B). Question 4 was excluded as we did not include
any privacy seal icons in the policy design.

The following question was added: “Does the policy allow Acme to collect
information regarding your household income?”

1.2 Single policy complex tasks
All questions from Part 4 in [Kelley et al., 2010] were reused (see table B.3
in Appendix B). Question 8 was modified from “home phone number” to
“mobile number”.

1.3 Single policy Likeability
All questions from Part 2 in [Kelley et al., 2009] were reused (see table B.2
in Appendix B).

2.1 Policy comparison tasks
All questions from Part 6 in [Kelley et al., 2010] were reused (see appendix
table B.3 in Appendix B), in addition to question 10 from Part 3 in [Kelley
et al., 2009]) (see table B.2 in Appendix B). Question 11 and 12 from the
latter were excluded as they were preference questions.

The following question was added: “By default, both companies collects your

current location and can use this information to improve their services”.
2.2 Policy comparison likeability

Question 15 and 16 from Part 4 in [Kelley et al., 2009]) were reused, while

question 13 and 14 from the same study were excluded as they were single

policy likeability questions.

The following question was added: “If all policies looked like this I would
compare privacy practices across websites more often”

Table 5.10: Overview of the questions in the pre-test questionnaire

Time blocks (as described in section 5.3) was added before and after part 1.1, 1.2
and 2.1. To capture opinions regarding the questionnaire format and the policy
design, two open ended questions were added at the end of the questionnaire. The
first was “Do you have any comments or suggestions regarding the privacy policy
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format?” and the second was “Do you have any feedback regarding the format of
this survey?”.

The participants in the pre-test answered these two questions orally through a dis-
cussion session.

5.4.4 Policies used

The Privacy Table policy used in the pre-test, as seen in figure 5.5(left), was the
initial design (described in section 4.3.3 on page 51) with some modifcations to match
the Nutrition Label. Its content was based on the reused Acme policy (figure 5.5
(right)) from the Kelley et al. [2009] study. As seen in the figure, our asterisk system
did not scale well to the complexity of the Nutrition Label.

As most information finding questions was reused from this study, no changes had
to be done to the policy content. The additional questions in part 1.1 and 2.1 were
customized to fit the Acme policy. Due to a lack of time we did not update the
original Nutrition Label (“Acme policy”) to the latest design, but as the focus of
the pre-test was on the questionnaire structure we did not consider this to be an

The Acme Policy

The Acme policy
who we share your
how we use your information information with

What information we collect

Yes, No P o
companis  forums
Contact information .
Cookies .
Demographic i i .
Financial information .
Health information .
Preferences .
Purchasing information .
SSN / passport .
Your activity on this site .
Your location .

How we use the information

we collect
Yes Yes,unless  No, unless No profosenes

youoptout youoptin

purchasing

To provide service and maintain site .

For marketing . ) o
For telemarketing . () "
For profiling . number Aw;rl

[+]
(*) sSN/passport
rmu:‘:”: ---

Who we share the information

gwith
] Yes Yes, unless  No, unless No
youoptout  youoptin
PR — - =
With 3 parties for marketing purposes . (] understanding R—— ——
To public forums (**) . this privacy this way wo wrill not use your nfomation
=] policy n thes way
(*) SSN/passport
wo will uss your mtarmaton in wo wil not use your miomaton
(**) Preferences and your activity on this site LSRLIN s way unicss you optout n thes way LNieSS you opL-n

Contact us: call 1 838-888-8888 CONACt US cal | BBB-838-8588
Wi, MG, COM

www.acme.com

Figure 5.5: Policies used in the pre-test, Privacy Table v1 (left) and Nutritional
Label (Right)
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5.4.5 Pre-test findings

The following list summarizes the findings from the pre-study with corresponding
suggestions for change:

1. Observed: the participants studied the policy before writing the start-time
and answering the questions, which could have influenced the time spent on
each task. In other words, they could already be familiar with the content of
the policy before answering the questions. Some participants also questioned
whether they could switch between the policy and the question sheet.
Change: Better explanation the survey-structure. Tell the participants that
they should answer each question by looking it up in the policy. Also consider
moving the policy to a separate sheet.

2. Some participants commented that they would like a better explanation of
what to do, and what this was all about.
Change: A more thorough introductional text, and a note about how the
collected information will be used, anonymously, time to perform etc.

3. The time: Participants responded that they felt they had to write down the
time too many times. Unnecessary to report it for each part. The reason
behind this was to separate the time spent on the information finding question
from the preference-questions, as we wanted to measure how long time it took
to find answers in the policy.

Change: Either collect start/end time for the entire questionnaire or for each
part.

4. The participants missed an “I don’t know” option for the questions. The

respondent might not have understood the question, for example he/she could
be unfamiliar with the term “cookies”. The questions used different terms
than the policies. For example, to answer a question about the use of credit
card, the participant had to understand that it belonged to the ‘financial
information’ category.

Change: Add an “I don’t know” option.

5. Some participants commented that question part 1.2 was splitted across two
sheets of paper, and suggested that it should be on a single page. Some par-
ticipants also suggested to remove the various parts, and present all questions
in a single table. This would be difficult to achieve as the parts had variying
answer options.

Change: Make sure no parts are splitted across two sheets of paper.

6. In part 2.1, some participants responded that question 18-20 and 21-22 were
of different format. 18-19 were yes/no-questions, while 20-22 was true/false-
statements. It was suggested to modify question 18-19 to be true/false state-
ments and change the answer options.

Change: Modify question 18-19 to true/false-statements.
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7. The use of the word‘enjoyable’ in part 2.2 was also questioned. Participants
commented that reading a policy can never be an enjoyable experience, and
suggested using a neutral term like “ok”. It was also suggested to ask a
negatively posed question, such as ‘it was hard to read’ or “hard to find infor-
mation”.

Change: Use a different word than enjoyable, and modify some questions to
a negatively proned form.

8. Observed: Include a guide on how to correct an answer. For example, by filling
the entire box black.

9. It was suggested to improve the language of question 13 and 18

10. In the comparison part, the Bell policy was placed to the left of the Acme
policy, which some participants found confusing.
Change: Exchange the placement of the Bell and Acme policy.

11. One participant commented that the “who we share information with” on the
Privacy Table was a bit unclear. More specifically it was unclear what sharing
to “3rd parties for marketing” implified.

5.4.6 Proposed design changes

The time between the pre-test and the laboratory experiment was spent on improv-
ing the questionnaire design and the Privacy Table design. As described in the
introduction, the design of the Privacy Table was an iterative process, based on the
theory of design science (with guideline 6 proposed by Hevner et al. [2004]describing
design as a search process). While the main purpose of the pre-test was to improve
the questionnaire, we also received feedback regarding the format of the Privacy
Table. These findings resulted in a re-design process of the Privacy Table.

The main issue we encountered with the Privacy Table was that the two participants
using it to answer the questionnaire spent longer time on completing the tasks than
the ones using the Nutrition Label. While the Privacy Table performed better than
the Nutrition Label on the simple information finding questions, the Nutrition Label
had a higher rate of correct answers on the complex information finding questions.
The good results on the simple tasks indicated that the design change with including
a clear statement of what information was collected had an effect, but we had
expected better results on the complex tasks.

More specific, while our label worked well for questions on the following format:

e Does the policy allow Acme to collect information about <example/sce-
nario>,
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it did not perform well on questions formed as:

e Does the policy allow Acme to <share/use> your <information type>
<on place/ for reason>.

Given we only had four participants in the pre-test, these findings are however just
weak indications of the performance of the Privacy Table. Some of the changes
presented below were already under consideration, and not direct results of the
pre-test findings.

The four main changes to the Privacy Table as a result of the re-design-process were:

e We returned to the matrix system of the Nutrition Label

e We introduced a second light-gray icon in the matrix to indicate opt-in or
opt-out

e We added an extra row below the table to indicate what choices the user has
regarding the use of the information. This can be seen on as a implementation
of the “column summary” as indicated in figure figure 5.8.

e We shaded the rows for collected data types in a light grey color

The decision of returning to the matrix system of the Nutrition Label was mainly
due to that we did not believe the current version of the Privacy Table handled
advanced policies very well. The asterisk solution presented in section 4.3.3 on
page 51 did not scale very well, and we also found the separation of the policy into
three distinct sections to be wasting unnecessary space. The resulting second version
of the Privacy Table can be seen in figure 5.6.

The Acme Policy
Who we share this
What information we collect How we use this information information with
To provide For For For Other Public
Yes No service marketing telemarketing profiling companies forums
Contact information . . . . .
Cookies . . . . .
Demographic information .
Financial information .
Health information .
Preferences . . » . » o
Purchasing information . .
Social security no. / Govt. ID .
Your activity on this site . . . .
Your location . .
*=You can opt *=You can . .
Do you have any choices regarding , No outfromthis  opt out from °=Only !f No
the use of this information? * use this use youoptin

Figure 5.6: The second version of the Privacy Table
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The surrounding structure The matrix structure

Removing the “third dimension”
and replace its functionality in an
alternative way

Providing a clear statement of
what information types are col-
lected

Making the row and column titles
and headers more dominant

Decreasing the size and the
amount of symbols in the matrix
Reduce the amount of scrolling
needed to understand symbols

Providing a clear starting point
for reading the label

@ Making it clearer which titles be-
longs to which columns and rows

@06 ©

Adding more white space

@ Reducing the number of axis in the policy

Table 5.11: The design criteria list from the design chapter

While this version had more in common with the nutriton label-design than the
first version, it still followed the original design criteria list from the design chapter,
repeated in table 5.11.

The following changes were related to the surrounding structure:

As indicated by the yellow area in figure 5.7, we still provide a clear statement of
what information types are collected or not (&®), which also acts as a clear starting
point for reading the label (€). The row and column headers are still dominant
(@) (indicated by the red circle in figure 5.7), and the thick black lines separating
the sections makes it clearer which titles belongs to which columns (€9).

The following changes were related to the matrix structure:

By replacing the third dimension functionality by the summarized column (@)
(blue circle in figure 5.7, further described on the next page), there is still a reduced
number of axis in the matrix (€D), and the minimalistic use of symbols (@) still
eliminates the need to scroll down for any symbol description (@) while providing
more white space in the structure (€9).

The Acme Policy
Who we share this
What information we collect How we use this information information with
To provide For For For Other Public
Yes No service marketing telemarketing profiling companies forums
Contact information . . . . .
Cookies
Demographic information
Financial information
Health information
Preferences
Purchasing information
Social security no. / Govt. ID
Your activity on this site
Your location
*=You can opt *=You can . )
Do you have any choices regarding , No outfromthis  opt out from °= Only if No
the use of this information? * use this use youoptin )

Figure 5.7
7
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By reintroducing a modified version of the  Microsoft Corporation
Nutrition Label “third dimension” we did
however add an extra axis to the design.  womse
While this added extra complexion to the o
label, we felt it was necessary to provide
a more detailed description for the privacy
practices of each information type. The ex-
tra row as indicated by the blue circle in
figure 5.7, can be seen on as a direct im-
plementation of the summarized column as
explained in section 4.2.2 (page 43) and seen
in figure 5.8.

ways we use your information information sharing
efin

maintain
i markefing | telemarketing profiling
optot

To indicate choices regarding the use of
the collected information, a light grey dot-
symbol was introduced. In order to keep
the overall design as simple as possible, this
symbol was used for both opt-in and opt-out
cases.

Figure 5.8

5.5 Laboratory experiment

The following section describes the laboratory experiment in detail, starting with
a introduction of the polices used, followed by a description of each section in the
questionnaire. The experiment procedure and instructions given to the participants
are then explained in detail, before ending the section with a short evaluation of the
experiment outcome.

The final questionnaire was based on the version used in the pre-test (section 5.4
on page 5.4) with implemented changes from the findings outlined in section 5.4.5
(page 74). The overall questionnaire structure was kept the same, only the questions
were modified from the pre-test as explained through the following subsections.

5.5.1 Policies used

The latest iteration of the design progress of the Privacy Table was a result of
the findings from the pre-test, as explained in the preceding section. The version
used in the laboratory experiment can be seen in figure 5.10 with the corresponding
Nutrition Label version in figure 5.9. Full size versions of the policies can be found
in Appendix D.2.
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The content of these policies were

. . Acme Inc.
the same as for the policies used in
. information ‘ways we use your information information sharing
the pre-test, with one change: In we collect ) |

maintain sita  marketing telomarketing  profiing companies  farums

this policy Acme collects the cur- p— -mm
rent location by default (for pro- . -mm

viding service and maintaining site)
rather than the social security num-
ber and gov’t ID. This was changed
due to uncertainty regarding the

knowledge of the terms “SSN” and e -mm -
“gov’t ID” which are not commonly e [N

social security

demographic
Information

financial
Information

health
information

used in the country where the ex- "
periment was taking place. The Nu- e -mm -
trition Label was also upgraded to e et -

the latest version, where the column
“research development” had been
removed.

wee will collect and use your wee will not collect and use your

- information in this way information in this way

by defaul, we will collect and use by default, we will not collect and
your information in this way unless use your information in this way
you tellus not to by opting out unless you alow us to by opting in

For part 1 we presented the partici-

pants with the policy as seen in fig-  Figure 5.9: The Nutrition Label for part 1

ureres 5.9 and 5.10. As in the in the laboratory experiment
pre-test, both policies were identical

in terms of content, only the format

differed.
The Acme Policy
Who we share this
What information we collect How we use this information information with
To provide For For For Other Public
Yes No service marketing telemarketing profiling companies forums
Contact information . . . . .
Cookies . . . . .
Demographic information .
Financial information .
Health information .
Preferences . . . . . .
Purchasing information . . . . .
Social securityno. / Govt. ID .
Your activity on this site . . . . . -
Your location . .
. . +=You can opt *=You can o= Onlyif
Do you have any choices regarding : No outfromthis  optoutfrom = on zl No
the use of this information? use this use youoptin

Figure 5.10: The Privacy Table for part 1 in the laboratory experiment
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Part 2 of the experiment re-
quired the participant to an-
swer questions by comparing
two policies of the same for-
mat. We reused the ‘Acme
Inc.”  policy from part 1,
and introduced a second pol-
icy from the fictive company
‘Bell group” which was based
on the Acme policy and mod-
ified to match the comparison
questions in part 2.1.

To ease the comparison task
we printed both policies on a
single sheet of paper, with a
thick black line separating the
two as seen in figures 5.11
and 5.12. Due to the different
format of the two labels, the
Nutrition Labels were aligned
vertically and the Privacy Ta-
bles aligned horizontally.

Full size versions of the poli-

The Acme Inc. Policy

What information we collect

How we use this information

Who we share this
information with

To provide For For For Other Public
Yes No service marketing profiling companies forums
Contact information . .
‘Cookies
Preferences
Purchasing information
Social security no. / Govt.ID
Your activity on this site
Your location
Youcanopt -~ Youcan -
Do you have any choices regarding , No outfromthis  optout from SOniyit No
the use of this information? use this use Youoptin

The Bell Group Policy

What information we collect

How we use this information

Who we share this
information with

To provide For For For Other Public
Yes. No. service marketing profiling companies forums
2 . . 0 5
Cookies
icinformation
Preferences
Purchasing information
‘Social security no. / Govt. ID
Your activity on this site
Your location
) . woonyif  “-Youcanopt  e=Youcan == Youcan
Do you have any choices regarding , - '{ outfromthis  optoutfrom opt out from
the use of this information? *  Youoptin use this use this use

Figure 5.11: The Privacy Tables for part 2 in the

laboratory experiment

cies can be found in appendix D.2.

Acme Inc.

information
we collect

ways we use your information
to pnwm
mansingte | mateng  temaieing profing

contact
Iinformation
‘cookies:

demographic
Iinformation

financial
information

health
information

preferences.

jpurchasing
information
soclal security

gov'tID

your activity on
this site

your location

information
we collect

information sharing

othar

public
comparis  forums

contact
information

demographic
information

financial
information

health
Information

purchasing
Information
social security
number &
gov't ID

your activity on
this site

your location

Bell Group

ways we use your information
to pmvlde

mumnn sita  marketing

telomarketing  profiing

information sharing

public
forums

ar
mpani

we will collect and use your
information in this way

we will not collect and use your
information in this way

we will collect and use your
information in this way

we will not collect and use your
information in this way

by defautt, we will collect and use
your information in this way unless
you tel us not to by opting out

by default, we will not collect and
USe your information i this way
unless you alow us to by opting in

by defaut, we will collect and use
your information in this way uniess
you tellus not to by opting out

by defaul, we will not collect and
use your infarmation in this way
unless you allow us o by opling in

Figure 5.12: The Nutrition Labels for part 2 in the laboratory experiment
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5.5.2 Questionnaire

The following subsections describe each questionnaire section in detail. Each sec-
tions gives an overview of which questions were reused from previous studies, which
changes were done from the pre-test and which additional questions were included.
For a full overview of the retrieved questions from previous studies and the subse-
quent use in this report, we again refer to table B.2 and B.3 in Appendix B.

As the participants in the pre-test felt they had to write down the time too many
times, the amount of time-boxes was reduced. In the laboratory experiment ques-
tionnaire, combined time was therefore measured for part 1.1 and 1.2, while part
2.1 was kept separate. Time was not measured for part 1.3 and 2.2 as these parts
consisted of likeability-questions.

Figure 5.13 gives an overview

of the symbols used to indicate

the use of a question through- ) The question was reused
out the preceding sections. A

green icon indicates that the
question was reused, an orange
icon that a question was modi- Figure 5.13: Icon legend
fied and reused while a red icon

signifies that the question was excluded from our study.

4 The question was modified and reused
= The question was excluded

13 29

The questions in the information finding parts could be answered by “yes”, “no”,
“Does not say” or “I don’t know”. We included the answer options ‘Does not say’,
in case the respondents were unable to find the answer, and ‘I don’t know’, in case
the respondent did not understand the question.

According to Krosnick [1999], by introducing an “I don’t know” option we might
have provided a safe answer for participants not willing to spend any additional
effort necessary to consider a different option stand. We still felt it was necessary
to include such an alternative in order to avoid participants guessing or answering
incorrectly in case they did not understand the terminology used in the question.

5.5.2.1 Part 1.1 - Single policy simple questions

Part 1.1 consisted of six simple information finding questions, designed to act as
warm-up tasks to make the respondent familiar with the policy format.

In this part, we reused question 1, 2 (modified), 3 and 6, and excluded question 4
and 5 from the Kelley et al. [2010] study (see table 5.12). Two changes were done
from the pre-test: the format of question 2 was modified as we wanted all questions
in this part on a similar format, and question 5 regarding cookies was excluded.
This was done as some participants in our pre-test were unsure whether non-native
English speakers would understand the meaning of “storing cookies” and relate this
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to any sharing practice in the policies.

In replacement for the excluded questions from the Kelley et al. [2010] study, two
additional simple information finding tasks were added. The first asked whether
“the policy allows Acme to collect information regarding household income?” and
the second whether “the policy allows Acme to use information about gender for

marketing purposes”.

Kelley et al. [2010] - Part 3 - Single policy simple tasks

Question Pretest/ Note
Final

1. Does the policy allow Acme to D 0
collect information about which /
pages you visited on this web site?

2. Acme might want to use your in- ~ Modified to: “Does the policy al-
formation to improve their web- »/ 9 low Acme to use your information
site. Does this policy allow them to improve their website?” as we
to use your information to do so? wanted all questions in this part

on a similar format

3. Does the policy allow Acme to y O
collect information about your /
current location?

4. Based on the policy will Acme Excluded before the pre-test as
register their secure -certificate -/ = we did not include any privacy
with VeriSign or some other com- seal icons in the policy design
pany?

5. Based on the policy may Acme 0 Excluded as some participants in
store cookies on your computer? / = our pre-test were unsure whether

non-native  English  speakers
would understand the meaning
of “storing cookies”.

6. Does the policy allow Acme to o/ ® This question changed position
collect information about your with question 2, as we wanted the
medical conditions, drug pre- first three questions to be the sim-
scriptions, or family health his- plest to answer
tory?

Kelley et al. [2009] - Part 1 - Information finding questions
Question Pretest/ Note

Final

1. Does the policy allow the Acme See question 5 above.
website to use cookies? -/ -

= Reused /= Modified & reused = = Excluded

Table 5.12: Related single policy simple information finding questions
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The final version of part 1.1 with correct answers marked in green is given in fig-
ure 5.14. Please note that the question numbers in figure 5.14 does not correspond
to those in table 5.12.

Question 1, 2, 3 and 5 (in figure 5.14) were formed as single-element questions, asking
whether Acme collected a type of information or not. These questions did not take
into account how the information would be used, with whom it will be shared or
whether one could opt out or in of this use. Question 4 and 6 were formed different
as they asked whether or not Acme could use certain information in a specific way,
but they did not specifically mention that this information was collected by Acme.
These questions can therefore be regarded as more advanced than question 1, 2, 3
and 5.

Does
| don’t

2
o
=
]
-

Yes
say

1. Does the policy allow Acme to collect information about which pages
you visited on this web site?

2. Does the policy allow Acme to collect information about your medical
conditions, drug prescriptions, or family health history?

3. Does the policy allow Acme to collect information about your current
location?

4. Does the policy allow Acme to use information about your gender for
marketing purposes?

5. Does the policy allow Acme to collect information regarding your
household income?

6. Does the policy allow Acme to use your information to improve their

OCO0O00CO0DO
COO00CDOO
COO0OO0CO0OO
CoooDo0O:

website?

Figure 5.14: Part 1.1 of our questionnaire

As the overall goal of the design changes regarding the surrounding structure of
the policy format was to improve the first impression of the label, and to aid in
understanding what information was collected, we expected the Privacy Table to
perform slightly better than the Nutrition Label on these questions in terms of
accuracy and time.

5.5.2.2 Part 1.2 - Single policy complex tasks

In the single policy complex task part, all questions from the study by Kelley et al.
[2010] were reused. One change was done from the pre-test: As we were unsure
how well known the term “Bulletin boards” was, question 7 was modified to “public
forums”. In addition, “home phone number” was changed to “mobile number” in
question 8 before the pre-test.
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Kelley et al. [2010] - Part 4 - Single policy complex tasks

share your home phone number

Question Pretest/ Note
Final
7. Does the policy allow Acme to »/ O We were unsure how well known
share some of your information on the term “Bulletin boards” is in
public bulletin boards? 2011, and therefore changed it to
“public forums”.
8. Does the policy allow Acme to “Home phone number” was

changed to “mobile number”

with other companies?

9. Does the policy allow Acme to
use your buying history to design
custom functionality targeted at
you?

10. Does the policy allow Acme to
share your cookie information
with other companies?

11. Will Acme contact you with ad-
vertisements?

I_J/ I_j

12. Does Acme give you control re-
garding their sharing of your per-
sonal data?

Kelley et al. [2009] - Part 1 - Information finding questions

Pretest/ Note
Final

Question

2. Does the policy allow the Acme See question 7 above.
website to share your information
on public bulletin boards?

3. By default, does the policy allow

the Acme website to collect your

Excluded before the pre-test as
we only wanted six questions in

email address and use it for mar- each part.
keting?
/= Reused /= Modified & reused = = Excluded

Table 5.13: Related single policy complex information finding questions

Question 10 from the Kelley et al. [2010] study, regarding cookies, was included as
it directly asked whether cookies were collected and shared with other companies,
and not whether Acme might “store cookies on your computer” as asked in question
5 in part 1.1 (which was excluded).

The questions in part 1.2 were of similar form as question 4 and 6 in part 1.1, but
also included the answer options “Yes, unless I tell them not to” and “Only if I allow
them to”. Question 7, 8, 10, and 12 covered Acme’s sharing of collected data, while
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9 and 11 questioned Acme’s own use of this data. The final version of part 1.2 with
correct answers marked in green can be seen in figure 5.15.

Yes, Only The
unless if | i
policy I don’t
Yes I tell allow No does
know
them them not
not to to say

7. Does the policy allow Acme to share your personal

d

information on public forums?

8. Does the policy allow Acme to share your mobile number
with other companies?

9. Does the policy allow Acme to use your buying
history to design custom functionality targeted at you?

10. Does the policy allow Acme to share your cookie
information with other companies?

OO0 0OD0
OO0 0O

11. Will Acme contact you with advertisements?

U000 0DO
o000 0D0
o000 0D0

12. Does Acme give you control regarding their

U

a

sharing of your personal data?

Figure 5.15: Part 1.2 of our questionnaire

As we expected the respondent to be more familiar with the policy structure after
having answered the simple questions, the questions in part 1.2 were more related
to the design of the matrix itself than the surrounding structure. Given the reduced
complexity in the Privacy Table, we expected the Nutrition Label to perform slightly
better in terms of accuracy and time on the complex information finding questions.

5.5.2.3 Part 1.3 - Single policy likeability

Following the simple and complex information finding questions was a likeability
part with the intention of measuring the enjoyability of using the format to answer
single policy questions. As the paper by Kelley et al. [2010] did not publish any of
its likeability-questions, we reused questions from the Kelley et al. [2009] study in
this part.

As seen in table 5.14, three changes were made from the pre-test. One finding
from the pre-test (section 5.4.5 on page 74) was that some participants did not like
the word “enjoyable”, and argued that reading a privacy policy can never be an
enjoyable experience. As question 8 and 9 also covered the enjoyability of reading a
policy, question 6 was excluded.

According to Kelley et al. [2009], question 7 in table 5.14 “investigates participants’
perceived accuracy in the earlier questions”. We did not find this relevant for the
evaluation objectives, and therefore excluded this question as well. These two ques-
tions were replaced by two custom designed statements to better test the differences
between the two formats.
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Question

Kelley et al. [2009] - Part 2 - Perceived Privacy Policy Understanding

Pretest/ Note

Final

I feel secure about sharing my
personal information with Acme
after viewing their privacy prac-
tices

I feel that Acmes privacy prac-
tices are explained thoroughly in
the privacy policy I read

Finding information in Acmes
privacy policy was a pleasurable
experience

I feel confident in my understand-
ing of what I read of Acmes pri-
vacy policy

0/ 9

Excluded based on findings from
the pre-study and as policy enjoy-
ment was covered by statement 8
and 9

This statement “investigates par-
ticipants perceived accuracy in
the earlier questions” [Kelley

et al., 2009]. We did not find this
relevant for our evaluation objec-
tives.

Changed to “I had problems find-
ing the information I was looking
for in Acmes policy”

8 It was hard to find information in
Acmes policy »/

9 If all privacy policies looked just
like this I would be more likely to
read them

"= Reused

! = Modified & reused = — Fxcluded

Table 5.14: Related single policy likeability questions

The first additional question (question 16 in figure 5.16) was “When I first looked
at Acme’s policy, it was easy to understand what information they will collect from
me”, which attempted to capture the respondents first impression of the policy label.
As mentioned previously, the first impression of the label was related to the design
changes regarding the surrounding structure of the policy, and we therefore expected
the Privacy Table to be more liked than the Nutrition Label on this question. We
expected the same result for question 14 (figure 5.16), which asked whether the
respondent had any problems finding information in the policy.

The second additional question (question 18 in figure 5.16) was “The use of symbols
(e.g. icons, characters or colors) in Acmes policy made it confusing to understand
how the information they collect will be used”, which tried to capture whether the
decreased size and amount of symbols in the matrix on our label had any effect.
We therefore expected a higher likeability score for the Nutrition Label group on
this question, which would indicate that the respondent would prefer fewer icons in
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the format. In order to make the question valid for both formats, we specifically
mentioned various examples of different types of symbols (icons, characters and
colors).

Neither Strongl
Strongly  Agree agree Disagree . Bly
Disagree
Agree nor
disagree

13. | feel that Acme’s privacy practices are explained
thoroughly in the privacy policy | read

14. | had problems finding the information | was looking for in
Acmes policy

15. | feel secure about sharing my personal information with
Acme after viewing their privacy practices

16. When I first looked at Acme’s policy, it was easy to
understand what information they will collect from me

17. If all privacy policies looked just like this | would be more

i Ay A N
I Ay Ny N

likely to read them

18. The use of symbols (e.g. icons, characters or colors) in
Acmes policy made it confusing to understand how the D D
information they collect will be used

U000 0D0
U000 0D0
U000 0D0

Figure 5.16: Part 1.3 of our questionnaire

The final version of part 1.3 can be seen in figure 5.16, and table 5.15 summarizes
the purpose of each statement in this part. The description of the reused statements
13, 14, 15 and 17 were taken from Kelley et al. [2009], while the purpose of statement
16 and 18 was described above.

13. Questions whether participants believe their practices are well displayed

14. Rates the difficulty the participant had in finding information

15. Captures participants reaction to the actual content of the privacy policy they
read

16. Captures the participants first impression of the label

17. Captures whether the proposed label would encourage more people to read poli-
cies

18. Captures whether the use of symbols aids or confuses the participants in finding
information

Table 5.15: Summary of the purpose of each statement in part 1.3

With the exception of question 18, we expected the Privacy Table to be averagely
more liked than the Nutrition Label in this part, due to the simplified design, which
had the purpose of improving the first impression of the policy and making it easier
to use for novice users.
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5.5.2.4 Part 2.1 - Policy comparison tasks

In part 2.2 we gave the participants five true/false-statements regarding the privacy
practices for Acme and Bell. Only four relevant statements were published from
previous studies as indicated in table 5.16, where two were modified and one was
excluded after the pre-test.

Kelley et al. [2010] - Part 6 - Policy Comparison tasks

15.

tions with regards to cookies?

Does either company collect sen-
sitive information (such as bank-
ing or medical records)?

Question Pretest/ Note
Final
14. Does either company give you op- | Y, Excluded as we found the state-

ment “Does either company give
you options” diffuse.

Modified to a true/false state-
ment and added “passport num-
ber” as an example: “Neither
Acme nor Bell collects any sen-
sitive information (such as bank-
ing or medical records, or pass-
port numbers)”

11

12

information about your pur-
chases with other companies, but
Acme cannot.

Which company will better pro-
tect your information online?

Youre looking to buy a gift online.
At which company would you pre-
fer to shop?

_/_

16. By default, Acme can collect in- “Age and gender” was changed to
formation about your age and 2/ O “your use of their website”
y g y
gender in order to market to you
by email, but the Bell Group can-
not.
ey et & D09 Pa Pa omparison Questio
Question Use Note
10 By default, Button Co. can share e/ 0

Excluded before the pre-test as
this was not a true/false state-
ment, and has no correct answer
Another  preference  question
which was excluded before the
pre-test for the same reasons as
question 11

"= Reused

/) = Modified & reused

= — Fxcluded

Table 5.16: Related policy comparison tasks

This part originally consisted of a mix of true/false-statements and information find-
ing questions, but based on the feedback from the pre-test all questions in this part
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was modified to true/false-statements. Question 15 (in table 5.16) from the Kelley
et al. [2010] study was therefore changed to “Neither Acme nor Bell collects any
sensitive information (such as banking or medical records, or passport numbers)”.
“Passport numbers” was also added as an example of sensitive information in this
statement.

Question 14 (in table 5.16) from the Kelley et al. [2010] study was excluded as we
found it too unspecific. The “Use of cookies” could signify both internal company
use and external sharing, and the statement would have been both true and false
for the Acme and Bell policies (as both companies could share cookie information
to other companies if opted in, but not on public forums). The remaining questions
(11 and 12) in table 5.16 did not fit the true/false-statement format and was thus
excluded.

Two additional questions were added to this part. The first (question 19 in fig-
ure 5.17) was “Both Acme and Bell lets you control whether non-sensitive informa-
tion (such as name and address) is shared with other companies” and the second
(question 23 in figure 5.17) was “By default, both companies collects your default
location and can use this information to improve their services”. An overview of all
the questions with the corresponding correct answer marked in green can be seen in
figure 5.17.

Does I don’t

True False
not say know

19. Both Acme and Bell lets you control whether non-sensitive information
(such as name and address) is shared with other companies

20. Neither Acme nor Bell collects any sensitive information (such as

21. By default, Acme can collect information about your use of their
website in order to market to you by email, but Bell cannot.

banking or medical records, or passport numbers) D

22. By default, Bell can share your history of purchased items with other
companies, but Acme cannot

(i Wy iy iy
(g Wy iy iy
Dooo0Oo

23. By default, both companies collects your default location and can use D
this information to improve their services

Figure 5.17: Part 2.1 of our questionnaire

As for part 1.3, we expected the Nutrition Label to perform slightly better in terms
of accuracy and time on the comparison questions in part 2.1. As for the complex
information finding questions, the reduction in complexity in the Privacy Table com-
pared to the Nutrition Label, could favor the latter when asked complex questions.

5.5.2.5 Part 2.2 - Policy comparison likeability
As for part 1, we also wanted to measure the respondent’s enjoyment of the compar-

ison experience in part 2. Few related policy comparison likeability questions were
published in the previous studies, and two of the ones that were published (question
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13 and 14 in table 5.17) from the Kelley et al. [2009] study were excluded as they
were single policy likeability questions.

Question 15 and 16 in table 5.17 from the Kelley et al. [2009] study were both
similar and positively toned (“enjoyable experience” vs. “easy to do”). As one of
the participants in the pre-test commented that reading a policy could never be
an enjoyable experience, and suggested using a word like "ok” instead, we merged
question 15 and 16 to a single question asking “I found comparing two policies an
easy task to do”.

Kelley et al. [2009] - Part 4 - Policy Comparison Enjoyment & Ease

Pretest/ Note
Final

Question

Excluded before the pre-test as
it was a single policy likeability
question

13 Looking at policies to find infor-
mation was an enjoyable experi-
ence

_/_

14

15

16

Looking at policies to find infor-
mation was easy to do

Comparing two policies was an
enjoyable experience
Comparing two policies was easy

Excluded before the pre-test as
it was a single policy likeability
question

Merged with question 16 due to
its similarities.

Merged with question 15 and

to do modified to “I found comparing

two policies an easy task to do”
-/ = Modified & reused = = Excluded

"= Reused

Table 5.17: Related policy comparison likeability questions

Four additional likeability-questions (question 25-28) was therefore added to com-
plement this part, as seen in figure 5.18. Question 25, “If all policies looked like this
1 would compare privacy practices across websites more often” was added before the
pre-test. This question was similar to question 17 in part 1.3 (see figure 5.16 on
page 87), and tested whether the policy format would motivate for a more frequent
comparison of privacy practices across sites.

Question 26 and 28 in figure 5.18 were specifically designed to test what effect the
reduced use of symbols and colors would have on comparison enjoyment (suggested
changes to the matrix structure). Question 26, “It was easy to keep control of what
the different symbols (e.g. icons, characters or colors) in the policy stood for”,
tested whether it was easy to keep control of the symbols in the policies during the
comparison experience. Question 28, “I would feel more confident in understanding
the privacy practices of Acme or Bell if the policies had more text and less symbols
(e.g. icons, characters or colors)”, tested whether the respondent would prefer more
text and less symbols in the policy.

Question 27, “I feel that these policies would cover most of the privacy concerns I
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would have if I were to sign up for Acme or Bell in real life”, was a general question
that tested whether the respondent felt that the content of either format covered
his or hers privacy concerns if he/she was to sign up for Acme or Bell in real life.

The final version of part 2.2 can be seen in figure 5.18.

Neither
Strongly  Agree agree Disagree Strongly
Agree nor disagree
disagree
24. | found comparing two policies an easy task to do D D D
25. If all policies looked like this | would compare privacy D
practices across websites more often

26. It was easy to keep control of what the different symbols D
(e.g. icons, characters or colors) in the policy stood for

27. | feel that these policies would cover most of the privacy
concerns | would have if | were to sign up for Acme or D
Bell in real life

U000

28. | would feel more confident in understanding the privacy
practices of Acme or Bell if the policies had more text D D
and less symbols (e.g. icons, characters or colors).

O 000
O 0O0D0D0
O 000

Figure 5.18: Part 2.2 of our questionnaire

Given we expected the Nutrition Label to perform slightly better in terms of ac-
curacy and time on the comparison questions in part 2.1, due to the Label being
better suited for complex questions, we also expected it to be slightly more liked
than the Privacy Table.

5.5.2.6 Open-ended questions

Ending the questionnaire was the two open-ended questions designed to capture any
additional opinions regarding the policy format and the questionnaire in general.
The first was “Do you have any comments or suggestions regarding the privacy
policy format?” and the second was “Do you have any feedback regarding the
format of this survey?”.
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5.5.3 Procedure and instructions

As the experiment planning has been given in details through the preceeding parts,
this section will give an brief overview of the experiment day procedure as well as
the instructions given to the participants.

As outlined in section 5.2.4 on
page 61, the laboratory experiment
was conducted as a part of a guest
lecture held by Karin Bernsmed
from Sintef ICT for students tak-
ing the course TTM4135 Informa-
tion Security at the Norwegian Uni-
versity of Science and Technology
(NTNU), on April 1st 2011. The
topic for the lecture was to give
a brief introduction to privacy on-
line, personal data management and
privacy agents (as previously men-
tioned, the Nutrition Label and the Privacy Table was not mentioned). The guest
lecture lasted for approximately 45 minutes, and was (together with the experiment)
held in auditorium EL3 as seen in figure 5.19. PowerPoint slides from the guest lec-
ture can be found in Appendix D.3, and the slides from the experiment presentation
are given throughout this section.

Experiment

+ Part of my master thesis: «Next generation privacy policies»
* Main idea:

F.aceb—”k's Standardized format

poli -

Summarizes the most

important parts of the policy
. Not a replacement for the
ks the I R textual policy, byt meant
average as a aid in ung i
erstandin

person 25 Privac i :
Minutes precices

to read %L\ Focus on

design ang usability

Figure 5.20: The first PowerPoint slide for the experiment presentation
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The experiment was announced at the beginning of the lecture, and as explained in
section 5.2.4 on page 61, the students were made aware of the importance of partic-
ipating in the experiment and told that participating was volunteer. To minimize
dropouts (section 5.2.7.1, on page 66) they were also told that the experiment would
last for 15-20 minutes and that they afterwards were free to leave.

The 15 minute break between the guest lecture and the experiment was spent to
prepare the questionnaires and the PowerPoint presentation. As the students arrived
back to the auditorium they were first briefed about the thesis and experiment
background, as seen in the PowerPoint slide in figure 5.20. This was only a brief
explanation of the thesis topic and did not include any presentation of the Nutrition
Label nor the Privacy Table.

The students were then instructed of the experiment procedure, as seen in the
PowerPoint slide in figure 5.21. They were told that the goal of the experiment was
to test two types of standardized policy design, and that they would see either format
A or B. They were not told which design was the Nutrition Label and which was
our design, to avoid anyone “helping the researcher” as explained in section 5.2.7.1
on page 66. They were also instructed to use the policies actively while they were
answering the questions, to avoid a similar situation to what happened in the pre-
test, where one participant was unsure whether he had to memorize the policy
(section 5.4.5, page 74.)

Experiment

* We will test two types of standardized

policy design
* You will either see format A or B Sta:oc:-::itmd Vs Sta;‘ v
: orm
* Everyone will answer the same questions A ° )
* Asurvey with 30 questions

* Consists of two parts:

+two Y compari L
S¢ts of Agree/ Disagree statpem25ttwo Policies
s

Uset e p0| Cles aCthely VVI le you a

Will take 15:20 mi nswer the questiong
Ins to com
plete

Figure 5.21: The second PowerPoint slide for the experiment presentation
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As seen in figure 5.22, they were also told that they could answer “I don’t know” in
case they did not understand the question. We also explained that no personal infor-
mation would be collected, and finally we repeated that participating was voluntary
and that they could abandon the experiment at any time.

Experiment

* Fillin the current time when you see this icon: (A» Start/end time: E

You can answer «| don't know»

if you don’t .
(If you cant find the answer, cho “hderstand the Al

ose “Does not say”)

No personal information wil| be collected

PEase eadt eaddtOIla IStIUCtIOIIS Care u”
T a kyou! y

Figure 5.22: The third PowerPoint slide for the experiment presentation

The questionnaires were then handed out to the students. We used the randomiza-
tion method as described in section 5.2.6 on page 63, and divided the auditorium
by half: one side received the Nutrition Label version and the other half received
the Privacy Table version.

5.5.4 Summary

While the execution of the laboratory experiment went as planned, its outcome
suffered from a disappointingly low number of students showing up for the guest
lecture. While 74 students were registered to the course, only 15 students turned
up and completed the experiment.

There can be several reasons for this low attendance. First of all, it is common that
some courses has a low attendance, and combined with this being a guest lecture not
included in the course curriculum, several students could have regarded it as a “day
off”. The lecture time (08:15 on a Friday) could also have affected the attendance.
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Given the low attendance we decided to conduct the experiment a second time:
either as another laboratory experiment or as an internet survey. Common for both
were that we had to offer some sort of incentive such as a prize or a payment in order
to attract participants. Based on a quick evaluation of time required and possible
recruitment strategies, we decided to go for an Internet experiment. This way, we
could make the questionnaire available online, spread the participation link and wait
for responses rather than organizing another time-consuming lab-experiment. We
also believed the online recruitment and experiment method would result in a higher
number of participants than recruiting through offline channels (such as posters or
announcements).

5.6 Internet experiment

As explained on the previous page, we decided to conduct an additional Internet
experiment due to the low number of participants in the laboratory experiment.
The following section describes the Internet experiment in detail, starting with the
participant recruitment and followed by the experiment procedure. The changes
made to the policies and the questionnaire is then described, before ending the
section with a short summary of the experiment outcome.

5.6.1 Participant recruitment and instructions

As previously mentioned, the recruitment method for the Internet experiment was
to randomly distribute a link on a social networking site. While this would result in
our results not being generalizable to any population (as discussed in section 5.2.3 on
page 59), it could instead give us some idea of how a more varied user group would
handle the policies. The findings from the Internet experiment must therefore be
regarded as indications rather than statistically valid results.

A facebook event as seen in fig-
ure 5.24 was created to recruit par-
ticipants to the experiment. The Sponsored Create an Ad
event description consisted of a brief

o Win an iPod!
description of thej purpose and con- Participate in a online
tent of the experiment. J experiment and help us
o improve privacy on the
As an incentive to participate, we 1L_‘ - internet! It only takes

offered anyone that completed the about 15 min to complete!

questionnaire to enter a prize draw

for winning a iPod shuffle (2GB), Figure 5.23: The facebook ad
worth approxiamitly USD70 . The

participant entered the draw by en-

tering his/hers email address upon completing the survey, but the address was not
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connected to the questionnaire answers. A random result generator was used to
draw the winner !. A Facebook ad as seen in figure 5.23 (funded by a free gift
card) was also created, and was displayed 50,981 times and generated 54 visits to
the event page.

facebook ____ X ;|

Participate in a 15 min online experiment - win an iPod!
You are Attending - Share - Public Event

\ - Time Friday, April 8 at 11:00am - April 15 at 4:30pm
—_—

X = e Created By Ole K Lillebo
\“E““SBI‘" it

More 1 !
orelnfo Iy conducting an online Experiment as a part of my Master Thesis

?.?:;gi?a:hm to answer simple Questions regarding a standardized
o + The Master Thesis study is being conducted at the Mor:
ce and Technology, in Cooperation with SINTEF 1CT -

» and I need
privacy policy
gian University of

You do not need any previous know

skils, 25 our target groyp ledge about the top

i cor i
Is the average intarnet user. any spedal computer

- 5 minutes to
Participate, we wi . ? complete the tasks, ang : :
our experiment. be offering an iPod Shuffie to 2 lucky e s an incentive tp

All your answers wjj

Participation is hi ) ntially angd
my thesgr Y BPDreciated and yi anonymously,

Figure 5.24: The facebook event page

By clicking the link in figure 5.24, the participant was forwarded to either the ques-
tionnaire containing the Nutrition Label or the Privacy Table, where the first page
provided the following instructions:

This experiment is a part of a Master Thesis study being conducted at the Norwegian
University of Science and Technology, in cooperation with SINTEF ICT. The goal
of the study is to explore alternative ways of presenting privacy policies, and in
this experiment two new approaches will be tested. You will be assigned to one of
these two, and your task is to answer four sets of questions regarding policies in this
format.

It should take approximately 15-20 minutes to complete the experiment and no per-

Thttp://www.randomresult.com/
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sonal information will be collected. All your answers will be treated confidentially
and anonymously, and by completing this survey you accept that your answers will
be used for the purpose of answering the research questions in the mentioned thesis.

By completing the experiment you will be eligible to enter a draw for an iPod shuffle
(2 GB). In order to participate in the draw, you will need to leave your email address
on the final page. Your email address will not be connected to your erperiment
answers and will only be used for contacting the prize winner.

Please read the detailed instructions for each page carefully.

Thank you for your contribution!

5.6.2 Survey-tool

To convert the paper-based survey to a online format, we utilized the service pro-
vided by Surveygizmo.com. Surveygizmo.com was chosen based on good previous
experience and the fact that it offered the most customizable look, which enabled
us to directly convert the original questionnaire to an online format. The online
questionnaire was the same as for the laboratory and for full sized screenshots we
refer to Appendix E.1.

Two similar questionnaires were created in Surveygizmo, with one showing the Nu-
trition Label and the other showing the Privacy Table. To randomly direct partic-
ipants to one of the formats, the participation link on the Facebook event directed
to a hosted script which randomly forwarded the browser to one of the Surveygizmo
questionnaires.

5.6.3 The policies used

Based on the feedback we recieved in the open-end questions in the laboratory
experiment, we modified the Privacy Table design. As seen in the list below, several
participants had problems understanding the opt-out/in system and the different
symbols.

e “It should be different symbols/colors on “only if opt-in” and “you can opt-
out”, and not just in the text below”

e “Better coloring of the dots, to distinguish at a glance between opt in/out,
yes/no”

e “Very hard to understand the opt in/out choises. Hard to understand what
was default settings in the two different firms. ‘Didnt feel like the ”choices”
in the bottom had anything to do with each column. Hard to understand.
This is because of the thick line where the table ends. Use multiple colors to
explain default settings for “opt in / and opt out””
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While some suggested using several symbols, or an opt-in/out elements in each
square, we remained true to the original design criteria list (see table 5.1 on page 5.1).
The following changes were done:

e The light grey symbol was replaced by a circle for a better distinction from

the black dot.

e To better connect the opt-in/out choices with each column, the thick black

line was moved to the bottom

e The yes/no for collected information was replaced by a single symbol to save

space

The resulting design which was used in the Internet experiment can be seen in

figure 5.25.

The Acme Inc. Policy

What information we collect

Collected?

To provide
service

How we use this information

For
marketing

For
telemarketing

For
profiling

Who we share this
information with

Other
companies

Public forums

Contact information v

o

o]

o

Cookies v

o

o

o

Demographic information

Financial information

Healthinformation

Preferences v . o [+] ] .
Purchasing information v . o [=] o

Social security no. / Govt. ID

Your activity on this site v . o o o .
Your location v .

Do you have any choices regarding
the use of this information?

No

You can opt out
from this use

You can opt out
from this use

Only if
you opt in

No

Figure 5.25:

5.6.3.1 The questionnaire

The third version of the Privacy Table

While no changes were done to the questionnaire itself, the internet format required
us to do some modifications. Firstly, as we had little or no control over who answered
the questionnaire, a demographic part asking for age, gender and education was
added. Full screenshots of the internet questionnaire can be found in Appendix E.1.
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Privacy policy experiment

Page 1/6

1. What is your gender?

Male Female

2. What is your age group?

- Please Select - E‘

3. What is the highest level of education you have completed?

— Please Select — (=]

Next

Privacy policy experiment

Page 2/6

On this page you will ses the privacy policy for the fictive corporation “Acme Inc.”, followsd by six questions regarding Acmes privacy practices. Look up in the policy to find the answer for these questions

Acme Inc.

information ways we use your information information sharing
we collect to provide
seivics and ther public
maintain st marketing telemarketing  profiing companies  forums

contact
information
cookies - m m

demographic
information

financial
information

health
information

i nees -mm -

purchasing
information

social security
number &
govtiD

‘your location

by defaut, we will collect and use by dafaut, we will not collect and
(U8 your information in this way unless. use your information in this way
¥ou tell us ot to by opting out unless you allow us to by opting in

we will collect and use your we will not colect and use your
information in this way information in this way

Please answer the following questions regarding the "Acme Inc.” policy *

1. Does the policy allow Acme to collect information about which pages you
visited on this web site? *

2. Does the policy allow Acme to collect information about your medical
conditions, drug prescriptions, o family heaith history? *

3. Does the policy allow Acme to collect information about your current
location? *

4. Does the policy allow Acme to use information about your gender for
marketing purposes? *

5. Does the policy allow Acme to collect information regarding your household
income? *

6. Does the policy allow Acme to use your information to improve their
website? *

Next

‘your activity on
this site

Does not say

I don't know

Figure 5.26: The demographic questions (top) and the single policy questions
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Secondly, given that we had to present the questions and the policies together, part
1.1 and part 1.2 was split across two pages with the corresponding Acme policy
above each section as seen in figure 5.26. In addition, the instruction text “On this
page you will see the privacy policy for the fictive corporation ”Acme Inc.”, followed
by sixz questions regarding Acmes privacy practices. Look up in the policy to find the
answer for these questions.” was added to aid the participants.

Privacy policy experiment

Page 5/6

On this page you will see two privacy policies placed together. The first is the same as on page 1, and the other belongs ta the fictive corporation “Bell Group™. Answer the six questions below by comparing
these two policies against each other.

Acme Inc. Bell Group

information ways we use your information informatien sharing information ways we use your information information sharing
we collect o ptmnd. we collect to pmwds
othar public other public

minanste  matot  emaotng proting companks  forums maniansio madaing  tomukatng  promng companies  Torums
contact contact
information information
demographic domographic
information information
financial financial
information information
health health
information information

e - m m - s

purchasing purchasing
information information
sacial securty. social security
number & number &
govtiD govtiD
your activity on your activity on
this site this site
your location your location
we will collct and use your we will not collect and use your we will colect and use your ‘we will not collect and use your
information in this way information in this way information i this way information in this way
by defaut, we will colleet and use by defaul, we will not collect and by defau, we will collect and use By defau, we will ot coleck
your information in ths way unless use your information in this way your information i ths way unless e your information in this.wa
You tellus net 1o by opting out unless you alow us to by opting in You tellus not 1o by opting out Uress you alow us s by opng 1

Please answer the following questions by comparing the two policies *

True False Doesnotsay | | dont know

19. Both Acme and Bell lets you control whether non-sensitive information

(such as name and address} is shared with other companies *

20. Neither Acme nor Bell collects any sensitive information (such as banking

or medical records, or passport numbers) *

21. By default. Acme can collect information about your use of their website in

order to market to you by email, but Bell cannot. *

22. By default, Bell can share your history of purchased items with other

companies, but Acme cannot *

23. By default, both companies collects your default location and can use this

information to improve their senices *
Next
1%

Figure 5.27: The comparison policy questions
The comparison part (figure 5.27) were of similar form as the single policy ques-

tions, with the instruction “On this page you will see two privacy policies placed
together. The first is the same as on page 1, and the other belongs to the fictive
corporation Bell Group. Answer the six questions below by comparing these two
policies against each other.” As seen in Appendix E.1, the likeability sections were
placed on separate pages.
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CHAPTER 0

Evaluation results

The following chapter presents the results from the evaluations. We begin the chap-
ter by presenting the demographic information, and given the low number of par-
ticipants in both experiments, it is followed by a discussion of the validity of the
results. We then outline the results from the information finding questions, the
likeability questions, the timing data and the open-end questions from both exper-
iments. Detailed statistics regarding the results can be found in Appendix F. We
end this chapter by a presentation of the key findings.

6.1 Participants and demographics

As mentioned in the summary of the laboratory experiment in section 5.5.4 (on page
94) , 15 students participated in the Laboratory experiment. The students were all
taking the course TTM4135 Information Security, which was available for students
at study level 3 (Third-year students); primarily from the study programs Telemat-
ics, Industrial economics and technology management, Communication Technologies
and Computer Science.

For the Internet experiment, we received a total of 24 responses, with an equal
distribution of 12 responses per each policy format. There was however a high
number of dropouts (45) from the internet experiment, which was expected due to
the challenging tasks (some drop-outs reported that they had expected to participate
in an opinion-based survey, and not in a experiment which required them to answer
information finding tasks). Neither of the drop-outs completed more than part 1.1
of the questionnaire and was therefore excluded from further analysis.

Demographic information for the Internet participants can be seen in figure 6.1.
While there were a majority of male participants in the Nutrition Label group,
there was a female dominance in the Privacy Table group. There were no major
differences in age between the groups, with a majority of the participants belonging
to the 18-29 age groups. 83.3% of the participants in both groups had completed
either a bachelor’s or a master’s degree.
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Gender Age Education

Nutrition Label Nutrition Label Nutrition Label

B Master's degree

= Bachelor's
degree

H High
school/GED

Privacy Table Privacy Table Privacy Table
 Master's
degree

" Bachelor's
degree

M High
school/GED

W Some college

Figure 6.1: Demographic information for the Internet experiment

6.2 Validity of the results

As discussed in section 5.2.7 on page 65, a common threat to the external validity of
an experiment is having too few participants. According to Oates [2006] a research
project should have a sample size of at least 30 in order to conduct a statistical
analysis and get reliable results. Given our final sample was 15 participants for the
laboratory experiment, and 24 participants for the internet experiment, the validity
of the subsequent statistical analysis is therefore threatened by the small sample
sizes. Our results might therefore not be regarded as reliable or generalizable to any
population.

The study by Kelley et al. [2009], from which we have reused several questions for
the questionnaire, also had a small sample set consisting of 24 participants. While
the experiment by Kelley et al. [2009] compared two rather different formats and
also used a within-participant design, which could require less participants to get
significant results, it indicates that even an analysis of a smaller data sample than
30 participants might be useful for such an experiment of this type.

Based on this we therefore decided to conduct a statistical analysis on the experiment
results, assuming our results were generalizable to some degree. As we had two
groups in each experiment, a natural choice of method for analyzing the results
was to conduct two-sample t-tests. A t-test determines whether the mean from one
group differs from the mean of another group, by comparing the mean difference
between the two groups [CSPA, 2011]. According to Trochim [2006], a t-test is
especially appropriate as the analysis for the post-test-only two-group randomized
experimental design.
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The t-test does however make two assumptions. Firstly it assumes normally dis-
tributed data and secondly it assumes equality of variance [CSPA, 2011]. Equality
of variance requires that the two populations must have equal variances, and a nor-
mal distribution is defined as a probability distribution that plots all of its values in
a symmetrical fashion and most of the results are situated around the probability’s

mean. Values are equally likely to plot either above or below the mean [Solutions,
2011].

According to Solutions [2011], indications for normally distributed data are a skew-
ness (measure of asymmetry) within a +-1 range, and a kurtosis (measure of “peak-
ness”) within a +-3 range. It also exists several tools for testing whether data is
normally distributed, and one of the most popular among researchers is the Shapiro-
Wilk’s W test [Analyseit, 2008]. The Shapiro-Wilk test tests the null hypothesis that
a sample came from a normally distributed population [Analyseit, 2008]. If the p-
value is significant (less than 0.10 or less than 0.05) the null hypothesis is rejected
and one can conclude that the sample is not normally distributed [Analyseit, 2008].
With small sample sizes of 10 or fewer observations, it is however unlikely that the
normality test will detect non-normality, and one should rely on non-parametric
alternative.

Information finding Likeability
LAB INT LAB INT
NL PT | NL PT | NL PT | NL PT
Mean 125 11,3 | 10,3 10,8 | 3,41 3,23 | 2,87 3,16
Median 12 13 10,6 12,5 | 3,41 3,09 | 2,91 3,091
SD 3,3 2,3 24 3,9 10,303 0,355 | 0,539 0,659
Variance 10,5671 5,238 | 5,66 14,9 | 0,092 0,126 | 0,291 0,434
Skewness -2,19  -0,37 | -0,45 -0,86 0 0,69 | -0,b1 1,07
Kurtosis 5 -1,69 | -0,85 -048 | 04 -0,65 | -0,39 1,07
Shaipro-Wilk W 0,7 0,92 | 0,93 0,86 1 0,93 | 0,96 0,91
p 0,002 0,461 | 0,357 0,044 | 0,999 0,553 | 0,847 0,187

Table 6.1: Experiment data analysis. PT = Privacy Table group, NL = Nutrition
Label grouo, LAB = Laboratory experiment, INET = Internet experiment

To get an indication for whether our data was normally distributed, we first per-
formed an analysis of the experiment data and based on this and based on this
created three types of diagrams: histograms, normality plots and box-and-whisker
diagrams. The histograms and normality plots' can be found in Appendix F.1 and
the box-and-whisker diagrams can be seen in figure 6.2 (Information finding parts)
and figure 6.3 (Likeability parts).

The box-and-whisker diagram consists of the following variables, bottom to top: the
smallest observation, the lower quartile (Q1), the median (Q2), the upper quartile

'We used an 30-day evaluation copy of Analyse-It (http://www.analyse-it.com) for creating the
diagrams
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(Q3), and the largest observation. The lower quartile is the number that is one
quarter from the start of the list and the upper quartile is the number that is three
quarters from the start of the list.

For example, consider the labo-
ratory experiment data for the
Privacy Table group. The low-
est participant score was 8 (out
of 17), the lower quartile was 9,
the median was 12, the upper
quartile 13 and the best score
was 14.

For the information finding
parts, we scored each partici-
pant 0-17 points depending on
correct answers, and performed
an analysis for each group (Nu-
trition Label and Privacy Ta-
ble) in both experiments. The
first four leftmost columns in
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Nutrition Label Privacy Table Nutrition Label Privacy Table
Laboratory Laboratory Internet Internet
experiment experiment experiment experiment

Figure 6.2: Box and whisker plot for the infor-
mation finding parts

table 6.1 represent these data. For the likeability parts we scored the participants
on a scale of 1-5 depending on level of agreement (with 1 equaling strongly dis-
agree) and averaged each participant’s score across all likeability questions. The
four likeability parts can be found in the rightmost columns in table 6.1.

According to Flanagan-Hyde
[2011], normal distributed data
are represented by a symmet-
ric box shape in the box-and-
whisker diagram. An initial as-
sumption based on figure 6.2
was therefore that the Nutrition
Label group data from the labo-
ratory experiment, and the Pri-
vacy Table group data from the
Internet experiment were not
normally distributed.

The assumption regarding the
Nutrition Label group data
from the laboratory experiment
was backed by the findings from
the Shaphiro-W test (P=0.002)
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Nutrition Label  Privacy Table  Nutrition Label  Privacy Table
Laboratory Laboratory Internet Internet
experiment experiment experiment experiment

Figure 6.3: Box and whisker plot for the likeabil-
ity parts

and the values for skewness (-2.19) and kurtosis (5) which both were out of range.
The assumption of non-normality in the data for the Privacy Table group in the
Internet experiment was also backed by the Shaphiro-W test p=0.044, but the skew-
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ness (-0.86) and kurtosis (-0.48) was within range. The corresponding Privacy Ta-
ble group in the laboratory experiment (p=0.461, skewness=-0,37, kurtosis=-1.69)
and the Nutrition Label group in the Internet experiment(p=0.357, skewness=-0.45,
kurtosis=-0.85) were both assumed to be normally distributed.

Given the low number of samples in these experiments the Shaphiro-W test might
not have detected non-normality, but the histograms and normality plots (see Ap-
pendix F.1) provided further evidence for non-normality in both the data for the NL
group in the lab experiment, and the PT group in the Internet experiment (Signs
for normal distribution is a bell-shaped form in the histogram, and points following
the line in the normality plot [Analyseit, 2011].

As seen in table 6.1, there were stronger indications for the Likeability questions
being normally distributed. All skewness and kurtosis values were within range,
and none of the Shaphiro-W p-values was significant. While there was an indication
for non-normality in the Privacy Table group in the Internet experiment (p=0.187),
most of the groups had symmetrical box shapes in the box-and-whisker diagrams
as seen in figure 6.14. It was therefore assumed that the samples were normally
distributed.

Again, the Shaphiro-W tests might not have detected non-normality due to the small
sample sizes, and as some of the histograms and normality plots (see Appendix F.1)
indicated non-normality, we can only use these findings as indications.

Based on this discussion it is therefore important to highlight that while we have
conducted a statistical analysis of the experiment results, the outcome of the analysis
should be regarded as indications rather than statistical evidence. While we have
assumed normal distribution and equal variances for the t-tests, this assumption
might be wrong and the validity of the results could therefore be threatened. In
order to explain the outcome of the t-tests, we will use terms such as “significant”
and “near-significant” throughout the analysis, but only refer to these findings as
indications in the remainder of the thesis.
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6.3 The information finding questions

The following section presents the analysis of the information finding question parts.
We performed descriptive statistics on each individual question and on combined
parts, followed by t-tests to determine whether there was any difference in mean
score between the groups. Full results of the descriptive statistics and t-tests can be
found in Appendix F.2.

A t-test can either assume equal or unequal variances, and we therefore performed
preliminary tests for the equality of variances (F-test) on all sample data before
conducting the t-tests. If the measured P-value is less than the significant value («
= 0.05) the samples are assumed to be unequal.

We will present the result from each t-test on the following format:

e (There were no significant / There were significant) differences between the
mean scores for Group A (Mean (M), Standard Deviation (SD, Subjects (N)
and group B (M), (SD), (N)) in the (Internet/laboratory experiment), with
t(degreesoffreedom) = t-stat, p = p—Value (Oé = X).

The group names will some places be shortened to NL (Nutrition Label) and PT
(Privacy Table), and used as: (NL: M, SD, N / PT: M, SD, N)

which equals:

(Nutrition Label: Mean, Standard Deviation, Subjects / Privacy Table:
Mean, Standard Deviation, Subjects)

« indicates the critical value, which was set to 0.05 for all t-tests. We will categorize
the findings in the following three categories based on the p-value:

e P<0.05 - Significant finding
e 0,05<P<0.20 - Near-significant finding
e 0.20<P<0.30 - An indication that there might be a difference in means

We emphasize again that we use these terms with the purpose to describe the result
of the t-test, and that all findings should be regarded as indications due to the
uncertainty regarding the t-test assumptions.

6.3.1 Overall accuracy results

To get an overview of the performance in the information finding questions, we
measured the average score for each format. Each participant answered a total of
17 information finding questions (part 1.1, 1.2 and 2.1) and was scored on a scale
from 0 to 17 based on the number of correct answers.
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The resulting data is presented

in the box-and-whisker diagram " 1 1
in figure 6.4 and the mean | g ™
scores for both groups in each £ 127
experiment are also given in the g 10
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ternet experiment. Figure 6.4: Box and whisker plot for the infor-
mation finding parts

Mean participant scores for Part 1.1, 1.2 and 2.1 Combined (question 1-12 and 19-23)

Figure 6.5: Mean scores for all parts

The overall result from the laboratory experiment was that we found no significant
difference between the mean score for the Nutrition Label group (M = 12.5,5D =
3.251, N = 8) and the Privacy Table group (M = 11.29,SD = 2.289, N = 7) using
the two-sample t-test for equal variances, t(13) = 0.824,p = 0.425 (o = 0.05). Based
on the result from the preliminary test for the equality of variances (F' = 2,018, P =
0,205) we assumed equal variance in the t-test.

For the Internet experiment, the result were similar with no significant difference
between the mean score for the Nutrition Label group (M = 10.25, SD = 2.379, N =
12) and the Privacy Table group (M = 10.75,SD = 3.864, N = 12) using the two-
sample t-test for equal variances, t(29) = —0.382,p = 0.706 (v = 0.05). We again
assumed equal variances based on the initial F-test (F' = 0.379, P = 0,061).

We therefore reject hypothesis H1.
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Mean participant scores for Part 1.1 (question 1-6)

1 2 3 4 5 6

Figure 6.6: Mean scores for - Part 1.1
6.3.2 Part 1.1

6.3.2.1 Overall mean scores

As seen in figure 6.6, the Nutrition Label group scored averagely better in both the
laboratory and the Internet experiment on the simple information finding questions.
To see whether there was any significant difference between the mean scores, we
performed a two-sample t-test on each experiment data set for this question. The
preliminary F-test indicated that the variances of the two groups in the Laboratory
were not significantly different (F' = 0.875, P = 0.427), nor were the variances of
the two groups in the Internet experiment (F' = 0,419,p = 0,083). We therefore
conducted two-sample t-tests that assumed equal variances.

For the laboratory experiment, we found a near-significant difference between the
mean score for the Nutrition Label group (M = 5.25,SD : 0.707, N = 8) and the
Privacy Table group (M = 4.71,SD = 0.756, N = 7) using the two-sample t-test
for equal variances, ¢(13y = 1,418,p = 0.180 (o = 0.05).

For the Internet experiment, we found no significant difference between the Nutrition
Label group (M = 4.67,SD : 0.888, N = 12) and the Privacy Table group (M =
4.33,SD = 1.371, N = 12) with t(59)) = 0.707,p = 0.487 (o = 0.05).

6.3.2.2 Question analysis

As seen in figure 6.7, all participants in the laboratory experiment answered cor-
rectly on the three first simple information questions. These questions, in addition to
question 5 were on the form “Does the policy Acme to collect <information type>"
and were regarded as the least challenging tasks. While there were a overall dif-
ference between the results from the laboratory and the Internet experiments (The
laboratory participants scored an average 97% on question 1,2,3 and, 5, compared
to 82% correct answers in the Internet experiment), the two formats scored similarly
on these questions.

Question 4 and 6 in part 1.1 was more advanced, and also asked whether the col-
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Figure 6.7: Results from information finding questions 1-6

lected information would be used for any purpose. Question 4 asked whether “the
policy allow Acme to use information about your gender for marketing purposes”,
which only 29% (Laboratory experiment) and 42% (Internet experiment) of the par-
ticipants using the Privacy Table answered correctly. The Nutrition Label scored
higher on this, with 50% correct answers in the laboratory experiment and 58% in
the Internet experiment.

On question 6, “Does the policy allow Acme to use your information to improve their
website?” the laboratory experiment group using the Nutrition Label also scored
averagely highest (88%). The Internet group using the same Nutrition Label did
however score lower (75%), with both Privacy Table groups below that score (57%
correct answers in the laboratory, and 67% correct in the Internet experiment).

6.3.2.3 Internet vs. laboratory results

As mentioned above, we noticed a clear difference between the participants in the
Internet group compared to the participants from the Laboratory group on the sim-
ple information finding questions 1,2,3 and 5. We therefore scored the participants
0-4 points depending on correct answers in these questions, and combined the sam-
ples for both groups in each experiment. We then performed a t-test to see whether
the mean score for the Internet participants were significantly different from the
laboratory participant score.
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The initial test for the equality of variances indicated that the samples were signifi-
cantly different (F' = 0,168, P = 0,0006) and we therefore assumed unequal variance
in the t-test. We found a significant difference between the mean score for the par-
ticipants in the Laboratory experiment (M = 3.87, 5D = 0.352, N = 15) compared
to the participants in the Internet experiment (M = 3.29,SD = 0.859, N = 24)
on question 1,2,3 and 5 using a two-sample t-test for unequal variances, t(33) =
2,9125,p = 0.0064 (o = 0.05).

By conducting a similar t-test based on the scores in question 1-6, we found a
near-significant difference between the mean scores (Laboratory: M = 5.00,SD =
0.756, N = 15 / Internet: M = 4.50,SD = 1.142, N = 24) on part 1.2 using a
two-sample t-test for equal variances, t(37) = 1.644,p = 0.142 (o = 0.05). (The
initial test for the equality of variances assumed equality, F' = 0,438, P = 0,056).

6.3.3 Part 1.2

6.3.3.1 Overall mean scores

Mean participant scores for Part 1.2 (question 7-12)

1 2 3 4 5 6

L L | L | L L L |

Nutrition L - Lab

Privacy T - Inet

Figure 6.8: Mean scores for - Part 1.2

As for part 1.1, the Nutrition Label group in the laboratory experiment had the
highest mean score (mean = 3.5 = 58% correct answers) for the hard information
finding questions. The Privacy Table group had a mean score of 2.57 (43% correct
answers) in the same experiment. Slightly lower scores was observed in the Internet
experiment with 38% correct answers for the Nutrition Label group (mean = 2.67)
and 39% for the Privacy Table group (mean = 2.75).

As for part 1.1, we performed two two-sampled t-tests to see whether there were
any significant differences between the mean scores for the groups. The initial F-
test (equality of variances) indicated that the variances of the two groups in the
Laboratory experiment were not significantly different (F = 1.111, P = 0.457),
while the variances of the two groups in the Internet experiment were significantly
different (F' = 0.177, P = 0.004). We therefore assumed equal variance in the
laboratory data, and unequal variance on the Internet data.

For the laboratory experiment, we found a near-significant difference between the
mean score for the Nutrition Label group (M = 3.5,SD = 1.195, N = 8) and the
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Privacy Table group (M = 2.57,SD = 1.134, N = 7) using the two-sample t-test
for equal variances, t(13y = 1.537,p = 0.148 (a = 0.05).

For the Internet experiment, we found no significant difference between the mean
score for the Nutrition Label group (M = 2.67,SD = 0.651, N = 12) and the
Privacy Table group (M = 2.75,SD = 1.545, N = 12) with t15) = —0.172,p =
0.866 (v = 0.05).

6.3.3.2 Question analysis
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Nutrition Label
Privacy Table

Question

Figure 6.9: Results from information finding questions 7-13

The Nutrition Label group had 32% more correct answers than the Privacy Table
group on question 7 (“Does the policy allow Acme to share your personal information
on public forums?”) in the Laboratory experiment. The formulation of this question
was however a bit vague, as it was up to the respondent to interpret what “personal
information was”. If the respondent interpreted it as “preferences” or “activity on
this site” the natural answer to the question would be yes, while the correct answer
was no.

While the difference was less in question 8 (“Does the policy allow Acme to share
your mobile number with other companies?”) and 10 (“Does the policy allow Acme
to share your cookie information with other companies?”), the Nutrition Label group
in the laboratory experiment also had the highest average score on these question.
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The two groups in the Laboratory experiment scored similarly on question 7, 8 and
10.

Common for these questions was that they all asked whether the information would
be shared with any 3rd party. We performed a t-test (We assumed equal variance in
the t-test((F = 0.5, P = 0.193)) where we scored the participants 0-3 points based
on correct answers for these questions (7, 8 and 10), and found that the Nutrition
Label group (M = 2.5,SD = 0.756, N = 8) had a near-significant higher mean score
than the Privacy Table group (M = 1.86,SD = 1.069, N = 7) on question 7, 8 and
10 in the laboratory experiment, (f(13y = 1.36,p = 0.197 (a = 0.05)).

The Privacy Table groups had the highest average score on question 11 (“Will Acme
contact you with advertisements?”) in both experiments.

Two questions in this part, 9 and
12, had a particularly low score . Question 9
in both experiments. Question 9 :
asked whether “the policy allows
Acme to use your buying history |,
to design custom functionality |, |
targeted at you?”, with “No” as 20%
correct answer. Of a combined 39 | 10%

60%

50%

.

participants in both experiments, 0% ;

just 5 answered this question cor- Yes Yes,  Onlyifl| No [Thepolicy Idon't
K unless|  allow does not  know

rectly. As seen by the detailed tell them them to say

overview in figure 6.10, a major- not to

ity of the participants answered
“Yos” or “Yes. unless I tell them Figure 6.10: The response distribution for

not to” (Opt out). question 9. The green box indicates the correct
answer.

Question 12 scored even lower,

o Question 12 with only 2 out of 39 participants
60% answering correct. This ques-
50% | tion asked “ Does Acme give you
a0% | control regarding their sharing of
30% | your personal data?”, with “Only
20% | | | if T allow them to” (Opt in) as
10% - : _
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Figure 6.11: The response distribution for
question 12. The green box indicates the correct
answer.
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6.3.4 Part 2.1

6.3.4.1 Overall mean scores

Mean participant scores for Part 2.1 (question 19-23)

Figure 6.12: Mean scores for - Part 2.1

Moving to the comparison questions in part 2.1, the Privacy Table group performed
better than the Nutrition Label in both the laboratory experiment (PT:4.00 (80%
correct), NL: 3.75 (75%correct)) and in the internet experiment (PT: 3.67 (73%
correct), NL: 2.92 (58%correct)).

As for part 1, we performed two-sampled t-tests to see whether there were any
significant differences between the groups in part 2. The initial F-test (equality
of variances) indicated that the variances of the two groups was not significantly
different in neither the Laboratory experiment (F = 3.36, P = 0.08) nor in the
Internet experiment (F' = 1.33, P = 0.32). We therefore assumed equal variance in
both t-tests.

For the laboratory experiment, we found no significant difference between the mean
score for the Nutrition Label group (M = 3.75,SD = 1.832, N = 8) and the Privacy
Table group (M = 4.00,SD = 1.00, N = 7) using the two-sample t-test for equal
variances, t(13) = —0.321,p = 0.754 (o = 0.05).

While we found no significant differences between the mean scores in the Internet
experiment, there were indications that the Privacy Table group (M = 3.67,SD =
1.497, N = 12) had a higher mean score than the Nutrition Label group (M =
2.92,SD = 1.730, N = 12), with t(99) = —1.136,p = 0.268(a = 0.05).

6.3.4.2 Question analysis

The Privacy Table and the Nutrition Label group scored more or less similar across
all questions in the laboratory experiment. The Privacy Table scored around 10%
better than the Nutrition Label on question 19, 20 and 22, while the Nutrition Label
was marginally better in question 21 and 23.

The results were more varying in the internet experiment. With the exception of
question 19 where the Privacy Table group had 41% more correct answers on average
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Figure 6.13: Results from information finding questions 19-23

than the Nutrition Label, the findings from the Internet experiment contradicted
the results from the laboratory experiment (i.e. on questions where the Nutrition
Label group performed best in the laboratory experiment, the Privacy Table group
scored best in the Internet experiment and vice versa). The Nutrition Label group
performed better than the Privacy Table in question 20; while the Privacy Table
group performed best in question 19, 21 and 23.

An interesting finding in part 2.2 was the result from question 19 (“Both Acme and
Bell lets you control whether non-sensitive information (such as name and address)
is shared with other companies”) and question 22 (“By default, Bell can share your
history of purchased items with other companies, but Acme cannot”). As mentioned
in section 6.3.3, the Nutrition Label group scored higher on all questions regarding
how information was shared with 3rd parties. This finding is contradicted by the
results from question 19 and 22, where the Privacy Table groups scored better in
both experiments.
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6.4 The likeability questions

To get an overview of how en-

joyable the participants found X

each format, we summarized o as

the mean score for the 5- 2 \

point likeability questions. The ¢ .

likert-scale ranged from “Strongly | §

disagree”, which was weighted g ’ iﬁiﬁ
1, to “Strongly agree” which | 8 i 1
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other words, for these ques- '
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cate satisfaction with the for- ey by e e

mat and a low score indicate

dis-satisfaction.
Figure 6.14: Box and whisker plot for the like-
As question 14 was negatively ability parts

posed (“I had problems finding

the information I was looking

for in Acmes policy”), we inverted the results for this question (e.g. a “Strongly
agree” (b) was converted to a “Strongly disagree” (1).) The box-and-whisker dia-
gram in figure 6.14 presents the overall statistics for the mean scores of all questions
in part 1.3 and 2.2.

Given question 18 and 28 was custom designed to measure the effect symbols and
colors had in the design, and a high or low agreement would not indicate a general
likeability to the format, these questions were excluded from further calculations on
the overall statistics. Table 6.2 summarizes the means for each format in the single
policy questions (1.3) and in the comparison questions (2.2), as well as aggregate
results for both parts, excluding question 18 and 28.

Extended results for the descriptive statistics and the t-tests can be found in ap-
pendix F.3.

Laboratory experiment Internet experiment

Nutrition Privacy Nutrition Privacy
Part Label Table Label Table
1.3 3.45 3.49 2.48 3.17
2.2 3.72 3.32 3.10 3.31
Aggr. 3.57 3.41 2.76 3.23

Table 6.2: Mean enjoyability scores on a 5-point likert scale (ranged from “Strongly
disagree” =1 to “Strongly agree”=5) for single policy questions (Part1.3) and com-
parison questions (part 2.2), as well as aggregate results for both parts.

We averaged the likeability scores for each participant and performed two-sample
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t-test with unequal sample sizes (equal for the Internet experiment) for the same
data categories as shown in table 6.2. I.e. we performed a total of six t-tests: two
t-tests per question part (1.3, 2.2 and combined), one for each experiment.

6.4.1 Overall results

Preliminary tests for the equality of variances (F-tests) indicated that the variances
between all groups were assumed to be equal ? (P-values above 0,05 indicates equal
variances). Therefore, two-sample t-tests that assumed equal variances were per-
formed on the sample data.

The overall score for both question parts combined (1.3 and 2.2) in the laboratory
experiment was that there were no significant difference between the mean scores
for the Nutrition Label group (M = 3.57,SD = 0.947, N = 72) and the Privacy
Table group (M = 3.41,SD = 1.116, N = 63), with t(13) = 0.763,p = 0.475 (o =
0.05).

For the same combined parts in the Internet experiment, the Privacy Table (M =
3.23,SD = 1.001, N = 108) mean was near-significantly higher than the Nutrition
Label (M = 2.76,SD = 1.135, N = 108) with {32y = —1.469,p = 0.156 (o = 0.05).

We therefore reject hypothesis H3.

As seen in table 6.2, the two formats had similar mean-values on the likert-questions
in part 1.3 in the laboratory experiment. The t-test showed that there were no
significant difference between the mean for the two groups (NL: M = 3.45,5D =
0.959, N =40 / PT: M =3.49,5SD : 1.121, N = 35), with t(13y = —0.110,p = 0.914
(o = 0.05).

For the Internet experiment, the Privacy Table scored almost a three quarter point
higher on the likert-scale than the Nutrition Label in part 1.3. The result from the
t-test showed that the Privacy Table (M = 3.17,5D = 1.044, N = 60) was near-
significantly more liked than the Nutrition Label (M = 2.48,SD = 1.157, N = 60)
with £(22) = —1.879,p = 0.074 (o = 0.05).

There were no overall significant differences in part 2.2, with the Nutrition Label
group mean higher in the laboratory experiment (NL: 3.72, PT: 3.32), and the
Privacy Table group mean higher in the internet experiment (NL: 3.10, PT: 3.31).
Details of these two t-tests, in addition to full results for the other t-tests and
descriptive statistics for each question can be found in section F.3 in appendix F.

2(Part 1.3: P = 0,328 (Laboratory) and P = 0,473 (Internet), Part 2.2: P = 0,061 (Laboratory)
and P = 0,382 (Internet), Combined: P = 0,393 (Laboratory) and P = 0,374 (Internet).
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6.4.2 Part 1.3

The following section describes the findings from the analysis of part 1.3 in detail.
Only the main findings are presented here, and the detailed results from the t-tests
can be found in table F.6 in appendix F.3. Descriptive statistics for this part can
be found in table F.3 (laboratory experiment) and table F.4 (Internet experiment)
in appendix F.3. The scale values used in the figures corresponds to the following
likert scale:

. - Strongly Disagree

. - Disagree

. - Neither agree nor disagree
. - Agree

. - Strongly agree

Ol > W N~

6.4.2.1 Question 13

13. | feel that Acme’s privacy practices are explained thoroughly in the privacy
policy | read
0 0,5 1 1,5 2 2,5 3 3,5 4 4,5 5

! ] Il ] ] ] ] ] Il Il ]

Nutrition L - Lab

Figure 6.15: Mean scores for question 13 - Part 1.3

Question 13 was reused from the Kelley et al. [2009] study and designed to test
whether the participants believed their privacy practices were well displayed in the
policy. While the group using the Nutrition Label in the laboratory experiment had
a higher degree of agreement to this statement, the results were contradictionary in
the internet experiment where the Privacy Table group agreed more.

A interesting finding from the laboratory experiment was that all participants in
both groups either disagreed or agreed to this question. Six participants agreed and
two disagreed from the Nutrition Label group (median = 4, mode = 4), compared to
three participants agreeing and four disagreeing in the Privacy Table group (median
= 2, mode = 2). The results were more varied in the internet experiment with both
formats having a value of 3 (neutral) as median and mode.

We found an indication but no statistical evidence for that the mean likeability for
the Nutrition Label group (M = 3.5, 5D = 0.926N = 8) was higher than the Privacy
Table group mean (M = 2.86,SD = 1.069N = 7) in the laboratory experiment for
this question, with #(15-1.249,p = 0.234 (o = 0.05).
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The findings from the Internet experiment were contradictionary to those above, as
it showed that the Privacy Table group (M = 3.42,SD = 0.996, N = 12) had a
near significantly higher mean than the Nutrition Label group (M = 2.83,SD =
0.937, N = 12 with t(29) = —=1.477,p = 0.154 (o = 0.05).

6.4.2.2 Question 14

14. | had problems finding the information | was looking for in Acmes policy

Figure 6.16: Mean scores for question 14 - Part 1.3

Question 14 was a modified version of a question from the Kelley et al. [2009] study
(the original was “It was hard to find information in Acme’s policy”), and was
designed to rate the difficulty the participants had in finding information in the
policy. As this was the only question which was negatively posed, the results were
inverted in the overall statistics as described in section 6.4. Figure 6.16 presents the
non-inverted results for this question.

There were no significant difference between the mean scores for the Nutrition Label
group (M = 2.5,5D = 0.926, N = 8) and the Privacy Table group (M = 2.57,5D =
1.134N = 7) in the laboratory experiment for this question, with ¢(13) = —0.134,p =
0.895 (v = 0.05).

The Nutrition Label group (M = 3.58,SD = 1.045N = 12) had a higher degree of
agreement to question 14 in the Internet experiment compared to the Nutrition Label
group (M = 3,5D = 0.9962N = 8) and we found that the NL group had a near-
significantly higher mean score than the PT group, with #(9) = 1.402,p = 0.175
(a = 0.05). 58% of the participants using the Nutrition Label in the Internet
experiment agreed or strongly agreed to this statement (compared to 42% agreeing
in the Privacy Table group), while 33% of the participants using the Privacy Table
disagreed or strongly disagreed (compared to 16% of the Nutrition Label group) in
the same experiment.
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6.4.2.3 Question 15

15. | feel secure about sharing my personal information with Acme after viewing
their privacy practices

0 0,5 1 1,5 2 2,5 3 3,5 4 4,5 5
]
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Figure 6.17: Mean scores for question 15 - Part 1.3

Question 15 was reused from the Kelley et al. [2009] study and designed to capture
the participant’s reaction to the actual content of the privacy policy they read.
As for question 13, the results in question 14 were also contradictionary. While
the group using the Nutrition Label in the laboratory experiment (M = 3,SD =
0.926, N = 8) agreed more to this statement than the group using the Privacy
Table (M = 2.71,SD = 0.951, N = 7), there were no significant differences with
tas) = 0.589,p = 0.566 (a = 0.05).

For the Internet experiment we found near-significant differences between the mean
scores for the Nutrition Label group (M = 2.17,SD = 1.267TN = 12) and the
Privacy Table group (M = 3.08,SD = 1.083,N = 12) for this question, with
t22) = —1.904,p = 0.070 (o = 0.05). 42% of the participants using the Nutrition
Label in the Internet experiment disagreed strongly to this statement (median = 2,
mode = 1), compared to none in the Privacy Table group (median = 3, mode = 3).

6.4.2.4 Question 16

16. When I first looked at Acme’s policy, it was easy to understand what
information they will collect from me

0 0,5 1 1,5 2 2,5 3 3,5 4 4,5 5
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Privacy T - Internet 3,00 |

Figure 6.18: Mean scores for question 16 - Part 1.3

Question 16 was designed to capture the participant’s first impression of the label, to
see how a first-time user would handle the format. The Privacy Table scored highest
in both experiments for this question. In the laboratory experiment, a majority of
the participants using the Privacy Table agreed to this statement (median = 4,
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mode = 4) while the Nutrition Label scored lower (median = 3,5, mode = 2). There
were however no significant differences between the mean scores for the groups (NL:
M =3558D=1.195N =8 /PT: M = 3.86,SD = 0.900, N = 7) in the laboratory
experiment for this question, with 13y = —0.645,p = 0.530 (o = 0.05).

For the Internet experiment, the Privacy Table group (median = 3, mode = 3) had
a higher mean than the Nutrition Label group (median = 2, mode = 1), where
60% of the participants from the latter group disagreed or disagreed strongly to
this question. We found an indication, but no statistical evidence for that the
mean score for the Privacy Table group (M = 3.00,SD = 1.044, N = 12)was
higher than for the Nutrition Label group (M = 2.42,SD = 1.379, N = 12), with
t(22) = —1.168,p = 0.255 (o = 0.05).

6.4.2.5 Question 17

17.  If all privacy policies looked just like this | would be more likely to read them

Figure 6.19: Mean scores for question 17 - Part 1.3

Question 17 was reused from the Kelley et al. [2009] study and designed to capture
whether the proposed label would encourage more people to read policies. We
found significant differences between the mean scores for the Nutrition Label group
(M = 3.75,SD = 0.886, N = 8) and the Privacy Table group (M = 4.57,SD =
0.535, N = 7) in the laboratory experiment with 13y = —2.203,p = 0.048 (a =
0.05). A mean of 4.57 for the Privacy Table group in the laboratory experiment was
the highest measured value for the likeability-questions, with all participants either
agreeing or strongly agreeing (median = 5, mode = 5). The Nutrition Label group
had more varied results, with the majority of participants agreeing to question 17
(median = 4, mode = 4).

We also found near significant differences between the mean scores for the two groups
(NL: M =2.58,SD = 1.240,N =12 / PT: M = 3.33,SD = 1.155, N = 12) in the
Internet experiment, with t(22) = —1.533,p = 0.139 (a = 0.05). Both formats had
lower mean-values in the Internet experiment, with the Nutrition Label group half
a point below the neutral value (3), and the Privacy Table half a point above.
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18.  The use of symbols (e.g. icons, characters or colors) in Acmes policy made it
confusing to understand how the information they collect will be used
0 0,5 1 1,5 2 2,5 3 3,5 4 4,5 5

Figure 6.20: Mean scores for question 18 - Part 1.3
6.4.2.6 Question 18

Question 18 was custom designed measure whether the use of symbols in the policy
was helping or confusing the participants in the information finding tasks. The ques-
tion was negatively posed and the mean value for both formats in both experiments
came between 2.5 and 3 on the likert-scale.

There were no significant differences between the mean scores for the two groups
(NL: M = 25,SD = 0.756, N = 8 / PT: M = 2.57,SD = 1.397,N = 7) in
the laboratory experiment for this question, with 13y = —0.126,p = 0.902 (a =
0.05), nor in the internet experiment (NL: M = 2.83,SD = 0.1.030, N = 12 / PT:
M =2.66,5D = 0.9847, N = 12), with t(29) = 0.405,p = 0.689 (a = 0.05).

6.4.3 Part 2.2

The following section describes the findings from the analysis of part 2.2 in detail.
As with part 1.3, only the main findings are presented here, and the detailed re-
sults can be found in in Appendix F.3. (t-tests: table F.7, descriptive statistics:
table F.3(Lab) and (table F.4 (Internet)) The likert scale for part 2.2 was the same
as in part 1.3 and its values corresponds to the same degrees of agreement.

6.4.3.1 Question 24

Question 24 was reused from the Kelley et al. [2009] study and measured whether
the participant found the comparison task easy to do.

The Nutrition Label group (M = 4.13,SD = 0.834, N = 8) had a mean value half
a point higher than the Privacy Table group (M = 3.57,5SD = 0.976, N = 7) in
the laboratory experiment on this question, and we found indications for, but no
statistical evidence, that the means could be different with £(13) = 1.185,p = 0.257
(v = 0.05).

The two groups (NL: M=3.33, SD=1.155, N=12 / PT: M=3.25, SD=0.965, N=12)
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24. | found comparing two policies an easy task to do

Figure 6.21: Mean scores for question 24 - Part 2.2

had similar means on the internet experiment, with ¢y = 0.192,p = 0.850 (o =
0.05). The mode value was 4 for both groups in both experiments, showing that
most participants agreed to finding the comparison task easy.

6.4.3.2 Question 25

25.  If all policies looked like this | would compare privacy practices across
websites more often

0 0,5 1 15 2 2,5 3 3,5 4 4,5 5

Nutrition L - Lab

Privacy T - Internet

Figure 6.22: Mean scores for question 25 - Part 2.2

Question 25 was designed to test whether the policy format would motivate for a
more frequent comparison of privacy practices across sites. This question closely
resembled question 17 from the single policy likeability part, which asked whether
the format would motivate the participants or read policies more often. While the
Privacy Table group scored higher than the Nutrition Label in both experiments on
question 25, the results were not significant as for question 17.

While the Privacy Table group (M = 3.71,SD = 0.951, N = 7) had a higher
mean score than the Nutrition Label group (M = 3.5,SD = 0.926, N = 8) in the
Laboratory experiment, we found no significant difference between the means, with
t(13) = —0.442,p = 0.666 (o = 0.05).

The Privacy Table group (M = 3.5,SD = 1.000, N = 12) also had a higher mean
than the Nutrition Label group (M = 3.08,SD = 0.793, N = 12) in the Internet
experiment, and while we found indications for that the difference in means could
be different, there was no statistical evidence: t(92) = —1.131,p = 0.270 (av = 0.05).
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6.4.3.3 Question 26

26. It was easy to keep control of what the different symbols (e.g. icons,
characters or colors) in the policy stood for

0 0,5 1 15 2 2,5 3 3,5 4 4,5 5

Nutrition L - Lab

Privacy T - Internet

Figure 6.23: Mean scores for question 26 - Part 2.2

Question 26 was designed to test whether the participants found it easy to keep
control of the symbols in the policies during the comparison experience. The purpose
of the question was to see whether the reduced use of symbols in the Privacy Table
would have any effect. As seen in figure 6.23, the mean score of the Privacy Table
groups were similar in both experiments, while the Nutrition Label groups differed
by over a point on the likert-scale across the experiments. All participants using the
Nutrition Label in the laboratory experiment were either neutral or agreed to some
degree to this statement (median =4, mode = 3), while just 16% of the Nutrition
Label group agreed or strongly agreed in Internet experiment (median = 3, mode
= 3). The corresponding median and mode values for the Privacy Table group were
similar, with the exception of a mode value of 4 in the laboratory experiment (71%
agreed while 29% disagreed or strongly disagreed).

While the Nutrition Label group (M = 3.88,SD = 0.835, N = 8) had a higher mean
than the Privacy Table group (M = 3.29,SD = 1.254, N = 7) in the laboratory
experiment, there was no significant difference between the groups with #(;3) =
1.085,p = 0.297 (o = 0.05). For the Internet experiment, the Privacy Table group
(M = 3.33,SD = 0.888, N = 12) had a higher mean than the Nutrition Label group
(M =2.83,SD = 1.030, N = 12), and while there was indications for a difference in
means, the t-test gave no statistical evidence t(32) = —1.274,p = 0.216 (a = 0.05).
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6.4.3.4 Question 27

27. | feel that these policies would cover most of the privacy concerns | would
have if | were to sign up for Acme or Bell in real life

0 0,5 1 1,5 2 2,5 3 3,5 4 4,5 5
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Privacy T - Internet

Figure 6.24: Mean scores for question 27 - Part 2.2

Question 27 was designed to test whether the respondent felt that the content of
the policy format covered his or hers privacy concerns if he/she was to sign up for
Acme or Bell in real life. Given the content of the policies were the same, similar
results were expected in this question. The equal mean score of the two groups
(NL: M =3.17,SD = 1.115,N =12 / PT: M = 3.17,SD = 1.030, N = 12) in the
internet experiment demonstrated this expectation with ¢(22) = 0.000, p = 1.000 («
= 0.05). While the mean scores were similar in the Internet experiment, an detailed
analysis of the results showed that a majority of the respondents in the Nutrition
Label group agreed to this statement (mean = 4, mode = 4), while a majority of
the Privacy Table group respondents were neutral (median = 3, mode = 3).

The differences were bigger in in the laboratory experiment, where a majority of
the respondents (57%) in the Privacy Table group (M = 2.71,SD = 1.124,N = T7)
disagreed to some degree to this question, while the majority of respondents in the
Nutrition Label group (M = 3.38,SD = 1.061, N = 8) agreed. While there was
an indication for a difference in mean between the groups, the t-test showed no
significant differences with ¢(13y = 1.107,p = 0.289 (a = 0.05).

6.4.3.5 Question 28

28. | would feel more confident in understanding the privacy practices of Acme or Bell if
the policies had more text and less symbols (e.g. icons, characters or colors).

0 0,5 1 1,5 2 2,5 3 3,5 4 4,5 5

Nutrition L - Lab

Privacy T - Internet

Figure 6.25: Mean scores for question 28 - Part 2.2
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The final question, question 28, was designed to test whether the respondent would
prefer more text and less use of symbols in the policy. The motivation behind asking
this was to see whether the reduced use of symbols and a higher emphasis on the
textual content would have any effect. It is important to highlight that the Privacy
Table and the Nutrition Label had identical textual content.

No participants using the Privacy Table group (M = 2.29,SD = 0.756, N = 7)
in the laboratory experiment agreed to this statement, with a majority (57%) dis-
agreeing (43%) or strongly disagreeing (14%). The results from the Nutrition Label
group (M = 2.883,SD = 1.126, N = 8) in the same experiment were different, with
equal distribution between agreeing (38%) or disagreeing (to some degree) (38%).
While there was an indication for a difference between the means of the two groups,
the t-test found no significant difference with ¢(13y = 1.170,p = 0.263 (a = 0.05).

For the Internet experiment, we noticed a increased mean score for both groups. We
found near significant difference between the mean score of the Privacy Table group
(M =3.00,SD = 1.279, N = 12) and the Nutrition Label group (M = 3.92,5D =
1.240, N = 12) with t(92) = 1.782,p = 0.089 (o = 0.05).

The Nutrition Label group had a consistent mean score in both experiments on
this question, with 42% strongly agreeing and 33% agreeing (median = 4, mode
= 5) indicating that they would prefer more text and less symbols in the policy.
The findings for the group using the Privacy Table were more equally distributed
across the scale (median = 3, mode = 2), with a majority disagreeing (33%) to the
statement.

28. | would feel more confident in understanding the privacy practices of Acme or Bell if
the policies had more text and less symbols (e.g. icons, characters or colors).

0 0,5 1 1,5 2 2,5 3 3,5 4 4,5 5
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Nutrition Label

Figure 6.26: Mean scores for combined data samples for question 28 - Part 2.2

We also performed a t-test on a combined sample-set from both experiments, as
seen in figure 6.26 (detailed t-test statistics in table F.7, appendix F.3). We found
near-significant difference in the mean score for the combined Nutrition Label group
(M = 3.5,5D = 1.277, N = 20) and the combined Privacy Table group (M =
2.74,SD = 1.147, N = 19) with t37) = 1.959,p = 0.058 (o = 0.05). The overall
statistics for the combined data set showed that a majority of the participants in
the Nutrition Label group agreed to the statement (median = 4, mode = 4), while
the majority in the Privacy Table group disagreed (median = 3, mode = 2).
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6.5 Timing Results

To measure the time spent on finding answers it the policies, we added time-blocks
before and after part 1 and 2 in the laboratory experiment. We averaged the mean
time across participants per part and performed t-tests to see whether there was
any significant difference between the mean scores. Full details regarding the t-tests
and descriptive statistics for the mean times can be found in appendix F.4.

Part 1 5.25 5.00
Part 2 2.00 3.00
Aggr. 3.86 4.00

Table 6.3: Mean time values measured in minutes for Part 1, 2, and both combined
in the laboratory experiment.

As seen in table 6.3, the Privacy Table group (M = 5.0,SD = 0.577,N = 7)
spent a quarter of a minute less time on average than the Nutrition Label group
(M = 5.25,SD = 2.188, N = 8)in part 1. Based on the preliminary F-test we
assumed unequal variances (F' = 14.35, P = 0.002), but did not find any significant
difference between the mean times for the groups, with ¢gy = 0.311,p = 0.764 (a =
0.05).

For part 2, the Nutrition Label group (M = 2.0,SD = 0.894, N = 7) spent around
a minute less than the Privacy Table group (M = 2.83,SD = 0.408, N = 6) on
average (The count(N) differ from part 1 as one participant in each group did not
write down the time for this part). Based on the preliminary F-test we assumed
equal variances (F' = 4.8, P = 0.055), and we found a near-significant difference
between the mean times for the groups, with ¢(19) = —2.076,p = 0.065 (o = 0.05).

For both parts combined, the two groups spent similar times on the tasks. Based
on the preliminary F-test we assumed unequal variances (F = 3.78, P = 0.014),
but did not find any significant difference between the mean times for the Nutrition
Label group (M = 3.86,SD = 2.381, N = 15) and the Privacy Table group (M =
4.00,SD = 1.225, N = 13), with t(29) = —0.198,p = 0.845 (av = 0.05).

We therefore reject hypothesis H2.
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6.6 Open end questions

To capture opinions regarding the questionnaire format and general opinions re-
garding the policy format, two open ended questions were added at the end of the
questionnaire. The first was “Do you have any comments or suggestions regard-
ing the privacy policy format?” and the second was “Do you have any feedback
regarding the format of this survey?”.

Common for both formats and both experiments was comments that the participants
did not understand what “demographic information” was. Several participants also
commented that they found the experiment useful and interesting to participate in.

6.6.1 Nutrition Label feedback

The main feedback regarding the Nutrition Label was that some participants in the
laboratory experiment wanted a better explanation of what the different informa-
tion categories contained. One participant commented that “Could use more details
on what info is contained in the information types. For example that financial in-
formation includes credit card number and such. Possibility of partial collection, ie
pharmacy stores prescriptions but not patient journals so some health info is stored.
No way of knowing what companies mean by “health info” “financial info” etc. *
while another noted that “There should be some examples for each type of informa-
tion which is collected, and for the ways of using/sharing the information. It might
not be clear which information goes to which category”

As explained in Chapter 4, we chose not to include the contextual information page
which was added to the latest version of the Nutrition Label in our experiment as
our focus was on the design of the label structure itself. The feedback mentioned
above does however indicate that the category definition part was a useful extension
of the Nutrition Label.

Another participant commented that the ”information sharing” part of the policy
was not good enough, and that there should be more categories for how informa-
tion could be shared. He stated confusion regarding that while information in the
Acme policy could be shared on public forums without any opt-out options, it was
necessary to opt-in for the same information to be shared to other companies. The
participant argued that if information is shared to public forums, it would also be
accessible by any company interested in acquiring it.

While this was a design flaw for the fictive Acme policy, the observations is important
because it indicates that the two sharing categories might be depending on each
other. While a policy might state that information is just shared to public forums,
it would also automatically be shared to any company visiting these forums.

The participants using the Nutrition Label in the Internet experiment did not pro-
vide any feedback on the policy format.
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6.6.2 Privacy Table feedback

6.6.2.1 Laboratory experiment

As mentioned in section 5.6.3 on page 97, several participants had problems un-
derstanding the opt-out/in system and the different symbols used in the laboratory
experiment version of the Privacy Table. One participant commented that “it should
be different symbols/colors on the opt-in an opt-out symbols and not just in the text
below the rows”, and another requested “better coloring of the dots, to distinguish
at a glance between opt in/out, yes/no”.

Some participants also reported confusion regarding the “do you have any choice
regarding the use of this information?” row that indicated opt-in / opt-out options.
On commented that it was “Very hard to understand the opt in/out choises. Hard
to understand what was default settings in the two different firms. Didnt feel like the
“choises” in the bottom had anything to do with each column. Hard to understand.
This is because of the thick line where the table ends.”

Based on the feedback, we did some design changes to the Privacy Table prior to
the Internet experiment. The details regarding the design changes were explained
in section 5.6.3 on page 97.

6.6.2.2 Internet experiment

While there was less reports on issues regarding the symbols in the Internet experi-
ment feedback, on participant commented that “The information along the x axis as
to policy (how we will use this information), would be better at the top of the table,
wm its own row. It seems unnecessary that I need to look at the top and bottom of
the table. If the policies are to be truly comparable, and “opt in” and "opt out” are
going to vary: I would prefer a separate symbol for “opt in” and another for ”opt
out”; alternatively I would expect "opt in” and "opt out” to be written in the table.”

Another respondents requested symbol legends: “One can never be certain of what
a symbol means without a legend. You asked questions about trust and certainty, but
without a legend that assures me that my interpretation of a symbol is the same as
its intended use, I will not trust it as an agreement. A blank must also be clearly
defined, if I am to trust that it means you will not be using the information”.
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6.7 Key findings

The following section summarizes the most important findings from the information
finding and likeability questions. The results are summarized in tables where each
row represents a part or a question as seen in figure 6.27. Each row contains the
mean scores for the NL (Nutrition Label) group and the PT (Privacy Table) group
from both experiments, in addition to the p-value from the t-test. Green colored
cells indicates a significant finding (p<0.05), yellow cells indicates a near-significant
findning (p<0.20) and orange cells indicates a indication for difference between the
mean scores (p<0.30). Significant and near-significant findings are described textu-
ally below each table.

Privacy Table
group

t-test

Result of the t-test
p-value

(0,27) performed on
the mean score for the
Nutrition Label (NL)
and the Privacy Table
group (PT) in part 2.2
for the Laboratory
experiment.

Nutrition Label
group
Laboratory experiment
results for part 2.2

e

Part 2.2 (24-27 combined)

Internet experiment
results for part 2.2

Mean score for the Privacy
Table group in the Internet

The cell color indicates
whether the result was
significant (green), near-
significant (yellow) or
an indication (orange).

experiment (3,31)

Figure 6.27: Explanation of key findings table

6.7.1 Information finding parts
Overall NL PT P
Part 1.1 Lab 5,25 4,71 0,180
Int 4,67 4,33 0487
Part 1.2 Lab 3,6 2,57 0,148
Int 2,67 2,75 0,866
Part 1.2 - Lab 25 186 0,197
Question 7, 8 and 10 Int 2,17 1,92 0,568
Part 2.1 Lab 3,75 4 0,764
Int 292 [ 3,67 0,268
Part 1.1, 1.2 and 2.1 Lab 125 11,29 0,425
Int 10,25 10,75 0,706

Table 6.4: Key findings in the information finding parts

The Nutrition Label group (mean = 5.25) in the laboratory experiment had a near-
significant higher mean score than the Privacy Table group (mean = 4.71) in part
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1.1.

The Nutrition Label group (mean = 3.5) in the laboratory experiment had a near-
significant higher mean score than the Privacy Table group (mean = 2.57) in part
1.2.

The Nutrition Label group (mean = 2.5) in the laboratory experiment had a near-
significant higher mean score than the Privacy Table group (mean = 1.86) for ques-
tion 7, 8 and 10 in part 1.2. These questions all asked whether the collected infor-
mation would be shared with any 3rd party.

(t(13) = 1.36p = 0.197)

We also found that only 5 out of a combined 39 participants for both experiments
answered question 9 in part 1.2 correctly, and only 2 out of 39 answered question
12 in the same part correctly. Question 9 asked whether "the policy allow Acme
to use your buying history to design custom functionality targeted at you?”, while
question 12 asked whether ” Acme give you control regarding their sharing of your
personal data?”.

In part 2.1, the Privacy Table group had a higher mean score than the Nutrition
Label group in both experiments. While we found no indications for any significant
difference between the mean scores in the laboratory experiment (NL mean= 3.75,
PT mean = 4.00), there was indications that the Privacy Table group (mean =
3.67) had a higher mean score than the Nutrition Label group (mean = 2.92) in the
Internet experiment.

The Nutrition Label group (mean = 12.5) performed better than the Privacy Table
group (mean = 11.29) in the laboratory experiment, but there were no indications of
any significant difference between the mean scores. The results were opposite in the
Internet experiment with the Privacy Table group (mean = 10.75) scoring higher
than the Nutrition Label group (mean = 10.25), but again we found no indications
of any significant difference between the means.

Part 1.1: Laboratory Internet P
Question 1,2,3,5 3,87 3,29 0,006
Question 1-6 ) 4.5 0,142

Table 6.5: Combined results (NL+PT) for each experiment

By combining the means for the two groups in each experiments, we found that the
laboratory experiment participants (mean = 5.0) had a near-significant higher mean
score ((t(37) = 1.644, p = 0.142) than the internet experiment participants (mean =
4.5) in part 1.1. We also found that the laboratory experiment participants (mean
= 3.87) had a significant higher mean score (t(33) = 2.913, p = 0.0064) than the
Internet experiment participants (mean = 3,29) on question 1,2,3 and 5, which was
the simplest information finding questions.
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6.7.2 Likeability question parts

Overall NL PT P

Part 1.3 (13-17 combined) Lab 345 3,49 0,914
Int 248 3,17 0,074

Part 2.2 (24-27 combined) Lab | 3,72 3,32 | 0,27

Int 3,1 3,31 0,535
Part1.3 + 2.2 (13-17 and 24-27 combined) Lab 3,57 3,41 0,475
Int 2,76 3,32 0,156

Table 6.6: Key findings in the likeability question parts

The Privacy Table group (mean = 3.17) in the Internet experiment had a near-
significant higher mean likeability than the Nutrition Label group (mean = 2.48) in
part 1.3 (except question 18) .

The Privacy Table group (mean = 3.57) in the Internet experiment had a near-
significant higher mean likeability than the Nutrition Label group (mean = 2.76) in
part 1.3 and 2.2 combined (except question 18 and 28)

Part 1.3: NL PT P

13. I feel that Acmes privacy practices are explained Lab | 3,5 2286 [ 0,234
thoroughly in the privacy policy I read Int 283 3,42 0,154
14. T had problems finding the information I was Lab 2,5 257 0,895
looking for in Acmes policy Int 3,58 3 0,175
15. T feel secure about sharing my personal infor- Lab 3 2,71 0,566

mation with Acme after viewing their privacy practices Int 2,17 3,08 0,07

16. When I first looked at Acmes policy, it was easy to Lab 3,5 3,86 0,53

understand what information they will collect from me Int 242 3 0,255

17. If all privacy policies looked just like this I would be Lab 3,75 = 467 0,048

more likely to read them Int 258 3,33 0,139

18. The use of symbols (e.g. icons, characters or colors)  Lab 25 2,57 0,902

in Acmes policy made it confusing to understand how Int 283 2,67 0,689

the information they collect will be used

Table 6.7: Key findings in likeability part 1.3

The Privacy Table group (mean = 3.42) in the Internet experiment agreed more to
feeling that Acmes privacy practices were explained thoroughly in the policy than
the Nutrition Label group (mean = 2.83).

(Question 13, near significant, t(29) = —1.477,p = 0.154).

The Nutrition Label group (mean = 3.58) in the Internet experiment agreed more
to having problems finding information in the policy than the Privacy Table group
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(mean = 3).
(Question 14, near significant, t(99) = 1.402,p = 0.175)

The Privacy Table group (mean = 3.08) in the Internet experiment agreed more to
feeling secure about sharing their personal information after reading the policy than
the Nutrition Label group (mean = 2.17).

(Question 15, near significant, t(o9) = —1.904,p = 0.07)

The Privacy Table group (mean = 4.57) in the Laboratory experiment agreed more
to that they would read policies more often if they looked like this, than the Nutrition
Label group (mean = 3.75).

(Question 17, significant, ¢(13) = —2.203,p = 0.048)

The Privacy Table group (mean 3.33) in the Internet experiment also agreed more to
that they would read policies more often if they looked like this, than the Nutrition
Label group (mean = 2.58).

(Question 17, near significant, t(99) = —1.533,p = 0.139)

Part 2.2: NL PT P
24. T found comparing two policies an easy task to do Lab 4,13 | 3,57 | 0,257
Int 333 325 085
25. If all policies looked like this I would compare Lab 3,5 3,71 0,666
privacy practices across websites more often Int 3,08 3,50 0,27
26. It was easy to keep control of what the different Lab | 3,88 | 3,29 | 0,297
symbols (e.g. icons/colors) in the policy stood for Int 283 [ 3,33 0,216
27. 1 feel that these policies would cover most of the Lab | 3,38 2,71 [ 0,289
privacy concerns I would have if I were to sign up for .. Int 3,17 3,17 1
28. T would feel more confident in understanding the Lab | 2,88 2,29 [ 0,263
privacy practices of Acme or Bell if the policies had more  Int 3,92 3 0,089
text and less symbols (e.g. icons, characters or colors). +L 3,5 2,74 0,058

Table 6.8: Key findings in likeability part 2.2

6.7.3 Timing results

NL PT P

Part 1 5,25 5,00 0,764
Part 2 2,00 2,83 0,065
Part 1 and 2 combined 3,86 4,0 0,845

Table 6.9: Key findings for the timing results

The Nutrition Label group (mean = 2.00) in the laboratory experiment spent near-
significant less time answering the comparison questions in part 2.1 than the Privacy
Table group (mean = 2.83), measured in minutes.

(Near significant, ¢(10y = —2.076,p = 0.065).
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6.7. KEY FINDINGS

6.7.4 Hypotheses

We rejected hypothesis HO.
We rejected hypothesis H1.
We rejected hypothesis H2.
We rejected hypothesis H3.
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CHAPTER 7

Discussion

Based on the initial discussion in the previous chapter regarding how the low number
of participants affected the validity of the results, we will begin this chapter by a
discussion on whether the data generation method was suitable for the purpose
of comparing the two formats, or if an alternative method could have provided
better results. Following this section, we will discuss the results in relation to the
proposed design criteria list from the design chapter, and argue whether there are
any indications for if the proposed design changes had any effect in terms of accuracy,
timing data and likeability.

We will then discuss if there were any other important findings from the evaluation,
compare our results to the results found in previous research on the Nutrition Label,
and then present a final proposal of a standardized design based on our overall
findings. We will end the chapter by discussing whether our work through this
thesis has answered the problem definition outlined in Chapter 1, and in which
ways our proposed artifact has contributed to further work on the area.

7.1 The choice of data generation method

As outlined in the preceding chapter, and further discussed through the subsequent
sections, we only received indications for whether or not our proposed design changes
had any effect in terms of accuracy, time and likeability. An important question to
ask is therefore whether we chose the correct data generation method for the purpose
of the experiment. The two formats we compared might have been too similar in
order to find any significant differences through a questionnaire.

The combination of similar designs and few participants might have contributed to
the indications being vague or contradictionary across the experiments, as further
discussed in the subsequent sections. The issue with few participants is connected to
the theory that it requires few participants to discover large differences, and many
participants to discover small ones [Concort, 2010]. There were several indications
for non-normality in the samples from the Laboratory experiment and while we
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argued that the results in the likeability-sections seemed to be normally distributed,
the groups consisting of 12 participants could also have been too small to discover
whether the designs performed significantly different.

Small groups also provide for small margins of error, and the answers from one or
two participants could greatly change the mean score for the entire group, resulting
in misleading conclusions. It is however important to highlight that few participants
was an unforeseen circumstance and that the evaluation method might have provided
clearer evidence if the outcome had been based on 74 responses as planned. In
groups of 35 students, each participant would have had less impact on the entire
group and we would probably have been able to detect clearer evidence for whether
the proposed design changes had any effect.

While the low attendance in the guest lecture and experiment was unexpected, we
could have utilized strategies such as offering the students incentives to participate,
or better informing them of the importance of participating beforehand (e.g. through
the lecture the preceding week or through the course email list) in order to ensure
a higher attendance. It should be mentioned that the course responsible did inform
the students about the importance of showing up for the guest lecture and the
experiment, but this seemed to have had little effect.

If the low attendance had been foreseen, alternative recruitment methods would have
been limited due to a small budget for offering incentives, and not having permission
to utilize university email-lists for this purpose. The number of participants for the
Internet experiment also indicated that an initial online recruitment strategy most
likely would have resulted in few participants as well.

An alternative if we had expected few participants could have been to consider
another data generation method. The reasoning behind choosing a questionnaire as
a data generation method was primarily that we wanted to measure the respondents
accuracy, timing data and enjoyability of using the format, and secondly that we
wanted to compare our results to those found in related research on the Nutrition
Label. The questionnaires we reused were also well-designed and tested for the
purpose, and by reusing the questions we also saved time which could be spent on
the design process itself. It could be argued that the modifications we did to the
questionnaire between the pre-test and the experiments diminished its validity in
terms of being well-tested for the purpose. To better ensure the final questionnaire
was well-designed for its purpose, we could have conducted another pre-test before
the laboratory experiment, but due to limited time this was not considered.

Alternative data generation methods have been used for similar experiments pre-
viously. Kelley et al. [2009] utilized focus groups in their initial evaluation of the
Nutrition Label, and while it was not a focus group per definition, we also had a
good experience of a similar discussion session through our pre-test. Focus groups
are a form of group interviews that capitalizes on communication between research
participants in order to generate data [Kitzinger, 1995]. Participants are encouraged
to discuss with each other, and the method is particularly relevant for collecting data
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for open ended questions. While we would have been unable to collect statistical
data for the comparison of the formats, such a focus group would have provided us
with useful contextual knowledge of how the participants perceived the format. By
simply presenting the participants with the two formats, and asking which design
they preferred (and why) we could possibly have collected stronger indications for
whether our design changes had any effect than through single likeability-questions.

Focus groups does however have some limitations, such as some participants not
raising their voice due to the group situation, or participants affecting each other’s
opinions [Kitzinger, 1995]. By utilizing focus groups for our evaluation we would
also not have been able to compare our results to previous findings from related
research, which was a main argument for choosing to conduct an experiment using
a questionnaire.

Another relevant data generation method could have been to conduct an observa-
tion. According to Oates [2006] observations can be used within a range of research
strategies, including experiments and design science. Observations can be either
overt (the people know they are observed) or covert (the people are unaware that
they are being observed) [Oates, 2006]. An example of a covert observation could
have been to create a fictive website, invited people to register for it, and then ob-
served their use of the sites privacy policy through the registration process. Ideally,
we could have seen whether a new policy design would have affected their choices in
sharing data, and by asking some follow-up questions, either through an interview or
a questionnaire, we could have captured their opinion of using the policy. However,
given the low percentage of people that actually reads notices, this method would
most likely have resulted in poor results.

Alternatively, we could have conducted an overt observation where we in beforehand
informed the participant about the purpose of the research. An example of an overt
observation could have been to present to the user the same questionnaire and
policies as we used, and told him or her to think out loud while answering the
information finding questions. While this has the disadvantages of the respondent
possibly changing his or hers behavior as a result of being observed (the Hawthorn
Effect) [Oates, 2006], we believe this method could have provided better results in
terms of contextual feedback on how the user perceived the format.

Based on the above discussion we can conclude that given the similarities between
the two designs and the strong focus on design and usability in the report, data
generation methods such as focus groups or overt observations could have provided
better feedback in terms of getting an understanding of how the respondent per-
ceived the format. They would however not have provided any better results in
terms of accuracy and timing data, which also were a part of the initial problem
definition. Such methods would also have required a more careful planning of the
experiment procedure, and finally we would have been unable to conduct them as
a part of the guest lecture. We therefore believe that choosing a questionnaire as
a data generation method was the best choice given the expectations regarding the
participant recruitment, as well as for the purpose of evaluating the designs in terms
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of accuracy, timing data and likeability.

7.2 The proposed design changes

The following section discusses the findings from the evaluation in relation to the
proposed design criteria list in Chapter 3. As explained in the section regarding
validity of the results in the preceding chapter, we will not use terms such as signif-
icant or near-significant through these discussions, but instead refer to the findings
as indications of some degree as presented in table 7.1.

Result chapter Discussion chapter
P<0.05 Significant finding Strong indication
0,05<P<0.20 | Near-significant finding Weak indication

0.20<P<0.30 | An indication that there might be a dif- | Some indication
ference in means

Table 7.1: Terms to the describe the findings from the result chapter

A key component throughout the design process of the Privacy Table was the initial
criteria list, which was based on the analysis of the potential problems regarding
the Nutrition Label. It laid the foundation for the initial design and was also used
thoroughly through the planning stages of the evaluation. While we redesigned the
Privacy Table through several iterations, all versions remained true to the initial
criteria list. In order to discuss how our proposed Privacy Table performed in
comparison to the Nutrition Label, the list of criteria therefore plays an important
role.

The surrounding structure The matrix structure

Removing the “third dimension”
and replace its functionality in an

@ Providing a clear statement of
what information types are col-
lected

@ Making the row and column titles
and headers more dominant

alternative way

Decreasing the size and the
amount of symbols in the matrix
Reduce the amount of scrolling
needed to understand symbols

@ Providing a clear starting point
for reading the label

@ Making it clearer which titles be-
longs to which columns and rows

@ Reducing the number of axis in the label

Table 7.2: The design criteria list from Chapter 3
Following the analysis of the Nutrition Label, we categorized the findings based
on an identification of two aspects regarding its structure: the surrounding parts
(e.g. the row and column headers and titles) and the core matrix content (e.g. the

@06 ©

Adding more white space
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symbols and the “third dimension”). As indicated by table 7.2, eight of the criteria
were divided between the two, while the final criterion was relevant for both areas.

While all questions used in the evaluation was designed to measure either accuracy,
time or likeability, some were also custom designed to test specific design differences
between the formats. In addition to this, we also found some questions more relevant
for one of the above mentioned structure areas, than for the other. For example, one
of the design changes for the surrounding structure was to provide a clear starting
point for reading the label, in order to improve the users’ first impression. Given the
first impression of the label most likely was connected to the first questions the user
answered in the experiment, we mapped the simple information finding questions
to be most relevant for the design changes regarding the surrounding structure, as
seen in table 7.3.

The surrounding structure The matrix structure
Accuracy and time spent on the simple | Accuracy and time on the complex
information finding questions information finding and comparison

questions
Mean likeability score in part 1 Mean likeability score in part 2
Likeability question 14 and 16 Likeability question 18, 26 and 28
To some degree likeability question 14
and 16.

Table 7.3: Related parts and questions to each design area

The remaining questions and parts we found relevant for each area are presented in
the same table. Based on the findings from these questions, the following sections
discuss each of the structure areas in detail in order to see whether the related design
changes had an effect or not on the performance of the formats.

7.2.1 The surrounding structure

The proposed design changes for the surrounding structure was: By adding an extra
column for what information was collected (&®), making the headers and titles more
dominant (@), and making it clearer which titles belongs to which columns and
rows (@) we provided a starting point for reading the label (€9).

Based on this we expected it to be easier for new users to use the policy, which
should result in better accuracy and less time spent on the simplest information
finding questions. The more advanced questions were not as relevant, as we expected
the respondent to be more used to the structure at that point. We also expected a
higher likeability score on these parts, particularly on likeability question 14, which
was designed to measure whether the respondent had any difficulties in finding
information, and on question 16, which captured the participant’s first impression
to using the policy.
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7.2.1.1 Accuracy and time

We found a weak indication for the Nutrition Label performing better than the Pri-
vacy Table in the laboratory experiment on the simple information finding questions.
The result was however not backed in the Internet experiment, and the validity of
the finding was also threatened by an indication for non-normal distribution in the
sample data. The results also had small margins, with all participants in the labo-
ratory experiment answering question 1-3 correctly. As question 4 and 6 also were
more advanced than the remaining questions in this part (by also asking how the
collected data would be used), we conclude that while there was weak indication for
the Nutrition Label performing better in terms of accuracy on part 1.1, it does not
indicate any difference in first impression between the formats.

There were no differences in the average time spent on the information finding
questions in part 1 between the groups.

7.2.1.2 Likeability

We found a weak indication for that the Privacy Table group had a higher likeabil-
ity mean than the Nutrition Label group on the single policy information finding
questions. This might indicate that the Privacy Table was more enjoyable to use for
a first time user, but the finding was not backed by the results in the Laboratory
experiment where the formats had equal mean likeability.

Question 16 was more specifically aimed and directly asked whether it was easy
to understand what information was collected at first sight. Again we found some
indication for that the Privacy Table was more liked than the Nutrition Label in
the Internet experiment. Similar results were found for question 14 which asked
whether finding information in the policy was hard. We found a weak indication for
the Nutrition Label participants finding the policy harder to use than the Privacy
Table group. While both these findings indicate that the proposed design changes
had an effect, they were not supported in the laboratory experiment where both
groups had similar likeability scores.

Based on these indications we can conclude that the Privacy Table and the Nutri-
tion Label was equally liked by both groups in the Laboratory experiment, while
there was some indications for that the Privacy Table participants in the Internet
experiment found the format more enjoyable to use than the Nutrition Label group.

7.2.1.3 Conclusion

For both experiments combined there was not enough evidence to give any conclu-
sion for whether the design changes to the surrounding structure of the label had
any effect. We did see that the Nutrition Label group had a higher accuracy than
the Privacy Table group in the laboratory experiment, but these results could be
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affected by non-normality in the data, as well as small sample sizes. We did however
see that the Privacy Table was more liked than the Nutrition Label in the Internet
experiment, with consistent results on both question 14 and 16, as well as on the
average results for part 1.1. We therefore conclude with that there was some indi-
cations for that the introduction of the “What information is collected” column and
the more dominant headers and titles had a positive effect on the Internet partici-
pants, and that it improved their first impression and on their overall enjoyability
of using the format.

7.2.2 The matrix structure

The proposed design changes for the matrix structure was: By removing the third
dimension (@) we automatically reduced complexity in axes’ (@), and by replacing
the symbols with easy to understand dots (€B), we also removed the need to scroll
down for legend descriptions (@) The reduced colors and symbols also provided
more white space and breathing space in the label (@)

While designing the Privacy Table, we made a compromise between reduced accu-
racy (in terms of details presented) and improved usability by removing the Nutri-
tion Labels “third dimension”. This decision was based on the fact that most of the
real life Nutrition Labels we retrieved through our initial search using the Privacy
Finder search engine did not utilize the full potential of the structure, as outlined
in chapter 4.2.2 (page 43). The Privacy Table would therefore be better suited to
present an ”average” nutrition label, rather than the more complex Acme and Bell
policies used in the experiments.

With the Acme and Bell policies being more complex than the average Nutrition
Label policy, we mean that both policies contained different sharing practices within
each column. Only 3 out of 22 policies we retrieved from our search utilized this
function. Through the same search we also found that the The Acme and Bell
policies had a higher amolunt of total elements in the matrix (23 and 19 respectively)
compared to the average of 17 on our search. Both the Acme and Bell policy also
utilized all four symbols (collected, opt-in, opt-out, not collected), compared to only
2 out of the 22 policies in our search.

As discussed in section 5.3.2 on page 69, we chose to reuse the Acme policy from
the study by Kelley et al. [2010] mainly because it was custom designed for several
of the question which was reused. Creating a questionnaire based on the content of
an "average” Nutrition Label would also have been a very challenging due to the
low amount of symbols used, and the minor differences between real-life policies.

The third dimension functionality was replaced by a summarized column as seen in
figure 7.1, showing a snippet of the Bell group policy from the laboratory experiment.
The summarized column was further developed based on the feedback from the
laboratory experiment as seen in table 7.2.
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to provide
service and
To provide maintain sito
Yes No service
Your activity on this site . . your mm’:;
Your location .
Do you have any choices 1':~g.n'iiing . B= onWif your location
the use of this information? you opt in

Figure 7.1: The summarized column in the laboratory experiment version of the
Privacy Table (left) which replaced the Nutrition Labels “third dimension” (right).

. . . To provide
While this system was designed Collected? service
to perform well on policies with Your activity on this site v .
similar sharing practices in each ~ Yeurlocation v o*
column, its usability was re- Do you have any choices regarding * Only if
duced when there were two (Or the use of this information? youoptin

more) different sharing prac-

tices within a single column, as  Figure 7.2: The summarized column in the In-
was the case for both the Acme  ternet experiment version of the Privacy Table
and Bell policy.

Based on this, we therefore expected the Nutrition Label to perform marginally
better than the Privacy Table on the complex information finding questions and
in the comparison parts. We did however expect the Privacy Table to be more
enjoyable to use, resulting in a higher mean likeability-score. As for the surrounding
structure, we also expected a higher mean likeability score on question 14 and 16
for the matrix structure. We also custom designed three likeability questions (18,
26 and 28) to measure the general opinion of the balance between symbols and text
in the policy.

7.2.2.1 Accuracy and time

As expected, there were weak indications for the Nutrition Label group scoring
higher than the Privacy Table group on the complex information finding questions
in the laboratory experiment. The finding was however not consistent across both
experiments, as the Privacy Table scored marginally better in the Internet exper-
iment. This might indicate that the changes we did to the design of the Privacy
Table between the experiments was an improvement. As discussed previously, there
were indications for a violation of the assumption of normality for the t-tests on
these results, which might have biased the outcome.

One interesting finding we did do was that the Nutrition Label group scored higher
than the Privacy Table on question 8 and 10, which both asked whether the collected
information would be shared to another company. This was the only column to
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make use of the “opt-in” symbol, and the difference in scores might indicate that
the Privacy Table users misunderstood the meaning of the symbol and regarded it
as “opt-out”. The difference was however small and the results were not backed
up by the findings from the Internet experiment, where both groups scored equally.
As mentioned above, the difference between the experiments could again indicate
that the changes we did to the Privacy Table (including a different design on the
opt-in/out symbol) had an effect.

We did not find any strong indications for differences between the groups on the
comparison parts, but we did see that the Privacy Table scored marginally better
in both experiments, with the difference being highest in the Internet experiment.
This might indicate that the reduced amount of symbols to keep control of, or the
increased white space in the label, made it easier to compare the two policies against
each other.

We did find a weak indication for that the Nutrition Label group spent less time
than the Privacy Table group on the comparison tasks in part 2.1, but as we only
measured in entire minutes, the margins were small with most participants spending
either 2 or 3 minutes.

7.2.2.2 Likeability

In addition to likeability question 14 and 16 which was addressed in the section
regarding the surrounding structure ( 7.2.1.2), we asked three custom designed like-
ability questions to measure the participant’s opinion regarding the use of symbols
in the policy. The first, question 18, asked whether the use of symbols in the Acme
policy made it confusing to understand how the information they collect will be
used. There were no indications for any differences between the groups, with most
participants disagreeing in both experiments.

Question 26 was similar and asked whether it was hard to keep control of the different
symbols in the policy. While the results for the Privacy Table groups were consistent
across the experiments (means = 3.29/3.33) the mean score for the Nutrition Label
groups score differed by over one unit on the likert-scale (means = 3.88/2.83) be-
tween the experiments. There were contradictionary results from the corresponding
t-tests’ for the experiments and therefore hard to conclude whether the reduced use
of symbols in the Privacy Table had any effect or not on its performance compared
to the Nutrition Label.

While likeability question 18 and 26 did not provide any strong indications for
whether the design changes to the matrix structure had any effect, question 28 did
provide some evidence. Question 28 asked whether the participant would feel more
confident in understanding the privacy practices of Acme or Bell if the policies had
more text and less symbols. 38% of the participants using the Nutrition Label in the
laboratory experiment agreed to this statement, compared to none in the Privacy
Table group. The result was backed by weak indications for a difference in mean
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scores between the groups in the Internet experiment, with 42% of the participants
in the Nutrition Label group agreeing.

An interesting aspect regarding question 28 is that the results could be interpreted
in several ways. The high agreement in the Nutrition Label group could indicate
that the participants preferred fewer and less dominant symbols and colors. But
it could also be turned the other way around: as the mean score for the Privacy
Table group in the Laboratory experiment was 2.29, with a majority disagreeing,
it could also indicate that the participants wanted more symbols and less text in
the Privacy Table design. As both groups had a mean score on the disagree side
in the laboratory experiment, and on the agree side in the Internet experiment, the
results could also indicate that the students in the Laboratory experiment would
prefer symbols over text, and vice versa for the Internet participants.

While we have no evidence to prove that there was an indication for the latter, we
can conclude that there were weak indications for that the Nutrition Label partici-
pants in the experiments would feel more confident if the policy had more text and
less symbols. There was also a weak indication for the Privacy Table participants
disagreeing to the same statement, which could indicate that they would prefer
more symbols. This indication was also backed by the open-end questions, where
one participant in the Privacy Table group reported that there should be different
colors and symbols for the opt-in/out elements. Several other participants also com-
mented that the summarized column did not function well, and that it should either
be placed at the top of the table, or replaced by separate opt-in/out elements in the
structure.

7.2.2.3 Conclusion

As for the surrounding structure, there is not enough evidence to conclude whether
the design changes to the matrix structure had any effect on accuracy and likeability
scores. Based on the initial discussion regarding the complexity of policies used, we
can say that while the likeability score of the Privacy Table was higher than for the
Nutrition Label, the difference in accuracy were not as big as expected. In fact, the
Privacy Table scored marginally higher on the comparison tasks in both experiments,
indicating that the compromised solution between improved usability and reduced
accuracy did not reduce the Privacy Table participants’ ability to answer complex
information finding questions.

While the likeability score was higher for the Privacy Table, it might seem as a
“middle way” between the Privacy Table and the Nutrition Label could be a better
solution. The participants seemed to prefer the reduced amount of symbols and
complexity of the Privacy Table, whilst finding the summarized columns confusing.
A possible merging of the two solutions could therefore be to maintain the simple
structure of the Privacy Table, whilst reintroducing a minimized version of the
Nutrition Label’s third dimension. An idea for such an solution is presented in
section 7.5 on page 149.
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7.3 Other findings

In addition to the findings related to the design criterias, we also discovered some
other patterns in the result data.

7.3.1 Laboratory vs Internet participants

Through analyzing of the evaluation results, we did several observations where there
was difference in scores between the two experiment groups. The biggest difference
we found was that there was a strong indication for the laboratory participants
performing better on question 1, 2, 3 and 5 than the Internet participants. We also
found a weak indication for that they performed better on all simple information
finding questions combined.

The difference in the information finding results can be due to several reasons.
Firstly, the participants in the laboratory experiments were all students from tech-
nological study programs, while we had no control over the Internet population.
As a majority of the Internet respondents did report having a bachelor-degree or
higher, these differences might however not be due to education, but rather due to a
motivational issue. It is possible that the participants in the laboratory experiments
took the task more serious than the Internet respondents. Being in a silent labo-
ratory environment they could also focus solely about the tasks, while the Internet
participants could have been distracted or multitasking between the questionnaire
and other tasks. A final reason might also have been that the questionnaire was
more usable on paper than on Internet, where it was required to scroll up and down
between the policy and the questions.

There were also differences between the experiments on the likeability questions for
part 2. This could again indicate that the students in the laboratory experiment
understood the format better than the participants in the Internet experiment, re-
sulting in a higher satisfaction of using the policies.

It is important to highlight that these claims are solely based on general compar-
isons of the result data, and not based on any statistical finding. Given the small
sample sizes across both experiments, and the fact that we had no control over the
population in the Internet experiment, the findings are most likely due to other
causes than suggested in the discussion above.

7.3.2 Difficult terms

One question stood out from the rest when we analyzed the results from the simple
information finding questions. Question 4 asked whether the policy allowed Acme to
use information about gender for marketing purposes, which very few participants
answered correctly compared to question 1-3 and 5-6 in the same part. 54% of
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the participants in the laboratory experiment and 36% of the Internet participants
answered this correctly, which is a strong indication for a difference when the average
rate of correct answers for the other questions in part 1.1 was 92% for the laboratory
participants and 80% for the Internet experiment.

The most probable reason for the low score on this question is that the participants
were unable to make the connection between gender and demographic information.
The term “demographic information” might not be well known among non-native
English speakers, and this suspicion was confirmed through the open-end questions
were several participants reported that they did not understand what “demographic
information” was.

A second term or concept the participants seemed to be unfamiliar with was profil-
ing. Only 5 out of 39 participants in the experiments answered question 9 correctly.
As with the demographic information question, this question also differed from the
rest in its part. A closer analysis of the responses showed that most participants
answered “yes” or “yes, unless i tell them not to” (opt-out) to this question, while
the correct answer was “no”.

7.4 Comparison to previous findings

An important reason for reusing questions in the questionnaire was to be able to
directly compare our results to those found in previous experiments on the Nutrition
Label. This allowed us to see how our Privacy Table performed in comparison to
the previous findings, and also to see whether the previous findings on the Nutrition
Label were consistent with our results. As we only compared the Privacy Table
against the Nutrition Label in our experiments, it also enabled us compare it to the
textual policy as well.

Since some questions were excluded, and some modified from the original question-
naires, we were only able to partly compare our results. No detailed results were
published regarding the likeability questions from Kelley et al. [2009], and we were
therefore only able to compare the information finding questions.

The figures in the following subsections presents the averaged results across both
experiments for the groups using the Privacy Table and the Nutrition Label, as
well as the results for the Nutrition Label and the full text policy in the study by
Kelley et al. [2010]. We averaged the scores for each format across experiments
for displaying purposes. As the study by Kelley et al. [2010] utilized two different
policies per format (similar format, different content), we also averaged these results.

Grey and blue colored columns indicate the average results for the Privacy Table
and the Nutrition Label groups from our experiment respectively. The orange and
green colored columns indicates the result from the Nutrition Label and Full text
policy groups from the study by Kelley et al. [2010] respectively.
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7.4.1 Part 1.1
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Figure 7.3: Comparison of questions in part 1.1

We reused four simple information finding questions from the Kelley et al. [2010]
study, where question 2 was slightly modified (from ” Acme might want to use your
information to improve their website. Does this policy allow them to use your
information to do so?” to ”Does the policy allow Acme to use your information to
improve their website?”) as we wanted all questions in this part on a similar form.

As seen in the final row in figure 7.3, the average scores for the two formats in
our experiment were higher than for the Nutrition Label and full text policy in the
study by Kelley et al. [2010]. With the exception of question 6, the Privacy Table
performed better than both groups in the [Kelley et al., 2010] study, and with the
exception of question 3, the Nutrition Label group in our experiments performed
similarly to the Nutrition Label group in the Kelley et al. [2010] study. Based
on these findings we can assume that our Privacy Table most likely would perform
better on simple information finding questions if compared to a full text policy, while
there is too little evidence to say something about the comparison to the Nutrition
Label data from [Kelley et al., 2010].
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7.4.2 Part 1.2
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Figure 7.4: Comparison of questions in part 1.2

Figure 7.4 summarizes the findings from part 1.2 (the complex information finding
questions). As for the simple information finding questions in part 1.1, we can see
that the Privacy Table and the Nutrition Label groups in our experiment performed
more or less similar to the Nutrition Label group in the Kelley et al. [2010] study on
question 7, 8, 10 and 12 (averages: 63% (NL), 71% (PT), 65%(NL -Kelley) and 23%
(Full text)). We did some changes to the terms in question 7 (public bulletin boards
was changed to public forums) and question 8 (home phone number was changed
to mobile number). Question 9 was discussed in section 7.3.2 on page 145, and we
concluded that the participants did not understand the concept of profiling. Higher
scores on this question in the Kelley et al. [2010] study indicates that “profiling”
might be better known among native English speakers.

There were no issues with the terminology in question 12, and the only reason we
can find for the low scores is that the question might have been vague. “Does Acme
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give you control regarding their sharing of your personal data” could be interpreted
in several ways depending on what information is regarded as “personal data”. It is
however interesting that a higher percentage of participants in the Kelley et al. [2010]
study seemed to understand the question, compared to those in our experiments.

Based on this discussion we make the same assumptions for part 1.2 as we did for
part 1.1; that the results from our Nutrition Label group was consistent with those
from the Kelley et al. [2010] study, and that our Privacy Table most likely would
perform better in a comparison study to a full text policy.

7.4.3 Part 2.1
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Figure 7.5: Comparison of questions in part 2.1.

Figure 7.5 shows the comparison for the two reused comparison questions. The
results were consistent for both questions and provides for similar assumptions as
described in the above comparison of part 1.1 and 1.2.

7.5 Further development

As a final part of the design cycle, and to summarize the findings from the evaluation,
we present a merged version between the Privacy Table and the Nutrition Label in
figure 7.6. This version is based on the following findings:

e For the surrounding structure there was little evidence to base any conclusion
on. The indication we did find was that Privacy Table was generally more liked
than the Nutrition Label in the internet experiment. In the same experiment
there was also some indication for that the participants had a better first
impression (question 14) and found the policy easier to use (question 16). We
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therefore conclude with that there was some indications for that the changes
the surrounding structure improved the respondents first impression of the
label.

e For the matrix structure we concluded that it might seem as a middle way
between the two formats could be a better solution. The participants seemed
to prefer the reduced amount of symbols and complexity of the Privacy Table,
whilst finding the summarized columns confusing.

Based on this we chose to keep the surrounding structure, and re-introduce the
symbols from the Nutrition Label. The symbols have been made smaller than in
the original Nutrition Label to save space and most importantly: to ensure the
column and row headers and titles are still dominant.

What information How we use this information Who we share this

we collect information with
To improve For For tele- For Other Public
Collected? . . . 5 .
ourservice marketing  marketing profiling companies forums
Contact information V opt out opt out

Cookies

Demographic information
Financial information
Health information
Preferences

Purchasing information
SSN / passport

Your activity on this site

Your location

v T

L < & & <

Microsoft Corporation

1 Microsoft Way

Redmond WA 98052-6399 USA
homepage@microsoft.com

Links provided by Microsoft
Corporation
Opt-out Page

Privacy Policy Page
P3P File

Retention practices for this site
Your data may be retained indefinitely.

Access to your information
Access is given to all identifiable
information.

How to resolve privacy-related
disputes with this site

Microsoft Customer Service

If for some reason you believe
microsoft.com has not adhered to
these principles, please notify us by
e-mail at homepage@microsoft.com

TRUSTe Certification

Microsoft is a premier sponsor of
TRUSTe and a member of the TRUSTe
privacy program, an independent,
non-profit initiative whose mission is to
build users' trust and confidence in the
Internet by promoting TRUSTe's
principles of fair information practices.

we will collect and use your
information in this way

by default, we will collect and use
your information in this way unless
you tell us not to by opting out

we will not collect and use your
information in this way

by default, we will not collect and
use your information in this way
unless you allow us to by opting in

Definitions ...

Figure 7.6: The merged version of the Nutrition Label and the Privacy Table
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As seen in figure 7.6, we still provide a clear statement of what information types
is collected or not (&®), which also acts as a clear starting point for reading the
label (€9). The row and column headers are still dominant (@), which also aids in

making it clearer which titles belongs to which columns (€9).

We have also partly followed three of the design criteria for the matrix structure:
By decreasing the size of the symbols in the matrix (@), we have reduced the
amount of scrolling to understand the symbols (@B), and the reduced matrix size
has also resulted in more white space around the structure itself (€9). As indicated
in figure 7.6, there is more space below the structure, which could be used to provide
contextual definitions on the same page as the policy itself.

We have not removed the “third dimension” (@), nor have we reduced the amount
of symbols (&), and finally we have not reduced the number of axis in the label

(@)

7.6 Findings in relation to the problem definition

We end this chapter by discussing whether we have addressed the initial problem
definition, outlined in Chapter 1.

Our main goal of this report was to:

Find an alternative way of presenting a privacy policy, which could be more usable
for the users, and aid in quickly and accurately finding the information they are
looking for. To be useful for the COPE project, this solution should be suitable for
use with a privacy agent, and be able to present important parts of the policy to the
user in a simple but concrete way, based on the users’ preferences.

We also outlined the following criteria for such a solution:

1. Make the general policy content more understandable,
2. Make the policy easier and more enjoyable to read

3. Highlight the most important privacy practices, while preserving details and
nuances

4. Enable for easier comparison of privacy practices across sites
5. Be useful for the COPE project as well as current and future Privacy Enhanc-

ing Technologies (PETS)

Given our design strategy was to choose the current solution which best suited our
list of criteria; we can split this discussion in two parts. Primarily, we need to discuss
to which degree the Nutrition Label matched the outlined criteria listed above.
Secondarily, we need to answer whether the design process which was based on
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what we believed was the Nutrition Label’s weaknesses, has resulted in an improved
or weakened solution in relation to the same criteria list.

The discussion on whether the Nutrition Label is a good solution regarding the out-
lined list of criteria, is closely related to the work done to get an overview of current
proposals and technologies for presenting privacy policies. We believe that the solid
foundation which was laid through our in-depth study on privacy policies, together
with a pre-study on current solutions as a part of this master thesis, provided us
with enough knowledge to make a reasonable good decision.

The arguments for why we believed the Nutrition Label best addressed our problem
definition was discussed in Chapter 3, and was mainly based on the Nutrition Label
being an ideal “middle-way” between icons and text, and the fact that it has been
repeatable evaluated with good results through several research projects.

Assuming we made a reasonable decision with the choice of the Nutrition Label, the
second discussion is to address whether our newly proposed design is an improved
version in relation to our criteria list. The development of a new solution was
initiated by an analysis of what we believed was the weaknesses of the Nutrition
Label structure. Based on this we created an alternative design, the Privacy Table,
which was re-designed through several iterations and resulted in the merged proposal
presented in the previous section. As the evaluation did not provide any clear
evidence, and the validity of the results was threatened by few participants, it is
hard to conclude with whether our design changes had the proposed effect. What
we can say however is that, given the similar performance of the two formats in both
experiments, and the consistent results compared to previous research, is that we
assume the Privacy Table would perform better than a textual policy if compared
in an experimentual setting.

In other words, based on the two discussions above, we believe that both the Privacy
Table and the Nutrition Label represents good solutions to the initial problem def-
inition. They both make the policy content more understandable, the policy itself
easier and more enjoyable to read, and they enable for easier comparison of privacy
practices across sites. Based on the thorough research behind the Nutrition Label,
we also believe that both solutions captures the most important privacy practices,
while preserving the details and nuances in each policy. We also believe we have con-
tributed with useful knowledge for the further development of the Nutrition Label,
as well as for other similar privacy enhancing technologies.

Finally, based on the discussion in Chapter 3 regarding the separation of the policy
in three layers as proposed by the Creative Commons, we also believe that both
the Privacy Table and the Nutrition Label could be useful as top layers for fu-
ture proposals in privacy enhancing technologies. Given that both solutions are
static representations of the privacy policy content, further work must however be
conducted in order to develop top layer visualizations for preference-based privacy
agents, which could be relevant for the COPE project.
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CHAPTER 8

Conclusion and further work

We started this report with a problem definition of finding a new way of presenting
privacy policies which could make the policy content more understandable, highlight
the most important privacy practices while preserving details and nuances, enable
for easier comparison of privacy practices and finally be useful for current and future
Privacy Enhancing Technologies.

Through an initial pre-study, followed by an assess and refine cycle process based on
a design science research strategy, we presented a final proposal for a merged version
of the Nutrition Label and the Privacy Table, based on a discussion of our findings
from the evaluation. While we were unable to provide any statistical evidence for the
performance of our final solution, we still believe our work has resulted in findings
which could be useful for further development on privacy enhancing technologies as
a whole.

Through the pre-study, we found that a majority of the current approaches for
presenting privacy policies matched the three-layer ”Privacy Commons” proposed
by Bickerstaff [2009]. We believe future research should take advantage of this
structure, and develop unified solutions within each layer, rather than cross-layer
solutions as the situation is today. A majority of the issues we discovered through
the analysis of the Nutrition Label springs from its roots to the P3P language,
which is outdated, unnecessarily complex and has resulted in the current prototype
displaying labels that are far from as intuitive as the ones used to demonstrate the
performance through previous research.

Being based on an analysis of these issues, we therefore believe our proposal for the
Privacy Table could better serve the purpose of displaying P3P policies through the
Privacy Finder search engine than the Nutrition Label itself, but that a combined
solution could be advantageous if the Nutrition label were to free itself from its
underlying technology. Such an independent visual representation could be further
developed to be useful for both current and future privacy enhancing technologies,
including preference based solutions. This would require a further analysis on how
the current structure of the Privacy Table or the Nutrition Label could be modified
to match a user’s preference. Again, how these preferences are decided or which
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technology they rely on, belongs to the machine-readable layer. By clearly separating
these fields while at the same time ensuring interoperability, we believe the focus
on future development on the Nutrition Label should be usability-related. In this
setting, we believe our findings could be of high relevance for its further development.

We argue this by the findings from our evaluation which provided indications for
that several of the assumed issues were correct. Most importantly we found that a
more dominant header and title area, and less focus on the symbols, could improve
usability of the label. This way, space is freed up, which in addition to improved
usability also enables more space for contextual information. Several participants
indicated that they would like more such contextual aid, which shows that the
current development of the Nutrition Label is heading in a right direction. We are
however unsure whether the current strategy of expanding the structure is the best
solution, and suggest that future focus should be on further developing the core
structure itself.

Based on this, we therefore believe we have provided an adequate response to our
problem definition, and that our contributions could be useful not only for the further
development of the Nutrition label, but also for other solutions based on the machine-

readable layer, including the preference based privacy agent under development by
Sintef ICT.

We end this master thesis by presenting the above discussed conclusion in terms of
a figure which sums up the design process of the Privacy Table, as well as its posi-
tion together with the Nutrition Label in the current privacy enhancing technology
landscape.
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APPENDIX A

Nutrition Labels from the Privacy Finder search




A. NUTRITION LABELS FROM THE PRIVACY FINDER SEARCH

AT&T CNET Networks Target
TP T O i A T A :f:;—*mwﬂm PO STy
e romatan || ek s T
- T T s i s
-= Il - N B
- = ~ EESCE
= = == I
== =
= =
= -
—
[— P m
fr— ey n
—r— e
T e
= —
= [l — - I
e it i
Microsoft Corp. eBay Inc
- _—
i P e —
. — e .
— T e
o = = - = — -
caict . g weTaedng  poleeg s Reea Torwra calect L ey mureing  proleng - Tvn
.- -1 1 = =]
= —
== I e [ J-]
— ——
= =
= =
= =
e =
o~ || [ | ~— IS £
< R == IR
o e
e =T
-
o R ~x: [ B
Ok o
o —
Match.com Overstock.com Weather Underground Inc.
oy st e et o wany 1w e e [ —— s 3 U prur vomaton L
s ol i
PRI e [l e s e ik
- w— - EERET S E W e g plng S e
—
=
e gwte
—
g
=
—
p—
—
—
==
—
)
~=: R
—~
e

Figure A.1: Nutrition Labels from the Privacy Finder search (1/2) - The Microsoft
policy was the same for Microsoft.com, Windows.com and Live.com. while the
Yahoo! Inc policy was the same for Yahoo.com and Flickr.com
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APPENDIX B

Related experiments

e Table B.1 - Overview of related experiments on the P3P expandable grid /
Nutrition Label

e Table B.2 - Questions from Kellet et al.[2009]

e Table B.3 - Questions from Kellet et al.[2010]
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B. RELATED EXPERIMENTS

Part 1

Question

reused?

Information finding questions
Does the policy allow the Acme website to use cookies?

Does the policy allow the Acme website to share your
information on public bulletin boards?

By default, does the policy allow the Acme website to
collect your email address and use it for marketing?

Part 2

Pre-test

Question

Final

reused?

Perceived Privacy Policy Understanding

I feel secure about sharing my personal information with
Acme after viewing their privacy practices

I feel that Acmes privacy practices are explained thor-
oughly in the privacy policy I read

Finding information in Acmes privacy policy was a plea-
surable experience

I feel confident in my understanding of what I read of
Acmes privacy policy

It was hard to find information in Acmes policy

If all privacy policies looked just like this I would be
more likely to read them

Part 3

Pre-test

Question

Final

reused?

10

11

12

Policy Comparison Questions

By default, Button Co. can share information about
your purchases with other companies, but Acme
cannot.

Which company will better protect your information on-
line?

Youre looking to buy a gift online. At which company
would you prefer to shop?

Part 4

Pre-test

o

Question

Final

i B
-

reused?

13

14
15
16

Policy Comparison Enjoyment & Ease

Looking at policies to find information was an enjoyable
experience

Looking at policies to find information was easy to do

Comparing two policies was an enjoyable experience

Comparing two policies was easy to do

Pre-test

Table B.2: Questions from Kellet et al.[2009]
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B. RELATED EXPERIMENTS

Part 3 Question reused?

Single policy simple tasks Pre-test Final
Does the policy allow Acme to collect information about
which pages you visited on this web site?

Acme might want to use your information to improve
their website. Does this policy allow them to use your
information to do so?

Does the policy allow Acme to collect information about
your current location?

Based on the policy will Acme register their secure cer-
tificate with VeriSign or some other company?

Based on the policy may Acme store cookies on your
computer?

Does the policy allow Acme to collect information about
your medical conditions, drug prescriptions, or family
health history?

" A

Part 4 Question reused?

Single policy complex tasks Pre-test Final
Does the policy allow Acme to share some of your infor-
mation on public bulletin boards?

Does the policy allow Acme to share your home phone
number with other companies?

Does the policy allow Acme to use your buying history
to design custom functionality targeted at you?

. Does the policy allow Acme to share your cookie infor-
mation with other companies?

. Will Acme contact you with advertisements?

i
7 A

. Does Acme give you control regarding their sharing of
your personal data?

Part 6 Question reused?

Policy Comparison tasks Pre-test Final
. Does either company give you options with regards to :

cookies? ! -

. Does either company collect sensitive information (such
as banking or medical records)?

. By default, Acme can collect information about your age
and gender in order to market to you by email, but the
Bell Group cannot.

Table B.3: Questions from Kellet et al.[2010]
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C.1. QUESTIONNAIRE C. PRE-TEST

APPENDIX C

Pre-test

C.1 Questionnaire

Part 1

In this part you will be answering 3 sets of questions regarding “Acme’s” privacy policy,

found on the next page.

Please remember to fill in the exact time for when you start and finish part 1.1 and part
1.2



C. PRE-TEST C.1. QUESTIONNAIRE

Part 1.1

Please answer the following questions regarding the Acme policy

Start time: I:’

Yes

2
o

Does
not say

1. Does the policy allow Acme to collect information about which pages you visited
on this web site?

2. Acme might want to use your information to improve their website. Does this
policy allow them to use your information to do so?

3. Does the policy allow Acme to collect information about your current location?

4. Based on the policy, may Acme store cookies on your computer?

5. Does the policy allow Acme to collect information about your medical conditions,
drug prescriptions, or family health history?

6. Does the policy allow Acme to collect information regarding your household
income?

o000
Co00D0 D0
o000

End time: E

Part 1.2

Please answer the following questions regarding the Acme policy

Yes,

i unless |
Start time:
|:’ Yes tell

them
not to

Only if

1 allow

them
to

policy
does
not say

7. Does the policy allow Acme to share some of your information
on public bulletin boards?

8. Does the policy allow Acme to share your mobile number with
other companies?

9. Does the policy allow Acme to use your buying history to design
custom functionality targeted at you?

10. Does the policy allow Acme to share your cookie information
with other companies?

C OO O
C OO O

U OO0 0O
O OO O
OO0 0O

C-3



C.1. QUESTIONNAIRE C. PRE-TEST

11. Will Acme contact you with advertisements?

O o o a d
12. Does Acme give you control regarding their sharing of your D D EI D D

personal data?

End time: ZI

Part 1.3

To what extent do you agree or disagree with each of the following statements?

Neither
Strongly Agree agree Disagree Disagree
agree nor strongly
disagree

13. | feel secure about sharing my personal information with
Acme after viewing their privacy practices

14. | feel that Acme’s privacy practices are explained
thoroughly in the privacy policy | read

15. Finding information in Acme’s privacy policy was a
pleasurable experience

16. | feel confident in my understanding of what | read of
Acme’s privacy policy

17. It was hard to find information in Acme’s policy

18. If all privacy policies looked just like this | would be more

COD0DO0OOCO
CODO0OO0CO
COD0O0OOCO
COoODO0OO0CO
COD0CO0OOCO

likely to read them




C. PRE-TEST C.1. QUESTIONNAIRE

Part 2

In this part you will be answering questions which require you to compare two policies
against each other. The two policies (Bell and Acme) can be found on the last page of this

survey.

Please remember to fill in the exact time for when you start and finish part 2.1.



C.1. QUESTIONNAIRE C. PRE-TEST

Part 2.1

Please answer the following questions regarding the Acme policy

St ime:
e art time I:l Does
Yes No

not say

19. Does either company give you options with regards to cookies?

20. Does either company collect sensitive information (such as banking or medical
records)?

21. By default, Acme can collect information about your age and gender in order to
market to you by email, but Bell cannot.

22. By default, Bell can share information about your purchases with other companies,
but Acme cannot

23. By default, both companies collects your default location and can use this

OO0 D
OO0 D
OO0 D

information to improve their services

End time: I:I

Part 2.2

To what extent do you agree or disagree with each of the following statements?

Neither
Strongly Agree agree Disagree Disagree
agree nor strongly
disagree

24. Comparing two policies was an enjoyable experience

25. Comparing two policies was easy to do.

26. If all policies looked like this | would compare privacy

C OO
D OO
O OO
iy N
OO0

practices across websites more often

C-6



C. PRE-TEST C.2. POLICIES

C.2 Policies

The Acme Policy

who we share your

how we use your information information with
prowide
types of service &  research & other pubkc
information maintainsite development marketing  iekemarketing companies  forums

contact

purchasing

social security
number & gowl
D
your activity on
this she ouT ouT
understanding wa will use your Infamatin in wa will not colect or
this privacy this way wa will not use your niamation
policy in this way
we will use your inlomation in we will not use your nformation
out This way uniess you opl-oul In NS WAy uniess you opl-in

contact us cal 1 BAB-888-8888
WA, BCT, COM

Figure C.1: The Nutrition Label for part 1 in the pre-test
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C.2. POLICIES

C. PRE-TEST

The Acme policy

What information we collect

Yes

No

Contact information

Cookies

Demographic information

Financial information

Health information

Preferences

Purchasing information

55N [/ passport

Your activity on this site

Your location

How we use the information

we collect
Yes

Yes, unless
you opt out

No, unless
you opt in

No

To provide service and maintain site .

For marketing

For telemarketing

For profiling

{*) SSN/passport

Who we share the information
.Jwith

Yes

Yes, unless
you opt out

MNo, unless
you opt in

No

With 3™ parties for marketing purposes

(*)

To public forums (**)

(*) 55N/passport

(**) Preferences and your activity on this site

Contact us:call 1 888-888-8888
WWW.ACHE.COM

Figure C.2: The Privacy Table label for part 1 in the pre-test
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APPENDIX D

Laboratory experiment

D.1 Questionnaire



D.1. QUESTIONNAIRE D. LABORATORY EXPERIMENT




D. LABORATORY EXPERIMENT D.1. QUESTIONNAIRE

Instructions

Your task in this experiment is to simply answer a series of questions regarding the privacy policies of two
fictive companies: “Acme Inc.” and “Bell Group”. The questions are divided into two parts, where part one
requires you to look for answers in the Acme policy, and part two requires you to compare the policies of
Acme and Bell to find the answer. Both parts also contain a section of statements to which you answer by
selecting a degree of agreement/disagreement.

Each question has just one correct answer, and you also have the option to answer “No answer” in case you
don’t understand the question.

You will see a clock symbol (@) followed by a text box (|:|) before and after some questions in both
parts. Please write the exact current time (of when you reach that point) in these boxes. You are allowed to
look at and actively use the privacy policies WHILE answering the questions, but please only do so after you
have written the current time in the box.

No personal information will be collected during this experiment and all your answers will be treated
confidentially and anonymously. Participating is voluntary and you may stop participating at any time. By
completing and handing in this survey you accept that your answers will be used for the purpose of
answering the research questions in my thesis.

Thank you for your contribution!




D.1. QUESTIONNAIRE D. LABORATORY EXPERIMENT

Part 1

In this part you will be answering questions regarding the “Acme Inc.” privacy
policy.

Part 1

Use the sheet == I
— EEEET
labeled Part 1 for —
answering the — EmEmEn -
questions in this L =

part!

Part 1.1

Start time: |:\

Please answer the following questions regarding the “Acme Inc.” policy

Does
not
say

| don’t

2
o

Yes

1. Does the policy allow Acme to collect information about which pages
you visited on this web site?

2. Does the policy allow Acme to collect information about your medical
conditions, drug prescriptions, or family health history?

3. Does the policy allow Acme to collect information about your current
location?

4. Does the policy allow Acme to use information about your gender for
marketing purposes?

5. Does the policy allow Acme to collect information regarding your
household income?

6. Does the policy allow Acme to use your information to improve their
website?

pDoooo0oC
CDCOO0D0 0O
Dooo0o00
COo0O000O:




D. LABORATORY EXPERIMENT D.1. QUESTIONNAIRE

Part 1.2

Please answer the following questions regarding the Acme Inc. policy

Yes, Only The
| ifl li
unless i policy | don't
Yes I tell allow No does
know
them them not
not to to say

7. Does the policy allow Acme to share your personal
information on public forums?

8. Does the policy allow Acme to share your mobile number
with other companies?

9. Does the policy allow Acme to use your buying
history to design custom functionality targeted at you?

10. Does the policy allow Acme to share your cookie
information with other companies?

11. Will Acme contact you with advertisements?

12. Does Acme give you control regarding their

D000 0O DO

UDOoO0D0DO0DC
D000 0D
UDO0O0D0 00

DoO00 0D
DoO0o0 0D

sharing of your personal data?

:

End time:

Part 1.3

To what extent do you agree or disagree with each of the following statements?

Neither Strongly
St i
rongly Agree agree  Disagree Disagree
Agree nor
disagree

13. | feel that Acme’s privacy practices are explained
thoroughly in the privacy policy | read

14. | had problems finding the information | was looking for in
Acmes policy

15. | feel secure about sharing my personal information with
Acme after viewing their privacy practices

16. When I first looked at Acme’s policy, it was easy to
understand what information they will collect from me

17. If all privacy policies looked just like this | would be more
likely to read them

18. The use of symbols (e.g. icons, characters or colors) in
Acmes policy made it confusing to understand how the
information they collect will be used

U OO00C0CC
U O00O0C O
U O0O00OC O
U OO0 C0C O
U O00C0COC




D.1. QUESTIONNAIRE D. LABORATORY EXPERIMENT

Part 2

In this part you will be answering questions which require you to compare two
policies against each other. The “Acme Inc.” policy is the same as in part 1, and
the other policy belongs to “Bell Group”.

Part 2
Use the sheet i IO |- . DU
labeled Part 2 for = === = === =

- == = - =
answering the = | || = et
questions in this —~mmm | - mmEm =
part! -

Part 2.1

@ Starttime: [ : |

Please answer the following questions by comparing the two policies

Does I don’t

True False
notsay know

19. Both Acme and Bell lets you control whether non-sensitive information
(such as name and address) is shared with other companies

20. Neither Acme nor Bell collects any sensitive information (such as
banking or medical records, or passport numbers)

website in order to market to you by email, but Bell cannot.

22. By default, Bell can share your history of purchased items with other
companies, but Acme cannot

23. By default, both companies collects your default location and can use
this information to improve their services

21. By default, Acme can collect information about your use of their D

DOo0o0O
D000 O
DOo0o0O

@ End time: |:|



D. LABORATORY EXPERIMENT D.1. QUESTIONNAIRE

Part 2.2

To what extent do you agree or disagree with each of the following statements?

Neither
Strongly  Agree agree Disagree Strongly
Agree nor disagree
disagree

24. | found comparing two policies an easy task to do D

a a

25. If all policies looked like this | would compare privacy
practices across websites more often

26. It was easy to keep control of what the different symbols
(e.g. icons, characters or colors) in the policy stood for

27. | feel that these policies would cover most of the privacy
concerns | would have if | were to sign up for Acme or
Bell in real life

28. | would feel more confident in understanding the privacy
practices of Acme or Bell if the policies had more text
and less symbols (e.g. icons, characters or colors).

O 0O 00O
C O 00O
C 0O 00O
U O 00O
O 0O 00O

Part 2.3

29. Do you have any comments or suggestions regarding the privacy policy format?
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30. Do you have any feedback regarding the format of this survey?




D. LABORATORY EXPERIMENT

D.2. POLICIES

D.2 Policies

Acme Inc.

information
we collect

contact
information

cookies

demographic
infermation

financial
infermation

health
information

preferences

purchasing
information

social security
number &
govt D

your activity on
this site

your location

ways we use your information

to provide
sarvice and
maintain site  marketing telemarketing

profiling

information sharing
other public
companies forums

we will collect and use vour
information in this way

by default, we will collect and use
wyour information in this way unless
you tell us not to by opting out

we will not collect and use vour
information in this way

by default, we will not collect and
use your information in this way
unless you allow us to by opting in

Figure D.1: The Nutrition Label for part 1 in the laboratory experiment
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D. LABORATORY EXPERIMENT

D.2. POLICIES

The Acme Inc. Policy

What information we collect

How we use this information

Who we share this
information with

To provide For For For Other Public

Yes No service marketing telemarketing profiling companies forums
Contact information . . . . .
Cookies . . . . .
Demographic information .
Financial information .
Health information .
Preferences . . . . . .
Purchasing information . . . . .
Social security no. / Govt. ID .
Your activity on this site . . . . . .
Your location . .

*=You can opt +=You can :
Do you have any choices regarding , No outfromthis  optout from =5 0nly !f No
the use of this information? —_ this use Yyou opt in

The Bell Group Policy

What information we collect

How we use this information

Who we share this
information with

To provide For For For Other Public

Yes No service marketing tel keting profiling companies forums
Contact information . . . . .
Cookies - . . . .
Demographic information .
Financial information . . .
Health information .
Preferences .
Purchasing information . . . . .
Social security no. / Govt. ID .
Your activity on this site . . . . .
Your location . .

. *= You can opt += You can ==You can
Do you have any choices regarding , *= Only !f outfromthis  optout from opt out from
the use of this information? * Youoptin use this use this use

Figure D.3: The Privacy Table for part 2 in the laboratory experiment
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D. LABORATORY EXPERIMENT D.3. GUEST LECTURE SLIDES

D.3 Guest lecture slides

Guest lecture NTNU, 01-04-2011
Privacy Agents for End-Users

Karin Bernsmed
PhD - Research scientist

SINTEF Information and Communication Technology
Department of Software Engineering, Safety and Security
Trandheim, Norway
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APPENDIX E

Internet experiment

E.1 Questionnaire

Privacy policy experiment

Help us improve online privacy, and win an iPod!!

This experiment is a part of a Master Thesis study being conducted at the Norwegian University of
Science and Technology. in cooperation with SINTEF ICT. The goal of the study is to explore alternative
ways of presenting privacy policies. and in this experiment two new approaches will be tested. You will
be assigned to one of these two, and your task is to answer four sets of questions regarding policies

in this format.

It should take approximately 15-20 minutes to complete the experiment and no personal information
will be collected. All your answers will be treated confidentially and anenymously, and by completing
this survey you accept that your answers will be used for the purpose of answering the research
guestions in the mentioned thesis.

By completing the experiment you will be eligible to enter a draw for an iPod shuffle (2 GB). In order to
participate in the draw, you will need to leave your email address on the final page. Your email
address will not be connected to your experiment answers and will only be used for contacting the
prize winner.

Please read the detailed instructions for each page carefully.

Thank you for your contribution!

Next

Figure E.1: Introduction for the Internet experiment

E-1



E.1. QUESTIONNAIRE E. INTERNET EXPERIMENT

Privacy policy experiment

Page 1/6

1. What is your gender?

Male Female

2. What is your age group?

- Please Select — |z||

3. What is the highest level of education you have completed?

— Please Select — |L||

Next

Figure E.2: Demographic questions in the Internet experiment



E. INTERNET EXPERIMENT E.1. QUESTIONNAIRE

Privacy policy experiment

Page 2/6

On this page you will see the privacy policy for the fictive corporation “Acme Inc *, followed by six questions regarding Acmes privacy practices.
Look up in the policy to find the answer for these questions.

Acme Inc.

information ways we use your information information sharing
we collect to provide
sarvice and othar public
maintain site  marketing telemarkating  profiling companies forums:

contact
information

demographic
information

financial
information

health
information

purchasing
information

social security
number &
gov't ID

your activity on
this site

your location

by default, we will collect and use by default, we will not collect and
I:Ipl out your information in this way unless use your informatien in this way
you tell us not to by opting out unless you allow us to by opting in

we will collect and use your we will not collect and use your
information in this way information in this way

Please answer the following questions regarding the "Acme Inc." policy *

Yes No Does not say | don't know

1. Does the policy allow Acme to collect information about which pages you
visited on this web site? *

2. Does the policy allow Acme to collect information about your medical
conditions, drug prescriptions, or family health history? *

3. Does the policy allow Acme to collect information about your current
location? *

4. Does the policy allow Acme to use information about your gender for
marketing purposes? *

5. Does the policy allow Acme to collect information regarding your household
income? *

6. Does the policy allow Acme to use your information to improve their
website? *

Mext

E-3

Figure E.3: The nutrition label version of part 1.1 in the Internet experiment. The
Privacy Table version was identical



E.1. QUESTIONNAIRE E. INTERNET EXPERIMENT

Privacy policy experiment

Page 3/6

Answer the following six questions by looking up in Acme's policy.

Acme Inc.

information ways we use your information information sharing
we collect to provide
service and other public
maintain site  marketing telemarketing  profiling companies forums

contact
information
cookes - m m

demographic
information

financial
information

heaith
Iinformation

purchasing
information

soclal security
number &
gov't ID

your activity on
this site
et -

wee will collect and use your we will not collect and use your

- information in this way information in this way

by default, we will collect and use by default, we will not collect and
your information in this way unless use your information in this way
you tell us not to by opting out unless you allow us to by opting in

Please answer the following questions regarding the "Acme Inc.” policy *

Yes, unless |
tell them not to

Only if | allow
them to No | don't know

‘ Yes

7. Does the policy allow Acme to share your personal
information on public forums? *

8. Does the policy allow Acme to share your mobile number
with other companies? *

9. Does the policy allow Acme to use your buying history to
design custom functionality targeted at you? *

10. Does the policy allow Acme to share your cookie . -
information with other companies? * - -

11. Will Acme contact you with advertisements? *

12. Does Acme give you control regarding their sharing of your
personal data? *

Next

S

E4

Figure E.4: The nutrition label version of part 1.2 in the Internet experiment. The
Privacy Table version was identical



E. INTERNET EXPERIMENT E.1. QUESTIONNAIRE

Privacy policy experiment

Page 4/6

To what extent do you agree or disagree with each of the following statements? *
Strongly Strongly
agree Agree Meutral Disagree disagree

13. | feel that Acme’s privacy practices are explained thoroughly in the
privacy policy | read *

14. | had problems finding the information | was looking for in Acmes policy

15. | feel secure about sharing my personal information with Acme after
viewing their privacy practices *

16. When | first looked at Acme's policy, it was easy to understand what
information they will collect from me *

17. If all privacy policies looked just like this | would be more likely to read
them *

18. The use of symbols (e.g. icons. characters or colors) in Acmes policy
made it confusing to understand how the information they collect will be
used *

MNext

57%

Figure E.5: The single policy likeability questions (part 1.3) in the Internet ex-
periment.
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E.1. QUESTIONNAIRE E. INTERNET EXPERIMENT

Privacy policy experiment

Page 5/6

On this page you will see two privacy policies placed together. The first is the same as on page 1, and the other belongs to the fictive corporation “Bell Group™.
Answer the six questions below by comparing these two policies against each other.

Acme Inc. Bell Group

information ways we use your information information sharing informetion ways we use your information information sharing
we collect 1 provide we ccllect 10 provide
Sonice ang omnar puoac sa00e cinar e

profing companies  forume mAtAnEts  manketing tolomarketing  profing companios  forume

maksting
wantact coniact
infoemation Information

domegrashiz doragraphc
informetion information
finzneisl wnancial
infosmation information
health hanith
Information information

sirirs - m - ket
mm - m ki - m m

seeial soourity sacia
namizer & rumrber
gD povtin
you activityan -mm - vour ackivky Gn optout
Se this site o
your location yeur oeauan
wewill cabesd avd uss vour wz will not cobect and use your wie will ealleet end use yeur e will ot eolieet end Lse yeur
ntormation is 115 Wiy infermation iy e way Infarmation in this mvy informartr. £, i way
oy defaut, e will colec! a1 use by default, we will not colect and iy detaul, we will Coliect nd use by efeut, we will 1o collect énd
(UGN our rormaton ¢ ons way Lnisss LSe your Narmater. in s way L8 your infcomation i this way uniess e yeur nformaion b s ey
‘wou fell us ned to by ooting out unleas you elew U3 fo oy oothain youtzlus notia by opfng cuf wnless yau albw vato by optroin

Please answer the following questions by comparing the two policies *

True False Does not say | don't know

19. Both Acme and Bell lets you control whether non-sensitive information
(such as name and address) is shared with other companies *

20. Meither Acme nor Bell collects any sensitive information (such as banking
or medical records, or passport numbers) *

21. By default, Acme can collect information about your use of their website in
order to market to you by email, but Bell cannot. *

22 By default, Bell can share your history of purchased items with other
companies, but Acme cannot *

23. By default, both companies collects your default location and can use this
information to improve their serices *

Next

1% -

Figure E.6: The nutrition label version of part 2.1 in the Internet experiment.
The Privacy Table version was identical. The two policies has been descaled in this
screenshot to fit within a single page.
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E. INTERNET EXPERIMENT E.1. QUESTIONNAIRE

Privacy policy experiment

Page 6/6

To what extent do you agree or disagree with each of the following statements? *

Strangly Strongly
agree Agree Neutral Disagree disagree

24_ | found comparing two policies an easy task to do *

25_If all policies looked like this | would compare privacy practices across
websites more often *

26. It was easy to keep control of what the different symbols (e.g. icons,
characters or colors) in the policy stood for *

27_ | feel that these policies would cover most of the privacy concerns |
would have if | were to sign up for Acme or Bell in real life *

28. | would feel more confident in understanding the privacy practices of
Acme or Bell if the policies had more text and less symbols (e.g. icons,
characters or colors) *

29. Do you have any comments or suggestions regarding the privacy policy format?

30. Do you have any feedback regarding the format of this survey?

Win an iPod Shuffle!

To enter the prize drawing, please enter your email address.

Note: This email-address will not be connected to your answers in this experiment, and will only
be used for the purpose of contacting the prize winner. We will not spam or share your
information. We will use the randomresult.com service to ensure a fair and random drawing
process.

Submit

86% -

Figure E.7: The policy comparison likeability questions (part 1.3) and the open
end questions in the Internet experiment.
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E.2. POLICIES E. INTERNET EXPERIMENT

E.2 Policies

Se appendix D.2 for the nutrition label policies.

The Acme Inc. Policy
Who we share this
What information we collect How we use this information information with
To provide For For For Other
Collected? service marketing telemarketing profiling companies Public forums
Contact information v . o o o
Cookies v . ] o o
Demographic information
Financial information
Health information
Preferences v . o o o .
Purchasing information v . o o o
Social security no. / Govt.ID
Your activity on this site v . o o o .
Your location v .
Do you have any choices regarding No Youcan optout | You can opt out Only if No
the use of this information? from this use from this use you opt in

The Bell Group Policy

Who we share this

What information we collect How we use this information information with
To provide For For For Other Public
Collected? service marketing telemarketing profiling companies forums
Contact information v . o <] o
Cookies v . o o o
Demographicinformation
Financial information v . o

Health information

Preferences

Purchasing information v . ] ] o

Social security no. / Govt.ID

Your activity on this site v . ] ] o

Your location v o*

Do you have any choices regarding *Only if You can opt out You can opt out You can opt out
the use of this information? you opt in from this use from this use from this use

Figure E.8: The Privacy Table labels for part 2 in the Internet experiment
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APPENDIX F

Results

F.1 Histogram and normality plots
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F.2 Information finding questions

e Table F.1 - Descriptive statistics for the information finding questions in Part
1.1, 1.2, 2.1, and overall statistics for all parts combined for the labroatory and
Internet experiment.

e Table F.2 - Two-sample t-tests performed on the average participant score
in the information findings sections.
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F.3 Likeability question
e Table F.3 - Descriptive statistics for the 5-point likert questions in part 1.3
and 2.2 in the laboratory experiment.

e Table F.4 - Descriptive statistics for the 5-point likert questions in part 1.3
and 2.2 in the internet experiment

e Table F.5 - Two-sample t-tests with unequal sample size, performed on the
average participant score in the likeability-questions.

e Table F.6 - Two-sample t-tests with unequal sample size, performed on ques-
tion 13-18 in both experiments.

e Table F.7 - Two-sample t-tests with unequal sample size, performed on ques-
tion 24-28 in both experiments.
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F.4. DETAILED STATITISTICS FOR THE TIMING RESULTS

F.

RESULTS

F.4 Detailed statitistics for the timing results

Part 1 Part 2 Total
NL PT NL PT NL PT
Mean | 5,25 | 5,00 2,00 2,83 3,86 | 4,00
Variance | 4,786 | 0,333 | 0,800 | 0,167 | 5,670 | 1,500
Observations 8 7 7 6 15 13
P (F-test - equality of variance) 0,002 0,055 0,014
Pooled Variance X 0,483 X
Hypothesized Mean Difference 0 0 0
df 8 10 20
t Stat 0,311 -2,076 -0,198
P(T<=t) one-tail 0,382 0,032 0,423
T Critical one-tail 1,860 1,812 1,725
P(T<=t) two-tail 0,764 0,065 0,845
T Critical Two-tail 2,306 2,228 2,086
Part 1 Part 2 Total
NL PT NL PT NL PT
Mean | 5,25 | 5,00 2,00 2,83 3,86 | 4,00
Standard Error | 0,773 | 0,218 [ 0,365 | 0,167 | 0,636 | 0,340
Median | 4,5 5 2 3 3,5 4
Mode 4 5 3 3 4 5
Standard Deviation | 2,188 | 0,577 | 0,894 | 0,408 | 2,381 | 1,225
Sample Variance | 4,786 | 0,333 | 0,800 | 0,167 | 5,670 | 1,500
Kurtosis | 3,224 | 3,000 | -1,875 | 6,000 | 2,350 | -1,354
Skewness | 1,651 | 0,000 | 0,000 | -2,449 | 1,274 | 0,000
Range 7 2 2 1 9 4
Minimum 3 4 1 2 1 2
maximim 10 6 3 3 10 6
Sum | 42 35 12 17 54 52
Count 8 7 7 6 15 13
Conf. Level (95,0%) | 1,829 | 0,534 | 0,939 | 0,428 | 1,375 | 0,740

Table F.8: Two-sample t-tests and corresponding descriptive statistics for the mean

time score in the laboratory experiment. We initially conducted F-tests on the sample

data to determine equality of variance (with results in the orange shaded line), and based

on this we assumed unequal variance for the t-tests on Part 1 and both parts combined
(Total), and equal variances for Part 2.
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