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Problem Description
Oppgaven består av en teoridel og en praktisk del.
• Teori: Basert på arbeide som er gjort i WebSys- hvordan kan vi (1) vurdere hvor robust et
system er? (2) Teste hvor robust et system er?
• Praktisk arbeid: Basert på teoridelen og ved hjelp av et verktøy fra en tidligere
diplomoppgave(AutAT) skal man (1) Definere et sett av tester for robusthet. (2) Evaluere
testresultatene og sammenlikne de med resultatene fra teorien
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Abstra
tIn re
ent years, the World Wide Web (WWW) has be
ome a popular platformfor system development. There are several fa
tors that make Web-development spe
ial.There is a large number of quality requirements in the Web-based system. Webproje
ts involve people with a diverse ba
kground, su
h as te
hni
al people withba
kground in programming and non-te
hni
al people with ba
kground in graphi
aldesign. In addition, the Web-based system are often not developed separately,but is integrating existing subsystems. The time-to-marked requirement is strong.Web-based system must tolerate errors and abnormal situations 
aused by internal
omponent failure or user mistakes. Therefore, robustness is 
onsidered to be a 
riti
alfa
tor for Web-based systems. Building a robust Web-based system is never an easy task.Furthermore, the end users of Web-based systems have di�erent ba
kgounds.Many have knowledge of the Web, others have little or no knowledge of the Web. Sin
eWeb-systems are used by people with a rather diverse ba
kground, it is important thatthe Web-based systems must have error toleran
e and ability to survive due to usermistake.The main fo
us of this proje
t is analyzing robustness of Web-based system. Inorder to analyze robustness of Web-based system, it is ne
essary to 
arry out a robust-ness assessment. Assessment methods are used to evaluate the robustness and givean estimating of the system's robustness. Further, robustness testing of a Web-basedsystem has to be performed to get an idea of the system's 
urrent robustness. Theresult of estimating and test result will also be dis
ussed, 
ompared and evaluated.An Automati
 A

eptan
e Testing of Web Appli
ations (AutAT) will be used totest the robustness of a Web-based system. DAIM (Norwegian: Digtal Arkivering ogInnlevering av Masteroppgaver) is the target system that will be tested the robustness of.Keywords: Robustness, testing, robustness assessment, robustness estimating,Web-based system, AutAT, DAIM.

i



ii



Prefa
eThis master thesis is written as part of my master degree at the Department ofComputer(IDI) and Information S
ien
e at the Norwegian University of Te
hnologyand S
ien
e (NTNU) in Trondheim in the spring of 2006.I would like to thank my supervisor, Tor Stålhane for valuable feedba
k, sup-port, ideas, and 
omments during my work. In addition, I will also thank Kai TorgeirDragland and Jan Grønsberg for helping me understanding the DAIM system.
Trondheim 16th of June 2006
____________________Hue Pham Thi Thuy

iii



iv



ContentsI Introdu
tion 11 Motivation 22 Proje
t Context 32.1 Ba
kground . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32.2 Problem De�nition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32.3 Limitation of S
ope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43 Outline of the Report 5II Prestudy 74 De�nitions and Basi
 Con
epts 84.1 Robustness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84.2 Robustness and other quality requirements . . . . . . . . . . . . . . . . . 95 State of the Art - Existing Robustness Assessment 115.1 Ja
obson's analysis method and FMEA . . . . . . . . . . . . . . . . . . . 115.1.1 Obje
t-Oriented Software Engineering (OOSE) . . . . . . . . . . 115.1.2 Failure Mode and E�e
t Analysis (FMEA) . . . . . . . . . . . . . 145.1.3 The proposed method . . . . . . . . . . . . . . . . . . . . . . . . 155.1.4 Robustness Assessment: An Example . . . . . . . . . . . . . . . . 185.1.5 Con
lusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195.2 Information �ow analysis and hazard analysis . . . . . . . . . . . . . . . 205.2.1 Information Flow Analysis . . . . . . . . . . . . . . . . . . . . . . 205.2.2 Hazard analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 215.2.3 The Pro
ess of Quality Modelling . . . . . . . . . . . . . . . . . . 215.2.4 Con
lusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225.3 Appli
ation of Hazard Analysis to Software Quality Modelling . . . . . . 225.3.1 Representation of quality models . . . . . . . . . . . . . . . . . . 235.3.2 Adaption of Hazard Analysis Method . . . . . . . . . . . . . . . . 245.3.3 The proposed method . . . . . . . . . . . . . . . . . . . . . . . . 245.3.4 Robustness Assessment: An Example . . . . . . . . . . . . . . . . 255.3.5 Con
lusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 265.4 Summary and the Choi
e . . . . . . . . . . . . . . . . . . . . . . . . . . . 26v



5.4.1 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 265.4.2 The Choi
e of Assessment method . . . . . . . . . . . . . . . . . . 276 Testing 296.1 V-model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 306.2 Types of testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 316.2.1 Bla
k Box Testing . . . . . . . . . . . . . . . . . . . . . . . . . . 316.2.2 White Box Testing . . . . . . . . . . . . . . . . . . . . . . . . . . 316.3 Testing of Web Appli
ations . . . . . . . . . . . . . . . . . . . . . . . . . 326.4 Tools for Automati
 A

eptan
e Test . . . . . . . . . . . . . . . . . . . . 336.4.1 AutAT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 346.4.2 Watir . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 346.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 357 Goal/Question/Metri
 method 377.1 Goal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 387.2 Questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 387.3 Metri
s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39III Robustness Assessment of DAIM 438 DAIM's requirements 448.1 Nonfun
tional requirements . . . . . . . . . . . . . . . . . . . . . . . . . 448.1.1 Database . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 448.1.2 Robustness requirements of DAIM . . . . . . . . . . . . . . . . . 458.2 Fun
tional Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . 459 DAIM and Robustness Assessment 499.1 Ja
obson's analysis method and FMEA . . . . . . . . . . . . . . . . . . . 499.1.1 UC01: Log in . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 499.1.2 UC02: Fill in 
ontra
t . . . . . . . . . . . . . . . . . . . . . . . . 519.1.3 UC03: Create 
ooperation group . . . . . . . . . . . . . . . . . . 539.1.4 UC04: Generate 
ontra
t/s
hema . . . . . . . . . . . . . . . . . . 559.1.5 UC05: Deliver master thesis . . . . . . . . . . . . . . . . . . . . . 579.1.6 UC06: Sear
h for master thesis . . . . . . . . . . . . . . . . . . . 609.1.7 UC07: Handle payments . . . . . . . . . . . . . . . . . . . . . . . 629.1.8 UC08: Display master thesis . . . . . . . . . . . . . . . . . . . . . 649.1.9 UC09: Choose a Censor . . . . . . . . . . . . . . . . . . . . . . . 659.1.10 UC10: Validate information . . . . . . . . . . . . . . . . . . . . . 669.1.11 UC11: Create/update a

ount . . . . . . . . . . . . . . . . . . . . 689.1.12 UC12: Get information . . . . . . . . . . . . . . . . . . . . . . . . 719.1.13 UC13: Import data . . . . . . . . . . . . . . . . . . . . . . . . . . 729.1.14 UC14: Change information . . . . . . . . . . . . . . . . . . . . . . 749.1.15 Con
lusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 779.2 Appli
ation of Hazard analysis to Software Quality Modelling . . . . . . 77vi



9.3 Estimate DAIM's robustness . . . . . . . . . . . . . . . . . . . . . . . . . 789.4 Con
lusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80IV Testing DAIM 8310 User Testing Session 8411 Test Results 8711.1 Metri
s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8711.1.1 M1: Error toleran
e . . . . . . . . . . . . . . . . . . . . . . . . . . 8711.1.2 M2: Error messages . . . . . . . . . . . . . . . . . . . . . . . . . . 8911.1.3 M3: Feedba
k . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9011.1.4 M4: DAIM pre
ision . . . . . . . . . . . . . . . . . . . . . . . . . 9111.1.5 M5: Synta
ti
 Input Validation . . . . . . . . . . . . . . . . . . . 9211.2 Questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9411.2.1 Quesion 1: Input Toleran
e . . . . . . . . . . . . . . . . . . . . . 9411.2.2 Question 2: DAIM interfa
e . . . . . . . . . . . . . . . . . . . . . 9411.3 Goal Attainment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9511.4 Threats to Validity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96V Evaluation 9912 Dis
ussion and Evaluation 10012.1 Con
lusion and Dis
ussion . . . . . . . . . . . . . . . . . . . . . . . . . . 10012.1.1 Early robustness assessment methods . . . . . . . . . . . . . . . . 10012.1.2 Testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10112.2 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10213 Further Work 105VI Appendix 107A Abbreviations and Glossary 108A.1 Abbreviations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108A.2 Glossary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109B Quality Models and SFMEA 110B.1 Choose sensor . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110B.2 Validate information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112B.3 Get information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113B.4 Import data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115C Qualitative Robustness Assessment 117D Tests Data 131vii



E Original DAIM Do
ument 154

viii



List of Figures4.1 A partition over all operational 
onditions . . . . . . . . . . . . . . . . . 95.1 Analysis phase of the OOSE life 
y
le . . . . . . . . . . . . . . . . . . . . 125.2 The use 
ase model of the OOSE approa
h . . . . . . . . . . . . . . . . . 125.3 Stereotype symbols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135.4 Intera
tion rules . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145.5 Analysis diagram for Sear
h by Author . . . . . . . . . . . . . . . . . . . 195.6 An example of information �ow diagram . . . . . . . . . . . . . . . . . . 215.7 Quality Modelling Pro
ess . . . . . . . . . . . . . . . . . . . . . . . . . . 225.8 Notation for representaion of quality models . . . . . . . . . . . . . . . . 235.9 The model for user 
annot �nd required information . . . . . . . . . . . . 266.1 V-model of testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 306.2 An example of a test in AutAT . . . . . . . . . . . . . . . . . . . . . . . 357.1 An example of GQM-tree . . . . . . . . . . . . . . . . . . . . . . . . . . . 388.1 Use 
ases diagram for DAIM . . . . . . . . . . . . . . . . . . . . . . . . . 469.1 Analysis diagram for Log In use 
ase . . . . . . . . . . . . . . . . . . . . 509.2 Analysis diagram for Fill in 
ontra
t . . . . . . . . . . . . . . . . . . . . 519.3 Analysis diagram for Create 
ooperation group . . . . . . . . . . . . . . . 539.4 Analysis diagram for Generate 
ontra
t/s
hema . . . . . . . . . . . . . . 569.5 Analysis diagram for Delivery master thesis . . . . . . . . . . . . . . . . 589.6 Analysis diagram for Sear
h master thesis . . . . . . . . . . . . . . . . . 609.7 Analysis diagram for Handle payments . . . . . . . . . . . . . . . . . . . 629.8 Analysis diagram for Display master thesis . . . . . . . . . . . . . . . . . 659.9 Analysis diagram for Choose 
ensor . . . . . . . . . . . . . . . . . . . . . 659.10 Analysis diagram for Validate information . . . . . . . . . . . . . . . . . 679.11 Analysis diagram for Create/update a

ount . . . . . . . . . . . . . . . . 699.12 Analysis diagram for Get information . . . . . . . . . . . . . . . . . . . . 719.13 Analysis diagram for Import data . . . . . . . . . . . . . . . . . . . . . . 739.14 Analysis diagram for Change information . . . . . . . . . . . . . . . . . . 7511.1 Kiviat diagram for questions and goal attainment . . . . . . . . . . . . . 9612.1 An example of Ja
obson analysis diagram at high level . . . . . . . . . . 10312.2 An example of Ja
obson analysis diagram at low level . . . . . . . . . . . 103ix



12.3 Di�eren
e between the estimated and true value of robustness . . . . . . 104B.1 The quality model for Choose 
ensor . . . . . . . . . . . . . . . . . . . . 111B.2 The quality model for Validate information . . . . . . . . . . . . . . . . . 113B.3 The quality model for Get information . . . . . . . . . . . . . . . . . . . 114B.4 The quality model for Import data . . . . . . . . . . . . . . . . . . . . . 116

x



List of Tables5.1 FMEA with 
lass as starting point . . . . . . . . . . . . . . . . . . . . . 155.2 FMEA with Control Obje
t as starting point . . . . . . . . . . . . . . . . 175.3 A part of FMEA for Sear
h by Author . . . . . . . . . . . . . . . . . . . 195.4 FMEA format for request . . . . . . . . . . . . . . . . . . . . . . . . . . 215.5 The format of Software FMEA 
hart . . . . . . . . . . . . . . . . . . . . 245.6 The SFMEA for "User 
annot �nd required information" . . . . . . . . . 257.1 Metri
 1 - Error toleran
e . . . . . . . . . . . . . . . . . . . . . . . . . . 397.2 Metri
 2 - Error meassages . . . . . . . . . . . . . . . . . . . . . . . . . 407.3 Metri
 3 - Feedba
k . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 407.4 Metri
 4 - DAIM pre
ision . . . . . . . . . . . . . . . . . . . . . . . . . . 417.5 Metri
 5: Synta
ti
 input validationn . . . . . . . . . . . . . . . . . . . . 417.6 The relationships between the metri
s and the questions . . . . . . . . . 429.1 FMEA for Log in . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 509.2 FMEA for Fill in 
ontra
t . . . . . . . . . . . . . . . . . . . . . . . . . . 529.3 FMEA for Create 
ooperation group . . . . . . . . . . . . . . . . . . . . 549.4 FMEA for Generate 
ontra
t/s
hema . . . . . . . . . . . . . . . . . . . . 569.5 FMEA for Delivery master thesis . . . . . . . . . . . . . . . . . . . . . . 589.6 FMEA for Sear
h master thesis . . . . . . . . . . . . . . . . . . . . . . . 619.7 FMEA for Handle payment . . . . . . . . . . . . . . . . . . . . . . . . . 629.8 FMEA for Choose 
ensor . . . . . . . . . . . . . . . . . . . . . . . . . . . 669.9 FMEA for Validate information . . . . . . . . . . . . . . . . . . . . . . . 679.10 FMEA for Create/update a

ount . . . . . . . . . . . . . . . . . . . . . . 699.11 FMEA for Get information . . . . . . . . . . . . . . . . . . . . . . . . . . 729.12 FMEA for Import data . . . . . . . . . . . . . . . . . . . . . . . . . . . . 739.13 FMEA for Change information . . . . . . . . . . . . . . . . . . . . . . . 759.14 FMEA with 
lass as starting point . . . . . . . . . . . . . . . . . . . . . 799.15 Summary Robustness Estimating . . . . . . . . . . . . . . . . . . . . . . 7910.1 Test data for <Use 
ase ID: use 
ase name> . . . . . . . . . . . . . . . . 8511.1 A summary of test results for ea
h use 
ase . . . . . . . . . . . . . . . . . 8811.2 Colle
ted data for M2: error message . . . . . . . . . . . . . . . . . . . . 8911.3 Colle
ted data for M3: Feedba
k . . . . . . . . . . . . . . . . . . . . . . 9111.4 Colle
ted data for M4: DAIM pre
ision . . . . . . . . . . . . . . . . . . . 9111.5 Colle
ted data for M5: Synta
ti
 input validation . . . . . . . . . . . . . 93xi



B.1 SFMEA for Choose 
ensor . . . . . . . . . . . . . . . . . . . . . . . . . . 110B.2 SFMEA for Validate information . . . . . . . . . . . . . . . . . . . . . . 112B.3 SFMEA for Get information . . . . . . . . . . . . . . . . . . . . . . . . . 113B.4 SFMEA for Import data . . . . . . . . . . . . . . . . . . . . . . . . . . . 115C.1 The FMEA for Log in . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117C.2 The FMEA for Fill in 
ontra
t . . . . . . . . . . . . . . . . . . . . . . . . 118C.3 The FMEA for Create 
ooperation group . . . . . . . . . . . . . . . . . 119C.4 The FMEA for Generate 
ontra
t/s
hema . . . . . . . . . . . . . . . . . 120C.5 The FMEA for Deliver master thesis . . . . . . . . . . . . . . . . . . . . 121C.6 The FMEA for Sear
h for master thesis . . . . . . . . . . . . . . . . . . 122C.7 The FMEA for Handle payments . . . . . . . . . . . . . . . . . . . . . . 122C.8 The FMEA for Display master thesis . . . . . . . . . . . . . . . . . . . . 124C.9 The FMEA for Choose 
ensor . . . . . . . . . . . . . . . . . . . . . . . . 125C.10 The FMEA for Validate information . . . . . . . . . . . . . . . . . . . . 125C.11 The FMEA for Create/update a

ount . . . . . . . . . . . . . . . . . . . 127C.12 The FMEA for Get information . . . . . . . . . . . . . . . . . . . . . . . 128C.13 The FMEA for Import data . . . . . . . . . . . . . . . . . . . . . . . . . 129C.14 The FMEA for Change information . . . . . . . . . . . . . . . . . . . . 130D.1 Test data for UC01 - Log in . . . . . . . . . . . . . . . . . . . . . . . . . 131D.2 Test data for UC02: Students . . . . . . . . . . . . . . . . . . . . . . . . 132D.3 Test data for UC02: Startdate and deadline . . . . . . . . . . . . . . . . 133D.4 Test data for UC02: Bibliographi
 data . . . . . . . . . . . . . . . . . . . 133D.5 Test data for UC02: Supervisor and Se
ondary Supervisor . . . . . . . . 134D.6 Test data for UC03 - Create 
ooperation group . . . . . . . . . . . . . . . 134D.7 Test data for UC04 - Generate 
ontra
t/s
hema . . . . . . . . . . . . . . 135D.8 Test data for UC05-01 - Upload a pi
ture of front-page . . . . . . . . . . 136D.9 Test data for UC05-02 - Upload an atta
hment as a zip �le . . . . . . . . 137D.10 Test data for UC05-03 - Upload the report in pdf format . . . . . . . . . 137D.11 Test data for UC05-04 - Order extra 
opy . . . . . . . . . . . . . . . . . 139D.12 Test data for UC06 - Basi
 sear
h . . . . . . . . . . . . . . . . . . . . . . 140D.13 Test data for UC06 - Advan
ed sear
h . . . . . . . . . . . . . . . . . . . 140D.14 Test data for UC07 - Handle payments . . . . . . . . . . . . . . . . . . . 141D.15 Test data for UC08-01 and UC08-02 Display and sort . . . . . . . . . . . 142D.16 Test data for UC08-03 - Display master thesis by sear
hing . . . . . . . . 143D.17 Test data for UC09 - Choose a 
ensor . . . . . . . . . . . . . . . . . . . . 144D.18 Test data for UC10 - Validate information . . . . . . . . . . . . . . . . . 145D.19 Test data for UC11-01 - Add a student Category - Bibliographi
 data . . 147D.20 Test data for UC11-02 - Change status/information for supervisor . . . . 148D.21 Test data for UC11-03 - Change status/information for a 
ensor . . . . . 148D.22 Test data for UC11-04 - Find a supervisor/
ensor by sear
hing . . . . . . 149D.23 Test data for UC12 - Get information . . . . . . . . . . . . . . . . . . . . 150D.24 Test data for UC13 - Import data . . . . . . . . . . . . . . . . . . . . . . 150D.25 Test data for UC14-01 - Change institute information . . . . . . . . . . . 152D.26 Test data for UC14-02 - Add an administrator user . . . . . . . . . . . . 153xii



Part IIntrodu
tion

1



Chapter 1MotivationThe WWW is be
oming a popular form of software appli
ations. Web-based systemsare widely applied in many �elds, su
h as edu
ation, entertainment, business, et
.Most resear
hers agree that Web-based systems are di�erent from most other types ofsoftware systems. Web development is di�erent be
ause the people who build Web sitesare di�erent. Web proje
ts involve people with a diverse ba
kground. Furthermore,the time-to-marked requirement is strong and development pro
ess should be doneevolutionary, with multiple deliveries throughout the life
y
le.Web-based systems users are always looking for systems that serve them in a re-liabe way, providing qui
k and useful servi
e. In addition, it is important that theWeb-based systems must have error toleran
e and ability to survive due to user mistakeand internal 
omponent failure.Robustness is 
onsidered to be a 
riti
al fa
tor for Web-based systems for followingreasons:
• It's di�
ult to 
ontrol the input pro�le of end users be
ause the Web-based systemsare available for almost everyone.
• Web-based systems are often integrated with existing system and built by devel-opers from di�erent ba
kgrounds.
• A early assessment of robustness will prevent robustness failures or redu
e 
han
esfor su
h failures. Robustness assessment will also be used to analyze trade-o�swhen there are 
ontradi
ting other quality requirements.Robustness is a 
ommon goal that designer of systems strive for. Therefore, it is impor-tant to have an early robustness assessment of a Web-based systems. The robustnessmust also be tested to make sure that the system is robust enough.
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Chapter 2Proje
t ContextThis 
hapter presents ba
kground information, problem de�nition and limitations of theproje
t.2.1 Ba
kgroundMy master thesis is related to the WebSys (WEB-based SYStem) [15℄ resear
h proje
tat NTNU. The main obje
tive of WebSys is to develop high-quality resear
h 
ompeten
eand guidelines for industrial development of timely and reliable Web-based systems.WebSys aims to examine, propose, try out and improve novel methods and te
h-niques to balan
e the 
lassi
 
ounterparts, time-to-market and reliability in thedevelopment of the web-based systems. The WebSys has also three sub-goals:
• Goal 1: Better understanding of the software pro
ess and related te
hnologiesthat 
on
erns how to make trade-o�s between the Time To Market (TTM) andreliability in web-based systems.
• Goal 2: Contribute to 
ontinuous improvement of the software development pro
essin 
ompanies where reliability and TTM need to be 
onsidered together.
• Goal 3: Dissemination and ex
hange of knowledge gained. The aim is to dissemi-nate PhD reports, resear
h papers, te
hni
al reports, edu
ational and presentationmaterial et
. through the web, in own edu
ation and in appropriate national andinternational.2.2 Problem De�nitionThe purpose of this work is to explore the robustness of a Web-based system. Ro-bustness has been de�ned in several ways. Thus, it's also important to have a 
learde�nition of Web-based systems's robustness. In addition, it is important to get arough assessment and estimation of robustness.The main idea of the proje
t is to answer the questions:3



• How 
ould we get an early assessment of a Web-based systems' robustness
• How 
ould we test a Web-based systems's 
urrent robustnessThe proje
t will use AutAT [27℄ as a testing tool and DAIM [14℄ as the target system.DAIM (Norwegian: Digital Arkivering og Innlevering av Masteroppgave) system is aWeb-based system whi
h used to ar
hive and deliver student's master thesis at NTNU.AutAT will be used to test the robustness of DAIM. Results from this work 
an be usedto in
rease our understanding of DAIM's robustness.2.3 Limitation of S
opeThe WebSys [25℄ de�nes robustness as the degree to whi
h a system or 
omponent 
anfun
tion 
orre
tly.
• In the presen
e of invalid input or stressful environmental 
onditions
• On a wide range of browsersBased on the de�nition above, J. Zhou et al. [25℄ mean it's useful to split the de�nitioninto three terms:
• Error toleran
e
• Stress toleran
e
• Platform toleran
eSin
e my fo
us is web-based systems, I will be fo
using on the error toleran
e. These
ond and third types of robustness will not be explored. More detail about thesetypes robustness will be des
ribed in Se
tion 4.1.
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Chapter 3Outline of the ReportThis 
hapter 
ontains a brief overview of the report, giving a short des
ription of theissues dis
ussed in ea
h part.Part I - Introdu
tionThe �rst part sets the fo
us for the proje
t. It 
ontains motivation, ba
kground,problem de�nition, limitation of s
ope and ends with outline of the proje
t.Part II - PrestudyThe se
ond part des
ribes the ba
kground information of this proje
t. First, thede�nitions and basi
 
on
epts of robustness are des
ribed. Further, some of existingrobustness assessment are presented, 
ompared and summarized. Based on studiedrobustness assessment, a summary and 
hoi
es of assessment methods are done. Thetraditional V-model of testing, an overview over di�erent types of testing, some problemswith testing of Web appli
ation and a short des
ription of the tools that will be usedto test will also be in
luded in this part. It ends with a Goal/Question/Metri
 methodthat will be used for evaluating and analyses the robustness testing of the DAIM system.Part III - Robustness Assessment of DAIMThis part �rst takes a look at the DAIM requirements. Both nonfun
tional andfun
tional requirements are 
aptured. Chosen robustness assessments are used to assessand estimate the robustness of DAIM. A short judgement of these assessment methodswill also be in
luded here.Part IV - Testing DAIMThis part fo
uses on testing of the DAIM system. It starts with des
ription of the usertesting session, whi
h 
aptured the pro
ess of testing. Test planning and test resultsare des
ribed. The purpose of this part is to analyse and evaluate the robustness of theDAIM system with respe
t to GQM-method.Part V - EvaluatingThe se
ond to last part 
ontains evaluation and dis
usssion of the results for thisproje
t. It is espe
ially important to evaluate and validate the results re
eived from the
hosen assessment methods and the results of testing the DAIM system. These two re-5



sults will also be 
ompared and 
on
luded. It ends with and dis
ussion and further work.Part VI - AppendixThis part 
ontains abbreviations and glossary. A set of quality models, SFMEA andtests spe
i�
ation will also be in
luded. This part ends with a summary of originaldo
ument of DAIM system.Atta
hmentAtta
hment 
ontains test 
ases in AutAT, Watir. In addition, the �les that I've usedto run the tests, su
h as invalid �le, or �le 
ontains invalid data will also in
luded here.A username and password that has been used to log in DAIM system as administratorroles has been saved as a �le and in
luded here. An entire do
ument of the DAIMsystem that des
ribe requirements, ER-diagram and a des
ription of 
lasses will also befound here.
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Chapter 4De�nitions and Basi
 Con
eptsBefore moving on, we need some terms from the domain of robustness. The mainobje
tive of this 
hapter is to de�ne some terms whi
h are relevant for the robustness ofa Web-based system, robustness assessment, and robustness estimation.4.1 RobustnessRobustness is de�ned in several ways. I have sear
hed the Internet for de�nitions ofrobustness in order to see if they 
ould 
ontribute to my understanding of the 
on
eptof robustness.IEEE [10℄ de�nes robustness as:The degree to whi
h a system or 
omponent 
an fun
tion 
orre
tly in thepresen
e of invalid input or stressful environment 
onditions.� IEEE Std 610.12-1990A

ording to [25℄, the WebSys 
onsider three types of robustness:
• Input robustness: The ability to survive in
orre
t input from a user or from anothersystem with whi
h our system is 
ooperating.
• Load robustness: The ability to behave 
orre
tly under loads near or above theload that the system was designed for.
• Platform robustness: The ability to operate 
orre
tly on a wide variety of newplatforms."Input robustness" has the same meaning as "error toleran
e". IEEE [10℄ de�nes errortoleran
e as:The ability of a system or 
omponent to 
ontinue normal operation despitethe presen
e erroneous input. � IEEE Std 610.12-19908



Chapter 4 De�nitions and Basi
 Con
eptsFor WebSys, erroneous input is all input that 
an not be used by a system or 
omponentto perform its intended fun
tion(s).Steven D. Gribble [8℄ de�nes robustness as follows:Robustness is the ability of a system to 
ontinue to operate 
orre
tly a
rossa wide range of operational 
onditions, and to fail gra
efully outside of therange. � Steven D. GribbleIn my work, I will be fo
using on the input robustness, whi
h is de�ned in [25℄. Thistype of robustness will be explored and analyzed for future 
on
lusion.4.2 Robustness and other quality requirementsTwo important elements of robustness are spe
i�
ation 
ompleteness and 
orre
tness(100% reliability). A robust system operates 
orre
tly a
ross a wide range of operational
onditions. J. Zhou et al. [24℄ 
onsider that a system or 
omponent whi
h is totally
orre
t with a 
omplete spe
i�
ation is robust, in that its behavior is predi
table for allpossible operational envirements.The authors in [24℄ introdu
e an operational environment partition model from[4℄ to formalize the di�eren
e between robustness and reliability. The total operationalenvironment of a system or 
omponent 
an be divided into four parts and illustrated inFigure 4.1: Figure 4.1: A partition over all operational 
onditions
• SD: The standard domain refers to the set of all operational 
onditions for whi
ha system satis�es its spe
i�
ation
• AED: The anti
ipated ex
eptional domain denotes the set of all operational 
on-ditions for whi
h 
orre
t ex
eption results are produ
ed.
• FD: The failure domain refer to all operational 
onditions for whi
h the behaviorof the system 
ontradi
ts the spe
i�
ation or ex
eptional spe
i�
ation.
• UD: The unanti
ipated domain 
ontains the set of all operational 
onditions whi
hare not in
luded in the spe
i�
ation. 9



Reliability is related to the failure domain. The smaller the failure domain is, the morereliable is the system. When FD= {}, the system is said to be 
orre
t, regardless ofwhether UD is empty or not.A robust system requires that both FD={} and UD={} are satis�ed. It's di�-
ult to a
hieve this for any real system or 
omponent. Steven D. Gribble [8℄ arguesagainst a seemingly 
ommon design paradigm that attempts to a
hieve robustness bypredi
ting the 
onditions in whi
h a system will operate, and then 
arefully ar
hite
tingthe system to operate well in those 
onditions. Gribble 
laims that this design te
hniqueis akin to pre
ognition: attempting to gain knowledge of something in advan
e of itsa
tual o

urren
e.It is ex
eedingly di�
ulty to 
ompletely understand all of the intera
tions in a
omplex system a priori. It's aslo e�e
tively impossible to predi
t all of the perturba-tions that a system will experien
e as a result of 
hanges in environmental 
onditions,su
h as hardware failures, load bursts, invalid user input, or the introdu
tion ofmisbehaving software. Given this, any system that attempts to gain robustness solelythrough pre
ognition is prone to fragility.Even if the system behaved 
orre
tly when operating within its design assump-tions, small perturbations sometimes led to the violation of these assumptions, whi
hin turn lead to system wide failure.The 
on
ept of robustness in this report is similar to the one used in [8℄. Theauthors in [8℄ ex
lude the internal faults of the system or 
omponent, and only dealwith the operational, intera
tion-related faults.
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Chapter 5State of the Art - Existing RobustnessAssessmentThis 
hapter presents several frameworks for 
ondu
ting robustness assessment for web-based systems.5.1 Ja
obson's analysis method and FMEAJ. Zhou et al. [24℄ propose a framework for robustness assessment based on Ja
obson'srobustness analysis method and Failure Mode and E�e
t Analysis (FMEA) [7℄. Thisse
tion presents the frameworks from J. Jhou et al.[24℄ and T. Stålhane [19℄. Bothframeworks are previous works in WebSys [15℄ proje
t.5.1.1 Obje
t-Oriented Software Engineering (OOSE)Overview Stru
tur of OOSEJa
obson et al. [11℄ 
all their method Obje
t-Oriented Software Engineering (OOSE).The OOSE method is divided into three major 
onse
utive pro
esses: analysis, 
onstru
-tion and testing. The analyse phase is further divided into two steps, 
alled requirementsanalysis and robustness analysis. Figure 5.1 shows the analysis phase of the OOSEapproa
h. The �rst step derives the requirements model from the informal 
ustomerrequirements. This model is expressed as a use 
ase model, and may be augmented bya domain obje
t model. The se
ond step, robustness analysis stru
tures the use 
asemodel into the analysis model.

11



Figure 5.1: Analysis phase of the OOSE life 
y
le

The OOSE method de�nes a pro
ess to transform formalized requirements into a se-quen
e of models. The steps in
lude the requirements, analysis, design, implementationand testing models. The use 
ase model is the basis on whi
h all other models aredeveloped, as illustrate in Figure 5.2. Together with the domain obje
t model it formsthe requirements model.Figure 5.2: The use 
ase model of the OOSE approa
h

The domain obje
t model 
onsists of the obje
ts found in the problem domain.These obje
ts 
an be stru
tured with the inheritan
e and aggregation relationships.Robustness analysis is an intermediate level of design, between use 
ases and the12



Chapter 5 State of the Art - Existing Robustness Assessmentsoftware design level. By analyzing ea
h use 
ase, robustness analysis identi�es a setof obje
ts that will parti
ipate in the use 
ase. The analysis model is based on typedobje
ts. The three obje
t types are entity, 
ontrol and boundary. The purpose of thetyping is to support the 
reation of a stru
ture that is adaptable to 
hange. Thus, forexample, 
hanges to the interfa
e requirements 
an be limited to interfa
e obje
ts.
• Entity obje
ts model information that exists in the system for a longer time,typi
ally surviving a use 
ase. Domain obje
ts often be
ome entity obje
ts, butthis is not ne
essarily true. Entity obje
ts 
an be stru
tured with inheritan
e andaggregation relationships as des
ribed above for domain obje
ts.
• Boundary obje
ts model behavior and information related to the presentation ofthe system to the outside world. The a
tors use boundary obje
ts when 
ommu-ni
ating with the system.
• Control obje
ts model fun
tionality that is not naturally tied to the other obje
ttypes. They server as the "glue" between boundary obje
ts and entity obje
ts.The 
ontrol obje
t 
ould, for example, operate on several entity obje
ts, performa 
omputation and return the result to an interfa
e obje
t that would represent itto the user.Figure 5.3 shows how to represent these three types of obje
ts in a robustness diagram.Figure 5.3: Stereotype symbols

Rules for intera
tion among these obje
ts are illustrated in Figure 5.4.
• A
tors 
an only talk to boundary obje
ts
• Boundary obje
ts 
an only talk to Control obje
ts and A
tors
• Entity obje
ts 
an only talk to the Control obje
ts
• Control obje
ts 
an talk to boundary obje
ts, other Control obje
ts and Entityobje
ts, but not to A
tors.A 
loser look at the three types of obje
ts when they applied for web-based system areshown below: 13



Figure 5.4: Intera
tion rules

• Boundary obje
ts are the obje
ts that the users will use to intera
t with the system.These are elements that 
ompose a web page, su
h as hypertext, forms, menus,buttons, et
.
• Entity obje
ts often map to the database tables and elements in lega
y systems.They represent resour
es required by a use 
ase exe
ution.
• Control obje
ts embody mostly appli
ation logi
. They serve as mediators betweenthe users and the stored data. This is where one 
aptures the frequently 
hangingbusiness rules and poli
ies.A

ording to J. Zhou [24℄, the Ja
obson's analysis method provides a systemati
 methodfor de
omposing the system into obje
ts. In addition, the 
ontrol obje
ts 
apture ap-pli
ation logi
 and manage all intera
tions between boundary obje
t and entity obje
ts,they serve as natural pla
eholders for robustness assessment using the FMEA.5.1.2 Failure Mode and E�e
t Analysis (FMEA)The FMEA dis
ipline was originally developed in the United States Military. FMEAhas been widely adobted and has be
ome standard pra
ti
e in Japanese, Ameri
an, andEuropean. Goddard [7℄ stated that FMEA is a traditional reliability and safety analysiste
hnique that has enjoyed extensive appli
ation to diverse produ
ts over several de
ades.A systemati
 thinking promoted by FMEA is relevant when a new produ
t orsystem is developed. J. Zhou et al. [24℄ use FMEA to perform robustness assessmentearly in the web-based system development pro
ess. For ea
h 
omponent or subsystemwe 
an analyse the failure modes, their 
auses and e�e
ts on the rest of the system.FMEA seeks answer for questions like:
• What 
ould go wrong with this 
omponent or subsystem?14



Chapter 5 State of the Art - Existing Robustness Assessment
• How badly might it go wrong?
• What needs to be done to prevent failures?The Software FMEA 
an generally be 
lassi�ed as either produ
t FMEA or a pro
essFMEA depending upon the appli
ation. The produ
t FMEA analyses the design ofa produ
t by examining the way ea
h item's failure modes a�e
t the operation of theprodu
t. The pro
ess FMEA analyses the pro
ess involved in design, building, using andmaintaining a produ
t by examining the way that failures in manufa
turing or servi
epro
esses a�e
t the operation of the produ
t. Both FMEA types fo
us on design; eitherdesign of the produ
t or design of the pro
ess.5.1.3 The proposed methodClasses as Starting Point for FMEAT. Stålhane in [19℄ proposes to use 
lasses as starting point for FMEA for robustnessanalysis and assessment. The analysis pro
ess will result in one FMEA table for ea
h
lass, organised a

ording to the methods in the 
lass. The FMEA table for robustnessis illustrated in Table 5.1.Table 5.1: FMEA with 
lass as starting pointClass id:Methodid. Failuremode de-s
ription Seriousness Avoidand
e
ost or fea-sibility Robustness
onse-quen
es Indi
ators(1) (2) (3) (4) (5) (6)The table headings from Table 5.1 have the following interpretations:
• Method id: An id of a method in the 
lass identi�ed in 
olumn (1).
• Failure mode des
ription: A short des
ription of the failure mode under 
onsider-ation is des
ribed in 
olumn (2).
• Seriousness: An estimate of how serious this failure mode is. The main purposeof the 
olumn (3) is to help us to assign a priority to the 
onstru
tion of barriersagainst ea
h failure mode. The entry 
an be for instan
e high (H), medium (M),or low (L) or a numeri
 s
ore, e.g. from 1 to 10.
• The 
olumn (4) 
an be one of two:� Avoidan
e 
ost: The 
ost of removing the failure mode by 
onstru
ting abarrier.� Avoidan
e feasibility: The feasibility of 
reating a barrier to avoid this failuremode. The entry 
an be as for seriousness in 
olumn (3).15



• Robustness 
onsequen
es: How will this failure mode 
ontribute to la
k of robust-ness for the system? This entry is re
orded in 
olumn (5).
• Indi
ators: Events or relationships that 
an be observed if the faiure o

urs. Thisentry is des
ribed in 
olumn (6).Before moving on, we need to de�ne the terms failure mode and barrier.
• Failure mode: A way that a 
omponent 
an fail. A failure mode is not an absoluteentity. Both "wrong value" and "value too low" are a

eptable failure mode butthey are on di�ent level.
• Barrier: An a
tivity, a pro
ess or a 
omponent that is inserted in order to stop orredu
e the e�e
t of a lo
al failure.We 
an start to identify and 
onstru
t the barriers to the failure mode when we have�lled in the FMEA tables for all 
lasses. This way of de�ning robustness was originallyproposed by T. Stålhane [19℄. T. Stålhane assess robustness as follows:

Robustness =
FMwB

TFM
(5.1)FMwB: Number of Failure Mode with a BarrierTFM: Total number of Failure ModesThis is the simplest way to assess robustness, but this way assumes that thesebarriers have 100% su

ess when they are stopping/redu
ing the e�e
t of lo
al failure.The e�e
tiveness of a barrier or the feasibility of 
onstru
ting a barrier is used to geta better robustness estimate. Barrier e�e
tiveness 
an be interpreted as a probabilitythat the barrier will handle an input or system state without impairing robustness.

P (barriersucceeds) =
REH

TRE
(5.2)REH: Number of Risky Events HandledTRE: Total number of Risky EventsDe�nition 5.2 has a pre
ise statisti
al meaning sin
e it gives the probability thatthe barrier su

eeds. The barrier e�e
tiveness (BE) 
an also assess in a more informal,quantitative way by expressing as follows:

BE =
CQoB

MQoB
(5.3)CQoB: Current Quality of the BarrierMQoB: Maximum Quality of the BarrierThe 
urrent quality of the barrier will be a fun
tion of the resour
es used to
onstru
t it. The barrier's e�e
tiveness against a 
ertain failure mode (FM) willbe denoted as BE(FM). T. Stålhane [19℄ dis
usses also how BE 
an express as a16



Chapter 5 State of the Art - Existing Robustness Assessmentmathemati
al expression. Further, the author 
on
ludes with a more re�ned expressionfor robustness assessment. Let the index i denotes the failure mode number. Therobustness assessment 
an then be expressed as follows:
Robustness =

∑
(FM(Seriousness)i ∗ BE(FMi))

∑
FM(Seriousness)i

(5.4)This expression 
an be used in several ways, for instan
e to assess the robustness ofa 
lass, a system, a fun
tion or a s
enario. In ea
h 
ase, it's just a question of whi
hmethods or 
lasses are in
luded in the sum. The expression for robustness 
an be usedto:
• Compare alternative ways to use a 
ertain number of resour
e or the e�e
t of usingdi�erent amounts of resour
es.
• Rank robustness problems a

ording to feasibility and e�e
t of avoidan
e te
h-niques.Control Obje
t as Starting Point for FMEAThe FMEA worksheet proposed by J. Zhou et al. [24℄ is a revised version of one des
ribedin [1℄. The authors from [24℄ fo
us on identifying means to eliminate or redu
e the 
han
eof robustness-related failures. The entries in the FMEA worksheet are illustrated inTable 5.2. Table 5.2: FMEA with Control Obje
t as starting pointSystem: Performed by:Use 
ase: Date:ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventivemeans(1) (2) (3) (4) (5) (6)The headings from Table 5.2 
an be des
ribed as follows:
• Control Obje
t: The name of the Control obje
t is given in 
olumn (1).
• Robustness failure mode: All robustness-related failure modes of this 
ontrol obje
tare identi�ed in 
olumn (2). A robustness failure is de�ned as non-ful�llment of arobustness requirement.
• Possible 
ause: Possible 
ause of the failure mode is des
ribed in 
olumn (3). Sin
eI have fo
us on robustness, only those stemming from outside the boundary of theobje
ts are rated as 
auses of robustness failure.
• Lo
al e�e
t: The main e�e
t of the identi�ed failure mode on the subsystem (thefun
tion of the use 
ase) is re
orded in 
olumn (4).17



• System e�e
t: The main e�e
t of the identi�ed failure mode on the primary fun
-tion of the system is re
orded in 
olumn (5).
• Preventive means: Possible ways to prevent or redu
e the e�e
t of identi�ed ro-bustness failure are des
ribed in 
olumn (6).The authors in [24℄ have 
hoosen the FMEA method to do robustness assessment atthe analysis and ar
hite
ture design stages. The di�
ulty is that little information isavailable at the early stage. To do an FMEA, it's ne
essary to de
ompose the systeminto well-de�ned 
omponents, and then do an FMEA on ea
h part. Ja
obson's analysismethod 
ould be used to support su
h a de
omposition and analysis in a pra
ti
al andsystemati
 way.A �ve-step method is developed by J. Zhou et al. [24℄, using Ja
obson's analy-sis model and FMEA for Web-based system robustness assessment as follows:
• Step 1: De�ne the robustness requirements of the system.
• Step 2: Divide the system into subsystems by fo
using on the important use 
ases.For ea
h use 
ase, perform Ja
obson's analysis and identify Boundary obje
ts,Control obje
ts, and Entity obje
ts. Complex logi
 
an be partitioned into severalControl obje
ts.
• Step 3: Prepare a 
omplete list of Control obje
ts for ea
h use 
ase.
• Step 4: For ea
h Control Obje
t, �ll in the FMEA worksheet, whi
h is showed inFigure 5.2.
• Step 5: Review failure modes in the FMEA worksheet and prioritize those itemsthat are pertaining to a parti
ular robustness goal.5.1.4 Robustness Assessment: An ExampleAn example from [24℄ is des
ribed in this se
tion to illustrate the proposed method. Aminimum robustness level is de�ned by that a system should always responds to theuser's a
tion either by 
orre
t results or appropriate prompt. In order to keep it short,I've present the robustness assessment for one use 
ase only. Figure 5.5 shows the resultof using Ja
obson's analysis diagram for the sele
ted use 
ase "Sear
h by author".User types the name of an author on the "Sear
h Page" and then presses the Sear
hbutton. The system sear
hes the Catalog and retrieves all the Books with whi
h thatauthor is asso
iated. The system then retrieves the important details about ea
h bookand displays the list of Books on the "Sear
h Results Page".The appli
ation logi
 of this use 
ase is 
aptured by "Sear
h on Author", "Re-trieve Details" and "Display" Control obje
ts. The FMEA worksheet for "Sear
h onAuthor" Control obje
t is shown in Table 5.3. The "Retrieve Details" and "Display"Control obje
ts are not presented in the Table 5.3, see [24℄ for an entire FMEAworksheet of the use 
ase "Sear
h by Author".18



Chapter 5 State of the Art - Existing Robustness AssessmentFigure 5.5: Analysis diagram for Sear
h by Author

Table 5.3: A part of FMEA for Sear
h by AuthorSystem: Performed by:Use 
ase:Sear
h by Author Date:ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansSear
honAuthor No responseis produ
edat all Error userinput Fail to re-spond touser's in-tera
tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. "Sear
hPage" dete
ts thefailure of the obje
tand intera
ts with"Display" to promptthe user appropriatelyInformationfound isin
orre
t Erroruser in-put orin
orre
t
ontentin "Cata-log"
In
orre
tdata ispresentedto theuser Usersmove toothersystemsif theysuspe
tthe qual-ity of thesystem

Control user inputand prevent seriouserrors from enteringthe obje
t; managedata in "Catalog" andensure its 
orre
tness
5.1.5 Con
lusionA report from T. Stålhane [19℄ in the WebSYS proje
t uses 
lasses as a starting pointfor FMEA. In addition, the robustness assessment 
an also be estimated by using19



a mathemati
al expression. The expression for robustness 
an be used to 
omparealternative ways for resour
es or to rank robustness problems. This method will be usedin 
ombination with other framework to give a quantitative robustness assessment.J. Zhou et al. [24℄ have presented an approa
h to early assessment of robustnessfor web-based software system. The main goal of this assessment is to identify measuresthat will in
rease the system's robustness. They believe that the reliability androbustness are distinguished only by di�erent types of faults. The Ja
obson's analysisdes
ribes the robustness assessment for ea
h use 
ase and then goes into details to showthe appli
ation logi
 of this use 
ase. A weak point of the Ja
obson's analysis modeland the FMEA is that both of them do not enable expli
it referen
es the 
omponentwhose the quality-
arrying properties a�e
t the system quality attribute.5.2 Information �ow analysis and hazard analysisY. Zhang el al. [23℄ have also suggested a framework for modelling the quality of web-based information system. The authors in [23℄ des
ribe an attempt to develope a qualitymodelling method based on a 
ombination of information �ow analysis and a hazardanalysis. This method 
an also use for assessment of robustness.5.2.1 Information Flow AnalysisInformation �ow analysis examines the use of information in spe
i�
 business pro
essesthat are within the s
ope of a systems investigation. It views the a
tivities of a systemfrom the viewpoint of the information, su
h as where the information orginitated, howit is used and pro
essed, and so on.The information �ow diagram is used to analyze the information �ow. The dia-gram will show the movement of information through a system. Information �owdiagram also permits the system analysts to fo
us their interests on 
ertain points, forexample, the system's 
urrent robustness.Information drives the information system a
tivities. It 
an trigger events and
an be pro
essed to provide information for use. An information �ow 
an be seen as a"pa
ked" of information passing between system 
omponent and/or a
ross the systemboundary between the system and its environment.The information �ow diagram 
an have several levels, some providing overviewsof major pro
esses and others going into detail to show ea
h step of informationmovements. This enables analysis of an information system at several levels ofabstra
tion and let us 
onsider quality model at several levels of details.Di�erent information systems should use di�erent information �ow diagrams, forexample sequen
e diagram from Uni�ed Modeling Language (UML) [6℄ and data �owdiagram from A. Sølberg et al. [20℄. Sequen
e diagram is used as an information �ow20



Chapter 5 State of the Art - Existing Robustness Assessmentdiagram and illustrated in Figure 5.6Figure 5.6: An example of information �ow diagram

5.2.2 Hazard analysisSoftware hazard analysis is a software quality assuran
e a
tivity that fo
uses on theidenti�
ation and assessment of penitential hazard, whi
h may 
ause a system to fail.Y. Zhang et al. [23℄ use FMEA to 
onsider failure modes of ea
h 
omponent within asystem, see Table 5.4. Table 5.4: FMEA format for requestRequest:Ref No. Failuremodes PossibleCause Lo
al Ef-fe
ts SystemE�e
ts RelevantQualityAttributes(1) (2) (3) (4) (5) (6)The FMEA version is somewhat similar to the FMEA from [24℄. They di�er by 
olumn(1) and (6). See interpretations of the Table 5.2 for des
ription of 
olumns (2-5). The
olumns (1) and (6) are des
ribed as follows:
• Ref No.: Referen
e number for request is identi�ed in 
olumn (1).
• Relevant Quality Attribute for failure modes are des
ribed in 
olumn (6).The pro
ess �rst sele
ts the individual 
omponents or fun
tions within a system. It thenmakes assumption about the failure modes of ea
h 
omponent. Next, it 
onsiders the
auses of the failure, and determine its ultimate 
onsequen
es.5.2.3 The Pro
ess of Quality ModellingThe purpose of quality modelling is to identify the quality attributes relevant to thetarget systems and the relationships between the quality attributtes and systems 
om-21



ponents. Figure 5.7 outlines the modelling pro
ess. The quality modelling pro
ess issplit into three steps as follows:Figure 5.7: Quality Modelling Pro
ess

1. System a
tivity modelling: Study the 
urrent systems, in order to express theinformation pro
essing a
tivities and pro
esses that o

ur.2. System stru
ture modelling: De
ompose the whole system pro
esses into severalsub-systems using information �ow diagram.3. Hazard analysis: Identify the quality attributes, using hazard analysis, within ea
hpro
ess. These quality attributes 
an be further de
omposed, employing lower-levelinformation �ow diagrams.5.2.4 Con
lusionY. Zhang [23℄ proposed a method to systemati
ally derive quality models from ar
hite
-tural designs of information systems. The authors in [23℄ leave it to the pra
tioners andresear
hers to develop their own quality models for individual systems. They adaptedhazard analysis methods to enable software engineers systemati
ally identify 
ertaintypes of quality attributes and the quality 
arrying properties of ea
h 
omponent and
onne
tor, and to establish the links between them.5.3 Appli
ation of Hazard Analysis to Software Qual-ity ModellingH. Zhu et al. [26℄ propose a systemati
 method for 
onstru
ting quality models ofinformation systems. A diagrammati
 notation is devised to represent quality modelsthat en
lose appli
ation spe
i�
 features. A Software FMEA is adapted to derivingquality models. 22



Chapter 5 State of the Art - Existing Robustness Assessment5.3.1 Representation of quality modelsThe quality model in [26℄ is built based on Dromey's prin
iple [5℄. Dromey's generi
quality model 
onsists of three prin
ipal elements: produ
t properties that in�uen
equality, a set of high-level quality attributes, and a mean of linking them. H. Zhu et al.[26℄ argue that how a quality-
arrying property of a 
omponent is related to a qualityattribute of the system is important be
ause it provides insight that 
an signi�
antlyimprove the usability of the quality models.The link between quality attributes/quality-
arrying properties, su
h as robust-ness and reliability, 
annot be easily established or validated. However, abstra
tproperties usually demonstrate themselves through 
on
rete events and observablephenomena, whi
h are tangible and observable. The relationships between observablephenomena are often self-eviden
e in the 
ontext of the system, and also easier toestablish and validate than abstra
t properties. This provides the 
ru
ial informationfor software testers to develop test 
ases to 
he
k if the system implements as designed.Thus, authors in [26℄ has the following requirements for the representation of qualitymodels:
• Requirement 1: Expli
itly asso
iate quality attributes/quality-
arrying propertiesto the 
omponents of the system.
• Requirement 2: Asso
iate abstra
t properties with observable and veri�able phe-nomena of the 
omponents/system
• Requirement 3: Be able present the rationale of the relationships between theproperties. Su
h rationales 
an be system spe
i�
 and should be able to be veri�edand validated in the 
ontext of the system.Figure 5.8 illustrates the diagrammati
 representation of quality model from [26℄. Themodel is a dire
ted graph.Figure 5.8: Notation for representaion of quality models

Ea
h node 
ontains three basi
 elements:
• The 
omponent of the system
• The quality-
arrying properties of the 
omponent
• The observable phenomena of the property23



5.3.2 Adaption of Hazard Analysis MethodH. Zhu et al. [26℄ use FMEA to identify a system's potential failure modes, theirpossible 
auses and the 
onsequen
es. Authors in [26℄ 
laim that the original FMEAtable is ambiguous about whi
h 
omponent 
auses the failure. Therefore, the FMEAis modi�ed so that the 
omponent that 
auses a failure be
omes 
lear as illustrated inTable 5.5. Table 5.5: The format of Software FMEA 
hartSoftware FMEA for Web-based Information SystemNo. Failure modes Possible Cause ExplanationNo. Component Phenomena Component Fault/Failuremode Explanation(1) (2) (3) (4) (5) (6)The table headings of Table 5.5 have interpretations as follows:
• No: The id of the 
omponent whi
h 
an result in failure mode. The id is identi�edin 
olumn (1)
• Failure mode: Ea
h failure mode in the table forms a node 
ontaining a 
omponentand a phenomena, whi
h are re
orded in 
olumn (2) and (3).
• Possible 
ause: Ea
h row in the 
hart forms a link from the node that representsthe 
ause to the node that represents the failure mode. Possible 
ause 
onsists of
omponent and fault/failure mode, whi
h are des
ribed in 
olumn (4) and (5).
• Explanations: The explanations in 
olumn (6) gives the reason of the link.5.3.3 The proposed methodIn [26℄, the failure mode of a use 
ase will �rst be illustrated by a SFMEA. In theappli
ation of SFMEA, ea
h of the 
auses and 
onsequen
es of a failure mode be
omea new entry to the 
hart. The 
auses and 
onsequen
es are further investigated untilthe 
ause is primitive and 
onsequen
es are terminal. A failure mode is primitiveif it is 
aused by a fault of a 
omponent and its 
auses 
annot be further identi-�ed without additional knowledge about the system. A failure mode is terminal ifit does not e�e
t any other 
omponent of the system or does not 
ause any other failures.Then, the 
onstru
tion of a quality model takes the information 
harted in theSFMEA as input. Ea
h failure mode in the 
hart forms a node with the 
omponentand phenomenon as spe
i�ed in the SFMEA 
hart. Ea
h row in the 
hart forms a linkfrom the node that represents the 
ause to the node that represents the failure mode.The explanation 
olumn of the row gives the reason of the link.24



Chapter 5 State of the Art - Existing Robustness Assessment5.3.4 Robustness Assessment: An ExampleLet's 
onsider an example to illustrate the use of the proposed framework. This exampleis taken from [26℄. Table 5.6 shows the failure modes for the 
ase that 
annot �nd therequired information on the Web page.Table 5.6: The SFMEA for "User 
annot �nd required information"Software FMEA for Web-based Information SystemNo. Failure modes Possible Cause ExplanationNo. Component Phenomena Component Fault/Failuremode Explanation1 The user Cannot �ndrequired in-formation Web page Unable toobtain a �lethrough ahyperlink When theuser sear
hesfor infor-mation bybrowingthrough hy-perlinks2 Web page Unable toobtain a �lethrough ahyperlink HTML �les This link isbroken The �le 
an-not be founddue to thebroken of thelink3 Web server Server isdown The �le
annot beretrieved andtransmittedFigure 5.9 shows the quality model for the 
ase that user 
annot �nd the requiredinformation on the Web page.For ea
h node in the diagram, the observable phenomenon is 
ompared with the de�-nitions of a set of quality attributes and quality-
arrying properties of the 
omponents.For example, "a hyperlink is broken" demonstrates the quality attribute 
orre
tness."Server is down" is related to the reliability of the system.
25



Figure 5.9: The model for user 
annot �nd required information

5.3.5 Con
lusionTo 
on
lude, H. Zhu et al. [26℄ introdu
e a quality model that enables expli
it referen
esbetween quality attribute and quality-
arrying properties. It also enables the expli
itannotation of the reasons why two properties or attributes are related. Moreover, theFMEA is adapted so that the 
omponent that 
auses a failure be
omes 
lear.Causes and failure modes are further investigated until they are primitive. Thisrequire details information. Furthermore, the relationships between system's 
ompo-nent and sub
omponent must be available, sin
e it will be used in the quality modeland FMEA table. This framework, however, is not dire
tly related to the robustness,but it 
an be used for assessment the robustness and other quality attributes that havein�uen
e on the robustness.5.4 Summary and the Choi
eEvaluating the frameworks assessment is not a major task in this proje
t. Thus, thestudied frameworks will be 
ompared at a high level. This se
tion presents the summaryand the 
hoi
e of assessment methods that will be used to assess the DAIM system.5.4.1 SummaryI have looked at some of todays frameworks for early assessment of software quality.There are two basi
 
ategories of frameworks: those that suggest quantitative mea-surement as in T. Stålhane [19℄ and those that generate qualitative assessments, su
has [24, 23, 26℄ have done. Further, these frameworks are separated by the way theyde
ompose the system, the quality model and the version of the FMEA they use. Thedes
ribed frameworks are in many ways similar. They all used FMEA to �nd failuremodes, possible 
auses and their a�e
ts. 26



Chapter 5 State of the Art - Existing Robustness AssessmentThe author in [19℄ proposed several ways to assess robustness. T. Stålhane hasintrodu
ed the de�nitions of failure mode, barriers, and e�e
tiveness. There are severalways to assess the robustness, whi
h are dependent on the implemented barriers ande�e
tiveness.The method from J. Zhou [24℄ uses Control Obje
t as a startpoint for FMEA,and does not give a quantitative estimating of the robustness. This approa
h 
an beused for an early assessment of robustness for web-based software systems. J. Zhou etal. believe that the reliability and robustness are distinguished only by di�erent typesof faults. Thus, the reliability te
hniques 
an be applied to improve the robustness ofthe system. The proposed framework integrates Ja
obson's analysis model [11℄ andthe FMEA. As a result, a �ve-step methodology is developed by J. Zhou [24℄ and willidentify preventive measures against robustness failures, whi
h in turn will 
ontributeto spe
i�
ation enhan
ements.The method from Y. Zhang et al. [23℄ is somewhat similar to the method fromJ. Zhou [24℄. They are separated by the way they de
ompose the system. [23℄uses information �ow diagrams that enables analysis of an system at several levelsof abstra
tion and 
onsideration of quality models to various levels of detail. Theauthors in [23℄ let pra
titioners and resear
her develop their own quality models for in-dividual systems. The adapted FMEA enables to identify the relevant quality attributes.The framework from Hong Zhu et al. [26℄ is distinguished from the other frame-works by the way they identify the quality model. The quality model enables expli
itreferen
es to the 
omponents whose quality-
arrying properties a�e
t the systemquality attribute. It also enables the expli
it annotation of the reasons why two qualityattributes are related. Moreover, the Software FMEA (SFMEA) is adapted and 
anbe dire
tly used to 
onstru
t quality models of information systems. It provides thelogi
 that bridges the gap between abstra
t system quality attributes and the tangiblequality-
arrying properties, the observable behavior of the system and their 
omponents.In 
on
lusion, all the frameworks des
ribed in this 
hapter 
an be used for as-sessment for software quality in Web-based informations system. The frameworks from[19, 24℄ are des
ribed for robustness assessment. The frameworks from [23, 26℄ aredes
ribed for software quality modelling, and 
an be used for a spe
i�
 quality require-ment, su
h as robustness. Moreover, these frameworks 
an be used for 
onsideringother quality attributes that related to the robustness. Both quality model and adaptedSFMEA from [26℄ require detail information, whi
h is not suitable for early assessmentmethod, where it's still la
k mu
h information.5.4.2 The Choi
e of Assessment methodIn order to get an assessment of a Web-based systems' early robustness, we have to useboth quantitative and qualitatative te
hniques. There are three frameworks whi
h weshould try out in pra
ti
e. Ea
h framework is suitable for one or several spe
i�
 phases27



in development pro
ess. These frameworks will not work equally well in every phases.Thus, to obtain the best e�e
ien
y, ea
h framework must be used in the phase when itis most suitable.First, J. Zhou et al. [24℄ used the Ja
obson's analysis method to model the use
ases, sub-use 
ases or user stories, whi
h is suitable for both levels in detail andhigh level. Moreover, the framework from [24℄ 
an use as an early assessment methodat system requirements, analysis and ar
hite
ture design stages. It also provides apra
ti
al way to help one address all the ne
essary s
enarios in the use 
ase. Moreover,the identi�ed obje
ts and the essential relationship between the three stereotypes enableus to 
ondu
t robustness assessment.Then, for ea
h module, a simplied FMEA version is applied to �nd robustness-relatedfailure modes, possible 
auses, their e�e
ts, and possible ways to prevent or redu
e ro-bustness failures. This framework will be used to assess the robustness of DAIM system.Se
ond, the proposed quality model and adapted SFMEA that H. Zhu et al.[26℄ have des
ribed. There are several advantages of the method proposed in [26℄. First,it enables software engineers to derive quality models at an earlier stage of softwaredevelopment. This is important sin
e it 
reates the awareness of the required qualityattribute. Se
ond, the quality models in
lude the abstra
t properties, attributes, andobservable phenomena of the 
omponents of the system, the rationale of the linksbetween the phenomena. This makes the software quality models testable and veri�able.Be
ause of time pressure, I'll illustrate the framework from H. Zhu [26℄ by 
on-sider some use 
ases in DAIM. This will be done to get an idea of how this frameworkworks and to see if it 
an be used as an assessment method for robustness assessment.The framework will be evaluated and 
on
luded, but not used to assess the robustnessof DAIM. The robustness of DAIM will be estimated, based on the work that usedframework J. Zhou et al. [24℄ have proposed.Both of frameworks in [24, 26℄ give a qualitative way to assess the robustness,but this is not enough to assess 
urrent robustness of a Web-based system. Therobustness 
ould be estimated quantitative by the mathemati
al expression as des
ribed[19℄. T. Stålhane et al. [19℄ proposed a simple robustness expression to assess therobustness of a 
lass, a system, a fun
tion or a s
enario. Thus, framework from [24℄ isused to get a qualitative robustness assessment. Then, based on the Ja
obson's analysismethod and FMEA from this framework, the 
hanges will be done and des
ribed inse
tion 9.3 is used to give a quantitative way for estimating the robustness. I believethat a 
ombination of Ja
obson's analysis, FMEA and a mathemati
al expressionshould be the methods whi
h the robustness of a Web appli
ation should be estimated.
28



Chapter 6
Testing
Testing the input robustness of the DAIM system is important part of this proje
t.The results from assessment methods will be evaluated and validated by 
omparingwith the results from testing.In general, the software testing te
hniques that are applied to Web-based appli-
ations are the same as those that are applied to other appli
ations [9℄. Both 
asesrequire basi
 types su
h as fun
tionality tests, for
ed-error tests, a

eptan
e test, andso forth. Some di�eren
es between the two are that the te
hnology variables in the Webenvironment are multiple, and the additional fo
us on se
urity- and performan
e-relatedtests, whi
h are di�erent from feature-based testing. The testing of a software systemis performed at several levels and at several times during the development pro
ess.Testing is an essential part of any software development. Even though a pro-gram does what it is intended to do, it might still be a possibility that there existserrors that makes the program do things it is not supposed to do. A test 
an not provethat an error is not present, it 
an only prove that an error is present. Even thougha progran does what it is supposed to do, it might still be full of errors if it also doesthings it is not supposed to do.Testing is the pro
ess of exe
uting a program with the intent of �nding errors[13℄. This de�nition of testing leads to the realization of what 
onstitutes a welldesigned test. A well designed test is one that has a high probability of proving thepresen
e of errors in the 
ode it tests. A su

essfull test is one that �nds bugs. On theother hand, testing is to show that we have delivered a produ
t as promised, verify thatthe user requirements have been a
hieved, and to provide 
on�den
e in the fun
tionalityof the system.The �rst se
tion of this 
hapter takes a look at V-model of testing. The nextse
tion des
ribes di�erent types of testing. The 
hapter ends with a distin
t of some
hara
teristi
s of testing of Web appli
ations.29



6.1 V-modelThe V-model [18℄ was originally developed from the waterfall software pro
ess modeland is shown in Figure 6.1. This model shows a traditional view of how to develop anappli
ation and how testing relates to development.Figure 6.1: V-model of testing

Any software development pro
ess starts with a set of requirements from a 
ustomer.The requirements des
ribe what the 
ustomer wants to a
hieve by development thesoftware produ
t. A

eptan
e tests are 
reated to make sure that the system does whatthe 
ustomer wants and are used by 
ustomer to validate that the system a
tually doeswhat he/she wants it to do. The goal of a

eptan
e testing is to verify that the userrequirements have been a
hieved, and to provide 
ondiden
e in the fun
tionality of thesystem.System testing will 
ompare the system spe
i�
ations against the a
tual systemand ensure the system behaves as pres
ribed. Test 
ases are derived from the systemsuse 
ases, and the fun
tionaliy of the system is tested based on these tests. Systemtesting demonstrates that the system works end-to-end to provide the business fun
tionsspe
i�ed in the high-level design.Software systems will be divided into several modules or subsystems. A moduleis a part of the system responsible for providing a part of its total fun
tionality.The de
omposition of the system into modules lead to a set of integration tests. Inintegration testing the separate modules will be tested together to �nd weaknesses andbugs in the system. Integrating testing demonstrates that two or more units or otherintegrations work together properly, and tends to fo
us on the interfa
es spe
i�ed inlow-level design.A module 
an also 
ontain several smaller modules or parts. These parts are
alled 
omponents or units. The unit tests are performed on the units while theprogrammer is 
oding them. A unit test will 
he
k that the unit performs 
orre
tlyin isolation, su
h as its state is 
orre
t after operations are exe
uted. Unit testing is30



Chapter 6 Testing
ode-based and performed primarily by developers to demonstrate that their smallestpie
es of exe
utable 
ode fun
tion suitably.The V-model is valuable be
ause it highlights the existen
e of several levels oftesting and depi
ts the way ea
h relates to a di�erent development phase. Startingfrom the requirements, the system is developed one phase at a time until the lowestphase, the implementation phase, is �nished. At this stage testing begins, starting fromunit testing and moving up one test level at a time until the a

eptan
e testing phaseis 
omplete [18℄. A

ordingly, there does not seem to make mu
h sense to performany of the tests at a higher level before all the tests at lower levels are passed, i.e. aintegration test of a module will never be expe
ted to pass when some of the units inthe module do not pass their unit tests.6.2 Types of testing6.2.1 Bla
k Box TestingBla
k box testing [17℄ fo
uses on software's external attributes and behavior. Bla
kbox testing 
onsists of a set of input values and expe
ted output values. The results ofrunning the software with the input values are 
ompared to the expe
ted output values.If they mat
h, the test pass, if not it fails.In testing, several inputs are exer
ised and the outputs are 
ompared againstthe spe
i�
ation to validate the 
orre
tness. All test 
ases are derived from thespe
i�
ation and no implementation details of the 
ode are 
onsidered. It is obviousthat the more we have 
overed in the input spa
e, the more problems we will �nd andtherefore we will be more 
on�dent about the quality of the software.The bla
k box testing fo
uses on how to maximize the e�e
tiveness of testingwith minimum 
ost, usually the number of test 
ases. It is not possible to exhaustthe input spa
e, but it is possible to exhaustively test a subset of the input spa
e.Partitioning is one of the 
ommon te
hniques. If we have partitioned the input spa
eand assume all the input values in the partition is equivalient, we only need to test onerepresentative value in ea
h partition to su�
ently 
over the whole input spa
e. Bla
kbox testing 
an be less e�e
tive at un
overing 
ertain error types, su
h as data �owerrors or boundary 
ondition errors at the sour
e level.6.2.2 White Box TestingWhite box testing [17℄ is another way of testing software. Contrary to bla
k boxtesting, software is here viewed as a white box. In white box testing, the stru
ture and�ow of the software under test are visible to the tester [17℄. White box test aims toexe
ute all statements in a part of the software. Sometimes white box testing is alsoreferred to as logi
-driven testing sin
e the test design is driven by knowledge of thesoftware's internal logi
 when designing the tests. White box testing is also 
alled glass31



box testing or design based testing.There are many te
hniques available for white box testing, sin
e the problem ofintra
tability is eased by spe
i�
 knowledge and attention to the stru
ture of thesoftware under test. One goal when designing white box tests is to a
hieve exhaustivepath testing. This means exe
uting all possible paths through a program. A programwill usually have many points where a logi
 de
ision (i.e. an if-statement) determinesthe further exe
ution. However, one 
an design tests that will produ
e both a true anda false out
ome at ea
h bran
h point. This will lead to all bran
hes in a program beingexe
uted at least on
e.One problem with white box testing is that it is quite possible to test all pathsthrough the software, but if you ignore the spe
i�
ation, the software might still beerroneous. An exhaustive path 
overage test may not show that the software a
tuallyprodu
es the results it should a

ording to its spe
i�
ation.6.3 Testing of Web Appli
ationsDeveloping web appli
ations introdu
es new testing 
hallengs [9℄. These 
hallenges
ome both from the ar
hite
ture of the web appli
ations, the results of users usingdi�erent web browser and the high fo
us on user interfa
e in the appli
ations.A Web appli
ation is based on a 
lient-server ar
hite
ture. The user intera
tswith the appli
ation though a web browser, sending requests and re
eiving responsesfrom the server. The server pro
esses all the business logi
 in the appli
ation while the
lient just shows the results to the user. Layering of Web appli
ations make testing ofthese appli
ations harder.Most resear
h on testing Web appli
ation has fo
used on 
lient side validationand stati
 server side validation. There exists some di�
ulties with both of these tests.When a 
omponent must be deployed in an appli
ation server to work, it is di�
ultto unit test the 
omponent. It needs to have a running instan
e of the appli
ationserver, and the database must be set up. The order of whi
h ea
h test is performedwill in�uen
e the results. For instan
e, in order to test that a user 
an log on, the usermust be registered in the system before the test 
an be exe
uted. The exe
ution orderof two tests also make impa
t. The state of the system might be 
hanged by the �rsttest, a�e
ting the se
ond. This is a problem with all systems that maintain state a
rossdi�erent intera
tions, not only Web appli
ations.Also the 
lient side must be tested. Traditionally, 
lient side testing has beenperformed manually, typing values into forms, reading text and 
li
king on links andbuttons and so on. Su
h testing is time-
onsuming and error prone. A tester need totype in all input text, and manually move the mouse around to 
li
k on links. He/Shemust also wait for the responses from the web server to rea
h him. When typingvalues, it is easy to make mistakes, and it is easy to miss a typing error when reading text.32



Chapter 6 TestingMoreover, di�erent browser or di�erent versions of the same browser have di�er-ent 
apabilities. The layout may vary, text may be mispla
ed and images may belo
ated at di�erent pla
es. In addition, many Web appli
ations use JavaS
ript as partof intera
tion. JavaS
ript 
apabilities are di�erent in di�erent versions. Due to thedi�erent 
apabilities of di�erent browser, at least some tests must be run using severalbrowser.A 
ommon te
hnique in Web appli
ations is to perform input validation on the
lient with s
ripting languages su
h as JavaS
ript. An insidious problem with 
lient-side input validation is that end users 
an bypass this validation. Bypassing validation
an 
ause failures in the software, and 
an also break the se
urity on Web appli
ations,leading to unauthorized a

ess to data, system failures, invalid pur
hases and entry ofbogus data. Thus, there is need to 
reate 
lient-side tests for Web appli
ation thatintentionally try to violate expli
it and impli
it 
he
ks on user inputs.6.4 Tools for Automati
 A

eptan
e TestAn a

eptan
e test is a formal test 
ondu
ted to determine whether or not a systemsatis�es its a

eptan
e 
riteria from a user's point of view and enable the 
ustomer todetermine whether or not to a

ept the system [21℄. A

eptan
e tests 
ontribute twothings to a software proje
t. First, they 
apture the system's requirements in a dire
tlyveri�able way. Se
ond, they expose problem that other type of te
hni
ally orientedtests miss, i.e. bugs that are not found by unit tests, even if the unit tests provide afull 
ode 
overage.Many tasks of the a

eptan
e tests are mundane and highly repetitive, su
h as�lling in forms and validating their results. Furthermore, running all a

eptan
e testsis a bottlene
k before produ
t delivery, and 
an take several weeks. This a�e
ts thetime required to �nd all bugs. That's why automated a

eptan
e tests 
onsidered as amust-have. Automated tests 
an also be run more often in the development pro
ess,thereby improving produ
t quality.Automating a

eptan
e tests tend to be di�
ult. An automated a

eptan
e testframework is not only a�e
ted by the programming language used, but by the parti
ularinterfa
e, maybe the window system, operating system. A large variety of tools,frameworks, produ
ts and te
hniques for automating a

eptan
e tests are availabe, i.e.FAT1, FIT2, FitNesse3.This se
tion presents AutAT and Watir that will be used to test DAIM. AutATis an open sour
e E
lipse plugin to enable test driven development of web appli
a-tions. Input robustness of DAIM is the only one quality requirement that will be1http://sour
eforge.net/proje
ts/fat2http://�t.
2.
om3http://�tnesse.org 33



test. Thus, the 
hosen tools will support the automati
 a

eptan
e test at the 
lient side.The program AutAT is 
hosen and re
ommended by my supervisor, Tor Stål-hane to test the DAIM system. Resear
h and evaluating of existing automati
a

eptan
e test tools are not in
luded in this proje
t.6.4.1 AutATThe AutAT tool was developed at Norwegian University of S
ien
e and Te
hnology(NTNU) in Trondheim, in 
ooperation with Bekk Consulting AS (BEKK). BOSS4is BEKK's Open Sour
e Software website where they host information about theirOpen Sour
e proje
ts. There are several interesting aspe
ts related to the AutATtool, like the testing framework, E
lipse and GEF, see [27℄ for more information aboutAutAT. The E
lipse, GEF and AutAT have to be installed before 
reating a test. Thedi�eren
es between AutAT and other a

eptan
e testing tools for web appli
ations aremany. One of them is the graphi
al user interfa
e that is easy to work with. AutATalso introdu
es the use of aspe
ts to redu
e the amount of redundan
y in the tests.An installation guide from [28℄ is used to install AutAT. See Figure 6.2 to getan idea of AutAT user interfa
e. To run a test, the test has to be 
reated in AutAT.The test in Figure 6.2 will use the login page and log in with di�erent users. After
reating the test, it's possible to 
onvert it to Watir, Canoo WebTest, JWebUnit, htmlSkelton or FIT test. I've 
hosen to 
onvert the my tests to Watir.Not all tests 
an be automate by AutAt. There are some form elements like forinstan
e radio button that are not implemented. Furthermore, the AutAT tool doesn'tsupport testing of dynami
 Web pages. Thus, a dynami
 Web page or a Web page thatin
ludes radio button 
an not be tested by AutAT.6.4.2 WatirWatir5 stands for "Web Appli
ation Testing in Ruby". Watir is a free, open sour
efun
tional testing tool for automating browser-based tests of web appli
ations.This type of testing drives the Internet Explorer in the same way as people do,by 
li
king on links, �ll in forms, press buttons, 
he
k result whether expe
ted textappears on the page and so on. Furthermore, Ruby gives you the power to 
onne
t todatabases, read data �les, export XML and stru
ture the 
ode into reusable libraries.Watir has to be installed in order to 
onvert test in AutAT to Watir. After 
re-ating the test in AutAT, the test will be 
onverted to Watir and run. I've used theuser's guide from [12℄ to help me understanding, installing and running tests in Watir.4http://boss.bekk.no5http://wtr.rubyforge.org 34



Chapter 6 TestingFigure 6.2: An example of a test in AutAT

6.5 SummaryIt's important to test new software to ensure high quality. Software testing will o

urat several levels of detail within the appli
ation. A test 
an be designed either with orwithout detailed knowledge of the internal logi
 of the software, and either before orafter the appli
ation is implemented.Testing of Web appli
ations introdu
es new 
hanllenges related to the nature ofthe appli
ations. Some tests for Web appli
ations 
an hardly be automated, but many
an. The automated tests 
an be exe
uted more often, at a mu
h lower 
ost. This willprobably in
rease the quality of the appli
ations.AutAT will automate most a

eptan
e test, but not all. Testing in AutAT willbe performed as bla
k box testing. While 
reating tests in AutAT, several invalidinputs are exer
ised and the outputs are 
ompared to validate the robustness of theDAIM system. 35
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Chapter 7Goal/Question/Metri
 methodThe Goal/Question/Metri
 method 
an be used to build resear
h questions in astru
tured and organized matter. Here we follow the GQM template for de�nition [2℄.Furthermore, the GQM method is used in the testing pro
ess. The method providesa systemati
 approa
h to the pro
ess, whi
h will be helpful for software testing in general.The fo
us of this se
tion is to de�ne the goal, questions and metri
s for thetesting pro
ess of this proje
t. Sin
e input robustness is the fo
us of the proje
t,metri
s 
an be related to the system's users or its testers . The test will be automateas far as possible from the point of view of the testers, with the purpose of assessingthe robustness of DAIM.Sometimes, it's di�
ult or impossible to automate tests. The reason 
an bethat the metri
 require a subje
tive answer or 
hosen tools don't support i.e. thedynami
 Web pages, the form in the tool is not in
luded the radio button. The GQMmethod 
onsists four phases as follows:
• Planning: In this phase the proje
t is sele
ted , de�ned, 
hara
terised, and planned.The result is a proje
t plan
• De�nition: During this phase, the goal, questions, metri
s and hypotheses arede�ned and do
umented
• Data 
olle
tion: The a
tual data 
olle
tion is performed. This results in a set ofdata
• Interpretation: The 
olle
ted data is pro
essed with respe
t to the de�ned met-ri
s into measurement results. This will provide answers to the questions, whi
hultimately leads to an evaluation of the goal attainment.The basi
 idea is to derive software measures from measurement questions and goals.The method is built up in a hierar
hi
al way with three levels as shown in Figure 7.1.As the Figure 7.1 shows, the goal is lo
ated at the highest level. This is the purpose ofthe measurements. At the middle level, the questions are related to the measurements.These questions 
hara
terize the way the a
hievement of a spe
i�
 goal is going to be37



Figure 7.1: An example of GQM-tree
performed. At the lowest level is the metri
s, asso
iated with the questions are lo
ated.These metri
s de�ne a measureable way to obtain answers to the questions.7.1 GoalThis se
tion des
ribes the goal of applying the method. There might be several goalsfor one proje
t. The method uses a standard template to de�ning its goal a

ording toWohlin [22℄:Analyze <Obje
t(s) of study>for the purpose of <Purpose>with respe
t to their <Quality fo
us>from the point of view of the <Perspe
tive>in the 
ontext of <Context>In this proje
t, the goal of testing is de�ned as follows:Analyze DAIMfor the purpose of estimating the robustnesswith respe
t to their Inputfrom the point of view of the Testerin the 
ontext of DAIM7.2 QuestionsThe questions must 
ontribute to the goal and should preferably not be answered with asimple yes or no. This se
tion des
ribes questions that support our goal. The questionsare asso
iated with one or several metri
s.To rea
h our goal, the question must 
ontribute to the goal when answered. Ibelieve that the following questions 
apture most of the important issues involved inrea
hing the goal.Question 1: Invalid input toleran
eHow is the invalid input toleran
e of the DAIM system?38



Chapter 7 Goal/Question/Metri
 methodInput robustness is the major fo
using of this proje
t and has to be tested. It'smeasured by the metri
s M1, M2 and M3. These metri
s will use AutAT to test andgive answer to the questions. In some 
ases, the tests has to be performed manuallywhen the fun
tionality in the AutAT system does not support the type of testingneeded. Answers of the question will tell us how robust the DAIM system is and givean estimating of the input robustness.Question 2: DAIM interfa
eHave the DAIM interfa
e 
ontributed to in
reasing the input robustness of DAIM?This question 
overs many aspe
ts 
on
erning the front-end the users will need to workwith, and will be answered with the metri
s M4 and M5. Input 
an be validated on the
lient by using HTML input boxes to restri
t the size or 
ontents of inputs. This formsa synta
ti
 restri
tions and the interfa
e 
ontributes to in
rease the input robustness bysynta
ti
 resti
tions. In order to answer this question, a tester has to 
he
k the GUI ofthe DAIM manually, without using AutAT.7.3 Metri
sThe metri
s answer the questions by measuring aspe
ts. The metri
s 
an be answeredeither obje
tively or subje
tively, and there 
an be several metri
s that 
ontributes toone questions. The GQM-metri
s are used to give answers to the questions by measuringareas of interest. The metri
s are listed in Tables 7.1 to 7.5.Table 7.1: Metri
 1 - Error toleran
eName M1: Error toleran
eDe�nition The system should be able to handle invalid user inputby 
orre
t results or prompting the userWhen to measure During the test sessionPro
edure for measuring This will be qualitative test with di�erent test data forthe di�erent kinds of data �elds. Count the number oftests the system passed by invalid input (TP) 
omparedto the total number of tests (T). X = TP/T, the 
loserX is to 1 the more robust.The tests will be 
reated in AutAT and 
onverted toWatir to run. Continued on next page
39



Table 7.1 � 
ontinued from previous pageName M1: Error toleran
eExpe
ted Value A subje
tive, qualitative judgement will have to bemade as how robust the system is, or how error tolerantthe system is. Based on the works des
ribed in 
hapter9, the expe
ted input robustness value X will beapproximately 0.59.
Table 7.2: Metri
 2 - Error meassagesName M2: Error messagesDe�nition The error messages of the system should be meaningful,non-abusive and devoid of 
omputer gibberishWhen to measure During test sessionPro
edure for measuring Count the number of error messages that are possibleto understand without any spe
ial 
omputer knowledge(A), 
ompared to the total number of error messages(B). X = A/B, the 
loser X is to 1 more meaningful arethe error message.Expe
ted Value Error messages have to be intelligible. The system hashigh ex
eption handling 
apability and we expe
t X tobe approximately 0.70.

Table 7.3: Metri
 3 - Feedba
kName M3: Feedba
kDe�nition When a user performs an a
tion, the system shouldrespond in an intuitive way. For example, if a userpush a button, a 
lear 
on�rmation message or a
tionshould be presented. This is important in order toprevent that the user misunderstanding and repeatingan a
tion, whi
h 
ould also lead to database errors.When to measure During the test sesion Continued on next page40



Chapter 7 Goal/Question/Metri
 methodTable 7.3 � 
ontinued from previous pageName M3: Feedba
kPro
edure for measuring Count the number of 
on�rm/register fun
tions thatprodu
e a 
lear 
on�rmation message or a
tion (A) and
ompare to the total number of 
on�rm fun
tions (B).X = A/B, the 
loser X is to 1 the better feedba
k ofthe system to the userExpe
ted Value This has not been a priority and the expe
ted value Xis approximately 0.70.
Table 7.4: Metri
 4 - DAIM pre
isionName M4: DAIM pre
isionDe�nition The user should be able to pre
isely determine how toenter data into the systemWhen to measure During the test sessionPro
edure for measuring Measure if the syntax of the various input data is 
learlyde�ned by 
ounting the number of spe
ial syntax input�elds that have an explanation (A) 
ompared to thenumber of �elds required spe
ial syntax (B). X = A/B,the 
loser X is to 1 the more pre
iseExpe
ted Value This has not been a priority and the expe
ted value Xis approximately 0.50.

Table 7.5: Metri
 5: Synta
ti
 input validationnName M5: Synta
ti
 input validationDe�nition HTML input boxes 
an also be used to impose severaltypes of syntati
 restri
tions, and to avoid invalid userinputWhen to measure During test session Continued on next page41



Table 7.5 � 
ontinued from previous pageName M5: Synta
ti
 input validationPro
edure for measuring Count the number of �elds that user 
an �ll in foran input by 
hoosing a sele
t box, 
he
k boxes, radioboxes or text �eld with in
luded max-length (A), and
ompare to the total number of �elds that it's possibleto use sele
t box, 
he
k box, in
luded max-length in atext �eld et
. to avoid invalid user input (B). X = A/B,the 
loser X to 1, the more synta
ti
 input validationis used to avoid invalid user input and 
ontribute theinput robustnessExpe
ted Value This has not been a priority and the expe
ted value Xis approximately 0.50.
The relationships between the metri
s and the questions are present in Table 7.6. Theresults from the data 
olle
tion and the interpretation will be presented i Chapter 11.Table 7.6: The relationships between the metri
s and thequestionsMetri
s QuestionsQ1: Input toleran
e Q2: DAIM interfa
eM1 - Error toleran
e XM2 - Error messages XM3 - Feedba
k XM4 - DAIM pre
ision XM5 - Synta
ti
 invalid input X

42
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Chapter 8DAIM's requirementsThis 
hapter will identify the DAIMs requirements. First, nonfun
tional requirementswill be presented. The database requirements and the robustness requirements willbe in
luded in the nonfun
tional requirements be
ause they are relevant topi
 tothis proje
t. After the nonfun
tional requirement are treated, the fun
tional require-ments will be presented by a set of use 
ase diagrams together with their interpretations.In order to study DAIM, a use 
ase diagram from [6℄ is used to des
ribe DAIM'sfun
tional requirement in a high level, where ea
h use 
ase 
an 
onsist of several userstories. DAIM aims to support students and administrator's work to handle masterthesis at NTNU. A

essibility and preservation of master thesis is one of the majorpurposes of DAIM.8.1 Nonfun
tional requirementsThis se
tion presents the nonfun
tional requirements of DAIM. Only topi
s that arerelevant to the proje
t are 
aptured in this se
tion.8.1.1 DatabaseThe system's database 
onsists of two servers; "Web server" and "IDI database" server.Sometimes, the system also have to 
onne
t to the "NTNU innsida" database, "Tapirdatabase server" and "Tapir Web server" whi
h the DAIM system has no 
ontroll over.Thus, the database requirements are just 
onsidered for the "Web server" and "IDIdatabase".The database must be 
onsistent at all times. It will have to work a

ording toatomi
ity, 
onsisten
y, isolation and durability (ACID) properties [3℄. In addition,administrators should make sure that there is always a ba
kup of the database. Thedatabase has following requirements:
• The database should be available 95% of the time. This requirement 
on
ernsavailability. Keeping the database available at all times is neither realisti
 nor44



Chapter 8 DAIM's requirementsne

essary. It will have to be unavailable during for instan
e during repairs andupdate. Furthermore, this appli
ation is not a 
riti
al one.
• The database should be able to 
ope with simultaneous a

ess. The requirementstates that simultaneous a

ess not should 
ause trouble for the system.8.1.2 Robustness requirements of DAIMDi�erent robustness de�nitions should demand di�erent requirements for robustness.[24℄ has pointed out that reliability te
hniques 
an be applied to improve the robustnessof the system. Reliability is built up from 
ompleteness and 
orre
tness.Robustness requirements for a Web-based system will vary. In this proje
t, therobustness requirement is that DAIM should always respond to the user's a
tion eitherby 
orre
t results or prompting the user to try again due to user mistake or internal
omponent failure. This requirement 
onsists of the following subrequirements:
• DAIM should have ability to dete
t invalid input.
• DAIM should have ability to re
over from invalid input.
• DAIM should have ability to give intelligible feedba
k
• The system should have the ability to survive in
orre
t input from user or fromanother system.The a

eptable robustness value for DAIM system is 0.9 or higher.8.2 Fun
tional RequirementsThis se
tion presents the fun
tional requirements of the system. The major purpose ofthis se
tion is to get an idea of whi
h fun
tions/tasks the system 
an perform. DAIM isa role-based system and use 
ases are 
ategorized by various roles. Figure 8.1 illustratesthe major tasks that the system's roles 
an perform. The use 
ases have the followinginterpretations:Student
• UC01: Log in. Every internal a
tor, su
h as student, administrator, system ad-ministrator, supervisor and e
onomy have to be log in before they 
an do anythingelse. External users who just want to sear
h for master thesis at NTNU don't haveto log in.
• UC02: Fill in 
ontra
t. The required informations about a master thesis have tobe �lled in before deadline for the sele
tion of the proje
t.
• UC03: Create 
ooperation group. Two or maybe three students 
an 
ooperatein writing a master thesis. The students 
ooperating have to be added when the
ontra
t for the master is �lled in. 45



Figure 8.1: Use 
ases diagram for DAIM

• UC04: Generate 
ontra
t/s
hema. Students 
an generate 
ontra
t/s
hema if theyhave �lled in all required informations and the administrator has approved the
ontra
t. Again, this use 
ase 
ontains three user stories as follows:� UC04-01: Generate 
ontra
t for a master of s
ien
e.� UC04-02: Generate 
ontra
t for a 
ooperation group. This servi
e is availablewhen all the students in a group have approved the 
ooperation.� UC04-03: Generate delivery s
hema. This fun
tion is available when thedelivery pro
ess is �nished.
• UC05: Deliver master thesis. Students 
an upload several �les for their masterthesis. Two days after delivery, the paper versions of master thesis is delivered atinstitute's expedition. Extra 
opies 
an also be ordered with the delivery pro
ess.This use 
ase 
ontains the following user stories:� UC05-01: Upload a pi
ture of the front-page for the proje
t.� UC05-02: Upload an atta
hment as a zip �le.46



Chapter 8 DAIM's requirements� UC05-03: Upload a report in PDF format and �ll in extra informations thatrelated to paper version, su
h as total page numbers, page numbers that willbe printed in 
olour, 
omments that will send to Tapir and/or institute. Inaddition, de
ision of the publishing of the master thesis is allowed or not.� UC05-04: Order extra 
opies of student's master thesis.External users
• UC06: Sear
h for master thesis. The sear
h module is available for everybody anddoesn't require a logon. Master thesis will be shown if:� Master thesis has examination results.� Students have a

epted publishing.� The master thesis is not restri
ted.E
onomy
• UC07: Handle payments. The e
onomy role handles every payments for masterthesis. When the a
tor logs in, the default page will show the following information:� UC07-01: A list of master thesis whi
h still miss the payments for 
ensoring� UC07-02: Change status of master thesis whi
h have paid for 
ensoring� UC07-03: A list of master thesis with paid 
ensoring� UC07-04: A list of the institute's ordinary 
ensors.Administrator and System administrator userThe use 
ases for both administrator and system administrator are as follows:
• UC08: Display master thesis. The user 
an get an overview of delivered masterthesis by 
hoosing a 
ombination of several parameters or by sear
hing. This use
ase 
onsists of following stories:� UC08-01: The master thesis 
an be 
hosen by several parameters, su
h asstatus of the master thesis, or type of study. The student name, supervisorand the title will be shown.� UC08-02: The user 
an also sort the master thesis found by student, super-visor, and title� UC08-03: It is possible to sear
h for the master thesis by student name,supervisor, 
ensor, title or the date that the master thesis was delivered,
ensored date, et
.
• UC09: Choose 
ensor. Administrator, system administrator, and supervisor 
an
hoose a 
ensor for one spe
i�
 master thesis. The 
ensor 
an be found in a list.The supervisors 
an only 
hoose a 
ensor for the master thesis that they has beena guidan
e. 47



• UC10: Validate information. A master thesis has several status, e.g. "Registered,but master 
ontra
t is not ready", "Writing the master thesis", "Finished, but the
hara
ter is not desired", "Finished, the 
hara
ter is desired" and so on. Generally,there are di�erent information that 
an be validated, dependent on the statusof the master thesis. When a student has �lled in the required informations inthe 
ontra
t for his master's degree, the administrator/system administrator haveto 
he
k if the informations are 
orre
tly �lled in, and then approve the master
ontra
t. If the informations are not 
orre
tly �lled in, the administrator tells thestudent to 
hange information. The delivery pro
ess is available for students whenthe master 
ontra
t is approved by an administrator or system administrator. Botha
tors 
an 
hange the deadline of the master thesis if required. The users 
an also�ll in more informations that related to the master thesis, su
h as 
omments, thedate sent to a 
ensor and so on.
• UC11: Create/update a

ount. This use 
ase 
ontains the following user stories:� UC11-01: Create a student a

ount if the student has not yet registred.� UC11-02: Create/Update a supervisor's a

ount. Informations of registeredsupervisor 
an be updated. A supervisor a

ount 
an be 
reated if it doesn'tregistered.� UC11-03: Create/Update a 
ensor's a

ount. A 
ensor a

ount is 
reated ifit doesn't exist. Informations of registered 
ensors 
an also be updated.� UC11-04: Find a 
ensor/supervisor by sear
hing
• UC12: Get information. Both the administrator and the system administrator
an get information in order to get an overview of all master thesis. This use 
asein
ludes following user stories:� UC12-01: Get an overview of important deadlines for 
ensuring.� UC12-02: Get an overview of information about restri
ted master thesis.� UC12-03: Get an overview of information about se
ondary-supervisors andexternal supervisors.� UC12-04: Get an overview of information about delivered master thesis.System AdministratorThe system administrator 
an perform the same use 
ases as the administrator a
tor.In addition, the system administrator 
an 
arry out some extended fun
tions as follows:
• UC13: Import data. System administrator 
an import data from lo
al databasefor students and 
ensors. The data must be saved as CSV format.
• UC14: Change information. UC14 
onsists of two user stories:� UC14-01 Change information for an institute� UC14-02 Add an administrator user.Supervisor
• Choose 
ensor: See use 
ase "Choose 
ensor" from administrator a
tor.48



Chapter 9DAIM and Robustness AssessmentThis 
hapter des
ribes the robustness failure modes and the robustness assessmentof DAIM. Let's 
onsider the DAIM system to illustrate the use of the frameworkspresented in [24℄ and [26℄.Before moving on, we have to make 
lear that only the robustness failure modeswill be identi�ed and des
ribed in this 
hapter. Other failure modes whi
h related toother quality attributes, su
h as availability or reliability will not be 
onsidered.9.1 Ja
obson's analysis method and FMEAThis se
tion des
ribed how the frameworks from [24℄ 
an be used to assess DAIM's
urrent robustness. This framework integrates Ja
obson's analysis, a systemati
 way tode
ompose the system, and a simpli�ed version of FMEA.9.1.1 UC01: Log inEa
h internal a
tor has to be logged on before performing any other tasks. There isdi�erent logon page for students and other administrator roles, su
h as supervisor,e
onomy, et
.. Hen
e, students and the administrator roles have to use di�erent pageto log on, and a di�erent default page is displayed after login.The system uses the login module from "Innsida" to 
ontrol and 
he
k the lo-gin. "Innsida" is a login module that 
he
ks that the username exists in the NTNUdatabase when logging on to the NTNU internal page for internal users, su
h asstudents. The system has no 
ontrol of the "Innsida" database.Figure 9.1 shows the result of using Ja
obson's analysis diagram for the use 
ase"Log in". The user types the username and password in the "Login Page". The"Login/
ontrol" 
he
ks the username and password by intera
ting with the "Innsidadatabase" and displays the result on the "Default Page" by the module "Show result".The appli
ation logi
 of this use 
ase is 
aptured by "Login/Control" and "Show result"49



Figure 9.1: Analysis diagram for Log In use 
ase

Control Obje
ts. The FMEA worksheet for these Control Obje
ts are shown in Table9.1. Table 9.1: FMEA for Log inSystem: DAIM Performed by: Hue PhamUse 
ase: Log in Date: 08.03.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansLogin/Control No responseis produ
edat all Error userinput Fail to re-spond touser's in-tera
tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. "Login/-Control" dete
ts thefailure of the obje
tand intera
ts with"Show Result" toprompt the user ap-propriatelyDatabase
ontainsin
orre
t/damageddata User 
an-not login with
orre
tusernameand pass-word
Userssuspe
tthe qual-ity of thesystem Manage data in "IDIdatabase" and en-sure its 
orre
tness.Intera
t with "ShowResult" to give feed-ba
k to the userContinued on next page
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Chapter 9 DAIM and Robustness AssessmentTable 9.1 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansShowresult No responseis produ
edat all Erroroutput of"Login/-Control" Fail to re-spond touser's in-tera
tion Preventfurtheruse of thesystem Control input from"Login/Control" andprevent serious errorsfrom entering theobje
t. Prompt theuser appropriately
9.1.2 UC02: Fill in 
ontra
tStudents have to �ll in required information about themselves and their master thesis.It's important here that system should give intelligible feedba
k for invalid input, su
has date format, a in
omplete email adress, et
.Ja
obson's analysis diagram for the use 
ase "Fill in 
ontra
t" is illustrated inFigure 9.2. The student �lls in required information. First, "Validate" module validatesthe input at the 
lient side. Then, the input will be validated at "IDI Web server"before updating to "IDI database". The result is displayed at "Result Page" by "Show".Figure 9.2: Analysis diagram for Fill in 
ontra
t

The use 
ase "Fill in 
ontra
t" in Figure 9.2 is stru
tured into three Control Obje
tsthat will perform this servi
e. Table 9.2 shows the failure modes when students �ll in
ontra
t.
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Table 9.2: FMEA for Fill in 
ontra
tSystem: DAIM Performed by: Hue PhamUse 
ase: Fill in 
ontra
t Date: 09.03.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansValidate Invalid in-puts are notre
ognizedand willresult inabnormalbehavior orinvalid datawill be saved
Studentstyped ininvalidinput Fail torespondto user'sintera
-tion orsystemsavesinvaliddata

Preventfurtheruse ofthe sys-tem ordatabasewill
ontainin
orre
tdata
Control and validateuser input and pre-vent serious errorfrom entering theobje
t. "Page forMaster thesis" dete
tsthe failure and in-tera
ts with "Show"to prompt the userappropriatelyUpdate Abnormalbehavior Erroroutputof "Vali-date" Fail to re-spond touser's in-tera
tion Preventfurtheruse of thesystem. Control input from"Validate" and pre-vent serious errorfrom entering theobje
t. "Update"dete
ts the failure andintera
ts with "Show"to prompt the userappropriately1) Invaliddata will besaved2)Informationfound is in-
orre
t

Erroroutputof "Val-idate"and/or"IDIdatabase"
ontainsin
orre
tdata
In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Control input from"Validate" and pre-vent serious errorfrom entering theobje
t. Manage "IDIdatabase" and ensureits 
orre
tness

Continued on next page
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Chapter 9 DAIM and Robustness AssessmentTable 9.2 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansShow No responseis produ
edat all Erroroutput of"Update" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Update" and preventserious errors fromentering the obje
t."Update" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyIn
orre
tdata is dis-played Erroroutput of"Update" In
orre
tdata ispresentedto user Userssuspe
tthe qual-ity of thesystem Control input from"Update" and preventserious error fromentering the obje
t.
9.1.3 UC03: Create 
ooperation groupSeveral students 
an 
ooperate in writing master thesis. The usernames of the fellowstudents in the 
ooperation group have to be �lled in. Every student in the groupmust have approved the 
ooperation before generating the 
ooperation 
ontra
t. Thestudents 
an not 
ooperate if they have di�erent types of studies. Figure 9.3 showsthe result of using Ja
obson's analysis diagram for the use 
ase "Create 
ooperationgroup". Figure 9.3: Analysis diagram for Create 
ooperation group

The student types usernames of the fellow students in the 
ooperation group. Thesystem have to validate ea
h username to ensure it is existed or valid 
ooperation. If53



it's a valid 
ooperation, the result will be updated in the "IDI database" and displayedto the user. System prints a message to the user if it's invalid 
ooperation, or student'sname is not existed.The stru
ture of this fun
tion is split into "Validate", "Update" and "Show"Control Obje
ts. The failure modes of this use 
ase are 
aptured in Table 9.3.Table 9.3: FMEA for Create 
ooperation groupSystem: DAIM Performed by: Hue PhamUse 
ase: Create Cooperation group Date: 09.03.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansValidate No responseis produ
edat all Studentstyped ininvalidinput Fail to re-spond touser's in-tera
tion Preventfurtheruse of thesystem Control and validateuser input and pre-vent serious errorfrom entering theobje
t. "Page forMaster thesis" dete
tsthe failure and in-tera
ts with "Show"to prompt the userappropriatelyInformationfound isin
orre
t IDIdatabase
ontainsin
orre
tdata In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Control user inputand prevent seriouserror from enteringthe obje
t. ManageIDI database andensure its 
orre
tnessUpdate No responseis produ
edat all Erroroutputof "Vali-date" Fail to re-spond touser's in-tera
tion Preventfurtheruse of thesystem Control input from"Validate" and pre-vent serious errorfrom entering theobje
t. "Update"dete
ts the failure andintera
ts with "Show"to prompt the userappropriatelyContinued on next page54



Chapter 9 DAIM and Robustness AssessmentTable 9.3 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansInformationfound isin
orre
t Erroroutputof "Val-idate"and/orIDIdatabase
ontainsin
orre
tdata
In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Control input from"Validate" and pre-vent serious errorfrom entering theobje
t. Manage IDIdatabase and ensureits 
orre
tness

Show No responseis produ
edat all Erroroutput of"Update" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Update" and preventserious errors fromentering the obje
t."Update" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyIn
orre
tdata is dis-played Erroroutput ofUpdate In
orre
tdata ispresentedto user Userssuspe
tthe qual-ity of thesystem Control input fromUpdate and preventserious error fromentering the obje
t
9.1.4 UC04: Generate 
ontra
t/s
hemaThe 
ontra
t 
an be generated when the student has �lled in the required information.The delivery s
hema 
an be generated after delivering of the master thesis. Figure 9.4illustrates the use 
ase "Generate 
ontra
t/s
hema". "Page for generating" is shownwhen required information is �lled in. The system generates the 
ontra
t/s
hema byintera
ting with "IDI database" to get information. The information is sent to "Gener-ate" Control Obje
t for generating the 
ontra
t/s
hema. The result and the generated
ontra
t/s
hema are shown by the "Show" Control Obje
t and displayed in the "ResultPage". The robustness failure modes for these Control Obje
ts are re
orded in Table9.4. 55



Figure 9.4: Analysis diagram for Generate 
ontra
t/s
hema

Table 9.4: FMEA for Generate 
ontra
t/s
hemaSystem: DAIM Performed by: Hue PhamUse 
ase: Generate 
ontra
t/s
hema Date: 09.03.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansGetinfor-mation No responseis produ
edat all Erroruser in-put Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from eneringthe obje
t. "Page forgenerating" dete
tsthe failure of the ob-je
t and intera
ts with"Show" to prompt theuserInformationfound isin
orre
t Database
ontainsin
orre
tdata orerror userinput
Generated
ontra
-t/s
hemashowsin
orre
tdata

User sus-pe
ts thequalityof thesystem Manage data in "IDIdatabase" and en-sure its 
orre
tness.Control user inputand prevent seriouserrors from enteringthe obje
tContinued on next page
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Chapter 9 DAIM and Robustness AssessmentTable 9.4 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansGenerate No responseis produ
edat all Erroroutputfrom"Getinforma-tion"
Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Page for generating"and prevent seriouserrors from enteringthe obje
t. Dete
t thefailure of the obje
tand intera
t with"Show" to prompt theuser appropriatelyShow No responseis produ
edat all Erroroutputfrom"Gener-ate" Contra
t/s
hema
ouldn'tbe gener-ated Preventfurtheruse of thesystem Control input from"Generate" and pre-vent serious errorsfrom entering theobje
t. "Generate"dete
ts the failureof the obje
t andintera
ts with "Show"to prompt the userIn
orre
t in-formation isdisplayed Erroroutput of"Gener-ate" In
orre
tinforma-tion ispresentedto theuser

The usersuspe
tthe qual-ity of thesystem Control input from"Generate" and pre-vent serious erorsfrom entering theobje
t
9.1.5 UC05: Deliver master thesisStudents 
an upload several �les when the delivery their master thesis. A front-pagepi
ture and atta
hment are uploaded to "IDI Web server" and the "IDI database" isthus updated by using "Upload", "Update" and "Show".The master thesis in PDF format will be uploaded to "IDI Web server", andupdate to "IDI database" when delivery pro
ess 
ompletes by "Con�rm". "Con�rm"and "Communi
ate" 
ommuni
ate with "Tapir Database" to order paper version. If the
onne
tion with "Tapir server" is approved, the PDF �le will be saved in "IDI database"and "Tapir database". Other information related to the 
opying and publishing of themaster thesis will be send to the "IDI database" and "Tapir database". The delivery57



pro
ess is dependent of the availability of "IDI Web server", "IDI database", "TapirWeb server", "Tapir database". But if the "Tapir server" is down, information ofthe delivery pro
ess will be saved at "IDI database" and will be sent to the "Tapirdatabase" later by the administrator role.Figure 9.5: Analysis diagram for Delivery master thesis

The appli
ation logi
 of this use 
ase is 
aptured bye "Upload �les", "Update", "Con-�rm", "Communi
ate" and "Show". The FMEA worksheet for these Control Obje
tsare shown in Table 9.5Table 9.5: FMEA for Delivery master thesisSystem: DAIM Performed by: Hue PhamUse 
ase: Delivery master thesis Date: 10.03.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansUpload�les 1)Invalid in-puts are notvalidatedand resultin abnormalbehavior
Erroruser in-put Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. "DeliveryPage" dete
ts thefailure of the obje
tand intera
t with"Show" to prompt theuser appropriatelyContinued on next page
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Chapter 9 DAIM and Robustness AssessmentTable 9.5 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansUpdate Abnormalbehavior Erroroutputof "Up-load","Con-�rm"
Fail torespondto usersintera
-tion Preventfurtheruse of thesystem Che
k the input from"Upload", "Con�rm"and prevent seriouserrors from enteringthe obje
t. "DeliveryPage" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyInvalid in-puts aresaved Erroroutputof "Up-load","Con-�rm"
Database
ontainsin
orre
tdata Userssuspe
tthe qual-ity of thesystem As des
ribed above,and 
he
k the "IDIdatabase" to ensureits 
orre
tnessCon�rm No responseis produ
edat all Erroroutputof "Up-load","Up-date","Commu-ni
ate"
Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control the inputof "Upload �les","Update", "Commu-ni
ate" and preventserious errors fromentering the obje
t.Intera
t with "Show"to prompt the userCommu-ni
ate No responseis produ
edat all Erroroutputof "Con-�rm" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Con�rm" and pre-vent serious errorsfrom entering theobje
t. Intera
t with"Show" to displayfeedba
k to user im-mediatelyContinued on next page
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Table 9.5 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansShow No responseis produ
edat all orinformationshown arein
orre
t
Erroroutputof "Con-�rm" and"Update" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystemand userssuspe
tthe qual-ity of thesystem

Control input from"Con�rm", "Update"and prevent seriouserrors from enteringthe obje
t. Giveintelligible feedba
kto user
9.1.6 UC06: Sear
h for master thesisExternal users 
an use the sear
h module without a logon. Users 
an use either basi
 oradvan
ed sear
h. The basi
 sear
h will sear
h for the text in title, supervisor, author andabstra
t. The advan
ed sear
h will perform the sear
h by 
hoosing several parameters.Figure 9.6 illustrates the use 
ase "Sear
h master thesis". The "Sear
h Control" and"Show" are Control Obje
ts for the use 
ase. The "Sear
h Control" 
onne
ts to the"IDI database" and fet
hes the relevant information. The "Display result" is displayedby "Show". Figure 9.6: Analysis diagram for Sear
h master thesis

The FMEA worksheet for the use 
ase is des
ribed in table 9.6
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Chapter 9 DAIM and Robustness AssessmentTable 9.6: FMEA for Sear
h master thesisSystem: DAIM Performed by: Hue PhamUse 
ase: Sear
h master thesis Date: 15.03.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansSear
hControl Invalid in-puts are notre
ognized Erroruser in-put Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. "Sear
hPage" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyInformationfound isin
orre
t Erroruserinputand/or"IDIdatabase"
ontainsin
orre
tdata
In
orre
tdata ispresentedto theuser Userssuspe
tthe qual-ity of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. Man-age data in "IDIdatabase" and ensureits 
orre
tnessShow No responseis produ
edat all Erroroutput of"Sear
hControl" Fail torespondto user'sintera
-tion Preventsfurtheruse of thesystem Control input from"Sear
h Control" andprevent serious errorsfrom entering the ob-je
t. "Sear
h Control"dete
ts the failure andintera
ts with "Show"to prompt the userappropriatelyIn
orre
tinformationis displayed Erroroutput of"Sear
hControl" In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Control input from"Sear
h Control" andprevent serious errorsfrom entering theobje
t
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9.1.7 UC07: Handle paymentsWhen the e
onomy role logs in, the default page will show information of payments.Displayed informations 
an be sorted by several parameters, su
h as students, supervi-sors or 
ensors.The Ja
obson's analysis model is shown in Figure 9.7. The information will be
hosen, sorted and shown by "Get information", "Sort" and "Show". Status of a
ensoring 
an be 
hanged to "paid", or "not paid" by the e
onomy role. "Changestatus" and "Update" will handle 
hanges and updating in the database.Figure 9.7: Analysis diagram for Handle payments

The failure modes of this use 
ase are 
harted in the Table 9.7.Table 9.7: FMEA for Handle paymentSystem: DAIM Performed by: Hue PhamUse 
ase: Handle payment Date: 21.03.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansGetinfor-mation No responseis produ
edat all Erroruser in-put Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. "Informa-tion page" dete
ts thefailure of the obje
tand intera
t with"Show" to prompt theuser appropiatelyContinued on next page62



Chapter 9 DAIM and Robustness AssessmentTable 9.7 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansInformationfound isin
orre
t Erroruserinputand/or"IDIdatabase"
ontainsin
orre
tdata
In
orre
tdata ispresentedto theuser User sus-pe
t thequalityof thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. Man-age data in "IDIdatabase" and ensureits 
orre
tnessChangestatus No responseis produ
edat all Erroroutputof "Getinforma-tion" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Get information"and prevent seriouserrors from enteringthe obje
t. "Getinformation" dete
tsthe failure of the ob-je
t and intera
ts with"Show" to prompt theuserUpdate No responseis produ
edat all Erroroutput of"Changestatus" Fail torespondto user'sintera
-tion User sus-pe
ts thequalityof thesystem Che
k the input from"Change status" andprevent serious errorsfrom entering theobje
t. "Changestatus" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyContinued on next page
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Table 9.7 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansInformationfound isin
orre
t Erroroutput of"Changestatus"and/or"IDIdatabase"
ontainsin
orre
tdata
In
orre
tdata ispresentedto theuser User sus-pe
t thequalityof thesystem Control input from"Change status" andprevent serious errorsfrom entering theobje
t. Manage datain "IDI database" andensure its 
orre
tness

Sort No responseis produ
edat all Erroroutputof "Up-date","Getinforma-tion"
Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Get information","Update" and preventserious errors fromentering the obje
t.Dete
t the failureof the obje
t andintera
t with "Show"to prompt the userShow No responseis produ
edat all Erroroutput of"Sort" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input of the"Sort" and preventserious errors fromentering the obje
t.Give feedba
k to userIn
orre
tdata is dis-played Erroroutput of"Sort" In
orre
tdata ispresentedto user User sus-pe
ts thequalityof thesystem Control input from"Sort" and preventserious errors fromentering the obje
t

9.1.8 UC08: Display master thesisFigure 9.8 illustrates the use 
ase "Display master thesis". The appli
ation logi
 of thisuse 
ase is similar to the use 
ase "UC06: Sear
h for master thesis". A user sear
hs fora master thesis by 
hoosing several parameters, or by typing a text to sear
h. UC06 andUC08 di�er by the login module. UC08 is just available for administrator and system64



Chapter 9 DAIM and Robustness Assessmentadministrator roles. All master thesis will be available for sear
hing from UC08.Figure 9.8: Analysis diagram for Display master thesis
When a user has 
hosen or �lled in desired parameters, "Sear
h Control" will intera
twith the "IDI database" and �nd the relevant information. "Show" handles data anddisplays them to the user. The robustness failure modes of this use 
ase are similar tothe failure modes 
aptured in Table 9.6.9.1.9 UC09: Choose a CensorWhen a student has performed the delivery pro
ess, the system administrator, admin-istrator or supervisor 
an 
hoose a 
ensor for the master thesis. A list of 
ensors will beshown to the user who 
an then 
hoose a 
ensor from the list. If the 
ensor doesn't exist,the user has to add the 
ensor in database. This fun
tion is, however, not in
luded inthis use 
ase. Figure 9.9 illustrates the Ja
obson's analysis model of the use 
ase.Figure 9.9: Analysis diagram for Choose 
ensor
Changed information will be updated to the database by "Update". "Show" handlesthe result and display it in "Result Page". Table 9.8 shows the robustness failure modeswhen a user 
hooses a 
ensor.
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Table 9.8: FMEA for Choose 
ensorSystem: DAIM Performed by: Hue PhamUse 
ase: Choose 
ensor Date: 07.04.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansUpdate No responseis produ
edat all Erroruser in-put Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. Givefeedba
k to the userInformationfound isin
orre
t Database
ontainsin
orre
tdata In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Manage data in "IDIdatabase" and ensureits 
orre
tnessShow No responseis produ
edat all Erroroutput of"Update" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input rom"Update" and preventserious errors fromentering the obje
t."Update" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyIn
orre
tinformationis displayed Erroroutput of"Update" In
orre
tinforma-tion isdisplayedto theuser
User sus-pe
ts thequalityof thesystem Manage data in "IDIdatabase" and ensureits 
orre
tness

9.1.10 UC10: Validate informationWhen a student has �lled in the required information for a master 
ontra
t, the admin-istrator role 
an validate information. First, the administrator has to 
hoose a student.The details of the master thesis of the student will be shown. The user validates theinformations and tells the students if the information must be 
hanged. The administra-tor 
an also 
hange deadline or write a 
omment related to the master thesis. Available66



Chapter 9 DAIM and Robustness Assessmentinformation that 
an be validated by the user are depedent on the status of the masterthesis. Figure 9.10 shows the result of using Ja
obson's analysis diagram for the use
ase "Validate information".Figure 9.10: Analysis diagram for Validate information

Table 9.9 des
ribes the failure modes of use 
ase "Validate information". Related to therobustness requirement de�ned earlier, the FMEA worksheet for these Control Obje
tsare 
aptured in Table 9.9Table 9.9: FMEA for Validate informationSystem: DAIM Performed by: Hue PhamUse 
ase: Validate information Date: 06.04.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansRetrievedetails No responseis produ
edat all Data isdam-aged and
ouldn'tbe re-trieved
Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Manage IDI databaseand ensure its 
or-re
tness. Intera
twith "Show" to givefeedba
k to the userInformationfound isin
orre
t IDIdatabase
ontainsin
orre
tdata In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Manage data in IDIdatabase and ensureits 
orre
tnessContinued on next page
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Table 9.9 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansValidate
hanges Invalid in-puts are notvalidatedand will besaved orresult inabnormalbehavior
Erroruser in-put Databasewill
ontaininvaliddata orfail torespondto user'sintera
-tion

Preventfurtheruse of thesystemor usersuspe
tsthe qual-ity of thesystem
Control, validate userinput and preventserious errors fromentering the obje
t."Page for masterthesis" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuserUpdate No responseis produ
edat all Erroroutput of"Validate
hanges" Fail torespondto user'sintera
-tion Preventfurtheruse of thesytem Control input from"Validate 
hanges"and prevent seriouserrors from enteringthe obje
t. "Update"dete
ts the failureof the obje
t andintera
ts with "Show"to prompt the userappropriatelyShow No responseis produ
edat all Erroroutput of"Retrievedetails","Update" Fail torespondeto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Retrieve details","Update" and preventserious errors fromentering the obje
tIn
orre
tinformationis displayed Erroroutput of"Retrievedetails" In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Control input from"Retrieve details"and prevent seriouserrors from enteringthe obje
t

9.1.11 UC11: Create/update a

ountAn analysis diagram for the use 
ase Create/update a

ount is shown in Figure 9.11.A user 
an get information of a 
ensor or a supervisor by 
hoosing a name in a list orby entering a text to sear
h. The system retrieves information of the sele
ted a

ount,68



Chapter 9 DAIM and Robustness Assessmenti.e. supervisor or 
ensor and displays to the user. The information 
an be 
hanged andupdated by the user. Sequen
e number 1, 1a, 2, 2a in Figure 9.11 will 
apture thesetasks. A new student, 
ensor or supervisor 
an also be add in the database by sequen
enumber 3. Sequen
e number 1a and 2a are dependent on sequen
e number 1 and 2.Figure 9.11: Analysis diagram for Create/update a

ount

A FMEA table that des
ribed the robustness failure modes of the use 
ase "Create/up-date a

ount" is presented in Table 9.10.Table 9.10: FMEA for Create/update a

ountSystem: DAIM Performed by: Hue PhamUse 
ase: Create/update a

ount Date: 08.04.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansSear
h
ontrol Invalid in-puts are notvalidated Erroruser in-put Invalidinputswill besaved Userssuspe
tthe qual-ity of thesystem Control, validate userinputs and preventserious errors fromentering the obje
t."Page for supervisor/-
ensor" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyContinued on next page
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Table 9.10 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansRetrievedetails Informationfound isin
orre
t Erroruserinput/Database
ontainsin
orre
tdata
In
orre
tdata ispresentedto theuser User sus-pe
t thequalityof thesystem Control user inputand prevent seriouserrors from enterignthe obje
t. Man-age data in "IDIdatabase" and ensureits 
orre
tnessValidate
hanges Invalid in-puts are notvalidated Erroroutput of"Sear
h
ontrol","Retrievedetais",error userinput
Fail torespondto user'sintera
-tion User sus-pe
ts thequalityof thesytem Control input from"Sear
h 
ontrol","Retrieve details",user input and pre-vent serious errorsfrom entering theobje
t. Intera
t with"Show" to displayfeedba
k to the userUpdate Invalid in-puts aresaved Erroroutput of"Validate
hanges" Databasewill
ontaininvalid in-formation Userssuspe
tthe qual-ity of thesystem Control input from"Validate 
hanges"and prevent seriouserrors from enteringthe obje
t. Intera
twith "Show" to dis-play feedba
k to theuserShow No responseis produ
edat all Erroroutputof "Up-date","Retrievedetails","Sear
h
ontrol"
Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Update", "Retrievedetails", "Sear
h
ontrol" and preventserious errors fromentering the obje
t.Continued on next page
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Chapter 9 DAIM and Robustness AssessmentTable 9.10 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansIn
orre
tinformationis displayed Erroroutputof "Up-date","Retrievedetails","Sear
h
ontrol"
In
orre
tdata ispresentedto theuser User sus-pe
t thequalityof thesystem Control input of"Update", "Retrievedetails", "Sear
h
ontrol" and preventserious errors fromentering the obje
t

9.1.12 UC12: Get informationThis use 
ase 
ontains several fun
tions. The stru
ture of ea
h fun
tion is to sele
trelevant informations in the "IDI database" and display to the user. For example thefun
tion "Get an overview of important deadlines for 
ensoring" will sele
t informationof deadlines of 
ensoring and display it to the user. The users 
hoose information theywant to display by 
hoosing them. The system retrieves information from the "IDIdatabase", sele
ts relevant information and then displays it to the user.Figure 9.12: Analysis diagram for Get information
The appli
ation logi
 of this use 
ase is 
aptured by "Get information" and "Show".The robustness failure modes of this use 
ase are 
aptured in Table 9.11.
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Table 9.11: FMEA for Get informationSystem: DAIM Performed by: Hue PhamUse 
ase: Get information Date: 09.04.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansGetinfor-mation No responseis produ
edat all Erroruser in-put Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. "DisplayPage" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyInformationfound isin
orre
t IDIdatabase
ontainsin
orre
tdata In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Manage data in "IDIdatabase" and ensureits 
orre
tnessShow No responseis produ
edat all Erroroutputof "Getinforma-tion" Fail toresponseto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Get information"and prevent seriouserrors from enteringthe obje
t.In
orre
tinformationis displayed Erroroutputof "Getinforma-tion" In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Control input of "Getinformation" andprevent serious errorsfrom entering theobje
t
9.1.13 UC13: Import dataA system administrator 
an import data of students or 
ensors from FS and save indatabase. FS is national database for every universities in Norway whi
h NTNU has a
opy of FS in a lo
al database that 
ontains informations on students and 
ensors. Dataof the 
ensors need to be imported one time only, and the administrator user 
an 
hangethe information afterwards. Students data have to be import on
e every year. The �lehave to be in CSV format and will be uploaded to the Web server and further read72



Chapter 9 DAIM and Robustness Assessmentand save in the database. It's important that the �le has the same format as de�ned inthe system. The existed students in the database will not be overwritten. The analysisdiagram for this fun
tion will be illustrated in Figure 9.13Figure 9.13: Analysis diagram for Import data

The �le is validated and then upload to the "Web server" if it's a valid �le format. The�le will further be updated to the database and the result will be displayed by "Show".The robustness failure modes are 
harted and 
aptured in Table 9.12.Table 9.12: FMEA for Import dataSystem: DAIM Performed by: Hue PhamUse 
ase: Import Data Date: 09.04.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansValidate�le Invalid �leare not val-idated andwill be savedor 
ausedabnormalbehavior
Erroruserinput,imported�le isdamagedor invalidformat

Database
ontainsinvalid in-formationor fail torespondto user'sintera
-tion
Userssuspe
tthe qual-ity of thesystem.Preventfurtheruse of thesystem

Control user inputand prevent seriouserror from enteringthe obje
t. "ImportPage" dete
ts thefailure of the obje
tand intera
ts with"Show" to promt tothe user appropriatelyContinued on next page
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Table 9.12 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansUpload Abnormalbehavior Erroroutput of"Validate�le" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Validate �les" andprevent serious errorsfrom entering theobje
t. "Validate �le"dete
ts the failureof the obje
t andintera
ts with "Show"to prompt the userappropriatelyUpdate Abnormalbehavior orinvalid datawill be saved Errorouput of"Upload" Fail torespondto user'sinter-a
tion.Database
ontainsin
orre
tinforma-tion
Preventfurtheruse of thesystem.Userssuspe
tthe qual-ity of thesystem

Control input from"Upload" and preventserious errors fromentering the obje
t."Upload" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyShow No responseis produ
edat all Erroroutput of"Update" Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Update" and preventserious errors fromentering the obje
t."Update" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriately
9.1.14 UC14: Change informationFigure 9.14 is the result of using the Ja
obson's analysis on this use 
ase. The sequen
enumber 1a. from Figure 9.14 is dependent on sequen
e number 1. Sequen
e number 1and number 2 are independent of ea
h other. Information of an administrator 
an be
hanged by 
hoosing the administrator and then 
hange information. Information ofthe system administrator users 
an be 
hanged by 
li
king the "My Institute" button74



Chapter 9 DAIM and Robustness AssessmentFigure 9.14: Analysis diagram for Change information

and then 
hange displayed information. "Retrieve details", "Validate", "Update", and"Show" are used to 
hoose an a

ount/institute and 
hange information.A new administrator 
an be add by pressing the "New" button and �lling inthe required information. "Validate", "Update" and "Show" modules are used toperform the task with the sequen
e number 2. The robustness failure modes of theseControl Obje
ts are 
harted in Table 9.13.Table 9.13: FMEA for Change informationSystem: DAIM Performed by: Hue PhamUse 
ase: Change information Date: 09.04.06ControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansRetrievedetails No responseis produ
edat all Erroruser in-put Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. "Pagefor administrator"dete
ts the failureof the obje
t andintera
ts with "Show"to prompt the userappropriatelyContinued on next page
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Table 9.13 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansInformationfound isin
orre
t Erroruser in-put / IDIdatabase
ontainsin
orre
tdata
In
orre
tdata ispresentedto theuser User sus-pe
ts thequalityof thesystem Control user inputand prevent seriouserrors from enteringthe obje
t. Man-age data in "IDIdatabase" and ensureits 
orre
tnessValidate Abnormalbehavioror invalidinputs willbe saved Erroruser in-put/ erroroutput of"Retrievedetails"
Fail torespondto user'sinter-a
tion.Database
ontainsinvaliddata

Preventfurtheruse of thesystem.Userssuspe
tthe qual-ity of thesystem
Control user input,input from "Retrievedetails" and preventserious errors fromentering the obje
t."Page for adminis-trator" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyUpdate No responseis produ
edat all or in-valid inputsare saved Erroroutputof "Vali-date" Fail torespondto user'sinter-a
tion.Database
ontainsin
orre
tinforma-tion

Preventfurtheruse of thesystem.Userssuspe
tthe qual-ity of thesystem
Control input fromUpdate and preventserious errors fromentering the obje
t."Validate" dete
ts thefailure of the obje
tand intera
ts with"Show" to prompt theuser appropriatelyShow No responseis produ
edat all Errorouputof "Up-date","Retrievedetails"

Fail torespondto user'sintera
-tion Preventfurtheruse of thesystem Control input from"Update", "Retrievedetail" and preventserious errors fromentering the obje
t.Prompt the user ap-propriatelyContinued on next page76



Chapter 9 DAIM and Robustness AssessmentTable 9.13 � 
ontinued from previous pageControlObje
t Robustnessfailuremode Possible
ause Lo
al ef-fe
t Systeme�e
t Preventive meansIn
orre
tinformationis displayed Erroroutput of"Retrievedetail" In
orre
tdata ispresentedto theuser User sus-pe
t thequalityof thesystem Control input from"Retrieve detail","Update" and preventserious errors fromentering the obje
t
9.1.15 Con
lusionAfter 
onsidering these use 
ases by using the framework that J. Zhou et al. [24℄ hasproposed, I believe that the framework 
an be used as an early assessment methodfor robustness. Both Ja
obson's analysis model and FMEA 
an give information atdi�erent areas. The Ja
obson's analysis de
omposes the system into 
omponents ormodules, whi
h enables us to reason about the stru
ture of the moduls in the systemat an early stage.Furthermore, the FMEA table 
aptures the failure modes, the e�e
ts and pre-ventive means whi
h are important. The FMEA 
an also be used as a 
he
klist atthe design or implentation stages, 
he
k that every failure mode is handled and thepreventive means are implemented.9.2 Appli
ation of Hazard analysis to Software Qual-ity ModellingAfter studying the framework that H. Zhu [26℄ has proposed, I have de
ided not to usethis framework to assess the robustness of DAIM system. Some use 
ases of DAIM are
onsidered to illustrate the framework. The quality models and SFMEA of sele
ted use
ases are in
luded in Appendix B.After 
onstru
ted some quality models and 
harted the SFMEA, I found thatthis framework is more suitable for assessment and estimating several quality attributesat the same time, sin
e the proposed quality model enables expli
it referen
es to the
omponents of the information systems.The proje
t fo
uses on the input robustness, and thus only failure modes relatedto invalid user input are of interest here. The SFMEA and quality models will not stopto 
onsider failure modes that is related to input robustness, but will further 
onsiderfailure modes and 
auses, whi
h related to other quality attributes. Thus, it's easy to77



lose the fo
us and end up with several not interesting failure modes or quality attributes.Furthermore, both SFMEA and the quality models give us the same informa-tions. Many information from the quality models are repetition of the SFMEA table.The "relevant quality property" is only the new one information that 
an be found inthe quality model, but not in the SFMEA table.The prin
iple of the 
auses and sub
auses as 
harted in the SFMEA is an im-portan 
on
ept. Thus, the 
omponent that 
ontains the root 
ause for a failure be
omes
lear. The SFMEA 
an be used as a tool to 
onstru
t the quality model. Based onfound failure modes and 
auses, the quality model is 
onstru
ted. During 
onstru
tingthe quality model, you 
an go ba
k and 
hange the SFMEA if something is missing.Changing in SFMEA will, however, result in 
hanges to the quality model. Thus, if youhave done a good job in SFMEA, you will avoid a lot iteration of both the SFMEA andthe quality model.The framework that H. Zhu [26℄ has proposed is suitable at an early stage, su
has the fun
tional requirement analysis and the ar
hite
ture design where the major
omponents and fun
tional requirements of the system are de�ned. Information of themodule's stru
ture is not required. Thus, the framework will not give informations ofthe detail design stage. The preventive means are not des
ribed, but the explanationsof the failure modes are 
aptured. Thus, des
riptions and explanations of the failuremodes and the 
auses of ea
h failure mode in the use 
ase are the main fo
us.9.3 Estimate DAIM's robustnessBased on previous works of the qualitative robustness assessment, the mathemati
alexpression from [19℄ will be used to give an estimating of the 
urrent robustness ofDAIM. This se
tion presents how the 
urrent robustness of DAIM is estimated, byusing the prin
iple des
ribed by T. Stålhane in [19℄, with the 
hanges I propose below,i.e. the 
hanges of the FMEA table and the mathemati
al expression.The author in [19℄ proposes to use 
lasses as starting point, but the adaptedFMEA has use 
ases as starting points. The adapted FMEA table for robustness is
aptured in Table 9.14.The FMEA table for robustness is a bit di�erent from the original FMEA table presentedin [19℄. The 
olumns (1) and (4) are 
hanged and have the following interpretations:
• Column (1), it will 
ontain Control Obje
ts that have been 
onsidered by Ja
ob-son's analysis model.
• Seriousness: An estimation of how serious this failure mode is. The entry will beranked from 0 to 5. The value 5 is highest and tells us that this is a 
riti
al failuremode. The value 0 is lowest and the failure mode is not 
riti
al at all. This is
aptured in 
olumn (3). 78



Chapter 9 DAIM and Robustness AssessmentTable 9.14: FMEA with 
lass as starting pointUse 
ase ID:Controlobje
t Failuremode de-s
ription Seriousness Mitigation Robustness
onse-quen
es Indi
ators(1) (2) (3) (4) (5) (6)Use 
ase sums:Robustness for the use 
ase:
• Mitigation: The value of mitigation tells us the system level when this failure modeis handled. The value 
ould be between 0 and 5. Value 0 is the lowest level andmeans that the failure mode is not handled at all. The failure mode is handledand 
onsidered if the value is 5. This is des
ribed in 
olumn (4).
• The 
olumns (2), (5) and (6) have the same interpretations as des
ribed in se
tion5.1.3.
• At the end of the FMEA table, the sum of seriousness, the sum of mitigation, andthe robustness value will be 
al
ulated.Based on the 
hanges we have done, the robustness for use 
ase is estimated from thebelow expression:

Robustness(i) =
Mitigationi

Seriousnessi

(9.1)Based on the previous de�nition of robustness for a use 
ase, the robustness for an entiresystem is estimated as follows:
Robustness =

∑
Mitigation

∑
Seriousness

(9.2)The identi�ed failure modes in se
tion 9.1 will be used to estimate the robustness ofea
h use 
ase. The estimating of the robustness is in
luded in Appendix C.A summary of the robustness of all use 
ases is des
ribed in Table 9.15. At theend of the table, the robustness average is identi�ed. The robustness average 
ould alsointerprete as the robustness of DAIM system.Table 9.15: Summary Robustness EstimatingUse
aseID Use 
ase name Seriou-sness Mitig-ation Robust-nessUC01 Log in 13 11 0.85Continued on next page79



Table 9.15 � 
ontinued from previous pageUse
aseID Use 
ase name Seriou-sness Mitig-ation Robust-nessUC02 Fill in 
ontra
t 23 11 0.48UC03 Create 
ooperation group 28 22 0.78UC04 Generate 
ontra
t/s
hema 19 16 0.84UC05 Deliver master thesis 22 17 0.77UC06 Sear
h for master thesis 18 4 0.22UC07 Handle payment 32 28 0.87UC08 Display master thesis 18 10 0.55UC09 Choose 
ensor 20 17 0.85UC10 Validate information 29 15 0.52UC11 Create/Update a

ount 29 9 0.31UC12 Get information 18 16 0.89UC13 Import data 15 14 0.93UC14 Change information 30 7 0.23Robustness Average 314 187 0.59
The optimal robustness value is 1. DAIM has the robustness value at 0.59. Thisis too low value. Remember that DAIM is dependent on external database. DAIMmust 
onne
t to Innsida, Tapir Web server and Tapir database server systems that theDAIM system has no 
ontrol over. Furthermore, DAIM's database is imported from FSdatabase, whi
h 
ould 
ontain old data and the database is not ne
essarily 100% up todate.In addition, human fa
tor plays a major role for the 
orre
tness of system'sdatabase. It's important that the administrator user has to 
hange or update databasemanually if the information is 
hanged. For example, if the 
ensor has a new adress ortelephone number, the administrator user must 
hange information manually to holdthe database up to date. The mentioned fa
tors have in�uen
e in the robustness of theDAIM system.9.4 Con
lusionIn this 
hapter, the DAIM's robustness is 
onsidered by using the frameworks from[24, 19℄. The 
ontribution of this 
hapter is two-fold. First, the DAIMs robustness isstudied and a rough assessment of the robustness by using the framework from [24℄.The robustness failure modes of ea
h use 
ase are des
ribed and studied. In or-der to get a better understanding, the preventive means of the failure modes also weredes
ribed. 80



Chapter 9 DAIM and Robustness AssessmentSe
ond, the robustness of ea
h use 
ase is further estimated by using the prin
i-ple from [19℄, with the proposed 
hanges. The robustness value will be a numberbetween 0 and 1, dependent on the failure modes and how well the failure modes arehandled. The robustness of the DAIM system is estimated and have a value as 0.59.In Se
tion 8.1.2, the robustness is de�ned as a

eptable if it's 0.90 or higher. Theestimated value of robustness by using early assessment methods is too low, 
omparedwith the robustness goal for DAIM system.The framework proposed by H. Zhu [26℄ was studied by 
onsidering some use
ases of the DAIM system. A short evaluation and 
on
lusion of this framework alsoin
luded.
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Chapter 10User Testing SessionIn this 
hapter we present the pro
ess of testing DAIM. An des
ription of the possibletype of software responses and the templates that we're going to use for testing willalso in
lude in this 
hapter.Many use 
ases des
ribed in Se
tion 8.2 require the users to type in input toperform testing. The others let the users 
hoose the inputs from a list, 
he
k box, orradio button. In order to test the input robustness, only invalid inputs will be tested.In the 
ases where the users 
an not �ll in invalid inputs, the tests are intended to 
he
kthat system should respond to the user's a
tion due to possible internal 
omponentfailure.The tests are automated as far as possible. The login page for students is stati-
al, thus the passwords and usernames 
an be �lled in automated. The other roles usedthe "Innsida" as the login page and the "Innsida" a dynami
al Web page. Thus, theusernames and passwords of these roles must be �lled in manual, even if the tests areautomated.The tests data are in
luded in Appendix D. This appendix in
ludes also the de-tails des
ription of the test spe
i�
ation if the tests are manually performed. Thesystem I'm testing is lo
ated at NewDAIM1. NewDAIM is the same as DAIM, but itwas established for testing and used the test database. The use 
ase "UC06: Sear
hfor master thesis" will be test at DAIM2 be
ause the sear
h module is updated at theDAIM, but not in the NewDAIM. In addition, database in the DAIM 
ontains moredata than in the NewDAIM.There are two levels of input that will be used to test the DAIM system; theparameter level and the value level [16℄. At the parameter level, some parameters areremoved from the form and the form is then submitted. At the value level, various valuesfor parameters are tried, in
luding values that are normally not expe
ted by the software.1http://newdaim.idi.ntnu.no2http://daim.idi.ntnu.no 84



Chapter 10 User Testing SessionWhen the DAIM system re
eives invalid input, there are four following possibletypes of software responses:
• Type 1: The invalid inputs are re
ognized and adequately pro
essed by thesoftware. System prompts the user without saving the invalid inputs. The feedba
kmust be intelligible without any spe
ial 
omputer knowledge.
• Type 2: The invalid inputs are re
ognized. Invalid inputs are 
hanged todefault values and saved in the DAIM's system without prompting theuser. This is not a 
riti
al failure.
• Type 3: The invalid inputs are not re
ognized and will be saved in databasewithout prompting the user. The invalid inputs will not 
ause abnormal soft-ware behavior. This is a 
riti
al failure.
• Type 4: The invalid inputs are not re
ognized and the abnormal software be-havior is exposed dire
tly to the users. This is a 
riti
al failureThese behaviors are the most 
ommon, but the system 
an have other responses.Abnormal software behavior in
ludes responses like run time ex
eptions, system 
annot do what it is intended to do or revealing 
on�dential information to unauthorizeduser. The type 1 response is the proper software behavior, while type 3 and type 4responses represent inadequate software behavior and are 
onsidered to be failures.A

ording to the de�nition of robustness for the DAIM system as des
ribed in Se
tion8.1.2, type 2 behavior will also be 
onsidered failures.It will be interesting if the DAIM system 
an be tested by using several browsers orbrowsers that system is intended to support. Be
ause of the time pressure, only theInternet Explorer Version 6.0 is used for testing. Table 10.1 is the template that will beused for testing the DAIM system.Table 10.1: Test data for <Use 
ase ID: use 
ase name><Use 
ase ID: use 
ase name> Date:Pre
ondition (0)Field: Input Data/A
tions Expe
ted Rea
tion Rea
tion(1) (2) (3)Total tests: Tests passed:

The table headings from Table 10.1 have the following interpretations:
• An des
ription of pre
onditions is re
orded in row (0). It also 
ontains a
tionsthat should be done before any user input is submitted.85



• The 
olumn (1): This 
olumn 
an be either "�elds: inputs data" or "a
tions",dependent on the test is automated or manually performed. Fields are labels thatthe Web pages will be shown at the browser beside text �elds, text areas, sele
tbox and so on. I have not translated these �elds onto English be
ause it will resultin 
onfusions.
• The expe
ted rea
tion is presented in 
olumn (2). Usually, the expe
ted rea
tionrefers to type 1 of the software responses that des
ribed aboved.
• The DAIM's response is des
ribed in 
olumn (3). Sometimes, the rea
tion isreferred to the type of software rea
tions that des
ribed above. In order to answerthe metri
s des
ribed in the Chapter 7, some observations that 
an be used toanswer the metri
s will also be in
luded here.
• At the end of the table, the total number of tests and tests passed are summarized.All test 
ases in AutAT, Watir and test �les that I've used to test the DAIM systemare in
luded in an atta
hment. The �le lesmeg.txt in the atta
hment will explain whatdi�erent folders 
ontain.
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Chapter 11Test ResultsThe purpose of this 
hapter is to analyse and evaluate the robustness of the DAIM systemwith respe
t to the GQM-model. The metri
s in Chapter 7 will be answered by testingthe DAIM system. Some metri
s 
an be answered by using AutAT to perform the tests,others require manual tests. We assume that the AutAT and Watir are installed beforethe tests 
an be performed. The out
ome of applying ea
h metri
 de�ned in Chapter 7,and how it a�e
ts the questions and the goal will des
ribe here. It ends with a se
tionon the threats to validity for the method used for testing.11.1 Metri
sThe data 
olle
tion and the results for ea
h metri
s are presented here.11.1.1 M1: Error toleran
eThis metri
 
an be answered by testing the robustness of the DAIM system. A summaryof the tests data for the fun
tional requirements of the DAIM system, whi
h in
ludedin the Appendix D are 
aptured in the Table 11.1. The table heading of the Table 11.1are as follows:
• The 
olumn "Use 
ase ID" 
ontains ID of ea
h use 
ases
• The 
olumn Manual/Automati
 (M/A) tells us whether the test is performedmanually (M) or automati
ally (A).
• The 
olumn "Test spe
i�
ation" 
ontains the name of the �le in both AutAT andWatir, i.e the �le name "UC01" is both UCO1.aat (AutAT format) and UC01.rb(Watir format). This 
olumn 
an also 
ontain a table ID that in
luded the test
ase if the tests are performed manually.
• The 
olumn total tests (T) re
ords the total number of tests that are performedfor the use 
ase.
• The total number tests passed (TP) are re
orded in the se
ond to last 
olumn.87



• An estimating of the robustness for ea
h use 
ases are shown in the last 
olumn.The robustness for ea
h use 
ase is 
omputed by the total number of tests passed(TP) divided the number of total tests (T).Table 11.1: A summary of test results for ea
h use 
aseUse 
aseID M/A Testspe
i�
ation Totaltests Totaltestspassed RobustnessUC01 A UC01 2 2 1.0UC02 A UC02BiblioUC02DateDeadlineUC02StudentsUC02Supervisor 25 10 0.40UC03 A UC03 2 2 1.0UC04 A UC04 3 3 1.0UC05 M Tables D.8 to D.11 17 13 0.76UC06 A UC06 8 0 0UC07 M Table D.14 2 2 1.0UC08 M, A D.15 and UC08-03 15 9 0.60UC09 M Table D.17 2 2 1.0UC10 M Table D.18 11 5 0.45UC11 A UC11-01UC11-02UC11-03 25 7 0.28UC12 A UC12 4 4 1.0UC13 M Table D.24 6 6 1.0UC14 M, A UC14-01Table D.26 11 0 0Total T = 131 TP = 65 0.50
Robustness(X) =

TP

P
=

65

131
= 0.50 (11.1)The inputs robustness for every use 
ases vary from 0 to 1 and the average robustnessfor all use 
ases is 0.50. The most frequent responses too wrong input was type 3. Thisis a 
riti
al failure. Only three times system rea
ted as type 4, whi
h is 
onsidered a
riti
al failures. The 
riti
al failures o

ured during testing the use 
ase "UC06: Sear
hfor master thesis", whi
h tells us that the sear
h module are not robust. The failure oftype 2 o

ured four times. Most failures o

ured be
ause the system didn't validate in-valid inputs. Hen
e, the invalid or meaningless data is saved without prompting the user.Con
lusion: The DAIM system has a input robustness of approximately 0.5.The failures that o

ured are 
riti
al failures and will result in in
orre
t or meaningless88



Chapter 11 Test Resultsinformation are saved in database. A few failures will 
ause abnormal softwarebehaviour, su
h as the sear
h module. I feel that the system has low error toleran
e.Invalid inputs are saved without prompting the user. Sometimes, invalid input arere
ognized and 
hanged to default values without prompting the user. There is also a
han
e that erroneous data are a

epted and 
ause abnormal behaviour in some 
ases.11.1.2 M2: Error messagesThis metri
 
an be answered by observation the error messages during testing. Theappendix D in
ludes data that was 
olle
ted to answer this metri
. The 
olumn"Rea
tion" des
ribes the system's rea
tion. The expression "As expe
ted" is used inthe row where the system rea
ted as expe
ted.To 
olle
t data for this metri
, go through all tables in the appendix D. Countthe error message(s) in a row that has both the expression "As expe
ted" in the 
olumn"Rea
tion" and the intelligible feedba
k is expe
ted in the 
olumn "Expe
ted rea
tion".One row may in
lude several error messages. A 
omment will also be in
luded in the
olumn "Rea
tion" if the expe
ted feedba
k is not intelligible.A fun
tion 
an be tested by various user inputs and the system 
an print thesame error message several times. For instan
e, during testing the login page, thesystem 
an print the error message "Invalid username and password" two times ifin
orre
t usernames and passwords are �lled in two times. Many of the error messageso

urred several pla
es in the tests, only one of ea
h has been taken into 
onsideration.Based on the appendix D, data are 
olle
ted and shown in the Table 11.2. Col-umn B in Table 11.2 
aptures the total number of error message that system hasprinted for ea
h use 
ase. The number of error messages that are possible to understandwithout any spe
ial 
omputer knowledge are re
orded in the 
olumn A.Table 11.2: Colle
ted data for M2: error messageUse 
ase name B AUC01: Log in 1 1UC02: Fill in 
ontra
t 3 3UC03: Create 
ooperation group 2 2UC04: Generate 
ontra
t/s
hema 0 0UC05: Deliver master thesis 11 11UC06: Sear
h for master thesis 0 0UC07: Handle payments 2 2UC08: Display master thesis 2 2UC09: Choose 
ensor 0 0UC10: Validate information 5 5UC11: Create/Update a

ount 7 7Continued on next page89



Table 11.2 � 
ontinued from previous pageUse 
ase name B AUC12: Get information 0 0UC13: Import data 6 6UC14: Change information 0 0Total: 32 32
X =

A

B
=

32

32
= 1.0 (11.2)Con
lusion: The error messages in the system are meaningful and intelligible.11.1.3 M3: Feedba
kAppendix D 
an also be used to 
olle
t data to answer this metri
. During testing, ifa 
on�rm or register fun
tion that has not produ
ed a 
lear 
on�rmation message ora
tion, denoted as (!A), will be des
ribed in the 
olumn "Rea
tion".Table 11.3 identi�es the 
olle
ted data for this metri
. The total number of
on�rm/register fun
tions are 
aptured in 
olumn B. The same button 
an be 
li
kedseveral times and produ
ed several 
lear 
on�rmation messages/a
tions, dependent onthe input data. The following rules are used to 
ount the value of B for ea
h use 
ase:

• If the same button is 
li
ked several times and produ
ed the same 
on�rmationmessages/a
tions, only one of ea
h message/a
tion will be taken into 
onsidera-tion.
• If the same button is 
li
ked several times and produ
ed di�erent 
on�rmationmessages/a
tions, all of them will be taken into 
onsideration.For instan
e, two valid usernames and passwords were �lled in and the button "Logginn" was 
li
ked two times. The value B is 1 if both of them produ
ed the samea
tions. If both valid and invalid usernames and passwords were �lled in and the button"Logg in" was 
li
ked, the value B is 2 be
ause both of them produ
ed two di�erenta
tions/
on�rmation messages.The 
olumn A re
ords the number of 
on�rm/register fun
tions that produ
e a
lear 
on�rmation message or a
tion. The value A for ea
h use 
ase 
an be 
omputedby: A = B - (!A)In order to 
ompute the value of this metri
, two tasks must be done. First, the value B
an be 
ounted during testing, by observation the number of 
on�rm/register fun
tionand the a
tions that have been produ
ed for ea
h use 
ase. Se
ond, go through all tablesin Appendix D, 
ount the number of a
tions that has not produ
ed a 
lear 
on�rmationmessage or a
tion (!A). 90



Chapter 11 Test ResultsTable 11.3: Colle
ted data for M3: Feedba
kUse 
ase name B AUC01: Log in 1 1UC02: Fill in 
ontra
t 16 15UC03: Create 
ooperation group 4 4UC04: Generate 
ontra
t/s
hema 2 2UC05: Deliver master thesis 28 28UC06: Sear
h for master thesis 4 4UC07: Handle payments 4 4UC08: Display master thesis 14 14UC09: Choose 
ensor 2 2UC10: Validate information 7 7UC11: Create/Update a

ount 15 15UC12: Get information 4 4UC13: Import data 18 18UC14: Change information 7 5Total: 126 123
X =

A

B
=

123

126
= 0.98 (11.3)Con
lusion: The system responds to user a
tions in an intuitive and 
onsistent way.11.1.4 M4: DAIM pre
isionThis metri
 
an be 
omputed by navigating through all Web pages in the DAIM systemand 
ounting the number of �elds that required spe
ial syntax input (B), i.e. dateformat. In addition, the number of spe
ial syntax input �elds that have an explanation(A) will also be 
ounted.Table 11.4 presents the 
olle
ted data to answer this metri
. Only use 
asesthat require spe
ial syntax will be in
luded in Table 11.4.Table 11.4: Colle
ted data for M4: DAIM pre
isionUC ID B A ExplanationUC02 2 2 Date format in the "Student(er)" area and "Datoerog frister"UC03 1 1 Usernames in the 
ooperation is separated by
omma. This is well explainedUC05 4 4 The pi
ture of front-page, zip �le, pdf �le, the
olour pages to print. All are well explained.Continued on next page91



Table 11.4 � 
ontinued from previous pageUC ID B A ExplanationUC08 1 1 The date format that used to sear
h the masterthesis in a period. A default value is displayedand the user 
an use this as a templateUC10 5 0 The user has to �ll in 5 date format as input, noneof them are explained.UC11 2 0 The page for a 
ensor, in the area "Oppnevnt"
ontains date format for the �elds "Fra dato" and"Til dato". But the date format does not explain.UC13 2 2 The CSV �les format that used to import data forstudents and 
ensors are well explained.UC14 2 0 UC14-01 used two �elds "Kostnadssted" and "IBXnumber" that have spe
ial syntax, but the syntaxwas not explainedTotal 19 10
X =

A

B
=

10

19
= 0.53 (11.4)The system used the same date format for all use 
ases, but some Web pages have
learly de�ned syntax, and the others have not. Seven of the nine �elds that la
ked
learly de�ned syntax des
riptions 
ould be 
onsidered self-explanatory, sin
e severalidenti
al �elds with a 
omplete des
ription were used. If these were 
onsideredsu�
iently des
ribed, X would be 0.89.Con
lusion: The user will in 53% of the 
ases be able to determine how toenter data into the system.11.1.5 M5: Synta
ti
 Input ValidationTo 
olle
t data for this metri
, all Web pages of the DAIM system must be visited.Count the number of �elds that user 
an �ll in by 
hoosing a sele
t box, 
he
k box,text �eld with in
luded max-length et
. The number of �elds that it's possible to usesele
t box, 
he
k boxes, et
. to avoid invalid user input (B) will also be 
ounted.
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Chapter 11 Test ResultsTable 11.5: Colle
ted data for M5: Synta
ti
 input vali-dationUC ID B A ExplanationUC02 11 9 The text �eld for student's date of birth 
an in-
lude max-length. But this was not handledThe text �eld for "Oppstartdato" in the area "Da-toer og frister" doesn't in
lude a max-lengthUC05 4 2 The text �elds for "Totalt antall sider" and "Antallekstra kopier" 
an in
lude max-length. But thesewere not handledUC06 8 8 The advan
ed sear
h has used 8 sele
t boxes that
an prevent invalid user input. Well handledUC08 20 18 The date format that used to 
hange a period thatreports of master thesis were saved in the system
an be in
luded max-length. But this is not han-dledUC09 1 1 The 
ensor is 
hosen from a sele
t boxUC10 11 2 All text �elds for date format 
an in
lude a max-length, but none of them were handled. Only twosele
t boxes are used for 
hoosing a period to re-stri
t either the master thesis or only the atta
h-ment of the master thesis.UC11-02 3 3 Well handledUC11-03 10 6 The text �elds for "Fødselsdato/Personnr", "Fradato" and "Til dato" 
an in
lude max-length.But this is not handledUC11-04 3 3 Well handledUC14-01 6 0 All text �elds that used 
an in
lude max-length,ex
ept the text area for "Adresse". None of themwere handledUC04-02 8 8 Well handledTotal 105 60
X =

A

B
=

60

105
= 0.57 (11.5)The syntati
 input validation, su
h as
he
k boxes, sele
t boxes, et
. were not su�-
iently used to avoid invalid user inputs. Most inputs 
an use a text �eld with in
ludedmax-length to avoid the users submit invalid inputs, but this was not utilized by DAIM.Con
lusion: The syntati
 restri
tions are not su�
iently used to avoid invaliduser inputs. 93



11.2 QuestionsThe metri
s in the previous se
tion are used to answer the questions in the GQM-methodas des
ribed in Chapter 7. A summary of the results from the appli
ations of the metri
sare presented in this se
tion to answer the questions.11.2.1 Quesion 1: Input Toleran
eAnswer from the metri
 M1 gives us enough information to answer this question. M1tells us that the robustness of the DAIM system is 0.50. Spe
ially, the robustness of thesear
h module (with use 
ase ID "UC06") whi
h perform the sear
h for external useris too low. The system 
an not do what it's intended to do when invalid input weresubmitted in the use 
ase UC06. Furthermore, the system omitted a lot of data valuevalidation, su
h as allowing integers to be submitted and saved in the �elds where it isreasonable to submit the letters as inputs data, and 
onversely.However, the validation for parameter 
onstraint is well handled. The system
he
ks if the sele
ted �le type and the �le submitted really mat
h. For example, it isimpossible to sele
t the �le type to be pdf, but submit an do
 �le instead.Answers from "M2 - Error messages" and "M3 - Feedba
k" help us to under-stand other 
hara
terizations that may in�uen
e the robustness of the DAIM system,su
h as error messages and system's feedba
k. The error messages in the system aremeaningful and intelligible. Furthermore, the system responds to user a
tions in anintuitive and 
onsistent way. This 
ontributes to in
reasing the input robustness of theDAIM system.11.2.2 Question 2: DAIM interfa
eThis answer depends on answers from metri
s "M4 - DAIM pre
ision" and "M5 -Synta
ti
 input validation". In nearly half of the 
ases the users will not be able todetermine how to enter 
orre
t data into the system. This 
an 
ause the users to submitinvalid input.Many of the �elds that la
ked 
learly de�ned syntax des
riptions 
ould be 
on-sidered self-explanatory, sin
e several indenti
al �eld with a 
omplete des
ription waslo
ated nearby.The synta
ti
 input validation 
an be used to de
rease the 
han
e that the userssubmit invalid inputs. More than half of the 
ases (57%) that the system used thesynta
ti
 validation to avoid user submit invalid input.To 
on
lude, the interfa
e 
ontributed to in
rease the input robustness of theDAIM system in more than half of the 
ases. This is not an optimal value. The 
loserthis value is to 1, the more interfa
e is used to avoid invalid user input and possibly94



Chapter 11 Test Results
ontribute the input robustness. The DAIM system has not used the interfa
e tosu�
iently avoid user invalid inputs.11.3 Goal AttainmentThe Goal is based in the GQM-method des
ribed in the Se
tion 7.1. As seen from thetester's point of view I 
on
lude that the input robustness of the DAIM system is low.The robustness for ea
h use 
ase vary from 0 to 1. Only the invalid inputs for the use
ase "UC06: Sear
h for master thesis" 
an result in software abnormal behavior andthe system 
an not do what it is intended to do.In most 
ases, the system omits a lot of data value validation. Hen
e, invalidinputs were saved in system without prompting and resulted in in
orre
t/meaninglessdata in database. These invalid inputs will not 
ause abnormal software behavior, butwe 
onsidered as 
riti
al failures.However, the error messages and system's responses 
ontribute to in
rease theinput robustness. The validation for parameter 
onstraint is well handled. Onlyvalidations at value level are poor handled.One way to in
rease the input robustness is to prevent the user from submittinginvalid input. This 
an be done by explaining the input with spe
ial syntax, or letthe user 
hoose input from a list, sele
t box, in
luded max-length in a text �eldet
. Thus, the user interfa
e 
an be used to avoid invalid user input and possibly
ontribute the input robustness. But this is not well handled in the DAIM sys-tem. Only 57% of the 
ases where the DAIM used the synta
ti
 restri
tions to avoidinvalid input. The user will in 53% be able to determine how to enter dat into the system.For easy viewing metri
s and goal attainment, a Kiviat diagram is produ
ed,like the one shown in Table 11.1, whi
h graphi
ally depi
t the 
olle
ted data in themetri
s M1, M2, M3, M4 and M5. Ea
h "spoke" of the Kiviat 
hart represents a metri
,and the results are plotted.The questions are separately illustrated in Figure 11.1, based on answers from metri
s.As the sub�gure "Goal Attainment" illustrated, the issues related to the metri
s M2and M3 are well handled, but M1, M4 and M5 are poorly handled.
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Figure 11.1: Kiviat diagram for questions and goal attainment

11.4 Threats to ValidityThe most important threats to validity will be presented in this se
tion. The list ofthreats that is presented here is based on a set of threats proposed by Wohlin et al.[22℄.Wohlin et al. [22℄ dis
uss validity threats espe
ially for experiments, but someof these might also be a threat to other empiri
al strategies, for example a 
ase studyas in our 
ase. There are di�erent 
lassi�
ation s
hemes for di�erent types of threatsto the validity of an experiment. Wohlin introdu
e four types of threats; 
on
lusion,internal, 
onstru
t and exteneral validity. This 
ategorization will not be used dire
tlyand ea
h threat will not be des
ribed in detail. However, the list of threats from Wohlin[22℄ will be used as a basis for �nding the validity threats for testing in this proje
t.This validation mainly 
on
erns the results of testing the DAIM system.
• Low statisti
al powerThe power of a statisti
al test is the ability of the test to reveal a true pattern inthe data. All use 
ases in the DAIM system has been tested and various invalidinputs were used. The partitioning te
hnique is used to test one representativevalue in ea
h partition and 
onsidered as the whole input spa
e. Considering thetotal number of tests, it seems like we have enough answers to draw an overall
on
lusion.Some fa
tors that 
an have in�uen
e the true pattern are the test database
ontains rather few data and two use 
ases 
an not be adequately tested, namelyuse 
ases UC07 and UC12. Furthermore, only the Internet Explorer 6.0 is usedto test while the DAIM system is intended to support both Internet Explorer andFirefox. This fa
tor will not in�uen
e the result if the 
on
lusion is generalizedonly for Internet Explorer Version 6.0.
• FishingSear
hing or "�shing" for a spe
i�
 result is a threat, sin
e the analyses are nolonger independent and the tester may in�uen
e the result by looking for a spe
i�
out
ome and possibly overlook other results. There are other quality attributes96



Chapter 11 Test Resultsthat may in�uen
e the result, su
h as reliability and 
orre
tness. We were tryingto test and estimate the input robustness of the DAIM system, but other qualityattributes were not in
luded.
• Reliability of measuresOne should get the same out
ome if one measure a phenomenon twi
e. In otherwords, obje
tive measures, that 
an be repeated with the same out
ome, are morereliable than subje
tive measures. The 
olle
ted data depend on the observationduring testing. The observation involves subje
tive judgement. For example, 
ol-le
ting answers for the metri
 M3 is dependent on the human judgement. Whenthe system has performed a register fun
tion and produ
ed a 
lear 
on�rmationmessage. De�nition of a 
lear 
on�rmation message is dependent on human judge-ment. However, rules and guidan
e to how one should 
olle
t data helps.
• InstrumentationThis is the e�e
t 
aused by the artifa
ts used for the experiment exe
ution, su
has data 
olle
tion forms. The AutAT program that has been used to automatethe tests may also in�uen
e the result. Sin
e a report 
an not be generated bythe AutAT, and data must be 
olle
ted by human observation. There is a riskthat not all details are re
orded and des
ribed. A template is used to 
olle
t dataduring testing, if this is badly designed, the test is a�e
ted negatively. There is arisk that I've omitted some data and the template is not good enough.
• Sele
tionThis is the e�e
t of natural variation in input data performan
e. Dependent onhow the input data are sele
ted to test the input robustness, the sele
tion e�e
ts
an vary. There is a 
han
e that some types of data are omitted and have not beentested.To 
on
lude, there are a lot of fa
tors that 
an have in�uen
e in the results of analysisand evaluating the robustness of the DAIM system. Firstly, the test database 
ontainsrather few data and not all use 
ases will be tested su��
iently. Furthermore, onlythe input robustness is estimated and tested, but other quality attributes that maypossibly have in�uen
e the robustness are not in
luded. It's impossible for us to sayanything about other quality attributes that have a�e
ts on the robustness of the system.The pro
ess of 
olle
ting data to answer the metri
s involves a subje
tive judge-ment. A subje
tive measure is not reliable as an obje
tive measure, su
h as result of thetest tool 
an not be generated as a report, to 
olle
t data during testing by observation.By that very fa
t the subje
tive judgement involves in the most 
ases, possibly it willhave in�uen
e the realibility of the result. The sele
tion e�e
ts of input data 
an alsovary, dependent on the sele
ted input.In most 
ases, several ta
ti
s are used to minimize the in�uen
es between thethreats to validity and the out
ome of testing. For example, rules and guidan
e tohow one should 
olle
t data is used, and the partitioning te
hnique is used to sele
t arepresentative input from a partition. Even if the threats are well handled, there is still97



a risk that threads des
ribed above have in�uen
e in the result. But the risk will beinside an a

eptable value and will not have a big in�uen
e in the result.
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Chapter 12Dis
ussion and EvaluationThe resear
h in this proje
t has been divided into two major parts; a judgement ofassessment methods that 
an be used early to estimate the robustness for Web-basedsystem and testing for robustness. The �rst part 
on
erned two areas of interests, arough evaluation of assessment methods and a method used to estimate the robustnessof the DAIM system. The goal of the �rst part is to make sure that the 
hosen methods
an really be used to assess the robustness of a Web-based system.The se
ond part 
onsists of evaluation and analysis of the robustness of theDAIM system by testing. The purpose of this part is to 
olle
t data or informationthat 
an tell us whether the results from the �rst part are valid or not. Based on thedata 
olle
ted during testing, the robustness is estimated. This proje
t ends with anevaluating and dis
ussion of the results from the �rst and the se
ond part.12.1 Con
lusion and Dis
ussionA short summary and dis
ussion of the two major parts of interest present in this se
tion.12.1.1 Early robustness assessment methodsA 
ombination of both qualitative and quantitative assessment methods give us arobustness estimating of the DAIM system at 0.59. The Ja
obson's analysis modelenables us to organize the stru
ture of the system, and the FMEA is used to analysethe robustness failure modes. The level of the Ja
obson's analysis modelling 
an varyin details, i.e. it 
an vary from a use 
ase to a user story. A use 
ase 
an 
onsist of oneor several user stories. In this proje
t, the Ja
obson's analysis method is illustrated ata use 
ase detail level, whi
h is 
onsidered a high level. Ea
h use 
ase is illustrated bya Ja
obson's analysis model and a FMEA table.Sin
e the modelling is at a high level, analysis of the robustness failure modes andpossible 
auses naturally will also end at a high level, i.e. error user input or abnormalbehavior. The possible 
ause "error user input" 
an be split up in to illegal 
hara
ter,invalid format et
. The robustness failure modes and 
auses are 
onsidered at a high100



Chapter 12 Dis
ussion and Evaluationlevel, mainly due to the 
hosen level of Ja
obson's analysis model, but also be
ause thisassessment method will be used at an early stage, where we still la
k mu
h informations.To 
onsider ea
h use 
ase by illustrating the Ja
obson's analysis enables us toorganize the stru
ture of the modules in the system at an early stage. The FMEA hasbeen used to 
he
k that every failure mode is handled and that the preventive measuresare implemented. By using this framework, we get enough informations to assess therobustness at an early stage. The a

eptable robustness value is dependent on the goaland will vary from proje
t to proje
t.To analyse the 
onsequen
es and indi
ators of ea
h failure mode, a quantitativemethod proposed by T. Stålhane [19℄ is used. In our proje
t, the Web-basedsystem has been implemented and the FMEA table from [19℄ has been 
hanged.The robustness is estimated by the value of seriousness and mitigation from theFMEA table. A seriousness value is used to set the seriousness of ea
h robustnessfailure mode and the mitigation value tell us how well this failure mode has beenhandled. The mitigation value is used be
ause the system is already implemented.The mitigation 
an be repla
ed by other term, su
h as avoidan
e 
ost or feasibil-ity if the system has not been implemented yet. An estimation of the robustness ofthe DAIM system is in
luded in Appendix C, see for example Table C.1 for more details.To �nd out how well a failure mode is handled, I must navigate the system, anddis
uss with one of those who has developed the DAIM system. He has also told mewhy the robustness is not a priority in the DAIM system. The reason is that the enduser of the DAIM system will be students and employees at NTNU. The DAIM systemis a role-based system and requires a logon for ea
h user. If somebody try to 
ra
k thesystem, the administrator of the system knows who it is.Moreover, human validating is important for the DAIM system. The adminis-trator role must validate information and 
hange the information if it is not up to date,su
h as information of a 
ensor or a supervisor. Hen
e, most information that students�lled in for the master 
ontra
t will be 
he
ked by human. Thus, in
orre
t informationwill be stopped and 
hanged by the administrator role. In addition, there are a lot ofvalue 
he
king that the developers has omitted.By using the 
ombination of both qualitative and quantitative assessment meth-ods, the robustness of the DAIM system is estimated as 0.59. This is not a optimalvalue and not a

eptable, sin
e the value is too low.12.1.2 TestingAutAT is used to automatize the input robustness testing of the DAIM system. Thereare a lot of limitation when AutAT is used as an automati
al tool for testing. Thefollowing 
hara
teristi
s of the AutAT restri
t the automated testing:
• There are some form elements, like for instan
e radio button, that are not imple-101



mented.
• It's impossible to start a test from where the previous test ends. Hen
e, a user hasto logon ea
h time the test is running, before it 
an do anything else.
• The AutAT has no support for dynami
al Web-pages
• It is impossible to run tests in AutAT. The tests must be export to Watir or FITbefore running.Be
ause of the mentioned limitation, the tests must in many 
ases be manuallyperformed. Moreover, a dynami
al page is used as logging page for administratorrole, and the password and username must be entered manually even if the tests areautomated.The Goal/Question/Metri
 method is de�ned to analysis and evaluate the ro-bustness of the DAIM system. Several metri
s are used, but only one of them is relatedto the input robustness. The other metri
s are used to give us information of otherfa
tors that 
an in
rease or de
rease the robustness of the DAIM system.Based on 
olle
ted data during testing, the robustness of the DAIM system isestimated as 0.50. The robustness of ea
h use 
ase 
an vary from 0 to 1. Lu
kily, themost important use 
ases have high fo
us on the robustness, i.e. UC05. Even if therobust value is not optimal, metri
 M2 tells us that the system has printed meaningfulland intelligible error messages. Furthermore, as re
orded in the metri
 M3, the systemresponds to user a
tions in an intuitive and 
onsistent way.As a result of the metri
 M4, approximately half of the �elds that have spe
ialsyntax input will also have an explanation. Many of the �elds that la
ked 
learlyde�ned syntax des
riptions 
ould be 
onsidered as self-explanatory. Hen
e, the user willbe able to determine how to enter data into the system. However, the system has notsu�
iently used the synta
ti
 input validation to avoid invalid user input and possibly
ontribute to in
rease the input robustness.The system has omitted a lot of value validation, su
h as 
he
king for integervalue where it requires letters and 
onversely. Hen
e, the database 
ontains manymeaningless or invalid data sin
e many input are saved without validating. Theparameter 
onstraints, however, are well handled by the system.12.2 EvaluationA 
ombination of the Ja
obson's analysis model and FMEA proposed by J. Zhou [24℄,and the quantitative method proposed by T. Stålhane [19℄ were used to assess andestimate the robustness of the DAIM system. Estimating the robustness by using thesetwo frameworks give us a value at 0.59, while the out
ome from testing is 0.50. Thedi�eren
e between these out
omes is 0.09. There are several 
auses that 
an in�uen
e102



Chapter 12 Dis
ussion and Evaluationthis result.Ja
obson's analysis model, the FMEA table, the robustness failure modes andthe 
auses are assessed at a high level. Estimating the robustness at a high level willnot give us an exa
t value. For example, when the failure modes of user input are wellhandled, it 
an be either an illegal 
hara
ter or an invalid format that is well handled,or maybe both.Furthermore, to illustrate the Ja
obson's analysis model at a lower level, su
h asa user story or sub-use 
ase instead of a use 
ase will result in analysing the robustnessfailure modes and 
auses in more details. This will give us a more exa
t value. Anexample is 
onsidered in Figures 12.1 and 12.2 to see the di�eren
e between a high anda low level during analysis the Ja
obson's analysis model.Figure 12.1: An example of Ja
obson analysis diagram at high level

Figure 12.2: An example of Ja
obson analysis diagram at low level

An other fa
tor that 
an have in�uen
e in the result of assessment methods isthat the DAIM system is already implemented. Usually, the Ja
obson model isused early to assess the robustness, where it still la
ks mu
h informations. In thisproje
t, the DAIM is already implemented and all required information are avail-able. I believe that this fa
tor give us more exa
t value of the robustness than if theDAIM system is not implemented yet, even if I've assessed the robustness at a high level.Figure 12.3 illustrates the a

ura
y between the estimated and true value of the103



robustness. This �gure is plotted based on what I've learned in this proje
t. However,how exa
tly 
an the robustness of a Web-based system be estimated, is dependenton how early the robustness is assessed. The more exa
t value of the robustness 
anbe estimated, the more details and information about the system are required. Alittle 
ir
le in Figure 12.3 is the point where the di�eren
e between the true and theestimated robustness o

ured in this proje
t, approximately 0.1.Figure 12.3: Di�eren
e between the estimated and true value of robustness

During testing, the robustness failure modes are 
onsidered in details, su
h as illegal
hara
ter, distinguished between integer and non-integer, et
. The estimated robustnessby testing give us therefore more exa
t value. Hen
e, I believe that 
onsidering andestimating the robustness at di�erent levels in�uen
e the out
ome and give us anvariable in the estimation. The more detail the Ja
obson's analysis model is illustrated,the better robustness value 
an be estimated.Sele
ting the tests data 
an also give us a false result from testing. For exam-ple, if the same invalid input type is used to test the same fun
tionality twi
e, it willnot be 
onsidered as two tests, but only one. This is important be
ause it 
an give usa false pattern of data. There are several fa
tors that 
an in�uen
e the out
ome oftesting, whi
h has des
ribed as threats to validate in Se
tion 11.4.To 
on
lude, the robustness of a Web-based system 
an be estimated early andassessed by using the frameworks proposed by J. Zhou et al. [24℄ and T. Stålhane[19℄. To have an exa
t value of the robustness, the Ja
obson's analysis model must beassessed as detail as it's possible. If the Ja
obson's analysis models are assessed at ahigh level or in early development phase, there may be an error of 10-20%. The moredetail information of system we have, the more exa
tly robustness value is estimated.
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Chapter 13Further WorkThis proje
t 
ould not do a larger prestudy or testing all features of the DAIM system.In this 
hapter in
ludes what will be 
onsidered as important future work.
• Assess and estimate the robustness of the DAIM system by using the frameworkthat Hong Zhu et al. [26℄ has proposed. The result of this framework will be
ompared with the result of assessment methods that has been used for this proje
t.
• Test the robustness of the DAIM system by using several browser, i.e. Firefox.Be
ause DAIM is intended to a
t as well in Firebox as in Internett Explorer 6.0
• The DAIM system is still under development. There are a lot of new fun
tion thathave not been tested. It will be interesting to test all fun
tions.
• Assess the robustness of the DAIM system by illustrating the Ja
obson's analysismodel in a lower level and in more detail. In this proje
t, the Ja
obson's analysismodel is illustrated for ea
h use 
ase and a use 
ase 
onsist of one or several userstories. It's interesting to illustrate the Ja
obson's model for ea
h user story and
he
k that the robustness is the same as what we've estimated.
• Use the same assessment methods and pro
ess to assess the robustness of an otherWeb-based system. Compare and evaluate the results of this proje
t and the newone.
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Appendix AAbbreviations and Glossary
A.1 AbbreviationsWebSys AWEB-based SYStem � A nonfun
tional requirement proje
tonTime-to-market vs. ReliabilityAutAT Automati
 A

eptan
e Testing of Web Appli
ationTTM Time-to-MarketWWW World Wide WebUML Uni�ed Modeling LanguageFMEA Failure Mode and E�e
t AnalysisDFD Data Flow DiagramSFMEA Software Failure Mode and E�e
t Analysis
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Chapter A Abbreviations and GlossaryA.2 GlossaryHere are explanation to words that might 
ome in handy reading the report.ACID These four properties are 
onsidered to be key transa
tionpro
essing features of database management system. Withoutthem, the integrity of the database 
annot be guaranteed.The four properties are atomi
ity, 
onsisten
y, isolation anddurability [3℄.Fault (defe
t) Abnormal 
ondition that may 
ause a redu
tion in, or lossof, the 
apability of a fun
tional unit to perform a requiredfun
tionFailure The inability of a system to perform its required fun
itonswithin spe
i�ed performan
e requirements [10℄.Error Dis
repan
y between a 
omputed, observed or measured valueor 
ondition and the true, spe
i�ed or theoreti
ally 
orre
tvalue or 
onditionRipple fault Fault in one 
omponent will be result in an another 
ompo-nentAbnormalsoftware be-havior In
luding responses like run time ex
eptions, system 
an notdo what it is intended to do or revealing 
on�dential informa-tion to unauthorized userQualitative This methodology is 
on
erned with studying obje
ts in theirnatural setting. A qualitative resear
her attempts to interpreta phenomenon based on explanations that people bring tothem [22℄Quantitative This methodology is mainly 
on
erned with quantifying a re-lationship or to 
ompare two or more groups. The aim is toidentify a 
ause-e�e
t relationship. The quantitative resear
his often 
ondu
ted through setting up 
ontrolled experimentsor 
olle
ting data through 
ase studies.
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Appendix BQuality Models and SFMEAThis appendix in
ludes some quality models and SFMEAs that I've used the framework[26℄ to 
onsider the DAIM system.B.1 Choose sensorTable B.1: SFMEA for Choose 
ensorSoftware FMEA for Choose 
ensorNo. Failure modes Possible Cause ExplanationNo. Component Phenomena Component Fault/Failuremode Explanation1 The user No 
ensors
ould be
hosen Web page Unable toobtain thelist of 
ensors When the user
hooses a 
ensorfor a spe
i�
master thesis,no 
ensors areshown in thelist2 Cannot �ndthe 
ensorfrom the list Database The 
ensordoesn't existin database Database is notup to date3 Chosen 
en-sor is ina
-tive Database Informationfound is in-
orre
t The database
ontains in
or-re
t informationContinued on next page
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Chapter B Quality Models and SFMEATable B.1 � 
ontinued from previous pageNo. Failure modes Possible Cause ExplanationNo. Component Phenomena Component Fault/Failuremode Explanation4 Web page Unable toobtain thelist of 
en-sors Web serverand/ordatabaseserver Web serverand/ordatabaseserver aredown The list of 
en-sors 
an not beretrieved andtransmitted5 Database Data is dam-aged Data indatabase isdamaged and
ouldn't beshown by Webpage
Figure B.1: The quality model for Choose 
ensor
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B.2 Validate informationTable B.2: SFMEA for Validate informationSoftware FMEA for Validate informationrNo. Failure modes Possible Cause ExplanationNo. Component Phenomena Component Fault/Failuremode Explanation1 User Cannot saveinformation Web page Unable tosave infor-mation todatabase No response isprodu
ed at allwhen user savesinformation2 Cannotretrieveupdatedinformation Database/ RequestModule Unable toshow re
entlyupdated in-formation Updated in-formation issaved, but 
annot retrievethe updatedinformation3 Web page Unable tosave infor-mation todatabase Web server/databaseserver Server isdown The �le 
annotbe transmittedto server4 Web page Invalid in-put 
annotbe saved todatabase Unable to saveinvalid input todatabase5 Database Unableto showre
entlyupdatedinformation Database Data foundin database isdamaged Data found isdamaged and
ouldn't be read6 Database Database
ontains in-
orre
t data In
orre
t datais presented tothe user7 Requestmodule todatabase Fail in Re-quest module Data is not
orre
tly up-dated and/orin
orre
t datais pi
ked112



Chapter B Quality Models and SFMEAFigure B.2: The quality model for Validate information

B.3 Get informationTable B.3: SFMEA for Get informationSoftware FMEA for Get informtaionNo. Failure modes Possible Cause ExplanationNo. Component Phenomena Component Fault/Failuremode Explanation1 The user Show re-quiredinformation Web page Unable to ob-tain requiredinformation When the userwants the sys-tem to showrequired infor-mation2 Database In
orre
tinformation isshown In
orre
t in-formation ispresented touser3 Web page Unableto obtainrequiredinformation Web server/ Databaseserver Server isdown The �le 
annotbe retrieved andtransmittedContinued on next page113



Table B.3 � 
ontinued from previous pageNo. Failure modes Possible Cause ExplanationNo. Component Phenomena Component Fault/Failuremode Explanation4 Database Data indatabase isdamaged Data is dam-aged and 
annotbe read5 Database In
orre
tinformationis shown RequestModule In
orre
toutput of Re-quest Moduleresults inin
orre
tinformation
The request
ode in RequestModule pi
ksin
orre
t infor-mation6 Database Informationfound is in-
orre
t Database 
on-tains in
orre
tdata

Figure B.3: The quality model for Get information
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Chapter B Quality Models and SFMEAB.4 Import dataTable B.4: SFMEA for Import dataSoftware FMEA for Import dataNo. Failure modes Possible Cause ExplanationNo. Component Phenomena Component Fault/Failuremode Explanation1 The user Unable toimport data Web page Unable tosave the �leto database No response isprodu
ed at allwhen the userimports data2 The im-ported�le/Webpage Unable toupload the�le No response isprodu
ed at allwhen the userimports data3 Web page Unable tosave the �le Databaseserver Databaseserver isdown The �le 
annotbe saved indatabase server4 Unable toupload the�le Web server Webserver isdown Server is downand the �le
ouldn't beuploaded5 The im-ported�le Unable toupload the�le Imported�le Invalid �leformat The �le 
on-tains invalid
hara
ter or isinvalid format.Thus, the �le
ouldn't beuploaded6 Imported�le Imported �leis damaged Imported �le isdamaged and
ouldn't be read
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Figure B.4: The quality model for Import data
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Appendix CQualitative Robustness AssessmentThis appendix 
ontains an estimation of the robustness of the DAIM system, by usingthe prin
iple des
ribed by T. Stålhane from [19℄, with the proposed 
hanges presentedin the se
tion 9.3. Table C.1: The FMEA for Log inUse 
ase id: UC01ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsLogin/Control In
orre
t user-name andpassword aretyped, but nothandled 5 5 Retype user-name andpassword No response isprodu
ed
Data found isin
orre
t/dam-aged 5 4 User 
annotlog in with
orre
t user-name andpassword No response isprodu
ed

Showresult Error outputfrom "Login/-Control" butnot handled 3 2 User 
annotlog in Error from"Login/Con-trol" module,no response isprodu
edUse 
ase sums: UC01 13 11Robustness for the use 
ase Log in: 0.85117



The robustness for the use 
ase "Log in" is as follows:
Robustness =

Mitigation

Seriousness
=

11

13
= 0.85 (C.1)Table C.2: The FMEA for Fill in 
ontra
tUse 
ase id: UC02ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsValidate Invalid inputis re
eived, butnot handled 5 2 System
rash or in-valid inputsare saved indatabase No responseis produ
ed.Invalid inputsare saved.Update Error outputof "Validate"re
eived, butnot handled 5 2 System
rash or in-valid inputsare saved indatabase No response isprodu
ed. Failin "Validateinformation"moduleDatabase 
on-tains in
orre
tdata/error userinput, but nothandled 5 3 In
orre
tdata is pre-sented touser Informationfound is in
or-re
tShow Error outputof "Updated"module, but nothandled 3 2 Retype in-formation No response isprodu
edOutput of "Up-date" 
ontainsin
orre
t data,but not handled 5 2 In
orre
tdata is pre-sented tothe user Database 
on-tains in
orre
tdataUse 
ase sums: UC02 23 11Robustness for the use 
ase Fill in 
ontra
t: 0.48
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Chapter C Qualitative Robustness AssessmentTable C.3: The FMEA for Create 
ooperation groupUse 
ase id: UC03ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsValidate Invalid inputis re
eived, butnot handled 5 4 System
rash or in-valid inputsare saved No response isprodu
edIDI database
ontains in
or-re
t data, butnot handled 5 3 In
orre
tdata is pre-sented tothe user Informationfound is in
or-re
tUpdate Error outputof "Validate"re
eived, butnot handled 5 5 System
rash, orinvalid inputwill be savedin database No response isprodu
ed. Failin "Validateinformation"moduleDatabase 
on-tains in
orre
tdata/ error userinput, but nothandled 5 3 In
orre
tdata is pre-sented touser Informationfound is in
or-re
tShow Error outputof "Updated"module, but nothandled 3 3 Retype in-formation No response isprodu
edOutput of "Up-date" 
ontainsin
orre
t data 5 4 In
orre
tdata is pre-sented tothe user Database 
on-tains in
orre
tdataUse 
ase sums: UC03 28 22Robustness for the use 
ase Create 
ooperation group: 0.78
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Table C.4: The FMEA for Generate 
ontra
t/s
hemaUse 
ase id: UC04ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsGetinfor-mation The usedbrowser 
auseerror user input,but not handled 3 3 The user hasto generatethe 
ontra
-t/s
hemaagain by us-ing anotherbrowser
No response isprodu
ed

IDI database
ontains in
or-re
t data, butnot handled 5 3 In
orre
tdata will beshown to theuser Informationfound is in
or-re
tGenerate Error outputfrom "Get in-formation", butnot handled 3 3 Fail to re-spond touser's inter-a
tionShow Error output of"Generate", butnot handled 3 3 Try togenerate
ontra
-t/s
hemaagain No response isprodu
ed
Generated 
on-tra
t 
ontainsin
orre
t infor-mation 5 4 In
orre
tinformationis presentedto the user Database 
on-tains in
orre
tdataUse 
ase sums: UC04 19 16Robustness for the use 
ase Generate 
ontra
t/s
hema: 0.84
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Chapter C Qualitative Robustness AssessmentTable C.5: The FMEA for Deliver master thesisUse 
ase id: UC05ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsUpload�les Invalid �le for-mat, or the �le
ontains invaliddata, but nothandled 5 4 System
rash andmust reu-pload the�le. Invalid�le will besaved
Time out ex
ep-tion. No re-sponse is pro-du
ed. Invalid�le is savedUpdate Error outputof "Upload"and/or "Con-�rm", but nothandled 5 3 Reuploadthe �le

Con�rm Error outputfrom "Upload","Update" and"Communi
ate" 4 3 Uploaded�le 
ouldn'tbe saved indatabaseCommu-ni
ate Error outputfrom "Con�rm"module 4 3 The user 
annot performthe deliverypro
essShow Error output of"Con�rm" 4 4 Fail to re-spond touser's inter-a
tion No response isprodu
ed.Use 
ase sums: UC05 22 17Robustness for the use 
ase Deliver master thesis: 0.77
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Table C.6: The FMEA for Sear
h for master thesisUse 
ase id: UC06ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsSear
hControl Illegal/ un-reasonable
hara
ter re-
eived, but nothandled 5 0 Systemperformedthe sear
hwith invalidinputs. Re-type the textto sear
h
No responseis produ
edand/or uninter-esting resultswill be shownDatabase 
on-tains in
orre
tdata, but nothandled 5 3 In
orre
tdata is pre-sented tothe user Data found isin
orre
tShow Error output of"Sear
h Con-trol" 5 0 Retype thetext tosear
h No response isprodu
ed at allOutput of the"Sear
h Con-trol" 
ontainsin
orre
t data 3 1 In
orre
tdata is pre-sented tothe user IDI database
ontains in
or-re
t dataUse 
ase sums: UC06 18 4Robustness for the use 
ase Sear
h master thesis: 0.22

Table C.7: The FMEA for Handle paymentsUse 
ase id: UC07ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsGetinfor-mation The userbrowser 
auseserror user input,but not handled 3 3 Fail to re-spond touser's inter-a
tion No response isprodu
edContinued on next page122



Chapter C Qualitative Robustness AssessmentTable C.7 � 
ontinued from previous pageControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsError output of"Get informa-tion" and/or IDIdatabase 
on-tains in
orre
tdata, but nothandled
5 3 In
orre
tdata is pre-sented tothe user Informationfound is in
or-re
t

Changestatus Error output of"Get informa-tion", but nothandled 3 3 Changedinformationwill not beupdatedUpdate Error output of"Change status" 3 3 Changedinformationwill not beupdatedOutput of"Change status"
ontains in
or-re
t data, butnot handled 5 4 In
orre
tdata is pre-sented tothe user Database 
on-tains in
orre
tdataSort Error output of"Update", "Getinformation",but not handled 4 4 Fail to re-spond touser's inter-a
tionShow Error output of"Sort", but nothandled 4 4 Fail to re-spond touser's inter-a
tionOutput of"Sort" 
ontainsin
orre
t data,but not handled 5 4 In
orre
tinforma-tion will beshown to theuser In
orre
t datais displayed
Use 
ase sums: UC07 32 28 Continued on next page123



Table C.7 � 
ontinued from previous pageControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsRobustness for the use 
ase Handle payment: 0.88
Table C.8: The FMEA for Display master thesisUse 
ase id: UC08ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsSear
hControl Illegal/ un-reasonable
hara
ter re-
eived, but nothandled 5 3 The sear
hperformedwith invalid
hara
ter.Retype thetext tosear
h

No responseis produ
edand/or uninter-esting resultswill be shownDatabase 
on-tains in
orre
tdata, but nothandled 5 3 In
orre
tdata is pre-sented tothe user Data found isin
orre
tShow Error output of"Sear
h Con-trol" 3 2 Retype thetext tosear
h No response isprodu
ed at allOutput of the"Sear
h Con-trol" 
ontainsin
orre
t data 5 2 In
orre
tdata is pre-sented tothe user IDI database
ontains in
or-re
t dataUse 
ase sums: UC08 18 10Robustness for the use 
ase Display master thesis: 0.55
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Chapter C Qualitative Robustness AssessmentTable C.9: The FMEA for Choose 
ensorUse 
ase id: UC09Failuremode Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsUpdate The userbrowser 
auseerror user input 5 5 Try to
hoose the
ensor againby usinganotherbrowserDatabase 
on-tains in
orre
tdata 5 3 In
orre
tinformationis displayedto the user Informationfound is in
or-re
tShow Error output of"Update" 5 5 Try to
hoose the
ensor again No response isprodu
edOutput of "Up-date" 
ontainsin
orre
t infor-mation 5 4 In
orre
tinformationis displayed Database 
on-tains in
orre
tinformationUse 
ase sums: UC09 20 17Robustness for the use 
ase Choose 
ensor: 0.85
Table C.10: The FMEA for Validate informationUse 
ase id: UC10Failuremode Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsRetrievedetails Data is damagedand 
ouldn't beretrieved, butnot handled 5 4 Retypedamagedinformation. No response isprodu
edContinued on next page125



Table C.10 � 
ontinued from previous pageFailuremode Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsInformationfound is in
or-re
t 5 3 In
orre
tinformationis displayed Database 
on-tains in
orre
tdataValidate
hanges Error user in-put, i.e. illegaldate format,
hara
ter, butnot handled 5 2 System
rash. In-valid inputsare savedUpdate Error outputof "Validate
hanges", butnot handled 5 2 Changedinformationwill not beupdated todatabaseShow Error output of"Retrieve de-tails", "Update" 4 2 Fail to re-spond touser's inter-a
tion No response isprodu
edThe output of"Retrieve de-tails" 
ontainsin
orre
t data,but not handled 5 2 In
orre
tinformationis displayedto the user Database 
on-tains in
orre
tdataUse 
ase sums: UC10 29 15Robustness for the use 
ase Validate information: 0.52
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Chapter C Qualitative Robustness AssessmentTable C.11: The FMEA for Create/update a

ountUse 
ase id: UC11ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsSear
hControl Error user input,i.e. illegal 
har-a
ter to sear
h,but not handled 5 0 Retype textto sear
h No response isprodu
edRetrievedetails Error user in-put/Database
ontains in
or-re
t data 5 3 In
orre
tdata is pre-sented tothe user Informationfound is in
or-re
tValidate
hanges Error output of"Sear
h Con-trol", "Retrievedetails", erroruser input 5 2 System
rash and/orinvalid in-puts aresavedUpdate Error outputof "Validate
hanges" 5 1 Changedinformationwill not beupdatedShow Error output of"Update", "Re-trieve details","Sear
h 
ontrol" 4 1 Fail to re-spond touser's inter-a
tion No response isprodu
edOutput of "Up-date", "Retrievedetails" and"Sear
h 
ontrol"
ontains in
or-re
t data
5 2 In
orre
tdata is pre-sented tothe user Found informa-tion is in
orre
t

Use 
ase sums: UC11 29 9Robustness for the use 
ase Create/update a

ount: 0.31
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Table C.12: The FMEA for Get informationUse 
ase id: UC12Failuremode Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsGetinfor-mation The browser
auses error userinput, but nothandled 5 5 Choose in-formationto displayagain by us-ing anotherbrowser
No response isprodu
ed

IDI database
ontains in
or-re
t data, butnot handled 5 3 In
orre
tdata is pre-sented tothe user Informationfound is in
or-re
tShow Error output of"Get informa-tion" 4 4 Fail to re-spond touser's inter-a
tion No respond isprodu
edOutput of "Getinformation"
ontains in
or-re
t data 4 4 In
orre
tdata is pre-sented tothe user Database 
on-tains in
orre
tdataUse 
ase sums: UC12 18 16Robustness for the use 
ase Get information: 0.89
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Chapter C Qualitative Robustness AssessmentTable C.13: The FMEA for Import dataUse 
ase id: UC13Failuremode Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsValidate�le Error user input,imported �le isdamaged orinvalid format,but not handled 5 4 System
rash,and/orinvalid �le issaved in thedatabaseUpload Error output of"Validate �le",but not handled 3 3 System
rash and/orinvalid �lewill be up-daded tothe system'sdatabaseUpdate Error output of"Upload", butnot handled 4 4 System
rash and/orinvalid �leformat willbe up-dated tothe system'sdatabaseShow Error output of"Update", butnot handled 3 3 System
rash and/orinvalid �leformat willbe up-dated tothe system'sdatabase
No response isprodu
ed

Use 
ase sums: UC13 15 14Robustness for the use 
ase Import data: 0.93
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Table C.14: The FMEA for Change informationUse 
ase id: UC14ControlObje
t Failure modedes
ription Seriou-sness Mitig-ation Robustness
onse-quen
es Indi
atorsRetrievedetails Illegal/ Un-reasonable
hara
ter re-
eived, but nothandled 5 0 Invalid in-puts aresaved indatabaseError userinput/IDIdatabase 
on-tains in
orre
tdata 5 3 In
orre
tdata is pre-sented tothe user Informationfound is in
or-re
tValidate Invalid userinput are notvalidated 5 0 Invalid in-puts willbe saved indatabaseUpdate Error output of"Validate", butnot handled 5 1 Abnormalbehavioror invalidinputs aresavedShow Error output of"Update", "Re-trieve details" 5 1 Fail to re-spond touser's inter-a
tion No response isprodu
edOutput of "Re-trieve details"
ontains in
or-re
t data 5 2 In
orre
tdata is pre-sented tothe user Database 
on-tains in
orre
tdataUse 
ase sums: UC14 30 7Robustness for the use 
ase Change information: 0.23
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Appendix DTests DataThis appendix presents input data that I've used to test the DAIM system. The inputdata is related to the use 
ases and metri
s.Usually, ea
h invalid input is 
onsidered as a test and ea
h row 
an 
onsist ofseveral tests. When a test is intended to 
he
k the logi
 and need several inputs, it's
onsidered as one test, and will be marked by [L℄ in the �rst 
olumn in the row.Username and password for all administrator roles are saved in a �le Adminis-tratorPassword.txt, whi
h in
luded in atta
hment.Table D.1: Test data for UC01 - Log inUC01: Log in Date: 24.04.06Pre
ondition The inputs data are invalid usernames and passwords.Field: Input Data Expe
ted Rea
tion Rea
tion[L℄Brukernavn: thuy-huetPassord: ab
de3 System prints a message totell the user that usernameand password are in
orre
t As expe
ted
[L℄Brukernavn: enTestPassord: 12345 System prints a message totell the user that usernameand password are in
orre
t As expe
tedTotal tests: 2 Tests passed: 2There are several required information �elds to be used when the master 
ontra
t is �lledin. The information is splitted in four 
ategories, based on the Web Page that displaysthis information: student, date and deadline, bibliographi
 data, and supervisors. TablesD.2 to D.5 presents the input data for UC02.131



Table D.2: Test data for UC02: StudentsUC02: Fill in 
ontra
t Date: 24.04.06Pre
ondition For all 
ategories in UC02. There is a student a

ountin "IDI database" whi
h has not an approved master
ontra
t.Field: Input Data Expe
ted Rea
tion Rea
tionFornavn: 23432Etternavn: 3434343 First name and last name
an not in
lude only integers.Expe
ted rea
tion as type 1 System's response was astype 3Fødselsdato:30.13.2006, dfad-faf The date formats are invalid.Expe
ted rea
tion as type 1 As expe
ted[L℄Fødselsdato:31.12.2007 The date format 30.12.2007is a valid format, but it's notlogi
al date, sin
e the year2007. Expe
ted rea
tion astype 1. System didn't re
ognize31.12.2007 as invalidinput. System's rea
tionwas as type 3Merknad: 1234232 The 
omment �eld 
ould in-
lude none or a 
ombination ofletters and digits, but 
annotin
lude digits only. Sin
e dig-its give no meaning. As type 1. System rea
t as type 3.
Telefon: dfadafda The telephone format 
anin
lude letters and digits, butnot letters only. Expe
tedrea
tion as type 1. System rea
t as type 3
E-post, privat: huepham System 
ould have ability tore
ognize a 
ompletely e-mailadress. Expe
ted rea
tion astype 1. As type 3
[L℄Fakultet: Fakultet forInformasjonsteknologiField of study:Intelligente systemer

Missing/ in
orre
t 
hosen dataare re
ognized and prompt tothe user As expe
ted
Total tests: 9 Tests passed: 3132



Chapter D Tests DataTable D.3: Test data for UC02: Startdate and deadlineUC02: Fill in 
ontra
t Date: 24.04.06Field: Input Data Expe
ted Rea
tion Rea
tionOppstartdato:13.13.2006, dafad-fad Date format is invalid, andexpe
ted rea
tion as type 1. Invalid inputs are savedas 00.00.0000 and nofeedba
k is printed.System rea
t as type 2Oppstartdato:20.12.2015, 30.01.1970 System 
annot support a startdate whi
h has passed orwill be pass about 9 years.Intelligible feedba
k is printedto the user. Expe
ted rea
tionas type 1.
System doesn't validatethat type of 
he
king.System rea
t as type 3.

Total tests: 4 Tests passed: 0
Table D.4: Test data for UC02: Bibliographi
 dataUC02: Fill in 
ontra
t Date: 24.04.06Field: Input Data Expe
ted Rea
tion Rea
tionSpråk: Norsk (bok-mål)Utført ved: 12345Hovedtittel: 54321Undertittel: 12345Title: 54321Subtitle: 12345Oppgavetekst pånorsk: 54321

These types of input 
annot in
lude integers only.Expe
ted as type 1 As type 3
[L℄Språk: Norsk (bok-mål)Utført ved: en testHovedtittel: en test Missing inputs are dete
ted.System prompts the user As expe
ted rea
tion
Total tests: 8 Tests passed: 6
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Information of the supervisors are saved in database and will be shown by a sele
tedbox. A user 
an only type information of the se
ondary supervisors in UC02. Input dataof the supervisor is add and tested in UC11. Only information of se
ondary supervisorwill be test. Table D.5: Test data for UC02: Supervisor and Se
-ondary SupervisorUC02: Fill in 
ontra
t Date: 25.04.06Field: Input Data Expe
ted Rea
tion Rea
tionFornavn: 98765Etternavn: 56789Veiledertype: EksternveilederInstitusjon: 45678 These types of input 
annot in
lude integers only.Expe
ted as type 1 The type of supervisorhas to be �lled in by
hoosing from a sele
tbox. For other inputs,the system respond astype 3.Total tests: 4 Tests passed: 1
Table D.6: Test data for UC03 - Create 
ooperationgroupUC03: Create 
ooperation group Date: 25.04.06Pre
ondition Input data 
ontain invalid usernames for 
ooperationField: Input Data Expe
ted Rea
tion Rea
tionBrukernavn: thuy-huet and 123456 System validates usernames/-
ooperation group are valid ornot and give feedba
k to theuser, expe
ted as type 1 As expe
ted

Total tests: 2 Tests passed: 2
A student will generate 
ontra
t/s
hema by 
li
king the button "Generate". Informationwill be generated as a pdf �le and shown to the user. No user inputs are required. The"generate" button is available only when the requirements for generating are satis�ed, i.e.enough information, 
ooperation are approved if it's generating a 
ooperation 
ontra
t.
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Chapter D Tests DataTable D.7: Test data for UC04 - Generate 
ontra
-t/s
hemaUC04: Generate 
ontra
t/s
hema Date: 25.04.06Pre
ondition To generate master 
ontra
t: All required informationof master 
ontra
t are �lled in.To generate 
ooperation 
ontra
t: All students in
ooperation are approved.To generate delivered s
hema: The student's masterthesis is deliveredA
tions Expe
ted Rea
tion Rea
tionGenerate the master
ontra
t, the 
ontra
tfor 
ooperation, deliv-ery s
hema Relevant information isfet
hed and generated bysystem. As expe
ted. The feed-ba
k is unne
essary.Total tests: 3 Tests passed: 3The AutAT tool does not support testing of a dynami
 Web page and the uploaded �le
an not be browsed automati
. Thus, the test of this use 
ase is performed manually. Theuse 
ase "UC05: Delviery master thesis" 
onsists of several user stories whi
h 
apturedin Tables D.8 to D.11.
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Table D.8: Test data for UC05-01 - Upload a pi
ture offront-pageUC05-01: Upload a pi
ture of front-page Date: 26.04.06Pre
ondition For all user stories in UC05. The student's master 
on-tra
t has been approved by administrator role and hasthe status "Writing the master thesis". Do following a
-tions:1) Go to http://newdaim.idi.ntnu.no/login.php2) Log in with "evatest" as username and "Makoba2050"as password3)Cli
k the button or link with the label "Min mas-teroppgave"4) Cli
k the button "Endre5"A
tions Expe
ted Rea
tion Rea
tion5) Cli
k "Browse"and 
hoose the �leTestFile.do
. Then
li
k "Last opp" A do
 �le is invalid format.Expe
ted as type 1 As expe
ted
6) Cli
k "Browse" and
hose a pi
ture thathas less than 600x600pixels resolution, i.e.meg.jpg. Then 
li
k"Last opp"

The �le format has low resolu-tion. Expe
ted as type 1 As expe
ted
7) Cli
k "Browse"and 
hoose a pi
turethat is not square, i.e.sunset.jpg. Then 
li
k"Last opp" The pi
ture is not square.Expe
ted as type 1 System re
ognized thepi
ture has 800x600pixels resolution. Butthe pi
ture was savedwithout prompting.8) Cli
k "Browse"and 
hoose a pi
turethat larger than 2MB,i.e. pi
TooLarge.jpg.Then 
li
k "Last opp" The size of the pi
ture is toolarge. Expe
ted as type 1 System re
ognized thesize of the pi
ture istoo large. But the pi
-ture was saved withoutpromptingTotal tests: 4 Tests passed: 2
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Chapter D Tests DataTable D.9: Test data for UC05-02 - Upload an atta
h-ment as a zip �leUC05-02 - Upload an atta
hment as a zip �le Date: 24.04.06Pre
ondition As des
ribed in UC05-01. The sequen
e number 4) isrepla
ed with4) Cli
k the button "Endre...6"A
tions Expe
ted Rea
tion Rea
tion5) Cli
k "Browse"and 
hoose the �leTestFile.do
. Then
li
k "Last opp" Invalid �le format is dete
ted.System prompts the user. Theexpe
ted rea
tion is as type 1 As expe
ted
6) Cli
k "Browse"and 
hoose the �leemptyZipFile.zip.Then 
li
k "Last opp" This is an empty zip �le.System re
ognizes the �le isempty. Expe
ted as type 1 As expe
ted
Total tests: 2 Tests passed: 2

Table D.10: Test data for UC05-03 - Upload the reportin pdf formatUC05-03 - Upload a report in pdf format Date: 24.04.06Pre
ondition As des
ribed in UC05-01. The sequen
e number 4) isrepla
ed with4)Cli
k the button "Start innlevering av masteropp-gaven"5) Cli
k "Neste"Field: Input Data/A
tions Expe
ted Rea
tion Rea
tion6) Cli
k "Browse"and 
hoose the �leTestFile.do
. Cli
k"Last opp" Invalid �le format is dete
ted.Expe
ted as type 1 As expe
ted
Continued on next page
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Table D.10 � 
ontinued from previous pageField: Input Data/A
-tions Expe
ted Rea
tion Rea
tion[L℄7) Cli
k "Browse",
hoose the �le aT-est.pdf. Cli
k "Lastopp".8) Fill <50> in the�eld "Totalt antallsider", and <15,56>in the �eld "Sidetallfor fargesider". Cli
k"Neste"
System re
ognizes the 
olourpage is higher than total sidesand prompts the user. As expe
ted

9) Fill in <xx> in the�elds "Totalt antallsider" and "Sidetallfor fargesider". Cli
k"Neste" The inputs are invalid andsystem responds as type 1. As expe
ted
10) Fill in <5000>in the �eld "Totaltantall sider". Cli
k"Neste" The total number of pages istoo high and system promptsthe user. System saves input datawithout prompting theuser11) Fill in <10> inthe �eld "Totalt antallsider". Cli
k "Neste" The total number of pages istoo low and system promptsthe user. As expe
ted12)Let the �elds"Totalt antall sider"and "Sidetall forfargesider" be emptyand 
li
k "Neste" System re
ognizes that input�elds are empty and promptsthe user. As expe
ted
13) Fill in <123345>in the �eld "Merk-nader til institutt/-fakultet/trykkeri"and 
li
k "Neste" The 
omment �eld 
ould beempty, a 
ombination of lettersand integers, or letters only,but not only integers. Systemre
ognizes that the 
ommentsin
luded only integers andprompts the user.

System does not validatethat type of 
he
king.Rea
tion as type 3.
Total tests: 9 Tests passed: 7138



Chapter D Tests Data
Table D.11: Test data for UC05-04 - Order extra 
opyUC05-04 - Order extra 
opy Date: 24.04.06Pre
ondition This user story has the same pre
ondition as in UC05-03.6) Cli
k "Browse" and 
hoose the �le aTest.pdf . Cli
k"Last opp"7) Fill <50> in the �eld "Totalt antall sider", and<15,40> in the �eld "Sidetall for fargesider". Then
li
k "Ekstra bestilling".Field: Input Data/A
tions Expe
ted Rea
tion Rea
tion8) Fill in <100>in the �eld "Antallekstra kopier". Cli
k"Neste" The number of extra 
opieswill not be too high. Systemprompts the user As expe
ted

9) Fill in <xx> in the�eld "Antall ekstrakopier" and 
li
k"Neste" The number of extra 
opies
an not be letters. Systemprompts the user As expe
ted
Total tests: 2 Tests passed: 2

UC06: Sear
h for master thesis will test the sear
h module in DAIM system. The sear
hmodule 
onsists of a basi
 sear
h and an advan
ed sear
h. Test data for basi
 andadvan
ed sear
h are 
aptured in the Tables D.12 and D.13.
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Table D.12: Test data for UC06 - Basi
 sear
hUC06: Basi
 sear
h Date: 19.05.06Pre
ondition For both basi
 sear
h and advan
ed sear
h, the IDIdatabase must 
ontain several delivered reports.Field: Input Data/A
tions Expe
ted Rea
tion Rea
tionCli
k "Søk" buttonwithout writing a textto sear
h No results will be found anddisplayed System found 146 masterthesis and results aredisplayed. The systemrespond as type 4Total tests: 1 Tests passed: 0
Table D.13: Test data for UC06 - Advan
ed sear
hUC06: Advan
ed sear
h Date: 19.05.06Field: Input Data Expe
ted Rea
tion Rea
tionmed alle ordene:12345med den nøyaktigesetningen: 54321med noen av ordene:12345uten ordene: 54321Veileder for mas-teroppgaver: 12345

A word must in
lude letter(s),or a 
ombination of letter(s)and digit(s). System 
ouldre
ognize there are only inte-gers are �lled in and promptthe user. Expe
ted as type 1
System has performedthe sear
h withoutprompting the user

med den nøyaktigesetningen: Only-OneWord System 
ould re
oginze thatonly one word is �lled in, not asenten
e or at least two wordsand prompt the user System found 146 masterthesis. But none ofthem in
luded the world"OnlyOneWord". Thesear
h module doesn'twork if only one wordis �lled in the text �eldfor a senten
e. System'srea
tion was as type 4Continued on next page
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Chapter D Tests DataTable D.13 � 
ontinued from previous pageField: Input Data Expe
ted Rea
tion Rea
tionCli
k the button"Søk" without �llinga text to sear
h No text 
an be used to sear
h.The system prompts the useror performs the sear
h and theresult found is zero System found 146 mas-ter thesis. The systemrespond as type 4Total tests: 7 Tests passed: 0
The e
onomy role in the use 
ase "UC07: Handle payments" 
an only 
hange the statusof 
ensoring by 
hoosing "Paid" or "Not Paid" in a 
he
k box. The user 
an not typein input data and there are no user inputs to test. One disadvantage is that the testdatabase 
ontains little data or none data whi
h 
an be used to test the UC07.Table D.14: Test data for UC07 - Handle paymentsUC07: Handle payments Date: 24.04.06Pre
ondition The system has an a

ount as e
onomy role.1) Go to http://newdaim.idi.ntnu.no/admin.2) Log in as administrator3) Choose the role "Økonomi" in the sele
t box "Rolle"Field: Input Data/A
tions Expe
ted Rea
tion Rea
tion4) Cli
k the but-tons "Mangler hon-orering", "Betaltehonorar" Registered informations aredisplayed to the user. Givefeedba
k if there are nothingto display As expe
ted
Total tests: 2 Tests passed: 2

Several input parameters of the use 
ase "08: Display master thesis" 
an be �lled in by
hoosing radio buttons, 
he
k boxes and sele
t boxes. The input data are de�ned by theDAIM system in advan
e and the tests for the user stories UC08-01 and UC08-02 mustperform manually, and are 
aptured in Table D.15. Only the sear
h fun
tion with theuse 
ase id "UC08-03" requires inputs data and tests data are identi�ed in Table D.16.UC08-03 is automated.
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Table D.15: Test data for UC08-01 and UC08-02 Displayand sortUC08-01 and UC08-02 Display and sort Date: 24.04.06Pre
ondition For all user stories in UC08. The IDI database must
ontain a administator a

ount and several registeredmaster thesis. Do following a
tions:1) Go to http://newdaim.idi.ntnu.no/admin2) Log in as an administrator3) Choose the role as "Admin" in the role sele
t box4) Cli
k the button with label "Masteroppgaver" anddo following a
tions as des
ribed below:Field: Input Data/A
tions Expe
ted Rea
tion Rea
tion5) Choose the radiobutton "Alle" in both"Vis status" and "Visstudietyper" areas Relevant master thesis aredisplayed As Expe
ted
6) In the area "Visvalgte felter", set"Tittel" 
he
k box tofalse The title parameter will not bedisplayed in the list of masterthesis. As Expe
ted
[L℄7) In the area "Visvalgte felter", set"Tittel", "Veileder","Kandidat" 
he
kboxes to false

The default parameters will bedisplayed in the list of masterthesis. As Expe
ted
8) In the area "Sorteretter", sele
t tosort by "Tittel","Veileder", "Kandi-dat" Displayed master thesis aresorted by title, supervisor and
andidat As Expe
ted
Total tests: 7 Tests passed: 7
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Chapter D Tests DataTable D.16: Test data for UC08-03 - Display master the-sis by sear
hingUC08-03: Display master thesis by sear
hing Date: 26.04.06Field: Input Data Expe
ted Rea
tion Rea
tionKandidat: 12345Veileder: 54321Tittel: 12345 None of these parameters 
anin
lude only integers. Theexpe
ted rea
tion is as type 1. System performs sear
h-ing with invalid inputand the results areshown.Start Fra: enTestStart Til: enTest System re
ognizes that thedate formats are invalid andprompts the user As expe
tedStart Fra: 30.07.2008Start Til: 30.07.2009 The date after 
urrent datewill be dete
ted by system andnot allowed. System promptsthe user. System has performedthe sear
h with invalidinput data and no masterthesis is found.[L℄Start Fra: 25.07.2006Start Til: 25.07.2004 To sear
h master thesis from25.07.2006 to 25.07.2004 isinvalid. System dete
ts invalidinput and prompts the user. System has performedthe sear
h with invalidinput dates and no mas-ter thesis is found.Total tests: 8 Tests passed: 2
First, a user has to log in as administrator, supervisor or system administrator. To
hoose a 
ensor for a spe
i�
 master thesis, the master thesis must be delivered. Theuser 
hooses a 
ensor for the sele
ted master thesis and then 
li
k "Lagre" button.Information of the 
ensor must be saved in the system's database in advan
e.
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Table D.17: Test data for UC09 - Choose a 
ensorUC09: Choose a 
ensor Date: 04.05.06Pre
ondition The master thesis has the status "delivered", and the
ensor is not 
hosen. Do following a
tions:1) Go to http://newdaim.idi.ntnu.no/admin2) Log in as an administrator3) Choose the role as "Admin" in the role sele
t box4) Cli
k the button with label "Masteroppgaver"5) Choose the button "Alle" in the area "Vis status"and do following a
tions as des
ribed below:Field: Input Data/A
tions Expe
ted Rea
tion Rea
tion6) Choose a deliveredmaster thesis from thelist that has the status"Ferdig, men karakterikke satt", i.e. themaster thesis of the
andidate "Einstein,Mari"
Detail informations of themaster thesis are displayed As expe
ted

7) Choose a 
ensor forthis master thesis and
li
k "Lagre" button Updated information are saved As expe
tedTotal tests: 2 Tests passed: 2
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Chapter D Tests DataTable D.18: Test data for UC10 - Validate informationUC10: Validate information Date: 02.05.06Pre
ondition For all user stories in the UC10, the IDI database must
ontain several master thesis with di�erent status. Dofollowing a
tions:1) Go to http://newdaim.idi.ntnu.no/admin2) Log in as an administrator3) Choose the role as "Admin" in the role sele
t box4) Cli
k the button with label "Masteroppgaver"5) Choose the button "Alle" in the area "Vis status"6) Choose a delivered master thesis from the list thathas the status "Ferdig, men karakter ikke satt", i.e. themaster thesis of the 
andidate "Einstein, Mari"7) Choose a 
ensor from the list of 
ensors and and �llin following <data> in the "�elds"A
tions Expe
ted Rea
tion Rea
tion8) "Utsettelse til":<letterFormat> The date format of delay isinvalid. The expe
ted rea
tionis as type 1 As expe
ted9) "Merknader" of thedetails for master the-sis and the students :<12345> The 
omments text area indetails for master thesis andstudents �elds in
lude digitsonly. The data inputs aremeaningless and 
onsideredas invalid. Expe
ted rea
t astype 1
System didn't 
he
k thattype of invalid input.System respond as type3

10) "Sendt til sensur":<24.07.2011>. Cli
k"Lagre endringer".Choose an other kan-didate, go ba
k to thekandidate "Einstein,Mari" again.11) "Sensur mot-tatt":<15.07.2010>and "Karakter":<B>. Then 
li
k"Lagre endringer"

The date sent to 
ensor andthe date of examination resultre
eived will be 
urrent dateor earlier. Date that laterthan 
urrent date will 
onsideras invalid input. Expe
ted astype 1
System didn't 
he
k thattype of invalid input.Invalid user inputs aresaved. System's rea
tionwas as type 3
Continued on next page
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Table D.18 � 
ontinued from previous pageA
tions Expe
ted Rea
tion Rea
tion[L℄12) Change the sta-tus to "Ferdig, menkarakter ikke satt"and 
li
k "Lagre en-dringer". Choose another kandidate, goba
k to the kandidate"Einstein, Mari"again.13) "Sendt til sensur":<30.04.2006>"Sensur mottatt":<25.04.2005> and
li
k the button "La-gre endringer"

The date sent to a 
ensorwill be earlier than the dateof 
ensoring result re
eived.System dete
ts invalid inputand prompts the user System didn't 
he
k thattype of invalid input.System respond as type3

[L℄14) Change the sta-tus to "Ferdig, menkarakter ikke satt"and 
li
k "Lagre en-dringer". Choose another kandidate, goba
k to the kandidate"Einstein, Mari"again.15)"Sensurfrist":<06.04.2002>"Sendt til sensur":<30.04.2006> and
li
k "Lagre en-dringer"

The date sent to a 
ensor willbe earlier than the deadline of
ensor. System dete
ts invalidinput and prompts the user System didn't 
he
k thattype of invalid input.System respond as type3

Continued on next page
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Chapter D Tests DataTable D.18 � 
ontinued from previous pageA
tions Expe
ted Rea
tion Rea
tion16) Change the sta-tus to "Ferdig, menkarakter ikke satt"and 
li
k "Lagre en-dringer". Choose another kandidate, goba
k to the kandidate"Einstein, Mari"again.17)"Sensurfrist":<testDate>"Sendt til sensur":<testDate> and 
li
k"Lagre endringer"18) "Sensur mottatt":<testDate>"Karakter": <5>and 
li
k "Lagre en-dringer"

System dete
ts invalid userinput and prompts the user As expe
ted

Total tests: 11 Tests passed: 5
UC11 - Create/update a

ount 
ontains several use 
ases. Tables D.19 to D.22 
apturedthe tests data for this use 
ase.Table D.19: Test data for UC11-01 - Add a studentCategory - Bibliographi
 dataUC11-01: Add a student Date: 02.05.06Pre
ondition For all user stories in the use 
ase UC11, the user mustlog in as an administrator.Field: Input Data Expe
ted Rea
tion Rea
tionFornavn: 54321Etternavn: 12345Brukernavn: 56789 First name, last name andusername 
an not in
ludedigits only. Expe
ted rea
tionis as type 1 System didn't 
he
k thattype of invalid inputs.System rea
t as type 3Fornavn: kietEtternavn: ve tranBrukernavn: kietve This username is already ex-isted. System prints a messageto tell that to the user As expe
tedContinued on next page147



Table D.19 � 
ontinued from previous pageField: Input Data Expe
ted Rea
tion Rea
tionTotal tests: 4 Tests passed: 1
Table D.20: Test data for UC11-02 - Change status/in-formation for supervisorUC11-02: Change status/information for supervisor Date: 24.04.06Field: Input Data Expe
ted Rea
tion Rea
tionFornavn: 12345Etternavn: 54321Brukernavn: 54321E-post: aMail System dete
ts invalid inputand prompts the user System didn't 
he
k thattype of invalid inputs.Invalid inputs are savedTotal tests: 4 Tests passed: 0
Table D.21: Test data for UC11-03 - Change status/in-formation for a 
ensorUC11-03 - Change status/information for a 
ensor Date: 24.04.06Field: Input Data Expe
ted Rea
tion Rea
tionFornavn: 12345Etternavn: 54321Grad/Tittel: 12345Foreslått av: 54321Hjemmeadresse: 345Jobbadresse: 789Merknad: 234

Those types of inputs 
an notin
lude digits only. Systemdete
ts invalid input andprompts the user Invalid input are savedwithout prompting
Fødselsdato: enTestPersonnr: TestAgain System dete
ts invalid inputand prompts the user As expe
tedFra dato: fromDateTil dato: toDate System dete
ts invalid inputand prompts the user As expe
tedContinued on next page
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Chapter D Tests DataTable D.21 � 
ontinued from previous pageField: Input Data Expe
ted Rea
tion Rea
tion[L℄Fra dato: 12.03.2009Til dato: 12.07.2006 A 
ensor is a
tive from date12.03.2009 to 12.07.2006. It'snot logi
al, "From Date" hasto be before than "To Date".System dete
ts invalid inputsand prompts the user
Invalid input are savedwithout prompting

E-post i hjemmead-resse: thuyhuetE-post i Jobbadresse:enTest The e-post adress are invalidand expe
ted rea
tion is astype 1 As expe
ted
E-post i hjemmead-resse: thuyhuet� The e-post adress are invalidand expe
ted rea
tion is astype 1 Invalid input is notre
ognized. System rea
tas type 3Telefon (Hjemmead-resse): tryAgainTelefon (Job-badresse): againAgain System dete
ts telefon �eldsin
luded only letters andprompts the user Invalid inputs are savedwithout prompting
Total tests: 17 Tests passed: 6

Table D.22: Test data for UC11-04 - Find a supervisor/-
ensor by sear
hingUC11-04 - Find a supervisor/
ensor by sear
hing Date: 04.05.06Field: Input Data Expe
ted Rea
tion Rea
tionNavn/Del av navn:12345 The same input data is used tosear
h 
ensor and supervisor.Neither name of 
ensor orsupervisor 
an in
lude digitsonly. System dete
ts invalidinput and prompts the user.
System didn't 
he
k thattype of invalid input andsear
hing are performed.

Total tests: 2 Tests passed: 0
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There is no need for typing user inputs in use 
ase "UC12 - Get information" . The usergets the required information by 
hoosing a link. System fet
hes relevant information,pro
ess and publish to the user. This use 
ase will be test to 
he
k that the system
ould respond to the user's a
tion due to possible internal 
omponent failure.Table D.23: Test data for UC12 - Get informationUC12: Get information Date: 24.04.06Pre
ondition The user is logged in as an administrator. In addition,some delivered master thesis are saved in database, sosome data 
an be shown to the user.A
tions Expe
ted Rea
tion Rea
tionCli
k the links withlabels "Viktige sen-surfrister", "Levertemasteroppgaver","Båndlagte opp-gaver", "Biveiledere"
System gets relevant informa-tion from database, pro
essand publish to the user As expe
ted

Total tests: 4 Tests passed: 4
Table D.24: Test data for UC13 - Import dataUC13: Import data Date: 09.05.06Pre
ondition The user 
an log in as a system administrator. Do thefollowing a
tions:1) Go to http://newdaim.idi.ntnu.no/admin2) Log in as an administrator.3) Change your role to "System administrator" if it'snot your 
urrent role. Cli
k the button "Sysadmin" and
ontinue to perform the a
tions as des
ribed below:A
tions Expe
ted Rea
tion Rea
tion4) Cli
k the buttonwith label "Importeresensorer". Cli
k"Browse" and 
hoosethe �le TestFile.do
.Cli
k "Importere"

The input �le is invalid. Theexpe
ted rea
tion is as type 1 As expe
ted
Continued on next page150



Chapter D Tests DataTable D.24 � 
ontinued from previous pageA
tions Expe
ted Rea
tion Rea
tion5) Cli
k "Browse",
hoose the �le"MATHfail.
sv"and 
li
k the button"Importere". The �le is missing one data
olumn. System dete
ts miss-ing data in the input �le.Expe
ted response is as type 1 As expe
ted
6) Cli
k "Browse",
hoose the �le"MATHfail2.
sv"and 
li
k the button"Importere". The �le is in
luded one extra
olumn of data. System de-te
ts the �le 
ontains invaliddata and responds as type 1 As expe
ted
7) Cli
k the followingbuttons "Sysadmin"�> "Importere stu-denter" �> "Browse"and 
hoose a �le"TestFile.do
". Then
li
k "Importere"

System dete
ts that the �le isinvalid and responds as type 1 As expe
ted
8) Cli
k "Browse"and 
hoose the �le"MATHfail.
sv".Then 
li
k "Im-portere" The �le is missing one data
olumn. System dete
ts miss-ing data in the input �le andresponds as type 1 As expe
ted
9) Cli
k "Browse"and 
hoose the �le"MATHfail2.
sv".Then 
li
k "Im-portere" The �le is in
luded one extra
olumn of data. System de-te
ts the �le 
ontains invaliddata and responds as type 1 As expe
ted
Total tests: 6 Tests passed: 6
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Table D.25: Test data for UC14-01 - Change instituteinformationUC14-01: Change institute information Date: 04.05.06Pre
ondition For all user stories in the use 
ase UC14. The user islogged in as an system administrator.Field: Input data Expe
ted Rea
tion Rea
tionNorsk navn: 12345Engelsk navn: 67890Alias: 56789012brukernavn�: 789adresse: 234 None of input data in
ludedigits only. System expe
ts torespond as type 1 The system respond astype 3
Kostnadsted: Not-TextHereIbx number: Cannot-BeAText None of inputs data shouldin
lude letters. System re
ov-ers, dete
ts invalid inputs andprompts the user Input "NotTextHere"is repla
ed as 0 value,"CannotBeAText" isrepla
ed as "Cannot-BeAT". Invalid inputsare saved withoutprompting. The systemrespond as type 2.Total tests: 7 Tests passed: 0
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Chapter D Tests DataTable D.26: Test data for UC14-02 - Add an administra-tor userUC14-02: Add an administrator user Date: 04.05.06Pre
ondition The user must log in as an system administrator. Dothe following a
tions:1) Go to http://newdaim.idi.ntnu.no/admin2) Log in as an administrator3) Change your 
urrent role to "System administrator"if you are not 4) Cli
k the buttons "SysAdmin" �> "Ad-ministratorer" and Fill in the following <data> in the"�elds":Field: Input Data/A
tions Expe
ted Rea
tion Rea
tion5) "Fornavn":<12345>"Etternavn": <6789>"Brukernavn":<12345>"E-post": <45678>.Choose also "aktiv"for the roles "admin"and "økonomi". Cli
k"Lagre"
These inputs 
annot in
ludeonly digits. System respondsas type 1 System didn't re
ognizethat types of invalidinputs and respond astype 3

Total tests: 4 Tests passed: 0
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Appendix EOriginal DAIM Do
umentHere we present a des
ription of DAIM system. This do
ument is written by those whohave developed DAIM system and it's original norwegian form. This is just a summaryof the entire do
ument. A atta
hment from this proje
t in
ludes an entire do
ument ofthe DAIM system.Digital Arkivering og Innlevering av Masteroppgaver (DAIM), et informasjon-ssystem for studenters og administrasjonens arbeid med masteroppgaver.StudentDAIM skal støtte studenten fra uttak av masteroppgaven, til den er ferdig innlevert.KontrakterStudentene bruker systemet for å fylle ut kontrakter og skjema (masterkontrakt,samarbeidskontrakt og innleveringsskjema). Når nødvendige opplysningene er utfyltkan studenten skrive ut ferdig utfylte kontrakter og skjema, som bare trenger signering.Samarbeidsgrupper kan opprettes på nett. To (eller i særskilte tilfeller tre) stu-denter kan samarbeide om å skrive masteroppgave. Etter at studentene har godkjentat de skal samarbeide i gruppe, kan de skrive ut samarbeidskontrakt via DAIM.Etter innlevering av masteroppgaven via DAIM kan ferdig utfylt innleveringsskjemaskrives ut fra DAIM. Lever kontrakter og skjema i instituttresepsjonen.Digital innlevering av masteroppgaverMasteroppgaven innleveres digitalt som en PDF �l. Det er viktig at PDF �len harfonter inkludert. Inkluderte fonter forhindrer bytte av font dersom en font brukt idokumentet ikke �nnes på skriveren til Tapir. Digitale vedlegg (kildekode, simuleringer,animasjoner, kjørende program og lignende) kan leveres som en ZIP �l.Etter innlevert masteroppgave skal studenten levere innleveringsskjema ferdigsignert i instituttresepsjonen.Omtrent to arbeidsdager etter at masteroppgaven er innlevert, vil den ferdig154



Chapter E Original DAIM Do
umenttrykte papirutgaven leveres til instituttresepsjonen. Ekstrabestillinger som studentenkan ha gjort ved innlevering, vil bli levert til Tapir bokhandelen studenten spesi�serte.AdministrasjonDAIM er et verktøy for administrasjonen av masteroppgaver. Verktøyet bør benyttesbåde ved institutt og fakultet. Et overblikk over hva de forskjellige administrasjonsrol-lene gjør i systemet:
• Admin
• Sysadmin
• Økonomi
• HovedveilederØkonomi og hovedveileder rollene er de som får fått minst tid til utvikling i denneomgang. Det er mulighet å gjøre mer ut av disse rollene, samt å legge inn en sensor rolle.AdminAdmin rollen håndterer administrasjon av kontrakter og skjemaer for masteroppgaver,innlegging av studenter som mangler tilgang og vedlikehold av hovedveilederliste ogsensorliste. Denne rollen er best for å hente ut oversikter fra systemet.MasteroppgaverStudentene fyller selv ut det meste av informasjonen som trengs for administrasjon avoppgavene, slik at administrasjonen må i større grad bare kontrollere at informasjonener rett utfylt.Når det legges inn en start dato for masteroppgaven, og det er valg et studieprogram,så skal DAIM regne ut hva som blir innleveringsfristen. Administrasjonen har mulighettil å endre på denne fristen.Administrasjonen kan endre status for studenter, samt legge inn merknader forhver masteroppgave og hver student. Det er også mulig å legge inn båndlegging for hveroppgave.Både hovedveiledere og administrasjon kan legge inn sensor for oppgaver. Hov-edveiledere kan bare velge blant ordinære sensorer, mens administrasjonen kan leggeinn både ordinære og ekstraordinære sensorer for en oppgave.Informasjon om: hvilken sensor, sensurfrist, når en oppgave er sendt til sensur,når den er mottatt, og hvilken karakter masteroppgaven �kk blir lagret for hveroppgave.Både institutt og fakultet må inn å behandle masteroppgavene.155



HovedveiledereInstitutt administrasjonen er ansvarlig for å holde informasjonen om hovedveiledere vedinstituttet oppdatert. Listen inneholder fast ansatte hovedveiledere ved instituttet, ogstudentene bruker denne listen for å velge hovedveileder til masteroppgaven.Personer som har veiledet en eller �ere oppgaver kan ikke slettes fra listen, mende kan settes til inaktiv som betyr at de ikke lenger veileder oppgaver (da kan ikkestudenter velge dem som hovedveileder lenger).SensorerInstitutt administrasjonen er ansvarlig for å holde informasjonen om instituttetssensorer oppdatert.Informasjon om sensor skal legges inn i når man sender forespørsel om oppnevn-ing av sensor til fakultetet. Dermed blir en kopi av opplysningene lagt inn, og mantrenger ikke å huske på å oppdatere dette senere.SysadminSysadmin har tilgang til de samme funksjonene som admin, men har utvidederettigheter. De kan importere data fra FS for studenter og sensorer, samt endre påinformasjon for institutt, og administrere admin brukere.NB! Det skal være en lokal sysadmin ved hvert institutt. Lokal sysadmin for etinstitutt er ansvarlig for import av studenter, samt administrasjon av administrator-roller ved det instituttet.Utvalgte sysadmin har utvidede rettigheter til å simulere andre brukere, samtendre på opplysninger for opptrykk av masteroppgaver.ØkonomiØkonomi rollen skal håndtere alt som har med betaling for masteroppgaver å gjøre.
• Mangler HonoreringUbetalte oppgaver som er levert og har får satt sensor og karakter, vil vises i enliste over masteroppgaver som mangler sensurhonorar.
• Betalte HonorarOppgaver som har fått betalt honorar vises i en egen side. Innleverte oppgaverskal �nnes i ei av de to listene.HovedveilederHovedveileder skal kunne få ut en oversikt over hvilke oppgaver de har veiledet somhovedveileder.Mine masterstudenterOversikten visere hvilke masterstudenter som skriver eller har skrevet for veilederen.156



Chapter E Original DAIM Do
umentHvilken sensor som er valgt for hver oppgave. Om en oppgave har fått sensur, og nården ble innlevert. Hovedveileder skal kunne velge sensor for oppgaver som ikke har fåttsensur.Mine oppgaveteksterDette skal være en side der hovedveiledere legger ut forslag til masteroppgaver som deønsker at studenter skal ta. Studentene skal kunne lete frem i beskrivelsene via søking istudentgrensesnittet. (Ikke implementert)Søkeside for DAIMLagring og gjen�nning av digitale masteroppgaver er et av hovedmålene for DAIMsystemet. DAIM lagrer beskrivelsesdata/metadata, samt de digitalt innleverte mas-teroppgavene slik at man senere kan gjøre disse tilgjengelige for søking.Tittelsiden skal inkluderes automatisk først i hver masteroppgave som leveres, slikat tittel, forfatter, veileder og NTNU logo er synlig på første side av hver masteroppgave.Det skal være mulig å søke etter alle masteroppgaver som er levert i DAIM viasøkegrensesnittet. Søking etter dokumenter skal ikke kreve noen form for innlogging.Masteroppgavene som blir vist skal:
• Ha fått sensur
• Student skal ha godtatt publisering
• Ikke være båndlagtSøkesiden er viktig for å vise forskningen som gjøres ved NTNU, og hvilke fagretningerforskjellige veiledere er villige til å veilede for.Søkesiden vil kunne bli NTNU sitt vindu mot omverdenen. En kilde til inspirasjon ogkunnskap for informasjonssøkere.
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