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ID fraud is a serious problem around the world which can result in crimes like economic fraud,
human trafficking and terrorism. Many Norwegian organizations has pointed out challenges in
performing ID control. This work shows that there are gaps between secure 1D proofing and
verification systems - and the way Eol is evaluated in Norway today. A national framework for 1D

proofing and verification has also been requested by Norwegian ID stakeholders.

Internationally, there are already several guides and standards available for organizations on ID
proofing and verification routines. However, complexity and variation among them can make

them hard to interpret and understand, especially by smaller organizations performing ID control.

This report proposes an Eol evaluation system operationalizing requirements to Eol in ID proofing
and verification processes. The proposed system can be used to assign different Eol appropriate
Eol values, allowing combined Eol to be mapped to functional Eol levels. The suggested system is
designed to be included in a computer application, allowing easy use by front-desk officers.




SAMMENDRAG
Tittel: Forebygging av ID-relatert kriminalitet — operasjonalisering | Dato: 31.10.17
av vanlige mal for ID-fastsettelse i et Eol evalueringssystem
Deltaker: @yvind A. Arntzen Toftegaard
Veiledere: Intern veileder: Bian Yang

Ekstern veileder: Magnar Aukrust

Stikkord/ngkkel Identitetsbevis (Eol), ID-kriminalitet, ID-fastsettelse

ord: ID-verifisering

Antall sider: 60 Antall vedlegg: 5 Publiseringsavtale inngatt: Ja

ID-svindel er et stort problem globalt og kan resultere i kriminalitet som gkonomisk svindel,
menneskehandel og terrorisme. Mange norske organisasjoner har pekt pa utfordringer med a
utfgre ID kontroll. I tillegg viser dette prosjektet at det er flere sikkerhetshull i dagens norske ID
kontroll system. Flere norske organisasjoner involvert med ID-kontroll arbeid har allerede etterlyst

et nasjonalt rammeverk for evaluering av ID-bevis.

Det finnes allerede mange guider og standarder om ID-evaluering tilgjengelig for organisasjoner
som utfgrer ID-kontroll. Imidlertid kan de ansees som komplekse a forsta og i tillegg varierer
innholdet mellom de ulike rammeverkene. Spesielt mindre organisasjoner kan antas & ha

utfordringer med tolkning av rammeverkene.

Denne rapporten foreslar et Eol-evalueringssystem som operasjonaliserer krav til ID-bevis i
forbindelse med ID-kontroll. Det foreslatte evalueringssystemet kan benyttes for a tildele ulike I1D-
bevis passende bevis-styrke verdier og bli koblet til funksjonelle Eol nivaer. Det foreslatte
systemet er designet for a bli integrert i et datasystem for a gjgre 1D-kontroll prosessen sa enkel

som mulig for organisasjonenes ansatte.
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1.0 Introduction

1.1 Background

An identity (ID) document can be used as Evidence of Identity (Eol) in the process of getting
access to a service requiring authentication. Eol can be explained as information used to
establish or verify a unique identity [1]. According to ISO/IEC 29003 [2], Eol can typically
include; 1) information provided by the subject, Il) issued evidence containing or linking to
information about the subject, I11) databases and registers containing information about the
subject, and V) information provided by other known sources. Examples on Eol can in other
words be a life story, ID documents, public records or registries, social media, personal
information like biometrics [3], or a testimony by someone with a relation to the subject.
Usually, an ID document has another primary function than being an ID document. Both
Passports (travel), driving licenses (driving rights) bank cards (access to funds) and library
cards (access to loaning books) are examples on documents giving access to different rights,

but which also are able to function as ID documents.

Eol can be required to enrol a subject not previously known to the organization into an ID
management system. Such a process can be called ID proofing [2]. Eol can also be required
to determine whether a previously enrolled subject is the owner of the claimed identity. This
process is often named ID verification. Different ID documents have varying levels of
security features. Typically, highly trusted Eol is required to access a high-risk service like
for example opening a bank account or having a passport issued. On the other hand, loaning a
book at a library can usually be done even with little Eol provided. Requirements to Eol may
also differ depending on whether the subject is already enrolled in the organizations system
or is applying for access to the service for the first time. Unlawful access to services
associated with high risk could result in crimes such as terrorism, economic fraud and human

trafficking.

ID fraud is a serious and growing problem around the world. According to the American
strategy and research company Javelin, ID fraud hit record high in 2016 with 15,4 million US
victims and a cost of $16 billion [4]. Also in 2016, a fraud indicator report based on research
by the University of Portsmouth estimated annual ID fraud losses in the UK could be as much

as £5,4 billion [5]. To counter ID related fraud, many nations and international organizations



have developed frameworks in order to standardize ID proofing and verification techniques.
Examples on national frameworks are New Zealand’s Eol standard related to online services
and E-governance [6], Canada’s standard on identity and credential assurance [7], UK’s
national good practice guide on identity proofing and verification of individuals [8],
Australia’s guide for national identity proofing [9], and Norway’s ID establishment guide
(only at draft stage) [10]. Examples on global frameworks are the International Civil Aviation
Organization’s MRTDs — towards better practice in national ID management [11] and the
ISO/IEC 29003 standard on identity proofing [2]. In addition, the EU research project
ORIGINS [12] has provided recommendations on 1D document standardization to the new
standardization committee CEN/TC 224 WG 19 [13] established early 2017.

Many Norwegian organizations have described ID proofing as challenging. Examples are the
Norwegian Directorate of Immigration [14], the Norwegian Labour and Welfare
Administration [15], the Norwegian Tax Administration [16], the Norwegian National Police
[17], and the Norwegian ID Centre [18]. Organizations performing ID proofing and
verification have to interpret complex content of available frameworks. In addition, available
frameworks deviate in content. A consequence could be Eol misjudgment due to content
misinterpretations. One real-life example on such misjudgment is the ballot paper for the
Norwegian parliamentary election of 2017. It states that any ID document with the holder’s
name, birth-date and picture can be used to vote [19]. This can allow use of digital ID
documents on smartphones, corporation’s access cards, and other ID documents which are
difficult for election officers to be familiar with [20]. Already in 2013, the Norwegian 1D
Network, consisting of 14 Norwegian ID stakeholders, pointed out the need of a national 1D

proofing and verification framework for Norway [21].

Since it is not likely that any front desk officer will be familiar with characteristics of all
available Eol, this could be solved by either requiring only ID documents known by the
officer, or by requiring combinations of Eol. For the latter case, a computer application could
calculate if the combined Eol of the subject provide a sufficient Eol level for access to the

service offered by the front desk officer’s organization.



1.2 Research question and scope

The objective of this work is to close security gaps within ID proofing and verification by
adjusting and simplifying ID proofing and verification processes. To succeed, this project
will identify common ID fraud methodologies, analyze the status of ID proofing and
verification methodologies, and attempt to adjust the content of these frameworks into a
simpler Eol evaluation methodology. The proposed methodology should be possible to insert
into a computer program, allowing it to be used by any organization performing 1D proofing
and verification, regardless of the front desk officer’s knowledge.

Research question: What are the most severe security gaps of today’s Norwegian ID
management system and can it be proposed one consistent methodology which Norwegian
organizations performing ID control can use for ID evaluation to close these security gaps?

The work in this project will have a focus on the Norwegian Eol system. At the same time,
where applicable, results shall be presented in a way that also international organization will
be able to use the same principles. The Norwegian national ID card is not yet released, but it
will still be included in this evaluation as it will probably enter the market only a few months

after this work will be finished.

It is expected by the author that this work will find several security weaknesses in Norway’s
Eol system. It is also expected by the author that this work will be able to suggest a system to
evaluate Eol in a way allowing it to be effectively mapped to different Eol values and/or

levels.

1.3 Research methodology

Leedy and Ormrod [22] describes qualitative research as “looking at characteristics, or
qualities, that cannot be entirely reduced to numeral values. A qualitative researcher
typically aims to examine the many nuances and complexities of a particular phenomenon”.
Based on this characterisation a qualitative approach would be most suited for this work. A
quantitative approach is described by the same authors as “looking at amounts, or quantities,
of one or more variables of interest”. Such an approach is also partly followed in this work.
Starting with a qualitative approach, this paper does not aim to prove a hypothesis right or

wrong. Instead both qualitative and quantitative techniques is used on the way to propose a
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simple methodology operationalizing common objectives in Eol evaluation. In addition, the
best way to fully examine the research question, is assumed by the author to be a presentation
of the elements of such an Eol evaluation system ready-to-use. The main methodical structure
of this paper is based on recommendations for qualitative studies in [22]. At the same time,
this paper also includes quantitative analyses of both security gaps and ID proofing and
verification frameworks. Last, the Eol evaluation system proposed in this report is a

quantitative system allowing quantitative functionality testing in the future.

This study is based on an extensive literature review, stretching from first data collections in
2015, until last literature searches in 2017. Sources were found based on 1) online searches in
databases like IEEE Xplore and Springer Link, 11) recommendations from meetings with
employees of nine Norwegian ID stakeholder organizations, and I11) cooperation with the
EU-supported ORIGINS project including 15 European ID-stakeholders and research

institutions.

While it seems to have been performed quite some research on technical ID management like
for example biometrics [23,24,25,26,27], less research seems to have been performed on 1D
proofing and verification at policy level. Several of the sources used in this report is from
newspapers and non-scientific work such as guides and standards. The reason is that such
sources can provide information not found in research papers at this point of time. Another
research project on Eol evaluation has described the same benefits and need of using such

types of sources [28].

1.4 Ethical considerations

Descriptions of real-life ID-theft attacks performed in this project consists information on
how to perform ID-theft in Norway. It might be argued that this report reveals important
information which should be subject to a duty of secrecy. At the same time, most parts of the
fraud methodologies described in this work are already available online in different webpages
[29,30,31]. The author of this project has only put the available methodologies together. It is
assumed by the author that fraudsters easily can find the same information and perform the
same attacks as described in this work. The author has estimated the value of letting
government and other ID-stakeholders know about these vulnerabilities as higher than the

cost of eventual ID-fraud committed as a result of reading 1D-theft methodology in this
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report. The most obvious reason is that criminals will find this information anyway when

looking for it.

For the real-life ID-theft tests in this project, the author evaluated the use of a partner to steal
the ID of. Use of a such a fellow conspirator were evaluated to be within ethical and legal
limits. However, it was decided that the author as long as possible should only steal the
author’s own identity. The reason was that if any ID-related challenges should occur in the
aftermath, it would as much as possible only affect the author. A person with legal
background were consulted before and during the real-life ID-theft tests to make sure legal
boundaries were not crossed. In addition, security gaps found through the tests were
presented at the Norwegian Biometrics Forum in October 2016 [32], giving ID stakeholders
approximately a full year to close security gaps pointed out before they were published in this

work.

1.5 Possible errors and limitations

The ID fraud analysis given in this report is mostly based on single tests and sources like
news media. It is often single cases in media that have been used. This means that even
though security gaps are pointed out, this work does not say much about how frequent or

common any exploitation of these gaps are.

Uncertainty in the proposed Eol evaluation system will mostly be connected to which degree
correct requirements have been set for Eol evaluation in Table 7.1 and 7.2 of this report.
Requirements in the tables are mostly inspired by other nation’s guides and standards and
knowledge of the author. However, choosing correct requirements is a delicate task. At the
same time the introduction of digital ID documents complicates the process of choosing
correct requirements, since such ID documents are not covered directly in available guides
and standards. Use of main elements from ISO/IEC 29003 [2] does however ensure some

level of reliability and validity regarding main principles of Eol evaluation used in this work.
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1.6 Terms

Definitions used in this report are mainly based on the ISO/IEC 29003 standard on ID
proofing [2]. It is used because 1SO has a widespread portfolio of standards and it can be
assumed the 29003 standard will be used by many parties in practice. Other sources are used

where the ISO standard does not provide any definition.

Identity proofing — “Process to verify identifying attribute(s) to be entered into an identity
management system and to establish that the identifying attributes pertain to the subject to be
enrolled” [2].

Verification — “A process performed to determine whether the applicant is the owner of the
claimed identity” [8].

Evidence of Identity — “Evidence that provide a degree of confidence that a subject is
represented by the identity being claimed” [2].

Authoritative Evidence — “Holds identifying attribute(s) that are managed by an
authoritative party” [2].

Corroborative Evidence — “Holds identifying attributes that are not managed by an
authoritative party” [2].

Proofing information — “Information collected for identity proofing” [2].

Note 1: Evidence of Identity can be ID documents, document databases, official records, an
interview, a guarantor, own knowledge of the applicant, social footprint, biometrics, or a
detailed life story [33].

Note 2: Authoritative Evidence could be both a corporation controlled database and an
official registry. Corroborative Evidence may not be as up-to-date and accurate as
Authoritative Evidence [2].

Note 3: An authoritative party is an entity that has the recognized right to create or record,
and has responsibility to directly manage, an identifying attribute [2].

Note 4: Proofing information can be provided by either the subject or a reference [2].

11
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2.0 Literature review

2.1 Research from Academia

In 2004, Mason [34] conducted a survey considering the different forms that make up an
identity and in what circumstances identity may be necessary to establish in order to obtain a
service. The author claimed that by using paper documents, a fabricated identity can be
created overnight. However, attempting to create a false identity with an electronic

biographical trail, would according to the author take far longer.

In 2008, Evans-Pughe [35] did a survey exploring how secure our digital identity really is.
The history has shown that as more personal data is used and digitally spread, the less value it
has because it becomes more available. To follow up security, more and more person-related
data are required for authentication purposes. According to the author we need to decide what

is an acceptable level of publication of our digital identity.

Another study in 2008, by Agbinya, Islam & Kwok [36], had focus on a digital identity
management system. Using artificial neural networks, face recognition and fingerprint
recognition, a digital environment identity were developed in .NET and tested. A digital
identity management system using multi-modal authentication would according to the authors
play a very big role in reducing cases of identity theft and fraud on online services.

According to the authors the system was effective in providing the identities of the subjects.

In 2012, The authors Wu et al. [37] proposed a personal identity management cycle model
which could capture important events that happened around the management issues of a
personal identity. The authors hoped the model might be used to address different issues in
identity fraud. In their survey they presented an outline of a lifecycle model in capturing

essential events and conditions for a person’s identity.

In 2013, Yang et al. [28] investigated the status of Eols in the scope of ePassport issuance.
The authors attempted to define the implementation types, fraud scenarios, security
objectives, and trustability levels for Eols. This had according to the authors not been clearly
defined in existing research or in standardization societies so far. In addition, they
investigated recommendations from policy and technology perspectives towards highly
trusted future ePassport issuance standardization and practice. The authors gave the following

12
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recommendations: I) Eol security deserves more attention, and international standardization
efforts should be invested in this field. I1) To achieve compatibility with existing Eols, the
security enhancement should to the largest extent be backward compliant, for example
through barcode based solutions. I11) ePassport issuance authorities should be equipped with
cross-reference infrastructure to exploit the identity attributes redundancy between the
credential and the identity register records for data corroboration. 1) Multiple Eol databases
should be available for data corroboration among each other to ascertain the identity’s
validity before ePassport issuance. V) Security feature solutions with different levels of trust
should be planned for standardization to meet requirements from varied nations or regions.

V1) Biometrics can be an effective tool to prevent impersonation based fraud.

2.2 Research projects

In 2012 the European Commission decided to finance the FIDELITY project [38]. It analysed
shortcomings and vulnerabilities in the ePassport life cycle, and provided technical solutions
and recommendations to overcome them. Most of the results of this work are however
confidential. In 2015, the Commission also decided to fund the ORIGINS project [12]. The
ORIGINS project studied security levels of ID documents used in the passport issuance
process, and gave recommendations to close security gaps in ID document systems within the

EU/Schengen area. This project also resulted in mostly confidential reports.

Dealing with EUs external borders, FRONTEX [39] performed a study from 2010 to 2011 on
ePassport security. Objectives of the study were I) to establish an inventory of security
relevant issues in the context of the application for, production, and use of ePassports in
Europe, 1) to find differences among EU/Schengen member States and highlight eventual
problems for interoperability when the passports are used for identification at external
borders, 111) to identify best practices related to the issuance processes, and V) to suggest a
set of recommendations to restore security in the issuance process. The study concluded that
reliability of the ePassport issuance process is vital for EU border control. It further
concluded that since national ID cards of member states are also accepted as travel
documents at the EU/Schengen border, and the security of national ID cards are not

standardised, they might be considered as a weak link in border control.
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The Organization for Security and Co-operation in Europe (OSCE), arranged a roundtable
gathering in 2013 addressing the link between travel document security and population
registration/civil registration documents and processes [40]. The aim was to explore the latest
trends in forging travel documents, what measures that have been taken to securely identify
people in the process of travel document issuance, and what more the OSCE can do to
enhance international efforts that link travel document issuing systems to civil registry
systems as part of robust national identity management and travel document issuance. Main
findings were that; 1) secure civil registration systems and documents in many OSCE
participating states are central in the travel document issuance process, Il) civil registry
systems are gaining international significance and determine the level of trust in a country’s
travel document, 1) civil registry upgrades need to go in parallel with travel document
upgrades, 1V) the international community needs to continue dialogue on the possibility of
developing assistance related to the establishment and validation of identity during travel
document issuance, V) border control officers need to remain central to travel document
inspection, and V1) the variety and number of security features on current travel documents
are a “double edged sword” for border control (due to time limitations in checking security

features at the border).

2.3 Standards and guidelines

The Australian Attorney-General’s Department have developed a guide for national
identity proofing [9]. The guide states that the backbone of Australia’s identity infrastructure
is not a single identity card, but rather provided by around 20 government agencies that
manage over 50 million core identity documents. The infrastructure is also supported by non-

government organizations like banks and universities.

The guide claims that the Eol strength level of a person’s identity is established through 5
main identity proofing objectives; I) confirm uniqueness of the identity in the intended
context, 11) confirm the claimed identity is legitimate, I11) confirm the operation of the
identity in the community over time, IV) confirm the linkage between the identity and the
person claiming the identity, and V) confirm the identity is not known to be used
fraudulently.
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All these objectives are evaluated using 4 levels of assurance (low, medium, high and very
high). The very high level is considered the gold standard and is used for passport issuance.
The guide states a variety of requirements to achieve this Eol strength level, including highly
trusted governmental 1D documents. For those who cannot fulfill the requirements,
alternative methods can be used, such as providing multiple less trusted ID documents, or in

case of children, verifying the ID of the parents.

The UK’s Cabinet Office has issued a good practice guide on ID proofing and verification
of individuals [8]. The guide explains that within UK there is no official set of attributes or a
single issued document with the primary purpose of identifying an individual. Instead, a
combination of different Eol provided, the strength of it, the related verification and
validation processes, as well as the activity history, can be used to evaluate the Eol. The UK
guide further depicts four levels of identity proofing, where the fourth level includes the use
of biometrics to link the examined person to the claimed ID. An example of the ID proofing

process can be seen in Figure 2.1. The guide recommends that all these steps are adequately

completed.
Applicant Claimed Identity Assured ldentity
= > >
Applicant states Applicant verified as
claim to identity the Claimed Identity

Activity Evidence

shows historical and
Identity Evidence regular activity of the
shows the existence of Claimed Identity
the Claimed Identity

Applicant provides
Identity Evidence
be fraudulent

Identity Fraud checks

show that the Claimed

Identity is not known to
o

Gop~Canny
> -

€ 3
i
Identity Evidence Activity Evidence Identity Fraud Intelligence

Figure 2.1: Overview of the ID proofing and verification process by the UK’s Cabinet Office
[8].
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The New Zealand Department of Internal Affairs has worked out a national Eol standard
related to online services and E-governance [6]. The standard is meant to provide government
agencies with good practice guidance about the required process for initial establishment and
subsequent confirmation of an individual’s ID. It enables agencies to determine the level of
risk as low, moderate or high for each of their services, and to identify appropriate Eol
requirements. Listed Eol objectives in the standard are; 1) ID exists, I1) ID is a living ID, I11)
presenter links to the ID, 1V) presenter is sole claimant of the 1D, and V) presenter uses the

ID in the community.

The Canadian Treasury Board Secretariat has presented a standard on ID and credential
assurance [7]. The objective with the document is to ensure that ID risk is managed
consistently within the government of Canada as well as other jurisdictions and industry
sectors. The standard describes four levels of ID assurance: Little confidence, Some
confidence, High confidence and Very high confidence. The same levels are connected to
credential assurance (confidence level that the individual has maintained control over a
credential that has been entrusted to him or her and that the credential has not been
compromised. In addition, the standard lists a set of minimum requirements to establish an
ID; 1) uniqueness, 1) Eol, I11) accuracy of ID information, and 1V) linkage of ID information
to individual. Eol in this context are defined by the Secretariat as a record from an

authoritative source indicating an individual’s ID.

The Norwegian ID Network are currently working on a national ID establishment guide.
The draft [10] suggest an 1D establishment process can be divided into; I) gaining Eol, 1)
controlling Eol against information about the ID, and Il1) determining if provided Eol
strength level matches Eol requirements of the service applied for. Further, the ID Network
divide Eol into; 1) information about identity that the person him/herself provides, 1) ID
document issued by a public or private company, I11) written declaration about claimed 1D
from a reference person with known ID, and/or V) information about ID from other known

Sources.
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The International Organization for Standardization are developing the document
ISO/IEC DIS 29003 [2], with the title Information technology — Security techniques —
Identity proofing. This up-coming international standard includes guidelines for identity
proofing of persons, as well as specifies four levels of identity proofing, and requirements to

achieve these levels.

The International Civil Aviation Organization (ICAO) has written a guide proposing
measures in different areas of interest throughout the travel document issuance process where
a high level of confidence may be achieved [11]. The Guide includes three key principles
that are central to most Eol frameworks (Figure 2.2). The three principles include a set of Eol
objectives to assure confidence in a person's ID prior to issuing a passport; 1) ID exists, I1) ID
is a living ID (not deceased), I11) applicant links to the 1D, 1V) applicant is the sole claimant

of the ID (is not using another ID), and V) presenter uses ID in the community.

. - ) , y
1. Identity Exists 2 Person Links to Identity 3. Person Uses Identity
Objective A Objective C Objective E
To determine that the To determine that the ) To provide confidence of the
identity exisis (Le. that the applicant links to the identity applicant's use of the
identity is not fictitious) identity
Objective D )
Objective B To provide confidence that
To determine that itis a the applicant is the sole
living identity claimant of the identity
- - - " - -

Figure 2.2: Key principles that are central to most Eol framework standards [11].

ICAO has also worked out an international guide for assessing security of handling and
issuance of travel documents [33]. The guide recommends best practices to prevent and
mitigate security threats at every step of the passport issuance process. Use of risk
assessments and audits for achieving best practices is emphasized, as well as the importance
that entitlement decisions should not be outsourced. Privacy and protection of data in the
application process is also mentioned as important, as well as standardization of routines and
application forms related to document issuance. Also, governments are encouraged to always
establish that a person’s ID is real — for example by checking that the 1D actually belong to a

living and not deceased person, through crosschecking suggested ID documents.
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The Fast I1Dentity Online alliance (FIDO), has developed a specification document for a
universal authentication framework [41]. The framework is designed to enable online
services and websites to leverage strong user authentication. It also shall reduce problems
associated with creating and remembering many online credentials. The architecture of the
framework is pictures in Figure 2.3, which illustrate an authentication process, using for
example face image, fingerprint, or voice print. Organizations fulfilling certain security

requirements can be certified by FIDO as authenticator at 2 different security levels.

User Device Relying Party

FIDO Client

(Windows, Mac,

i0S, Android, ...) Initiate Authentication

Authentication Reguest
+ Challenge + Policy

Authentication Response
Signed by User's Private Key

FIDO Authenticators

Validate Response
Using User’s

Private Key Public Key

(specific to User + RP

WebApp)

Verify User & Unlock

Figure 2.3: Authentication message flow by the FIDO alliance [41].

2.4 Legal regulations

The European Union regulation No 910/2014 on electronic identification and trust

services for electronic transactions in the internal market (eIDAS) entried into force in
July 2016. The regulation facilitates a mutual approval of each member-states solutions for
elD. It covers eSignatures, eSeals/stamps, eTimestamps, secure digital mail and certificate
services for webpage authentication [42]. eIDAS defines 3 security levels: low, substantial
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and high. The levels are in general connected to the level of confidence in the claimed or
asserted ID of a person. The confidence is built with reference to technical specifications, the
related standards and procedures, including technical controls, with the purpose to decrease
any risk of misuse or alteration of the ID [43].

The European Union proposal for a regulation on information and communication
technology cybersecurity certification (“Cybersecurity Act”) lays down a framework for
European cybersecurity certification to increase trust, cybersecurity and resilience in
Europe’s internal market. For certification purposes, it with similarity to eIDAS proposes to
use 3 assurance levels: basic, substantial and high. These assurance levels are meant to apply
for both ICT products and for services. As ID management becomes more digitalized, this
regulation becomes relevant also for this field. To achieve each of the proposed assurance

levels, certain criterions laid down in the regulation have to be met [44].

3.0 Fraud analysis
3.1 Fraud methodology

ID document fraud can mainly be divided into two categories. The first involves false ID
documents, and the second involves genuine 1D documents. Fraud involving false 1D
documents can further be divided into the following sub categories; 1) forgery, which
involves changes made on a genuine ID document, 11) counterfeit, which are full
reproductions of original ID documents, 111) pseudo, which includes fantasy documents,
camouflage documents and similar, and V) stolen blanks, usually meaning fraudulently

obtained genuine documents which are unlawfully personalized.

Fraud by genuine ID documents can mainly be divided into illegal use and irregular use.

Illegal use considers; I) impersonation fraud, which means use of an ID document from a
legitimate owner with similarities to the fraudulent user, and Il) fraudulently obtained ID
documents, which relates to use of a dishonest issuing officer or in any other way

manipulation of the ID document issuing process in order to obtain a genuine document.

Irregular use might consider ID document misuse or use of expired 1D documents. Such acts

can be accidental and not deliberate, but it can also be part of illegal use. Irregular use can for
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example be combined with false ID documents in relation to fraud. Figure 3.1 gives an

overview of all the described ID-document fraud categories [45].

| e
¢

lllegal use Irregular use l l l l
Fraudulentl
Impem- rz;t;:Edv = = . . . -
nation document document
document

Figure 3.1: Common fraud methodologies for ID documents [45].

3.2 Fraud statistics for Norwegian ID documents

In 2015 the Norwegian ID Centre published a report on fraud statistics, showing 866 cases of
ID document misuse were reported in Norway during 2014 [46]. This kind of fraud seems to
have increased over time, from 678 cases in 2012 and 787 in 2013 [47]. 659 people were
caught performing the 787 ID document fraud cases in 2013. That indicates it was common
to carry only one fraudulent ID document for each person. Both in 2013 and in 2014, the
main country of origin regarding fraudulent ID documents used in Norway, was Italy. Further
the statistics showed that during 2014, the largest representation of ID document fraud were
completely falsified documents, representing more than 50% of total ID document fraud [46].
On second and third place came document manipulation and imposter documents. Further,
passports and national ID cards were first and second regarding types of ID documents most
used for fraud. On third place were found residence permit, and on fourth driving license [46]
(Figure 3.2).
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Figure 3.2: Different types of ID document fraud revealed in Norway in 2014 [46,47].
According to the Norwegian ID centre the category “other documents” includes documents
like military ID, marriage certificate and transcripts from the National Registry.

3.3 Fraud examples world wide

There are many examples of where 1D document fraud, mainly through exploiting poor ID
proofing, have or probably have been used to commit shady governmental missions as well

as serious crimes. Below follows some examples of each.

During the 2010 Dubai assassination of Mahmoud Al-Mabhouh, 27 assassins - who most
of them believed to be members of an elite unit of the Israeli intelligence agency Mossad -
arrived the United Arabic Emirates using 12 British passports, 6 Irish passports, 4 French
passports, 4 Austrian passports and 1 German passport. The German passport was issued to a
“Michael Bodenheimer” by a registration office in Cologne, Germany’s fourth largest city.
The passport can be seen in Figure 3.3. By claiming to be from a family of victims from the
Nazi regime [48], and providing a marriage certificate of his parents [49], the assumed Israeli
agent were able to get issued a German passport. According to the newspaper Der Spiegel,
Bodenheimer did not live in Cologne as he had claimed in his application, and no other
person by that name lived there at that time either [48], suggesting the identity was
fabricated. In this case certain rules of the German constitution were exploited, saying those
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persecuted by the Nazis, as well as their children and grandchildren, can petition for

repatriation [48].
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Figure 3.3: According to Landytown and Ynet news, the figure shows the passport of
“Michael Bodenheimer” [50], and a list of suspected hit squad members [51].

Uwe Mundlos was a member of the German extremist trio forming the National Socialist
Underground. Preceding his suicide in 2011 he and his two fellow criminals were
responsible for 10 extreme right-wing motivated homicides, 2 bomb attacks and at least 15

bank robberies.

While on the run, the trio were hiding for a while in the German town Chemnitz, where they
were allowed to stay in an apartment owned by a man named Max-Florian Burkhardt. Max-
Florian, with a face looking quite similar to Mundlos, and being approximately of the same
height and build, gave Mundlos his ID card and his birth certificate to apply for a passport.
Mundlos had passport pictures taken of him and went to a registration office. In 1998, the
Chemnitz city government issued a passport that contained the personal data of Max-Florian

and a photo of Mundlos [52]. Now there were two persons using the identity of Max-Florian.

The passport and the half-burned birth certificate were later found in the burned-out camper
of Uwe Mundlos. Figure 3.4 show the mentioned passport with Max-Florian Burkhardt’s data
and the picture of Uwe Mundlos. Uwe Mundlos lived in hiding using the identity of Max
Florian Burkard for nearly 13 years (1998 — 2011) [52]. When disappearing in 1998 Mundlos
actually did not travel further than 100 km. In addition, the NSU trio went on frequent

vacations inside Germany while on the run without getting caught, showing how effective
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such impersonating fraud might be, as well as the potential of crimes to get away with over

time while living under such a false identity.
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Figure 3.4: According to NSU leaks, the figure shows the passport of Uwe Mundlos with
Max Florian Burkhart'’s identity [53].

After the 2008 Mumbai terrorist attacks, a Pakistani father and son managing a money
transfer agency in Italy were arrested for having sent money - using the stolen ID of another
Pakistani man who had never been in Italy and never was involved in the attacks — to activate
internet phone accounts used by the attackers and their handlers. The money transfer to a US
company gave the attackers five lines over the internet, which were difficult to trace, and

allowed the militants to keep in touch, even during the rampage [54].

According to the online encyclopaedia Wikipedia, it was in 2010 revealed a group of ten
Russian agents in the USA. One of the agents were allegedly using an Irish passport. The
passport was issued in the name Eunan Gerard Doherty, to a Richard Murphy (later identified
as the Russian Vladimir Guryev). The Russian embassy in Dublin declined to comment the
allegations that its officials had used a counterfeit Irish passport. It was later revealed that
passports of up to six Irish citizens may have been compromised by the Russian agents. This
led to the expulsion of a Dublin-based Russian diplomat in 2011 [55].

3.4 Fraud examples from Norway

ID document fraud can be possible in many different ways. One uncommon example is the

data migration error when updating the Norwegian National Registry in the early
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1990ies. The error wrongly registered everyone who migrated from Norway between 1960
and 1975 as Norwegian citizens. The mistake was noticed when several Moroccans showed

up at the Norwegian Embassy in Rabat, requiring Norwegian passports [56,57,58].

Another example is the so-called Passport man incident, where a story about passport fraud
were used to fool the Norwegian Broadcasting Corporation (NRK) as part of a well-planned
economic fraud in 2016. A person NRK named the “passport man” claimed to use dishonest
servants in the Greek ID document issuing authorities to fraudulent obtain real ID documents
for a Norwegian business man. The fictive Greek ID could be used to open bank accounts,
get issued bank cards, buy properties, and travel freely in the Schengen area without leaving
traces. NRK published the story, but removed it when the scam was revealed [59,60]. It is
believed the business man had no involvement with the ID document fraud, but instead was
framed by his ex-wife and a previous business partner. That way they could claim in court
that he was hiding away money in foreign countries, supported by fabricated 1D evidence and

NRKSs false news-reportage [60].

Another ID fraud example is the false twins’ social security fraud. By claiming to have
given birth at home to the twins Maxima and Hakon, a Romanian woman living in Oslo
managed to milk the social security system for almost 100.000,- Euro between 2003 and 2010
[61]. The method used consisted of a pregnant woman visiting several doctors in other
women’s names, getting them registered as pregnant. When the child was born, the child was
borrowed to the other women so they could visit health institutions claiming to have given
birth at home. This way the child was registered several times, each with a different woman
as the mother. The child would in each case get a unique national 1D number, triggering
supportive payments. In 2013 more than 70 false identities were removed from the

Norwegian national registry after a campaign against this type of fraud [62].

A last example can be the false EEA worker case, where a carpenter from Armenia managed
to acquire seven different Norwegian IDs. Pretending to be an EEA worker, he managed to
fraudulently milk the social security system for about 50.000,- Euro. According to NRK,
control of ID documents from EEA countries are poorer than for example control of asylum
seekers ID documents [63]. EEA ID documents is today assumed by many to be the easiest

way for fraudsters into the Norwegian ID system [63,16].
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4.0 Real-life fraud testing

The following two test scenarios were worked out by the author based on results of the
literature review previously described. Passport issuance is used as the final in both tests as
passports can be seen as the physical ID document with highest trust in the community and

therefore most valuable for people committing ID fraud.

4.1 Get a passport issued based on a counterfeit driving license ordered on
the dark web (attack A)

Background

Ordering counterfeit Norwegian driving licenses or other ID documents on the dark web, has
been described in Norwegian and Swedish newspapers [59,64]. These newspapers give an
impression that it is easy to purchase a false ID document online.

Planned methodology

1) Order a counterfeit Norwegian driving license on the dark web with a picture of the author

and fictive biographical information.

2) Order a Norwegian driving license from the Norwegian Public Roads Administration
including only the same security features as the false license from the dark web. The license
should have a picture of the author and biographical information of a fellow conspirator.
Then the author shall try to order a passport in the fellow conspirator’s name at a Police
office. This shall be done by reporting the previous passport as stolen and using the

“counterfeit” ID document from the Road Administration.

Note: The reason for using a driving license “counterfeited” by the Road Administration in
step B, is to avoid transferring any biographical information concerning the fellow

conspirator to a criminal 1D document supplier in step A.

25



26

Execution step 1

The author ordered a Norwegian driving license from at a fraudulent supplier’s webpage [65]
mentioned in the media [59,64]. The order was placed anonymously through an unverified
email account using the TOR (dark web) browser. The supplier’s email address was

displayed on the webpage as seen in Figure 4.1.

o b "t e SalePassportsFake.cc Order Form

By placing your order, you must have read and agreed to our Terms of Service.

Services | Samples Contacts The order procedure is the following:
i 1. You send us all the necessary information (depending on the decument you want te arder). We
receive and process your order and give you payment information.
2. You pay 25% upfront money as prepayment for document(s) producing.
= 3. We start b produce your document{s). Time constraints are 2-5 days [depending on your arder).,
: [Price for IPrice for IPrice for Passport 4. We send you photes of your ready-mad You check all the details and give us
o [Price for  |[Passport + b rt + ID + Driving li confirmation.
untry Passport  |[Driving as=pol riving license 5. You send us the rest of full amount and your delivery address. You will receive your document(s) in
license feard + ID card several days via UPS, FedEx or DHL {free of charge for you).
Wustralia 600 Euro || 700 Euro 700 Euro 800 Euro
Belgium 500 Euro || 600 Euro 600 Euro 700 Euro We accapt fallowing payment method:
Brazil 400 Euro - - - 1. Westerm Union [westermlin on.eom)
Western Union is a global leader in money transfer and message services, with a history of pioneering
\Canada 600 Euro || 700 Euro 700 Euro 800 Euro service dating back mare than 150 years, Western Union continues today to help consumers and
businesses transfer maney or make payments using maney orders and other eléctronic Sysbems,
fireland 550 Euro | 650 Euro 650 Euro 750 Euro Comsumers can quickly and easily transfer money to more than 170,000 Western Union Agent
Italia 550 Euro || 650 Euro 650 Euro 750 Eurg ions in over 190 ies worldwide - the largest network of its kind. Western Union also
e markets more than one quarter billion money orders every year. With about $3 billion in revenue,
Finland 500 Euro || 600 Euro 600 Euro 700 Euro Western Union remains an industry leader with an eye toward providing fast and reliable money and
messaging services, Australia, Austria, Canada, France, Germany, Ireland, Ttaly, Netherlands, New
[France 600 Euro | 700 Euro 700 Euro 800 Euro Zealand, Norway, Sweden, United Kingdom and United States eitizens can pay online using a Visa or
lzermany 600 Euro | 700 Euro 700 Euro 800 Euro MasterCard m’:::;de"'tﬂ"ﬂ- o
3 Lmoney
Malaysia 450 Euro - 550 Euro - Mune-.-l::am is & global leader in international money transfers and Travelers Express is the largest
processor of money orders in the LS. Together we are two trusted names making up MoneyGram
Netherlands || 600 Euro || 700 Euro 700 Euro 800 Euro International, Inc. We have helped people and busi by providing reliable and
convenient payment services since 1940,
Norway 650 Euro | 750 Euro 750 Eurg 850 Euro 3. Bitcoin {www.bitcoin.org) Bitcoin is an anonymous decentralized digital currency that enables
Poland 500 Euro || 600 Euro 600 Euro 700 Euro im& payments :n anv:;na- anru::‘-ere in the world. ;:;lhr;e lir:: ;@Sﬂr_nnlem:nmiw ul:m
eryptocurrency, a form of money that uses cryptogral control its creation and management,
Portugal 300 Eurg || 600 Euro 600 Euro 700 Euro rather thunIEI\:ingnn central authorities.
Spain 550 Euro || 650 Euro 650 Euro 750 Euro
T I  Epr—— To get the additional information and place the order mail us:
Bwitzerland 650 Euro || 750 Euro 750 Euro B850 Euro support@salepassportsfake.cc
Gweden 330 Eurg || 630 Euro 650 Euro 750 Eurg
lUnited You can find all necessary information to place an order for passport below:
y 650 Euro || 750 Euro - -
Kingdom = Your surname:
JUSA 700 Euro || 800 Euro 800 Euro 900 Euro o :
- our given names:
For some countries we have an unigue option to register passports in official v Your zex (M or
government department databases. To gat more details please contact with cur I
Suppor 1 fake.cc = Your date of birth:
dditional services Price for one unit » Your place of birth (city and country):
ocuments duplicatin extra 100 Euro | P
= = s Your passport number {optional):
I\;’|sa,l’stamgs affixion exira 25-110 Euro
= Date of issue {opticnal):
Prices on specific services like producing passports and d ts for countries N -
not listed abowve, duplicates, stamps, dipl tic passports and others should be = Issuing autherity (optional}:

discussed with our operator and may be variable. N
= Your address (optionalj:

Figure 4.1: Website offering falsified ID documents on the web [65].

The supplier confirmed the order the next day and asked for a deposit of 25% of the price
amount. The author suggested to use a deposit service for secure online payment, to make
sure the product would be delivered before the money were transferred to the supplier. The
supplier declined this suggestion. As a second option the author suggested to meet at any
international airport to make the exchange of money against the ID document. The supplier

declined this possibility as well.
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The pricelist as can be seen in figure 4.1 show that 25% of the total price is a significant
amount of money. For example € 125,- for a Belgian passport. The lack of any warranty that
the buyer will receive anything, leaves purchasing an ID document at such an online store an
option for desperate or less thoughtful people only. The risk of being scammed is very high.
By browsing forums for experiences of online buyers of ID documents, it seems many of

these people trying to buy ID documents online have been scammed [66,67].

According to the forums the methodology of scammers posing as counterfeit ID document
suppliers is usually to ask for a deposit or payment up front, and after the buyer has payed he
or she will never hear from the scammer again. Another methodology described is to ask the
buyer for a small deposit first, and keep the contact with the customer to create more trust.
Later, the supplier will show the buyer pictures of ID documents with the customers chosen
biographic information, and the customer is asked to pay the rest of the amount to have the
finished document(s) sent by mail. After the customer pay the rest of the amount, the contact
will cease, and no ID document will be received by the customer. It is speculated in forums
that the ID documents were created in Photoshop or a similar program only. This further
gives reason to believe such webpages is mainly used to fool people, and there is a great
chance the real ID document sales market is instead somewhere else. For example in real life

or in trusted dark web chat rooms.

Execution step 2

At this point the author decided to terminate test A based on 1) it was not found any
possibility to purchase a falsified driving license without incredible risk of losing huge
amounts of money, 1) the author had limited time resources, and did not have time to look
further for closed chatting groups or physical market places of falsified ID documents, and
[11) since the author had no sample model for the Public Road Administration to make a
falsified driving license from, the motivation for continuing with this in order to test the
passport issuance routines of the Police were reduced. Test of passport issuance was instead

intended to be postponed to the next test - attack B.

27



28

4.2 Get a passport issued based on ID documents mailed to a fictive address
(attack B)

Background

Newspapers have reported that scammers have installed mailboxes in fictive addresses for
real-person victims [30]. This show it is possible to change the victim’s address to fictive
mailboxes and have important mail sent to these without the victim’s knowledge.
Authentication by the use of a national ID number is needed to perform such a mail address
change. Klingsheim [29] has previously showed that a Norwegian national ID number can be
found in an online guessing attack within a few minutes. With control of the victim’s mail
box and also the national 1D number, it is assumed that ID documents can be ordered by a

scammer in order to steal the ID of the victim in an impersonating type attack.

Planned methodology

1) Performing a guessing attack on the authors national ID number and order an address
change to a new mailbox installed by the author. Then, order new real ID documents (birth

certificate, bank card and so on) to the new mail box.

2) Loan ID documents from a fellow conspirator corresponding to the 1D documents
successfully received to the mailbox. Then use these ID documents in an attempt to order a
passport at a Police office, using the imposter method and reporting the previous Passport as

stolen.

Note: The link between step 1 and 2 is that if the author can create a fictive address for
himself and get sent ID documents there, he can also do this for other persons. However, by
doing it this way the fellow conspirator will be less involved and has a lower risk of any

discomfort, since the author do not have to imposter him at the earliest steps.

Execution step 1

The author successfully guessed his national ID number, changed his address and ordered and

received the following ID documents: Birth certificate, residence certificate, marriage
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certificate, bank card (without portrait) as well as MinID and BankID elD access. The

methodology is described more into detail in the following subchapters.

Guessing national 1D number

A national ID number can be discovered through a guessing type attack [29]. The attacker has
to know the victim’s name and birth-date before the attack can be launched. Such information
can often be found in web pages like facebook. Facebook also usually include a portrait of
the profile holder, which can be checked by the scammer in case it is desired to make an
imposter attack.

The national 1D number consists of 11 characters, where the first 6 are the date of birth. The
7" and 8" number is given based on what group of years the individual is born. The 9%
number is referring to sex and will be an odd number if the sex is male and even number if
the sex is female [68]. The last two numbers (10" and 11'") are control numbers (k) that can
be calculated based on the previous numbers using the following algorithms available online
[69]:

ki =11-(B*d;+7*dy+6xmy+1xmy+8xy +9*y, +4xi; +5xi,

1)

+ 2 x i3) mod 11)

ky=11—-(5*dy+4*dy +3+xmy+2+my+7xy +6xy,+5xi; +4x*i,

()

+3 i3+ 2xky)mod1l)

In the algorithms d = day, m = month, y = year and i = individual number. To demonstrate the
concept, a date of birth could be 21.01.1983. That gives 210183 as the first 6 characters. The
next 3 numbers have to be between 000 and 499 since those were used between 1900 and
1999, or 900 and 999 since those were used between 1940 and 1999 [68]. That gives 000-499
and 900-999 = 600 numbers. Those 600 can be divided by two because the owner of the
number is either male or female and therefore only numbers ending with one odd or even
number needs to be considered. That leaves only 300 individual numbers to be tested in the

guessing attack. If the attacker is low-tech, the numbers can be tried manually in a tele-
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company’s web-pages. However, by using a custom script, these possible numbers can easily

be run through a web page in an automatic way to save time.

Since a user only must provide name and national ID number to order a phone number, and
tele-companies want to make a credit check of the person before approving the customer, it is
possible to exploit tele-company’s webpages for this kind of attacks. If the typed national 1D
number is wrong, an error message will be given along with a possibility to try again. The
author has not found any limit in amounts of tries. However, if any company has such a limit,

there are plenty of other tele-companies to choose between.

The author of this project tested the algorithms above on his own national ID number, and
found the calculations to be correct. When the correct national ID number is found at the tele-
company’s web-page, the owner of the ID number will get a notification by mail that
someone has made a credit check on him or her. However, to what extent people are reacting

to such a credit check notice is unknown.

Address change

The Norwegian Tax Administration has registered two addresses for any person with
residence in Norway. One residence address and one mail address (they can be the same
address). The Tax Administration allows change of mail address through the use of an
address change form sent by regular mail. The form includes the applicant’s name, address
and national ID number. A copy of a passport, driving license, or other ID document which
includes birth-date, signature and picture must be attached to the address change form. It is
assumed to be quite easy to either take an unnoticed photo of such a document from any
place someone would keep it, or just to falsify data on such a document in programs like
Photoshop. This allows address change without having an actual ID document, and by using
traditional mail it will not be performed a true authentication of the person asking for the
address change.

In this test, it was used a bad scan of a real driving license. It is assumed such a scan could
easily be created in Photoshop. The address change form was written by the right-handed
author, and signed by a left-handed helper. This document including the scan of the driving
license can be seen in Appendix 12.4. The email address was created in a mail service which
does not authenticate the subscriber. This allows anyone to be the owner of the email address,
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especially if the TOR (dark web) browser is used to create the account. The phone number
used was real, but there were no phone calls or messages received regarding the address
change, so here a phone number found in a public phonebook could be used safely. The
author logged into the public services webpage Altinn a few days later and could see that the

address had certainly been changed.

The author at the same time installed a mailbox at a chosen external address (Figure 4.2). The
mailbox had the name of the author written on it. Neither the building administration nor the
neighbours were told about the experiment, so they had the chance to remove the mailbox if
they would discover that it did not belong there. The mailbox was not removed and the author

did not receive any comments about it over a time period of two weeks.

The author also asked a post officer on service delivering mail, if she would put an addressed
letter in a mailbox somewhere even if it was an additional mailbox looking out of place. She
said yes and said there are many places where there are extra mailboxes looking like they
don’t belong there, but as long as the mailbox matches the address on the letter, the letter will

be delivered in this mailbox no questions asked.

Figure 4.2: Hallway where the new mail box was installed. 1) Before mailbox is installed. 2)
After mailbox is installed.

Birth certificate

It is not possible to order a birth certificate from the Tax Administration online without using
an authentication method like BankID or MinID. To circumvent this, the author called the
Tax Administration and ordered a birth certificate by phone. This was possible by providing
the national ID number. The operator said the birth certificate wold be sent the next day. As a
security precaution, it could only be sent to the address registered in the National Registry.
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Although previously changing the address in the National Registry, the birth certificate did
still not arrive in the new mailbox. After another phone call to the Tax Administration, the
author discovered the reason was that the address had not been changed at the Postal Service
equally to the address in the National Registry. The address change at the Postal Service was
however possible to do over phone by providing the national ID number as authentication
only. After the address change at the Postal Service, the birth certificate arrived at the new
mail address. Neither the Tax Office nor the Postal Service sent any notification to the old

address, or to the address owners phone or email, to notify that the address had been changed.

During the phone-call with the Postal Service, the operator said they do not allow changing
mail address over phone unless it matches the address registered in the National Registry.
The only possibility to change mail address at the Postal Service to another address than the
one registered in the National Registry is to either use an elD like BankID or MinID, or
showing up in a postal office with an ID document. This means the easiest way to get a
fictive address is to change the address at the Tax Administration by using a picture or scan

of an ID document as described above.

Residence certificate

The author called the Tax Administration again to order a residence certificate. The operator
said it was preferred that the certificate was ordered online by use of MinID or BanklID, but
since the phone conversation was already started, the author was allowed to make the order
anyway. The operator asked if it was correct that postal address and residence address was
different addresses. The author answered yes to that, and the residence certificate was
successfully received a few days later. Note again that there are three addresses in use; I)
resident address by the Tax Office, I1) mail address by the Tax Office, and I11) mail address
by the Postal Service. In this test, the mail address by the Tax Office matched the mail
address by the Postal Service, which was enough to receive the important mail at the fictive

address.

Marriage certificate

The author got married during the time these fraud-tests were performed. The marriage
certificate from the actual marriage was one of the documents received to the mailbox at the
fictive address.
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Driving license

The author tried to order a new driving license from the Road Administration over phone.
However, this could not be successfully executed. The operator explained it was a demand
that applicants show up at a Road Administration office in person in order to have issued a

new driving license.

Bank card

Ordering a bank card could be successfully done over phone by providing the national ID
number. The operator did however ask a few questions about what happened with the old
bank card, where the author explained it was lost on a mountain trip. As a deviation from the
author’s plan, the bank card was by default sent as a bank card without portrait. This means
this bank card is not approved as Eol by many service providers, like for example the Postal

Service, or for voting in government elections.

MinID elD access

MinlID is today the only highly trusted eID in Norway which is free or does not require
opening a bank account. It can be used to access tax information and a lot of other social and
public online services. The author entered the elD webpage of the Agency for Public
Management and eGovernment [70] where the only thing needed to open the MinID account,
was the national ID number. After typing the national ID number, the author got a message
that log-in codes were on the way to his mail address registered in the National Registry. The

codes were received a few days later.

BanklID elD access

BankID is the highest trusted elD available today for regular private individuals in Norway
and gives access to the most protected public services and many private services offered
online, with finances being an obvious example. To order this authentication service for the
first time, the user must have been through the authentication process connected to opening a
bank account. It was however assumed here that the attacker knew the victim’s bank. The
author therefore called his bank and claimed he had lost his BankID password generator. By
providing the national ID number over phone, a new BankID password generator was sent to

the author’s mail address registered in the National Registry. It was received a few days later.
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A BankID password generator alone does not give access to bank accounts or other services.
To be able to gain such access, there is a personal password only known to the user that
should be typed in as well. There are however two possibilities to get this password; 1) to buy
profiles with general passwords on the dark web from webpages offering such services
(usually based on hacking activity), or 1) to get a new password from the bank (by
pretending to have forgotten the old password). Option Il appears to be the easiest possibility,
but the method has not been tried in real-life by the author. To obtain a new password, the
related bank must be contacted. According to Difi [71], the bank will then send a new
password for BankID to the owner’s pre-registered email, and also send a notice to the
owner’s registered phone number. However, as probably both email address and phone
number can be changed through a phone-call to the bank using national ID number as Eol,
these measures are probably not sufficient. At the bank Nordea’s web pages, the email and
phone number can even be changed in a web browser during the password restore process
without authentication, triggering a new password to be sent to the mail address registered in
the National Registry [72].

Execution step 2

Documents the author could use in an attempt to get issued a passport in someone else’s
name would be the following: Birth certificate, Residence certificate, Marriage certificate and
a bank card without portrait. In addition, the author could collect life history and family
related information of the “victim” in social media and by the use of online public services

accessed by MinID or BankID.

The author made several attempts to make an agreement with the Police on a passport fraud
test. Personnel on several levels in the passport issuing office in Oslo as well as personnel at
national level with responsibility for passport issuance were contacted over a time period of 6
months. Although answers were mostly positive, no one seemed to be in the position of
actually being able to allow a passport issuance fraud test. To try having a passport issued in
another person’s name without the approval of the Police would be on the edge of legal
regulations, even with a consent from a fellow conspirator. Therefore, test 2 was terminated

at this point.
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5.0 Security analysis of common Norwegian Eol

In this chapter security related information will be reviewed concerning the four most
common Eols in Norway, in addition to the coming National ID Card. The information gives
a platform for evaluating weak links in the Norwegian Eol system, whether it is technical
security features, issuing routines, or other issues. Figure 5.1 shows an overview of

commonly used Norwegian ID documents.

Norwegian ID document system

Digital Refereance type ID documents (DRID)

Main Eol sources Other possible Eol sources Eol sources coming soon International ID document references
MNational DUF Passport Driving licence National ID NID center's list of
registry Registry registry registry card registry databases

Physical Personal type ID documents (PPID)

Main passport-level Documents at passport level that are
Other documents at passport level .
documents coming soon
Regular Immigrants Sea service Diplomat Emergency Emergency National ID card
passport passport book passport passport-»2016| |passport 2016-> 2018->
Travel Service Special
certificate passpart passport

. . . . . Other documents including both Documents including portrait of holder
Main documents including both portrait and National 1D Number ) . .
portrait and National ID Number but not National ID Number
Driving Bank card Bank card - Student Driving license
) Military ID Postal ID card
license ->2016 2016-> 1D card for boat

Documents including holders signature (no portrait, date of

Documents including National ID Number of holder but not portrait ) )
birth, national ID number)

Tax card Marriage Birth Address )
. L o Library card

->2014 certificate certificate certificate

Documents including holders date of birth (no portrait, national Documents including holders name (no portrait, date of
1D number, holders signature) birth, national ID number, holders signature)
Baptism Citizen Citizen ) Vehicle
L A Credit card ) )

certificate letter resolution registration

Digital Personal type ID documents (DPID)

T Digital ID including portrait Digital ID usually including Digital ID usually including portrait,
and date of birth history of user activity date of birth and history of user activity
Digital E-mail
MinID BankiD e mai Facebook account
student ID account

Figure 5.1: Overview of commonly used Norwegian ID documents. The overview was
developed as part of this project. Colours are used for visualization only and have no
function. Year illustrate when a new version came and an old version was phased out.
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5.1 Regular Norwegian passport and the passport registry

A physical inspection of a Norwegian ePassport shows it include data like name, nationality,
hight, national 1D number, sex, place of birth, the passport issuing authority, date of issuance,
date of expiry, signature, portrait and fingerprint of holder. ePassports are currently produced
globally at a security level making forgery difficult. As visualized in Figure 5.2, an ePassport
specified by the International Civil Aviation Organization in document 9303 [73] contains
both visible and invisible security features including ultraviolet, visual and infrared. Globally
it also has an embedded RFID chip which contains biometric data in form of face image
(mandatory) and fingerprint or iris images (optional). Norwegian passport holders are
registered in the Norwegian Passport Registry. The registered information might at least
include name, national ID number, signature, height, hair colour, place of birth, and the
address where the passport was sent [74]. Additional information can also be registered,
typically face photo and signature. The Passport Registry is controlled by the Norwegian
National Police and access is governed through the Norwegian passport law and the personal
data act. For example might a police officer working with traffic control not have access to
the Passport Registry.

L ,?..‘

chip features
&data E
-

Figure 5.2: An ePassport specified by ICAO’s document 9303 contains both visible and
invisible security features. It also has an embedded RFID chip, which contains biometric
data like face, fingerprint and iris images [75].

5.2 Norwegian driving license and the driving license registry

Driving license’s security features (Figure 5.3) includes high quality text print, security base
print, holographic print, relief-pattern, micro print, a black line, wave formed relief text, UV
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print, and IR features [76,77,78]. Information on the license contains name, nationality,
license number, national ID number, vehicle class(es), license issuing authority, date of
issuance, validity time, holders signature and portrait [78]. Driving license holders are
registered in the Driving License Registry. The Driving License Registry is managed by the
Norwegian Public Roads Administration and content might at least include holders name,
place of birth, civil status, national ID number, address, phone number, email address and

whether the person is alive or deceased [79].
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Figure 5.3: A driving license with UV light in the upper right corner and holograms in the
lower left corner [76].

5.3 Norwegian bank card and bank’s registries

Bank cards (Figure 5.4) include security features like ink reacting on UV light, micro-text
and micropatterns. For Visa cards, the word “Visa” is printed on the front side and there is a
dove hologram and a signature field on the backside. For MasterCards there is a MasterCard
logo on the frontside and a world map hologram and a signature field on the backside.
Norwegian bank card security features are normally either used alone with a BankAxept logo
and signature field, or combined with Visa or Mastercard security features [80]. Visual
inspection show that a bank card contains information like name, account number, card

number, national 1D number, control numbers, date of expiry, signature and portrait of
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holder. A new trend is that banks prefer to issue bank cards without ID elements like portrait
and national ID number, making its value as ID document much lower. Bank card holders are

normally registered in registries accessible by the bank company only.

WP A A Debit

> Masteréard

onoerom 11/22

Figure 5.4: A) Norwegian bank card with UV and micro features. B) Visa card with dove
hologram and signature field. C) MasterCard with world map hologram and signature field
[80].

5.4 Norwegian birth certificate and the National Registry

Norwegian birth certificates (Figure 5.5) include security features like a stamp from the
issuing authority office, and the officers signature. The birth certificate might contain
information like name, sex, national ID number, place of birth, fathers full name, mothers full
name, date of issue and municipality of the issuing authority. Birth certificates unlike
passports, driving licenses and bank cards, do never expire. The assassin case from Germany
referred to in this report’s chapter 3.3 shows that ID documents at this level (in that case a
marriage certificate) can be used even after death as Eol by children or grandchildren [51].
There is a possibility that something similar could happen in Norway based on the
Citizenship Act’s rule 19 about exemption from regular requirements in certain citizenship
cases [81]. Both marriage and birth certificates are issued by the Norwegian National
Registry. The National Registry is managed by the Tax Administration and forms the basis
for the Tax Register, the Electoral Register and Population Statistics. The National Registry
can be seen as the origin for Eol of Norwegian residents, and it is mandatory for Norwegian
residents to be registered there. Stored information might at least include births, names,

paternity and parental responsibility, changes of address, changes in marital status, deaths,
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name changes, citizenship and national ID number [82]. With this amount of biographic
information, the National Registry is commonly used as core source in passport issuance and

access to other important services.

A B

Fodselsatiest
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Figure 5.5: A) Norwegian birth certificate from around 2014 (blank). B) Norwegian birth
certificate from 1982 (text and signature removed). Both are printed on regular paper and use
signature and stamp as only security features.

5.5 Norwegian national ID card (to be launched April 2018) and the national 1D

card registry

The Norwegian national ID card (Figure 5.6) is estimated to enter the market in April 2018. It
will be an international ID document which can be voluntary purchased by Norwegian
citizens. It might also be used as a travel document inside Schengen. The ID document will
probably contain information like name, sex, national ID number, nationality, height,
signature, portrait and fingerprint [83]. Security features for the national 1D card is not known
at this point of time. The National ID Card Registry will be managed by the Norwegian
National Police. At this point of time, exactly what content will be entered into the National

ID Card Registry is not known.
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NORGE NOREG NORWAY 4/

Figure 5.6: Winner of design competition for Norwegian ID Card. Final design might
however deviate from the picture [84]

5.6 Security in Eol issuance or registration processes

Based on associated trust in the community, passports can be seen as the ultimate personal ID
document while a registration in the National Registry can be seen as the ultimate Eol.
Further, when the Norwegian national 1D card will be introduced, it will contain what can be
seen as the ultimate elD evidence.

The issuance routines of the new national ID card are not yet known. However, it is assumed
it will be quite similar to the passport issuance process of today. The only mandatory Eol
required to have a passport issued today is a registration in the National Registry. However,
the Norwegian National Police will ask the applicant — if possible - to provide an ID
document including the national 1D number and a portrait when applying [85]. Such
documents are typically the expired passport, a driving license or a bank card. However, the
Police have to approve a less trusted document to establish the ID for people who does not
have these ID documents. In order to reduce risk, for example parents of an applicant who
can only provide less trusted ID documents (for example birth certificate), can be asked to
show a higher trusted 1D document and confirm the claimed ID. This is already routine by the
Police [85].
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A registration in the National Registry is normally based on either a notification about birth
from a doctor and/or midwife, or registration of an immigrant who are granted residence in
Norway. In the case of birth registration, it is not mandatory with an ID control of the parents,
and the mother herself is allowed to report home-birth [86]. In case of immigration, EEA
citizens have their ID controlled by the Tax Administration while other foreign citizens have

their ID controlled by the Norwegian Directorate of Immigration.

Valid Eol in the process of driving license issuance can be passport, previous driving license,
bank card, military ID card, seaman’s passport, postal ID card, travel certificate for refugees,
immigrant’s passport, foreign national’s passports and ID cards from EEA countries [87]. In
order to have a bank card issued, Eol can be passport, travel certificate for refugees,
immigrant’s passport, another bank card, driving license, military ID card, postal ID card, and
ID cards from EEA countries [88].

To have a copy of a birth certificate issued, the only mandatory Eol is to provide the
legitimate holder’s name and national ID number. However, the birth certificate will only be

sent to the legitimate holder’s mail address registered in the National Registry.

6.0 Security gaps detected through fraud- and security analysis

The security gaps listed below are revealed based on literature review and real-life fraud
attack tests described previously in this work. While point 1, 5, 8, 9 and 10 are based on
literature analysis, point 2, 3, 4, 6 and 7 originates from the fraud attack tests performed by
the author.

6.1 Security gaps regarding ID proofing and verification

1. European cooperation allows use of Eol from other EU countries. Such Eol are difficult
for Norway to know the true evidence level of as Norway do not control their issuing
routines. Indications that Norwegian ID proofing routines for EEA citizens are weaker
than for other immigrants, increase the risk connected to EEA immigrants.

2. Documents like birth certificate, marriage certificate and similar are easy to falsify or

fraudulently order, and therefore less trustable when used in ID proofing and verification.
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The Norwegian national ID number can easily be guessed for anyone by anyone and
therefore provide little Eol in ID proofing or verification.

ID proofing before allowing mail address change at the Tax Administration is weak. At
the same time, many important services use mail address as one of the elements in
processes very similar to 1D proofing or verification, for example when issuing a birth
certificate or bank card.

In Norway, 1D proofing and verification processes often do not involve electronic
biometric control with a cross check between IDs. The lack of such control makes
imposter type ID fraud hard to detect.

A lack of notification to owner by mobile phone and/or email when important ID related
events are performed (for example ordering new ID document or address change), makes
successful ID fraud more difficult to detect than it have to be.

It is found indications that ID verification before ordering MinID access or changing
BankID password is weak. For example a new BankID password can be received by mail
after using only name and national ID number as authentication.

The National Registry is used as root Eol in Norway, but at the same time it does not
include biometric information, meaning it lacks a direct link between the actual person
and the 1D registered, making 1D proofing and verification unnecessary complicated.
The birth registration routine does not include mandatory ID control of the mother, which
means children of unidentified parents cannot be securely ID proofed at a later stage.
Lack of possibilities to cross-check ID information in corroborative reference systems
during ID proofing open possibilities that technical errors or attacks in one digital system

alone can lead to wrong conclusions in 1D proofing and verification processes.

6.2 Analysis on how current frameworks mitigate gaps

There have been many frameworks developed for ID proofing and verification processes.

Already mentioned are several national and international standards and guides [2,6,7,8,9,10,

11]. However, key objectives in 1D proofing deviate between these sources. Taking ISO/ IEC

29003 [2] as a starting point, key objectives can be listed as follows:
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A: To determine the ID is unique (duplication control)

B: To determine the ID exist (control against evidence that ID is not fictitious)
C: To determine the subject has some binding to the ID

D: To determine the ID is alive and in use (not belonging to a deceased)

In addition, two objectives not mentioned in ISO/IEC 29003, but mentioned by the UK’s
cabinet Office [8] and the Australian Attorney-General’s Department [9] (E), and the

Canadian Treasure Board Secretariat [7] (F) can be added:

E: To determine the ID is not used fraudulent (for example a blacklist control)

F: To determine the accuracy of the ID information

Point A deals with preventing attempts on registering an additional ID, duplicating either
biometric information, biographical information or both. Electronic comparable biometric
information is not stored in Norwegian registries today. Biographical information can
however be controlled against duplication in Norwegian registries.

Point B deals with checking that the ID is present in registries. In Norway, the root Eol found

in the National Registry is commonly used to control that a claimed ID exist.

Point C deals with a binding between the subject and the ID. This can be done by controlling
biometrics between the ID document and the holder, for example through manual inspection

of a portrait on an ID document.

Point D deals with checking that the ID has not a death reported on it, and that the ID is being

used, for example paying taxes and being active on social media.

Point E deals with fraud control, for example checking fraud databases to control the ID has
not been reported for fraudulent activity. It could for example be the actual document that is
reported for fraud, or the biographic information, the type of ID document, or that the
citizenship of origin is a high-risk country for a certain type of ID fraud. Such fraud databases
could be everything from a local or national database like a library or driving license

blacklist, to larger international ID document fraud databases like iIFADO or DISCS.
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Point F deals with the accuracy of the ID information. It could be some deviations in spelling
of the name between ID documents, or it could be deviations between ID documents and the

life story details given orally by the subject.

Table 6.1 summarizes how key objectives relates to the different security gaps identified. It
can be seen that there is quite some overlap between how the different objectives cover

different gaps.

Table 6.1: Key objectives in ID proofing and verification and the gaps they can be assumed
to reduce or eliminate.

Key objectives in ID proofing and verification Relevant gaps

A: To determine the ID is unique 1,2,5,8,9

B: To determine the ID exist 1,2,910

C: To determine the subject has some binding to the ID 1,2,3,4,57,8,9,10
D: To determine the ID is alive and in use 1,2.9

E: To determine the ID is not used fraudulent 1,2,3,4,5/6,7,8,9,10
F: To determine the accuracy of the ID information 1,2,5,8,9

Table 6.2 show the same objectives mapped to the previously mentioned standards and
guides. Some objectives are mentioned in most standards and guides indicating they are more
important. Also, one guide and one standard cover fewer objectives than the others - The
Norwegian and the Canadian. The question whether it means these are weaker can be raised.
However, some discretion has been used by the author in the work of checking boxes,
meaning the reliability of the results of mapping guides and standards to key objectives can

be discussed.
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Table 6.2: How key objectives in ID proofing and verification are covered in a selection of
guides and standards. The key objectives are derived from all the selected standards and
guides (X = guide or standard cover the objective. / = guide or standard partly cover the
objective).

Key objectives proposed by sources

Selected sources of key objectives in ID evaluation

International Organization for Standardization
ISO/IEC 29003 — Identity proofing [2]

International Civil Aviation organization
Towards better practice in national 1D management [11]

New Zealand Department of Internal Affairs
Evidence of identity standard [6]

Canadian Treasure Board Secretariat
Standard on Identity and Credential Assurance [7]

UK’s Cabinet Office
Identity proofing and verification of an individual [8]

Australian Attorney-General’s Department
National Identity Proofing Guidelines [9]

Norwegian ID Network (draft stage)
Guide for ID establishment of physical persons [10]

In this project, two weaknesses have been found in the ISO/IEC 29003 standard [2] when it
comes to ID proofing and verification: 1) It assume that a false or tampered ID document can
be detected. That is not always the case, for example many countries do not have registers of
all formats of old birth certificates. 11) It does not make a separation between Physical
Personal ID documents and Digital Personal ID documents, even though requirements to

such ID documents can be quite different.

7.0 Proposing an Eol evaluation system to improve ID proofing and

verification

Table 6.2 indicate that objective A, B, C and D could be regarded the most important as these
are mentioned most. In addition, the UK framework [8] and the Australian guidelines [9]
includes a control of ID against fraudulent use (objective E). This could be done fast if there
is digital access to a blacklist or similar, and should therefore also be considered. When it

comes to the Canadian guide’s [7] objective to determine accuracy of 1D information, this
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refers to either ID control against an authoritative source or ID inspection by a trained
examiner. It can be argued that control against authoritative sources already will be covered
by previous listed objectives. Further, manual inspection by a trained examiner can be seen as
too time consuming for a universal methodology, where any front desk officer should be able
to perform the ID control. A short inspection should be performed, but it is unlikely that a
thorough inspection will be performed by a front desk officer. This indicated that objective F
can be ignored for simplicity reasons. Results from Table 6.1 also supports such a choice, as
all security gaps affected by objective F are also affected by at least 3 other objectives as
well. Based on this, the following work will mainly put weight on key objective A — E from

subchapter 6.2.

For simplicity reasons, this report recommends understanding authoritative Eol like for
example the centralized National Registry, or decentralized library registries, as digital 1D
documents. The author proposes to divide all ID documents in 3 sub-categories: 1) Digital
Reference type ID documents (DRID), typically the National Registry, Driving License
Registry and Passport Registry. 11) Digital Personal type ID documents (DPID), typically
digital student ID, web-based Bank ID and similar, but also e-mail or facebook accounts and
so on. I11) Physical Personal type ID documents (PPID), mainly classic ID documents like

passport, driving license, bank card, birth certificate and so on.

7.1 Finding Eol values and using them for Eol evaluation

Eol values of 1, 2 and 3 for ID documents (DRID, DPID and PPID), and 1, 2, 3, 4 and 5 for
binding to subject, were chosen in this project for simplicity reasons. According to ISO/IEC
29003 [2] strength of Eol will come from three aspects:

A) The original identity proofing C) The quality and robustness of the
undertaken security features to prevent tampering,
B) The process used to issue it counterfeiting and forgery

In addition to these, the author proposes to add following three aspects:

D) Accountability/risk of prosecution  F) Available information to bind subject
E) Organizational measures to ID document
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Use of Eol where fraud would result in prosecution (D) due to traceability would increase
Eol strength. Traceability is a key aspect in information security. In addition, organizational
security measures (E) are gaining more focus in information security, often connected to the
ISO/IEC 27001 information security management system standard [89]. Last, it will be a

need of available information to bind a subject to the ID document (F).

All these aspects are very transferrable to both DRID, DPID and PPID. From now on, when
only the term “ID document” is used, it means all ID document types (both DRID, DPID and
PPID).

7.2 Eol value requirements for ID documents

Table 7.1 show how this report proposes to map ID documents to Eol values. Acknowledging
the value of a linkage between an ID document and a reference system, Eol value for DRID
is added to Eol value of PPID or PDID as shown in subchapter 7.4.

Table 7.1: Requirements for ID documents. Letters at the left represents which of the Eol
strength aspects above (chapter 7.1) the requirement mainly relates to.

1.(A) It must not be possible to be enrolled in DRID or having issued PPID or PDID without
any form of authentication (document accessibility)

2.(C) The ID authority (for DRID, DPID, or PPID) must have some kind of mechanism to
prevent unauthorized change of ID information (integrity)

3.(D) It must be possible to hold one organization liable for ID document security breaches
(traceability)

4.(F) The ID document must present a unique 1D in the application context, such as name,

email address, social securiti number, etc.

1. Point 2 - 3 in requirements Eol value 1 must be fulfilled

2.(A) It must not be possible to be enrolled in DRID or having issued PPID or PDID without
strong authentication (document accessibility)

3.(B) An issuing party of DPID and PPID shall have a delivery process securing that ID
documents will be delivered only to the correct person

4.(C) Any ID document must include security elements providing moderate to high
protection against fraud

5.(D) Any ID registration shall be traceable to one employee at the Eol issuer

6.(D) The rights to production and personalizing of any ID document shall be protected and
reserved one special organization

7.(E) AnID document issuing party shall have available routines concerning the application
process and the production/personalization of the ID document

8.(E) Anissuing party of DPID and PPID shall have documented routines and processes for
registering and reporting lost and stolen 1D documents (fraud control)

9.(F) The ID document must as a minimum contain:
-Holders full name and date of birth
-A unique reference number or ID number
-Face portrait or other biometrics with equivalent or better accuracy
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1. Point 1 - 9 in requirements Eol value 2 must be fulfilled

2.(A) There must be a control against duplicate identities as part of any ID establishment
process, concerning; A) Information already exists, and B) Biometrics already exist

3.(E) The responsible party shall have routines for periodically audits of all ID’s registered

4.(E) The responsible party shall have documented routines concerning the whole life cycle
of the ID document in line with ICAQ’s best practice or at similar level

7.3 Eol value requirements for binding to subject

A strong link between an ID document and the subject can augment an Eol value derived
unilateral from the ID document part. Requirements for Eol values associated with a single

binding to subject, is suggested in this paper as illustrated in table 7.2.

Table 7.2: Requirements for binding to subject

Eol value 1 Eol value 1 Eol value 1 N/A N/A
Eol value 1 Eol value 1 Eol value 1 N/A N/A
Eol value 2 Eol value 2 Eol value 1 N/A N/A
Eol value 2 Eol value 2 Eol value 1 N/A N/A
Eol value 2 Eol value 2 Eol value 1 N/A N/A
Eol value 3 Eol value 3 Eol value 1 N/A N/A
Eol value 3 Eol value 4 Eol value 1 N/A N/A
Eol value 3 Eol value 4 Eol value 1 N/A N/A
Eol value 4 Eol value 5 Eol value 1 N/A N/A
N/A N/A N/A Eol value 2 Eol value 3

As can be seen in table 7.2, there are possibilities to achieve an Eol value even without any
ID document. Either through an interview, or through a reference person. Electronic
biometric matches with physical ID documents must for security reasons only be based on an
onboard chip or similar protected infrastructure. A biometric match for the same 1D
document should only be counted one time. For example, the Eol value from a manual
biometric match should not be added to the Eol value from an electronic biometric match for
the same ID document. The reason is that it will not give extra Eol when the binding is

already confirmed at a higher level.
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Passwords or tokens have been given the same Eol value independent of what Eol level it
relates to since it can be assumed a security breach of a password or token would be equally

likely to occur independent of what ID document it relates to.

7.4 Calculating Eol level value based on multiple evidence and multiple

bindings to subject — a methodological approach

Combinations of ID documents in the proposed scheme will only add 50% of the value of the
next additional document, resulting in a negative exponential function. This avoids that two
ID documents with the same Eol value are considered twice as secure as one 1D document, as
would be the case by using a linear function (exemplified in Figure 7.1 A). Further, the
negative exponential function will acknowledge the value of the first document unlike use of
a positive exponential function (exemplified in Figure 7.1 B). The negative exponential
function will also avoid that many ID documents with low Eol value can be combined to
reach a high final Eol value (exemplified in Figure 7.1 C and D). The first part of the

calculation algorithm proposed in this work:

N Di
P:D1+ZZ§ 3)
i=2

Where P is the Eol Part value resulting from this calculation, and D is the individual 1D
Document’s Eol value. Note that Equation (3) is a convergent series so that the value P can
be bound to a value which can be used to thwart the attempt to combine multiple low Eol
value evidences to reach a high Eol value. In order to acknowledge the values of ID
documents with high Eol values, these should be placed first in the algorithm. For example,
D1: Passport, D2: Driving License, D3: Birth certificate. Now, Eol values for the binding to

subject should be calculated and added separately to P, in a final Eol value calculation:

N
B:
V:P+(B1+222—:) (4)
i—2

Where B is Eol values of Bindings to subject, and V is the Eol level Value used to map the

combined Eol to the Eol level it corresponds to.
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Figure 7.1: Characteristics of possible Eol value calculation methodologies: A:
Characteristics of a linear function, B: Characteristics of a positive exponential function, C:
Example of negative exponential function as proposed in this paper (using multiple ID
documents at Eol value 1), and D: Example of negative exponential function as proposed in
this paper (using one ID document with Eol value 2, four ID documents with Eol value 1, and
three bindings to subject with Eol value 2).

Figure 7.1 C show that even multiple ID documents at Eol value 1 will not allow the
achievement of Eol value 2. This is an advantage as these documents are so easy to forge.
However, by adding any document with higher Eol value or a binding to subject, it will
depending on its value allow to climb several Eol values (Figure 7.1 D). This system
successfully stops attempts on use of multiple low-value ID documents or bindings to climb
in the Eol hierarchy. The main advantage with the algorithm is that it gives such clear

thresholds for what a subject can achieve with combined Eol of different values.

7.5 Mapping Eol level value to corresponding Eol levels

Calculation of an Eol level value could for example look like this: Eol level Value = Passport
+ (Manual biometric match of subject to PPID with Eol value 2 + Interview) equals V = D1 +
(B + 2*(‘:—:)) equals V=3+2+ 2*(%)) equals Eol level Value = 6. ISO/IEC 29003 [2]
suggest use of 3 Eol levels (levels of identity proofing): low, moderate and high. However, in
the ISO standard, the levels are based on qualitative evaluations. Three levels can also be
used to map Eol level values found by quantitative techniques in this report to Eol levels as

seen below. The thresholds are chosen based on the functions and the content of the proposed

algorithm. The design assures that multiple ID documents with Eol value 1 cannot be used to
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gain access to services at Eol level moderate. It also assures that Eol level high in practice is

unreachable without both an ID document and a binding to subject where both offer a high

Eol value.
Eol level low (Eol level value < 2) < equals less than
Eol level moderate (Eol level value >=2 and <6) >= equals larger or equal to

Eol level high (Eol level value >= 6)

7.6 The full Eol evaluation system

The infrastructure of the Eol evaluation system proposed in this paper is illustrated in figure
7.2. It shows core elements in the Eol evaluation process. The officer at the counter must
decide if the necessary Eol level have been reached for the service applied for (for example to
have a bank card issued). This evaluation process can be done with a high degree of
automation through the unique Eol evaluation system proposed in this paper. The proposed
Eol evaluation system will cover all ID proofing steps as described in ISO/IEC 29003 [2]; I)
collect the proofing information, II) determine the veracity of the evidence collected against
objectives, III) determine that identifying attributes from the EOI meet the required Eol level,
and IV) bind the subject to the claimed identifying attributes.

Service provider .
Eol evaluation process

Local 0 Reference
DRID person 1. Applicant hands in available PPID and DPID
system - 2. Processing officer connect to external DRID systems
(amount depends on the service providers access rights)
Local ID 3. Processing officer control any binding(s) to subject
processing (Biometrics, Interview, Reference person/organization)
r System v 4. Eol values are found in the local ID processing system
' o . . i based on each ID document and it’s binding to the subject
/ App";?ﬂ";g;:;;"e"" 5. Eol level value is calculated from all the Eol values in the
T local ID processing system
6. Eol level value is compared with the Eol level required
= 1m™ lorD for the provided service
a0 [ 0 7. Decision is taken whether access to the service shall be
N E*‘i::;\eg\ﬁ ) eﬂz‘:‘;;s granted or declined

Public servant view Citizen view

Driving National
License ID Card manage-
Registry Registry ment

National Passport
services Registry Registry

Health Social
User pOf'ta'S services services

Online social services, eHealth, eBank,

Online ID administration, etc.
Protected communication link

Figure 7.2: Illustration of the Eol evaluation infrastructure of the proposed Eol evaluation system.
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8.0 Eol systems that might come in the future

There are types of Eol systems that have the potential to change how ID documents are
managed in near future. When discussing good practice for Eol evaluation it could be
considered an advantage to know about such systems.

Biometrics based system without physical documents

Australia has announced they want to use biometric scanning on airports instead of physical
passports. It will be self-processing systems where travellers scan both face, iris and
fingerprints. By 2020 the Australian government plans to process 90% of the travellers with
no human contact [90]. This concept is also possible to apply for digital ID documents, where

biometrics can be used as a token to access centrally stored biographic information.

Biometrics based system without need for central biometric registry access

Combining biometrics and smart devises like phone, smartwatch, tablet, smartcard, etc. gives
opportunities to authenticate people with the security of biometrics without the need of
remote access to a biometric database. Instead, the person can be authenticated against the
device, and the device can be authenticated against the system reading the device. Such a
solution is illustrated by the IDforU project [91] in Figure 8.1. A smart card could be
activated only when the holders finger is held over a fingerprint sensor. The smart card then
authenticates the person based on biometrics, and then the card can be authenticated by
another device communicating with a central system. It could be for example a hand-held
terminal, a card reader or a smartphone. Since the device only have to authenticate the card

and not the biometrics, this solution would be particularly privacy preserving.

e ™~
POS terminals
HH
a—
( 7 Readers J_E -
s zwipe

D Smartphones N ¥,

Figure 8.1: IDforU project concept with Zwipe fingerprint card [91].
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Distributed system based on blockchain technology

Blockchain technology works in the way that a network of computers is working together in
storing events in a secure manner. By collecting events in blocks and distributing the blocks
in a network of computers, secure hashed blocks of events can be stored incrementally
without the risk of tampering. Since a network of nodes contains the blocks at any time, the

content can be validated at any time by the network.

The way blockchain technology works, it will be possible to register links among ID
attributes from different sources over time. Such sources might be passports, driving licenses,
ID cards, social media accounts, email accounts, national elDs, and so on. By chaining the
history of ID attributes, it will be possible for parties with a need of ID proof to verify ID
history and ID related links stored in the blockchains. This can be done in a privacy enhanced
way by the use of encryption before registering on the blockchain and by the use of a private
key to reveal the history or links. As an example the private key can be stored in a smartcard
for universal use [92]. Such technology could also eliminate the need for physical documents
like passports, ID cards and birth certificates, as data could be accessed by, and presented

through, mobile devises like smart phones and tablets [93].

9.0 Discussion

This Section has the purpose to state the authors interpretations and opinions of the fraud
analysis and the proposed Eol evaluation system, and describe the work in light of previous
literature on the field. It is also meant to explain the way this work has contributed to Eol
evaluation techniques and give an understanding of the results in light of the research
question. Last, it should give an understanding of how the proposed Eol evaluation system

meets the need of its targeted users.

9.1 Fraud analysis

This work has identified gaps between secure ID proofing and verification systems and the
way Eol is evaluated in Norway today. Examples found relates to many phases of the Eol
lifecycle, spanning from birth registration to having a passport issued, and from address
registration to obtaining access to a bank account. Even though physical security features of

bank cards, driving licenses and passports are well developed, attacks following for example
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imposter methodology or corruption are hard to detect. In addition, OSCE has described the
variety and number of security features on current travel documents as a “double edged

sword” for border control due to time limitations in checking security features at the border
[40]. In cases like this, checking of corroborative evidence in a multi-modal 1D proofing or

verification system as proposed in this report could be of some help.

When it comes to ID document’s physical security features, it cannot be expected that all
front desk officers shall know all the features of all possible ID documents. In addition,
electronic systems for checking such features, not to mention biometrics, can still be
considered too expensive for all types of organizations performing ID control. Therefore,
demanding a certain combination of Eol depending on the risk associated with the service the
subject want access to, might be a key to find the right level of assurance that the person in

front of the officer is indeed the one he or she claim to be.

The main objective of ID related fraud is often connected to economic gain. One example is
illegal labour, which could include several different scenarios. Examples could be 1) false,
stolen or borrowed ID documents used for border crossing to be able to live and work
illegally in a country, 1) false, stolen or borrowed ID documents used to establish an ID in a
country for a non-citizen to be able to receive payment through legal channels, I11) false,
stolen or borrowed ID documents used to establish one or more additional IDs for reduced
tax, responsibility-, or corporate related economic fraud, or 1) several workers are able to

stay in a country for work reasons by using the same identity.

The situation in Norway where EEA citizens have their Eol controlled by the Tax
Administration while other foreign citizens have their Eol more thoroughly controlled by the
Norwegian Directorate of Immigration, is caused by the open border agreement within the
Schengen area. Citizens in Schengen countries are allowed to travel freely across borders of
Schengen countries and ID proofing is not an issue before the Schengen citizen decides to
become a resident in Norway and/or applying for a work permit. It might be a need to
increase background check of EEA citizens. To do so, it will probably be a need for a
custom-made methodology which does not violate EEA agreements. Using Eol scores and

levels in such a custom solution could be one way to solve this challenge.
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It is not mandatory with an ID control of the parents before a birth registration. This can be
seen as a risk as children in such cases will not be assigned a verifiable ID. It can also be
raised a question if a lack of determining a secure ID of the child, either by not identifying
the mother or by not collecting DNA or other biometrics from the child, could be considered
a violation of the UN Convention on the Rights of the Child article 7 and 8 [94], stating any
state’s duty to preserve any child’s ID. Using activity history from both child and parents

could although help in evaluating the ID of these children as they grow up.

The most important ID document in Norway today, can be argued to be the individual
electronic file in the Norwegian National Registry [82]. If the electronic file corresponds to
the applicant, it will to a high degree confirm the identity exists and belongs to a living
person. The National Registry is used as reference during issuance of Norwegian 1D

documents as illustrated in Table 9.1.

Table 9.1: ID documents where the Norwegian National Registry is used as source in the
issuance process.

-Birth certificate -Driving license -Regular Passport
-Baptism certificate -Citizen letter and citizen -Immigrants passport and travel
resolution certificate for refugees

[82,95] The list of ID documents is not complete.

The National Registry does not contain high level biometrics such as fingerprint or face
portrait. Such a lack of a secure direct link between the ID and the person claiming the 1D,
might mean that ID fraud becomes easier than it has to be. This show the need of including

corroborative evidence as proposed in this report, especially Eol including biometrics.

Results in this project further indicates that it is not as easy as one would believe it would be
to get hold of falsified ID documents through the dark web. With prices for highly trusted ID
documents ranging from around $ 400 — 5000 [59], an investment like this would be far too

risky as long as the seller are not giving any security that the buyer will receive any product.
Probably even a desperate person would in most cases avoid taking such risk. This gives the

impression this online activity is not real, and at least not happening in a huge scale as the
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news media seem to claim. On the other hand, if someone have managed over time to build a
trust relationship with someone on the dark web, it is easy to assume, like in the real world, it
would be possible to purchase illegal ID documents also there. However, the dark web as a

main market place for such business seem to be unrealistic based on online reviews and real-

life testing performed in this project.

9.2 Eol evaluation

Evidence fulfilling requirements of Eol value 1 would typically be a birth certificate, content
of a facebook account, or a database registration at a library. Such evidence has low value as
Eol since they are easy to falsify and difficult to validate. Evidence fulfilling requirements of
Eol value 2 would typically be a bank card with portrait or a registration in the Driving
License Registry. Such evidence provides more value as Eol since they contain more security
features and has more secure issuance or registration processes. As an example, the physical
driving license (EU type) have security features like holographic print, relief-pattern, UV
print and IR features [76] and it can only be issued by physical appearance. This is in contrast
to the Norwegian birth certificate which usually only contain security features like signature
and stamp of document issuer, and can be delivered through mail after using the national 1D
number as authentication. Evidence fulfilling requirements of Eol value 3 would typically be
a passport, or a registration in the Immigrant Registry. Such evidence is characterised by
security features and issuing practices at a national level, since security breaches could cause

Severe consequences.

This report presents 3 Eol levels in chapter 7.5. Different standards and guidelines has made
use of both 2, 3, 4 and 5 assurance levels. However, there are two good reasons for choosing
3 levels: 1) ISO/IEC use 3 levels of identity proofing in their 29003 standard (although it also
include a fourth zero-level) [2], and I1) both the regulation eIDAS [43] as well as the
proposed Cyber Security Act [44] make use of 3 assurance levels. Being in compliance with
the most used standards on the field is important, but perhaps it is even more important to

harmonise with legal regulations.

Mason [34] claimed that by using paper documents, a fabricated identity can be created
overnight. However, attempting to create a false identity with an electronic biographical trail,

according the author, will take far longer. The Eol evaluation system in this work does not
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value a history trial in for example an email account as much as some form of authentication
performed in the issuance process. It can be argued that a history trail going far back in time
could be just as valuable as a superficial ID control before for example a digital student ID is
issued. This might be a weakness in this work.

The Eol evaluation system proposed in this paper can be used in processes of deciding
whether Eol provided by an applicant is at corresponding level with security requirements of
the service provided by the organization. Characteristics of the Eol evaluation algorithm
proposed in this paper are in line with recommendations for use of multiple Eols [28,34,36,
37]. In addition, human factors such as uncertainty regarding choice of Eol level might be
less present in a quantitative system compared to one based on qualitative evaluation. By pre-
defining Eol belonging to each Eol value, organizations will no longer have a challenge in
choosing which Eol to ask for in order to give access to their service. Such pre-definition
should preferable be performed at a national level, and harmonized across Europe, assuring

equality in Eol requirements between similar services.

A written declaration is given a quite high Eol value in this work, since Eol requirements in
such cases to a certain degree can be transferred to the liable reference person. Further,
manual biometric matches have been given significantly lower Eol values than electronic
matches. This is based on research on manual and electronic face recognition. In 2014, White
et al [96] found an average error rate of 10 % for 30 passport officers performing person to
photo tests. 6 % of valid photos were wrongly rejected and 14 % of fraudulent photos were
wrongly accepted. For photo to photo tests, results varied between 70.9 and 89.4 % correct.
Frontex require face recognition systems at automatic border control stations to ensure a
security level in terms of a false accept rate of 0,001 or less at a false reject rate not higher
than 0,05 [97]. In a research project from 2015 performed by Opitz & Kriechbaum-Zabini
[98] such error rates were achieved for 2 out of 3 biometric systems installed at Vienna
international airport. It was also found that error rates varied based on remaining validity time
of the passport (how old the portrait were) and country of passport (varying image quality
between passport authorities). Face recognition technology is usually not fully automatic.
Often identification accuracy can be quite poor, for example due to poor image quality. To
solve this, face recognition applications often present a candidate list which for the operator
to manually go through. The candidate list would consist of the highest matching images
returned from the database [99]. It should probably, for the system proposed in this report, be
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set a security level for use of electronic biometric matching somehow similar to the Frontex

requirement.

It can happen that an applicant is not able in any way to achieve the Eol value corresponding
to the required Eol level for a specific service. At the same time, the applicant can still have a
legal right of access to that service. A possible solution for such cases could be to tag the
applicant in the ID document, with the Eol value, or level, actually provided. This way the
person can be followed up closer in the future, making sure the person is the single user of
the ID, and does not use more than this one single ID. Such a methodology is already
included in the new Norwegian National Registry Act which entered into force October 2017.

The law requires IDs to be registered as “unique”, “controlled” or “not controlled” [100].

After finding several weaknesses in the Norwegian Eol system, the author discovered that
many of the same weaknesses had already been pointed out before by both researchers and
crooks. Still, the security holes had not been closed by the responsible parties. The proposed
Eol evaluation system should, for the front desk officer’s convenience, be baked into a
computer program with possibility to check off available Eol. This would ease the ID
proofing and verification processes. Success of an Eol evaluation system like this depends on
the organizations willingness to use it. History has shown that even when there are several
tools available for controlling Eol, many of them have been utilized to a lesser extent, or not
used at all. One example is passports which allows electronic biometric comparison. This
possibility has to a small degree been taken advantage of in Norway, where manual control
has been common [101]. If a solution is easy, fast, and at low cost, it is a greater chance it

will be used.

ISO/IEC 29003 [2] focuses on ID uniqueness, existence and whether the applicant has a
strong binding to the ID. The unique Eol evaluation system proposed in this report should
provide trust in ID proofing and verification processes at level with main principles of
ISO/IEC 29003 [2], as well as most other ID proofing work presented in this work. Table 6.1
in this report illustrate that all security gaps found in this work will be impacted positively as
long as the proposed ID proofing and verification objectives are properly implemented.
However, requirements in previous work are often given at a higher level, and leaves

organizations to develop own methodology based on the recommendations. The work laid
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down in this report show how these elements can be operationalized and fed into a

quantitative system for easier and faster Eol evaluation.

The Eol evaluation system proposed in this report can be used in processes of deciding

whether Eol provided by an applicant is at corresponding level with security requirements of
the service provided by the organization. In 2008, Agbinya, Islam and Kwok [36] developed
a digital identity management system using multi-modal authentication to address the issue of
identity fraud and theft. They found that such a system would play a very big role in reducing
cases of identity theft and fraud on online services. It can be argued the same effect should be
found in a multi-modal Eol evaluation system as proposed in this report. Further basis for this
assumption is the results from the Norwegian ID Centre showing that 659 people were caught
performing 787 cases of ID document fraud in 2013, indicating it was common to carry only

one fraudulent ID document for each person [47].

10.0 Conclusion and remarks

Work laid down in this project show that there are gaps between secure ID proofing and

verification systems and the way Eol is evaluated in Norway today. Many ID fraud scenarios
are still possible in Norway, even though some of them were revealed several years ago. This
work has also shown indications that some of the concerns regarding ID document sale on the

dark web might happen at a smaller scale than anticipated.

The methodology for Eol evaluation proposed in this paper can be used to assign different
Eols appropriate Eol values. Further, by the use of an algorithm, their combined Eol value
can be mapped to a functional Eol level. ISO/IEC 29003 [2] focuses on ID uniqueness,
existence and whether the subject has a strong binding to the ID. The unique Eol evaluation
system proposed in this report will have a positive impact on all the security gaps found in
this project. It can also be argued it will provide trust in ID proofing and verification
processes at level with main principles of the ISO standard, as well as most other ID guides
and standards presented in this work. The work laid down in this report show how these
principles can be operationalized and fed into a quantitative system for easier and faster Eol

evaluation.

This report has proposed a ready-to-test Eol evaluation system. In the future, developing an

application allowing real-life testing of the proposed Eol evaluation system, would be a
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natural next step. It is hard to estimate the presumable effect of the proposed Eol evaluation
system, since it has not been tested in practice. As testing of such a system would be time
consuming and cooperation demanding from different stakeholders, this limited work has
focused on developing a system model instead of testing its performance in operation. This
leaves it to any interested party to test the system in practice over a time period in order to

evaluate its true performance.
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12.0 Appendix

12.1 Abbreviations

DISCS Document Information System Civil Status

DPID Digital Personal type ID document

DRID Digital Reference type ID document

elDAS Regulation on electronic identification and trust services for electronic
transactions in the internal market

Eol Evidence of Identity

FIDELITY | Fast and trustworthy identity delivery and check with ePassports leveraging
traveller privacy

FIDO Fast Identity Online

FRONTEX | European Agency for the Management of Operational Cooperation at the
External Borders of the Member States of the European Union

ICAO The International Civil Aviation Organization

ID Identity

iIFADO intranet False and Authentic Documents Online

IR Infrared

ISO The International Organization for Standardization

ORIGINS | Restoring e-passport confidence and leveraging extended border security

OSCE Organization for Security and Co-operation in Europe

PPID Physical Personal type ID document

RFID Radio Frequency ldentification

TOR The Onion Router
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12.4 Address change application

‘ Melding om ny/endret postadresse

Do tresger bare Nyl wt de Svite feloene, de prd
Skattzetaten feltens er Ul inters bruk for skammekantonet,

Hvem kan levere dette skjemaet, og hvor kan det leveres?

DU SOM IKKE SKAL FLYTTE, MEN BARE ENDRE Dersom dus skal flytie fra den bostedsadressen skatickomtoret

POSTADRESSE, kaa fylie ut og levere dette skjemapet. har registrernt ph deg, shal du ikke levere detie shjemact, men

Duk-o,lkmi;uivkhdh&hmn melkde flysting ved & beuke skjemuet Fiytemelding — Myiring
enn bostedsadressen til skatickostoret 0 fmnenlands. Du skal sende meldingen om endret postadresse

m‘“heﬂal\m&hlwﬂlhm 1il et skattekontoe eller kevere dem i skranken der. Adressen 6l

postadresse der. ditt skattekoator finner du pd skatteetaten.no,

o Hva slags endring gjelder meldingen?
() Beg'vi msker & registrere en ny postadresse, G videre 1l folt B,
|7} Begvi emsker & siette den eksisterende postadressen og bare hs bostedsadressen registrent | folkercgisteret, G videre tl felt C.

m Hva er den nye postadressen?

e A -/-- / .)( Postussmer Sted
Oyvisck Toftesaars = Ocly

I Novge

Hvem gjelder den endrede postadressen for?
1 dette skjemaet kan du eadre postsdresse for bare deg selv, flere eller alle | husstanden,

Noevn {etterravy, foemvn, ev. smellomean) Fodwehomumer

I ?—Gﬁc’ja,‘,—l p ¢/ nﬂ(l‘ /Jna(clf //"" {2 én 2/(7(- 3"?-

w Hva slags legitimasjon legger du/dere ved meldingen om endret postadresse?

Jeg'vl legger vod Du/dere som signerer meddingen, mi Jegge ved kopi av gyldig legitimasion. Gyldig
[t v g legitimasjon er id-koet som innebolder fodselsdato, navn, signatar og bilde. Dw/dere kan
' tmidlertid ikke semde oss kopd av Bankkor, fordi det inneholder sensitiy infoemasjon.
24 kopi e fureshon MMM&MWMM&MWW

= fior dem som signerer. Men bvis dere er flere som deler pé foreldroansvaret
|| o v et anmet id-koet som ummuu md des'de av forekdrene som barset er registren bosam hos | folkere-

Gadicleduoo, savn,  pisteret, signere meldingen og legge ved kopi av gyldig legitimasjon. Hyis du cnsker 4
m‘.":""m:“‘ creire postadressen pi vegnie av den du er verge for, mi du dokwmeotere wt du et oppnevot

som verge eller hjelpeverge. For dadsbo mi skifteatiest med eventeell fullmakt legges ved.

o Hvordan kan skattekontoret kontakte deg/dere?
E-postadresse Tekefon pd daged  Mcking motat (reg dasa)

0.‘/""0[“ 7[(/‘/"\44 / com F58209/¢0
o Dato og underskrift

Shutickomorsts sempel og umlenkrift
Duto Unidenskrifier) ( =
'd ' ! J 4 - A /
=16 (v "w-r‘-'J 2 |
AF 12548 side 1/1
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An Eol Evaluation System

@yvind A. Arntzen Toftegaard
Norwegian University of Science and Technology

Abstract. ID fraud is a serious problem which can be used to conduct crimes like
economic fraud, human trafficking and terrorism. Many Norwegian organizations
has pointed out challenges in performing ID control, and a national framework for
ID proofing and verification is requested by Norwegian ID stakeholders. Interna-
tionally, there are already several guides and standards available for organizations
on ID proofing and verification routines. However, complexity and variation among
them can make them hard to interpret and understand, especially by smaller organi-
zations performing ID control. At the same time, ID fraud seem to increase world-
wide. This paper proposes an Eol evaluation system operationalizing requirements
to Eol in ID proofing and verification processes. The suggested system is designed
to be included in a computer application, allowing easy use by front-desk officers.

Keywords: Evidence of Identity, ID documents, 1D proofing, ID verification.

1 Introduction

When you apply for a passport or inquire to loan a book at a library, an identity (ID)
document is commonly used as Evidence of Identity (Eol). Based on the evidence a
proofing party, being either the service provider itself or an ID proofing party, grant or
decline access. Eol can be required to enroll a subject not previously known to the
organization into an ID management system (ID proofing), or to determine whether a
previously enrolled subject is the owner of the claimed identity (ID verification). 1D
documents include varying levels of security features. Typically, highly trusted Eol is
required to access a high-risk service like for example opening a bank account or having
a passport issued. On the other hand, loaning a book at a library can usually be done
even with little Eol provided. Requirements to Eol may also differ depending on
whether the subject is already enrolled in the organizations system or is applying for
access to the service for the first time. Unlawful access to services associated with high
risk could result in crimes such as terrorism, economic fraud and human trafficking.
ID fraud is a serious problem around the world. According to the American strategy
and research company Javelin, ID fraud hit record high in 2016 with 15,4 million US
victims and a cost of $16 billion dollars [1]. In 2016, a fraud indicator report based on
research by the University of Portsmouth, estimated annual ID fraud losses in the UK
could be as much as £5,4 billion [2]. To counter ID related fraud, many nations and
international organizations have developed frameworks in order to standardize ID eval-
uation and validation techniques. Examples on national frameworks are New Zealand’s
Eol standard related to online services and E-governance [3], Canada’s standard on



identity and credential assurance [4], UK’s national good practice guide on identity
proofing and verification of individuals [5], Australia’s guide for national identity
proofing [6], and Norway’s ID establishment guide (only at draft stage) [7]. Examples
on global frameworks are the International Civil Aviation Organization’s MRTDs —
towards better practice in national ID management [8] and the ISO/IEC 29003 standard
on identity proofing [9]. In addition, the EU research project ORIGINS [10] has pro-
vided recommendations on ID document standardization to the new standardization
committee CEN/TC 224 WG 19 [11] established early 2017.

Many Norwegian organizations have described ID proofing as challenging, includ-
ing the Norwegian Directorate of Immigration [12], the Norwegian Labour and Welfare
Administration [13], the Norwegian Tax Administration [14], the Norwegian National
Police [15], and the Norwegian ID (NID) Centre [16]. Norway has also seen ID fraud
in many ways. Examples include illegitimate passport issuances made possible by a
data migration error in the Norwegian National Registry [17,18,19], false Greek 1D
documents used as proof in a Norwegian court appeal during a divorce settlement
[20,21], economic fraud based on registrations of fictive new-borns in the National
Reqgistry [22,23], and economic fraud based on use of multiple IDs from EEA-countries
[24,25]. NID Centre published a report on ID fraud in 2015, showing 866 cases of ID
document fraud were reported in Norway during 2014 [26]. ID document fraud seems
to have increased over time, from 678 cases in 2012 and 787 in 2013 [27]. Already in
2013, the Norwegian 1D Network, consisting of 14 Norwegian ID stakeholders, pointed
out the need of a national ID proofing and verification framework [28].

Organizations performing ID proofing and verification have to interpret complex
content of available frameworks. In addition, available frameworks deviate in content.
A consequence could be Eol misjudgment due to content misinterpretations. One real-
life example on such misjudgment is the ballot paper for the Norwegian parliamentary
election of 2017. It stated that any ID document with the holder’s name, birth date and
picture could be used to vote [29]. This could allow use of digital ID documents on
smartphones, corporation’s access cards, and other ID documents which are difficult
for election officers to be familiar with [30]. Since it is not likely that any front desk
officer will be familiar with characteristics of all available Eol, this could be solved by
either only requiring 1D documents known by the officer, or by requiring combinations
of ID documents. For the latter case, a computer application could calculate if the com-
bined Eol of the subject provide a sufficient Eol level for access to the service offered
by the front desk officer’s organization.

The objective of this paper is to investigate and analyze the status of ID proofing and
verification methodologies and attempt to operationalize the content of these frame-
works into a more efficient Eol evaluation methodology. The proposed methodology
should be possible to insert into a computer program, allowing it to be used by any
organization performing ID proofing, regardless of knowledge by front desk officers.

This study is based on an extensive literature review, stretching from first data col-
lections in 2015, until last literature searches in 2017. Sources were found based on 1)
online searches in the IEEE Xplore and Springer Link databases, Il) sources recom-
mended in meetings with employees of nine Norwegian ID stakeholder organizations,



and I11) cooperation with the EU supported ORIGINS project (including fifteen Euro-
pean ID-stakeholders and research institutions).

While it seems to have been made quite some research on technical ID management
like biometrics [31,32,33,34,35], less research is found on ID proofing and verification
at policy level. Many of the sources used in this paper is from newspapers and non-
scientific work such as guidelines and standards. The reason is that such sources can
provide information not found in research papers at this point of time. Other research
on Eol evaluation has described the same benefits and need of using such type of
sources [36].

As this paper investigate characteristics, or qualities, that cannot be entirely reduced
to numeral values, the methodic structure is based on recommendations for qualitative
studies by Leedy and Ormrod [37]. At the same time, this paper also includes quantita-
tive analyses of frameworks, and the proposed Eol evaluation system is a quantitative
system allowing quantitative functionality testing in the future. This paper is structured
like this: Section 1 introduces the challenges with use of current ID proofing and veri-
fication guides. Section 2 gives an overview of previous research efforts on Eol evalu-
ation. Section 3 describes policies for an Eol evaluation system based on an examina-
tion of previous research. Section 4 describes an Eol evaluation system design, allow-
ing easy Eol evaluation by front desk officers. Section 5 evaluates the Eol system’s
benefits and weaknesses. Section 6 concludes the paper and give recommendations for
further research.

2 Previous work on Eol evaluation

2.1 Terms

Definitions are mainly based on the ISO/IEC 29003 standard on ID proofing [9]. It is
used because ISO has a widespread portfolio of standards and it can be assumed the
29003 standard will be used by many parties in practice. Other sources are used where
the 1SO standard does not provide any definition.

Identity proofing — “Process to verify identifying attribute(s) to be entered into an
identity management system and to establish that the identifying attributes pertain to
the subject to be enrolled” [9].

Verification — “A4 process performed to determine whether the Applicant is the owner
of the claimed identity” [5].

Evidence of Identity — “Evidence that provide a degree of confidence that a subject is
represented by the identity being claimed” [9].

Authoritative Evidence — “Holds identifying attribute(s) that are managed by an au-
thoritative party” [9].

Corroborative Evidence — “Holds identifying attributes that are not managed by an
authoritative party” [9].

Proofing information — “Information collected for identity proofing” [9].



Note 1: Evidence of Identity can be ID documents, document databases, official rec-
ords, an interview, a guarantor, own knowledge of the applicant, social footprint, bio-
metrics, or a detailed life story [38].

Note 2: Authoritative Evidence could be both a corporation controlled database and an
official registry. Corroborative Evidence may not be as up-to-date and accurate as Au-
thoritative Evidence [9].

Note 3: An authoritative party is an entity that has the recognized right to create or
record, and has responsibility to directly manage, an identifying attribute [9].

Note 4: Proofing information can be provided by either the subject or a reference [9].

2.2  Research from academia

In 2004, Mason showed that a fabricated identity without an electronic biographic trial,
can easily be created overnight [39]. Further, in 2008, Evans-Pughe showed that as
more and more personal information is getting available online, personal data get its
value as Eol reduced [40]. Also in 2008, Agbinya, Islam and Kwok published a study
on a digital identity management system suggesting that use of multi-modal authenti-
cation will play a very big role in reducing cases of identity theft and fraud on online
services [41]. In 2012, Wu et. al. proposed a personal identity management cycle model
which could capture important events that happened around the management issues of
a personal identity [42]. Then in 2013, Yang et. al. published a paper promoting stand-
ardization of Eol [36]. One of the conclusions by Yang et. al. was that multiple Eol
databases should be available for data corroboration among each other to ascertain an
identity’s validity.

2.3 Research projects

In 2012 the European Commission (EC) decided to finance the FIDELITY project [43].
It analyzed shortcomings and vulnerabilities in the ePassport life cycle, and recom-
mended technical solutions and recommendations to overcome them. Most of the re-
sults are confidential. In 2015, EC also decided to fund the ORIGINS project [10]. It
studied security levels of ID documents used in the passport issuance process, and gave
recommendations to close security gaps in ID document systems within EU and
Schengen. This project as well resulted in mostly confidential reports. From 2010 to
2011, FRONTEX performed a study on ePassport security [44], which concluded that
national 1D cards might be considered as a weak link due to lack of standardization.
OSCE arranged a roundtable gathering on travel document security in 2013, concluding
that civil registry systems are gaining international significance, and determine the level
of trust in a country’s travel document [45].

2.4  Standards and guidelines

There have been many frameworks developed for ID proofing and verification pro-
cesses. Already mentioned are the national and international standards and guides



[3,4,5,6,7,8, 9]. However, key objectives in ID proofing deviate between these sources.
Taking ISO/ IEC 29003 [9] as a starting point, key objectives can be listed as follows:

A: To determine the ID is unique (duplication control)

B: To determine the ID exist (control against evidence that ID is not fictitious)
C: To determine the subject has some binding to the ID

D: To determine the ID is alive and in use (not belonging to a deceased)

In addition, two objectives not mentioned in ISO/IEC 29003, but mentioned by the
UK’s cabinet Office [5] and the Australian Attorney-General’s Department [6] (E), and
the Canadian Treasure Board Secretariat [4] (F) can be added:

E: To determine the ID is not used fraudulent (for example a blacklist control)
F: To determine the accuracy of the ID information

Table 1 show the objectives mapped to the previously mentioned standards and guides.
Some objectives are mentioned in most guides indicating it is more important. Also,
one guide and one standard cover fewer objectives than the others (The Norwegian and
the Canadian). The question whether it means these are weaker can be raised. However,
some discretion has been used by the author in the work of checking boxes, meaning
the reliability of the results of mapping guides and standards to key objectives can to
some degree be discussed.

Table 1. How key objectives in ID proofing and verification are covered in a selection of
guides and standards. The key objectives are derived from all the selected standards and guides
(X = guide or standard cover the objective. / = guide or standard partly cover the objective).

Key objectives proposed by sources

Selected sources of key objectives in ID evaluation

International Organization for Standardization
ISO/IEC 29003 - Identity proofing [9]

International Civil Aviation organization
Towards better practice in national ID management [8]

New Zealand Department of Internal Affairs
Evidence of identity standard [3]

Canadian Treasure Board Secretariat
Standard on Identity and Credential Assurance [4]

UK’s Cabinet Office
Identity proofing and verification of an individual [5]

Australian Attorney-General’s Department
National Identity Proofing Guidelines [6]

Norwegian 1D Network (draft stage)
Guide for ID establishment of physical persons [7]




3 Proposing policies for a quantitative Eol evaluation system

In Table 1 objective A, B, C and D are mentioned most, indicating they are most im-
portant. In addition, the UK [5] and Australian frameworks [6] includes a control of ID
against fraudulent use (objective E). This could be done fast if there is digital access to
a blacklist or similar, and should therefore also be considered. When it comes to the
Canadian standard’s [4] objective to determine accuracy of ID information, it refers to
either ID control against an authoritative source or ID inspection by a trained examiner.
It can be argued that control against authoritative sources already will be covered by
previous listed objectives. Further, manual inspection by a trained examiner can be seen
as too time consuming for a universal methodology, where any front desk officer should
be able to perform the ID control. A short inspection should be performed, but it is
unlikely that a thorough inspection will be performed by a front desk officer. Therefore,
the following work will only put weight on key objective A — E from previous chapter.
According to ISO/IEC 29003 [9], Eol typically includes one or more of the following:

1) Proofing information provided by the subject

I1) Issued evidence containing or linking to subject proofing information
111) Databases and registers containing subject proofing information

1V) Proofing information provided by other known sources

For simplicity reasons, this paper proposes to calculate Eol value of all types of Eol’s
in one process, including both Authoritative Evidence, Corroborative Evidence and
Proofing Information. An algorithm, proposed for the first time in this report, can be
used to calculate an accumulative Eol level value. The algorithm will cover the objec-
tives of determining whether an ID is unique, that it exist, that there is a binding be-
tween the subject and the claimed ID, and that the ID is in use. Thereby, this proposal
shall provide trust in ID proofing and verification processes at level with main objec-
tives of previous guides and standards presented in this paper, and especially the
ISO/IEC 29003 standard [9]. For Eol checking, the ISO standard recommends:

1) Physical evidence checks 111) Verification with issuing party
11) Binding to subject 1V) Corroboration
The Eol evaluation system proposed in this paper will cover step I, 111 and IV in one

part-calculation, where both Corroborative and Authoritative Evidence, and their inter-
actions, will be evaluated. Thereafter, any binding between available evidence and the
subject shall be controlled. This can be done electronically by the use of biometrics, or
manually in form of an interview with the subject or a reference person.

In this work, two weaknesses have been found in the ISO/IEC 29003 standard [9]
when it comes to ID proofing and verification: 1) It assume that a false or tampered ID
document can be detected. That is not always the case, for example many countries do
not have registers of all formats of old birth certificates. I1) It does not make a separation
between Physical Personal ID documents and Digital Personal ID documents, even
though requirements to such ID documents can be quite different.

This paper proposes to divide Corroborative Evidence in 2 sub-categories: 1) Digital
Personal type ID documents (DPID) — for example a digital student ID, a web-based



public elD, or content of an e-mail or facebook account, and I1) Physical Personal type
ID documents (PPID) — for example a passport, driving license, bank card, birth cer-
tificate, or tax certificate. Further, this paper proposes to define Authoritative Evidence
as Digital Reference type ID documents (DRID). A DRID could for example be a
driving license registry, a passport registry or a civil registry. This way both Authorita-
tive and Corroborative evidence can be fitted into 3 subcategories which can be used to
estimate Eol in the proposed Eol evaluation system.

4 Finding Eol values and using them for Eol evaluation

Eol values of 1, 2 and 3 for ID documents (DRID, DPID and PPID), and 1, 2, 3, 4 and
5 for binding to subject, were chosen in this paper for simplicity reasons. According to
ISO/IEC 29003 [9] strength of Eol will come from three aspects:

A) The original identity proofing undertaken ~ C) The quality and robustness of the security

B) The process used to issue it features to prevent tampering, counterfeiting
and forgery
In addition to these, this paper propose to add three more aspects:
D) Accountability/risk of prosecution F) Available information to bind subject to ID
E) Organizational measures document

If ID fraud would result in prosecution (due to traceability) Eol strength would increase.
Traceability is a key aspect in information security. In addition, organizational security
measures are gaining more focus, often connected to the ISO/IEC 27001 information
security management system standard [46]. Last, it will be a need of available infor-
mation to bind subject to the ID document. All these aspects are very transferrable to
both DRID, DPID and PPID. From now on, when only the term “ID document” is used,
it means all ID document types (both DRID, DPID and PPID).

4.1  Eol value requirements for ID documents

Table 2 shows how ID documents are mapped to Eol values. Acknowledging the value
of a linkage between an ID document and a reference system, Eol value for DRID is
added to Eol value of PPID or PDID as shown in subchapter 4.3.

Table 2. Requirements for ID documents. Letters at the left represents which of the Eol
strength aspects above (chapter 4) the requirement mainly relates to.

1.(A) It mustnot be possible to be enrolled in DRID or having issued PPID or PDID without
any form of authentication (document accessibility)

2.(C) The ID authority (for DRID, DPID, or PPID) must have some kind of mechanism to
prevent unauthorized change of ID information (integrity)

3.(D) It must be possible to hold one organization liable for ID document security breaches
(traceability)

4.(F)  The ID document must present a unique ID in the application context, such as name,
email address, social security number, etc.




1. Point 2 - 3 in requirements Eol value 1 must be fulfilled

2.(A) Itmust not be possible to be enrolled in DRID or having issued PPID or PDID without
strong authentication (document accessibility)

3.(B) An issuing party of DPID and PPID shall have a delivery process securing that 1D
documents will be delivered only to the correct person

4.(C) Any ID document must include security elements providing moderate to high
protection against fraud

5.(D) Any ID registration shall be traceable to one employee at the Eol issuer

6.(D) Therights to production and personalizing of any ID document shall be protected and
reserved one special organization

7.(E) An ID document issuing party shall have available routines concerning the
application process and the production/personalization of the ID document

8.(E) An issuing party of DPID and PPID shall have documented routines and processes
for registering and reporting lost and stolen ID documents (fraud control)

9.(F) The ID document must as a minimum contain:
-Holders full name and date of birth
-A unique reference number or ID number
-Face portrait or other biometrics with equivalent or better accuracy

1. Point 1 - 9 in requirements Eol value 2 must be fulfilled

2.(A) There must be a control against duplicate identities as part of any ID establishment
process, concerning; A) Information already exists, and B) Biometrics already exist

3.(E) The responsible party shall have routines for periodically audits of all ID’s registered

4.(E) Theresponsible party shall have documented routines concerning the whole life cycle
of the ID document in line with ICAQO’s best practice or at similar level

4.2 Eol value requirements for binding to subject

A strong link between an ID document and the subject can augment an Eol value de-
rived unilateral from the ID document part. Requirements for Eol values associated
with a single binding to subject, is suggested in this paper as follows:

Table 3. Requirements for binding to subject

Eol value 1 | Eol value 1 Eolvaluel | N/A N/A
Eol value 1 | Eol value 1 Eolvaluel | N/A N/A
Eol value 2 | Eol value 2 Eolvaluel | N/A N/A
Eol value 2 | Eol value 2 Eolvaluel | N/A N/A
Eol value 2 | Eol value 2 Eolvaluel | N/A N/A
Eol value 3 | Eol value 3 Eol valuel | N/A N/A
Eol value3 | Eolvalue4 | Eolvaluel | N/A N/A
Eol value3 | Eolvalue4 | Eolvaluel | N/A N/A
Eol value 4 | Eol value 5 Eolvaluel | N/A N/A
N/A N/A N/A Eol value 2 | Eol value 3




As can be seen in table 3, there are possibilities to achieve an Eol value even without
any ID document. Either through an interview, or through a reference person. Elec-
tronic biometric matches with physical ID documents must for security reasons only be
based on an onboard chip or similar protected infrastructure. A biometric match for the
same 1D document should only be counted one time. For example, the Eol value from a
manual biometric match should not be added to the Eol value from an electronic bio-
metric match for the same ID document. The reason is that it will not give extra Eol
when the binding is already confirmed at a higher level.

4.3  Calculating Eol level value based on multiple evidence and multiple
bindings to subject — a methodological approach

Combinations of ID documents in the proposed scheme will only add 50% of the value
of the next additional document, resulting in a negative exponential function. This
avoids that two ID documents with the same Eol value are considered twice as secure
as one ID document, as would be the case by using a linear function (Figure 1 A).
Further, the negative exponential function will acknowledge the value of the first doc-
ument unlike use of a positive exponential function (Figure 1 B). It will also avoid
situations where many 1D documents with low Eol value are combined to reach a high
final Eol value without being bound with an upper limit (Figure 1 C and D). The first
part of the calculation algorithm:
P=D, +231, 2% )

Where P is the Eol Part value resulting from this calculation, and D is the individual
ID Document’s Eol value. Note that Eq.(1) is a convergent series so that the value P
can be bound to a value which can be used to thwart the attempt to combine multiple
low-Eol-value evidences to reach a high Eol value. In order to acknowledge the values
of ID documents with high Eol values, these should be placed first in the algorithm.
For example, D1: Passport, D,: Driving License, Ds: Birth certificate. Now, Eol values
for the binding to subject should be calculated and added separately to P, in a final Eol
value calculation:

V=P+ (B +2%, % )
Where B is Eol values of Bindings to subject, and V is the Eol level Value used to map
the combined Eol to the Eol level it corresponds to.

Figure 1 C show that even if multiple ID documents at Eol value 1 will not allow the
achievement of the next Eol value. This is an advantage as these documents are so easy
to forge. However, any document with higher Eol value, or a binding to subject, will
depending on its value, allow to climb several Eol values (Figure 1 D). This system
successfully stops attempts on use of multiple low-value ID documents or bindings to
climb in the Eol hierarchy. The main advantage with the algorithm is that it gives such
clear thresholds for what a subject can achieve with combined Eol of different values.
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Fig. 1. Characteristics of possible Eol value calculation methodologies: A: Characteristics of a
linear function, B: Characteristics of a positive exponential function, C: Example of negative
exponential function as proposed in this paper (using multiple ID documents at Eol value 1),
and D: Example of negative exponential function as proposed in this paper (using one 1D docu-
ment with Eol value 2, four with Eol value 1, and three bindings to subject with Eol value 2).
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4.4 Mapping Eol level value to corresponding Eol levels

Calculation of an Eol level value could for example look like this: Eol level Value =
Passport + (Manual biometric match of subject to PPID with Eol value 2 + Interview)
equals V =D; + (B1 + 2*('23—2)) equalsV=3+(2+ 2*(%)) equals Eol level Value = 6.
ISO/IEC 29003 [9] suggest use of 3 Eol levels (levels of identity proofing): low, mod-
erate and high. However, in the 1SO standard, the levels are based on qualitative eval-
uations. Three levels can also be used to map Eol level values found by quantitative
techniques in this paper to Eol levels as seen below. The thresholds are chosen based
on the functions and the content of the proposed algorithm. The design assures that
multiple 1D documents with Eol value 1 cannot be used to gain access to services at
Eol level moderate. It also assures that Eol level high in practice is unreachable without
both an ID document and a binding to subject where both offer a high Eol value.

Eol level low (Eol level value < 2) < equals less than
Eol level moderate (Eol level value >=2 and <6) >= equals larger or equal to
Eol level high (Eol level value >= 6)

4.5  The full Eol evaluation system

An infrastructure model illustrating core elements of the proposed Eol evaluation sys-
tem is displayed in figure 1. The officer at the counter must decide if the necessary Eol
level have been reached for the service applied for (for example to have a bank card
issued). This evaluation process can be done with a high degree of automation through
the unique Eol evaluation system proposed in this paper. The proposed Eol evaluation
system will cover all ID proofing steps as described in ISO/IEC 29003 [9]:

1) Collect the proofing information
11) Determine the veracity of the evidence collected against objectives



111) Determine that identifying attributes from the EOI meet the required Eol level
1V) Bind the subject to the claimed identifying attributes
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Fig. 2. Eol evaluation infrastructure of the Eol evaluation system proposed in this paper.

5 Discussion

Evidence fulfilling requirements of Eol value 1 would typically be a birth certificate,
content of a facebook account, or a database registration at a library. Such evidence has
a low value as Eol since they are easy to falsify and difficult to validate. Evidence
fulfilling requirements of Eol value 2 would typically be a bank card with picture of
the holder, or a driving license registry registration. Such evidence provides more value
as Eol since they contain more security features. As an example, physical driving li-
censes (EU type) have security features like holographic print, relief-pattern, UV print
and IR features [47], in contrast to the Norwegian birth certificates which usually only
contain safety features like signature and stamp of document issuer. Evidence fulfilling
requirements of Eol value 3 would typically be a passport, or an immigrant registry
registration. Such Evidence are characterised by security features at a national level,
including digital features, since security breaches could cause severe consequences.

Eol values proposed by the author in this paper are based on an extensive literature
survey and meetings with nine ID stakeholders in Norway. There is a chance that some
Eol have been given wrong values. For example, different levels of accuracy could
exist between ID related information. This is covered by the UK’s Eol guide [5], but it
is not reflected in this proposal. The reason is that it is assumed to be too time consum-
ing to investigate all provided Eol thoroughly. At the same time, the UK guide was the
only one addressing this area from seven different guides, indicating the importance
could be considered low. Still, this might be an area which should be investigated more
in the future.
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The quantitative Eol evaluation system proposed in this paper can be used in pro-
cesses of deciding whether Eol provided by an applicant is at corresponding level with
security requirements of the service provided by the organization. Characteristics of the
Eol evaluation algorithm proposed in this paper are in line with recommendations for
use of multiple Eols [36,39,41,42]. In addition, human factors such as uncertainty re-
garding choice of Eol level might be less present in a quantitative system compared to
one based on qualitative evaluation. By pre-defining Eol belonging to each Eol value,
organizations will no longer have a challenge in choosing which Eol to ask for in order
to give access to their service. Such pre-definition should preferable be performed at a
national level, and harmonized across Europe, assuring equality in Eol requirements
between similar services.

Manual biometric matches have been given lower Eol values than electronic matches
in this proposal. This is because existing research work show indications that automatic
face recognition technology provides better results than manual face comparison
[48,49]. Further, a written declaration is given a quite high Eol value, since Eol require-
ments then, to a certain degree, can be transferred to the liable reference person who
had already established trust from a proofing party.

Uncertainty in the proposed Eol evaluation system will mostly be connected to in
which degree correct requirements have been set in table 2 and 3 of this paper. Require-
ments in this paper are mostly inspired by other nation’s guides and standards. At the
same time, the introduction of DPID complicates the process of choosing requirements.
Use of main elements from ISO/IEC 29003 [9] ensures reliability of the main principles
of Eol evaluation used in this work. If any organization would be willing to use this
system for a time period, it could further validate its effect.

6 Conclusion and recommendations for further research

The methodology for Eol evaluation presented in this paper can be used to assign dif-
ferent Eol appropriate Eol values. Further, by the use of an algorithm, their combined
Eol value can be mapped to a functional Eol level. ISO/IEC 29003 [9] focuses on ID
uniqueness, existence and whether the subject has a strong binding to the ID. The
unique Eol evaluation system proposed in this paper provides trust in ID establishment
and verification processes at level with main principles of the 1SO standard, as well as
most other 1D guides and standards presented in this paper. The work laid down in this
paper show how these principles can be operationalized and fed into a quantitative sys-
tem for easier and faster Eol evaluation.

This paper has proposed a ready-to-test Eol evaluation system. In the future, devel-
oping an application allowing real-life testing of the proposed Eol evaluation system,
would be a natural next step. It is hard to estimate the presumable effect of the proposed
Eol evaluation system, since it has not been tested in practice. As testing of such a
system would be time consuming and cooperation demanding from different stakehold-
ers, this limited work has focused on developing a system model instead of testing its
performance in operation. This leaves it to any interested party to test the system in
practice over a time period in order to evaluate its performance.
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