
{ 
  "took" : 850, 
  "timed_out" : false, 
  "_shards" : { 
    "total" : 5, 
    "successful" : 5, 
    "skipped" : 0, 
    "failed" : 0 
  }, 
  "hits" : { 
    "total" : 485787, 
    "max_score" : 15.006219, 
    "hits" : [ 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SjSPu-7KAqxoxGkOr", 
        "_score" : 15.006219, 
        "_source" : { 
          "content" : "Trojan-Downloader.Win32.Agent.ahoe\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SjSPu-7KAqxoxGkOs", 
        "_score" : 15.006219, 
        "_source" : { 
          "content" : "Trojan-Downloader.Win32.Small.ydh\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SgjzV-7KAqxoxdqac", 
        "_score" : 14.982583, 
        "_source" : { 
          "content" : "Trojan-Downloader.Win32.Small.ydh\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SgjzV-7KAqxoxdqad", 
        "_score" : 14.975427, 
        "_source" : { 
          "content" : "Trojan-Downloader.Win32.Agent.ahoe\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SkhOT-7KAqxoxYpnG", 
        "_score" : 14.261684, 
        "_source" : { 
          "content" : "a014.exe Trojan-Downloader.Win32.Small.ixw\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 



        "_type" : "somedoctype", 
        "_id" : "AV_SmNHN-7KAqxoxxuOn", 
        "_score" : 14.255727, 
        "_source" : { 
          "content" : "* Threat Name Trojan-Downloader.Win32.Small.aafh 
*\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SieqS-7KAqxox6h1_", 
        "_score" : 10.549619, 
        "_source" : { 
          "content" : " 206839 , xP9(k bH , O8 stdClass vhash 
024046551d151049z616fz17z6bz submission_names 
78f250dbd10139fd28eb6b22f2f96248 
78f250dbd10139fd28eb6b22f2f962485c4e6c86809d2988fe0d47b49c27fc92d8faa23a2
0480.exe Trojan-Downloader.Win32.QQHelper.wo.exe /var/newbot/vh/Trojan-
Downloader.Win32.QQHelper.wo Trojan-Downloader.Win32.QQHelper.wo 
78F250DBD10139FD28EB6B22F2F96248 scan_date 2014-03-28 003342 first_seen 
2007-06-15 224741 times_submitted additional_info stdClass peid Armadillo 
v1.71 magic PE32 executable for MS Windows (GUI) Intel 80386 32-bit 
sigcheck stdClass link date 230 AM 3/16/2007 exiftool stdClass MIMEType 
application/octet-stream Subsystem Windows GUI MachineType Intel 386 or 
later, and compatibles TimeStamp 20070316 023029+0100 FileType Win32 EXE 
PEType PE32 CodeSize 4096 LinkerVersion 6.0 FileAccessDate 20140328 
013736+0100 EntryPoint 0x1c92 InitializedDataSize 12288 SubsystemVersion 
4.0 ImageVersion 0.0 OSVersion 4.0 FileCreateDate 20140328 013736+0100 
UninitializedDataSize 0 trid Win32 Dynamic Link Library (generic) 
(43.5%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_Sjpfm-7KAqxoxL-ty", 
        "_score" : 9.536426, 
        "_source" : { 
          "content" : " 247727 , MwC , O8 stdClass vhash 
01403e0f7d1bz6@z13z submission_names 94be4d988b9511bd7ff2ed7798ab4397 
VBDown VBDown.exe 
94be4d988b9511bd7ff2ed7798ab43970f0693c1ceea7237c3c9b8b1c5f8a8b6dbf195da1
5872.exe Trojan-Downloader.Win32.VB.bob.exe /var/newbot/vh/Trojan-
Downloader.Win32.VB.bob 94be4d988b9511bd7ff2ed7798ab4397.exe Trojan-
Downloader.Win32.VB.bob 94BE4D988B9511BD7FF2ED7798AB4397 scan_date 2014-
04-08 155415 first_seen 2011-03-02 005959 times_submitted additional_info 
stdClass exports exiftool stdClass FileAccessDate 20140408 165619+0100 
FileCreateDate 20140408 165619+0100 trid Win32 Executable (generic) 
(52.9%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_Sfgay-7KAqxoxN83h", 
        "_score" : 9.479697, 
        "_source" : { 
          "content" : " 101486 , 5?1&Hg , O8 stdClass vhash 
08403e0d7f1bz3!z submission_names 



35ef110d10a8fcb31e3f31a0af2648676534de08c163488e4bc23a7aab080b956b6c7ed48
4653.exe 35ef110d10a8fcb31e3f31a0af264867 Trojan-
Downloader.Win32.Bagle.by.exe /var/newbot/vh/Trojan-
Downloader.Win32.Bagle.by 6534de08c163488e4bc23a7aab080b956b6c7ed4 
Trojan-Downloader.Win32.Bagle.by scan_date 2015-07-31 132303 first_seen 
2011-08-02 025701 times_submitted additional_info stdClass prevx 
http//info.prevx.com/aboutprogramtext.asp?PX5=C5CE646FAD79F15F4A2E01AE388
A3D00FFD74C39 peid PENinja exiftool stdClass FileAccessDate 20140218 
142422+0100 FileCreateDate 20140218 142422+0100 trid Win32 Executable 
(generic) (42.8%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SnkW3-7KAqxoxGZ27", 
        "_score" : 9.479697, 
        "_source" : { 
          "content" : " 383238 , 5y*aj , O8 stdClass vhash 02502d0d7bz2!z 
submission_names VirusShare_f0ae350b792afe61166a017f06d7070f 
f0ae350b792afe61166a017f06d7070f 
f0ae350b792afe61166a017f06d7070f40d8e720e30411f73fb5e297cb3a7f4607156ffc2
89301.exe Trojan-Downloader.Win32.Delf.akn.exe /var/newbot/vh/Trojan-
Downloader.Win32.Delf.akn 40d8e720e30411f73fb5e297cb3a7f4607156ffc 
Trojan-Downloader.Win32.Delf.akn scan_date 2014-10-14 210342 first_seen 
2011-08-13 174014 times_submitted additional_info stdClass exiftool 
stdClass FileAccessDate 20141014 220438+0100 FileCreateDate 20141014 
220438+0100 trid DOS Executable Generic (99.6%)\\ " 
        } 
      } 
    ] 
  } 
} 
 


