
{ 
  "took" : 5, 
  "timed_out" : false, 
  "_shards" : { 
    "total" : 5, 
    "successful" : 5, 
    "skipped" : 0, 
    "failed" : 0 
  }, 
  "hits" : { 
    "total" : 15759, 
    "max_score" : 10.119331, 
    "hits" : [ 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-K0-7KAqxoxQr-M", 
        "_score" : 10.119331, 
        "_source" : { 
          "content" : "http//www.emergingthreats.net/cgi-
bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto Xref => 
http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-OI-7KAqxoxQsre", 
        "_score" : 9.704058, 
        "_source" : { 
          "content" : "138824580 Xref => 
http//www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto 
Xref => http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-M3-7KAqxoxQsSv", 
        "_score" : 9.696472, 
        "_source" : { 
          "content" : "http//www.emergingthreats.net/cgi-
bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto Xref => 
http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-SY-7KAqxoxQtoP", 
        "_score" : 9.411284, 
        "_source" : { 
          "content" : "Options (3) => NOP NOP TS 21971897 141948911 Xref 
=> http//www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto 
Xref => http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 



      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-O0-7KAqxoxQswJ", 
        "_score" : 9.0286255, 
        "_source" : { 
          "content" : "=> NOP NOP TS 1511920 138832476 Xref => 
http//www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto 
Xref => http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-M3-7KAqxoxQsWw", 
        "_score" : 8.35397, 
        "_source" : { 
          "content" : "ID25223 IpLen20 DgmLen225 DF AP Seq 0xC67DB60E Ack 
0xAD5F53A3 Win 0xB7 TcpLen 32 TCP Options (3) => NOP NOP TS 1496207 
138769617 Xref => http//www.emergingthreats.net/cgi-
bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto Xref => 
http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Ip-7KAqxoxQrYs", 
        "_score" : 8.262905, 
        "_source" : { 
          "content" : "ID28745 IpLen20 DgmLen213 DF AP Seq 0x37024EDD Ack 
0x1E54A34F Win 0xB7 TcpLen 32 TCP Options (3) => NOP NOP TS 1457827 
138616079 Xref => http//www.emergingthreats.net/cgi-
bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto Xref => 
http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Lj-7KAqxoxQsKm", 
        "_score" : 8.088173, 
        "_source" : { 
          "content" : " AP Seq 0x9C10CCDE Ack 0x83887F21 Win 0xB7 TcpLen 
32 TCP Options (3) => NOP NOP TS 1484955 138724605 Xref => 
http//www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto 
Xref => http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Ip-7KAqxoxQrRy", 
        "_score" : 7.8514533, 
        "_source" : { 



          "content" : " 120026774 ET SCAN Nikto Web App Scan in Progress 
Classification Web Application Attack Priority 1 11/10-095427.347335 
10.2.197.24559451 -> 154.241.88.20180 TCP TTL61 TOS0x0 ID35817 IpLen20 
DgmLen161 DF AP Seq 0x1E0EAF4C Ack 0x3F8E7AA Win 0xB7 TcpLen 32 TCP 
Options (3) => NOP NOP TS 1451187 138589518 Xref => 
http//www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto 
Xref => http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Ip-7KAqxoxQrSB", 
        "_score" : 7.8514533, 
        "_source" : { 
          "content" : " 120026774 ET SCAN Nikto Web App Scan in Progress 
Classification Web Application Attack Priority 1 11/10-095428.194061 
10.2.197.24559464 -> 154.241.88.20180 TCP TTL61 TOS0x0 ID3877 IpLen20 
DgmLen162 DF AP Seq 0x1F4A2A5D Ack 0x4CF3E36 Win 0xB7 TcpLen 32 TCP 
Options (3) => NOP NOP TS 1451399 138590364 Xref => 
http//www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/SCAN/SCAN_Nikto 
Xref => http//doc.emergingthreats.net/2002677 Xref => 
http//www.cirt.net/code/nikto.shtml  " 
        } 
      } 
    ] 
  } 
} 
 


