
{ 
  "took" : 752, 
  "timed_out" : false, 
  "_shards" : { 
    "total" : 5, 
    "successful" : 5, 
    "skipped" : 0, 
    "failed" : 0 
  }, 
  "hits" : { 
    "total" : 485706, 
    "max_score" : 11.761559, 
    "hits" : [ 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SieqT-7KAqxox6h2U", 
        "_score" : 11.761559, 
        "_source" : { 
          "content" : " 206840 , xxH#Zq>G+ , O8 stdClass vhash 
01503e0f7e7019z49z19z1013z1017z submission_names 
VirusShare_78f27848a399bd235a71d53e47db2b01 
78f27848a399bd235a71d53e47db2b01.exe 
78f27848a399bd235a71d53e47db2b01155d04e0e1f40641285efc4ba12edb399eb72d4f1
37216.exe Trojan-Clicker.Win32.Agent.acu.exe /var/newbot/vh/Trojan-
Clicker.Win32.Agent.acu 78F27848A399BD235A71D53E47DB2B01 Trojan-
Clicker.Win32.Agent.acu 155d04e0e1f40641285efc4ba12edb399eb72d4f 
scan_date 2014-10-10 181306 first_seen 2008-04-30 111119 times_submitted 
additional_info stdClass exports magic PE32 executable for MS Windows 
(GUI) Intel 80386 32-bit sigcheck stdClass link date 1122 AM 4/25/2008 
exiftool stdClass MIMEType application/octet-stream Subsystem Windows GUI 
MachineType Intel 386 or later, and compatibles TimeStamp 20080425 
112242+0100 FileType Win32 EXE PEType PE32 CodeSize 81920 LinkerVersion 
8.0 FileAccessDate 20141010 191320+0100 EntryPoint 0x32fb0 
InitializedDataSize 4096 SubsystemVersion 4.0 ImageVersion 0.0 OSVersion 
4.0 FileCreateDate 20141010 191320+0100 UninitializedDataSize 126976 trid 
UPX compressed Win32 Executable (42.3%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_Sitrh-7KAqxox-Bl8", 
        "_score" : 10.182743, 
        "_source" : { 
          "content" : " 214892 , ~nN@\\\\p , O8 stdClass vhash 
115056655d7565519z2a0a=z submission_names 
7e6e0bd84e40c10ef1e38d5c14701394862b0158516a92bab0e950f0c7743225ece8e4711
00864.dll 7e6e0bd84e40c10ef1e38d5c14701394 Trojan-
Clicker.Win32.Agent.dvs.dll ../ExeMalware/Trojan-Clicker.Win32.Agent.dvs 
vt-upload-9khg7 /var/newbot/vh/Trojan-Clicker.Win32.Agent.dvs 
/local/sarvam/repo/repo_02/7e6e0bd84e40c10ef1e38d5c14701394 Trojan-
Clicker.Win32.Agent.dvs 862b0158516a92bab0e950f0c7743225ece8e471 
scan_date 2014-04-05 082244 first_seen 2008-09-29 223546 times_submitted 
additional_info stdClass peid Armadillo v1.xx - v2.xx exiftool stdClass 
MIMEType application/octet-stream Subsystem Windows GUI MachineType Intel 
386 or later, and compatibles TimeStamp 20080929 170036+0100 FileType 
Win32 DLL PEType PE32 CodeSize 12288 LinkerVersion 6.0 FileAccessDate 
20140405 091659+0100 EntryPoint 0x3ba9 InitializedDataSize 176128 
SubsystemVersion 4.0 ImageVersion 0.0 OSVersion 4.0 FileCreateDate 



20140405 091659+0100 UninitializedDataSize 0 trid Win32 Executable MS 
Visual C++ (generic) (67.3%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_Sjocn-7KAqxoxLug0", 
        "_score" : 10.18014, 
        "_source" : { 
          "content" : " 247126 , RCq% , O8 stdClass vhash 
06403e0f776019z49z1bz1fz submission_names 
9452430de499f2d0a071d0ea251887c8 
9452430de499f2d0a071d0ea251887c81fe61628d3ef6ebe9018006e3cae5ea2e34bfb866
9632.exe Trojan-Clicker.Win32.Agent.axx.exe ../ExeMalware/Trojan-
Clicker.Win32.Agent.axx /var/newbot/vh/Trojan-Clicker.Win32.Agent.axx 
1fe61628d3ef6ebe9018006e3cae5ea2e34bfb86 Trojan-Clicker.Win32.Agent.axx 
9452430DE499F2D0A071D0EA251887C8 
../../repo_all/repo_06/9452430de499f2d0a071d0ea251887c8 
9452430de499f2d0a071d0ea251887c8.exe scan_date 2015-07-31 131913 
first_seen 2011-06-15 213130 times_submitted additional_info stdClass 
peid UPX 2.90 LZMA -> Markus Oberhumer, Laszlo Molnar & John Reiser 
exiftool stdClass MIMEType application/octet-stream Subsystem Windows GUI 
MachineType Intel 386 or later, and compatibles FileTypeExtension exe 
TimeStamp 19920619 232217+0100 FileType Win32 EXE PEType PE32 CodeSize 
57344 LinkerVersion 2.25 EntryPoint 0x2acd0 InitializedDataSize 4096 
SubsystemVersion 4.0 ImageVersion 0.0 OSVersion 4.0 UninitializedDataSize 
114688 trid UPX compressed Win32 Executable (41.1%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SdpVB-7KAqxoxxxAR", 
        "_score" : 10.133575, 
        "_source" : { 
          "content" : " 31540 , =x%$ , O8 stdClass vhash 
01503e0f7d101013z11z37z101bz101dz submission_names 
0d17953db6a00d7825d296fc24079cb0f2ead7e79fe050ea97d2df341190f78bcf0a2ecf1
73056.exe 0d17953db6a00d7825d296fc24079cb0 ../ExeMalware/Trojan-
Clicker.Win32.Delf.hd Trojan-Clicker.Win32.Delf.hd.exe 
/var/newbot/vh/Trojan-Clicker.Win32.Delf.hd Trojan-Clicker.Win32.Delf.hd 
f2ead7e79fe050ea97d2df341190f78bcf0a2ecf scan_date 2014-02-16 093132 
first_seen 2007-02-11 134620 times_submitted additional_info stdClass 
exiftool stdClass MIMEType application/octet-stream Subsystem Windows GUI 
MachineType Intel 386 or later, and compatibles TimeStamp 19920619 
232217+0100 FileType Win32 EXE PEType PE32 CodeSize 167936 LinkerVersion 
2.25 FileAccessDate 20140216 103313+0100 EntryPoint 0x72d80 
InitializedDataSize 4096 SubsystemVersion 4.0 ImageVersion 0.0 OSVersion 
4.0 FileCreateDate 20140216 103313+0100 UninitializedDataSize 299008 trid 
UPX compressed Win32 Executable (41.1%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_SfQ_a-7KAqxoxKVEH", 
        "_score" : 10.133575, 
        "_source" : { 



          "content" : " 92458 , 0pJo< , O8 stdClass vhash 
15403e75151jzaxz submission_names 
30adf3704a851eac6f868b19d1e83cb52dae8c18eeedeb222052ed646016ef75c0cacd395
4764.dll Trojan-Clicker.Win32.Costrat.jn.dll 
30adf3704a851eac6f868b19d1e83cb5 ../ExeMalware/Trojan-
Clicker.Win32.Costrat.jn /var/newbot/vh/Trojan-Clicker.Win32.Costrat.jn 
Trojan-Clicker.Win32.Costrat.jn 2dae8c18eeedeb222052ed646016ef75c0cacd39 
30ADF3704A851EAC6F868B19D1E83CB5 scan_date 2014-04-07 161829 first_seen 
2008-01-30 155948 times_submitted additional_info stdClass magic PE32 
executable for MS Windows (DLL) (native) Intel 80386 32-bit sigcheck 
stdClass link date 131 PM 1/30/2008 exiftool stdClass MIMEType image/pict 
ImageSize 15450x20620 FileType PICT FileAccessDate 20140407 171152+0100 
ImageHeight 20620 ImageWidth 15450 FileCreateDate 20140407 171152+0100 
trid Win32 Executable (generic) (52.7%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_Sflsn-7KAqxoxPJV8", 
        "_score" : 10.133575, 
        "_source" : { 
          "content" : " 104179 , 7Y\\\\k-hMp , O8 stdClass vhash 
06403e0f7d1019z601fz11z1017z15z submission_names 
VirusShare_378c595c6b2daac068fe014dce70a1d3 
378c595c6b2daac068fe014dce70a1d3 
378c595c6b2daac068fe014dce70a1d3007083b601dd74079efbe47666c9f8a4fa0b7a686
0416.exe Trojan-Clicker.Win32.Agent.eko.exe /home/dsns/ExeMalware/Trojan-
Clicker.Win32.Agent.eko /var/newbot/vh/Trojan-Clicker.Win32.Agent.eko 
Trojan-Clicker.Win32.Agent.eko 007083b601dd74079efbe47666c9f8a4fa0b7a68 
scan_date 2014-10-15 052852 first_seen 2011-07-03 140714 times_submitted 
additional_info stdClass peid UPX 2.90 LZMA -> Markus Oberhumer, Laszlo 
Molnar & John Reiser exiftool stdClass MIMEType application/octet-stream 
Subsystem Windows GUI MachineType Intel 386 or later, and compatibles 
TimeStamp 20081102 035542+0100 FileType Win32 EXE PEType PE32 CodeSize 
57344 LinkerVersion 6.0 FileAccessDate 20141015 063141+0100 EntryPoint 
0x25bf0 InitializedDataSize 4096 SubsystemVersion 4.0 ImageVersion 0.0 
OSVersion 4.0 FileCreateDate 20141015 063141+0100 UninitializedDataSize 
94208 trid UPX compressed Win32 Executable (42.3%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_Sgtef-7KAqxoxf8tU", 
        "_score" : 10.133575, 
        "_source" : { 
          "content" : "UZk3*U , O8 stdClass vhash 01403f0f7f0019z6nz1fz 
submission_names 5063cc0ad655118fa2c85a6b82332a55.exe 
5063cc0ad655118fa2c85a6b82332a55495632276e32e4a7976b00b587c8bf7bdab2e3fa1
4829.exe /home/dsns/ExeMalware/Trojan-Clicker.Win32.Flyst.bi Trojan-
Clicker.Win32.Flyst.bi.exe /var/newbot/vh/Trojan-Clicker.Win32.Flyst.bi 
Trojan-Clicker.Win32.Flyst.bi 5063cc0ad655118fa2c85a6b82332a55 
495632276e32e4a7976b00b587c8bf7bdab2e3fa 5063CC0AD655118FA2C85A6B82332A55 
scan_date 2014-03-08 143751 first_seen 2008-02-21 060302 times_submitted 
additional_info stdClass peid NSPack 3.x -> Liu Xing Ping exiftool 
stdClass MIMEType application/octet-stream Subsystem Windows command line 
MachineType Intel 386 or later, and compatibles TimeStamp 20000519 
111155+0100 FileType Win32 EXE PEType PE32 CodeSize 0 LinkerVersion 4.0 
FileAccessDate 20140308 153428+0100 EntryPoint 0xc589 InitializedDataSize 



16384 SubsystemVersion 4.0 ImageVersion 1.0 OSVersion 4.0 FileCreateDate 
20140308 153428+0100 UninitializedDataSize 45056 trid Win32 Dynamic Link 
Library (generic) (38.4%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_Sng6T-7KAqxoxFoT7", 
        "_score" : 10.133575, 
        "_source" : { 
          "content" : " 381325 , Uh~0ey , O8 stdClass vhash 
0650866d1c0d5c051505507162z451z17ze0c5z11z2a3fz submission_names 
ef55687e1e9d30658cf279a58fbc9db0 
ef55687e1e9d30658cf279a58fbc9db0f91584c6f022453e3cf567e606d9b4ffb28ec5676
05184.exe ../ExeMalware/Trojan-Clicker.Win32.Galepo.bu Trojan-
Clicker.Win32.Galepo.bu.exe /var/newbot/vh/Trojan-Clicker.Win32.Galepo.bu 
Trojan-Clicker.Win32.Galepo.bu f91584c6f022453e3cf567e606d9b4ffb28ec567 
scan_date 2015-07-24 133635 first_seen 2011-06-16 035139 times_submitted 
additional_info stdClass magic PE32 executable for MS Windows (GUI) Intel 
80386 32-bit sigcheck stdClass link date 1122 PM 6/19/1992 exiftool 
stdClass MIMEType application/octet-stream Subsystem Windows GUI 
MachineType Intel 386 or later, and compatibles FileTypeExtension exe 
TimeStamp 19920619 232217+0100 FileType Win32 EXE PEType PE32 CodeSize 
508928 LinkerVersion 2.25 EntryPoint 0x7d1b8 InitializedDataSize 95232 
SubsystemVersion 4.0 ImageVersion 0.0 OSVersion 4.0 UninitializedDataSize 
0 trid Win32 Executable Borland Delphi 7 (88.5%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_Sc2Qg-7KAqxoxl0_r", 
        "_score" : 10.128172, 
        "_source" : { 
          "content" : " 3451 , )E9  , O8 stdClass vhash 
03403e0f7d11z13z11z37z1019z1011z1bz submission_names Trojan-
Clicker.Win32.Agent.ce.exe 0129aad89feee54539d35d86ee078be0.exe 
../ExeMalware/Trojan-Clicker.Win32.Agent.ce /var/newbot/vh/Trojan-
Clicker.Win32.Agent.ce 
0129aad89feee54539d35d86ee078be0a0c47ce39e0bd8bb1f578335ea533bd1eaa7a6b63
7376.exe 0129AAD89FEEE54539D35D86EE078BE0 Trojan-Clicker.Win32.Agent.ce 
a0c47ce39e0bd8bb1f578335ea533bd1eaa7a6b6 scan_date 2014-02-28 063703 
first_seen 2008-01-06 204444 times_submitted additional_info stdClass 
peid UPX 2.90 LZMA -> Markus Oberhumer, Laszlo Molnar & John Reiser 
exiftool stdClass MIMEType application/octet-stream Subsystem Windows GUI 
MachineType Intel 386 or later, and compatibles TimeStamp 20050310 
211728+0100 FileType Win32 EXE PEType PE32 CodeSize 36864 LinkerVersion 
6.0 FileAccessDate 20140228 140242+0100 EntryPoint 0x15eb0 
InitializedDataSize 4096 SubsystemVersion 4.0 ImageVersion 0.0 OSVersion 
4.0 FileCreateDate 20140228 140242+0100 UninitializedDataSize 53248 trid 
UPX compressed Win32 Executable (42.3%)\\ " 
        } 
      }, 
      { 
        "_index" : "batch-andrii-malware2", 
        "_type" : "somedoctype", 
        "_id" : "AV_ShPga-7KAqxoxn85e", 
        "_score" : 10.081076, 
        "_source" : { 



          "content" : " 163380 , \\\\lqCcF@c , O8 stdClass vhash 
03503e0f7d1019z49z1bz1fz submission_names 
5c6c71a490439e83634612a04063a3f4 
5c6c71a490439e83634612a04063a3f45e4f97b0cceb945d0d3fcf0733d030db353af5643
49696.exe Trojan-Clicker.Win32.Agent.dop.exe ../ExeMalware/Trojan-
Clicker.Win32.Agent.dop /var/newbot/vh/Trojan-Clicker.Win32.Agent.dop 
Trojan-Clicker.Win32.Agent.dop 5e4f97b0cceb945d0d3fcf0733d030db353af564 
scan_date 2014-03-09 231811 first_seen 2011-06-15 224745 times_submitted 
additional_info stdClass peid UPX 2.90 LZMA -> Markus Oberhumer, Laszlo 
Molnar & John Reiser exiftool stdClass MIMEType application/octet-stream 
Subsystem Windows GUI MachineType Intel 386 or later, and compatibles 
TimeStamp 19920619 232217+0100 FileType Win32 EXE PEType PE32 CodeSize 
348160 LinkerVersion 2.25 FileAccessDate 20140310 002002+0100 EntryPoint 
0xcdc10 InitializedDataSize 4096 SubsystemVersion 4.0 ImageVersion 0.0 
OSVersion 4.0 FileCreateDate 20140310 002002+0100 UninitializedDataSize 
491520 trid UPX compressed Win32 Executable (41.1%)\\ " 
        } 
      } 
    ] 
  } 
} 
 


