
{ 
  "took" : 44, 
  "timed_out" : false, 
  "_shards" : { 
    "total" : 5, 
    "successful" : 5, 
    "skipped" : 0, 
    "failed" : 0 
  }, 
  "hits" : { 
    "total" : 25768, 
    "max_score" : 0.33324504, 
    "hits" : [ 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Am-7KAqxoxQpQx", 
        "_score" : 0.33324504, 
        "_source" : { 
          "content" : "(3) => NOP NOP TS 952550 77971560  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-U4-7KAqxoxQuQ_", 
        "_score" : 0.32411546, 
        "_source" : { 
          "content" : "TcpLen 32 TCP Options (3) => NOP NOP TS 2794609 
148429471  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Wl-7KAqxoxQu0P", 
        "_score" : 0.32098287, 
        "_source" : { 
          "content" : "TcpLen 32 TCP Options (3) => NOP NOP TS 8318406 
232521082  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Am-7KAqxoxQpD0", 
        "_score" : 0.32067063, 
        "_source" : { 
          "content" : " 12941 TCP Timestamp is outside of PAWS window 
Priority 3 11/08-095400.798436 154.241.88.201443 -> 10.1.60.20358113 TCP 
TTL64 TOS0x0 ID64530 IpLen20 DgmLen149 DF AP Seq 0x6B5605CF Ack 
0x8580A78C Win 0x6C TcpLen 32 TCP Options (3) => NOP NOP TS 67042368 
47703596  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Am-7KAqxoxQpD2", 
        "_score" : 0.32067063, 



        "_source" : { 
          "content" : " 12941 TCP Timestamp is outside of PAWS window 
Priority 3 11/08-095400.817548 10.1.60.20358113 -> 154.241.88.201443 TCP 
TTL63 TOS0x0 ID54153 IpLen20 DgmLen250 DF AP Seq 0x8580A78C Ack 
0x6B560630 Win 0x2086 TcpLen 32 TCP Options (3) => NOP NOP TS 47703618 
67042368  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Am-7KAqxoxQpD6", 
        "_score" : 0.32067063, 
        "_source" : { 
          "content" : " 12941 TCP Timestamp is outside of PAWS window 
Priority 3 11/08-095400.829088 154.241.88.201443 -> 10.1.60.20358113 TCP 
TTL64 TOS0x0 ID64533 IpLen20 DgmLen89 DF AP Seq 0x6B560B94 Ack 0x8580A90C 
Win 0x8D TcpLen 32 TCP Options (3) => NOP NOP TS 67042400 47703633  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Am-7KAqxoxQpD-", 
        "_score" : 0.32067063, 
        "_source" : { 
          "content" : " 12941 TCP Timestamp is outside of PAWS window 
Priority 3 11/08-095400.832321 10.1.60.20358113 -> 154.241.88.201443 TCP 
TTL63 TOS0x0 ID54157 IpLen20 DgmLen89 DF AP Seq 0x8580A90C Ack 0x6B560BBA 
Win 0x2086 TcpLen 32 TCP Options (3) => NOP NOP TS 47703640 67042400  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Am-7KAqxoxQpD_", 
        "_score" : 0.32067063, 
        "_source" : { 
          "content" : " 12941 TCP Timestamp is outside of PAWS window 
Priority 3 11/08-095400.832519 10.1.60.20358113 -> 154.241.88.201443 TCP 
TTL63 TOS0x0 ID54158 IpLen20 DgmLen52 DF A F Seq 0x8580A931 Ack 
0x6B560BBA Win 0x2086 TcpLen 32 TCP Options (3) => NOP NOP TS 47703641 
67042400  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 
        "_type" : "somedoctype", 
        "_id" : "AV_a_-Am-7KAqxoxQpED", 
        "_score" : 0.32067063, 
        "_source" : { 
          "content" : " 12931 Data sent on stream not accepting data 
Priority 3 11/08-100007.126084 10.1.10.1025 -> 7.204.241.16151451 TCP 
TTL125 TOS0x0 ID18249 IpLen20 DgmLen116 DF AP F Seq 0x2E79010 Ack 
0xB159B010 Win 0xFFFF TcpLen 32 TCP Options (3) => NOP NOP TS 11063197 
73853  " 
        } 
      }, 
      { 
        "_index" : "snort-logs", 



        "_type" : "somedoctype", 
        "_id" : "AV_a_-Am-7KAqxoxQpEG", 
        "_score" : 0.32067063, 
        "_source" : { 
          "content" : " 12931 Data sent on stream not accepting data 
Priority 3 11/08-100019.221401 10.1.10.1025 -> 7.204.241.16151451 TCP 
TTL125 TOS0x0 ID18279 IpLen20 DgmLen116 DF AP F Seq 0x2E79010 Ack 
0xB159B010 Win 0xFFFF TcpLen 32 TCP Options (3) => NOP NOP TS 11063318 
73853  " 
        } 
      } 
    ] 
  } 
} 
 


