"took" : 2,

"timed out" : false,
" shards" : {
"total" : 5,
"successful" : 5,
"skipped" : 0,
"failed" : 0
by
"hits" : {
"total" : 459,
"max score" : 9.095311,
"hits" : [
{
" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV_a -GQ-T7KAgxoxQgsW",
" score" : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-142701.844753
10.2.195.2512211 -> 154.241.88.20180 TCP TTL125 TOSOx0 ID612 IpLen20
DgmLen403 DF AP Seq OxFO5ED613 Ack 0xA91BOAE3 Win OxFDCO TcpLen 20 "
}
by
{

" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV a -GQ-7KAgxoxQqgtd",
" score" : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-142821.948750
10.2.195.2512833 -> 154.241.88.20180 TCP TTL125 TOSOx0 ID5098 IpLen20
DgmLen427 DF AP Seqg OxAF79AE98 Ack O0xF4E69001 Win OxFDCO TcpLen 20 "
}
by
{

" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV _a -GQ-T7KAgxoxQgts",
" score" : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-142833.310519
10.2.195.2512912 -> 154.241.88.20180 TCP TTL125 TOSOx0 ID5774 IpLen20
DgmLen393 DF AP Seq 0x770D1935 Ack OxFFOFOECA Win OxFDCO TcpLen 20 "
}
by
{

" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV a -GO-T7KAgxoxQgt3",
" score" : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-142844.882831

10.2.195.2513009 -> 154.241.88.20180 TCP TTL125 TOSOx0 ID6588 IpLenz20

DgmLen449 DF AP Seqg 0x916E41B9 Ack O0xAl11EB98 Win OxFDCO TcpLen 20 "
}



" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV _a -GQ-T7KAgxoxQgte",
" score"™ : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification
Attempted Information Leak Priority 2 11/09-142845.032995
10.2.195.2513009 -> 154.241.88.20180 TCP TTL125 TOSOx0 ID6598 IpLen20
DgmLen439 DF AP Seq 0x916E4352 Ack OxAllEE63 Win OxFAF5 TcplLen 20 "
}
s
{

" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV a -GQ-7KAgxoxQqub",
" score" : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-142912.009333
10.2.195.2513200 -> 154.241.88.20180 TCP TTL125 TOSOx0 ID8134 IpLen20
DgmLen384 DF AP Seqg 0x1FB8F063 Ack 0x23533010 Win OxFDCO TcpLen 20 "
}
by
{

" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV_a -GQ-T7KAgxoxQqun",
" score" : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-142916.969688
10.2.195.2513221 -> 154.241.88.20180 TCP TTL125 TOSOx0 ID8366 IpLen20
DgmLen349 DF AP Seqg 0x76038F61 Ack 0x270C7291 Win OxF9D0O TcpLen 20 "
}
I
{

" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV _a -GQ-T7KAgxoxQgvh",
" score"™ : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-142943.759232
10.2.195.2513400 -> 154.241.88.20180 TCP TTL125 TOSOx0 ID9705 IpLen20
DgmLen390 DF AP Seq 0x4AE38D90 Ack 0x413E3C8E Win OxFB6B TcpLen 20 "
}
s
{

" index" : "snort-logs",
" type" : "somedoctype",
" id" : "AV a -GQO-7KAgxoxQqv-",
" score" : 9.095311,
" source" : {
"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-143001.409948

10.2.195.2513502 -> 154.241.88.20180 TCP TTL125 TOS0x0 ID10606 IpLen20

DgmLen369 DF AP Seq O0xBA86EBCS5 Ack 0x51C5CA47 Win 0xFB95 TcpLen 20 "
}



" index" : "snort-logs",

" type" : "somedoctype",

" id" : "AV _a -GQ-T7KAgxoxQgwT",

" score"™ : 9.095311,

" source" : {

"content" : " 111226 WEB-MISC /etc/passwd Classification

Attempted Information Leak Priority 2 11/09-143015.806123
10.2.195.2513587 -> 154.241.88.20180 TCP TTL240 TOSOx10 IDO IpLen20
DgmLen754 AP Seq 0xB45956AD Ack 0x5FD75364 Win 0x1D50 TcpLen 20 "

}

}



