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Abstract

For years, banks have been required to secure their online banking services and ma-
nage number of customers’ identities, addressing security and privacy issues. Identity
management systems facilitate cost-effective and secure way of managing these identi-
ties. However, the heterogeneous identity landscape, when every bank employs its own
"siloed" identity infrastructure, causes many obstacles for development and populariza-
tion of online-banking services along with increasing costs of managing identities. The
emergence of identity management solution accepted by multiple parties and operating
cross-border and cross-organization can lead to enormous benefits for both banks and
their customers.

The research is comprised of two multifaceted multiple-case studies of current iden-
tity management solutions in Europe, Norwegian BankID, and current cross-border inter-
bank systems such as VISA, SWIFT, and IdenTrust. During the research, we identified the
fundamental factors influencing identity management system acceptance and adoption
rates. Furthermore, the analysis of socio-economics, success factors, explicit and implicit
requirements of previously mentioned solutions was the base for designing cross-border
and multi-party accepted identity management system for e-banking with the goal of
saving costs and simplifying market. It was found that cultural background and public
trust in identity provider predefine security requirements and, along with ease of imple-
mentation, usability, interoperability and exploitation in “a must” applications, facilitate
adoption to a great extent. The economical consideration and business aspects showed,
among other findings, that in general identity management system should be conside-
red as a two-sided platform leveraging interests of relying parties (service providers) on
one side and identity-holders on the other. Finally the results were leveraged by desi-
gning prototypes of business model and architecture, adhering to the identified success
principles of identity management systems.

The project establishes a solid ground and a roadmap for future research in cross-
border identity management; it contributes to better understanding of digital identity in
terms of driving factors, economic and cultural implications.

Keywords

Electronic Banking, Digital Identity, Identity Management, Cross-border systems, Inter-
operability, BankID, Economics, Business Model, Trust, Success Factors, Case Study Re-
search
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Preface

“The purpose of life is not to be happy.

It is to be useful, to be honorable, to be
compassionate, to have it make some
difference that you have lived and lived well.”

— Ralph Waldo Emerson

Our society and everyday life are getting more digitalized by the hour. Back in days,
it was hard to imagine that people could communicate and share their life moments not
seeing each other, it’s possible now with social networks. There is no need to go to a shop
because you can buy almost everything online in few clicks. Even banks and governments
are now offering their services electronically. Indeed, we are lucky to witness the unique
era when more and more services and traditionally offline relationships are moving to
online environment. So do people, being represented online by means of digital identi-
ties. Secure and trusted digital identities have become and will continue to get important
for protecting privacy, securing critical infrastructures and the cyberspace.

The story of this project began in August 2010 when me and my classmates were
asked to choose a topic for the master thesis. The field of identity management has
always been interesting for me and I quickly decided to go in this direction. Driving
by thought to elaborate on something especially valuable and useful for the society, I
started preliminary research to identify the topic. I was looking for something interesting
and able to make a difference, something beyond simple researches comprised of an
ordinary experiment or a simple survey. Few months later after number of discussions
with Prof. Dr. Bernhard M. Himmerli we identified such topic with a great potential
impact, but also representing a significant challenge. In the beginning of year 2011 we
started this research project, which eventually resulted in one of my most challenging and
interesting projects. The qualitative researches and in particular multiple-case studies are
usually chosen if there’s a lot of time to make this kind of research. At the same time,
the qualitative research seemed to the most suitable to address the research problem in
the most effective way. Ultimately, I decided to gave up time and work more over the
changing the research method and potentially trade-off the quality. As a consequence,
this project generated results for three different papers, one of which is already written
and two others are being written now for publication.

Writing a master thesis and elaborating on something new and challenging, you often
feel overwhelmed by the amount of work needed to be done in a relatively short period
of time. Behind the name on the front page, there are people who helped and supported
me in the course of my work and made possible to successfully get to the finish line.

Most of all, I want to thank my supervisor Prof. Dr. Bernhard M. Hadmmerli for hours
of useful discussions, a number of contacts, encouragement, guidance, and support from
the first to the final step. During the entire period, he has shown the great interest in my
work, always been available for discussions and motivational talks, and taught me how
to become a good researcher kindly correcting and advising me. I want also to thank my
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co-supervisor Dr. Patrick Bours, who showed interest and agreed to support me in this
project.

I want to express my gratitude to all my colleagues and friends at Gjgvik University
College for being interested in my work, and providing me with valuable feedback and
comments. I appreciate the contributive feedbacks from all commentators and, especially,
from Rolf Prantl. Special thanks go to my friends Jose Mario Perez Velasquez who was
enthusiastic about my project and promoted my work by writing an article about it, and
Pavel Storozhuk-Bozhenov who was motivating and supporting me during the course of
my work, and also helping me with proof-reading.

Finally, I would like to give my heartiest thanks to my family and friends for all the
motivation I have got, and for helping and backing me up during this work.

Artem Poryadin, 1st July 2011
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1 Introduction

This chapter introduces the topic covered in this thesis, describes existing problems nee-
ded to be addressed as well as research questions. Following justification, motivation and
benefits highlight the importance of solving the problems. In addition, claimed contribu-
tion of the thesis and methodology used to achieve these results are covered. The thesis
structure is outlined in the end of current chapter.

1.1 Topic covered by the project

The more financial services are offered online, the more society depends on strong secu-
rity of these services. Electronic banking is one of such services offered by almost every
bank. It’s hard to find a person who doesn’t use electronic banking services today. The
convenience of electronic banking along with its efficiency in saving time and money are
highly appreciated by both financial institutions and their customers. However, as any
other critical service, electronic banking requires a high level of security. In particular,
a financial institution has to assure that its services are accessed by the right customer,
in other words customer should be identified and authorized properly to use the ser-
vices such as electronic banking, for example. In real-life "offline" world a customer can
identify itself visiting its bank institution, but in online environment entity is represented
through the medium called digital identity.

For years, banks have been required to secure their online services by various regu-
lations, standards and best practices. Today, a regular bank offering electronic banking
services has to manage a lot of customers’ identities and address related issues in the way
of securing their electronic business processes. Identity management systems are inten-
ded to facilitate cost-effective and secure way of managing these identities for banks, but
not always for customers. Heterogeneous identity "ecosystem" in EU, when every bank
employs its own "siloed" identity infrastructure, causes many obstacles in a way of de-
velopment and popularization of online-banking services along with increasing costs of
managing such identities for both banks and their customers.

1.2 Problem description

Today, a regular banking customer usually has accounts in more than one bank, has to
remember all the passwords and take care of all one time password tokens (s)he has in
order to get access to online banking facilities. The approach is unusable, challenging,
often expensive (as for multinational organizations) and can potentially undermine se-
curity by a lack of password managing. This creates a significant threat referred to as ID
theft. A solution need to be found in order to mitigate the risk of ID theft and increase
overall usability level as well.

Identity management procedures and routines, such as in-time provisioning and de-
provisioning of identities or entitlements, are costly operations. All the more, switching
banks by a customer creates additional problems for the bank because it increases the
cost of identity management along with the amount of "paper work”. An interoperable,
sound identity would allow additional cost-savings for banks.
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Lack of interoperable and multi-party accepted digital identity is one of biggest obs-
tacles in a way to developing of e-trade in a global context. Today, the most common
way used to perform payments in e-trade sector is either credit card or a kind of e-cash
(e.g. PayPal). Often, it’s not secure enough and sometimes not the most convenient way
to perform payments. In fact, an interoperable identity could be used to perform such
payments directly instead of using a credit card or e-cash.

Yet another issue is usage of identity. Today, identities are mainly used to control
access to electronic banking services. However, a number of potential applications go
far beyond the one use case. For example, the Norwegian BankID showed that such
an interoperable identity may successfully provide digital signature service, be used to
get access to other financial and governmental services, or serve as a payment option.
Nevertheless, it requires to reconsider related security & privacy issues which may be
addressed through application of privacy enhancing and user-centric technologies.

Although various tries to develop a universal identity infrastructure had place only
few of them (e.g. credit cards) became interoperable and multi-party accepted in a cross-
border and even global context. Why do some IdM systems succeed while others don’t?
A research of implicit and explicit requirements is, obviously, needed to attain better
understanding of the nature of a digital identity and the "ecosystem” required to enable
it operates in a cross-border situation and spreads out fast.

Indeed, banks and customers could benefit a lot from multi-party accepted interope-
rable identity, but often different regulations and standards existing in different countries
and regions, traditionally strong competition between banks, various cost of operation
of IdM systems, as well as differences in deployed systems and policies call not only for
suitable IdM model, but also for an effective business model to address the problems and
enable such cross-border identity in e-banking.

1.3 Justification, motivation and benefits

At present time, identity management is multidisciplinary and well-recognized area co-
vering many dimensions such as technical, legal, political, social, cultural, security, eco-
nomic, and psychological. A lot of companies are involved in various researches in the
field and give it the highest priority.

The need for cross-border interoperability of IdM systems is acknowledged on EU level
and addressed by number of various research projects. The PARSIFAL projectE] identified
the lack of interoperable cross-border identity as one of eight important issues for future
research in financial sector. [4] [5, [6] To study the interoperability of identity in Europe
different project were started: the large scale SPOCS pilot [[7] aims to develop interope-
rability framework to link various existing eGovernment solutions of EU Member States;
the STORK project [8] aims to develop and test common specifications for electronic
identity interoperability. Besides, the user-centric approach and necessity in cross-border
identity were highlighted in FIDIS?] project as ones of important open research challenges
and further work: "The duality of IdM between User Centricity and Organisation Centricity
is of major importance. Further research in conjunction with practical application in the
field (e.g. mergers and acquisitions of companies or enhancing IdMS of (European) states
for mutual recognition of eIDs across national borders) is necessary." [9]

IProtection and Trust in Financial Infrastructures (PARSIFAL) http://www.parsifal-project.eu/
2The Future of Identity in the Information Society http://www.fidis.net/
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A lack of business model for the cross-border IdM system is recognized by both the fi-
nancial industry and researchers. In particular, during an industry roundtable discussion
organized by Dialogue magazine, five industry experts were asked the following ques-
tion: "Within the protection framework required for customer-bank-customer informa-
tion flows (both individual and corporate), are the key remaining challenges to identity
management technical, business or legal?" Three respondents believe that all three are
equally important, while two others gave the business model higher priority. "From the
perspective that a framework does not exist — not that it should not; just that it does not
— the key challenge is business." - Wes Wilhelm, senior analyst at Aité Group; "While I'm
sure there are some technical hurdles or challenges, I think business and legal issues are the
bigger challenge." - Gary Greenwald, CIO of Citi’s global transaction services. [10]

The importance of development and research of business models is emphasized in
"The State of the Electronic Identity Market: Technologies, Infrastructure, Services and
Policies" by European Commission Joint Research Centre. The report considers the lack of
business model as one of barriers in the way of development efficient identity ecosystem.
The report states that "the market for eID products and services is fragmented, far from
efficient and lacks viable business models. Effective regulation of the personal identity space
and its economic externalities requires a clear understanding of how the market for identity
functions. But very little is known about emerging identity markets and the business models
that support the use of personal identity data in transactions." [11]] Despite the importance
of IdM business models studies, there are very few researches addressing this problem.

A research of implicit and explicit requirements can contribute to general unders-
tanding of the nature of digital identity in a cross-border environment, its economics
and success factors, as well as "ecosystem” required to enable an identity operates in a
cross-border situation.

The emergence of an IdM solution accepted by multiple parties and operating cross-
border and cross-organization will lead to enormous benefits for stakeholders such as
organizations, consumers, and banks. Cost of management of the identities will be de-
creased significantly as well as amount of related "paper work". The ability to use single
identity to access multiple banks creates great convenience for the customers through
easier application processes and increased security. In turn, increased convenience will
ultimately lead to better adoption and acceptance, paving the way for new revenue and
cost-saving models.

A cross-border interoperable IdM system will give banks opportunities to introduce
new value-added services. For example, being multi-party accepted, such IdM system
might be used in payment services. The introduction of a new payment option would
provide users with more payment options increasing usability and giving opportunities
to banks for easier expansion to the market of electronic payments.

Overall the single secure identity landscape would facilitate the opening of markets
and removing of barriers. If a regular customer (a person or a company) can access any
bank with a single secure ID issued once by his bank or to start new relationships without
a need to go to the branch office, it’s not just customers who benefits from the system,
but also banks. Because banks may offer their product to larger market. For example, a
local bank can typically offer e-banking services to customers within the region or the
country it operates in, or simply with the customers provided by the bank with an iden-
tity to access these services. The interoperable cross-border IdM system would allow to
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offer services to any customer within the breadth of spread of the solution. For example,
assuming that every EU citizen of working age has a bank account and so the ID to access
the account, such interoperable IdM system would allow even a local bank to offer its
e-banking services to as many as around 300 million peopleﬂ In turn, every European
citizen holding such ID could access almost 7 000 banks in the EU-27E]

1.4 Research questions
The research questions are as follows:

e Why do some IdM systems succeed while others don’t; what are the implicit and
explicit requirements enabling cross-border identities?

e How can we use a single identity to access multiple banks and manage multiple
bank accounts?

e What can be learnt and adopted from the experience of Norwegian BankID initia-
tive to a larger scale situation such as EU?

e What is the potentially successful business model and architecture that can enable
such cross-border interoperable IdM system[’] ?

1.5 Methodology

1.5.1 The research framework

The master’s thesis embodies a qualitative socio-economical research conducted in three
main stages:

1. Multiple-case study of Norwegian IdM experience put in international context. In
particular, the BankID system (the key case) along with the national ID number
and its history are studied in comparison to other large-scale IdM models adopted
in four selected EU countries: Germany, Austria, Sweden, and Denmark;

2. Multiple-case study of existing cross-border inter-bank systems (Credit Cards and
VISA, SWIFT and 3SKey, IdenTrust);

3. Design of prototypes of potentially successful business model and the architecut.

The research framework is depicted in figure

3The number of people aged 15-64 years (working age population) is provided according to EU Population
Statistics of 2006. This is the rough assumption though, because not all of the people in working age may have
a bank account. Additionally, the IdM system needs to be supported by majority of EU banks in order to provide
such coverage, which also defines the size of potential market to a great extent.

4As of 2009, The overall bank population in the EU-27 was almost 7 000, including 5 000 commercial
banks-members of European Banking Federation. [12]]

SThroughout the thesis the term "successful" is being used as a main pre-requisite for proposed design of
the system and the business model. Hence, it’s needed to make clear what is meant here by a "success" in
application to IdM system. Herein, an IdM system is considered successful if it’s accepted by multiple parties,
widely-adopted within an application context (e.g. in e-banking), and able to operate efficiently and effectively
across borders and organizations.
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The multiple case study method has been chosen as the one which fits best to the
type of research questions and the type and goals of the research itself. In particular, it
allows to explore and explain phenomenon and casual links which are too complex for
survey or experimental strategies, to describe context in which a phenomena occur and
other benefits. The choice of method and design of these studies were done following
recommendation given by Robert K. Yin in "Case Study Research: Design and Method
(3rd edition)”[[13]] and Paul D. Leedy in "Practical Research: Planning and Design (9th
edition)”[[14]. Two multiple-case studies result in a set of requirements and recommen-
dations for identity ecosystem, business model and architecture, which are used in a
design stage as input data.

1.5.2 Business Model Analysis and Design

The research implies business model analysis in every case of second multiple case study.
Therefore it’s worth to describe the methodology for these analyses in more details. The
analyses and design follow the same methodology which is suggested by Alexander Os-
terwalder in "The Business Model Ontology: A Proposition in a Design Science Approach”,
and since then it has been recognized as an efficient tool for business model analysis &
design by number of organizations [[15] [16]]. Osterwalder defines a business model as
"the rationale of how an organization creates, delivers, and captures value"[[15].

/ Company perspective \ Value / Customer perspective \

Partnerships
(key partners)

Customer
Relationships

Value Distribution Customer
proposition channels Segments

Key Value

capabilities/ configuration
resources (key activities)
\ _ T/
4 Financial aspects N
Y
Cost Revenue
Structure model

Figure 2: Methodology: The Framework for Business Model Analysis and Design

Typical business model consists of 9 key-components (Fig[2):

e Customer segments served by an organization. Key questions: Who is a customer?
Whom is a company creating value for?

e Value Proposition intended to solve customer problems and satisfy needs. Key
questions: What does a company offer and what problems does it solve? What is
the value delivered to the customer?
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¢ Distribution channels through which the value is delivered. Key questions: How
can the value be effectively delivered to a customer?

e Customer relationships maintained with each segment. Key questions: Which re-
lationships are required to be, or already established? How costly are they?

¢ Revenue model is the structure of revenue streams derived from successfully offe-
red value proposition. Key questions: What are customers ready and willing to pay
for? How do they pay/create revenue streams?

¢ Key capabilities/resources required to create and deliver the value. Key questions:
What key capabilities does a company require to offer the value?

e Value configuration (key activities) to be performed to create and deliver the va-
lue (may include activities of all components: distribution, customer relationships,
etc.) Key questions: What key activities does a company require to offer the value?

e Partnerships (key partners) needed to effectively generate value. Key questions:
What are the key partners?

e Cost Structure is the structure of costs resulted from value generation processes.
Key questions: What are the main costs, most costly capabilities/activities? [15}[16]

1.6 Claimed contribution

The master’s thesis presents a multifaceted analysis of identity management and business
models of today’s electronic payment, credit card and online banking solutions in order to
design potentially successful cross-border and multi-party accepted identity saving costs
and simplifying market. The thesis establishes strong ground for future researches in
cross-border identity management and contributes to better understanding of the nature
of digital identity and its economic and cultural implications. The contribution comprises
the following elements:

e Analysis of market forces, economics and business models of identity management
along with other related aspects such as usability, security, width and speed of
distribution, privacy issues;

e Analysis of explicit and implicit requirements and “ecosystem” needed to enable
cross-border and cross-organization identity and its fast dissemination;

e Analysis of the actual situation with IdM in “online-banking” sector and Norwegian
BankID initiative;

e Design of potentially successful business model and optimal architecture for IdM
system serving cross border and cross organizations;

e Defining roadmap for future research.

1.7 Thesis outline

The thesis has been split into several chapters to align with research framework and
to provide transparent and easy-to-follow structure of the report. The research consists
of three different stages of different studies where each chapter of main part (Ch.3-5)
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represents one stage. Multiple-case studies (Ch.3 & 4) end with a section of conclusions

highlighting key findings and drawn from cross-case analyses. The general structure of

the thesis is depicted in the figure
The chapters outline is as follows:

e Chapter 1 is the current chapter introducing the research problem and method;

e Chapter 2 highlights the state of the art in cross-border identity management and
identity ecosystem researches with an overview of relevant major EU projects, and

U.S. NSTIC strategy;

e Chapter 3 presents detailed study of Norwegian BankID system, national id num-
bers as well as historical background. Then the Norwegian experience in IdM put in
international context, where it’s compared to large-scale IdM solutions in Germany,
Austria, Sweden, and Denmark;

e Chapter 4 presents an analysis of existing cross-border inter-bank systems (Credit

Cards and VISA in particular, SWIFT and 3SKey Service, IdenTrust);

e Chapter 5 describes the design of potentially successful business model and archi-

tecture;

e Chapter 6 concludes the studies with key results;

e Chapter 7 proposes future work.

-
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Figure 3: General structure of the thesis
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2 The State of the Art

The one of fundamental works in the field of identity management is the paper "The
Laws of Identity” by recognized expert Kim Cameron [17]]. The laws were justified and
validated via the open discussion between experts. Among the first, this paper highligh-
ted the problem of so called identity one-offs and the need in the common interoperable
identity layer. However, the single simplistic digital identity as a universal one-fits-all
solution is hardly possible due to very different interests of different stakeholders. The
unifying identity metasystem as a kind of abstract identity layer was suggested as solu-
tion of the problem. However, such identity metasystem should correspond to 7 basic
laws of identity in order to create multi-party accepted unifying identity metasystem.

1. User Control and Consent
Technical identity system must only reveal information identifying a user with a
user’s consent.

2. Minimal Disclosure for a Constrained Use
The solution which discloses the least amount of identifying information and
best limits its use is the most stable long term solution.

3. Justifiable Parties
Digital identity systems must be designed so the disclosure of identifying infor-
mation is limited to parties having a necessary and justifiable place in a given
identity relationship.

4. Directed Identity
A universal identity system must support both "omni-directional” identifiers for
use by public entities and "unidirectional” identifiers for use by private entities,
thus facilitating discovery while preventing unnecessary release of correlation
handles.

5. Pluralism of Operators and Technologies
A universal identity system must channel and enable the inter-working of mul-
tiple identity technologies run by multiple identity providers.

6. Human Integration
The universal identity metasystem must define the human user to be a com-
ponent of the distributed system integrated through unambiguous human-machine
communication mechanisms offering protection against identity attacks.

7. Consistent Experience Across Context

The unifying identity system must guarantee its users a simple, consistent, ex-
perience while enabling separation of contexts through multiple operators and
technologies.[[17]

Besides the laws, Cameron introduced another important concept — a claim-based
identity. Nowadays, this concept is a basis for most of user-centric identity management
systems or technologies as well as most of federated identity management systems. A
claim is an assertion by one subject about itself or another subject that is considering
as being "in doubt” before the claim approval. The claim usually represents a certain
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attribute of an identity. A number of claims might be combined in a set of claims which
can be considered as a digital identity where each claim represents an attribute of it.
Finally, Cameron defines a digital identity as a "set of claim made by one entity about itself
or another entity" [17]

The identity management is "the combination of technical systems, rules, and procedures
that define the owner-ship, utilization, and safeguarding of personal identity information.
The primary goal of the IDM process is to assign attributes to a digital identity and to connect
that identity to an individual."[[18]] ISO/IEC JISC 27 describes the identity management
life-cycle as comprised of following steps:

e Identity choice, provisioning and enrollment;
e Identity authentication;

¢ Binding identities with attributes;

e Identity certification;

e Identity change;

e Unbinding of attributes from identities;

e Identity revocation;

e Controls. [[19]

There are four distinct technology models of IdM system architecture: Siloed, Centra-
lized, Federated, and User-Centric . The "siloed" identity system is designed and operated
in a separate manner. It’s not connected to any other identity management system and
operated within one security domain. In this model, a user has to have as many identi-
ties as mane accounts (s)he has. The centralized model implies the existence of single
repository, serving as the only central source of ID data. A user has only one ID to access
all accounts. In the federated model, there are many identity providers interconnected
and sharing data between each other. In a single sign on scenario, a user can authenti-
cate to the identity provider and this authentication will serve for the whole federation.
Alternatively, if the single sign on is not used in the federation, a service provider re-
lies on identity provider which authenticates the user. Finally, the user-centric model
implies that user has full control over data and may choose an identity to use and data
to disclose. User-centric model usually implies also high level of privacy protection. The
service provider, in this case, relies on authentication done by identity provideﬂ [1] The
features of each model are presented in appendix 6}

2.1 User-centric and privacy enhancing IdM technologies

The big step towards user-centric identity framework was made by by Kim Cameron,
Reinhard Posch and Kai Rannenberg in 2008. They proposed the common architecture
framework of a user-centric identity metasystem along with the overview of metasystem
requirements in the light of multilateral security. [20] This architecture has been already
implemented by Microsoft in a number of their product and technologies such as Card-
Space identity selector for managing Information Cards and in the access control service

1Herein and further in the text we will consider user-centric ID as issued by an identity provider excepting
self-asserted identities.

10
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of their cloud platform Azure. Latter provides interoperability and identity transforma-
tion function via security token service inside the cloud, transforming identities from dif-
ferent IdP to a standard form and providing basic function for identity federation using
SAML security tokens. [21]]

However, user-centric identity solutions are possible not only on an architectural level
but also on the level of cryptographic protocols. Recently, two technologies were hono-
red in European Identity Award for outstanding projects, innovations and advancements
in the field of digital identity management held during the European Identity Confe-
rence 2010 E] and got few other awards. These technologies are Identity mixer protocol
(also known as Idemix) developed by IBM within EU project called PrimeLife [22] and
U-Prove technology [23} 24] originally developed by company called Credentica, which
then was acquired and became a part of Microsoft in 2004. These cryptographic proto-
cols are aimed to realize an efficient anonymous credential system. U-Prove technology
allows building the user-centric identity management system based on use of asymme-
tric crypto-algorithms enabling claim-based identity with privacy enhancing by design.
Besides, U-prove can be easily integrated into existing identity metasystems such as in-
formation cards (an identity meta-system based on interoperable standards of issuance
and authentication) without hampering its functions and bring security and privacy as-
surance to the next level.[25]]

Psychology is another important aspect of information security influencing number of
solutions and different decisions. [26]. One of the biggest psychological obstacles in a
way to commonly used identity is usability of identity [27]. Identity management (IdM)
system will succeed only if users find it easy to correctly and securely configure and use.
The initial integration and support of IdM system by default in any OS/browser without
any additional installation is also important. It’s important for designers of such a system
to remember is that cognitive scalability is key to the success of identity management
systems along with technical scalability. "Identity management scheme designers must be
cautious about reducing one user’s burden while simultaneously increasing users’ total work-
load or mental overhead. When calculating the costs, designers of any one scheme have a ten-
dency to underestimate them by focusing only on one user interacting with one IdP. Instead,
we should analyze the burden placed on users by the system as a whole.” [27]] Even though
user consent is one of the 7 laws of identity is important to remember that too much
consent might have an opposite impact on a security level. A user cannot evaluate too
much information when it’s needed and by providing them 10-15-20 attributes/claims
to consent on transfer all we got is only overwhelm them. Thus, it’s crucially important
to present the information in reasonable amount and caching it when it’s possible. Yet,
protocols must support mutual authentication instead of "redirect-based” identity mana-
gement (e.g. OpenID) making it the ideal infrastructure for phishing for an adversary.
"Today’s interfaces and security indicators are inconsistent across browsers and operating
systems, increasing the risk of user error due to unfamiliarity” [27] Typically, users are not
good at risk assessment and cannot decide on the way whom to trust and not to trust.
Thus, designers should perform security reviews and usability analyses before deploying
systems as well as introduce and develop common trust models with policies in order to
benefit users and RPs. [27]

2Furopean Identity Conference 2010 http://www.id-conf.com/eic2010
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2.2 National Strategy on Trusted Identities in Cyberspace and OIX

The need in development of identity management systems and its important role in criti-
cal infrastructure protection were recognized in a high level both in Europe and, recently,
in U.S. In April 2011, the White House in collaboration with the National Institute of
standards and technology (NIST) released the National Strategy for Trusted Identities in
Cyberspace (NSTIC) which defined the notion of "identity ecosystem". 28], [29]

The identity ecosystem is defined as realization of strategy vision of NSTIC: "Indivi-
duals and organizations utilize secure, efficient, easy-to-use, and interoperable identity so-
lutions to access online services in a manner that promotes confidence, privacy, choice, and
innovation."[28]] It consists of participants, policies, processes and technologies needed
for secure and trusted identification, authentication, and authorization across diverse
transaction types. The execution components of the Identity ecosystem are as follows:

¢ An individual is a person participating in an online transaction. This component is
assigned with the highest priority;

¢ A non-person entity (NPE) is an organization, software, hardware, or service invol-
ved in or support a transaction;

e The subject of transaction;
e A digital identity is a set of attributes representing a subject;
¢ Attributes of the identity;

e An identity provider (IDP) which is responsible for establishing, maintaining, and
securing the digital identity. These includes: revocation, suspending and restoring
if it is needed;

e An enrolling agent performing verification and enrollment;

e Credentials issued by identity provider to a subject to provide evidence of the iden-
tity;

e An identity medium which can store the credentials;

e A relying party which can select and trust the identity and attribute providers of
their choice;

e An attribute provider (AP) which is responsible for establishing and maintaining
identity attributes;

e Participants are those subjects, identity providers, attribute providers, relying par-
ties and identity media who are taking part in a given transaction;

e A trustmark is used to indicate that a product or service provider has met the requi-
rements of the Identity Ecosystem, as determined by an accreditation authority.[28]

The policy foundation of the Ecosystem is comprised of different component (Fig.
(Source: [128])):

e The Identity Ecosystem Framework is the overarching set of interoperability stan-
dards, risk models, privacy and liability policies, requirements, and accountability
mechanisms that structure the Identity Ecosystem;

12
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e A steering group administering the process for policy and standards development;

e A trust framework developed by a community whose members have similar goals
and perspectives;

¢ An accreditation authority assesses and validates identity providers, attribute provi-
ders, relying parties, and identity media, ensuring that they all adhere to an agreed-
upon trust framework;

e A trustmark scheme determining compliance with the Identity Ecosystem Framework. [28]]

__[ Identity Ecosystem ]— ____________________________________ |

Identity Providers

Relying Parties

Identity Attribute

Rulylog Partiex Providers Providers

Identity

Attribute Providers Providers

Accreditation Authorities

Trust Framework £ ramitmrk Trust Framework

Identity Ecosystem Framework

Accreditation Authorities

Figure 4: NSTIC: Multiple trust frameworks within the Identity Ecosystem Framework

Open Identity Exchange Group

The Open Identity Exchangeﬂ group was formed in response to the NSTIC. It is the non-
profit organization founded by major identity providers including Google, AT&T, PayPal,
Equifax, VeriSign, Verizon, CA, etc. It is a central organization for Identity Ecosystem
with the goal to provide trusted framework and interoperability for trusted identity ma-
nagement based on two widely known user-centric technologies, namely OpenID and
Information cards. 30} The basis of OIX is Open Identity Trust Framework model - a
set of of technical, operational, and legal requirements and enforcement mechanisms for
parties participating in exchange of identity information. (Fig. [5| (source:[130]))

The trusted framework considers the following roles: Policymakers (deciding the tech-
nical, operational, and legal requirements for governed IdMS), OITF Providers (trans-
lating the requirements into their own blueprint for the trust framework), Assessors
(evaluating and certifying Identity providers and relying parties against the set of requi-
rements), Auditors (checking participants compliance with policies ), Dispute resolvers

30pen Identity Exchange (OIX) http://openidentityexchange.org/
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(providing dispute resolution services). The framework also distinguish different services
by required level of protection and level of assurance. [30} [31]]

Policymakers

_’ Contracts with the Trust Framework Provider for implementing requirements set by Policymakers

P » Other agreements potentialty affected by requirements set by Policymakers

Figure 5: NSTIC: Open Identity Trust Framework model

2.3 Cross-border IdM

The cross-border interoperability of public services and related security issues have been
addressed by various European projects and researches. The European Commission relea-
sed the specification of European Interoperability Framework 2.0 [[32] which identifies
the need for interoperability on four distinct levels:

e Legal interoperability;

¢ Organizational interoperability requiring process coordination so that different or-
ganizations achieve agreed and mutually beneficial goals;

e Semantic Interoperability for precise meaning and compatibility of exchanged data;
e Technical Interoperability to link different systems and services together.

The interoperability of identity management has also been of interest for researchers.
133 The ENISA Risk Assessment report[35] on security issues in cross-border electro-
nic authentication identified the three key differences between domestic and cross-border
security systems (Fig. |§| (Source: [35])):

e The domestic systems are homogeneous with respect to technologies, while cross-
border ones are not;

14
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e In contrast to domestic, cross-border systems are governed by two separate set of

laws;

e The cross-border systems are potentially open to non-participant, while domestic

ones ’know’ all participants of the system and so are closed.
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Figure 6: Generic models of domestic (left) and cross-border (right) authentication

STORKE] is one of the major EU projects researching cross-border identity manage-
ment systems. It’s aimed to develop and implement EU-wide interoperability platform
for eID on top of existing national eID infrastructures. Two models for interoperability
have been suggested in the course of this project: middle-ware and Pan European Proxy
Service models for eID. The former model implies that a software component at the user
side performs transformation of the ID, while in the latter model an intermediary proxy
performs this function.[36) [8, 37, [38]]

Other EU projects addressing IdM researches are:

e PARSIFAL is aimed to developing long term visions, research roadmaps, scenarios
and best practices for critical infrastructure protectionﬂ

e SSEDIC provides platform for the stakeholders of electronic identity; E]

e PEPPOL researches seamless cross-border eProcurement, connecting communities
through standards-based solutions{’|

e TAS3 researches & developes a trusted architecture and set of adaptive security
services?]

“4Secure Identity Across Borders Linked (STORK) https://www.eid-stork.eu/

SProtection and Trust in Financial Infrastructures (Parsifal) http://www.parsifal-project.eu/
6Scoping the Single European Digital Identity Community (SSEDIC) http://www.eid-ssedic.eu/
7Pan European Public Procurement Online (PEPPOL) http://www.peppol.eu/

8Trusted Architecture for Securely Shared Services (TAS3) http://www.tas3.eu/
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There is also an initiative towards interoperable identity in electronic banking. The
EBICS standard (Electronic Banking Internet Communication Standard) was developed
by a group of the German financial organizations and aimed to provide an electronic ban-
king standard for corporate clients to allow online banking with multiple banks. Today,
it’s used by all French and German banks for the inter-bank secure data transmission. The
standard does not present any special requirements of the concrete architecture of the
system, but rather represents the protocol of communication. The fundamental features
of the standard are:

e "Transmission of professional data (commercial transactions) via order types using
established bank-specific formats;

e Expansion of the “DFU Abkommen” with the possibility of the “Distributed Electro-
nicSignature (VEU)”;

e Specification of the EBICS-specific protocol elements in XML,

e Transmission of messages via http (“Internet-based”); utilisation of TLS for basic
transportation security between the customer’s and the bank’s systems, using TLS
server authentication;

e Cryptographic safeguarding of each individual step of a transaction via encryption
and digital signatures at the application level." [39]

16
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3 Analysis of the Norwegian BankID IdM Model in
International Context

3.1 Digital Identity Management in Norway: past and present

Norway has a long tradition of population registering dating back to 1623 when churches
started to maintain books with basic data about citizens such as birth date, marital sta-
tus, migration status, and death date. However, the electronic National Population Re-
gister ("Folkeregister" in Norwegian) roots in so called local registers. These registers
were maintained by local authorities on volunteer basis starting from the year 1906 and
became obligatory in the year 1924. In 1916, the Central Birth Register("Sentralt fgd-
selsregister" in Norwegian) had been introduced to the public and became an alternative
to still existing church books. Next remarkable step in developing the national register is
the period of occupation in 40es. The Reich Commissariat of occupation forces obliged to
maintain mandatory population registers in all municipalities since 1 March 1943. Later,
in 1946, this initiative had been adopted by the Parliament of Norway ("Stortinget" in
Norwegian) and stipulated in the Law about Public Registers ("Lov om folkeregistre" in
Norwegian). In 1964, the central National Population Register and the Norwegian Birth
Number (NBN, "fgdselnummer" in Norwegian) had been introduced. [40]]

The Norwegian Birth Number is a type of Social Security Number(SSN) provided by
the government to all residents and citizens. It had been introduced in 1964 and will
expire in the year 2039. Being registered once, it cannot be changed later unless it'’s been
authorized by the National Police Directorate. A NBN is assigned by the National Popula-
tion Register governed by the Norwegian Tax Office ("Skatteetaten" in Norwegian). The
number consists of 11 digits where first 6 digits represent the date of birth, next three
- an individual number, and last two are check digits. The individual number is chosen
from a certain range depending on a century of birth and, additionally, contains infor-
mation about sex so that males get odd numbers and females get even ones. It’s worth
to note that such system implies unique identification of only people born between 1854
and 2039. [41]]

All NBNs are stored in the registry maintained by the National Population Register.
It’s associating a certain NBN with a certain entity along with personal information such
as full name, address, place of birth, citizenship, work and residence permits, and fa-
mily relations. As of year 2008, the registry consisted of approximately 7 million NBNs.
An access to the registry may be granted by the Central Office of the National Popula-
tion Register ("Sentralkontoret for Folkeregistering" in Norwegian). Today the national
registry is used by all public authorities, the Norwegian Bureau of Statistics ("Statistisk
sentralbyrd" in Norwegian), banks and insurance companies, various employers, private
organizations and individuals. Public authorities can apply for full access, others can re-
quest only limited access providing less sophisticated search opportunities (e.g. "exact
search" only). [42] 43l 144]]

The NBN is used in a vast of online services from governmental to banking ones.
By means of the MinID identification numbers are used to access online public services.

17
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The MinID requires entity’s NBN, personal password and one-time code derived either
from SMS to registered mobile phone number or a PIN-code letter. Thus, after successful
authentication and authorization a user gets access to online services provided in health,
education, financial (e.g. tax-office, pension information), and social sectors as well as a
number of other public services.

In 2008, the Government claimed about developing a public infrastructure to manage
and verify different digital identities currently in use. The 1st version of digital identity
gateway (referred as to "ID-porten" v1.0), operating as an interoperability hub for various
digital identity solutions from different authorities, has been introduced in 3rd version of
MinID. It employs SAML2.0 in order to provide federation facility. [45]] In autumn 2010,
a number of MinID users exceeded 2.3 million as DIF]E] claimed. [46]]

The NBN is used as a primary identifier in a variety of online services, including online
banking. To authenticate their customers all of Norwegian banks and local branches of
international banks employ interoperable cross-banking solution called the BankID.

3.2 The BankID IdM Solution

The Norwegian BankID solution is a widely used identity management system allowing
customers registered in Norway, having the single identity, authenticate in online ban-
king services, sign documents, and identify themselves in online public & e-commerce
services.

A number of application of the BankID continues growing. Thus, recently introduced
BankAxess solution extended a number of possible applications by enabling to use the
BankID in order to perform electronic payments directly from one bank account to ano-
ther. [47] In April 2009, the Norwegian Ministry of Finance issued the regulation which
made possible to use electronic authorisation to open a new customer relationship with a
bank or an insurance company. It allowed the BankID community to respond quickly with
novel functionality of the BankID allowing Norwegian bank customers, first in the world,
to open or switch bank-accounts and even banks instantly. The feature bears enormous
potential for simplifying business processes and cost-savings. [48]]

3.2.1 BanKkID Infrastructure

BankID Common Operational Infrastructure (COI) (Fig (Source: [49])) has been deve-
loped and is now operated by the Norwegian Banks Payment and Clearing Centre ("Ban-
kenes Betalingsentral” a.k.a "BBS”). BankID infrastructure is coordinated and governed
by BankID Community consisting of three participants: banks issuing BankID and actively
participating in development and employment processes; Banks’ Standardization Office
("Bankenes StandardiseringsKontor” or "BSK”) setting the policy, standards and security
requirements; the Norwegian Financial Services Association and the Norwegian Saving
Banks Association coordinating activities in the community, organizing work with the
BankID and is responsible for development and administration of infrastructure. BankID
COl is based on "Regulations for BankID" which, in-turn, regulates also the trust between
banks in the inter-bank regulations. Later, in January 2009, the banking industry establi-
shed a new common administrative unit for BankID (named 'BankID Norge’) for better
management of BankID activities and the COI, and promoting the BankID solution.

INorwegian Agency for Public Management and eGovernment
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Figure 7: BankID Common Operational Infrastructure

On the architectural level, BankID is based upon Public Key Infrastructure (PKI). Ho-
wever, it is rather PKI substitute than its pure implementation. The infrastructure is di-
vided into two main parts: the central infrastructure operated by the Norwegian Banks
Payment and Clearing Centre; the distributed infrastructure spanning banks, merchants,
and customers (certificate holders).

Core functions of distributed infrastructure enable the usage of BankID via providing
its acceptance, authentication and signing functions along with administration function
for banks. All the functions are executed in the client or merchant side. At the same
time, the central infrastructure provides all necessary interfaces to the distributed infra-
structure and executes functions related to certificate life-cycle management along with
one-time password (OTP) validation and providing central storage and use of private
and public keys.

The Root-CA is jointly owned by the Norwegian Financial Services Association and the
Norwegian Saving Banks Association and used to issue certificates to level-1 CA owned
by bank-members or groups of banks, acting also as RA. The certificate of BankID Root-
CA is valid for 26 years with 14 years renewal period, while the level-1 CAs certificate is
issued for 12 years. Both certificates require the key length of at least 2048 bits RSA.

Three different types of customer certificates are in use: personal certificates for pri-
vate persons; employee certificates for the enterprise customers; merchant certificates for
online services willing to use the BankID for one of the scenarios. The first type implies
also the special parameter referred as to PID (personal Identifier) which is unique for
each person and exists in all certificates owned by the entity. However, a user has right to
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change PID while requesting a new certificate. End-user certificates are valid for 2 years
and the key length is required to be at least 1024 bits RSA. The BankID certification
profile is presented in Appendix B, Table

There are two different clients, using the same user interface: locally and bank sto-
red. Locally stored client is the Java-applet pre-installed on user’s computer together with
personal certificate. A user gets access to BankID by entering username and static pass-
word. This client is mainly used by service-providers and holders of employee certificates
totaling around 700 active certificates (280 service providers), as of March 2010.

The second type is way more widely used by end-users totaling around 2.5 million
active personal certificates (2.2 million customers). The client is Java-applet down-
loaded by a user each time s/he wants to use BankID. In that case, the user doesn’t have
a special pre-installed software or information on the computer and authentication is
provided by means of NBN, OTP, and user-chosen static password. Since both public and
private key certificates are stored in the central infrastructure, BankID differs from a ty-
pical PKI implementation. In cases when a user has accounts in more than one bank s/he
also gets multiple BankID certificates belonging to different banks. All these certificates
are also stored in the central infrastructure. In order to select a certificate, and so a bank
to use, user chooses the one from the list of available banks by entering the NBN. Next
step requires user to enter static password along with OTP which is either generated by a
hardware token or obtained from bank as a list of one-time codes. The code is verified in
the central infrastructure as well as the password which is used by central infrastructure
to get access to user’s private key. Following challenge-response protocol is used for mu-
tual certificates verification between BankID server and client by means of the validation
authority. All cryptographic procedures are executed in the central infrastructure which
requires the client to transmit OTP and user’s static password over the Internet and calls
for another difference (Fig. [8] (Source: [3]])). [31

End-user computer Web app.

2. Challenge-response
BanklD |_ protocol between _| BanklD
client client and server

1. Two-factor authentication
procedure between client
and central infrastructure

VA verifies certificates
belonging to client and
server

Figure 8: BankID authentication procedure

One more significant difference from X.509 PKI is an absence of trusted third party
to resolve non-repudiation issues between a user and the Norwegian banking industry
owning and operating the BankID infrastructure. Unfortunately, there is no publicly avai-
lable information about legal and technical non-repudiation protocols in use. [49] [3]
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3.2.2 SIM-stored BankID for mobile phones

Recently, SIM-based authentication solution with BankID for mobile phones had been
developed by Norwegian banking industry and launched by Telenor in the year 2009.
As of March 2010, the service is provided and supported only by Telenor and number of
certificates in use total around 9500.

The solution is aimed to provide electronic identity and simple digital signing of short
messages (up to 120 characters) storing users’ information on a PKI-enabled SIM card of
the mobile phone. Key generation procedures take place inside the SIM and, further, is
activated in the central infrastructure using the same algorithm as in case of bank-stored
BankID client. Issued certificate is valid for 2 years. The signature function is provided in
a basic level since SIM application can only produce simple PKCS#1-signatures. [51}52]

3.2.3 BankAxess

BankAxess is a coordinated electronic payment service based on the BankID and aimed
to serve as a supplement to the international payment systems as Visa and MasterCard
in the Internet. The service is available to every entity who has BankID and an account
in the bank offering BankAxess service. It allows to approve money transfer from buyer’s
to seller’s accounts in the same or different banks, both offers BankID and BankAxess
services.[[47] As of January 2011, there are 10 such banks, including the largest ones,
and almost 150 merchants who provides the payment option. [53] 54]

BankAxess BankID

Brukerstedsnavn AS

Belgp: 4200,87 NOK EEd
Bestillingsdato: 25.05.2004 =
Betalingsdato: 30.05.2004 34)
Referanse: 543254135 [v

Sikkerhetskode:

i

Personlig passord:

1

Bekreft betaling Avbryt

Figure 9: BankID: BankAxess user interface of approval form

3.2.4 Analysis of Norwegian IdM Solutions
Security & Privacy
Public reviews are an essential part of developing and exploitation of any national-wide
IdM system.[55] Both MinID and BankID can be undoubtedly considered as such sys-
tems. Since the introduction of BankID few independent evaluations took place in order
to examine whether the system meets minimum security and privacy requirements.

A reverse-engineering analysis of Java applet, serving as the BankID client, showed
the applet is vulnerable for insider attacks and has cryptographic problems related to the
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protocol between the applet and the signature HSM. Furthermore, the analysis revea-
led flaws in implementation of public key and symmetric encryption so that RSA with
PKCS#1 1.5 padding, employed for public key encryption, doesn’t have basic counter-
measures to standard attacks on PKCS#1 1.5. Also, no message integrity protection is
used in symmetric encryption protocol (3DES in CBC mode with an all-zeros initializa-
tion vector). [56]

The risk analysis of the BankID solution, performed in the end of year 2007 and ba-
sed on publicly available descriptions of the BankID infrastructure, identified significant
risk to BankID customers and resulted in 10 observations embracing risks of authenti-
cation and non-repudiation services as well as privacy related risks.[3] The results of
risk analysis together with mitigation strategies are presented in Appendix C, Table
Most of the found issues were claimed to be fixed by in following few month. The initial
implementation of BankID infrastructure was vulnerable to Man-in-the-Middle attack by
changing initialization parameters in the BankID client applet to address of adversary’s
proxy placed between a customer and a merchant. The attack was successfully perfor-
med in autumn 2007 by a group of researchers from University of Bergen. [57] The Banks
claimed the vulnerability had been fixed by November 2007 along with increasing the
non-repudiation level. However, information about legal and technical non-repudiation
protocols is not publicly available. And since the Norwegian BankID solution is fully ow-
ned and controlled by the Norwegian banking association which, in its turn, provides
financial services, it’s unclear how possible conflicts of interest is to be resolved.

Concentration of main functions in the central infrastructure, along with increasing
the manageability of the system, creates risks to availability of the entire system. In this
case, the identity provider is a central point of failure and bottleneck for a user access
control which is required to be always online. A massive DDoS attack on the central
infrastructure may disable the BankID system and enormously damage the main business
of many banks and merchants. However, BankID community claimed the system was
designed as a high availability service with automatic interruption and disaster recovery
technologies with seamless continuation of work on backup system if the main system
will fail. [49]

BankID community shows readiness to deal with results of independent evaluations of
the system, fixing found vulnerabilities and mitigating risks. As a consequence, it results
to better and better security of the system. However, there are still open issues with the
BankID infrastructure:

e Legal and technical non-repudiation protocols are not published, neither than its
evaluation by independent lawyers and security experts;

e Authentication procedures are remained untouched and still imply transmission of
user’s OTP and static password rather than process it locally;

e NBN is still used as primary identifier in its direct form.

Being widely used in overwhelming majority of various online services as a primary
identifier, Norwegian birth numbers represent a separate problem of increased risks of ID
theft and privacy violation. The BankID central infrastructure learns the used signing key
along with the name of the merchant. At the same time, the merchant identifies users by
their NBNs which creates a privacy flaw. [56] As soon as most procedures are executed in

22



Towards cross-border interoperable digital identity in electronic banking

the central infrastructure, it creates a potential to easily track user or services consumed
by.

The authentication procedure used in BankID infrastructure requires a customer to
enter the NBN first and then to choose a one of customer’s bank from the list. It presents
the risk of privacy violation via data harvesting. Moreover, this task may be automated
in order to create a database of bank accounts belonging to a specific entity with a cer-
tain NBN. The database may be extended with any other information harvested from
various online services in Norway. Therefore, concentration of all information flows and
processing procedures in the one place, the central infrastructure, creates a great risk of
profiling either by the system itself or by an insider.

In fact, the research of risks of identity theft in Norwegian online systems showed
that automatic data harvesting is possible in many online services and several mobile
operators due to a bad design of identification & authentication schemes, and concluded
that there is a risk of large-scale identity theft is possible in Norway. Thus, some mobile
operators asked customers to select a subscription type, to enter their NBN and right after
then the full name and address associated with the NBN was presented. Besides, some
authentication schemes ask users to enter NBN first, then the system checks whether the
NBN is used and continues the authentication or request to enter another/valid NBN.
Here, a script may automatically gather information about NBNs in use. [42]

Analyzing the BankID identity management system against Kim Cameron’s Laws of
Identity[[17], it’s clear that some of these laws are not obeyed. Thus, for example, the
2nd law requires "the solution which discloses the least amount of identifying information
and best limits its use” [[17] but, considering aforementioned issues with aggregation
of sensitive data and specificities of protocols, the laws are not followed. The 3rd law
demands that "Digital identity systems must be designed so the disclosure of identifying in-
formation is limited to parties having a necessary and justifiable place in a given identity
relationship” [17], and again the BankID infrastructure implies active participation in any
procedure performed by or any function used by the user, because overwhelming majo-
rity of cryptographic and identity management operations are executed in the central
infrastructure.

Acceptance & Interoperability

The most secure solution cannot be successful in the market without interoperability and
acceptance by involved multiple parties. Besides, the 5th law of Kim Cameron’s laws of
identities postulates that "a universal identity system must channel and enable the inter-
working of multiple identity technologies run by multiple identity providers.” [[17]

The simplification of the revocation problem of typical PKI and much simpler for im-
plementation technical solution ensured a good acceptance of Norwegian BankID in the
market. The BankID system uses the Java applet as a frontend for authentication system
allowing operability in all devices which supports Java platform. Besides, transferring of
most procedures to central infrastructure, including cryptographic operations, reduced
requirements to computational resources.

The acceptance and dissemination levels of the BankID solution are relatively high for
the country where total population approximately equals to 4.9 million people. As of No-
vember 2009, "BankID surpassed 2.5 million active personal certificates, which are used
between 800,000 and 900,000 times per day. SIM-stored BankID constitutes 8,000 cer-
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tificates, and are currently only available to Telenor customers. 267 organizations have
implemented BankID. Approximately 60% are online banks, whereas the remaining 40%
are made up by municipalities, online merchants and public institutions." [58] As of Ja-
nuary 2011, there are 303 active merchants including 103 banks with online banking
facilities and 149 merchants supporting BankAxess payment option. [54] According to
the registry of The Financial Supervisory Authority of Norway ("Finanstilsynet" in Nor-
wegian), total number of banking and finance institutions registered in Norway equals to
256, including 153 local banks and bank holdings and 43 branches of foreign credit ins-
titutions. The data shows that not every financial and banking organization in Norway
either have online banking facility or support the BankID solution. In fact, the reason
of such numbers is that several local branches of foreign banks and some local banks
employ integrated online banking solution, where the BankID is provided as a one of
options for authentication.

A one of goals for the BankID solution is to become a national-level identity infrastruc-
ture and to be used in online public services. However, dissemination and acceptance in
the services is rather weak. In fact, only 4 municipalities employ the BankID solution to
provide easy access to their online facilities. [54] A possible reason is expectations of
final implementation of a next MinID version providing ability to handle multiple digital
identities and acting as a HUB for these IDs. As for January 2011, the MinID still doesn’t
support the BankID identity management system as a part of common eID for online
public services initiative.

A person, who wants to open an account in a one of Norwegian banks, cannot do
it without having the Norwegian identification number or at least temporary D-number
issued together with work visas. The same restriction applies to the BankID system. Most
of Norwegian banks employ the BankID solution as the one and only method to authen-
ticate their users which makes the system quite isolated to foreigners, since the BankID
requires a customer to have the Norwegian identification number or, in other words, to
be a resident. The problem is not significant while the system operates in national-level,
but it needs to be addressed in a cross-border situation in order to allow the use of system
by customers from various countries.

The use of the BankID is limited to the participants and neither provides a federation
ability nor support any other identities. The current infrastructure implies only linear
growth of the identity management system and represents rather isolated solution than
easily integrable one. In contrast to BankID, MinID is designed to provide federation
(by means of SAML technology) and interoperability at semantic, organizational, and
technical levels as the one of obligatory ICT architecture principles obliged to follow by
the governmental directive.[[59] Besides, DiFi claimed that MinID solution follows the
European Interoperability Framework. [32]] As of the end of 2010, the number of users of
the MinID exceeded 2.3 million and approximately 20 government departments and 120
municipalities who employ the MinID as an authentication solution for provided online
public services. [[46]]

The acceptance of the MinID solution is comparable to the one of the BankID. Both
systems have relatively equal amount of active users and dissemination rate. As of the
end of 2010, the number of users of the MinID exceeded 2.3 million and approxima-
tely 20 government departments and 120 municipalities who employ the MinID as an
authentication solution for provided online public services. [46]
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Legal and Cultural Aspects

An IdM system needs governmental support provided by as standardization body, legal
framework for development, implementation and exploitation of identity management
solutions, and as a strong administrative resource. Although the BankID infrastructure is
developed, controlled and operated under supervision of the banking community, banks
itself and security requirements of their services are highly regulated by the government.
This provides an additional level of trustworthiness to the system which is necessary for
large-scale IdM system operating on a national level. In these terms, banking institutions
seem to be more than others suitable to act as identity providers in national-level IdM sys-
tems and in a cross-border situation in general. Besides, banks are not involved in direct
politicsE], which may potentially cause a conflict of interests, not influenced by culture
so much and have a high level of trustworthiness at the same time. In fact, the trust in
banks as organizations handling personal data is quite high among EU member states.
According the "Flash Eurobarometer No 225 - Data Protection", 66% of respondents trust
to banks in average in EU and the trust rate is higher than 60% in all countries except
Italy and Greece.[60]

A system depends on context in which it operates. Cultural aspects impacts a national
level identity management systems and have to be taken into account during develop-
ment and implementation processes. The baseline of these aspects is public trust in go-
vernment in terms of citizens’ data and privacy protection. A lack of trust in an authority
(e.g. governmental department) may slow down implementation, dissemination and ac-
ceptance of an identity management system and raise privacy concerns, so requirements
to such system. On the other hand, the high level promotes governmental initiatives and
simplifies its implementation. Historically, Norway has a tradition of population regis-
tering since 1946 when all local authorities have held a local national register of all
residents in the individual municipalities. The good acceptance and dissemination of the
national identity systems in Norway are based on traditionally high level of public trust
in the way Norwegian public authorities handle citizens’ data.

In the work "Culture’s consequences: International differences in work-related values"
Geert Hofstede, the famous Dutch sociologist, suggested a framework for cultural classifi-
cation and identified a culture as a taxonomy of five dimensions: power distance (PDI), in-
dividualism(IDV), masculinity(MAS), uncertainty avoidance (UAI), and long-term orien-
tation(LTO). [61] The cross-cultural analysis of European e-Government adoption sho-
wed that countries with high PDI and UAI indices would show lower rate of adoption
than countries with low indexes. At the same time, high IDV and LTO indexes indicate
the tendency for higher adoption rate.[[62] Norway has PDI=31 and UAI=50 which are
below the average in Europe, IDV=69 and LTO=44 are above the average. It proves that
acceptance and dissemination of governmental initiatives in identity management tend
to be at the high level in Norway:.

In Norway, the control over systems processing data is performed by the Data Ins-
pectorate("Datatilsynet" in Norwegian) and regulated mainly by the personal data act
("Personopplysningsloven"); as well as regulation on processing of personal data ("Fors-
krift om behandling av personopplysninger"), e-signature law ("e-signaturloven"), public
administration act ("Forvaltningsloven"), framework for authentication and signing in

2Although banks are subject of politics of government and may be involved in political actions (e.g. block
money transfers or bank accounts as a result of law reinforcement).
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electronic communication with and within the public sector ("Rammeverk for autenti-
sering og uavviselighet i elektronisk kommunikasjon med og i offentlig sektor"), and
regulations on held on computer media communication in management ("Forskrift om
elekronisk kommunikasjon med og i forvaltningen"). The other legislative acts mainly
have a form of standards, official guidelines and formal recommendation enforced by
governmental decisions and directives and supported by the public administration act
and the anti-discrimination and accessibility act. The political agenda is defined through
three key documents:

e Report no. 17 (2006-2007) An Information Society for All (St.meld. nr. 17 (2006-
2007) Eit informasjonssamfunn for alle) published by the Ministry of Government
Administration and Reform;

e Report no. 19 (2008-2009) A government of democracy and community (St.meld.
nr. 19 (2008-2009) Ei forvaltning for demokrati og fellesskap) published by the
Ministry of Government Administration and Reform;

e Overall ICT Architecture Principles for public sector version 2.0 (Overordnede IK-
Tarkitekturprinsipper for offentlig sektor versjon 2.0).

3.2.5 Norwegian Experience in International Context

For comparative study four countries, each with distinct background and way of IdM,
have been selected: Germany[63]], Austria[64]], Denmark[65]], and Sweden[66]. All consi-
dered national IdM systems are based on and originate from national registers of popu-
lation. This shows the tendency to rather continuations and consequent upgrades of
existing identity management solutions in the country than introduction of completely
innovative solution. Besides, all the solutions use PKI either in typical or modified form
as a basis.

According to survey conducted by the Gallup Organization "Data Protection in the
European Union - Citizens’ Perceptions" in 2008, 70% of Austrian and 65% of German
citizens showed to be very concerned about how their personal data is handled, while in
Denmark and Sweden the rate is moderate (45% and 46% respectively). Thus, Austrian
and German citizens seemed to be the most concerned about data protection among all
EU member states and it’s reflected in the national eID management systems implemen-
ted there. [60]

Germany

Even though Germany has a long tradition of maintenance the national register of ci-
tizens since 1876, there is still no national identification number legalized. The first ID
card with fingerprints was introduced in 1938 and, initially, was mandatory only for
conscripts and Jewish citizens. However, 1 year later it became a standard for every ci-
tizen, besides Jewish citizens were assigned to personal identification number used to
their administration in concentration camps. The historical context led to ban of such
personal identification numbers for citizens by the Federal Parliament and the Federal
Constitutional Court. [63]]

Citizens in Germany should have either passport or personal ID card having a serial
number which cannot be linked to the cardholder. Besides, there are few sector-specific
IDs such as social insurance numbers kept by different social insurance companies or
taxpayer identification numbers restricted to use for tax collection purposes only.
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Recently, Germany introduced the new ID card for citizens. It’s aimed to provide si-
gning and identification services to cardholders and may also serve as a photo ID. The
application area of the card goes beyond online public, commercial, or banking services
and allows to use it for private online activities as well.[67] However, for example, the
health sector employs a separate public e-Health solution with its own infrastructure and
electronic health cards (eHC).

The one of key features of the new ID card is claim-based model of identity and user-
centrism of the entire solution enhancing privacy, usability and the level of security. A
user of such card gets full control over data and information flows. Moreover, the user
can decide whether remain the identification or signing function enabled and can turn
on/off it anytime.

As well as the BankID solution, the new German eID implies mutual authentication
and encryption of all communication channels between parties in all steps. Despite the
Norwegian BankID solution, the eID cards follows the principle of user consent, no-
tifying the cardholder to whom and what personal data will be transmitted in every
step, the principle of minimal disclosure, transmitting only minimum required amount
of personal data, allows pseudonymous authentication, enabled by a card-specific and
service-specific identifier, and card revocation. Besides, the eID card solution denies use
of unique identifiers neither for citizens nor for the eID card. In order to enable mutual
authentication, two PKI are used: the one for issuing and validating certificates for ser-
vice providers and another for issuing and validating certificates and public keys for chips
of the cards.[|68]]

A service provider must apply to the Federal Office of Administration in order to ob-
tain certificate to read a certain data from the eID card. The certificate contains detailed
information about the service provider along with the duration of certificate’s validity
and the purpose of data transmission. This allows selective disclosure of the minimally
necessary amount of data to a validated and authorized service provider.

As well as BankID and MinID solutions, the German eID card is technically inter-
operable solution enabled by the platform-independent AusweisApp software providing
easy-to-use application for user online identification and signing documents. The appli-
cation seems to be more usable than the Java-applet used in the BankID identity mana-
gement system in a sense that it makes easier to get access to signing service, by means
of providing a plug-in for signing and encrypting e-mails to popular e-mail clients, along
with better control over the data transmitted to a service provider. The new eID system
is easily integrable into and interoperable with other identity management systems and
technologies.

Another part of the eID card solution is the eID service used to establish trust in the
identification process and acting as a medium between AusweisApp, so user, and a service
provider. The service verifies whether a service provider has authorization to access the
data from user’s ID card and whether the card is valid and not revoked due to the case of
identity theft or forgery. The one of distinctive features of this solution in comparison to
the BankID is that the eID service may be implemented as logically independent server so
that a service provider may choose to set up its own elID server or to use the eID service
from a one of trusted providers. The feature allows decentralization of the infrastructure
among different parties and so increases the system’s availability. Besides, it provides
flexibility to service suppliers allowing them to take a decision in compliance with its

27



Towards cross-border interoperable digital identity in electronic banking

business model, volume of investment, available resources, and desired security level.
The provider decided to run its own eID server must comply with the technical guidelines
of the Federal office for Information Security. The stipulations assure required level of
security for the eID server. [[69]

So far, the new German elD solution is claimed to be the most secure solution with
the best level of privacy protection.

Austria

In Austria, the history of public registration started in, approximately, the same time as
in Germany, namely, since 1857. Nowadays, there is a mandatory registration of citizens
in local registers, which then transmit the information into Central Register of Residents
(CRR). The central register was introduced in 2001 and contains information about resi-
dents such as full name, sex, date of birth, citizenship, postal address, unique identifier(a
kind of SSN) and, for foreigners, also passport data. The SSN contains a 3-digit serial
number, a checksum digit and the birth date in a DDMMYY-format. The latter is the rea-
son for restriction of use of the ID number in certain areas due to privacy-sensitivity of
that information. Besides, in contrast to other European countries a citizen doesn’t have
to hold a specific ID card with the personal ID number. Instead, the need of personal
identification and a form of the ID is regulated by specific regulations and depends on
a sector of use and circumstances of an administrative procedure. This situation led to
multiple identification numbers used in Austria, so called Sector-Specific Personal Identi-
fiers (ssPIN) derived from CRR ID, and, ultimately, to the multiple-card model of national
identity management system. [[64]

The key feature of the Austrian IdM model is the citizen card ("Buergerkarte" in Aus-
trian) which is rather a virtual concept able to be installed on multiple carrier devices and
different ID cards supporting the citizen card function by default. This feature enhancing
privacy protection of the solution and assures flexibility and compliance with require-
ments from various stakeholders. As well as BankID or MinID solutions in Norway, the
citizen card is aimed to provide basic functions such as digital signing of documents and
online transactions and online identification. The absence of obligation to hold the ID
card ("Personalausweis") led to situation when only 10% of citizens have chosen to use
the ID card over a passport or another official document used to prove the one’s identity
in Austria. [64]

Likewise the German eID card solution, Austrian ID cards must preserve unlinkability
property in order to prevent profiling and privacy infringement. This has been achieved
via permission to store only sourcePINs instead of unique personal CCR-number. This per-
sonal identification numbers are used to calculate unique sectoral ssPIN used by service
providers for authentication purposes. Besides, the measure provides similar to German
eID card feature of authorization of data accessed by a service provider. Moreover, the
support of various carrier devices assures the technology neutrality and interoperability
not merely in software but also in hardware levels. [64] The feature isn’t that relevant
for Norwegian, Swedish or Danish solutions based on a kind of software certificates, but
has the advantage over German elID cards providing only software interoperability and
requires a certain hardware device in order to use the ID online.

Since citizen card option is optional, it has to be activated by user in order to use it.
As in case of German elID cards and despite the Norwegian IdM solutions, it provides the
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option for user whether or not to use the function. In turn, the digital signature service is
based on a PKI and provided by a Certification Authority coordinating the different types
of registration offices (Banks, post offices, local authorities, etc.) [[64]

Another specificity of the Austrian solution is isolating of identity management deve-
lopment process out of the stakeholders. Thus, the banks, which, in fact, provide bank
cards as tokens for the citizen card function and may be considered as identity providers,
are not involved in development process. This represents difference in contrast to Norwe-
gian IdM systems which are either developed by banks (e.g. the BankID) or interoperable
with banks’ IDs as a part of integrated solution (e.g. MinID).

Denmark

As well as Norway (so far), Denmark doesn’t have neither mandatory nor optional ID card
for citizens providing software-based identity management solution for online identifica-
tion and digital signature while regular identities are still passports or driver’s licenses.
However, as in other considered countries, in Denmark all the data in the passport and
the driver’s license is derived from the Central Population Register (CPR) established in
1924 and maintained by local municipalities. Later, in 1968, unique personal identity
numbers for citizens was introduced. The CPR-number is used in dealings with various
public agencies, from health care to the tax authorities. Likewise the Norwegian iden-
tification number, CPR-number consists of the date of birth in the DDMMYY-notion and
following sequence number reflecting the century of birth and sex of the holder(odd for
males and even for females). In CPR registry a lot of private information associated with
the ID number such as: name, CPR-number, CPR-number of parents, current/previous
address, citizenship, date of birth, membership of national church, place of birth, private
and public subscribers to changes in one of these data fields (e.g. universities, police,
postal service, etc.) The Law on Personal Data guarantees to the citizens basic rights to
know what information is used processed or may be processed. [65]]

First, the idea of a citizen’s ID card was introduced in 1992 followed by early attempts
to introduce such a card. In 1995-2000, different attempts to develop such solution were
taken on a various governmental levels but the attempts failed due to privacy concerns.
Presented in 2002, the common public certificate standard "OCES" ("Offentlige certi-
ficater til elektronisk service" in Danish, "Public Certificates for Electronic Services" in
English) was widely supported by public authorities and became mandatory standard
for digital signature services. This OCES signature was also used for online authentica-
tion. The software certificates contains, among other data, personal identification num-
ber(PID) derived from the CPR-number. The PID may, however, be converted to the CPR-
number. The largest telecom provider and operator TDC had been chosen as Certification
Authority via first tender in year 2002. [65]

In parallel to governmental sector, by year 2000 banks consortium had developed and
introduced their own solution called netID and used mainly for authentication in online
banking services. The PBS, owned by the National Bank and a number of private banks,
became the Certification Authority of the netID.[65]

Later in year 2009, all software solutions based on OCES certificates were combined
with netID system into one identity management system NemID rolled out in 2010. The
PBS is in charge of development and operation of the NemID. [65] This way represents
a kind of similar to Norwegian path of development the identity management system

29



Towards cross-border interoperable digital identity in electronic banking

where two mainstream solutions (the MinID and the BankID) is going to be covered by
common interoperability HUB for digital identities provided by the MinID.

Sweden

Historically, the population registering in Sweden started in 17th century and personal
ID number was presented first time in 1974 and now it’s commonly used as a customer
number by banks and insurance companies, and by public agencies, from health care to
the tax authorities. The number consists of 10 digits: the date of birth in the DDMMYY-
notion and following sequence number reflecting sex of the holder. Originally the public
register was administered by the Church of Sweden, but by 1991 the task was handed
over to the National Tax Authority. [66]

In Sweden, there are two types of eIDs ("soft" on a downloadable file and "hard" on
a chip of a plastic card), 4 contracted private providers of eIDs and two official national
ID cards. The national ID card "NIDEL"("National ID card prepared for E-Legitimation")
is issued by the Police and doesn’t include any eID solution; another is provided by the
Tax Authority and may include also eID issued by Telia as an option. [66]]

Sweden has a tradition to delegate issuance and managing of ID cards to post of-
fices and banks. Thus, all eIDs are issued by contracted private parties and procured by
government through "framework contracts" allowing issuance of IDs for a limited time.
Online services provided by various public sector departments may accept contracted
elDs, however the actual use of a certain eID is based on business agreement between
an identity provider and a department, and usually paid for use per transaction. Current
four contracted identity providers, chosen on a tender base, are: "Swedbank" (heading
the consortium of banks and representing the Swedish BankID solution), large Scandi-
navian bank "Nordea", Swedish telecom "Telia", and Steria (representing the IT security
business). Provided eIDs are technically identical and based on similar specifications,
also they include two certificate for signing and authentication respectively. The elDs,
however, differs at the interface level. Being theoretically accepted by all governmental
departments, in practice eIDs are a matter of contract with identity providers and so
number of supported identities differ from one service to another. All eIDs are regulated
by the Law 2000:832 on qualified e-signatures, however existing eID solutions fulfill the
criteria for advanced eID but not for qualified. [66]

The Swedish BankID solution represents services similar to the Norwegian BankID
and provides the ID on file, smart card, and, recently, Mobile BankID. According the usage
statistic, the Swedish BankID is currently the most used eID with 2.5 million unique users
(as of 2010) and accepted by various government services, private companies and banks.
Together banks have more than 5.5 million customers. Despite the Norwegian case where
every bank is a registration authority and may issue the BankID, in Sweden only ten
banks are issuers. The Swedish BankID is developed and maintained by the "Financial ID
Technology" owned by most of the BankID member banks. The BankID services are also
being sold to various relying parties in public and private sectors, however it’s free for
users. As of 2009, 1/3 of the population has eID and 75% of them uses BankID. [[70, 66]]

Despite other countries, the Swedish solution is rather stemming from a market ap-
proach with several private eID providers and distributed identity infrastructure. Like-
wise Norwegian and Danish case, the solutions are mainly software-based but a card
may be issued as an option. [66} (71}, [72]]
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Summary

National identity management systems in Norway, Sweden and Denmark represent as
software certificates, while Germany, Austria and, optionally, Sweden offer also ID cards
to citizens. In that sense, Norwegian software-based solution together with Swedish and
Danish differ from common European standards of hardware-based chip-card solutions
for identification and digital signature services, as considered to be more secure in com-
parison to software certificates.[[71] However, the Norwegian government claimed to
develop national ID cards for citizens as well. Besides, current version of the Norwegian
BankID system has the wider area of application than most of considered IdM system:s,
going beyond basic identification and digital signing services, and provides also ePay-
ment option. Nevertheless, in contrast to German elID card solution, it may not be and,
most likely, will not be used for private online activities due to lack of privacy protecting
measures.

In spite of more secure solution from privacy protection point of view, the IdM system
in Austria has relatively low acceptance among users of the systems and shows a low level
of usage of the IDs.[[72] Whilst in considered Nordic countries the usage rate is much
higher and tends to grow up. The German IdM solution was rolled out in November of
2010 and operates for relatively short period of time to make a reliable evaluation of
acceptance rate.

The main influencing factor in development process of German and Austrian IdM
solutions was privacy protection, while it, obviously, wasn’t the main priority in the de-
velopment of considered Norwegian and Swedish IdM systems and slightly influenced
the solution implemented in Denmark. In its turn, from the beginning both Norwegian
solutions were aimed to rather high interoperability and easy implementation of the sys-
tems than security and privacy protection.

Privacy and profiling risks, regarding the use of national identification number as a
primary identifier, are considered to a variable extent in the considered countries. In
Germany, high concerns about privacy protection and specific historic background led to
full unacceptance of national identification numbers in any form. In Austria and Den-
mark, there is a working scheme of national number assignment prohibiting, however, to
use numbers without prior modification. At the same time, cultural specificities of Swe-
den and Norway allowed successful implementation and acceptance of IdM systems fully
based on directly used national identification numbers as primary identifiers.

Like in Norway, in Denmark and Sweden the key role of identity providers is played
by bank consortiums, while in Germany and Austria the duties of issuance and manage-
ment of identities are executed by governmental bodies itself. The reason for this is in
traditional and cultural aspects of identity management. On one hand, the trust in banks
and financial institutions is relatively high in Nordic countries and lower in Germany
and Austria, on the other hand both Denmark and Sweden have, historically, a certain
experience in delegation of identity management duties to a third party and so bank
consortium.[[71]] In fact, Germany doesn’t include banks in either development or execu-
tion of the solution, whilst in Austria banks are considered as ones of possible bodies to
issue and support the ID, but they are not included into development process too.

Thus, cultural background makes the difference. For instance, considering the possi-
bility of further spreading of the Norwegian BankID system, higher concerns about data
protection in Germany and Austria along with avoidance of bank implication may prohi-
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bit from its spreading and result in low acceptance down to full ignorance of the system.
At the same time, co-operation and integration with Swedish and Danish IdM systems is
more likely due to similarities in a cultural background.

3.3 Conclusions: the fundamentals of large-scale IdM systems

3.3.1 The state and perspectives of Norwegian BankID solution

High levels of acceptance & dissemination of Norwegian identity management systems,
especially the BankID solution, bear a lot of potential for both national level and cross-
border IdM systems. A number of innovative functions and applications pave the way
for new opportunities in electronic business processes. The success of BankID is built
on government support provided through sound legal framework, specific cultural trust-
related background, and effective organizational structure of the solution enabled by the
strong interbank cooperation. Close cooperation between banking institutions within the
Norwegian Financial Services Association and the Norwegian Saving Banks Association
allows the BankID solution to dominate the market. In turn, technological and security
features obviously were not handled with absolute care and top priority during the sys-
tem design. The further evolution of the BankID and steps towards its implementation
in a cross-border environment are hardly possible without addressing all open security
& privacy issues. Integrability of the BankID also calls for improvements. The solution
must provide federation and integration in order to assure flexibility of the infrastructure
and to ease its implementation. Switching to the claim-based identity model and adding
access control to user’s data in certificates could be options. These options help to en-
hance privacy protection and security level adhering to minimal disclosure principle, and
enable better federability and integrability of the entire system.

3.3.2 The seven fundamentals of large-scale IdM systems

Conducted research showed that large-scale identity management systems implemented
in critical infrastructures, whether it’s a national-wide IdM system provided as a part of
e-Government solution or one used for online banking, are following seven minimally
essential rules named here as "The seven fundamentals of large-scale IdM systems”:

The use of IdM system in "a must" applications and services is a driving forcer
to its successful adoption. The "a must" nature may be caused by two reasons: the use
of the application or service may be enforced as the only option to perform obligatory
actions (there’s no way around); or due to the ubiquitous nature of the system. In this
sense, banks are powerful influencers needed to be involved in development and exploi-
tation of a national and, furthermore, a cross-border IdM system to assure its successful
adoption. Banks provide services which a citizen cannot resist to ignore nowadays. Imple-
mentation of such IdM systems in online banking as the primary authentication method
is a strong driving force for its acceptance and dissemination. It’s easy to trace this ten-
dency by considering the acceptance rate in countries where IDs are either managed by
banks or used in their online facilities (e.g. Denmark, Norway and Sweden), in contrast
to countries where they aren’t (e.g. Germany and Austria). Extrapolating the tendency
to international context, the fastest spreading and prevailing identities today are inter-
nationally functioning bankcards, enabled by close cooperation between banking and
other financial institutions worldwide. Finally, banks traditionally remain a high level
of public trust and aren’t involved in political and cultural contradictions which make
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them even more stable identity provider. Therefore, banks’ involvement and support are
driving forces behind the creation of fast spreading and widely-accepted identity or IdM
solution in an international context.

Public trust in IdM operating organization impacts on success of the system
itself. Cultural aspects cannot be ignored during either development or implementation
of (inter)national IdM system. The keystone to understand the aspects is to research
public trust into an IdM operating organization such as government, banks or other
public institutions, and especially in a way they handle citizens’ data. Culture is a complex
matter when it comes to international systems operating cross-border. A successful model
implemented and operating in one country might become untrusted in a multicultural
international environment.

Security and privacy requirements result from a cultural background. Privacy
and profiling risks of use of national ID numbers are considered to a variable extent de-
pending on cultural background. Germany doesn’t have national identification numbers
due to the historical background and high privacy concerns among citizens, Austria and
Denmark don’t allow direct use of the numbers, and Swedish and Norwegian solutions
employ identification numbers without any prior transformations. Notwithstanding, the
direct use of national identification numbers must be avoided in any large-scale IdM
system due to the fact that it enables easy and low-cost profiling and creates serious po-
tential privacy-related issues, leading to legal and compliance risks. Prior modification or
encryption of the SSN could be used instead.

Interoperability, ease of implementation and ease of use of an IdM system are
crucial factors for its success. An IdM solution should follow user-centrism principles,
while the infrastructure needs to be developed considering service providers’ needs.
Otherwise it’s hardly possible to achieve high acceptance and fast spreading. In these
terms, software-based identities (e.g. certificates and other digital identities; Sweden,
Denmark and Norway) show much better acceptance and spreading than hardware-
based ones (e.g. ID cards; Austria and Germany). It's stemming from relatively bet-
ter flexibility, easier implementation, and less costly and time-consuming management
procedures (e.g. (de)provisioning, revocation, issuance, etc.) of the former. However,
hardware-based IDs typically provide higher security level. Finally, a tendency to inter-
connect large-scale IdM solutions into a single IdM system proves the need in interope-
rability and easy federability by design.

Independent evaluations play vital role in IdM system refinement process. An
IdM solution, especially large-scale (inter)national wide, requires independent audits
and revisions in order to ensure its level of security and has to be open for independent
third party evaluation. In that sense, readiness to deal with the results of examination
and public availability of system documentation facilitate improvements through inde-
pendent expert evaluation. Thus, early independent risk analysis and the investigation
of client-software of the Norwegian BankID solution resulted in discovering multiple
vulnerabilities. Based on the found vulnerabilities, risk mitigation strategies and its im-
plementation by the bank consortium resulted in a new and higher security level. Even
a start with imperfect system might be feasible and not necessarily lead to failure of the
system.

A legal framework is a backbone of an IdM system. Laws and regulations must
be considered carefully during its development process, since legal aspects may become
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serious prohibiting factor from evolution and spreading of a system in one case or a
strong driving factor in another. Sound legal framework facilitates improvements and
hardening of an IdM system, and provides opportunities to introduce new functionality.
For instance, a regulation issued by the Norwegian Ministry of Finance allowed customers
to open or switch banking or insurance accounts instantly. At the same time, excessively
strict and complicated rules and laws make it impossible to develop and execute IdM
system effectively, without significant costs and/or non-compliance.

IdM system is a sequentially evolving matter. A new solution must ensure the conti-
nuation of preceding legacy systems. All considered countries showed a strong tendency
to path continuation in respect to nationwide IdM solutions. It means that sequential
improvements and upgrades of existing IdM system are more likely than acceptance and
further dissemination of either adopted outside solution or suddenly emerged novel one,
developed without taking previous implemented systems into consideration.

Overall, an identity management system is a sociotechnical system, as the one com-
prised of both "socio" and "technical" components. It implies constant interaction bet-
ween a human and a technical security system, where IdM is a cornerstone. Hence, an
IdM system has to take into account differences in culture, privacy-awareness, security-
awareness, maturity of users, etc. The IdM operator needs to adjust system to require-
ments of various group of user to provide them with desired system functionality.
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4 Analysis of current cross-border inter-bank systems

Aiming to introduce interoperable identity widely accepted by multiple parties across
borders, it’s worth to learn from experience of currently existing cross-border systems
and IdM solutions.

Today electronic banking is enabled by various interbanking systems widely employed
by majority of banks worldwide. Thus, for example, SWIFT ("Society for Worldwide In-
terbank Financial Telecommunication") provides a de facto standard for worldwide finan-
cial messaging exchange between banks and other financial institutions. And IdenTrust
provides a common identity platform for organizations which is interoperable across
geographies, companies and applications.

Nevertheless, the most widespread identity after a passport is a bankcard'] Today
everyone who has a bankcard can pay for anything almost everywhere anytime. This is
an astonishing example of truly interoperable globally accepted identity. Moreover, these
identities have earned a high amount of trust in the IdM system itself. It’s a common
practice to use only a bankcard to perform payments in either electronic or ordinary
stores. It’s hard to imagine today’s life without bankcards. Often people don’t even carry
cash and nobody expects the system fails. More and more merchants accept bankcards
all over the world, allowing customers from, say, Norway to buy chocolate in a store
somewhere at Switzerland without any need to have a currency in the wallet. Therefore,
the bankcard IdM model and experience are especially useful in the development of
potentially successful cross-border identity for electronic banking.

4.1 Bankcards and VISA

Every day millions of people all over the world use bankcards to perform payments in
"online" and "offline" environment. Even though they usually get the cards from different
banks, these cards are, in fact, all the same in terms of technology and organizations
behind. Today there are four large credit cards unions successfully operating in a global
scale: American Express, Diners Club, and the two largest credit card networks — Master-
Card and VISAP] Although both MasterCard and VISA dominate the credit card market,
VISA is especially interesting case because it operates the world’s largest payment net-
work in terms of payments volume, total volume, number of transactions and number of
cards in circulation. Therefore, the main focus is put on VISA.

4.1.1 Acceptance

VISA cards are widespread all over the world and accepted in more than 200 countries
by tens of millions of merchant outlets and 1.8 million ATMs. According to the Nilson

Un this paper, the term "bankcard" is used as a collective notion which embraces all types of bankcards
including prepaid cards (also known as cash cards), debit cards, and credit cards. The distinction between
different types of bankcards is not important in this study.

2Here and further "VISA" (stands for Visa International Service Association) is used to denote the whole
business and payment network, operating by both Visa Europe and Visa Inc., and "Visa" is for "Visa Inc." Visa
Europe is a separate entity licensed by Visa Inc. to operate VISAs trademarks and technology in European
region. The organizational structure of VISA will be discussed further
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Report credit, debit and prepaid cards totaled 5.73 billion at year-end 2010.[73] As of
December 31, 2010, Visa Europe issued 0.41 billion of cards and Visa Inc. issued 1.90
billions, so number of VISA cards totals around 2.31 billions or 40.3% of all bankcards
circulating worldwide’} The cards are issued and managed by around 4 200 financial
institutions in Europe and 15 500 financial institution customers of Visa Inc., totaling
around 19 200 financial institutions all over the world who serve as an identity provider
in the Visa’s payment network, VisaNet.[[74, [75]]

The numbers clearly show that VisaNet can be considered as most ubiquitous and
multi-party accepted IdM system nowadays. This success would not be possible without
a sound business model and Visa’s unique organizational structure.

4.1.2 Business Model

Although Visa company and its technology stand behind each issued card and each tran-
saction in the payment network, the role of this organization isn’t that obvious as it may
seem at first. Visa doesn’t issue identities (cards), manage related accounts, nor set rates,
credit limits and fees for consumers. Neither do Visa interact with consumers or mer-
chants. In general, Visa is not a bank or governmental organization. So, what is Visa, and
what does it do?

Business processes

The main business processes of VISA are as follows[76) 75

e Managing, licensing and promotions of widely-accepted payment brands Visa, Visa
Electron, PLUS, and Interlink;

e Provisioning of transaction processing and value-added servicesﬂ through VisaNet
and Visa Processing Services;

e Promotion and enforcement of a common set of operating regulations and by-laws;

e Securing of and investing in the processing payment network, VisaNet, and inno-
vative payment methods and services.

The core business and the main goal of VISA are operating VisaNet to facilitates the
secure transfer of value and information between consumers, merchants, and banks{ﬂ
All activities unrelated to processing infrastructure are performed by banks-members of
VISA which are acting as either issuers or acquiresﬂ A bank-issuer issues cards to cardhol-
der sets fees and iterest rates, provides financial services, manages relationships with
consumers as well as financial risks. In turn, a bank-acquirer is responsible for banking
relationship with merchants and managing authorization capture and settlement.[76]

3For comparison, by the end of 2010 there were only 0.975 billions cards of MasterCard in circulation[[73]]

“4For example, risk & fraud management services, consulting services, and education & training services, etc.

SVISA also subdivides its consumers (cardholders) and merchants into multiple categories and sets up dif-
ferent rule sets and fees for them to balance interests and security of products in a more effective way. Thus,
for example, merchants could be: hotels, restaurants, shops, etc.; and consumers are: private individuals, go-
vernments, businesses of various size.

6Although it’s a common practice for bankcard associations to concentrate business around the processing
infrastructure delegating all unrelated tasks to banks and other financial institutions, there are exceptions. For
example, American express has been acting as card-issuer for a long time.

7Physically, bankcards are made by the VISA itself in accordance with standards on physical security of
credit cards. After the cards are produced, they are being provided to bank-issuer, which in turn can associate
the bankcard with a certain cardholder through established registration process and KYC policy, and associate
account information with the certain card.
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Hence, five principal parties are involved into a typical transaction. A transaction process
takes place in two stages: authorization (1-8) and settlement (9-12) (Fig. .

1. A cardholder either presents a card itself or provides the merchant with the account
number, expiration date, billing address, and CVV2;

2. The merchant transmits an authorization request to the bank-acquirer;
3. The bank-acquirer sends the authorization request to VisaNet;

4. VisaNet passes on the request to the card issuer;

5. The bank-issuer approves or declines the transaction;

6. VisaNet forwards the authorization response to the bank-acquirer;

7. Thebank-acquirer forwards the response to the merchant;

8. The merchant receives the authorization and completes the transaction.
9. The merchant deposits the transaction receipt with merchant bank;

10. The bank-acquirer credits the merchant’s account and submits the transaction to
Visa for settlement;

11. VisaNet facilitates settlement, pays the bank-acquirer and debits the card issuer
account, then sends the transaction to the card issuer;

12. The bank-issuer posts the transaction to the cardholder account, sends the monthly
statement to the cardholder.[77]]
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Figure 10: Typical Bankcard Transaction
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It’s worth noting, that among other counter-fraud measures VISA offers an internal
insurance coverage for bank-members to compensate fraud losses. It provides additional
assurance of the payment network.

Revenue flows

Bankcard associations, such as VISA or MasterCard, generate revenue flow from fees paid
by member-banks based on payments volume, type of transactions and related servicesﬂ

(Fig. [11).
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Figure 11: General Revenue Model of a Bankcard Associations

There are also so called interchange reimbursement fees. It is the transfer rate exchan-
ged between bank-acquirer and bank-issuer, and aimed to balance the needs of parties at
two-sided credit card market. The interchange fee is not a fixed fee, there are a number
of different interchange rates varying by the type of retailer or product, geographical
and other aspects. This rate may be a default rate set by VISA or be derived from ne-
gotiation between bank-issuer and bank-acquirer. The fee is paid by a merchant to the
bank-acquirer within a Merchant Discount Rate (MDR) which may include also proces-
sing fee, connection and rental fees as well as acquirer’s profit margin. A cardholder
doesn’t pay any interchange fee.[[76} [78]]

Therefore, the fees are collected either to cover expenses related to managing of and
investing to the payments network, or to balance the two-sided market. The card asso-
ciation essentially may be considered as non-for-profit joint venture, however legally it’s
a for-profit organization. This low-cost orientation is derived from the specific organiza-
tional structure of the business.

4.1.3 Organizational structure

VISA has a unique corporate structure which became one of the factors led the company
to success. Today VISA is regionally decentralized company consisting of Visa Inc. with
multiple regional divisions and its licensee Visa Europe, which is a separate company.
Since 2007, Visa is a publicly traded firm, most of the time in the company history it
used to have a membership structure, where members were also owners. However, Visa
Europe still remains the same membership structure.[[74, [75] Decentralization allows
Visa to offer different services for each region to comply better with local regulation and

8The full structure of VISA's operating revenue flows is as follows: service revenues, data processing reve-
nues, international transaction revenues, other revenues, volume and support incentives.[76]
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regional specificities, while its membership structureﬂ allows members to share costs,
making the bankcards available to even small financial institutions.

The history of VISA cards began in late 1950s, when the Bank of America decided to
roll out their new credit card program to the market under the BankAmericard. Howe-
ver, there was a common for two-sided markets problem also known as a chicken-egg
dilemma: merchants didn’t want to lose money on processing creditcard transactions if
there are not many cardholders, consumers doesn’t need cards if they are not widely-
accepted. The problem was solved through issuing thousands of unsolicited cards to all
households in the test-region, and following aggressive advertising to consumers. Mer-
chants started to accept cards, indicating this by placing a special mar In order to
expand the credit card program further in other regions, the Bank Of America launched
a licensing program, which was successful in the beginning but than face operational and
organizational problems. Disbalance of power on one side and lack of effective control
over the processes in the licensing program were leading it to a precipice.[[79]

To provide widely accepted solution companies had to cooperate, and the Bank of
America faced a problem of balancing competition and cooperation inside the newly ap-
peared out of licensing program meta-organization of competing financial institution.
Obviously, cooperation in the highly competitive environment is only possible through
by-laws and regulations aimed to balance interests and providing mechanisms to esta-
blish trust inside the organization. Besides the Bank of America held the ownership of
the brand, name and marks as well as all the power which ultimately led to distrust and
conflicts of interests. The licensing structure simply couldn’t compel cooperative beha-
vior. [79]]

The problem of competition was solved by Dee Hock, the founder and CEO of VISA,
suggested the way to competition within a framework of cooperation via developing the
set of principles:

"What if ownership was in the form of irrevocable right of participation,
rather than stock: rights that could not be raided, traded, bought, or sold, but
only acquired by application and acceptance of membership?

What if it were self-organizing, with participants having the right to self-
organize at any time, for any reason, at any scale with irrevocable rights of
participation in governance at any greater scale?

What if power and function were distributive, with no power vested in or
function performed by any part that could reasonably be exercised by any more
peripheral part?

What if governance was distributive, with no individual institution or com-
bination of either or both, particularly management, able to dominate delibera-
tions or control decisions at any scale?

What if it could seamlessly blend cooperation and competition, with all parts
free to compete in unique, independent ways, yet able to yield self-interest and
cooperate when necessary to the good of the whole?

91t’s worth noting, that the same membership structure, when members are also owners, has been employed
also by another industry-leader - MasterCard. Both companies was forced to public offering due to a number
of anti-trust cases caused by dual membership of some financial institutions in both joint ventures, VISA and
MasterCard association.

10Today it’s the VISA’s logo, back in the days it was the same 3-colored band logo with name BankAmericard
on it, instead.
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What if it were infinitely malleable, yet extremely durable, with all parts
capable of constant, self-generated, modification of form or function without
sacrificing its essential purpose, nature, or embodied principle, thus releasing
human ingenuity and spirit?" [80]

These principles describe an organization of the whole new type referred to as "chaor-
dic" by Dee Hock. He defined the "chaordic" as " The behavior of any self-organizing and
self-governing organism, organization, or system that harmoniously blends characteristics of
chaos and order."[80]] He believed that decentralized, self-organizing, and self-governing
chaordic organizations are more flexible and adaptive, and can provide necessary coope-
ration framework. In the year 1976, the company called VISA, following this principles,
had emerged. From this moment there have been issued only cards branded with name
VISA despite of bank-issuer.

4.1.4 System Architecture

VISA operates VisaNet processing payment network which is a core of VISA's business.
Under the name VisaNet stands two principal systems: BASE I, realtime and online sys-
tem, and BASE II, batch-oriented system. These systems serves for authorization, and
clearing and settlement respectively. The VisaNet is a centralizecﬂ and modular pay-
ments network with hierarchical local star topology. VISA claims that such centralized
architecture provides an ability to view and analyze each authorization transaction in
real-time to provide value-added information'?| There are four data centers worldwide:
one is in UK, another one is in Japan, and two US data centers which can serve as
redundant and process all world payment traffic. Financial institution and, sometimes,
large merchants are connected through VisaNet Access Points acting as gateways to main
clearinghouses. [82][83]

4.1.5 IdM Perspective

From IdM point of view VISA cannot be considered as an identity provider. In fact, the
role of an identity providers are served by bank-members of VISA. The role of VISA in
this system is rather a trusted third party which stands up in every transaction, assuring
validity and acceptance of the identity.

VISA 3-D Secure Protocol

For secure online authentication VISA developed its own XML-based protocol called 3-D
Secure and 3-D Secure Service based on this protocol, which later has been adopted by
another major bankcard company MasterCard in Mastercard SecureCode. The protocol
replaced previously employed SET protocoﬂ

The 3-D Secure protocol divides payment systems into three domain (see Fig[12)):

¢ Issuer Domain consisting of systems and processes performed by the issuer and its
cardholders.

e Acquirer Domain consisting of systems and processes performed by the acquirer
and its merchants.

11n contrast to VISAs centralized network, MasterCard operates contrary structure. MasterCard’s BankNet
has decentralized peer-to-peer network architecture which is built as a VPN network.

12For example, this information can be used in VISAs advanced authorization service acting as anti-fraud
neural network to detect behavioral anomalies of consumer’s payment activities on account level. [81]]

13Secure Electronic Transaction (SET) protocol[84] had been developed by VISA and MasterCard in 1990s
to secure credit card transactions in the Internet.
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¢ Interoperability Domain enables Issuer and Acquirer domains to interoperate.

Essentially the 3-D Secure Service architecture is built as service oriented architecture
(SOA), where the Interoperability domain is the core. Typical steps of purchase transac-
tion flow in 3-D Secure protocol are following (Fig. [12]):
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Figure 12: VISA 3-D protocol transaction flow

1. Cardholder submit card information to merchant to finalize purchase;

2. Merchant Server Plug-in (MPI) sends the PAN (and user device information, if ap-
plicable) to the Visa Directory Server

3. The Visa Directory Server queries the appropriate Access Control Server (ACS) to
determine whether authentication (or proof of attempted authentication) is avai-
lable for the PAN and device type. If it’s not available, processing continues with
step 5;

4. The ACS responds to the Visa Directory, indicating whether authentication (or proof
of attempted authentication) is available for the card number;

5. The Visa Directory Server forwards the ACS response (or its own) to the MPI. If
neither authentication nor proof of attempted authentication is available, the mer-
chant, acquirer, or payment processor submits a traditional authorization request;

6. The MPI sends a Payer Authentication Request (PAReq) to the ACS via the shopper’s
device;

7. The ACS receives the PARegq;

8. The ACS either authenticates the shopper by using processes applicable to the card
number (password, chip, PIN, etc.) or if attempts ACS functionality is available,
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creates the proof of authentication attempt. The ACS then formats the PARes mes-

sage with the appropriate values and signs it;

9. The ACS returns the PARes to the MPI via the shopper’s device. The ACS sends

selected data to the Authentication History Server (AHS);

10. The MPI receives the PARes;

11. The MPI validates the PARes signature (either by performing the validation itself

or by passing the message to a separate Validation Server);

12. If appropriate, the merchant proceeds with the authorization exchange with its
acquirer. Following Step 12, the acquirer processes the authorization request and

returns the authorization response to the merchant. [85]]

Cardholder’s prior identification takes place during the enrollment process by the
bank-issuer. Transport security and message integrity is provided through the use of
SSL/TLS and issuer signature on authentication response. Visa also runs PKI for use
in conjunction with various products and services. The certificates are issued to entities

participating in vast online transactions (Fig. (source: [86]) ). [85,86]
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Figure 13: Visa PKI Hierarchies

The identity and its attributes

Each bankcard contains a standard set of attributes including cardholder’s name, the
name of a bank-issuer (identity provider), brand mark of a payment system (e.g. VISA,
Mastercard, etc.), expiration date, class of the ID card (e.g. VISA classic, gold, or plati-
num), type of the ID card (e.g. debit, credit, prepaid), cardholder’s signature, ID card
security code (CVC2/CVV2), serial code of the ID card. Bankcard number, in turn, is the

primary account number.

The identity is static and cannot be dynamically managed following partial or minimal

disclosure principles.

A bankcard expiration period may vary from two to five years.
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Privacy and user-centricity

The bankcards are user-centric identities, and all associated activities are performed by
a user except issuance and "revocation" of the ID-cards.

The bank-issuer owns and often shares the cardholder data. In general, information
about both a purchase and the entity, who makes the purchase, is available to all par-
ties involved into transaction: the merchant, bank-issuer, and merchant’s bank. The col-
lection of certain information and assuring traceability of the transaction by banks are
required by various anti-money laundering regulations. Parties involved into transaction
are responsible for proper protection of processed information and compliance with data
protection laws. However, there are quasi-anonymous gift and prepaid cards which can
provide certain level of anonymity to the cardholder.

Application areas

Bankcards are used only within one context of payments. They can be used to perform
payments either online or offline.

4.1.6 Assuring Interoperability

Due to its decentralized organizational structure VISA is able to effectively comply with
Data Protection and Financial regulations in different regions. Each separate division and
licensee (Visa Europe) have their own regional operating regulations which are bridged
by Visa International Operating Regulations in order to assure legal and organizational
interoperability, and enable interregional interchange. The layered structure of regula-
tions and by-laws is depicted in figure below.[87, [88]] Significant differences in data and
privacy protection laws in EU and US as well as legal implications related to interchange
processes are aligned with EU Safe Harbor Privacy Principles.[[89]

/ Visa Core Principles \

/ Visa International Operating Regulations \ / Visa Europe \
—\ —\ Operating
AP Canada ;

Regional Regional ReQU|at|0nS
Operating Operating
Regulations Us. Regulations
Regional
SR Operating SR
CEMEA Regulations LAC
Regional Regional
Operating Operating
Regulations Regulations

Figure 14: The layered structure of VISA regulations

Interoperability at semantical and technological levels are assured via internal tech-
nological standards on protocols, data exchange and message structure, and supported
by international standardg’® Moreover, the ID cards itself are standardized on hardware

14For example, ISO 8583 on message structure, ISO/IEC 7812 on bank card numbers, ISO/IEC 7816-3 on
the transmission protocol between chip cards and readers, etc.
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level as often have single EMV chip, a globally standardized integrated circuit card.

4.2 SWIFT and 3SKey

History of the Society for Worldwide Interbank Financial Telecommunication (SWIFT)
dates back to 1973 when 239 banks in 15 countries joined together to create a com-
munication link between banks worldwide. SWIFTNet is a backbone of today’s financial
world, providing de-facto standard for secure exchange of financial messages between
banks and other financial institutions worldwide. Additionally, SWIFT provides corpo-
rate treasures of large organizations with tools for electronic bank-account management
(eBAM). Among the variety of SWIFT product, from the IdM point of view the main in-
terest is of recently announced 3SKey service, allowing corporates to authenticate and
manage multiple banking relationships within a single ID.

4.2.1 Acceptance

As of the end of 2010, SWIFT interconnects 726 corporates and around 9000 financial
institutions in 209 countries.[[90] The 3SKey service was launched in October of 2010.
During the prior pilot phase it had been adopted by few large companies and major banks
in France and Germany. Currently, the service is available for all SWIFT users through
standardized international platform which, in turn, may facilitate its further spread out.

4.2.2 Business Model

In essence, SWIFT is a member-owned cooperative providing secure electronic message
exchange between its clients, mainly financial institutions. It doesn’t perform clearance,
settlement, account management or any other processing function but transport.

Organizational structure

Likewise bankcard associations, SWIFT is non-for-profit member-owned joint venture
under Belgian law whose members are mainly financial institutions. Despite the total
amount of over 9000 financial institutions interconnected by SWIFT, only around one-
third of them are member-shareholders. In contrast to initial bankcard associations orga-
nizational structure, it’s possible to be a user of SWIFT services for institutions who are
not-eligible for shareholding. [91] [92]] SWIFT users are organized in three user groups
as defined in SWIFT corporate:

e Supervised Financial Institution (incl. members-shareholders);
e Non-Supervised Entity active in the financial industry;
e Closed User Groups and Corporate entitie [93]]

It’s not possible to access SWIFT network and value-added products without being
a member of the SWIFT community. Historically, it became one of the drivers for fast
membership growth in 1990s.[94] At the same time, this and high costs related to mem-
bership are the factors preventing small banks and businesses from participating in the
SWIFTnet message exchange network. Moreover, a corporate has to meet a set of strict
eligibility criterion in order to become a member of the SWIFT community.[92]

From the beginning, when the SWIFT just started development of network, the member-
ownership had a unique structure. Members were given shares based on their traffic vo-
lume and use of the network. Each share also obliged the shareholder to give a loan (up

15Corporate clients are connected to the SWIFT network through the banks.
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to $1000 per share) to SWIFT which allowed them to repay costs in development phase.
Besides, they charged all members an entrance feelE. (94, 191]

Today, the company has three divisions representing three main regions: Asia Paci-
fic, EMEA, and Americas. This allows to adjust marketing and legal policies according
to regional specificities. All daily operations are delegated to four operation groups in-
cluding: marketing group, IT operations group, stakeholder relations group, and finance
and administration group.

Business processes

The core corporate functions are facilitating secure and reliable message exchange among
users of SWIFTNet as well as to set up and maintain standards. The standardization and
regulation activities has always been of the same importance as managing their primary
product - messaging network. Since the 3SKey service is in the focus, further we will
consider business processes and specific model related solely to this service.

The 3SKey solution allows corporate treasurers to access multiple banks within a
single token with PKI certificate. In order to enable the service, SWIFT mediates between
banks (referred to as 3SKey subscribers) and corporates (referred to as 3Skey users). It
provides inactive token to the subscriber(1) which, in turn, redistributes it to the user(2).
Latter activates the token at 3SKey portal(3) E[, which generates an anonymous certifi-
cate on the 3SKey token(4), containing only unique ID. Next, the subscriber has to asso-
ciate the user with this anonymous certificate(5). Therefore the identity is only known
to the bank-subscriber and the user. Finally, the corporate may use this certificate to sign
documents and files exchanged with this 3SKey subscribeﬂ either via SWIFTnet or any
other channel (e.g. the Internet) (Fig. . [95]]
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Figure 15: SWIFT 3SKey solution

161n fact, both an entrance fee and "annual financial contribution" exist to present day.
17The activation process doesn’t require any identification information
181n order to use the ID with other subscribers, activation step has to be repeated with each 3SKey subscriber.
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In a nutshell, SWIFT is responsible for service provisioning through management of
the PKI infrastructure and issuance certificates; while banks redistribute tokens to users,
link users to tokens, and perform signature verification afterwards.

Revenue flows

End users, typically corporates, have to buy the service from 3SKey subscribers and the-
refore are not considered in revenue flows derived from the 3SKey service by SWIFT. The
3SKey subscribers, besides general feeﬂ pay to SWIFT the following charges for the use
of 3SKey service (Fig.[16):

e one-time service fee for the subscription by 3SKey subscribers to the 3SKey service;
e yearly recurring fee for subscription by 3SKey subscribers to the 3SKey service;

e one-time fee for the supply of the 3SKey tokens. [95]]
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Figure 16: SWIFT 3SKey Revenue Flows

4.2.3 System Architecture

The 3SKey solution is a typical PKI implementation. Its centralized infrastructure consists
of 5 main components (Fig. (Source: [96])):

e SWIFT PKI;

e 3SKey tokens;

3SKey portal (the certificate management facility);

3SKey certificate revocation check facility;

3SKey developer tookit. [95]

19E.g. annual fee paid by all bank-members based on network usage and/or an entrance fee for initial
connection to the SWIFT network
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Figure 17: SWIFT 3SKey Components

4.2.4 1dM Perspective

In 3SKey system, SWIFT acts as a trusted third party. In terms of PKI, SWIFT executes
the roles of certification and validation authority, and a bank-subscriber is registration
authority. The trust model is hierarchical and typical for any PKI implementation. The
root CA in this case is SWIFT.

The identity and its attributes

The ID is X509V3 certificate supporting PKCS #7 v1.6 [97, [4] formatted signatures. The
issued ID is valid for 3 years.

Each identity has following attributes: the distinguished name of the certificate contai-
ning the unique id numbe@ certificate serial number, the issuer of the certificate (SWIFT),
the date of issuance, the expiration date, the object identifier of the token’s certificate;
token serial number. [[98]]

Each token storing the certificate has an access control realized by means of password
protection. The 3SKey Service supports SHA-256 with RSA encryption as a signature
algorithms length. The RSA key is of 2048 bits length.

Privacy and user-centricity

Even though the users of 3SKey solution are corporates only and the notion of privacy
cannot be applied to a legal entity, it can be replaced with confidentiality following the
same principles of privacy.

The identity is user-centric and has a certain level of confidentiality protection through
pseudonymous certificates, which allow the identification of certificate-holder only to
specific parties after the prior association process.

Application areas

The identity can be used for authentication, digital signing and encryption. Application
scenarios include electronic bank account management, and signing and exchange of
electronic documents.

20The distinguished name has the following format: cn=corp<nnnnnnnn>, ou=section_n, ou=personalid,
o=swift, c=ww. The "cn" field is the unique ID number of the certificate
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The application area and number parties using the certificates are limited to members
of the association.

4.2.5 Assuring Interoperability

Because of its common centralized infrastructure, and the use of single standardized
technology, interoperability issues for SWIFT 3SKey service can generally exist within
the levels of legal and organizational interoperability. SWIFT overcame these issues in
a similar way to VISA did. SWIFT organized business in three separate divisions and
this allowed to adjust operational and legal regulations to a region specificities. The
differences in data protection laws between EU and US is aligned through the Safe-
harbor directive. In turn, organizational interoperability is solved through a membership
structure and internal regulations for all participants in the system.

Besides, the significant achievements in development standards for financial systems
and message exchange formats led to semantical and technological interoperability of
SWIFT solutions in general, throughout financial services.

4.3 IdenTrust

IdenTrust was founded in 1999 by a group of financial institutions, including few major
players such as Citigroup and ABN AMRO. The company operates a PKI-based Trust
Infrastructure to provide authentication, encryption and digital signing services to its
clients.

4.3.1 Acceptance

There are no publicly available operational statistics regarding usage, acceptance, and
dissemination rates of IdenTrust products, neither do they disclose information about
the number of participants in IdenTrust network.

Nevertheless, IdenTrust claims that its identities are globally interoperable and legaly
accepted in around 175 countries through the set of rulesEr] developed and agreed to by
55 financial institutions worldwide. [[99]

4.3.2 Business Model

IdenTrust is responsible for management of the IdenTrust Trust Infrastructure, based on
PKI, and PLOT framework to provide secure and compliant business-to-business platform
for data exchange. It doesn’t store, settle, nor validate exchanged data between users, but
solely validates their identities.[[100] IdenTrust also provides digital certificates solutions
for US and UK governments as a part of deployed critical infrastructure protection pro-
grams : ACH BACSTel IP in UK, and ACES/ECA in US.

Among other products, the IdenTrust Trust Prime is of special interest in this case
study. It provides corporate treasurers with the cost-effective electronic bank account
management solution, allowing them to manage accounts and signatories via secure ex-
change of electronic documents, single identity for multi-bank authentication, and non-
repudiation. [101]]

Organizational structure

IdenTrust is for-profit organization. It was founded by major banks, but it has traditio-
nal hierarchical organizational structure with headquarter in the US, and international

21This rule set is referred to as P.L.O.T. - policies, legal and operational framework - and will be discussed in
more details further.
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offices in EU and Japan. The company offers a single set of products all over the world,
while interoperability provided via the PLOT framework.

Business processes

IdenTrust facilitates secure data exchange between users without processing transfered
data. The main business processes are related to maintenance a set of legal and operatio-
nal regulations known as PLOT and core infrastructure management. The participation in
network services has a membership structure, where IdenTrust provides services through
the bank-members who adopted the PLOT framework and got connected to the IdenTrust
network.

The signatures of all parties participating into a transaction are validated by Iden-
Trust in order to provide mutual authentication. To validate certificates in real-time,
IdenTrust banks require the serial number and name of the issuer of the digital certifi-
cate. The IdenTrust Trust Network doesn’t perform any centralized routing in order to
assure confidentiality and privacy protection of data exchanged between the bank cus-
tomers on either end of the transaction. The data flow of a typical transaction is
depicted in figure [18| (Source: [100]).
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Figure 18: IdenTrust Transaction Data Flow
In order to get connected to the network, the following actions should be performed:

1. Customer register with a member-bank by agreeing necessary Terms & Conditions
specified in the IdenTrust rule set;

2. The bank validates the the information through customer identification process
with KYC policy;

3. The bank sends an activation information and the fulfillment package to the physi-
cal address of applicant via out-of-band delivery channel (e.g. postal service);
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4. The applicant generates and retrieves digital certificate using the activation infor-
mation via entering the delivered activation code at activation portal of certificate
management center;

5. The user can then use issued ID to authenticate at bank-IdP’s web-based portal in
order to manage signatories, bank accounts, or legal entities.[[99]]

The usual account opening transaction, for example, is performed in six step after
signing the account opening request form step by step by: requester, approver, and au-
thorizer on the corporate side, and then compliance, relationship and implementation
officers on the relying bank side.[101}, [102]

Revenue flows

Most revenue flows is derived from three main sources: an entrance fee for joining Iden-
Trust Network, annual subscribtion fee, and individual transaction charges (Fig.[19).
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Figure 19: IdenTrust Revenue Flows

4.3.3 System Architecture

The IdenTrust Trust Network is a centralized PKI-based infrastructure. It consists of 2
principal categories of components:

e The IdenTrust Infrastructure, including Certificate Authority (CA), OCSP Respon-
der, Hardware Security Module (HSM), Subscribing Customer Key Storage and
Sub-system, Digital Signature Messaging System (DSMS), amd Transaction Coor-
dinator (TC).

e Relying Customer applications required to correctly accept and process IdenTrust

credentials. This category includes but not limited to operating systems, custom
applications (e.g. Trust Prime application), etc. [103]]
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4.3.4 1dM Perspective

From the IdM perspective, IdenTrust acts as a trusted third party and IdP. In terms of
PKI, IdenTrust executes the roles of certification and validation authority, and acts as a
root CA, while a bank-client is registration authority responsible for identification of its
customers through the KYC policy procedures.

The identity and its attributes

The Identity is a X.509 v3 SSL certificate. IdenTrust provides two types of Trust Network
Certificates: computer certificates, bank certificates for authenticating the identity of the
users. The detailed information about the certificates is classified as confidential and not
available for public review.

Privacy and user-centricity

The identity is user-centric and may be considered as confidential in respect to data
protection. However the certificate holder can be easily identified not only to parties
exchanging data, but to the network operator as well.

Application areas

The identity can be used for authentication, digital signing, or encryption. Application
scenarios include electronic bank account management; documents, payment files, and
invoices signing; and securing access to web-servers.

The application area and number of parties accepting certificates are limited to bank-
members (service and identity providers), participating in the network.

4.3.5 Assuring Interoperability
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Figure 20: IdenTrust P.L.O.T. framework

One of the central operational task for IdenTrust is to assure cross-border inter-
operability of the Trust Network Infrastructure in both organizational and legal levels.
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In order to align the IdM system within various regulations worldwid IdenTrust
in collaboration with bank institutions developed so called PLOT framework (Fig.
(Source:[[104]])). PLOT is intended to covers developing and deploying of the Trust In-
frastructure.

The possible interoperability issues on semantical and technological levels has been
overcome through the use of single PKI implementation and same standardized certifi-
cates across contexts and products.

4.4 Conclusions

IdM system creates value through a value network, rather than a typical value
chain | The value of an IdM system is in effective mediation between relying parties
(e.g. service providers, merchants) and entities (e.g. identity-holders, cardholders). The
economics of IdM and assets (both tangible and intangible) need to be analyzed from
different perspectives of various participants contributing to creation networked value.
Moreover, another important characteristic of a value network has to be taken into ac-
count: value networks create business ecosystem which ultimately facilitates growth of
its components. Thus, SWIFT, IdenTrust and VISA solely concentrate their business over
IdM related tasks, leaving creation of added value products to its customers, participa-
ting in ecosystems. rather than on ensure the interoperability of IDs, compliance and
interoperability on various levels, and the security of identity through the control over
production of the physical token/card, management of secure infrastructure, and stan-
dardization and regulations of operational activities.

An identity management system is a two-sided marketFE] Typical identity mana-
gement system has three corners: a relying party, an identity provider and an entity. At
early stages of implementation of an IdM system, an identity provider is interested in
fast and wide spread out of identities in order to provide access to a service to as many
people as possible. However, it constantly faces a chiken-egg problem: users will want to
get and use ID only if there are enough relying party willing to accept it; on the other
hand, relying party doesn’t want to suffer additional losses from implementation and in-
tegration of an IdM system until enough customers use the identities. Therefore, business
operating an IdM system (typically it’s also an identity provider) has to always balance
interests of both sides in order to keep equilibrium in the system and allow its growth
and dissemination.

An identity management system is a subject of network effect, when a user of the
system affects value of offered system. The more customers use the system, the more
popular it becomes. It’s clearly seen in example of SWIFT network, where the number
of members in the society, and so number of participants in the network exchange, grew
exponentially throughout the history. The network effect is comprised of cross-side and
often same-side one. Cross-side network effect implies that service providers will more
likely adopt the IdM system if it has a large base of users on the other side. The same-side
effect implies that growth of number of participant on the same side increase system’s

22IdenTrust claims compliance with number of regulations such as: Sarbanes-Oxley (SOX), the Single Eu-
ropean, Payment Area (SEPA), the Markets in Financial Instruments Directive (MiFID), Know Your Customer
(KYC) and Know Your Customer’s Customer (KYCC) policies, USA Patriot Act, Electronic Signature Laws in EU
and US, US - EU Safe Harbor Directive, and United Nations, World Trade Organiztion, and FATF guidelines

23There are three principal ways to configure value[[105]]: value chain[[I06], value network [[107} [108} [109]],
and value shop[105} [110]

24More on two-sided markets: [111}[112] 113} [114]
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value for the same side.[[111]] This principle may be extrapolated to all components of an
IdM system: technology?°} semantic of ID ] and so on.

Membership structure (associations) of organization is a very promising way to
provide legal and organizational interoperability and balance interests of partici-
pants. As histories of success of VISA and SWIFT have shown, the most effective way to
balance interests in the association, and overcome legal, organizational and operational
issues is the association and so called "chaordic" type of organization. In contrast to VISA,
which chosen membership-owning organizational structure solely to overcome organiza-
tional and operational issues, SWIFT made this choice also to pay out development of
their messaging network SWIFTnet.

Neutral trusted third party organizations, such as associations, allow to build
trust into a system easier. As it was shown in previous chapter, IdM systems acceptance
and usage are influenced by cultural specificities, especially public trust in IdM operator,
to a high degree. The important role of cooperation and membership structure is in
building trust in the IdM operating organization. Financial institutions separately may
not trust to nor follow guidelines of their competitors, but they trust the established meta-
organization (e.g. VISA or SWIFT). Besides, the associations and memberships allow to
build public trust into system and the IdM operator on user side.

The mark/sign of trust. This feature stems from the previous one. Although the trust
is built in the IdM operating organization, the sign (in a form of logo, brand or trade-
mark) is the representation of this organization behind and the trust in it. All considered
systems use the same mark for their IDs. This allows customers to identify quickly the
service providers accepting a certain ID, they, in turn, can accept the ID signed electro-
nically and marked with the logo/brand of the IdM operating authority. At first glance,
it may seem rather obvious and not relevant, however the history of VISA [79] proved
the importance of single sign through the negative experience of licensing program when
card-issuers weren’t required to mark the card with a single logo. The same we can apply
for digital identity management systems, denoting the significance of the single mark for
successful adoption of the system.

Overall, the business model is an essential element which bridges all influencing fac-
tors and system features, adjust to user’s interests and ultimately create value. The bu-
siness model is aimed to leverage interests in a complex set of interactions between
different parties.

25The more popular technology, the more systems use it

26The more spread out and standardized an identity, the more systems use the same structure, the more
often semantical interoperability is possible among various IdM systems, and, consequently, the more system
can be interconnected and integrated enabling wider spread out of IDs
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5 Design of Architecture and Business Model

This chapter describes value creation process, proposed design of potentially successful
business model and architecture needed to enable cross-border interoperable IdM system
in electronic banking. Herein, the proposed system is referred to as ”EBIMS"E

5.1 Design of Optimal Business Model
5.1.1 Market Forces

Business models are designed for and operated in a specific environment which has to
be taken into account to compose a competitive business model. There are seven general
groups of stakeholders that are either targeted at the same market, involved in opera-
tions, or require certain functionality from the EBIMS (Fig.[21)). In turn, the stakeholders
can be divided into three categories based on the type of involvement: operation & use
(active actors), supervision & audit (passive actors), and competition. All together the
stakeholders facilitate creation of the required ecosystem for the EBIMS.
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Figure 21: EBIMS: Stakeholders

EBIMS Association

EBIMS Association is a central body operating the EBIMS platform. It’s a trusted neutral
organization of a membership-type, where banks are members, owners and users of the
system. Likewise credit cards associations, the banks have relation with the EBIMS rather
than with each other. The organization is responsible only for activities and operations
related to the management of the EBIMS platform and value-added services. All unrela-
ted activities are performed by bank-members. In essence, the platform operator provides
services to banks which in turn re-distribute the service to its customers, connecting them
to the IdM platform.

LEBIMS stands for "Electronic Banking Identity Management System" and is used for simplicity, replacing
"cross-border interoperable digital identity management system for electronic banking services"
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Banks

Banks and other financial institutions providing e-banking services are interested in re-
liable, effective and secure access control and authentication of their users. Banks are the
most active participants of proposed system, acting as identity providers and/or service
providers as well. The banks are especially interested in easy integrability of the system
in the e-banking service, as well as minimal operational costs related to management of
infrastructure. They are responsible for the following processes:

e Initial registration and identification of customer in accordance with KYC policy
and anti-money laundering regulations ;

¢ Identity provisioning to a customer;
e Relationship management with the users and customer support;

e Following policies, guidelines, standards and by-laws of the IdM.

Users

Users is a group of stakeholders which can be divided in two categories: private indi-
viduals and organizations. The whole group is primarily interested in using secure e-
banking services with the capability to manage multiple accounts within a single ID and
to initiate/terminate relationships with different banks across borders and electronically.

Merchants

Merchants is a special type of organizations decided to use value-added platform services
in addition to account management functions. For example, the EBIMS can be used as
a payment option to accept direct payments from buyer’s to merchant’s accounts, or a
third-party service may decide to use the EBIMS and accept the IDs for customer’s au-
thentication, and so on. Merchants are connected to the system through a bank-member
of the EBIMS Association.

Experts Communities

As shown in Chapter 3, the expert communities play a vital role in the development and
evolution of IdM systems. There could be at least three different experts communities:
the community of information security experts, technologists, and research community,
who are interested in the capability to conduct independent evaluations, researches and
examinations of the EBIMS infrastructure and services (e.g. security evaluations). Eva-
luations ultimately lead to improvements of the system and added value.

Regulators

Typically governments and supervising committeef] act as regulators and supervisors
of the market. Each of two actors has specific interests different from each other’s, but
they are both involved in general regulation of financial activities in cross-border envi-
ronment, audit and supervision of related risk management, setting responsibilities and
liabilities, as well as regulations of security measures and authentication methods in on-
line banking. [115][116]

2For example, the Electronic Banking Group of the Basel Committee on Banking Supervision of Bank for
International Settlements
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Forensics services

Banks are traditionally highly regulated institutions obliged to comply with number of
anti-terrorist and money-laundering regulations, requiring traceability of transactions
and accounts along with capability to identify account owners. The forensic services
might be represented by police or any other law reinforcement agency.

Competitors

Competitors is the strong market force influencing the strategy of value offering and
pricing. Competitors don’t effect an IdM system directly, but have to be considered in
the business modeling process as they are targeted at the same market and offering
competitive products.

In particular, there are two strong competitors currently in the market, which ope-
rate operating across borders: IdenTrust and SWIFT (studied and described in the pre-
vious chapter). However, target markets intersect only in the segment of corporate users,
while the EBIMS is targeted at private individuals as well. The Norwegian BankID so-
lution is a competitive product inside of one country. For the segment where products
intersect, there different strategies allowing platforms to be either incompatible between
each other, fully interoperable, or integrated to a various exten

5.1.2 Scenarios
The EBIMS should support the following basic scenarios:

¢ Identity provisioning and initial registration (Issuance of the ID to a new user);
e Establishing of new relationship between the bank and the ID holder;
e Termination of the relationship;

e Authentication and authorization for account management operations (e.g. ope-
ning, closing, placing orders, authorizing payment orders etc.);

e Revocation/recovery of compromised identity.

5.1.3 Value creation

The EBIMS creates main value from two distinct sources: the inherent value from the
offering an secure access control service for a single user-bank relationship, and the
network value from a platform. The latter is created by the platform bringing together
four key customer segments: banks providing and accepting IDs, organizations holding
and using the ID for electronic bank account management, users using the ID to access
electronic banking services, merchants holding and using the ID as well as accepting user
IDs to accept direct payments. The business model should be balanced and beneficial for
these groups of customers.

The market is comprised of two principal sides: the users holding and using ID (or-
ganizations, and private individuals) and the service providers accepting the ID (e.g.
banks selling e-banking services; merchants using the payment service option based on
the EBIMSY) .

3However, a migration strategy to the new EBIMS platform and plan for its implementation are beyond the
scope of this thesis and require a future work. Therefore compatibility with other systems is not considered in
details.

4Depending on chosen strategy of value proposition, merchants could be considered as a third side, and the
market - as a three-sided market. This is so when, for example, the payment service is considered separately
from the IdM platform.
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Due to the network effect the fast spread-out and acceptance of the ID will be trig-
gered after number of customers using the IdM system achieved a critical mass. Additio-
nally, the network effect can serve as a barrier for competitors to enter the market. Howe-
ver, the initial dissemination and adoption of the system depends heavily on offering and
pricing balanced between two sides. Otherwise the "chicken-egg" problem occurs, when
the lack of users on one side of the market prohibits adoption and acceptance of the
service by another side - banks. This problem can be overcome by subsidizing one group
of customers on one side of the market’s sides through free or inexpensive value propo-
sition. Usually the subsidized side is the more price-sensitive one. [111} 112} 113} [114]

In addition to typical for all IdM systems cross-side network effect, the EBIMS plat-
form may be a subject of same-side network effect due to distinct environment conditio-
ned by specific regulation of the financial sector, high level of standardization activities,
and limited number of suppliers. The same-side network effect is created when increase
of number of users on one side attracts more users of the same side. The effect is relevant
for one side: the more banks and merchants use the platform, the more attractive it is
for other banks and merchants to join; on the other hand, the increase of users will not
have direct impact on the attractiveness of the platform for the same side of the market,
since usage of e-banking services and payment transfer is possible without participating
in the EBIMS.

The EBIMS platform

A “u
_______ 4 Service Providers End-customers
Banks-members Merchants Individuals Organizations
~ ¥

Same-side network effect
Cross-side network effect

Figure 22: EBIMS: Two sides of the market

Besides the main economic value generated from the EBIMS platform and value-
added services, parameters of the system add value as well. Privacy protection is one of
them. The differences in cultural background between countries lead to different levels
of concerns about privacy as well as different levels of trust in the authority operating
an IdM system. These factors impact the acceptance, usage and dissemination rates of
the system which ultimately impacts its value. Greater control over personal data and
privacy protection measures can add additional trust in the system, and so facilitate its
acceptance and growth of the platform. Besides, the research of supply-side perspective
of IdM systems with enhanced privacy[[117] proved this and showed that, ultimately,
such systems have higher demand which compensates investments in privacy enhancing
technologies (PET). The privacy enhancing adds value to the service, but users are not
always willing to pay for this an additional charge. [118]]
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Privacy is often associated with anonymity. However, the highly regulated environ-
ments such as financial sector require to know their customers and anonymity in such
system is not possible. Instead pseudonymity can be an option. It implies that only justi-
fied parties can link an identity to the real entity while for others the ID remains anony-
mous. This protects user’s privacy and provides necessary traceability at the same time.
Therefore, privacy protection can be provided by means of control over personal data
flows, control over justified parties accessing data, and reducing risk of profiling.

The general structure of value network is depicted as a graph in figure The graph
presents the value network as a set of economic entities (nodes) connected through

transfer of offerings (links). The purpose of the whole network is to deliver a common
value proposition to customer segments of the market. [[107]
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Figure 23: EBIMS: General structure of value creating network
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5.1.4 The 9-component Business Model of EBIMS]|

Customer segments

Key questions: Who is a customer? Whom is a company creating value for?
There are four key groups of target customers of the EBIMS platfornﬂ

e Organizations and private individuals composing the "service consumers" category;
e Banks and merchants composing the "service providers " category.

Value Proposition

Key questions: What does a company offer and what problems does it solve? What is the
value delivered to the customer?

The main value proposition offered to all customer segments is the cross-border in-
teroperable identity management system EBIMS. The value proposition can be viewed
as a set of elementary offerings composing a the service. The offerings to each customer
segment are presented and described in the table below.

Offerings Description Segment
The platform is the primary value, enabling se-
cure authentication and access control for cross-
border electronic banking services as well as
creating basic for new value-added platform ser-
vices. E.g. providing Id-as-a-Service for third
parties (merchants), or direct payment option.
The platform is operated by the EBIMS associa-
tion providing a cooperative framework for com-
Framework for co- | petitors in a form of common set of rules, poli- | Banks
operation cies guidelines and standards necessary to abide
by all members of the associations.

Simplifying identity management for individual
users and increasing overall security level, pro-
tecting private and confidential information for | Organizations,
all groups of users, selling additional insurance | Merchants,
programs to banks in order to cover risks related | Private Indi-
to ID theft and fraud caused by the IdM system’s | viduals
potential vulnerabilities (except if the customer
is responsible for occurred incident).

The single ID significantly increases conve-
nience, ease of use and ease of implementation
of the service. It allows to perform all account-
management and account-opening operations
Usability, flexibi- | electronically with low efforts and low costs. In | All
lity & convenience | addition, the use of single IdM platform leads
to increased usability and consequently greater
adoption and increased value of related services
such as e-banking, for example.

Cross-border In- All
teroperable 1dM

platform

Reduction of Se-
curity & privacy
related risks

5The design follows recognized business model design framework proposed by Alexander Osterwalder [[15].
The names of components and basic elements are used in accordance with the proposed ontology.

%Depending on a pricing policy, whether price differentiation exists, the service consumers of each segment
may be subdivided further to, for example, premium and standard customers provided with IDs of different
privileges and limitations. For expositional simplicity the customers will be considered as four principal seg-
ments.
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The IDs are offered for free to individual users | Organizations,
Free/low-cost ID and at low-cost price model for organizations | Merchants,

and merchants Individuals

Reduction of costs related to identity and ac- | Organizations,
Costs saving count management procedures due to the single | Merchants,

customer ID. Banks

Banks and merchants can potentially offer ser- Merchants
Expansion market | vices to a bigger total consumer market due to Banks ’

cross-border interoperability of the EBIMS.
Provisioning of value-added services: trainings & | Merchants,
Value-added ser- | education, risk and fraud management, consul- | Banks, Orga-
vices ting, certification, insurance program, etc. nizations

Table 1: EBIMS business model: Value proposition as decomposed to elementary offerings

Distribution channels

Key questions: How can the value be effectively delivered to a customer?

The value is delivered to customers through the own standardized EBIMS platform
and a set of rules necessary to abide by all members. The four distinct stages of channel,
grouped by the stages of the customer’s buying cycle, are as follows:

1. Awareness: At this stage, the company attracts customers by means of marketing
and promotion of the platform directly and through the partners;

2. Evaluation: The EBIMS Association helps customer to evaluate the product by pu-
blishing information about the platform, results from independent researches and
evaluations made by expert communities as well as audit results from supervision
authorities;

3. Purchase: The EBIMS platform is offered to customers on two levels: 1% - tier cus-
tomers (banks), and 2™ - tier customers (organizations, merchants, and private in-
dividuals). Hence, purchase stage is performed in two steps: the EBIMS association
sells connection to the IdM platform to the banks by joining them to the associa-
tion, then banks provides the customers with IDs and sells value-added services to
merchant-partners by contracting.

4. After sales: The EBIMS Association provides support of its direct 15-tier customers
by means of such value-added services as consulting, trainings and educations. The
banks, in turn, provides support of 2"-tier customers through customer support
service, trainings, etc.

Customer relationships

Key questions: Which relationships are required to be, or already established? How costly
are they?

The platform operator manage customer relationships directly with banks-members
of the EBIMS Association through communities and co-creation. Latter implies that banks
have a right of participation in governance and development processes, balancing power
and interests inside of the organization as well as maintaining the rule set of internal and
external regulations, economic fees, dispute resolution procedures and so on.
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In its turn, banks provide security as a service to 2"-tier customers and take responsi-
bility for managing relationship with customers. Support is provided through personal or
dedicated personal assistance, online self-service, policies, guidelines and best-practices.

Key capabilities/resources

Key questions: What key capabilities does a company require to offer the value?
The key resources are presented in the table

Resource ..
Resource Description

type

The EBIMS platform is the main asset & resource required

1dM platform | Tangible to offer IdM and related services

The framework of regulations, standards, policies and
guidelines is the resource which enable organizational
Set of regula- | Tangible | & legal interoperability of the IdM platform as well as
tions the cooperation required to deliver trusted and widely-
adopted IdM platform.

The role of brand is especially important for acceptance
of such large-scale cross-border system. Outlined in pre-
vious chapter importance of alliances and associations for
building trust in the IdM operating authority showed on
example of VISA, that brand is the representation of the
organization behind and the trust in it.

Brand Intangible

Partnerships are traditionally important resource in value

Partnerships Intangible .
networks as co-creators of the economic value.

Table 2: EBIMS business model: Partnerships

Value configuration (key activities)
Key questions: What key activities does a company require to offer the value?

The organization is responsible solely for operations directly related to management
and development of EBIMS platform. The key activities are presented in the table

Activity Activity level

Development, managing, and securing the EBIMS identity | Primary activity
infrastructure
Balancing power and interests inside of the association Primary activity
Development, maintenance and enforcement of common | Primary activity
framework of policies, regulations, by-laws and standards

Provisioning of IdM service Primary activity
Compliance and interoperability assurance Support activity
Provisioning of value-added services Support activity

Platform promotion & marketing, including contract ma- | Support activity
nagement

Table 3: EBIMS business model: Key activities

Partnerships (key partners)

Key questions: What are the key partners?
The value network defines the parties needed to be considered as partners. The par-
ties, contributing to value creation either directly or not, are presented in table
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Partner

Strategic
importance

Degree of

competition

Degree of
integration

Description

Banks

high

high

high

Banks-members are key
partners, forming coopera-
tive joint venture to provide
the EBIMS platform and
enable strategic partner-
ship between traditional
competitors (banks).

Merchants

medium

low

medium

The strategic cooperation
of EBIMS Association with
major merchants will boost
adoption and dissemination
of the platform. The coope-
ration can be enabled by
agreements and contracts
through banks acting as
agents.

Expert
communi-
ties

medium

none

low

Expert communities and re-
searchers examine the plat-
form and facilitate its im-
provement and develop-
ment

Supervisors
& regula-
tors

medium

none

low

Regulators and supervisors
influence the offerings
through regulation and
audit of compliance

Cost Structure

Table 4: EBIMS business model: Partnerships

Key questions: What are the main costs, most costly capabilities/activities?

Due to specific membership structure, EBIMS Association operates low-cost business

model with cost-driven approach, outsourcing all unrelated activities to 1%-tier custo-

mers. The structure of costs inherent from key activities and recourses:

e Infrastructure maintenance;

Administrative costs;

Compliance costs;

e Personnel.

Revenue model

Consulting and researching fees;

Advertising, marketing and promotion;

Key questions: What are customers ready and willing to pay for? How do they pay/create

revenue streams?
The revenue streams are summarized in the table
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Revenue Stream Pricing me- | Description
stream type thod
Connection | one-time Negotiation | Connection fee (entrance fee) is paid once by a
fee revenue or fixed | financial institution for connection to the EBIMS
price platform and joining EBIMS association
Annual Recurring Subscription| The fee is paid by bank-members annually.
member- revenue with price
ship fee differentia-
tion
Annual ser- | Recurring Differential | The fee is paid by bank-members annually for
vice fee revenue required EBIMS services or amount of transac-
tions.
Value- Recurring Fixed The revenue is generated from selling value-
added revenue list-price added services: risk & fraud management ser-
services vices, consulting services, insurance program,
education & training, etc.
ID pro- | One-time Differential | The fee is paid by an organization or a merchant
visioning revenue pricing to get an ID (initial registration stage). The basic
and re- IDs are issued for free for private users and with
covery low-cost price for organizations. The price de-
fees pends on type of entity (organizations and mer-
chants may be further differentiated to offer dif-
ferent prices for large corporate and subsidized
prices for small businesses) and type of the privi-
leged ID (e.g. the ID may be limited on different
levels for the amount of transaction, number of
users linked to ID, additional services available
(may be chosen later), amount of established re-
lationships with different banks, etc.) Differen-
tiation is based on assessment of related risk and
market price. The recovery fee is paid by a user
for stolen ID.
Non- One-time Fixed list | The fee is paid for non-compliance.
compliance prices
fees
Usage & | Transaction | Pay-per- The fee depends on types of transaction, entity,
transaction use or | and service/module used.
fee subscrip- Examples: 1. A percentage taken from direct
tion payments of different volume (direct payment
service provided to merchants) in a way of credit
card interchange fees. 2. A subscription-based or
transaction based fee paid by third party service
provider (a merchant) to use the EBIMS ID to
authenticate users at their online services. 3. A
transaction based + subscription fee for inter-
connection of a proprietary authentication solu-
tion with the EBIMS platform. 4. General infra-
structure usage fee paid annually based on the
network usage statistics (amount of transactions
and type). 5. The service API is opened to third
party developers so that they can integrate their
services with the EBIMS platform to use authen-
tication services and will be charged per one API
call/transaction.

Table 5: EBIMS business model: Revenue streams
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5.2 The Prototype of EBIMS Architecture

In this section the prototype of EBIMS solution is proposed and specified at the architec-
tural level.

5.2.1 Architecture and technology models

From the technology point of view, the identity management system interconnecting
different parties can be of three general types: centralized, federated, and user-centric.
The centralized model implies one central authority which authenticates user to a single
account and stores all user’s data. The user and the accessed system are in the same
security domain. This model puts a burden of security and identity management on the
single identity provider, designating a single point of failure for the whole system. Fede-
ration models imply that data is stored by different identity providers and maybe shared
between them. The federation model interconnects different security domains. The user-
centric model puts user in the control over data flows and choosing an identity provider.
This also shifts the liability to the user. [1]

In general, an architecture of a system can be either logically distributed or centrali-
zed’| Let’s consider first the case of decentralized federation model.

Federated architecture allows to interconnect IdM systems of different parties. In a
typical federation model, a relying party relies on the identity provider (IdP) to authenti-
cate user, requesting authorization every time it’s needed. At the same time a data object,
access to which is controlled by RP, has to be linked to the identity issued by the IdP. In
case of unrecoverable loss of that ID or termination of relationship between the IdP and
the user, latter will lose access to the data object on RP side because the user cannot be
authenticated with the same ID any longer.

Putting this scenario in the context of cross-border IdM for e-banking, the identity
provider is a bank "A" and the relying party is a bank "B". Both provide e-banking ser-
vices to their customers. If a customer opened an account in the bank "B" using the ID
issued by the bank "A", the account is linked to this ID. In order to grant access to this
account, the bank "B" has to request the bank "A" for authorization each time when user
authenticates using the ID. However, if the relationship between the Bank "A" and the
user is terminated®} than the ID issued by Bank "A" cannot be longer used by the user to
access accounts opened in other banks. If the user had relationships with more banks the
problem was even more serious. Obviously differences in lifecycles of different members
of federation can create significant obstacles and risks for reliability of the system. The
figure |25| shows simplified authentication process in case of bank-to-bank decentralized
federation model.

In addition, the heterogeneous nature of various implemented IdM systems, lack of
operational and semantical interoperability, disbalance of power inside of the decentrali-
zed federation as well as establishing trust and legal compliance require bilateral agree-
ments between banks to overcome these issues. However, such model is not scalable and
cannot meet basic requirements.

71t’s noteworthy that centralized architecture implies only centralization on the logical level through central
point of management and governance of the system. On the physical, infrastructural level, such a system
doesn’t necessarily need to be centralized as well, in fact it’s very often distributed in order to provide better
robustness.

8For example, the bank can go bankrupt, be liquidated, or the customer can terminate relationship with
bank due to losing trust. On the other hand, there could be a case when a bank may want to revoke access to
the bank account and terminate bank-customer relationship due to the big customer’s debt.
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Figure 25: Problems of bank-to-bank decentralized federation model

Obviously, logically centralized architecture conform to basic requirements better
than distributed one. The EBIMS association is chosen to act as central trusted iden-
tity provider in this system, while the registration of users and provisioning of IDs are
delegated to the banks. The technology model is chosen as a combination of user-centric
and federation models. In order to ease implementation and provide more flexible and
agile solution, the system needs to be developed as a service-oriented architecture.

5.2.2 Architecture overview

The system consists of three principal domains:

e Interoperability domain with centralized infrastructure managed by the EBIMS As-
sociation;

e Service providers including banks and third-party service providers (merchants);
e User domain including private individuals and organizations.

The banks-members are connected to the EBIMS Platform through access point ser-
vers which provides access control and mediation between banking information system
and the central platform. According to STORK, this model of interoperability is called
identity-proxy.[8] The merchants (incl. third-parties using the EBIMS platform for au-
thentication in their online services) are connected to the central platform through the
bank acting as an agent and and re-distributor of security services offered by the EBIMS.
The merchant uses the software plug-in "Merchant IdM Module" to connect to the bank
providing IdM services of the EBIMS platform. This model of interoperability between
the bank and the merchant is called middleware model, according to STORK.[8]

Each bank’s information system interacts with the platform through the identity gate-
way unit which is the client to access point servers. Merchants’ and banks’ systems consist
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of front and back offices. The front office is a set of interfaces and end-customer services

and presents service components directly accessible by and interacting with a user or the

platform. The back office provides support functions of authentication, authorization,

audit and includes a local registry storing required users’ data associated with a specific

identity which has been issued by EBIMS and registered to a certain user by the bank.
The EBIMS platform has four distinct layers (Fig. [26):

e Access layer provides connectivity, interoperability and controls access to the EBIMS;

¢ Interface layer provides access to platform services and its administration. Additio-
nally, the layer gives access to API for external developers and technology suppliers,
so that they can integrate their products to and reuse the platform services;

e Service layer represents platform services and decision points. It is the main layer
consisting of five main services which execute following key functions:

1. Issuance service is a service responsible for management of ID including is-
suance, registration, and recovery procedures;

2. Policy service manages policies associated with a certain issued ID;
3. Validation service enables the revocation of compromised identities;

4. Security token service is the front-end service. It manages ID authentication
and authorization procedures as well as provides identity transformation to
assure semantical interoperability;

5. Security monitor service provides monitoring, fraud detection capabilities
and assures security of the platform.

e Infrastructural layer includes the platform infrastructure, core capabilities (e.g.
key management, platform administration, etc.) along with registers, repositories,
and stores for the platform services. The registers are divided in two categories: the
central register with information about issued pseudonymous identities, and ser-
vice registers used by the platform services for information storing and processing.

User always authenticates through a bank, including the authentication&authorization
at third party services. For example, user request authentication at a merchant’s service,
which in turn requests the user interface authentication form from the bank. Next, user
authenticates to a bank through this interface, then bank proves the authenticity of user’s
credentials to a merchant. The merchant is interconnected with the bank through the
"Merchant IdM Module" plug-in.

The centralized type of architecture allows traceability and identifiability of the users
identity, but the platform doesn’t store any user’s data or identity attributes containing
personal information. A user can choose parties to interact with and data to disclose, so
that only justifiable parties are in a possession of necessary user’s information.

Even though the EBIMS is a distributed on the physical level and it doesn’t store any
private information which could be stolen or lost in case of security incident, a centralized
architecture can potentially pose a risk of profiling by tracking the use of identity. This
risk can be mitigated using PET technologies such as U-Prove [23] [25] 24] or Idemix
[22} 1191, allowing to protect user’s privacy on cryptographic level ]

9 Although, the choice of specific technology and development of detailed protocol for the EBIMS IdM solu-
tion are not the goal of current research, they need to be covered in future work.
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5.2.3 Protocols of basic scenarios

In this section the process flows and general protocols of basic scenarios are described.
The goal of the section is to describe the steps by which a process is performed rather
than define detailed technical protocol of interaction.

Initial registration and enrollment

The processes are performed via the following steps:

e Step 1: A customer goes to a branch-office of a bank-member of EBIMS Association
for initial registration. The customer provides necessary documents for identifica-
tion and performs necessary actions in accordance with KYC policy;

e Step 2: The bank registers customer’s information in the "back-office" database;
e Step 3: The bank request§’%| a pseudonymous ID from EBIMS;

e Step 4: EBIMS issues pseudonymous ID with unique identification number, asso-
ciates it with the bank-registrar holding the personal information of this user, and
sends the ID to the bank;

e Step 5: Bank associates the ID with the customer’s data in the DB;

e Step 6: Bank provides the customer with the ID/credentials.

User Bank-issuer Bank-issuer BO EBIMS Issuance Service

Identification, KY'C policy
Ll

Initial registration

A J

Request for pseudonymous 1D -

L

|ssues |O with unique number :I
Associates the |D with the bank :l

Issued ID

il

]
Associate the |D with the user data _|
Lal

Provides the 1D

I 3

User Bank-issuer Bank-issuer BO EEIMS Issuance Service

Figure 27: EBIMS: Initial registration and enrollment processes

User authentication and authorization

Authentication and authorization are two paramount operations of any security system.
Overwhelming majority of functions provided by e-banking services require to be autho-
rized. In particular, the authentication and authorization are needed to cover variety of
bank account management operations such as: account opening, closing, placing orders,
sign orders, etc.

The following steps define authentication and authorization processes:

10Here and further in the text, all requests exchanged between different parties are signed by the requester.
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e Step 1: User request authentication to a bank;

e Step 2: The bank forwards requests for authentication&validation of the ID to
EBIMS validation service (following response is discrete: either approved or de-
nied access);

e Step 3: If the ID is valid and successfully authenticated, the user requests authori-
zation to access e-banking service or to perform account management operations;

e Step 4: Depending on type of the operation, the access is either granted by local
authorization system or may require the authorization from the EBIMS platform,;

e Step 5: The user receives either access or denial error message.

User Bank Bank EBIMS EBIMS EBIMS
Back Office Regisiry Security Token Service Validation Service Policy Service
ion Request o

Forward request

-
»

Check revocation status

—_———
Validated
Authentication :I
- i po!
<
alt [Authentication successful]
opt [Access to e-banking service]
Reguest access to e-banking service |
Authorization request
—_——»
Authorization response
e ——
alt [Authorization successful]
< Grant access
[Authorization failed]
< Deny access
opt [Account Management Operations and plaging orders]
Request operation authorization ol
»
Request local authorization
Authorization response
opt [For some operations]
Request global authorization -
»
Check policy o
»
" Policy response
<
< Authorization response
alt [Authorization successful]
" Authorized
-
[Authoriz ation failed]
" Operation denied
-+
[authentication failed]
” Error message
-
- — Bank EBIMS EBIMS EBIMS
Back Office Registry Security Token Service Validation Service Policy Service

Figure 28: EBIMS: User authentication and authorization processes

Establish new relationships with another bank, using this ID

The steps are as follows:

e Step 1: The user requests registration to another bank’s e-banking service using
the ID;
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e Step 2: The bank requires the user authentication,

e Step 3: The bank forwards user authentication request to EBIMS security token
service (ESTS). The following response is discrete: either approval or denial,

e Step 4: If the user is not yet a customer, the bank starts registration process. The
bank sends registration request to EBIMS Issuance service (EIS);

e Step 5: EBIMS Issuance service (EIS) requests the policy service(EIP) for the au-
thorization. The policy service checks database against the policy associated with
the ID (e.g. limit of number of associated banks, other restrictions or privileges)
and responds with either approval and denial message to the EIS, which forwards
it to the Bank-requester;

e Step 6: If the EIP approves the registration, the Relying Bank (the requester) ini-
tiate registration process. If the personal user data is stored in the identity attri-
butes then go to step 11. Otherwise, the bank send request to the EBIMS for the
user identification data[]

e Step 7: EBIMS checks for the record of banks associated with this ID and forwards
the request to the first bank in the lis{'%}

e Step 8: The EBIMS sends request for the user data to the bank-issuer, which, in
turn, checks its "back-office" DB, extracts necessary user information, sends it in
response to the EBIMS in encrypted form;

e Step 9: EBIMS forwards response to the relying bank;
e Step 10: The relying bank receives user information, and decrypt it;
e Step 11: The bank sends registration request to the "back-office" system;

e Step 12: The request is checked for authorization by the local policy server, and if
the registration is authorized the request is hold for manual approval by an appro-
val officer3},

e Step 13: The approval officer of relying bank reviews and then either approves of
rejects the user’s request;

e Step 14: If the request is approved then the bank registers the user’s information
in the "back-office" DB and associates the ID with the customer;

e Step 15 The bank responds to the user with either confirmation or rejection mes-
sage.

Full process flow is depicted in figures[29]and

1 The choice of whether to store user private identification data separately or in the ID attributes depens on
chosen technology. The technology must be chosen in a way that private identification data is cryptographically
protected and not available without access control.

12Very likely it is the bank where user received the ID during the initial registration procedure.

13An approval process may take place in few steps depending on the type of user. For example, organization
may require more checks by bank before the registration is allowed. In this case, the approval process will
require few signatures by different bank officers.
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opt [The required user identification data is NOT stored in ID attributes]

e
Register user data | ———
and associate it with the 1D !
|
" Registered
<
Registration successful
+—
[Authorization failed]
" Return error code
<
Error Message
e
[Authentication failed]
Error Message
+—————
Relying Bank EBIMS EEIMS EEIMS EBIMS Bank-issuer
User Relying Bank Initial Bank-issuer
User Relving Bank BackOffice | Security Token Service Validation Service Policy Service Issuance Service Initial Bank-issuer Back-Office

Request user identification data
for certain ID

»
»
Check bank associated
with the ID
Reugest the identification data
for the ID -
>
Forward the lookup request
>
Data leckup,
encrypt the data
- Response with encrypted data
< Forwards data
< Forwards data
User registration request -

>

Decrypt received user data ‘||_
Pglicy check for authorization H_
===

Held request for manual approval & authorization

Figure 30: EBIMS: Establish new relationships with another bank. Part 2
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Revocation

The revocation process is performed as follows:

e Step 1: The user either visits or personally contacts one of the bank with already
pre-established relationship and request revocation of the compromised ID;

e Step 2: The bank identifies user following KYC policy or any other established way;
e Step 3: The bank requests the EBIMS validation service for ID revocation;

e Step 4: The EBIMS revokes the ID, re-issues pseudonymous ID with the same
unique identification number, and sends it ID to the bank;

e Step 5: Bank provides the customer with the new ID/credentials.

Since the number can be preserved during revocation procedure, the already establi-
shed associations with other banks remain untouched.

EBIMS EBIMS
User Bank BankBO | oo ance Service Validation Service
Reguest |D revocation -
>
< User |dentification
User provides a proof of identiy _|
>
Check whether the ID is registered
(whether user is a customer) -
»
< Response
Request for D revocation .
g
1D revoked .‘__l

< Regquest for re-issuance

Reissued 1D

-

g
Reissued |D is forwarded

i~
-

Provides the reissued ID

I 3

EBIMS EBIMS
Issuance Service Validation Service

User Bank Bank BO

Figure 31: EBIMS: Revocation

Termination of relationship

The termination of relationship ("de-registration") may be caused by different reasons.
For example, the bank can go bankrupt, be liquidated, or the customer can terminate
relationship with bank due to losing trust. On the other hand, there could be a case when
a bank may want to revoke access to the bank account and terminate bank-customer
relationship due to the big customer’s debt. The termination process can be initiated after
organizational and administration issues are resolved and all user accounts are closed at
the moment. The process will follow these steps:

e Step 1: The user sends signed termination request to the bank;
e Step 2: The bank requires user authentication;

e Step 3: If the authentication is successful, the termination request is forwarded to
the Back-office system and held for approval;
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e Step 4: If the request is approved, it’s forwarded to the EBIMS Issuance service;

e Step 5: The EBIMS deletes the association between the ID and the bank from the
database and responds with the confirmation message;

e Step 6: User receives a confirmation or an error message.

User Bank Bank EBIMS EBIMS EBIMS
I Back Office Security Token Service Validation Service Issuance Service
Registration request
— "
Authentication reguired
o+
Authentication Reguest
e
Forward request -
>
Check revocation status
Validated
Authentication :l
< P
alt [Authentication successful]
Termination request
Heold request for approval | ———
I
Approval response
‘ -
alt [The request is approved]
de-registration request -
>
delete association :l
< Response
Termination successful
[The request is declined]
Error Message
[Authentication failed]
Error Message
‘
User Bank Bank EEIMS EEIMS EEIMS
I Back Office Security Token Service Validation Service Issuance Service

Figure 32: EBIMS: Termination of relationship
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6 Conclusions

This master’s thesis aimed to study the topic of interoperable identity management sys-
tem for electronic banking which could successfully be adopted and used by multiple
parties across borders. The goal was not just to present yet another technical solution,
but to research also what could make an IdM system potentially successful and accepted
by multiple parties.

To achieve the goal, the thesis approached the topic from different perspectives and
researched various aspects of identity management systems, taking into account both
external and internal factors. This required of us to embed two qualitative multifaceted
multiple-case studies considering identity management on different levels.

6.1 The summary of results

First, we analyzed current identity management solutions in Europe investigating the
different experiences in identity management system on example of national-level IdM
solutions; national ID numbers have been traced back to the roots to define the prin-
ciples influencing adoption and evolution of IdM systems throughout the history of its
development. The key case in this multiple-case study was the Norwegian experience and
in particular the BankID solution, which then was analyzed in international context. The
goal of this research was to explore the environment for future system and identify in-
fluencing factors stemming from differences in legal, cultural and historical backgrounds.
In this study we found that:

e The use of IdM systems in "a must" applications is a strong motivator to its success-
ful adoption. This "a must" applications may be of either enforced-to-use or ubiqui-
tous nature. In this sense, banks are powerful influencers needed to be involved in
development and exploitation of a national and, furthermore, a cross-border IdM
system to assure its successful adoption;

e Cultural aspects and public trust in IdM operating organization impact on success
of the system considerably;

e Security and privacy requirements result from a cultural background. Thus, privacy
and profiling risks are considered to a variable extent depending on cultural and
historical background. The direct use of national identification numbers enables
easy and low-cost profiling and creates privacy-related issues, leading to legal com-
pliance risks. Prior modification or encryption of the SSN could be used instead;

¢ Interoperability, ease of implementation and ease of use of an IdM system are cru-
cial factors for success of the IdMS;

¢ Independent evaluations by expert communities play vital role in I[dM system re-
finement process. Therefore openness of specifications and public availability of
basic system documentation is almost as important for IdM system as it is for
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crypto-systems. Otherwise the development and evolution of the system can be
obstructed, and ultimately problem of the "Lemon market‘ may occur.;

e A legal framework is a backbone of an IdM system which should be considered
carefully throughout the IdM lifecycle. It may become serious obstacle for IdM
system in one case or a strong driving factor in another;

e An IdM system is a sequentially evolving matter. Sequential improvements and up-
grades of existing IdM system are more likely than acceptance of suddenly emerged
solution, developed without taking legacy systems into consideration.

Second multiple-case study was targeted to definition of possible enablers and disa-
blers of the successful system operation in the diverse environment. The requirements
and features of current cross-border inter-bank systems, such as VISA, SWIFT, and Iden-
Trust, have been studied. The goal of this multiple-case study was to identify success
factors as well as architectural, business and organizational models of different systems.
The research showed that:

e Business model makes difference. Although the acceptance, speed and breadth of
dissemination of an IdM system depend on a variety of factors and system features,
the business model is the element which bridges all of those, adjust to user’s in-
terests and ultimately create value. The business model is an essential part which
is aimed to leverage interests in a complex set of dependencies and interrelation
between different parties.

e IdM system creates value through a value network, rather than a typical value
chain. An IdM system creates value via mediation between relying parties (e.g.
service providers), entities (e.g. ID holders), and complementary market-players
contributing value creation.

e An identity management service is a two-sided markef?] In typical IdM system there
are three corners: a service provider, an identity provider and an entity. The identity
provider - operator of IdM platform - has to leverage interests between ID-holders
on one side and service provider on the other side in order to assure the adoption
and acceptance of IdM system.

e As a consequence of previous two features, an identity management system is a
subject of cross-side and often same-side network effects.

e Membership structure (associations) of organization is a very promising way to pro-
vide legal and organizational interoperability and balance interests of participants
via cooperative framework for competitors.

e Neutral trusted third party organizations, such as associations, allow to build trust
into IdM system easier for both competitive identity and service providers and
users. The trust in IdM system is represented by a single sign/mark.

1The "Lemon market" is a situation characterized by asymmetry of information, when the seller knows more
about a product than the buyer. In our case the seller is the identity provider (IdMS operator), and the buyer is
identity-holder (the user of the system). The asymmetric information ultimately lead to the problem of quality
uncertainty. George Akerlof, whom discovered and described the Lemon Market effect, was awarded the Nobel
Memorial Prize in Economics. [120]]

2Depending on strategy and value configuration the market may be considered as three- and multi-sided.
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Overall, success and so effectiveness of an IdM system depend on much more than
just a strong security. An IdMS is a complex sociotechnical system composed of both
“social” and “technical” elements and implying constant interaction between a human
and technical security system. The IdM operator needs to adjust system to requirements
of various group of user to provide them with desired system functionality; improve
usability and security of the solution. The success factors depicted as the structural map
in the Figure The 1st layer represents six groups of factors consisting of various
requirements and system features. The arrows show additional interdependencies.

6.2 The prototypes of business model and architecture

Ultimately, results of the research were used to design prototypes of business model and
architecture for cross-border identity management system for electronic banking. The
business model is designed and described from four perspectives: analysis and descrip-
tion of value creation and proposition, customer and company perspectives, as well as
costs and revenue models. In addition, the analysis of market forces and identification
of stakeholders of suggested system was performed to describe the business model envi-
ronment. In support to business model, we also proposed the design of architecture for
the considered IdM system following SOA principles to improve integrability, flexibility
and effectiveness of the system. This design defines the structure of the solution along
with service components on architectural level, besides the process flows and general
protocols of basic scenarios were described to explain essential business processes. It’s
likely that designed system will be successful as it’s based on the identified factors from
multifaceted research, however it requires complete risk analysis before investments.

The state and perspectives of Norwegian BankID solution

High levels of acceptance & dissemination of Norwegian identity management systems,
especially the BankID solution, bear a lot of potential for both national level and cross-
border IdM systems. A number of innovative functions and applications pave the way
for new opportunities in electronic business processes. The success of BankID is built
on government support provided through sound legal framework, specific cultural trust-
related background, and effective organizational structure of the solution enabled by the
strong interbank cooperation. Close cooperation between banking institutions within the
Norwegian Financial Services Association and the Norwegian Saving Banks Association
allows the BankID solution to dominate the market. In turn, technological and security
features obviously were not handled with absolute care and top priority during the sys-
tem design. The further evolution of the BankID and steps towards its implementation
in a cross-border environment are hardly possible without addressing all open security
& privacy issues. Integrability of the BankID also calls for improvements. The solution
must provide federation and integration in order to assure flexibility of the infrastructure
and to ease its implementation. Switching to the claim-based identity model and adding
access control to user’s data in certificates could be options. These options help to en-
hance privacy protection and security level adhering to minimal disclosure principle, and
enable better federability and integrability of the entire system.

Overall, the BankID solution could serve as a basis for proposed IdM platform. The
principal similarities in organizational structure, architecture and business model don’t
require drastic changes for adoption of suggested design or its core components.
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7 Future work: Towards interoperable cross-border
digital ID in e-Banking

Despite the amount of analysis and design work done, there are still research challenges
to be addressed and future work to be done in a way to interoperable cross-border di-
gital identity for electronic banking. This master’s thesis project is a first step in this
direction. Future research in areas of IdM dynamics, economics and business modeling
can contribute better understanding of the nature of digital identity and its key features,
as well as facilitate development of the IdM solution for e-banking proposed in this pro-
ject. The roadmap for future research work is depicted in the figure[34]and presents three
roads: research of economics, research of dynamics and features of IdM systems, and risk
analysis. Finally, this three roads lead to development of implementation and migration
strategies as well as detailed infrastructure and protocol.

“Riskanalysis

“Risk model

“Developmento
infrastructure and
protocols

(::-Syslem Dynamic \'
model of IdM influencing
factors

Cross
border ldM
for
e-banking

Starting
point

“Development of
implementation and
migration strategy

+4|dM ontology and
framework for

benchmarkin:
- ’ J

( <+Economics model \

< Collect quantitative
data of management
costs & effectiveness of
different IdM systems

“Specifythe pricing
odel

“+Validation and testing
of Business Model

\ Prototype /

I] Research timeline

Figure 34: Future work roadmap

7.1 Risk Analysis

Perhaps the risk analysis is the most important research which should be conducted
before the implementation of the proposed IdM system or any other large-scale IdM sys-
tem. Single ID may be too risky to use, since it’s the only key needed to many doors.
The large-scale system being widely adopted and multi-party accepted will quickly be-
come "too-big-to-fail" system. What are the risks associated with single ID for multiple
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banks? What is the risk model? The same questions should be asked to any large-scale
IdM system and especially a cross-border one.

7.2 Dynamics of IdM: Generic System Dynamics Model of IdM

In this project we identified the parameters, factors, and requirements influencing the
adoption of IdM systems and asigned them with priority. The system dynamic model and
research of strength of these factors will contribute to better understanding of nature of
an identity and identity management systems.

7.3 Economics and Generic Economic Model of IdM

The economics of information security has been addressed in number of studies and the
importance of economic incentives is recognized among th society, but economics of IdM
systems remain to be quite poorly studied despite the great significance of this area and
its important role in information security.

In this project there have been identified basic economic features and value creation of
IdM systems. Further research of these features in more details will give a lot of benefits.
Thus, the research and development of justified mathematical and economical models
are needed. Among other method, application of the game theory to the analysis may be
useful. The goals of project are as follows:

e Impact and interdependency analyses between IdM processes, requirements and
parameters;

e Economic analysis of IdM and related processes;

e Development and validation of mathematical and economical models for IdM.

It's likewise important to research and collect quantitative data related to costs of
management & effectiveness of different IdM technologies, model, etc. This will allow
to predict and calculate effectiveness of applied a technology or model and to construct
a valid simulation model. Furthermore, this kind of data will help to specify the pricing
model better and so to highlight competitive advantages of proposed business model.

7.4 Validation and testing of the business model prototype

When the economic model is design, the next step to continue the move towards cross-
border IdM in e-banking is testing and validation of proposed business model prototype.
The work on this stage has to be completed in collaboration to stakeholders and should
include both research qualitative and quantitative methods. Additionally, a complex eco-
nomic analysis of the business model is required to be performed (e.g. SWOT analysis,
other methods).

Detailed competitors analysis is to be conducted in order to identify "winners" and
"losers" after the implementation of the business model and to adjust the strategy.

7.5 IdM Ontology and Benchmarking Framework

One of the research questions identified during this project and left for future work is
choosing right technology for the proposed EBIMS system and protocols to use. In order
to do it, an analysis and examination of currently existing IdM models and technologies is
needed. Development of a single benchmarking framework would contribute not only to
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this specific IdM system to be developed, but to general researches in the field of identity
management.

The more and more models and architectures of IdM systems become available and
there’s a growing need in examination of these systems in terms of security, privacy pro-
tection, manageability, flexibility, etc. Various reference architectures, IdM technologies,
and models require to be studied in order to develop a set of metrics and a multi-level
benchmarking framework for IdM systems. The lack of sound benchmarking framework
turns a market of IdM solutions into a "Lemon Market", when there’s no established
way to ensure quality and security of an IdM system. This leads to the need in a single
benchmarking framework for IdM systems developed from scientific point of view.

There are following goals of this research:

e Classyfing of current IdM technologies (e.g. CardSpace, Higgins, Shibboleth, SAMLv2,
Liberty Alliance, OpenID, OAuth, etc.) and models (federated, centralised, user-
centered, etc.);

e Identifying, classyfing and justifying of a set of requirement & parameters on three
levels: environment, system and system components & technologies;

e Evaluation of current IdM technologies;

e Developing a benchmarking framework for evaluation and ontology of identity ma-
nagement.

7.6 Migration and implementation strategy

The aforementioned research blocks pave the way to the final step comprised of two
main parts:

e Development of implementation and migration strategies taking into currently im-
plemented legacy systems;

e Design of protocols, physical infrastructure and specifying architecture on com-
ponent and operational levels.

As a part of the research, topology and network structure should be covered. Real life
topology is not a tree/ring/whatever simple hierarchy! However, currently most widely
employed technology for IdM is PKI which is hierarchy-based by design. Other tech-
nologies also often consider hierarchical model of trust. What topology and network
structure is better in what case? The Internet is the robust and fast developing network
which became ubiquitous. From the Graph theory point of view, it’s a free-scale network.
Graph theory distinguishes two general models of random graphs: Erdés—Rényi model
and Albert-Barabasi model. Both have pros and cons. What else can we gain from appli-
cation of graph theory to Identity infrastructure design?
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A Features of IdM technology models

Siloed Centralised Federated User-Centric
Method  of | The wuser au- | The user authenti- | The user au- | The user au-
Authentica- thenticates to | cates to one main | thenticates to | thenticates to
tion each  account | account. an identity pro- | identity provi-
when he wishes vider, with this | ders, and service
to use it. one authentica- | providers  have
tion serving for | to rely on that
the federation. | authentication.
Location Identity infor- | Identity informa- | Service pro- | Identity informa-
of  Identity | mation is stored | tion is stored in | viders in the | tion is stored by
Information in separate | the one main ac- | federation identity providers
service provider | count, a super ac- | keep separate | chosen by the
accounts. count. accounts in dif- | user. The user can
ferent locations. | help prevent the
They may have | build-up of pro-
agreements files that others
for sharing | hold about him.
information.
Method There is no | Linking between | The identity | Uses of cryptogra-
of linking | linking between | accounts is not | provider can | phy can prevent
accounts/ accounts and | applicable. (A | indicate what | linkages between
learning  if | no information | user’s full profile | identifiers for | a user’s different
they belong | flow between | resides in that | accounts with | digital identities,
to the same | them single place.) federation leaving the user in
person members cor- | control.

respond to the
same person

Trust Charac-
teristics (who
is dependent
on whom, for
what)

The user is re-
liant on the ser-
vice provider to
protect their in-
formation, even
if limited. The
absence of in-
formation sha-
ring has privacy
advantages.

The user is reliant
on the service pro-
vider to maintain
the privacy and
security of all of
his or her data.

Users have
rights from
contracts, but
they may be
unfamiliar with
options. The
federation has
leverage as it
is in possession
of the wuser’s
information.

Users can Kkeep
accounts separate
and still allow in-
formation to flow,
but bear greater
responsibility.
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are inconve-
nient for users
and service
providers due
to multiple
authentications,
redundant
entry of infor-
mation, and
lack of data
flow.

is easy for the
user since he or
she only has to
deal with one cre-
dential to call up
the account and
since he or she
has to authenti-
cate just once.

of the federa-
tion avoid the
burden of cre-
dential manage-
ment. Organisa-
tions that pro-
vide services to
a user can co-
ordinate service
delivery.

Vulnerabilities | Siloed systems | The central party | Users have | Concentration in
offer the advan- | controls the | little input into | the market for
tage of having | person’s entire | the  business- | identity providers
limited data | profile; other | partner agree- | could leave them
on hand, thus | entities have little | ments. = Some | with much power.
creating  less | to check that pro- | service provi- | Currently there is
of an incentive | file against, and | ders will set up | no way to safe-
for attack. They | an insider could | federation sys- | guard data after it
also have a bet- | impersonate the | tems to exploit | has been shared.
ter defined and | person or alter | users. Currently
stronger secu- | data.  Currently | there is no way
rity boundary to | there is no way | to  safeguard
keep attackers | to safeguard data | data after it has
out and limit | after it has been | been shared
exposure from | shared
failures

Convenience | Siloed accounts | This arrangement | Other members | Users may be ill-

equipped to ma-
nage their own
data (also a vulne-
rability) and may
need training and
awareness-raising

Table 6: Features of IdM technology models (Source: [[1])
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B BankID Certification Profile

Fields Norsk betegnelse Field type Value/comments
Version Versjon Standard, Indicates that the x509 v.3 format
Mandatory | is used
Certificate Sertifikatets Serienum- | Standard, Serial number from the issuer
Serial Number mer Mandatory
Signature Algo- | Signatur-algoritme Standard, shalRSA
rithm Mandatory
Issuer Utsteder Standard, Name of issuer of BankID
Mandatory
Validity Gyldig fra Standard, Date
Mandatory
Validity Gyldig til Standard, Date
Mandatory
Subject Sertifikatholder Standard, Name of subscriber
(emne) Mandatory
SubjectPublic Offentlig negkkel (fel- | Standard, Binary coding of subscribers public
KeylInfo lesngkkel) Mandatory | key, with parameteres
Certificate Poli- | Sertifikatpolicy (sertifi- | Standard OID for the certification policy un-
cies katkriterier) extention, der which the certificate is issued
Mandatory
Bank Name Bank navn Private Name of the bank that has entered
extention, into the BankID agreement with
Mandatory | the subscriber.
Bank Reg Num- | Bank register nummer | Private Four digit number that identifies
ber extention, the bank that has entered into the
Mandatory | BankID agreement with the sub-
scriber.
Authority Infor- | Sertifikat-kontrollgr Standard URL-adress that points to a vali-
mation Access (Informasjonstilgang extention, dity authority service that shall va-
for instans) Mandatory | lidate the status of the certificate.
Subject Direc- | Fgdselsdato Standard Date of birth of the subscriber
tory Attributes extention,
— Date of Birth Mandatory
Authority Key | Ngkkelversjon for uts- | Standard Hash-value of issuer’s public key
Identifier teder (Ngkkelidentifi- | extention,
kator for instans) Mandatory
Subject Key | Ngkkelversjon for sert. | Standard Hash-value of issuer’s public key
Identifier holder ( Ngkkelidenti- | extention,
fikator for emne) Mandatory
Key Usage Bruk av ngkler Standard Limitation on use must be fol-
extention, lowed by a computer program
Mandatory, | that uses BankID keys and certi-
Critical ficates. Three different certificates

with their own bitmap is defined.
Non-repudiation, or Digital Signa-
ture/Key Agreement, or Key Enci-
pherment/Data Encipherment
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Qualified Cer- | Kvalifisert sertifikat | Standard Reference to statement that this

tificate  State- | erkleringer extention, certificate is issued as a qualified

ments Mandatory | certificate and any limitations on
value on transactions.

Subject Alt | Alternativt Navn Standard The subscriber’s email address

Name extention (There are no BankIDs at the

present stage that are issued with
the use of this field).

Table 7: BankID: the certification profile (Source: [2])
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C Risk Analysis Results of BankID Solution

Analyzed Ob-

Number ject Observation Risk Mitigation
Because the authentication pro-
cedure in BankID utilizes NBNs | The policy of using NBNs to
and denies an end-user access af- | identify customers and denying
ter a few wrong login trials, it is | them access after a few wrong
.. particularly vulnerable to DDoS | login trials must be changed be-
Authentication . . ) . -
1 . attacks—just like the authentica- | cause it enables efficient DDoS
Service . . .
tion procedures in the other Nor- | attacks on the application layer,
wegian Internet banking systems. | potentially affecting more than
The potential DDoS attacks re- | two million customers in the
present a growing risk to end- | near future.
users and web site owners.
A new end-user authentication
The end-user authentication in | solely based on the end-user’s
.. BankID is no stronger than the | public-private key pair will in-
Authentication .o .
2 . two-factor authentication used in | crease the strength of the au-
Service . .. .
many older Internet banking sys- | thentication beyond what is pos-
tems. sible with traditional two-factor
authentication.
Combined phishing/MitM attacks
can be used to steal sessions ini- | Transactions should be authen-
3 Authentication| tiated by BankID customers be- | ticated for BankID to become
Service cause it is possible to change the | more robust against combined
addresses to which the BankID | phishing/MitM attacks.
client connects.
. . Passwor nd PINs should not
BankID is potentially vulnerable asswords _a d s should no
) . be transmitted from a BankID
to combined DDoS/phishing at- . .
.. : client to the central infrastruc-
Authentication| tacks where customers are tricked
4 . . . . ture and should only be used lo-
Service into entering one-time PINs and .
cally by the end-user to give the
passwords on fake Internet ban- . ,
King sites client access to the end-user’s
’ PKI credentials.
A BankID server utilizing an en-
crypted PKCS#12 file to store the
. rivate key is potentially vulne- | All web applications using Ban-
Authentication P
5 uthe Ol Yable to well-known password at- | KID should employ HSMs to
Service . .
tacks to decrypt the file, and DoS | store private keys.
attacks where malware deletes
the file.
The non-repudiation service in | The Norwegian banks should
BankID gives a bank an ad- | release information about
Non- vantage over its customers du- | the technical and legal non-
6 repudiation ring conflicts involving repudia- | repudiation  protocols. In
Service tion of digital signatures because | particular, the banks need to

the customers cannot rely on help
from a trusted third party.

publish their dispute resolution
procedures.
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Non-
repudiation
Service

Only web sites utilizing HSMs
to store and use private keys
can support a high level of non-
repudiation.

Web site owners wanting to use
the service must invest in HSMs to
store cryptographic keys.

Non-
repudiation
Service

The security-through-secrecy po-
licy of the BankID-member banks
gives them an advantage over their
customers during conflicts because
the customers and their lawyers
have no access to technical infor-
mation about the non-repudiation
service.

See mitigation strategy for risk# 6

Non-
repudiation
Service

The end-user authentication in
BankID limits the degree of non-
repudiation. The strength of the
authentication should be increa-
sed before customers digitally sign
contracts concerning large-valued
assets.

The strength of the authentication
should be increased to improve the
level of non-repudiation.

10

Privacy risks

The Norwegian banking commu-
nity controls an ID system with the
potential to build detailed profiles
of roughly half of the Norwegian
population as long as the BankID
authentication utilizes X.509 certi-
ficates and NBNs. The BankID cus-
tomers don’t know how their per-
sonal information is utilized.

The BankID system should be re-
viewed by independent privacy ex-
perts before it is allowed to be-
come a de facto national ID sys-
tem. Identified weaknesses in the
privacy protection should be care-
fully examined and mitigated. In
the long run a new authentication
procedure, not using X.509 certifi-
cates and NBNs, should be intro-
duced to minimize the system’s ne-
gative effect on the end-users’ pri-
vacy.
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