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ABSTRACT

Most organizations that have a defined security strategy implement some kind of detec-
tion capability. These systems often focus on real-time analysis of security related events
in the information systems. Signature-based systems need to inspect every byte of the
network traffic. Capturing, storing and analyzing all this traffic for future analysis is very
resource consuming. There is thus a need for alternative ways of detecting misuses that
span long periods of time.

One alternative to inspecting each byte of the packet content is to analyze the meta-
data about each logical connection; i.e. source, destination, port numbers and packet
length combined with the timestamp. The metadata for one logical connection is called
a Netflow.

By limiting the scope of data collection, it becomes possible to search through the traffic
data for longer timespans, and to discover trends that a traditional intrusion detection
system cannot do. One type of misuse is particularly difficult to detect for the traditional
"real-time" intrusion detection systems, namely slow portscans which are performed by
introducing latency between each individual packet.

This thesis aims to investigate if Netflow analysis is more suitable for detecting slow
portscans than two traditional systems for intrusion detection, Snort and Network Flight
Recorder.

Sammendrag
(Abstract in Norwegian)

Organisasjoner som har en definert sikkerhetsstrategi har ofte implementert systemer
for inntrengningsdeteksjon. Slike lgsninger fokuserer som regel pa sann-tids analyse
av sikkerhetstruende hendelser i informasjonssystemene. Signaturbaserte inntrengnings
systemer ma inspisere hver eneste byte som sendes gjennom nettverket. A samle inn, la-
gre og handtere store mengder trafikkdata for fremtidig analyse er sveert ressurskrevende.
Man trenger derfor alternative metoder for deteksjon av misbruk i datanettverk som
pagér over lang tid.

Et alternativ til & inspisere innholdet i hver nettverkspakke er & analysere metadata om
hver logiske forbindelse; det vil si avsender og mottaker adresse, port nummer, pakke-
lengde og tidsstempel. Slike metadata kalles en Netflow.

Ved & begrense omfanget av datainnsamlingen blir det mulig a lagre data over lengre tid.
Dette muliggjer deteksjon av trender som vanlige systemer for inntrengningsdeteksjon
ikke kan oppdage. En type hendelse som er svert vanskelig & oppdage for sanntids-
systemer er sakte portscan. Sakte portscan utfgres ved & introdusere forsinkelse mellom
hver individuelle pakke.
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Denne masteroppgaven har som mal 8 undersgke om Netflow analyse er bedre egnet
til & detektere sakte portscan enn to tradisjonelle systemer for inntrengningsdeteksjon,
Snort og Network Flight Recorder.
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SUMMARY OF RESULTS

This thesis has demonstrated that one can build a Netflow analysis system based on Ar-
gus and PostgreSQL, and that this system can be used for intrusion detection.

Several misuse scenarios where we believe that a Netflow analysis system could be used
for misuse detection are described. One of the scenarios, slow portscan detection, is
particularly difficult to detect for ordinary intrusion detection systems. Slow portscan
detection was selected for further study.

By analyzing how the Netflow system, Snort and Network Flight Recorder detect slow
portscanning, we were able to make a ranking according to the true positive/false pos-
itive ratio at detecting slow portscans. The analysis concludes that the Netflow analysis
system tops this ranking. Thus, the research hypothesis was confirmed.

An experiment was designed and conducted to answer the question :

Has Netflow analysis a higher or lower true positive/false positive ratio for detecting slow
portscanning than Snort and Network Flight Recorder?

The hypothesis was that Netflow analysis would have a lower true positive/false posi-
tive ratio. The experiment performed in this thesis confirmed this hypothesis.
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Over the last years, the Norwegian Defence Security Agency has prepared a strategy
for protecting critical infrastructure. Security monitoring is a vital part of this strategy.
The Norwegian Defense faces challenges that require accurate and cost-effective solu-
tions. Our assets have consequences for national security. The threat agents are real,
with capacity for advanced Computer Network Operations. Our military units are de-
ployed over a large geographic area, and they re-locate several times during exercises
and operations. The communication lines vary from narrow-band to broad-band, and lo-
cal personnel are not necessarily information security specialists. We need cost-effective
solutions that provide strong indications of misuse in our critical infrastructure. The Nor-
wegian Defense Security Agency focuses on deploying overlapping and complimentary
detection regimes to consolidate indications of misuse.

A proactive approach to this challenge is to investigate what we can accomplish with
existing infrastructure and low-cost security monitoring solutions. Session data can be
generated by systems similar to the one used in this thesis, or by common network equip-
ment. If session data analysis can provide sufficient indications of misuses, such systems
may very well have a natural place in our strategy for security monitoring.

This thesis is a part of our work to investigate what we can detect with a low-cost and
high-granularity data source. A system similar to the one described in this thesis has been
deployed during national military exercises, and the results have been very positive.
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1 INTRODUCTION

1.1 Topic

This thesis investigates if Netflow! analysis can be used for slow portscan detection, and
describes some scenarios of misuses that can be detected based on Netflow data.
Key words are technical information security, network security, and intrusion detection.

1.2 Problem description

Most commercially available Intrusion Detection Systems are signature based. As a result,
these systems can only detect the misuses they already know. Unfortunately, new types
of misuse emerge almost every day. It may be necessary to check past traffic against new
signatures to find out if we were attacked before we learned about the new attack. This is
not an easy task. Even the most modest network can produce enormous amounts of data
[4, 14], that must be stored and handled for as long as detecting past misuses still has
a value to the security analyst. For example, if some new attack emerges, and it is clear
that it has been active for several weeks, one might want to know if one was attacked
before the new IDS signature was developed. To do this, one needs to capture and store
all network traffic for as long as it is historically interesting to find out whether one was
attacked or not.

To solve this problem, we must look at ways to reduce the amount of data we need
to handle. One such reduction is to collect Netflow records only. A Netflow record is mi-
nuscule in comparison to a network packet, and only one netflow-record is recorded for
each TCP-session or UDP-stream. But of course, all content and most information regard-
ing the individual packet is lost in the reduction.

The problem treated in this thesis may be stated as follows:
Is it possible to detect slow portscanning in computer network based on Netflow data, and if
so, can Netflow analysis do this better than other methods?

1.3 Justification, motivation and benefits
The need for intrusion detection

Detecting intrusions and misuses has become a necessity for many organizations. It is
generally accepted that preventing the unwanted is either too difficult and/or too expen-
sive. In a cost-effectiveness perspective, it can be a viable solution to let some misuses
slip past the preventive measures, and instead detect and react to them as they occur.
Though many intrusion detection systems are focusing on detecting events in real time,
there is also a need for detecting events in historic data.

1A Netflow is a record of which IP-addresses communicate, what ports they use, how much data they
exchange and so forth. Netflow data can be collected from various sources like Cisco products [43], ARGUS
(Audit Record Generation and Usage System) [34], SANCP (Security Analyst Network Connection Profiler)
[29] and other systems. Please note that this thesis deals with Argus Netflows, not Cisco NetFlows. The Netflow
record is described further in Section 5.2
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Using Netflow data in misuse detection

One should be able to search trough historic activities for signs of misuse. Storing all
network traffic is usually not a viable option, but when the data volume is reduced to
session meta-data it becomes a manageable amount of data. By doing this, it is possible
to keep data for a longer period of time. This enables us to apply data-mining techniques
and discover trends one otherwise could not discover.

By knowing what types of misuses this approach can detect, it is possible to design a
detection strategy that has the most cost-effective mix of traditional systems and Netflow
analysis systems.

The reduced data volume is one obvious reason for using Netflow analysis. Another is
that Netflow data can easily be stored in databases, making it easier and more efficient
to study the material and apply data mining techniques.

Intrusion detection benefits from using the Netflow analysis approach

Signature based detection systems are usually very good at detecting what is already
known. They can usually tell the operator exactly what type of intrusion it has detected,
its parameters/context, its impact and so on. (Of course, the quality of the alert depends
heavily on the quality of signatures). But what will the system do when it faces a com-
pletely new attack or a new version of a worm? In these cases, anomaly detection is
expected to give the solution. Anomaly detection is a wide class of methods and tech-
niques where we somehow know or learn the nature of the normal, non-attacked state.
By knowing this we can detect behavior that deviates from the normal state. When us-
ing these techniques, it does not matter if a new version of a worm is released, as long
as it makes the system behave differently. Encryption, which is a show-stopper for most
signature based systems, does not necessarily affect the anomaly detection techniques at
all. By studying the Netflow data for anomalies, it may be possible to detect events that
are not yet known to traditional intrusion detection systems.

The importance of slow portscan detection

In general, portscanning is a minor event. When monitoring the outside of the network
perimeter, one usually sees lots of portscanning activity. Worms and other malware do
automatic scanning, searching for services and vulnerabilities. So called ’scriptkiddies’
have nothing better to do than to scan the entire address-space on the internet. One is
tempted to just filter away this activity, and forget about it. However, some scanning has
characteristics that deserve our attention. One of them is so-called slow portscanning,
where the scanner pauses for a long time between the individual packets it sends out.
The reason for doing this is obviously to evade potential intrusion detection measures.
Such scanning can take weeks or months to complete per scanned host, and is thus
more costly for the scanner. If someone is willing to pay this cost to evade our detection
measures, we should do what we can to detect him.

The Netflow approach helps privacy issues

Storing and managing information about the users actions in a computer network is
a concern to the government, the organization and the individual. By removing the
specifics of the network session, an abstraction layer between the user and the trans-
actions he is involved in is added. Even though one can still establish who communicates



Using Netflows for slow portscan detection

with whom, when and how much, one cannot reveal passwords, credit card numbers or
other sensitive content.

The Netflow approach can provide higher return on investment

Economy is often a limiting factor when implementing a detection strategy. If one is
certain that a Netflow analysis system can detect the misuses that are of interest, then
it may provide a higher return on investment than other intrusion detection systems.
Existing infrastructure may be able to generate Netflows, and the analysis system is made
of inexpensive parts compared to commercial IDS systems.

Benefactors

Stakeholders are IDS operators, security managers and other people responsible for com-
puter network security. If it is possible to show that Netflow analysis can detect slow
portscanning and other types of misuse, this can aid the stakeholders in choosing the
right products at the right places. This can lead to increased security and more cost-
effective detection capabilities.

1.4 Research questions

To be able to say whether Netflow analysis can be used for misuse detection, the charac-
teristics of misuse need to be defined. And to be able to say what types of misuse Netflow
analysis can detect, one needs to use a classification of misuses.

This leads to the following research questions:

1. To what degree can Netflow analysis be used for misuse detection?

2. Analyze how Netflow analysis, Snort[41] and Network Flight Recorder[42] (NFR)
detect slow portscanning. Find limitations in the three methods, and do a ranking.

Hypothesis: Netflow analysis will top this ranking.

3. Has Netflow analysis a higher or lower true positive/false positive [3] ratio for de-
tecting slow portscanning than Snort and Network Flight Recorder?

Hypothesis: Netflow Analysis has a lower true positive/false positive ratio than the two
other systems.
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1.5 Characteristics of misuse in computer networks

Most definitions that are presented in Section 2.1 seem to encompass what is known as
attacks or intrusions. These terms may imply that an attacker has a predetermined goal,
and violates mechanisms that otherwise would prevent him from achieving this goal.
Misuse on the other hand, is a somewhat broader term. It embraces Attacks and Intrusions
but it also includes other unwanted activities that do not necessarily violate mechanisms.
For example, introducing a private computer onto a corporate network is not necessarily
an attack. But it may be a violation of security policy. Users who are engaged in network
gaming that exhaust network resources are not attacking the network, but they may be
violating the security policy.

As it can be seen in Section 1.7, a Netflow analysis system can probably detect secu-
rity policy violations as well as some attacks and intrusions.

1.6 Misuse taxonomy in computer networks

1.6.1 The need for classification

Classification refers to recognizing, naming, and describing units or elements to be clas-
sified. The objective of all classifications is the orderly arrangement of a large array of
objects so that their differences and similarities can be better understood.

Classifying the events detected by the IDS is necessary in order to aid the operator to
quickly assess the situation. Usually different classes of events are given different priori-
ties in order to further aid the operator by deciding in which order the events should be
handled.

1.6.2 Misuse taxonomies

Quite a lot of work has been done in the field of classifying misuses. A number of these
are presented in Section 2.2, State of the art.

Attack-centric taxonomies describe the misuse from the attackers point of view. This
may seem as a good idea, because the event may include the attacker’s intentions and
goals, as well as the methods he uses. The DARPA Intrusion Detection System Evaluation
[9] uses this type of taxonomy. The events are categorized according to the attacker’s
objectives:

1. Denial of service.

2. Remote to user.

3. User to super-user.

4. Surveillance/probing.

The events are further classified by the methods used:

m: masquerading (stolen password or forged IP address)
a: abuse of a feature

b: implementation bug

c: system misconfiguration
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s: social engineering.

In [10, 11] McHugh discusses some weaknesses in taxonomies of this type. One of the
problems is that the target (or the IDS that protects the target) will often see only parts
of the attack. This can make it very difficult to categorize misuses. Let us use a buffer
overflow attack as an example:

Assume that some service has a buffer overflow vulnerability. The vulnerability enables
an attacker to run an arbitrary piece of code on the target. It is not uncommon that one
can use many different payloads in an attack like this. The Metasploit [31] tool enables
the operator to use almost any payload with any buffer overflow exploit. Payload ex-
amples includes "Install NetCat? and listen on port x", "open a connection back to the

non non

attacker on port y", "mail the password-file to address z", "provide a super-user shell at
port u","
may observe the buffer overflow exploitation only. Because of this, all of the above attack
scenarios may trigger the same alert, despite the fact that the goals and consequences

are quite different.

shut down service or host (DoS)" and so on. The problem here is that the target

The taxonomies that take the defenders point of view are built around the assets. Web-
attack taxonomies, mail-attack taxonomies and DNS-attack taxonomies are some exam-
ples. By relating the taxonomy to the assets, there is a possibility that it will aid the
security operator to assess the criticality and consequences of the event more quickly.
Network Flight Recorder, NetForensics [40] and Cisco IDS [43] are security products
that mostly categorize events from the defenders point of view.

1.6.3 Netflow taxonomy

The Netflow record contains information from the Network and Transport layer in the
communication stack. In [10, 11], McHugh proposes that one should develop taxonomies
that categorize events according to the protocol layers. All network activities leave traces
in the Network and/or Transport layers. Some misuses will leave strong indicators there,
for example the Land-attack®. Other misuses may leave weaker indicators, for example
a successful connection to a port commonly used by a backdoor program. Some misuses
will not leave indicators at all, for example a buffer overflow attack on a web-server. The
taxonomy should include all misuse categories that leave strong indicators in the Netflow
records. It would also be interesting to investigate if it is possible to strengthen weak in-
dicators by applying data-mining and other techniques to the Netflow records. Scenarios
of misuse that may be detected with Netflow analysis are discussed further in Section 1.7.

In Chapter 7 we argue that one of the issues that must be taken into consideration
when developing a detection strategy is the nature of available logs and data sources.
Economy is usually a limiting factor, so it would be of great importance to know if the
kind of misuse we are interested in can be detected with the data sources we already
have. For example: If we are certain that Netflow analysis is sufficient for detecting all
misuses we care about, and our existing infrastructure can generate such flows, it may
not be necessary to purchase an expensive IDS. This requires that there are taxonomies

2Netcat is a networking utility which reads and writes data across network connections, using the TCP/IP
protocol. http://netcat.sourceforge.net/

3A Land Attack is a specially crafted IP packet, where the source address is the same as the destination
address. Some TCP-stack implementations cannot handle these packets
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that categorize misuse in respect to the data source in which they can be detected.

1.7 Introduction to misuse detection with Netflow analysis

The aim of this section is to describe scenarios or types of misuses that can probably be
detected by Netflow analysis. It neither results in a complete taxonomy, nor in a complete
list of misuses. It is important to stress that while some of the misuse detection has been
demonstrated in previous work and actual security systems, some has not undergone
studies. One should therefore treat the list of misuses in this section as a suggestion for
future study.

Using Netflows for misuse detection is still a new and immature field. As argued in Sec-
tion 1.6 there is a need for taxonomies that categorize misuses that can be detected by
Netflow analysis systems. This section will not present a taxonomy, but the scenarios of
misuse are grouped into two categories. One category where one may find strong indi-
cators of misuse in the Netflow records, and one where one may find weaker indicators.
There is not a defined line between the two categories. One one end, one may find mis-
uses that Netflow analysis will detect, e.g. the previously mentioned Land attack. The
entire attack exists in the Netflow tuples, and can thus be detected by Netflow analysis.
On the other end, one may find misuses that leave almost no trace in the Netflow records
at all, e.g. a buffer overflow in some network service. In this case the attack may not be
seen at all, only the fact that the two hosts are involved. Other misuses may be found
somewhere in between.

In this thesis we use the following definitions:

Strong indicators.

Indicators found in Netflow records that alone or in combination with other indi-
cators give a warning of misuse with a high probability.

Weak indicators.

Indicators found in Netflow records that can be used in combination with other
indicators to increase the probability of a warning, but cannot alone provide suffi-
cient indication of misuse.

1.7.1 Strong indicators

We begin by presenting some misuses that are believed to leave strong indicators in the
Netflow records.

Configuration changes

One should be able to detect if someone introduces or removes a unit on the network.
One should also be able to detect if someone introduces a new service or makes use of
an unusual protocol. In [23], Fullmer and Romig propose a system that collects Cisco
NetFlows for this purpose.

In [22], Peter Troxell et al. describe The Network Security Analysis Tool (NSAT) for the
same purpose. In [5, 6, 13] William Yurcik et al. describe a prototype tool also used for
this purpose.
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Reconnaissance

One should be able to detect both horizontal and vertical portscanning, and all scanning
techniques (ICMB UDE TCP SYN, FIN, NULL and so on). In [5, 6, 13] William Yurcik et
al. describe a prototype tool that can detect network probing. Since one should be able
to store Netflow records for a long period of time, we believe that it is possible to detect
slow portscanning as well. The aim of our experiment was to answer this hypothesis.

Malicious code

There has been an increasing number of worms that attack network services directly,
instead of using for example mail as a carrier. By monitoring activity at "known worm
ports" one can discover if (1) There was a successful connection to these ports (the host
got infected) and (2) There are outgoing activities at these ports (the host is infecting
others). Another important feature with the Netflow system is that once the security
operator learns about a new type of worm, he can check historic data for signs of this
worm on his network.

In [5, 6, 13] William Yurcik et al. describe a prototype tool for tracing worm propagation.

Denial of Service (DoS)/Distributed DoS

Some Denial of Service attacks can probably be detected with Netflow analysis. Some
DoS attacks are executed by filling the communication line, or exhausting resources in
the Network or Transport layer. These types of DoS could possibly be detected in the
Netflow records.The kind where the DoS happens in the higher layers (e.g. a buffer
overflow DoS attack) will probably not be detected with Netflow analysis.

Compromise

Even if the actual compromise cannot be detected (for example a buffer overflow attack)
there is still the possibility that the compromise will result in strong indicators in the
Netflow records.

Examples indications of compromised hosts:

e There should be no outgoing connections from our webserver. If such connections are
observed, there is a good chance that the webserver is compromised.

e There should be no connections to ports other that port 80 on our webserver. If such
connections are observed, there is a good chance that the webserver is compromised.

The security analyst should have a clear picture of the legitimate services on his network.
All other successful connections should be treated as indications of misuse.

In [23] Fullmer and Romig monitor changes in network activity levels. If a normally
quiet FTP server suddenly explodes with activity, this can mean that it is compromised
and used for unwanted activities such as "Warez" distribution.

In [5, 6, 13], William Yurcik et al. describe a prototype tool for visualization of network
traffic for the same purpose.

Security policy violations

There may be activities that one would not classify as an attack or intrusion, but that are
unwanted either as a whole, or at designated times. Some examples are network gaming,
Peer-to-peer file sharing, massive ftp downloads that exhaust the bandwidth and Internet
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Relay Chat (IRC) and other Instant Messaging (IM) services.

1.7.2 Weak indicators

There is also a weaker set of indicators in the Netflow records. These are indicators that
are sometimes traces of misuse, and sometimes not. It is possible that they cannot be
used for misuse detection on their own, but combined with other indicators they can
strengthen the suspicion of misuse.

Covert channels

In [44], a covert channel is defined to be: (1) A transmission channel that may be used to
transfer data in a manner that violates security policy. (2) An unintended and/or unau-
thorized communications path that can be used to transfer information in a manner that
violates an information system security policy.

Examples of misuses that include the use of covert channels:
e Stacheldraht* is a DDoS tool that uses ICMP for communication and control messages.
e Tribal Flood Network® uses ICMP echo reply packets for control messages.

e httptunnel® channel arbitrary protocols through a legitimate web channel (used for
evading firewalls).

The Netflow records include the number of packets and bytes sent by the source and des-
tination host. Stacheldraht commands in ICMP packets may deviate in size and number
from what one would expect to see in our network, but it is possible that the indicator is
too weak by itself. There is also a possibility that Instant Messaging channelled through
a legitimate web channel has properties that are different from normal web-usage. We
suggest that this undergoes future studies.

Malicious code

There is a possibility that one can use packet and byte count in the Netflow records to
strengthen the suspicion that a given session is in fact a worm and not legitimate traffic.

4http://staff.washington.edu/dittrich/misc/stacheldraht.analysis
Shttp://staff.washington.edu/dittrich/misc/tfn.analysis
6http://www.gnu.org/software/httptunnel/httptunnel.html
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2 REVIEW OF THE STATE OF THE ART

2.1 Characteristics of misuse in computer networks

In [1], D. Denning presents a model for real-time intrusion detection that is based on the
hypothesis that exploitation of a system’s vulnerabilities involves abnormal use of the
system and that security violations can be detected from abnormal patterns in system
usage. The article outlines metrics that can be used to measure the state, and thus to
determine if the state is normal or abnormal. The problem is of course that there may be
very many states in computer network or computer system. It may be difficult to know
if a particular state is normal or abnormal. One particular state, or set of states, may be
normal in one information system while abnormal in another.

In [12], Bierman et al. define a computer intrusion to be any set of actions that attempt
to compromise the Confidentiality, Integrity or Availability (abbreviated CIA) of a resource.
In [24], R. Heady et al. give the same definition. This may seem to be a high granularity
definition. The ’CIA triangle of security attributes may be the fundament for all other
attributes and mechanisms, but one would expect to find non-repudiation and authen-
ticity in the definition as well. Policy violations should also be classified as a security
intrusion/misuse.

In [32], the following definition of an intrusion is found:

A security event or a combination of multiple security events that constitutes a security
incident in which an intruder gains, or attempts to gain access to a system (or system
resource) without having authorization to do so.

In [21], Ulf Lindquist defines an intrusion to be "... a successful event from the attacker’s
point of view and consists of:

1. an attack in which a vulnerability is exploited, resulting in
2. a breach which is a violation of the explicit or implicit security policy of the system."

This definition should be extended to encompass all violations of the security policies,
not just the ones where a vulnerability is exploited (i.e. a policy may state that browsing
racist or pornographic web-sites is a violation of the security policy. Per se it is not an
exploited vulnerability.)

2.2 Classification of misuse in computer networks

There are many taxonomies for intrusions and misuse [1,9,15-20]. Some are classified
from the attacker’s point of view [1, 9, 16, 18, 20] (attack type or vector), others from
the defenders point of view (consequences of the attack). Some try to encompass the
entire attack: the tool used, the vulnerability exploited, the action taken, the target that
is attacked and the result of the attack[19, 20], even broadening the classification in-
cluding the attacker and his objective [15, 17].
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A Netflow record contains very limited information about the events that take place
on the network. It seems that most existing taxonomies require the security analyst or
intrusion detection system to possess more information than can be found in the Netflow
records. Sometimes, aggregated or in some way limited information are all there is. It
may be of interest to know what types of intrusions/misuse are possible to detect given
a data source (network traffic, process-calls, Netflows, web-logs and so forth).

2.3 Netflow analysis used in intrusion detection

In [23], Fullmer et al. present a tool set for collecting and analyzing Cisco Netflow data.
The tools are capable of detecting anomalies in the network such as new network hosts
or new services appearing. They can also detect changes in the usage profiles of the
hosts/services. One particular type of misuse mentioned in the article is scanning and
flooding. The article does not mention storing data in a relational database, thus ben-
efiting from powerful SQL-queries. Nor does it mention visualization as a method for
enhancing the usability of Netflow analysis.

In [22], Peter Troxell et al. describe the Network Security Analysis Tool (NSAT), de-
veloped for the US Air Force. The tool does not collect Cisco or Argus [34] Netflows,
but builds a similar record from listening to the TCP/IP traffic. In traffic analysis mode,
the tool can determine traffic patterns that can be matched against known patterns for
misuse/intrusions detection.

In [5, 6, 13], William Yurcik et al. describe a prototype tool for visual data mining.
The concept is to enhance the intrusion detection process by visualizing the state of the
computer network. The source data are Cisco Netflow audit logs. Usage examples include
identifying compromised machines involved in:

1. uploading/downloading unapproved software (high traffic levels)
2. hosting Internet relay chat (IRC) servers

3. worm/virus propagation

4. network and host probing
5

hosting remotely installed 'bots’ that are remote controlled (traffic patterns on un-
usual ports).

Network and host probing are mentioned, but no comparison to other detection methods
is made.

Security Analyst Network Connection Profiler (SANCP) [29] is a network security tool
designed to collect statistical information regarding network traffic, as well as collect the
traffic itself in pcap! format. This is similar to Argus which is used in this thesis. When
SANCP is paired with Sguil [30], the session records are stored in a MySQL database.
In this thesis, we use a similar approach. SANCP is used to keep a long-time situational
awareness of the activity in the network. This means that when the security analyst be-
comes aware of some new attack, he can query the database to see if this attack has

Ipcap is a library for recording link-layer frames in a promiscuous fashion from network interface drivers.

10
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happened before he (and signature-based IDSs) learned about it.

In [25], Axelsson use Netflow data for network security auditing. [25] focuses on col-
lecting network audit logs that can be used in computer security forensics. Axelsson uses
Argus to build the audit logs, and shows that it is possible to detect certain cases of mis-
use in a computer network. [25] is clearly related to this thesis and shows that an Argus
Netflow system can be used in a high-speed network.

Flowscan [28] analyzes and reports on Internet Protocol (IP) flow data exported by
routers and produces graph images that provide a continuous, near real-time view of
the network border traffic. It visualizes time-series data in 48 hour windows and uses
the Round Robin Database? for storing the NetFlows. Compared to the Netflow system
used in this thesis, Flowscan has a much smaller time window and does not support the
ability to do SQL-queries in the data source.

2.4 Detecting slow portscanning by means of Netflow analysis and
other methods.

Hypothesis: Netflow analysis will top this ranking.

The comparison of various slow portscanning detection methods has not been treated
exclusively in the literature. In [8], Juan M. Estevez-Tapiador et al. describe a case study
where Snort is used to detect portscanning. But no comparison to Netflow analysis is
made.

2.5 A comparison of true positive/false positive rate obtained by
Netflow analysis, Snort and Network Flight Recorder.

Hypothesis: Netflow Analysis has a lower true positive/false positive ratio than the two other
methods.

The comparison of false positive ratios obtained by Netflow analysis, Snort and Network
Flight Recorder has not been treated exclusively in the literature.

2http://people.ee.ethz.ch/~oetiker/webtools/rrdtool/index.en.html

11
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3 SUMMARY OF CLAIMED CONTRIBUTIONS

For this thesis, a Netflow analysis system was set up from open source tools like Ar-
gus [34], PostgreSQL [35], php [37] and jpgraph [36]. Some scenarios where Netflow
analysis may be suitable for misuse detection were presented. From these, slow portscan
detection was selected for further study.

Two systems were chosen to be tested against the Netflow analysis system. Snort [41], a
popular open source tool for network intrusion detection, and Network Flight Recorder
[42], a highly advanced commercial tool for network intrusion detection. The slow
portscan capabilities for each system were analyzed, and an experiment was conducted
to validate the result from this analysis.

Main results in this thesis are:

1. Results from the analysis of how Netflow analysis is compared with Snort and Net-
work Flight Recorder on slow portscan detection.

2. Results from the experiment where Netflow analysis is compared with Snort and
Network Flight Recorder on slow portscan detection.

3. An overview of scenarios where Netflow analysis can probably be used for misuse
detection.

13






Using Netflows for slow portscan detection

4 CHOICE OF METHODS

A mixed approach is used in this thesis: Literature studies, laboratory experiments and
field experiments. The choice of methods is described in relation to each research ques-
tion.

4.1 Netflow analysis used in intrusion detection

By analyzing the attributes of Netflow data, it should be possible to describe a number
of scenarios of misuse that Netflow analysis can probably detect. The amount of infor-
mation in Netflow data is limited, thus the ability to detect intrusions/misuse is probably
also limited. An example could be buffer overflow detection. Usually this is detected by
inspecting packets for a known sequence of bytes. This information is not present in Net-
flow data, and cannot be detected in Netflow analysis. A Land Attack on the other hand
can be detected by Netflow analysis as both source and destination address are present
in Netflow data.

4.2 Detecting slow portscanning by means of Netflow analysis and
other methods.

Hypothesis: Netflow analysis will top this ranking.

Both Snort and Network Flight Recorder have mechanisms for port detecting scanning
activities. These mechanisms are implemented as signatures/algorithms. By analyzing
these, one can identify what limitations they have for detecting slow portscanning. The
Netflow analysis system was exposed to the same study. The idea was that by comparing
these findings, it should be possible to rank Netflow analysis in respect to the two other
methods.

4.3 A comparison of true positive/false positive rate obtained by
Netflow analysis, Snort and Network Flight Recorder.

Hypothesis: Netflow Analysis has a lower false positive ratio than the other methods.

To answer the former research question, a theoretical approach was used to analyze
the mechanisms that implement slow portscan detection in the Netflow analysis system,
Snort and Network Flight Recorder. To validate the analysis, an experiment will be de-
signed and performed to provide answer to how well a Netflow analysis system, Snort
and Network Flight Recorder detect a slow vertical portscan.

The results are presented visually as ROC curves later in this thesis. ROC curves are
explained in Section 6.3.

A schematic overview of the experiment setup is presented in Section 6.2.

15
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1. Lab experiment
The scanner was implemented on a personal computer running FreeBSD 4.9 [39],
and using nmap as the portscanning application. nmap has several configurable scan-
ning options. One is the time-interval between individual packets in the scan. This
time-interval was set to 60 seconds in this experiment. Scanning all TCP ports with
this setting would take approximately 11 days. The experiment consisted of multiple
iterations. To be able to conduct the entire experiment within the time available, the
scan was limited to the first 1000 TCP ports.
As an effort to ensure reliability in the experiment, a known data set from The 1999
DARPA off-line intrusion detection evaluation was used as background noise during the
scan.
The TopLayer 3531 IDS Load balancer ensured that all three systems were exposed
to the same network traffic.
The purpose of the experiment was to find out if the different detection mechanisms
can detect slow portscans, and to determine the true positive/false positive ratio.

2. Field experiment
The scanner was implemented as in the lab experiment. As an effort to ensure validity
for the experiment, a data set from a production network with 200 users was used as
background noise in the field experiment.
One should be aware that one does not control all the variables in the field experi-
ment. There may be real portscanning activity during the experiment, and this may
affect the true positive/false positive ratio. This can be mitigated as the IP address for
the scanner is known. Any "real" portscans can thus be removed from the experiment,
unless the real scanner is scanning a very small set of ports. In this case it may be
very difficult to distinguish false positives from true positives.
The purpose of the experiment is to determine if the results from the lab experiment
still apply when using a different data-set for background noise.

16
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S5 SLOW PORTSCAN DETECTION

5.1 Slow portscan detection with Netflow analysis, Snort and Net-
work Flight Recorder

In this section, we analyze the portscan detection capabilities and limitations in the Net-
flow analysis system, Snort and Network Flight Recorder. This results in a ranking of how
well these systems perform in the experiment.

In [2], Axelsson presents a taxonomy of intrusion detection systems. When using Ax-
elsson’s taxonomy, the systems used in the experiment in this thesis are categorized as
follows!:

System Type Comment
Snort Real-time, Network IDS, Pro- | Snort enumerates targeted ports
grammed, Threshold during a time-interval. If the thresh-
old is exceeded, snort will produce
an alarm.

Network Real-time, Network IDS, Pro- | NFR enumerates targeted ports dur-
Flight grammed, Threshold ing a time-interval. NFR can be con-
Recorder figured to give designated ports a
higher weight. If the threshold is ex-
ceeded, NFR will produce an alarm.
The ability to assign weight to dif-
ferent classes of destination ports
causes NFR to be ranked above
Snort.

Netflow Non Real-time, Network IDS, | The Netflow system stores all Net-
system Programmed, Threshold flows in a database. It enumerates
targeted ports by querying the data-
base. Effective time-interval equals
time-span of records in the database.
If the threshold is exceeded, the Net-
flow system will produce an alarm.
Additional techniques can be used to
strengthen the threshold indicator.

Table 1: Categorization of systems used in this thesis

When comparing the three systems, it is clear that they are not that different when it
comes to portscan detection. The main difference is that the Netflow system is non real-
time, and that it operates with a much wider timeout-window. As shown in the analysis
that follows, the wider timeout-window gives the Netflow analysis system an advantage
over the other systems.

Another issue is the real-time vs. non real-time property. Snort and NFR are real-time

ISnort and Network Flight Recorder have capabilities far beyond portscan detection. They employ many
different techniques, and may be categorized differently according to the different techniques they use. This
categorization will only examine the portscan detection methods.
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systems, and will produce an alarm as soon as the threshold is exceeded inside the time-
out window. The real-time properties in the Netflow system are limited by latency for the
insertion of the records into the database, and by the latency for the database queries.
Pushing the records into the database and querying it more often will reduce this latency,
but it cannot eliminate it. The size of the database and the speed of the server limits how
much this latency can be reduced.

5.1.1 Ranking

Sections 5.2-5.4 look closer at the techniques the systems use for portscan detection and
the limitations they have regarding slow portscan detection. The following is a short
summary and a ranking of how well the three systems should detect slow portscans:

Rank System Rationale
1 Netflow analysis sys- | The Netflow analysis system takes a step back and
tem views a bigger picture. By only storing meta-data

about network activity it is able to keep a very large
time-window. This is essential for detecting slow
portscans, and makes this system top this ranking
2 Network Flight | NFR enumerates targeted ports during a time-
Recorder interval. NFR can be configured to give designated
ports a higher weight. This means that a security
analyst can use his expertise and intuition to give
’improbable’ ports a higher weight, and thus reduce
the chance of false positives. NFR has one serious
limitation. The default time-window is far too small
to detect slow portscans. When this window is in-
creased, NFRs ability to detect other misuses is be-
lieved to decrease because of higher CPU cycles and
memory consumption.

3 Snort/sfportscan Snort/sfportscan enumerate RST-packets coming
from a target during a time-interval. By doing this,
Snort reduces the chance of false positives gen-
erated by legitimate traffic. Sfportscan’s timeout-
window vary from 60 to 600 seconds, and should
thus be able to detect the portscanning in this the-
sis.

Table 2: A ranking of the systems used in this thesis
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5.2 The use of the Netflow system in slow portscan detection

The Netflow analysis system presented in this section is a prototype developed for this
thesis. It uses Argus to build records of metadata about the logical connections in the
computer network. The records are stored in a PostgreSQL database.

The system consists of three modules: one module for collecting netflows, one mod-
ule for storing netflows and one module for presenting the findings. Figure 1 shows the
internal structure of the Netflow analysis system

= . /usr/tmp/
E_:I Argus ———— Writes to file ———— usr/tmp
— argus.out
—

—

o [ Cron-job

i ) every 30 minutes
Netflow +
system Perl-script

/usr/argus.data/
argus.timestamp

Every 30 -t
PostgreSQL minutes

——

/usr/argus.z
Long-time

~—storage __~

Manual
SQL-queries

Presentation

Visual presentation
(apache,php,jpgraph)

Figure 1: The Netflow system
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The Netflow collecting module consists of Argus, which monitors the network inter-
face and builds the netflows. By default, it collects netflows for 30 minutes before the
capture-file is moved for further processing. This interval should be configured to the
speed of the network to make sure the files are of a reasonable size.

The Netflow storing module is a perl-script [38] that uses ra? for reading the argus-file.
The script then inserts the Netflow-records into a PostgreSQL database. The argus-file is
also compressed and written to a long-time storage for future processing. Currently only
TCP UDP and ICMP sessions are stored in the database.

The presentation module allows the operator to query the database, either manually, or
by presenting the query as text on a web-page or visually as images.

Table 3 describes the Netflow record used in this thesis.

Column Data type Description

time timestamp Indicates the timestamp at the start of the ses-
sion

proto character(4) | Protocol used in the session. Currently, the
Netflow system records ICME UDP and TCP
sessions.

src_ip inet IP address that started the session.

src_port integer Source port (UDP or TCP). For ICMP this field
is NULL.

dir character(7) | Graphical symbols that indicate the direction
of the traffic.

dst_ip inet IP address that was contacted by src_ip.

dst_port integer Destination port (UDP or TCP For ICMP this
field is NULL.

src_count integer Number of packets sent by src_ip during the
session.

dst_count integer Number of packets sent by dst_ip during the
session.

src_bytes integer Number of bytes sent by src_ip during the ses-
sion.

dst_bytes integer Number of bytes sent by dst_ip during the ses-
sion.

state character(7) | Indicates session state. (TIM=Timeout,
RST=Reset, CON=Connection)

Table 3: Netflow record description

2ra reads argus data from either stdin, an argus-file, or from a remote argus-server, filters the records it

encounters based on an optional filter-expression and either prints the contents of the argus records that it
encounters to stdout or writes them out into an argus data-file.
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5.2.1 Portscan detection in the Netflow analysis system

Argus records all sessions that pass through the network interface card in promiscuous
mode. This means that one record is created for every port the scanner tries to access. By
querying the database, the Netflow system should provide a list of how many ports each
individual source address has tried to access. An example of a query is given below:

SELECT src_ip,count(distinct dst_port) FROM flow GROUP BY src_ip ORDER BY count(distinct
dst_port) DESC;

The query produces the following output:

|

+
172.26.240.100 | 999
172.16.114.148 | 11
196.37.75.158 | 7
194.7.248.153 | 7
194.27.251.21 | 7
197.182.91.233 | 7
172.16.114.168 | 7
172.16.113.84 | 6

The query lists each source IB and how many individual ports it has tried to access.
The query does not discriminate successful connection attempts from unsuccessful. All
types of portscanning (UDB, TCP SYN, FIN, NULL, XMAS etc.) are detected. By modifying
the query, one could also detect horizontal scanning as well as vertical. Vertical portscan-
ning refers to scanning one host for all active services. Horizontal portscanning refers to
scanning multiple hosts for one particular service

To reduce false positives from hosts with large numbers of services, all records that rep-
resent successful connections are removed from the query:

SELECT src_ip,count(distinct dst_port) FROM flow WHERE state !="CON’ GROUP BY src_ip
ORDER BY count(distinct dst_port) DESC;

This query produces the following output:

|

4o
172.26.240.100 |

172.16.114.148 | 10
194.7.248.153 |
172.16.114.168 |
194.27.251.21 |
196.37.75.158 |
195.115.218.108 |
|

135.13.216.191
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To further reduce false positives one can exploit the assumption that a scan will have
a regular delay between each individual packet, while normal network sessions will not.
By calculating the standard deviation for the time delay between each individual session
it may be possible to distinguish between an automated scan and normal use. The stan-
dard deviation o is given by

o= =Y (x—w)’

Where x is the sample, p; is the mean of all samples and p,is the sample variance.

Theoretically, a scan performed by for example nmap should have a low standard devia-
tion while normal use should have a higher standard deviation. However, this approach
is vulnerable. An intelligent scanner can easily evade this by introducing a random delay
between the packets or similar that distorts the calculations. Normal network traffic can
in some cases be very regular, and thus have a low standard deviation score. This indi-
cator is probably weaker than counting the number of destination ports each source has
tried to contact, but can be used to strengthen a suspicion of portscanning activity.

To further aid the security analyst in detecting slow portscanning in computer networks,
one can use visualization methods. The Netflow record contains time-series data that can
be used for visual trend-analysis.

For portscan detection, one can make an X-Y plot with time on the X-axis and destination
ports on the Y-axis. By querying the Netflow database for all RST-records that originated
from the outside of the perimeter, one should be able to immediately see if there are
anomalies in network usage. By querying the Netflow database for all CON-records, one
should be able to immediately see if unauthorized protocols or services are used.

5.2.2 Limitations

Even though the Netflow system performs very well in the experiments in this thesis,
there are some limitations regarding its usage as a slow portscanning detector.

Like all other applications that record network traffic, the speed of the network can cause
problems. If the network interface card or software applications that process incoming
packets cannot keep up with the speed, they will begin to drop packets. Care must be
taken in order to mitigate this when one builds a Netflow system. Fast processors, enough
memory and fast disks should reduce these problems. Tuning the kernel for maximum
performance and shutting down all unnecessary services should also help in this matter.
In [25], Axelsson demonstrates the use of Argus in Gigabit speed networks, and provides
implementation suggestions.

To make the argus-files manageable, they are divided into parts. Unfortunately, this may
confuse ra when it reads the files and push the records into the database. Multiple records
for the same session, can cause confusion about which party started the conversation.
ragator is a tool in the Argus suite that reads argus data from an argus-file, and merges
matching argus flow activity records.
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One of the Netflow system advantages is that it can keep the state of the network for a
very long time. This time-window is only limited by the size of the database. Large data-
base means slower SQL-queries. The usable size of the database is highly dependent on
the physical space on the disks and the CPU-speed and memory capacity. It is likely that
the usability (responsiveness) of the system will decline at some point as the database
grows.

To mitigate this, one can do batch-calculations instead of dynamic calculations (graphs
and tables are generated dynamically in this thesis).

Another mitigation is to decide the amount of data that is needed in the database at all
times. If one month of data is enough, older Netflows can be purged automatically. The
information is still stored as argus-files, so they can be inserted later if needed.

A third way of mitigating this problem is to aggregate similar records. One should use
caution when doing this, as information will get lost in the process.
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5.3 The use of Snort in slow portscanning detection

Snort [41] is a lightweight network intrusion detection system, capable of performing
real-time traffic analysis and packet logging on IP networks. It can perform protocol
analysis, content searching/matching and can be used to detect a variety of attacks and
probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes, OS finger-
printing attempts, and much more.

Figure 2 shows the internal structure of the Snort network intrusion detection system.

E Packet decoder
% Decode Datalink
E Libcap protocols
== Decode Network
1 f protocols
L Decode Transport
Snort protocols
Preprocessor Preprocessor

v

Detection engine

/

Output plugin

Figure 2: Snort’s internal components

Snort does not pull network packets off the channel itself, but counts on libcap® to per-
form this. Snort then decodes the packets and feeds them to the preprocessors. There are
basically two types of preprocessors. One category examines the packets for suspicious
activity and directly notifies the output module. The other type modifies the packets in
order to enable the decision engine to properly inspect the traffic. Snort cycles all packets
through all preprocessors in the case where an attack needs more than one preprocessor
to be detected.

Preprocessors and rules are configured in snort.conf.

3Libcap is a library for capturing network packets from the network interface card
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5.3.1 Portscan detection in Snort

This section looks closer at the preprocessors and rules that are relevant to detecting
portscans. Snort has a history of different preprocessors for detecting reconnaissance
activity. This thesis focuses on the preprocessor that appeared in Snort version 2.3.0.

sfportscan

This rather new preprocessor appeared in snort version 2.3.0. Instead of detecting the
number of SYNs, FINs or other creative combinations of TCP-flags hitting our target, it
monitors the RSTs going from it over a period of time. When a target is portscanned,
it will according to RFC 793 [33] send back a SYN+ACK if there is a listening service
on that port and a RST if there are no listening services. This could result in fewer false
positives, as these are often experienced in busy networks with lots of legitimate SYNs in
a short period of time.

Sfportscan requires the "flow" preprocessor and its usage is advised in order to disable
evasion alerts within the "stream4" preprocessor as some scan packets can cause these
alerts to be generated.

The configurable parameters for sfportscan are:

proto { proto } [tcp,udp,icmp,ip proto,all]

scan_type { scan_type } [portscan,portsweep,decoy_portscan,
distributed_portscan,all]

sense_level { level } [low,medium,high]

Low: Low alerts are only generated on error packets sent from the target host, and
because of the nature of error responses, this setting should see very few false
positives. However, this setting never triggers a Filtered Scan alert because of a
lack of error responses. This setting is based on a static time window of 60 seconds,
after which this window is reset.

Medium: Medium alerts track Connection Counts, and thus generate Filtered Scan alerts.
This setting may generate false positives on active hosts (NATs, proxies, DNS caches,
etc), so the user may need to deploy the use of Ignore directives in order to properly
configure this directive.

High: High alerts continuously track hosts on a network using a time window to eval-
uate portscan statistics for that host. A "High" setting will detect some slow scans
because of the continuous monitoring, but it is very sensitive to active hosts. This
will most definitely require the user to configure sfPortscan.

See Appendix F for more details on configuring sfportscan.

SPADE

The Statistical Packet Anomaly Detection Engine (SPADE) is a Snort preprocessor that
uses statistical methods to create a baseline of what types and flow rates of traffic exist
on the network. From that baseline it can then alert the operator as to what is different.
This is primarily useful for detecting outbreaks, bandwidth abuse (intentional or not),
and unusual protocols.
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SPADE may seem like a perfect candidate for the experiment. However, it turned out
that SPADE has not been maintained for quite some time, and that it is still far too im-
mature.

Rules

There are several rules for detecting scanning activities, but no rules designed to detect
slow portscans.

5.3.2 Limitations

Sfportscan is a preprocessor with limited configurable options. Essentially, if one wants
to increase the time-window, one must increase the sensitivity level.

Sensitivity level Low enumerates RST responses from the target. The threshold is 5 re-
sponses in 60 seconds. It is very unlikely that sfportscan will be able to detect the slow
portscan with this setting.

Sensitivity level Medium enumerates RST responses from the target as well as connection
counts. The threshold is 5 responses in 90 seconds. It is also very unlikely that sfportscan
will be able to detect the slow portscan with this setting.

Sensitivity level High enumerates RST responses from the target and connection counts.
It also uses portscan statistics for hosts on the network. It can detect some slow portscans,
but it is also sensitive for active hosts on the network. The threshold is 5 responses in
600 seconds. This will be sufficient for detecting the slow portscan in the experiment.

The threshold and time-window can be changed, but one would have to alter the source
code and recompile Snort. According to Andrew Mullican [45] this action is not recom-
mended as it could cause sfportscan to be more prone to false positives. Mullican claims
that configuring the time-window should not have negative effects regarding memory
and CPU usage.

As sfportscan operates by means of time-windows, it will produce several individual alerts
for the same event, if the event spans several time-windows. Based on these alerts, it is
impossible for the security analyst to know if it is in fact one event that spans several
time-windows, or it is several events that take place in every time-window. Thus, these
redundant alerts will be treated as false alarms in this thesis.

26



Using Netflows for slow portscan detection

5.4 The use of Network Flight Recorder in slow portscan detection

Network Flight Recorder [42] (NFR) is a realtime network intrusion detection tool. It
emerged in 1997 and is now developed by Network Flight Recorder Inc.

Network Flight Recorder provides traffic analysis and monitoring tools that help the op-

erator see how the network is being used. Its monitoring package defines a flexible,
user-programmable system that enables:

Recovering or monitoring online transaction records.
Keeping historical statistics about how the network grows.

Generating detailed breakdowns of how the network services are being used and by
whom.

Watching for patterns of abuse of network resources and identifying the culprit in
real-time.

Setting burglar alarms that alert the operator to security violations or unexpected
changes in the network.

Logging and monitoring who went where on the network.
Replaying attackers’ sessions and learning what they did.

In NFR, the intrusion detection signatures are grouped in so-called backends, which

in turn are grouped in packages. The backends are made in the N-Code language and are

configurable through variables.
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Network Flight Recorder is scalable and can monitor small as well as enterprise net-
works. Figure 3 shows a typical NFR setup.

Sentivist
Enterprise

Client Sentivist

Enterprise
Server

Sentivist
Server

Sentivist
Server

= —= == —=

NFR sensor NFR sensor NFR sensor  NFR sensor

Figure 3: Typical NFR setup

5.4.1 Portscan detection in Network Flight Recorder

NFR has several backends for detecting reconnaissance activity. One of them is the TCP
Portscan backend that will detect most types of TCP portscanning, e.g. TCP SYN-scans.
As other backends, TCP Portscan is configurable through variables (See Table 4 for de-
tails).

TCP Portscan divides the destination ports into three classes. Privileged ports (ports be-
low 1024) belong to one class, and are given the weight 3. Unprivileged ports (ports
above 1024) belong to another class, and are given the weight 1. Trigger ports belong to
a special class which includes ports that one normally does not see any traffic towards.
This list* is configurable, and they are given the weight 6.

The backend also has an INTERVAL, which is the time-span NFR enumerates the weighted
destination ports a source IP has tried to access. If the sum for one source IP address
exceeds the value in the THRESHOLD variable, the TCP Portscan backend triggers a
portscan alert.

4Default trigger ports are : 1,2,3,5,6,8,10,41,124,200,316,414,520,634,744,801,997 and 1000
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TCP Portscan variables are presented in Table 4.

TCP Portscan Variable Value | Description

INTERVAL 16 Time interval (in seconds) to enumer-
ate portscans

PRIV_WEIGHT 3 Weight of privileged ports

NONPRIV_WEIGHT 1 Weight of non-privileged ports

TRIGGER_PORTS List Unused TCP ports that will have a
greater weight

TRIGGER_WEIGHT 6 Weight of Trigger ports

THRESHOLD 64 Threshold of weighted count to deter-
mine portscans

Table 4: TCP Portscan backend variables and their default values

As Table 4 shows, the default INTERVAL value is 16 seconds. This is more than enough
for detecting ordinary portscans. In a default nmap portscan, NFR enumerates approxi-
mately 200 ports in 16 seconds. Of course, a time-interval of 16 seconds is not enough for
detecting slow portscans. In the experiment, one packet per minute is sent. If INTERVAL
were to be increased in order to enable NFR to detect the scan, the value would have
to be set at minimum 3840 seconds (Assume that only unprivileged ports are hit, and
multiply 60 seconds with the THRESHOLD level, 64). The problem with this approach
is that the NFR sensor will spend more memory and CPU cycles on this backend as the
INTERVAL increases.

Another approach is to increase the WEIGHT. To increase the weight of the Trigger ports
should not cause problems with CPU cycles and memory, but it is very important that
the ports in the Trigger list are really unused ports. In this case, NFR could even trigger
an alarm after the first packet hits one of the Trigger ports. However, maintaining such a
list can be a time-consuming task and "random" connection attempts to the Trigger ports
could set of portscanning alarms. If the list is not complete, one could experience false
negatives. If the network usage profile changes, NFR could produce false positives.
Increasing the PRIV_WEIGHT or UNPRIV_WEIGHT is also possible, but can generate
false positives in networks where the source IP addresses contact many services.

The third option is to decrease the THRESHOLD parameter. In this case, the TCP portscan
backend becomes more sensitive. This is equivalent to increasing the WEIGHT of the
three classes, thus there is a chance that normal traffic causes the backend to trigger
false positives. In the experiment, the THRESHOLD parameter is varied.

5.4.2 Limitations

The TCP Portscan backend is written in N-code, a proprietary programming language for
writing NFR packages and backends. One cannot ignore the fact that the code itself may
have limitations. However, evaluating this code requires special training.

Table 4 shows the configurable variables for the TCP Portscan backend. The default value
for the INTERVAL variable is enough for detecting ordinary portscans, but is a much to
small window for slower portscans. To enable NFR to detect such slow scans, the value
was increased to 600 seconds. The other values were not changed. By increasing NFRs
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"state-window" to 600 seconds, the sensor is forced to keep track of everything it sees dur-
ing those ten minutes. During the lab experiment (1Mb/sec continuous network speed)
the sensor reported 35% CPU usage. One should keep in mind that almost all backends
were turned off. This gives reason to believe that a TIMEOUT value of 600 seconds will
be too much when the sensor loads more backends and monitors a faster network.

As with Snort, NFR operates in time-windows. This causes it to produce several indi-
vidual alerts for the same event, if the event spans several time-windows. Based on these
alerts, it is impossible for the security analyst to know if it is in fact one event that spans
several time-windows, or it is several events that take place in every time-window. Thus,
these redundant alerts will be treated as false alarms in this thesis.
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6 EXPERIMENTAL WORK

Section 1.7 presented some scenarios where Netflow analysis either has been used, or
may be used for misuse detection. One such misuse is slow portscanning. Slow portscans
are a type of reconnaissance that use stealthy techniques to evade the IDS. It may very
well be one of he hardest events for an ordinary IDS to detect, because of the long inter-
vals between each individual packet in the scan. The motivation for being interested in
slow portscan detection is discussed in Section 1.3.

In this section we conduct an experiment to answer the research question:

Has Netflow analysis a higher or lower true positive/false positive ratio for detecting slow
portscanning than Snort and Network Flight Recorder?

The hypothesis is that Netflow Analysis has a lower true positive/false positive ratio
than the two other systems.

6.1 Strategy

When planning an experiment like this, one needs to consider several parameters.

Reliability: Ensuring reliability is a key factor for achieving a successful experiment. Re-
liability means that one should get the same results when reproducing or repeating
the experiment. The reliability requirements are met in this thesis by

1. Using the data-set from [9], The 1999 DARPA off-line intrusion detection eval-
uation. The data-set from [9] was recorded during the first week of the DARPA
evaluation, from the outside of the perimeter. As reported by [9] there are no
known attacks in the data-set.

2. Providing a full description of the hardware, software and configuration settings
used in the experiment

3. Providing a full description of how the scan is executed.

Validity: Ensuring validity is the other key factor for achieving a successful experiment.
Validity means that the results actually say something about the IDS’s ability to
detect slow portscans. One of the major problems with IDS testing is the choice of
the data-source. It may be difficult to ensure that the traffic that is actually sent
towards the IDS’s is representative for most environments. There are probably no
ideal data-sets that are representative for all networks where IDS deployment is
considered. One way to mitigate this is to run the tests with several different data-
sets in order to investigate if the results are similar. In this experiment, two data
sets are used. One as described above, and one from a production network with
200 users.
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The type of scan: A target can be scanned in a multitude of ways. ICMP scans, UDP
scans, TCP SYN/FIN/NULL/XMAS scans are some examples. One can do a vertical
scan, where one enumerates all services on one host, or one can do a horizontal
scan, where one enumerates one (or a few) services on a range of hosts. In this
thesis one of the most common types of scans are used, the vertical TCP SYN scan.

The speed of the scan: To increase the time between each sent packet in a scan is a
technique to evade the IDS. There is no clear definition of what a slow portscan
is, but at some point (time-interval of 30 sec, one minute, one hour, one month)
the IDS will no longer be able to correlate the individual packets and notice that
it is in fact a scan. In an experiment like this, one would like this time-interval
to be so large that there is no doubt that it is a slow portscan. However, as the
interval increases, so does the length of the experiment. To be able to complete the
experiment in a reasonable time, the intervals between each packet are set to 60
seconds. This serves two purposes. First, it is a slow portscan. Many IDSs will not
be able to detect this with the default configuration. Second, it is not extremely
slow. By tuning the IDSs, it is quite possible that they will detect the scan. This can
provide useful knowledge on how the systems should be configured.

Presentation: How one should present IDS evaluations is a much debated topic. The
main tool for presenting such comparisons are modified ROC curves. (See Section
6.3 for details.) Although these have weaknesses [10, 11], they are still the most
frequently used method of presentation. The results from this experiment are pre-
sented by using these modified ROC curves.

Change the scan or the IDS: ROC curves are used for presenting the results and com-
paring the intrusion detection systems. This requires that one or more parameters
must be changed during the execution of the experiment. There are two options:
The first is to vary parameters in the scan, for example the interval between each
individual packet. The second is to keep the scan fixed and vary parameters in the
intrusion detection systems. For this experiment, parameters in the three systems
are varied, while the scan is kept fixed for each iteration.

Network speeds: As discussed in Section 6.3, the modifications that are performed on

the ROC curves render them sensitive to network speeds. There is also a possibility
that the large time-windows that are used in the experiment, can cause resource
exhaustion if the network speeds are too high. The lab experiment makes use of
the data-set from [9]. Due to practical reasons, it was not possible to record the
data-set for the field experiment until after the execution of the lab experiment.
The production network uses a 2Mb/sec link to the internet. The mean network
speed is assumed to be in the range up to 1Mb/sec during working hours.
The lab experiment data set was replayed at 1Mb/sec constant speed, and the
field experiment data-set at its original speed. Mean network speed for the field
experiment data-set has been measured at 0.782Mb/Sec. This is somewhat lower
than the network speed of the lab experiment, but it is assumed to be close enough
to validate the measurements in the lab experiment. Since the modified ROC curves
are sensitive to network speeds, a lower false positive rate in the field experiment
should be expected.
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6.2 Overview

TARGET PORTSCANNER

TOPLAYER 3531
Load Balancer

= aoocanon

NFR Sensor

Snort NetFlow server NFR Server

Figure 4: Experiment setup

6.2.1 The scan

The scanner host is an Intel-based personal computer running FreeBSD 4.9. tcpreplay
generates the background traffic, and nmap generates the slow portscan.

The target host is an Intel-based personal computer running Microsoft Windows XP
(SP1).

There are numerous ways to carry out network reconnaissance. A horizontal scan probes
the same port (or a few ports) over multiple IP-addresses, in order to find the same ser-
vices in several hosts. A vertical scan probes multiple ports in one hosts, in order to find
active services in that particular host. The scanner executes a common SYN scan, where
one expects to receive an ACK if the service is active and a RST if it is not. To make the
portscan slow, there was a 60 seconds interval between each packet sent by nmap.

A full scan would take minimum 45 days to complete. The experiment calls for several
iterations where parameters in the intrusion detection systems are varied. This would
not be possible to do in the time-span available for the experiment. Thus, the number of
ports has been limited to the first 1000 ports.
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The following commands define the scanner settings for the lab experiment and for
the field experiment, respectively.

1. Lab experiment:
# tepreplay -i x10 -1 27 -r 1 tecpdump.outside
# nmap -i x10 —scandelay 60000 -p 1-1000 -P0O 172.26.240.23

2. Field experiment:
# tcpreplay -i x10 -1 13 feltex.cap
# nmap -i x10 —scandelay 60000 -p 1-1000 -P0O 172.26.240.23

Lab experiment

The slow portscan lasts for approximately 18 hours. The data-set from [9] is replayed
with tcpreplay to provide background traffic for the entire duration of the portscan. It
has been replayed 27 times at 1Mb/sec to last 18 hours.

Field experiment

Approximately one and a half hour of network traffic was recorded from a production
network. This data-set was replayed with tcpreplay to provide background traffic for
the entire duration of the portscan, and have been replayed 13 times at its original
speed to last 18 hours. Mean network traffic speed in the data-set was measured to
be 0.782Mb/sec (Measured with tcpstat!). This must be taken into consideration when
comparing results from the lab and field experiment to each other. The ROC curves as
used in this thesis are sensitive to the network speeds, so one should expect fewer false
positives in the field experiment.

6.2.2 The Netflow system configuration

The system runs on an Intel Pentium-4 1.8GHz/512MB RAM/FreeBSD 4.9 platform. Ar-
gus captures the Netflows, and a perl-script inserts them into a PostgreSQL database.
Results are queried directly in PostgreSQL or presented as graphs using php/jpgraph.
(See Section 5.2 for details about the Netflow analysis system.)

The database is queried for the number of distinct destination ports each source IP ad-
dress has tried to contact. A threshold determines if the sessions from the source IP ad-
dress constitutes a portscan or not. To generate the ROC curve, this threshold is varied.
Different techniques for strengthening the indicators from the query are also used.

Thttp://www.frenchfries.net/paul/tcpstat/
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6.2.3 The Snort IDS configuration

Snort 2.3.0 runs on an Intel Pentium-4 1.8GHz/512MB RAM/FreeBSD 4.9 platform. The
sfportscan preprocessor writes alerts to /var/log/snort/alert. After each iteration, this file
is examined for true and false positives. (See Section 5.3 for details on Snort/sfportscan.)

6.2.4 The Network Flight Recorder IDS configuration

The sensor runs on a Sun V60X, and the server runs on a Sun Fire 210 with Solaris 9.
Only the backends relevant to TCP Portscan detection are loaded.

The TCP Portscan backend has several configurable options. (See Table 4 for details.)
Default values for all variables have been used, except for TIMEOUT that has been set to
600 seconds, and THRESHOLD that has been varied throughout the experiment.
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6.3 ROC curves as a means of results presentation

Whenever intrusion detection systems are measured, one is interested in the detection
rates. The decision made by the IDS can lead to four possibilities:

Decision Description

True Positive (TP) There was an event, and the IDS decided that there
was an event

False Positive (FP) There was no event, but the IDS decided that there
was an event

True Negative (TN) There was no event, and the IDS decided that there
was no event

False Negative (FN) There was an event, but the IDS decided that there
was no event

Table 5: Possible IDS decisions

The total number of intrusions is given by

TP+ FN

while the total numer of no-intrusions is given by

FP + TN

In order to generate the ROC curves?, one must calculate the True Positive Ratio (TPR)
and False Positive Ratio (FPR). The True Positive Ratio is given by

TP
TPR= wim
while the False Positive Ratio is given by
_ _FP
FPR =

An ideal IDS would have TPR=1 and FPR=O0.

2ROC curves were developed in the 1950’s as a by-product of research related to detection of radio signals
in noise. They have also been extensively used in medical research
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A Receiver Operating Characteristics Curve (ROC Curve) summarizes the relationship
between two of the most important IDS characteristics: the probability of false alarms
and the probability of detection measurements.

Figure 5 illustrates the principal of ROC curves.

FN
1 1
100%
PTP| .~
0% P(FP) 100%

Figure 5: The principal of ROC curves

Starting from two distributions of positives (red) and negatives (blue) one can apply
a threshold criterion (vertical line) to arbitrarily separate the two. For overlapping dis-
tributions, there is always a tradeoff between sensitivity (TP) and specificity (1-FP). TP
and FN as well as TN and FP both add up to 1. Sliding the threshold line towards the
distribution of positives will result in a decreased probability for true positive detection
P(TP) and FPs, which is equivalent to moving the ROC curve (dashed) downwards. If the
two distributions overlap completely, the ROC curve will be the diagonal shown as the
dot-dashed curve. The IDS can be configured for operation anywhere along the curve.
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In [7], Mell et al. discuss why one must modify the ROC curve so that it can be used
for testing IDS. Basically, the modification is that instead of calculating the false posi-
tive factor on the X-axis, one uses false positive alarms per unit time. Unfortunately, this
causes the ROC curve to be sensitive to the speed of the network. Higher speeds are likely
to produce a higher false positive count per time unit. In [10, 11], McHugh comments
this modification and points out its weaknesses, but one cannot ignore the fact that this
modified version of the ROC curve is after all the best method of testing and comparing
intrusion detection systems that is available at the present time.

One should keep this in mind when ROC curves are used for comparing IDSs and look
for weaknesses in the experiment that may distort the presentation of the results. The
experiment in this thesis is no exception. The network speed is indeed lower in the field
experiment than in the lab experiment. One should therefore expect to detect less false
positives in the field experiment for the IDS in question.

Figure 6 shows an example of a ROC curve that is used for IDS testing. The X-axis is
modified to show the number of false positives per unit time. In this example, IDS 1 has
a better mode of operation than IDS 2.

100% 4

IDS 1

IDS 2

TPR

»
'

FPR # per unit time

Figure 6: The modified ROC curves used for IDS testing
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6.4 The schedule of the experiment

Round 1 - Snort with sfportscan

The sfportscan has the following configurable options:

proto { proto } [tcp,udp,icmp,ip proto,all]

scan_type { scan_type } [portscan,portsweep,decoy_portscan,
distributed_portscan,all]

sense_level { level } [low,medium,high]

The sense_level was varied from low to high. It would be desirable to have more points
in the ROC curve, but this is the level of granularity in sfportscan. Results were recorded
from the /var/log/snort/alert file.

Round 2 - Network Flight Recorder

The TCP Portscan backend has the following configurable options:

INTERVAL, PRIV_WEIGHT, NONPRIV_WEIGHT, TRIGGER PORTS, TRIGGER WEIGHT
and THRESHOLD. (See Table 4 for default values.) INTERVAL is increased to 600 sec-
onds, and THRESHOLD is varied from 10 to 40.

Round 3 - Netflow analysis system

Query the database for the number of distinct destination ports each source IP address
has tried to contact. A threshold determines if the sessions from the source IP address
are a portscan or not. The threshold vary from 2 to 2000.

Round 4 - Netflow analysis system with additional calculations

The query from Round 3 was altered in a sense that only RST-records were included.
This is an adaption of the technique that is used in the sfportscan preprocessor.
Additional calculations and techniques to strengthen the indicator from the query are
applied. These are calculations of standard deviation for the time-intervals between ses-
sions from the source IP address and the use of visualization techniques for slow portscan
detection.
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6.5 Experimental results

This section presents the results from each individual round in the experiment. There
are two ROC curves for each round, one for the lab experiment and one for the field
experiment. The scale is adjusted to facilitate easy comparison between lab and field
experiment. There is a short comment to the results of each round. Details from the lab
experiment are presented in Appendix B and from the field experiment in Appendix C.

The results are discussed more thoroughly in Chapter 7.

It would be preferable to plot the ROC curves in the same graph to illustrate how the
results compare to each other. Snort/sfportscan produces more false positives than Net-
work Flight Recorder and the Netflow analysis system. This causes the X-axis scale to
be so highly granular that it is not possible to visually distinguish the Netflow analysis
system and Network Flight Recorder in the graph.

Round 1 - Snort with sfportscan

The sfportscan preprocessor has three sensitivity levels. When set to low or medium sf-
portscan did not detect the portscan. As discussed in 5.3.2, this was to be expected. When
set to high it detected the portscan in both the lab and the field experiment. As shown
in Tables 7 and 11, there were still a pretty high number of false positives. Sfportscan
also produced several identical alerts for one scan (93 alerts in the lab experiment and
91 alerts in the field experiment). sfportscan can be used for detecting slow portscans,
but in this experiment the sensitivity level had to be high. False positives probably can be
lowered by tuning the preprocessor further.

As shown in Figures 7 and 8, it is not possible to draw a proper ROC curve. Normally,
one would want more points in the curve, but this is not possible when only altering the
sensitivity level in sfportscan. If the x-axis were flipped in Figure 7 it might resemble a
proper ROC curve.
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Round 2 - Network Flight Recorder

In this round, the TIMEOUT value for the TCP Portscan backend is raised to 600 seconds.
This is a very large value, probably too large in a real world scenario. It means that NFR
must keep record of all traffic for a period of 600 seconds. During the lab-experiment
the sensor’s CPU utilization was approximately 35%. One should keep in mind that all
unnecessary backends were turned off, and the traffic speed was only 1Mb/sec. During
the field-experiment the CPU utilization was a bit lower, and so was the network traffic
speed. Nevertheless, NFR performed well. As shown in Tables 8 and 12, it produced only
40 false positives in the lab-experiment when the THRESHOLD was set to 25. In the
field-experiment it produced only one false positive when the threshold was set to 40.
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Round 3 - Netflow analysis system

The Netflow system performed best in both the lab-experiment and the field-experiment.
As shown in Tables 9 and 13 the Netflow system detected the portscan as long as the
threshold was set to 1000 or below. This should come at no surprise, as the scan was
limited to the first 1000 ports. In the lab-experiment, there were no false positives when
the threshold was set between 10 and 1000. In the field-experiment there were no false
positives when the threshold was set between 7 and 1000.
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Round 4 - Netflow analysis system with additional calculations

Additional techniques to further improve the results from Round 3 were used. The goal
was to reduce the false positive rate even further.

Improving the query:

First, the query was modified so that it would only look for sessions that got reset:

SELECT src_ip,count(distinct dst_port) FROM flow WHERE state="RST’ GROUP BY src_ip
ORDER BY count(distinct dst_port) DESC;

This was an adaptation of the technique used in Snort’s sfportscan, and allowed the
threshold to be lowered to 5 for the field-experiment and still get O false positives.

Standard deviation calculations:

By calculating the standard deviation for the intervals (in seconds) between the sessions,
we have investigated if a portscan as performed in this thesis had a much smaller stan-
dard deviation than normal network traffic. Table 6 presents a sample of this calculation.
The scanner has a much lower standard deviation than the sessions from the other source
IP addresses.

Source IP Dest. port count Number of sessions Std. dev.
172.26.240.100 998 998 2.68
158.112.96.108 7 5214 38.91
144.84.15.123 6 7473 13.19
158.112.96.181 6 2624 50.74
158.112.96.165 6 4011 18.72
144.84.15.117 5 1903 43.02

Table 6: Netflow - Standard deviation sample calculation

When plotting the standard deviation score for all source IP addresses, one can easily
see if some of them have small values.

Figure 13 presents the standard deviation score for all source IP addresses in the lab
experiment. The first bar represents the scanner in the experiment, and it clearly has the
lowest standard deviation score in the plot. This indicates that the sessions coming from
this source IP address are very regular, which is a property one would expect to see in
scanning activities. Some of the other source IP addresses also seem to have a low stan-
dard deviation score. One should keep in mind that the background traffic is looped, and
that this adds a regularity to the traffic that is probably not experienced in a real world
scenario.

Figure 14 presents the standard deviation score for all source IP addresses in the field

experiment. The first bar, which has the lowest standard deviation score, corresponds to
the scanner in the experiment.
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Visualization:

Visualization was used as a tool for aiding the human operator to efficiently, clearly
and continuously assess the security status of the entire network. It is well known that
humans are especially good at recognizing visual patterns. By visualizing patterns of mis-
uses, we believe that a human at the right place in the decision making process could
excel an automated decision maker (IDS detection engine).

In [5, 6, 13] Yurcik et al introduce a prototype tool for visualizing Cisco NetFlows. The
concept is to enhance the intrusion detection process by visualizing the state of the com-
puter network.

Using a pre-determined threshold for deciding whether it is in fact a slow portscan or
not, is not easy. If some of the hosts have many active services, this can cause false pos-
itives. If the decision is left to the human operator, one hopes that his knowledge of the
normal state of the network and intuition will further reduce the number of false pos-
itives. One way of doing this is to plot time on the x-axis and destination ports on the
y-axis. By querying the Netflow database for all connection attempts that result in a RST
state, the operator should easily detect both ’quick’ and ’slow’ portscans.

Figure 15 illustrates how all the RST-records in a portscan can be visualized. A faster
scan will be visualized as a column or spike, while slower scans are more ’cloudy’. Of
course, this graph does not reveal who the scanner is, who he is scanning or the number
of concurrent scans. But it may serve as a first warning and trigger the operator to inves-
tigate further.

Figure 16 illustrates the same traffic, but now the portscan has been removed. This re-
sembles a normal graph, where one expect to see some RST records in relation to legit-
imate services (and probably a lot of records in relation to failed connections to known
backdoor programs).
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7 DISCUSSION OF EXPERIMENTAL RESULTS

This experiment has shown that Netflow analysis can be used for detecting this type
of slow portscans, and that Netflow analysis does this better than Snort and Network
Flight Recorder. It is possible to further reduce the number of false positives through
data-mining and visualization techniques. The problem with this approach lies in the
fact that Snort and NFR are very complex systems that have many configuration options.
This experiment has not explored all these possibilities. One can therefore not discard
the possibility that there may exist a configuration that would make the system perform
better than it did during the experiment in this thesis.

It should also be clear that Snort and NFR have the capability of detecting misuses that
is beyond the Netflow analysis system’s capabilities. Cases where one would need to
examine the contents of a session would obviously not be detected by the Netflow system.

The Netflow analysis system.

The Netflow record contains only a fraction of the total amount of data that is transmit-
ted during a session. Because of this, it is possible to store session-data for a very long
time. This increased time-window is the most important benefit of using this system for
slow portscan detection.

In this experiment, the database was queried for all individual destination ports that
each source IP has tried to contact (successful and unsuccessful connection attempts).
A regular vertical portscan will probe thousands of ports on the target, while legitimate
use will be limited to a few ports. The query listed all source IP addresses, and as Tables
9 and 13 show, one source IP address has clearly tried to connect to a very high number
of destination ports. By applying a threshold, the activity from a source IP that exceeded
the threshold was defined to be portscanning activity. It may be difficult to decide on a
fixed threshold for all networks. In this experiment the threshold should be 20 for the
lab experiment and 10 for the field experiment. In a real world scenario, the security
analyst should know how many legitimate services he is defending, and set the threshold
accordingly.

There is always the possibility of false positives. If there are many legitimate services on
the defended network, legitimate traffic may raise over the threshold. Some protocols,
such as FTE may use several ports in a logical session. There is also the possibility of false
negatives. If the scanner is targeting only a small set of destination ports, this number
may be below the threshold. To mitigate this, one can turn to data-mining techniques.
One such technique is to calculate the standard deviation for the time-interval between
the sessions. If one assume that the scan sends out its packets with a regular interval, the
standard deviation should be small. Normal network usage tends to have higher stan-
dard deviation between sessions from a given source IP address. When combining these
calculations with the original query, one may strengthen the indicators from the query.
If the attacker introduces irregular time-intervals between the individual packets in the
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scan, or introduces other network traffic besides the scan, he might be able to evade this
technique. Therefore it is not believed that standard deviation calculations can be used
to weaken an indicator from the query.

It is important to realize that the alerts from our intrusion detection systems are indica-
tors and warnings. Sometimes one must correlate several indicators before one can turn
them into an event. Another indicator that can be used in slow portscan detection is visu-
alization. In the experiment, an X-Y plot with time on the X-axis and destination ports on
the Y-axis was made. The graph was populated with a query for all RST-records (thereby
excluding successful connection attempts). In the case of no portscan, one would see
RST-records to some of our legitimate services, and probably to the most common back-
door program destination ports. In the case of a portscan on the other hand, one would
see RST-records all over the destination port range. Depending on the scale on the X-
axis, this activity might be represented as a thin spike for a normal portscan (takes little
time to complete) and represented as a cloud for a slow portscan. (See Figure 15 for an
example.)

The Snort IDS

The sfportscan preprocessor is the latest addition to Snort’s portscan detection capabil-
ities, and were introduced in version 2.3.0. It is meant to replace older portscan pre-
processors, and was for that reason chosen in the experiment. Older preprocessors like
portscan2 and SPADE was considered, but not included in this experiment.

The sfportscan preprocessor utilizes a new idea for portscan detection. A portscan will
generate a high number of RST packets coming from the target. By enumerating these,
instead of connection attempts, one hopes that sfportscan will reduce the number of false
positives.

Sfportscan has three sensitivity levels. When this level is increased, sfportscan widens
its time-window, and starts enumerating more than just RST packets. For Low the time-
out is 60 seconds, for Medium it is 90 seconds and for High it is 600 seconds. These values
are hard-coded into the source. If one wants to change these, Snort must be re-compiled.
These values were not changed in the experiment. The threshold for each sensitivity level
is 5 enumerated ports inside the time-interval.

This means that sensitivity levels Low and Medium will not be able to detect the scan
in this experiment. Sensitivity level High should be able to enumerate 10 ports in 600
seconds, and given a threshold of 5 ports, it should be able to detect the scan in this
experiment. The results presented in Tables 7 and 11 confirm this. There are some re-
sults that may be a bit confusing. In the lab experiment, sensitivity level High produced
fewer false positives than Low and Medium. In the field experiment, sensitivity level High
produced fewer false positives than Medium. This is not expected when examining how
sfportscan works. Sfportscan is a rather new preprocessor. One should therefore investi-
gate if this discrepancy can be explained as implementation problems.

The high number of false positives is also a concern. The network speeds were 1Mb/sec
for the lab experiment and 0.782Mb/sec (mean network speed) for the field experiment.
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These are pretty low speeds, and yet did sfportscan produce 308 false positives in the
lab experiment and 1064 false positives in the field experiment. One would naturally be
able to lower these by filtering noisy IP addresses, but they still seem like unacceptably
high numbers.

Snort is a very popular Network IDS and is capable of detecting a wide range of mis-
uses. As a low-cost intrusion detection system it may have a natural place in the detec-
tion strategy, but this experiment suggests that it should not be used for slow portscan
detection.

The Network Flight Recorder IDS

The Network Flight Recorder is a commercial network IDS solution. It has a wide range
of detection capabilities, and can be extended with its own Security Information Man-
ager (SIM) and the Enterprise Console for alarm management.

Network Flight Recorder performed acceptably during the experiments in this thesis,
but one should keep in mind that NFR was configured for portscan detection only. It is
likely that other configuration schemes would have influenced the results. It is beyond
the scope of this thesis to further investigate this.

In this experiment, the packages/backends that are absolutely necessary for portscan
detection are activated. The TCP Portscan backend is configurable through variables.
(See Table 4 for details.) NFR assigns weights to different classes of destination ports.
Ports above 1023 belong to one class, 1023 and below belong to another class, and there
is a special class to which trigger ports belong. When a port in the three classes is hit,
NFR calculates the weight. If the sum reaches the threshold inside the time-window, a
portscan alert is generated. The default threshold is 64, and the default time-window is
16 seconds.

The idea of assigning weights to classes of ports seems to be a good one. Normally,
services will reside below port 1024, so these may be of special interest to a scanner. Giv-
ing these a higher weight than ports 1024 and above makes perfect sense. In addition,
the TCP Portscan backend keeps a list of special ports that one wants to give a higher
weight. These are ports where one should not see any traffic, for example port 0,1,2,3,5
and so on. A careless scanner may hit these ports, and by giving them a high weight, the
threshold would be reached more quickly. One would of course need to maintain this
list. Should there be a legitimate service on one of these ports, false positives are to be
expected.

A time-window of 16 seconds is too narrow to detect the scan in this experiment. There-
fore the time-window was changed to 600 seconds. The threshold varied from 10 to 40.
With these settings, NFR was able to detect the slow portscan in this experiment. As
shown in Tables 8 and 12, the optimal THRESHOLD setting was 25 for the lab experi-
ment and 40 for the field experiment.

The results for the lab and field experiment are somewhat different. As stated in Sec-
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tion 5.4 the portscan in this thesis should be detected when the THRESHOLD holds the
value 30. This is the maximum value where one would still be certain to detect the scan
(10 privileged ports in 10 minutes equals a weighted score of 30). When the THRESH-
OLD variable is lowered, it becomes easier to detect the scan since NFR does not have
to enumerate so many ports before generating a portscan alert. As seen in Table 8, NFR
did not detect the portscan when THRESHOLD was set to 30. It had to be lowered to 25
before it would detect the scan. As Table 12 shows, NFR detected the scan with THRESH-
OLD set to 30 in the field experiment. One needs to examine the difference in the lab and
field experiment to find the explanation behind these results, and one should be aware of
the fact that the experiment is not entirely controlled, so there may be non-controllable
factors that may have influenced the results.

The nmap settings was not altered for any of the iterations in the experiment. The tcpre-
play settings (provides the background noise) was altered in two ways. One, different
data sets were used in the lab and field experiment. Two, the lab experiment had a fixed
network speed of 1Mb/sec while the field experiment used the natural speed of the data
set.

If the scanner sent the traffic as it was supposed to, one must assume that NFR is re-
sponsible for the unexpected lab experiment results. However, it is not likely that the
network speed overloaded the NFR sensor. It reported a CPU usage of 35% during the
experiment. This is probably not a high enough load to cause the sensor to start dropping
packets.

The other possibility was that the scanner did not send the packets as it was supposed
to. The scanner was implemented on a computer with a rather old 10Mb/sec network
card. It is possible that the buffers in either hardware or driver software got filled up by
the continuous traffic that was sent through it, or that other events on the computer ex-
hausted resources and that this caused packets to be dropped before they were sent. The
computer and network card should be able to handle network traffic at 1Mb/s. Further-
more, if this was the case, there should be a number of missing records in the Netflow
system as well. Table 15 shows that the Netflow system recorded all 1000 packets in the
scan. One should note that the Netflow system did not collect the records in the same
iteration where the THRESHOLD was set to 30. This means that there is a possibility that
some event on the scanner caused these results. In the absence of any better explana-
tions, one should assume that this is the case.

This gives reason to believe that the reliability of the lab experiment is weaker than
expected. Even if there is no evidence that the scanner has caused similar results in other
iterations, one cannot entirely exclude the possibility. This must be taken into considera-
tion when reading the results.

This experiment cannot fully answer the question whether NFR should be used for slow
portscan detection or not. It could detect it with the settings used in the experiment, but
one does not know for certain if these settings can have negative effects on NFR’s ability
to detect other misuses.
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When comparing NFR to the Netflow system, it produced more false positives. How-
ever, the amount of false positives is manageable for the security analyst. By filtering
away noisy hosts, they can probably be reduced further.

If one already has deployed NFR, one should investigate further how it can be optimally
configured for slow portscan detection.

Closing remarks

Planning a strategy for intrusion detection is a very serious and complicated task. Intru-
sion detection solutions are often very expensive to purchase. The costs of manning a
central for intrusion detection and response can also be high.

Before one decides which systems to buy, there are several questions that need to be
answered:

What are the assets? Most production chains consist of many components and proce-
dures. The assets in such a chain can be the infrastructure itself, including network
components, hosts and services. The assets can also be the information that is pro-
duced and the procedures that makes use of that information. Information technol-
ogy supports many of these assets. One needs to know what to protect in order to
achieve the best security for the available resources.

What are the threats? Protecting ourselves from every possible threat may not be the
most cost-effective thing to do. A carefully chosen intrusion detection regime could
aid the security analyst in obtaining a better understanding of the actual threats
to his assets. By using for example Andrew Jones’ [27] approach for threat assess-
ment, he could learn actual threat agents’ intentions, capabilities and methods.

How will the information be used? Will the situational picture from the intrusion de-
tection systems be used for coordinating countermeasures and to take legal actions
against perpetrators? Or to study the attackers intentions, capabilities and meth-
ods?

What data sources are available? After deciding what assets to protect from which
threats, the security analyst needs to decide the type of data source to search for
misuses. He would have to know what kind of logs or other data sources are al-
ready available and what are the costs related to collecting and processing them.
If no relevant data sources are available, he may have to purchase or develop a
system that produces the logs he needs.

What are the limitations? There will most likely be limitations that may affect the de-
tection strategy. They can be technical limitations like network speeds or storage
capacities. They may also be legal limitations like privacy law etc. that limit the
type of information one can record and store.

Other factors to consider are economy, competence/knowledge in the organization,
requirements for interoperability with existing systems for intrusion detection, scalability
and usability.

In [26], Richard Bejtlich introduces the concept of Network Security Monitoring
(NSM). NSM is defined as the collection, analysis and escalation of indicators and warnings
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to detect and respond to intrusions.

By indicators and warnings, Bejtlich uses the definition found in a U.S. Army intelligence
training document!. The document defines an indicator as observable or discernable ac-
tions that confirm or deny enemy capabilities and intentions.

Indications and warnings (I&W) are then defined as the strategic monitoring of world
military, economic and political events to ensure that they are not the precursor to hostile
or other activities which are contrary to U.S. interests.

Bejtlich then adapts this definition to NSM, defining digital I&W as the strategic moni-
toring of network traffic to assist in the detection and validation of intrusions.

In this context, indicators are information such as the alerts generated by security prod-
ucts, activity monitors in network units, application logs in hosts, manual reports from
users and so on. Indicators from the Netflow system would be results from queries and
data mining techniques, as well as visualization of patterns of misuse. Warnings are the
results of a security analyst’s interpretation of indicators.

How does this relate to the Netflow analysis system, Snort and Network Flight Recorder?
If one is going to develop a holistic strategy for security monitoring and response, it is
unlikely that one will be able to find a single product that will serve all needs. At some
places, one may need a powerful IDS like NFR. At other places, economy will only al-
low us to use open source products like Snort. Yet at other places, limited bandwidth
prevents us from collecting anything but Netflow sessions. The ultimate goal is to record
everything and store it indefinitely for future analysis. When reality constraints prevent
us from reaching this goal, one must do the next best thing: Decide what is absolutely
needed to detect at different locations in the particular infrastructure, and deploy the
best tool given the limitations in that environment. Sometimes the tools may be overlap-
ping, sometimes they may be complementary and sometimes they may leave gaps in the
detection capabilities.

One cannot use the experiment in this thesis as a rationale for replacing systems like
Snort or NFR with a Netflow system. A reasonable strategy for intrusion detection should
of course aim at giving the largest return of investment as possible. The information given
by the systems should be sufficient to implement coordinated and effective countermea-
sures.

A Netflow analysis system has a natural place in this detection strategy, and may fill a
niche that systems like Snort and NFR do not fill. By storing meta-data only, it becomes
possible to store and process information that covers a large time-window. Signature
based systems are limited to detecting misuses they already know. When the security an-
alyst becomes aware of a new attack, it will usually not be possible to go back days/week-
s/months to investigate if and when the network was hit with this new attack when using
such signature based systems. By monitoring selected time-series data, it is possible that
a Netflow analysis system could detect new attacks in an early stage.

IDocument is titled "Indicators in Operations Other Than War" and can be found in the Federation of Amer-
ican Scientists’ archive at http://www.fas.org/irp/doddir/army/miobc/shts4lbi.htm
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8 CONCLUSIONS

This thesis has demonstrated that one can build a Netflow analysis system based on
Argus, and that this system can be used for misuse detection. The research questions
for this thesis are presented in Section 1.4. We now return to these to determine if the
questions have been answered.

1. To what degree can Netflow analysis be used for intrusion detection?

Some misuse scenarios where Netflow analysis probably can detect misuses in com-
puter networks are presented in Section 1.7. They are grouped into two categories.
Misuses with strong indicators in the Netflow record, and misuses with weaker indi-
cators in the Netflow record. One of the misuses, slow portscanning, is a particular
difficult type of misuse to detect with ordinary network intrusion detection systems
and was selected for further study in this thesis.

2. Analyze how Netflow analysis, Snort and Network Flight Recorder detect slow portscan-

ning. Find limitations in the three methods, and perform a ranking. The hypothesis
was: Netflow analysis will top this ranking.
By analyzing the three systems, one was able to estimate limits in the mechanisms
that the systems use for slow portscan detection. The systems focus on different tech-
niques. Snort/sfportscan looks for RST-packets coming from the targets. NFR assigns
weight to ports that are unlikely to be hit (except from scanners). The Netflow system
takes a step back and examines large time-windows of traffic. As a result, a ranking
was made, and the Netflow analysis system tops this ranking.

3. Has Netflow analysis a higher or lower true positive/false positive ratio for detecting
slow portscanning than Snort and Network Flight Recorder? The hypothesis was: Net-
flow Analysis has a lower true positive/false positive ratio than the two other methods.

The experiment was conducted successfully. The experiment confirmed the hypothe-
sis and the ranking is presented in Table 2.

In addition to answering the research questions, other techniques were adapted to
improve the indicators from the Netflow analysis system:

1. We adopted the techniques used by Snort/sfportscan in such a way that we only look
for connections that were reset. By doing this, the true positive/false positive ratio
was improved.

2. We used timing analysis to strengthen the indicator. By examining the standard devi-
ation for the time intervals between the sessions coming from each source we were
able to identify sources where very regular sessions originated.

3. We used visualization to aid the operator in deciding if there are portscanning activi-
ties in the network.
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9 FUTURE WORK

This thesis confirms that Netflow analysis systems can detect slow portscanning, and
some effort has been made to strengthen the indicator from Round 3 in the experiment.
It is possible that there are better ways to strengthen the indicator. By examining timing
information or patterns in the scanned ports one could further reduce the false positives.
This should also enable us to discern slow portscans from "normal" portscans.

One of the misuses from the scenarios presented in Section 1.7 was chosen for further
study in this thesis. One needs to gain a deeper understanding of what other types of
misuse that can be detected with Netflow analysis, and investigate how well Netflow
analysis systems do this compared to other methods.

This thesis has shown that NFR can be used for detecting slow portscans given rela-
tively low network speeds, few backends loaded and a very wide time-window. In the
experiment, the only value that was varied was the TIMEOUT variable. It would be de-
sirable to learn NFRs limitations more thoroughly. At which speeds can it still detect slow
portscans? When will the large timeout-window cause it to start dropping packets, and
when will this affect its capability to detect other intrusions? How will the alteration of
other variables in the TCP Portscan backend affect its ability to detect slow portscans?

Netflow records contain information about events that take place in the network or trans-
port layer. One can also find information on how much data the two hosts are sending
and how many packets they send. There is a possibility that this information can indicate
the type of traffic that takes place in the layers above the transport layer.

Here we present some suggestions of higher layer events that one perhaps could detect
in Netflow data:

1. Covert Channel activity. Restrictive firewall policies can spur internal users to set up
tunnelling of unwanted protocols inside legitimate protocols. By examining timing
information, the number of packets and the amount of data transmitted, it might be
possible to detect covert channel activities.

2. New peer-to-peer activity. Does peer-to-peer activity (morpheus, edonkey, bittorrent
etc.) share certain properties that make it possible to detect new similar protocols by
examining Netflow records?

3. Strengthen other indicators. Patterns in Netflow records may raise suspicion of mis-
uses. Is it possible to find other indicators that can strengthen (or weaken) the suspi-
cion, in order to reduce false positives?
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A EXPERIMENT SETUP

TARGET PORTSCANNER

TOPLAYER 3531
Load Balancer

NetFlow server NFR Server

Figure 17: Experiment setup and component description

Monitored network.

The monitored system consists of a target and a scanner. A data set from [9] and a
production network with approximately 200 users was replayed to give the illusion that
the two mentioned hosts existed on an active computer network.

NetOptics 10/100 tap-box

The tap-box was used to ensure that the measurements did not influence the monitored
network. No network packet was allowed to enter into the monitored network, and the
tap-box did not cause packet delay in the monitored network. If power to the tap-box
would fail, network traffic would still pass through it.

TopLayer 3531 IDS Load balancer.

An IDS Load balancer was used to feed multiple IDS systems the same network traffic.
The IDS Load balancer receives network traffic at input ports and sends the traffic out
on monitor ports. It is capable of sending 100Mb/sec traffic to any input port out on any
monitor port. This ensures that all IDS systems ’see’ the same traffic at the same time.
Intrusion detection systems

The Netflow analysis system and Snort were running on an Intel/FreeBSD platform. NFR
was running on a Sun/Solaris system.
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B RESULTS OF THE LAB EXPERIMENT

Experimental results - Round 1 - Snort with sfportscan.

Snort is configured with sfportscan and no rules. The sensitivity level is varied from low
to high.

Iteration Sensitivity Snort true positives Snort false positives
1 Low 0 564

2 Medium 0 1218

3 High 1 308

Table 7: Results Snort sfportscan - Round 1 Lab experiment

Experimental results - Round 2 - Network Flight Recorder.

The TCP Portscan backend is enabled and all other backends are disabled. INTERVAL is
set to 600 seconds, UNPRIV_WEIGHT =1, PRIV_WEIGHT =3, TRIGGER_PORTS=6. Trig-
ger port list is not changed.

Iteration Threshold NFR true positives NFR false positives
1 10 1 158

2 20 1 99

3 25 1 40

4 30 0 0

5 35 0 0

6 40 0 0

Table 8: Results Network Flight Recorder - Round 2 Lab experiment
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Experimental results - Round 3 - Netflow analysis system.

Threshold varied from 2 to 2000 (distinct destination ports). The query includes all ses-
sions (successful and unsuccessful).

Iteration Threshold Netflow true positives Netflow alse positives

2 37

5

—_
O

7

10

20

50

100

200

OO |U|D[W[N| -

300

500

==
== O

700

—_
\S]

1000

=
w

1500

olo|lr|r| R R, R|lR|lR| R R R~
O OO O|O|O|O|O| OO~

—_
N

2000

Table 9: Results Netflow - Round 3 Lab experiment

Experiment results - Round 4 - Netflow analysis system with additional calculations.

Threshold varied from 2 to 2000 (distinct destination ports). The query includes only
unsuccessful sessions.

Iteration Threshold Netflow true positives Netflow false positives
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Table 10: Results Netflow Round 4 - Lab experiment
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C RESULTS OF THE FIELD EXPERIMENT

Experimental results - Round 1 - Snort with sfportscan.

Snort is configured with sfportscan and no rules. The sensitivity level is varied from low
to high.

Iteration Sensitivity Snort true positives Snort false positives
1 Low 0 235

2 Medium 0 1195

3 High 1 1064

Table 11: Results snort sfportscan - Round 1 Field experiment

Experimental results - Round 2 - Network Flight Recorder.

The TCP Portscan backend is enabled and all other backends are disabled. INTERVAL is
set to 600 seconds, UNPRIV_WEIGHT =1, PRIV_WEIGHT =3, TRIGGER_PORTS=6. Trig-
ger port list is not changed.

Iteration Threshold NFR true positives NFR false positives
1 10 1 99

2 20 1 99

3 25 1 99

4 30 1 17

5 35 1 15

6 40 1 1

7 45 0

Table 12: Results Network Flight Recorder - Round 2 Field experiment
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Experimental results - Round 3 - Netflow analysis system.

Threshold varied from 2 to 2000 (distinct destination ports). The query includes all ses-
sions (successful and unsuccessful).

Iteration Threshold Netflow true positives Netflow false positives
1 2 1 52
2 5 1 8
3 7 1 1
4 10 1 0
5 20 1 0
6 50 1 0
7 100 1 0
8 200 1 0
9 300 1 0
10 500 1 0
11 700 1 0
12 1000 1 0
13 1500 0 0
14 2000 0 0

Table 13: Results Netflow - Round 3 Field experiment

Experimental results - Round 4 - Netflow analysis system with additional calculations

Threshold varied from 2 to 2000 (distinct destination ports). The query includes only
unsuccessful sessions.

Iteration Threshold Netflow true positives Netflow false positives
1 2 1 37
2 5 1 5
3 7 1 0
4 10 1 0
5 20 1 0
6 50 1 0
7 100 1 0
8 200 1 0
9 300 1 0
10 500 1 0
11 700 1 0
12 1000 1 0
13 1500 0 0
14 2000 0 0

Table 14: Results Netflow - Round 4 Field experiment
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D STANDARD DEVIATION CALCULATIONS

Source IP Destination port | Number of sessions Standard deviation
count

172.26.240.100 1000 1000 2.68
172.16.114.148 11 8227 20.95
196.37.75.158 7 3805 22.73
194.7.248.153 7 4864 20.40
194.27.251.21 7 5497 18.47
197.182.91.233 7 6094 16.30
172.16.114.168 7 5093 16.87
172.16.113.84 6 6763 14.75
172.16.113.105 6 10443 17.97
172.16.113.204 6 5758 17.93
195.73.151.50 6 2773 23.99
135.13.216.191 6 5633 15.85
135.8.60.182 6 3556 21.08
196.227.33.189 6 4786 20.57
197.218.177.69 6 4406 24.39
195.115.218.108 6 3705 24.70
172.16.112.207 6 12183 17.42
172.16.114.169 5 6109 19.25
172.16.112.149 5 2926 25.07
172.16.114.207 5 5370 18.92
172.16.112.194 4 4077 25.84
172.16.114.50 4 518 50.29

Table 15: Netflow - Results standard deviation calculation lab experiment
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Source IP Destination port | Number of sessions Standard deviation
count

172.16.112.100 3 191 62.94
172.16.117.103 3 2534 65.45
172.16.112.50 3 1134 58.63
172.16.116.201 3 5398 49.03
172.16.117.132 3 7707 39.41
192.168.1.30 2 243 99.35
172.16.113.50 2 54 123.64
192.168.1.90 2 1777 37.69
172.16.115.5 2 5778 56.76
172.16.115.87 2 10897 35.77
172.16.115.234 2 9571 39.27
172.16.116.44 2 6512 50.31
172.16.116.194 2 5712 48.68
172.16.117.52 2 5010 50.34
172.16.117.111 2 2994 58.65
172.16.112.20 2 6821 25.07
216.40.24.2 1 27 108.85
80.2.16.0 1 1 108.85
132.25.1.25 1 27 108.85
134.205.165.120 1 27 108.85
172.16.112.10 1 891 29.99
192.64.204.230 1 27 109.87
192.168.1.10 1 1720 27.77
192.168.1.20 1 405 74.37
205.181.112.72 1 27 127.91
205.185.55.49 1 27 12791
206.43.200.71 1 27 127.91
206.79.21.13 1 27 127.91
209.67.3.82 1 27 127.91
209.67.29.11 1 27 127.91
209.185.191.232 1 27 127.91
0.0.0.0 1 1 127.91

Table 16: Netflow - Results standard deviation calculation lab experiment (continued)
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Source IP Destination port | Number of sessions Standard deviation
count
172.26.240.100 1000 1000 2.68
158.112.96.108 7 5214 38.91
144.84.15.123 6 7473 13.19
158.112.96.181 6 2624 50.74
158.112.96.165 6 4011 18.72
144.84.15.51 5 981 120.06
158.112.96.207 5 1970 136.06
144.84.15.117 5 1903 43.04
158.112.96.138 5 5366 49.37
193.45.3.9 4 126 197.42
144.84.15.53 4 4212 57.16
158.112.97.102 4 2541 137.82
158.112.96.194 4 3635 69.89
158.112.96.151 3 2376 193.24
158.112.96.178 3 2676 45.59
144.84.15.55 3 5199 17.72
158.112.96.159 3 2030 106.46
10.0.0.21 3 3528 135.09
158.112.96.4 3 235 147.70
144.84.15.2 3 4124 20.90
158.112.96.7 3 52 128.43
158.112.96.8 3 4632 18.87
158.112.96.102 3 4287 74.49
158.112.96.121 3 2933 139.37
158.112.96.124 3 6107 9.37
158.112.96.126 3 2249 189.20
158.112.96.127 3 2556 88.53
158.112.96.131 3 114 184.19
10.0.0.23 3 7803 51.23
158.112.96.137 3 701 83.84
158.112.96.141 3 6093 32.26
192.168.200.6 3 13625 7.09
158.112.96.156 2 2460 51.40
158.112.96.158 2 313 131.52
158.112.96.166 2 520 149.28
158.112.96.174 2 1299 73.21
10.0.0.22 2 5620 66.29
158.112.96.221 2 3920 47.12
158.112.96.222 2 568 145.69
144.84.15.57 2 1050 64.17
158.112.96.232 2 78 165.82
158.112.97.134 2 750 91.01
66.117.33.44 2 13 179.92
193.45.3.38 2 78 164.78
193.45.3.39 2 98 175.36
81.93.160.181 2 26 204.49
144.84.15.116 2 1533 45.71
66.117.33.59 2 13 161.84
158.112.96.106 2 101 157.02
158.112.96.116 2 1623 92.92
158.112.96.130 2 1569 116.99
158.112.96.136 2 1800 128.14
158.112.96.148 2 214 196.96
158.112.96.157 2 961 122.72

Table 17: Netflow - Results standard7é'lgeviation calculation field experiment
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Source IP Destination port | Number of sessions Standard deviation
count

217.199.180.251 1 13 197.86
10.0.0.10 1 2491 57.78
64.233.161.99 1 13 165.69
64.233.161.104 1 13 165.69
65.54.184.250 1 13 165.69
66.117.33.58 1 13 165.69
67.159.5.116 1 1028 54.10
80.2.4.0 1 1 54.10
80.239.62.202 1 13 164.35
128.39.140.38 1 13 164.35
129.240.154.8 1 1105 52.86
144.84.15.54 1 204 160.01
144.84.15.68 1 117 122.60
144.84.15.105 1 65 163.16
144.84.15.106 1 351 72.20
144.84.15.119 1 3025 53.13
144.84.15.122 1 132 126.42
158.112.96.3 1 288 125.01
158.112.96.36 1 279 128.77
158.112.96.113 1 13 201.56
158.112.96.179 1 13 201.56
158.112.96.223 1 13 201.56
158.112.96.225 1 13 201.56
192.168.150.2 1 78 139.19
193.45.3.23 1 39 199.68
193.45.3.48 1 39 199.79
193.71.196.222 1 13 236.98
194.103.154.133 1 13 236.98
195.18.161.155 1 13 236.98
205.158.62.86 1 13 236.98
209.225.34.135 1 13 236.98
212.130.37.178 1 13 236.98
217.13.4.150 1 13 236.98
0.0.0.0 1 1 236.98

Table 18: Netflow - Results standard deviation calculation field experiment (continued)
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E NETFLOW ANALYSIS SYSTEM CODE

Some code was developed in the preparations of this thesis. The focus has been to de-
velop a prototype, not to implement the most robust or optimal code.

This appendix includes code that is necessary in order to make the Netflow system func-
tional. It does not include guidance for installing or configuring FreeBSD, PostgreSQL,

php or jpgraph.

Filename Description

rarc ra configuration file

argus_datafeed Perl-script that reads Argus-files and inserts records into the data-
base.

argus_datamove Shell-script that breaks Argus’ output file into manageable chunks.

stddev.php PHP code that calculates standard deviation for time intervals be-
tween sessions coming from each source IP

stddev_bars.php PHP/Jpgraph code that makes a bar-plot for the standard devia-
tion for time intervals between sessons coming from each source
P

portscan.php PHP code that makes an x-y plot for portscan detection

crontab Alterations done to crontab

Table 19: Files used by the Netflow system
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F TUNING SFPORTSCAN

(from README.sfportscan)

The most important aspect in detecting portscans is tuning the detection engine for your
network(s). Here are some tuning tips:

1.

Use the watch_ip, ignore scanners, and ignore scanned options. It’s important to
correctly set these options. The watch_ip option is easy to understand. The analyst
should set this option to the list of Cidr blocks and IPs that they want to watch. If
no watch_ip is defined, sfPortscan will watch all network traffic. The ignore_scanners
and ignore_scanned options come into play in weeding out legitimate hosts that are
very active on your network. Some of the most common examples are NAT IPs, DNS
cache servers, syslog servers, and nfs servers. sfPortscan may not generate false pos-
itives for these types of hosts, but be aware when first tuning sfPortscan for these
IPs. Depending on the type of alert that the host generates, the analyst will know
which to ignore it as. If the host is generating portsweep events, then add it to the
ignore_scanners option. If the host is generating portscan alerts (and is the host that
is being scanned), add it to the ignore_scanned option.

Filtered scan alerts are much more prone to false positives.

When determining false positives, the alert type is very important. Most of the false
positives that sfPortscan may generate are of the filtered scan alert type. So be much
more suspicious of filtered portscans. Many times this just indicates that a host was
very active during the time period in question. If the host continually generates these
types of alerts, add it to the ignore scanners list or use a lower sensitivity level.

Make use of the Priority Count, Connection Count, IP Count, Port Count, IP range,
and Port range to determine false positives. The portscan alert details are vital in
determining the scope of a portscan and also the confidence of the portscan. In the
future, we hope to automate much of this analysis in assigning a scope level and
confidence level, but for now the user must manually do this. The easiest way to de-
termine false positives is through simple ratio estimations. The following is a list of
ratios to estimate and the associated values that indicate a legitimate scan and not a
false positive. Connection Count / IP Count: This ratio indicates an estimated average
of connections per IP For portscans, this ratio should be high, the higher the better.
For portsweeps, this ratio should be low. Port Count / IP Count: This ratio indicates
an estimated average of ports connected to per IP For portscans, this ratio should be
high and indicates that the scanned host’s ports were connected to by fewer IPs. For
portsweeps, this ratio should be low, indicating that the scanning host connected to
few ports but on many hosts. Connection Count / Port Count: This ratio indicates an
estimated average of connections per port. For portscans, this ratio should be low.
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This indicates that each connection was to a different port. For portsweeps, this ratio
should be high. This indicates that there were many connections to the same port. The
reason that Priority Count is not included, is because the priority count is included
in the connection count and the above comparisons take that into consideration. The
Priority Count plays an important role in tuning because the higher the priority count
the more likely it is a real portscan or portsweep (unless the host is firewalled).

4. If all else fails, lower the sensitivity level. If none of these other tuning techniques
work or the analyst doesn’t have the time for tuning, lower the sensitivity level. You
get the best protection if the sensitivity level is higher, but it’s also important that the
portscan detection engine generates alerts that the analyst will find informative. The
low sensitivity level only generates alerts based on error responses. These responses
indicate a portscan and the alerts generated by the low sensitivity level are highly
accurate and require the least tuning. The low sensitivity level does not catch filtered
scans, since these are more prone to false positives.
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